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Abstract. We introduce the notion of publicly auditable functional en-
cryption (PAFE). Compared to standard functional encryption, PAFE
operates in an extended setting that includes an entity called auditor,
besides key-generating authority, encryptor, and decryptor. The auditor
requests function outputs from the decryptor and wishes to check their
correctness with respect to the ciphertexts produced by the encryptor,
without having access to the functional secret key that is used for decryp-
tion. This is in contrast with previous approaches for result verifiability
and consistency in functional encryption that aim to ensure decryptors
about the legitimacy of the results they decrypt.

We propose four different flavors of public auditability with respect to
different sets of adversarially controlled parties (only decryptor, encryptor-
decryptor, authority-decryptor, and authority-encryptor-decryptor) and
provide constructions for building corresponding secure PAFE schemes
from standard functional encryption, commitment schemes, and non-
interactive witness-indistinguishable proof systems. At the core of our
constructions lies the notion of a functional public key, that works as
the public analog of the functional secret key of functional encryption
and is used for verification purposes by the auditor. Crucially, in order
to ensure that these new keys cannot be used to infer additional infor-
mation about plaintext values (besides the requested decryptions by the
auditor), we propose a new indistinguishability-based security definition
for PAFE to accommodate not only functional secret key queries (as in
standard functional encryption) but also functional public key and de-
cryption queries. Finally, we propose a publicly auditable multi-input
functional encryption scheme (MIFE) that supports inner-product func-
tionalities and is secure against adversarial decryptors. Instantiated with
existing MIFE using “El Gamal”-like ciphertexts and X-protocols, this
gives a lightweight publicly auditable scheme.
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1 Introduction

Functional Encryption (FE) [16,30] is a cryptographic primitive that transcends
the “all-or-nothing” decryption capabilities that classical public-key encryption
schemes provide, by allowing the decryptor to acquire pre-agreed function out-
puts of the encryptor’s data. In particular, given an encryption key ek, the en-
cryptor produces a ciphertext ct for plaintext data x. The decryptor can then



use a functional secret key sk, for an agreed function f, provided by a key-
generation authority, in order to retrieve the function output f(x). The security
of FE guarantees that the decryptor learns nothing about x other than f(x) (and
what can be inferred from it). Since it was first proposed by Boneh et al. [16]
there has been a plethora of works on FE e.g., providing efficient schemes for spe-
cific functionalities (inner product [7], quadratic [5,8,11,24]), and generalizations
of the definition for multiple inputs (Multi-Input FE (MIFE) [23,35]), multiple
encryptors or authorities (Multi-Client FE (MCFE) [4, 20, 28] and Multi-Party
FE [6]), or dynamic sets of participants (Decentralized Dynamic FE [19]).

The selective decryption capabilities that FE provides makes it suitable for
multiple real-world applications, such as the following;:
Checkable cloud storage. Consider an application where users wish to up-
load their files (e.g., images) onto a cloud service provider. For privacy purposes
uploaded files should be encrypted. However, from the cloud service provider’s
perspective it would be ideal if it could still infer some information about the
encrypted files, with the consent of the users. For example, it might wish to learn
certain file-related aggregate statistics, or ensure that the files’ contents satisfy
certain policies (e.g., the uploaded images do not contain states of déshabillé [2]).
Using FE to produce the ciphertext and providing the cloud server with appro-
priate sky simultaneously achieves the above privacy and utility properties.

Auditable financial data. Another example application comes from the field of
finance, where there exist institutions (e.g., [1,3]) that are in charge of examining
the books of business-conducting companies and organizations to ensure that
they conform to legal and financial policies. Again, FE enables such fine-grained
control without necessarily disclosing all raw data.

Private data brokerage. The abundance of data produced daily from our on-
line activity has naturally led to the notion of “data monetization”. Companies
operating as data brokers collect large volumes of data, perform useful statis-
tical analyses over them and market the results to interested buyers (e.g., for
marketing or political campaigns [21]). Due to the potentially sensitive nature
of the raw data, privacy-aware individuals could opt to use an FE scheme that
only reveals to the broker pre-agreed aggregate statistics.

While FE seems to map very nicely to the privacy requirements of these
applications, the trust model in the settings described allows for potential mis-
behavior from parties that is not captured by FE security definitions. Note that
in all applications above the party that plays the role of the FE-decryptor is
different than the party that needs to be convinced about the legitimacy of the
function outputs. For example, the cloud service provider may need to prove to
a law enforcement agency that the stored encrypted data do not violate any le-
gal policies and likewise, for our second example, auditing companies may need
to provide guarantees to governmental regulatory bodies. Finally, in our last
example, data buyers should receive a guarantee about the correctness and con-
sistency of the purchased statistical analyses results with respect to the raw
data, to avoid having to blindly trust the broker. Based on the above, FE only
partially achieves the security requirements of the mentioned applications (al-



lowing the decryptor to only learn function outputs). Particularly, it needs to
be augmented or complemented with other cryptographic techniques to enable
results verification.

There exists a limited number of works in the FE literature that aims to en-
rich schemes with some notion of result verification. Badrinarayanan et al. [10]
proposed verifiable FE and more recently Badertscher et al. [9] proposed a re-
laxation of this notion under various adversarial models called consistent FE.
However, both these works operate in a different security model than the ones
described above, as they aim to protect the decryptor against attacks launched
by a misbehaving encryptor, authority, or both. That is, at a very high level, the
decryptor can run a verification algorithm that ensures there is a common “ex-
planation” for all decrypted function outputs (see detailed discussion in related
work section below). That said, this verification algorithm may require access to
the functional decryption keys sk for different functions f, which is perfectly
acceptable in case it will be executed by the decryptor (who is already entrusted
with these keys). Importantly, the problem we are concerned with is strictly
harder: an external party needs to be able to verify decrypted results without
access to sky and the decryptor is always assumed to behave adversarially to this
goal. Hence none of these prior works for verifiable FE is applicable.

One “easy” solution to our problem would be to provide the external auditing
party with sky, allowing it to decrypt results directly. However, access to sky
allows the decryption of arbitrary sets of ciphertexts (e.g., in an application
where ciphertexts are publicly accessible). While this might be acceptable for
some cases, a more “controlled disclosure,” is more realistic and preferable in
other scenarios i.e., when the auditor has to go through the decryptor first.
Finally, an alternative “folklore” way for verifying received results is if one can
rely on an active direct communication channel between the encryptor and the
auditor. In such a setting, the encryptor can use a generic zero-knowledge proof
(ZKP) protocol to convince the auditor, when asked, that its plaintext does not
deviate from certain policies. This is far from a realistic assumption though,
as the encryptor might be unavailable or even unwilling to provide the auditor
with such information. An alternative to this would be for the encryptor to
produce, ahead of time and alongside its ciphertext, corresponding proofs of
validity, provably adhering to certain policies. Policies change, unfortunately,
meaning that the encryptor would need to engage in multiple ZKP executions
over time, which is undesirable for the same reasons as the previous example.

1.1 Our results

Motivated by the above, we introduce the notion of publicly auditable functional
encryption (PAFE), which operates in an extended setting that includes, besides
the authority, encryptor, and decryptor, an additional party named auditor.
PAFE enables the auditor to verify the decryption results/functional outputs
received from the decryptor. Unlike previous works on FE verification [9, 10],
PAFE achieves “public verifiability”, i.e., the auditor can run the verification
algorithm without access to sky. In order to achieve this, we introduce a new
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Table 1. Auditability versions for general FE depending on the untrusted parties
and cryptographic building blocks used for the corresponding PAFE schemes. Legend:
O=Honest, @=Adversarial. Ad/Sel stands for adaptively/selectively secure.

public parameter that we term functional public key (pky) for function f. This
is provided by the authority as a public analog of sky and it operates as an
“anchor-of-trust” for the auditor’s verification.

Next, we define different flavors of public auditability, based on different cor-
rupted sets among authority, encryptor, and decryptor. We stress that public
auditability is meaningful as a property when the decryptor is untrusted; it is
trivially achieved if the auditor trusts the decryptor-provided results. Besides,
any combination of the remaining entities (encryptor, authority, or both) may be
colluding with the decryptor to “fool” the auditor. Thus, we propose four defini-
tions of auditability for FE corresponding to different untrusted-participants sets
PA-UD, PA-UED, PA-UAD, PA-UEAD corresponding to untrusted decryptor,
encryptor-decryptor, authority-decryptor, and encryptor-authority-decryptor, re-
spectively, as shown in Table 1, and we explore the relations among them.

Besides auditability, PAFE must maintain the standard security definition
of FE [16,20] i.e., the decryptor learns nothing about the plaintext, except for
function outputs. Additionally, the inclusion of functional public keys enables a
broader class of attacks from an adversary that has access only to ciphertexts,
pk¢, and possibly function outputs y; but not sk¢. To elevate the security model
to a more realistic scenario that includes the cases we explained above, we con-
sider a mixed class of adversaries that may acquire access to functional secret
or public keys in a dynamic way. Additionally, we provide the adversary with
oracle access to the encryption and decryption algorithms. Recall that a secure
FE scheme allows for any adversary to win with non-negligible advantage only
if for all queried functional secret keys and ciphertexts, all underlying plaintexts
pairs have equal function outputs. In our PAFE extended model, adversaries
may attempt to abuse the decryption capabilities on a ciphertext ct to infer
functional evaluations for a function f for which acquiring the respective sky
would violate the FE winning conditions. To capture all adversarial cases, we
propose a new security definition for PAFE, extending the one for FE.

Additionally, we present four different constructions, each one satisfying a
different public auditability flavors. Table 1 depicts the respective cryptographic
components and the achieved Security/Public-Auditability types. As we discuss
in the next part, we build our PAFE using secure FE schemes, enhanced with



appropriate use of commitment schemes to “anchor” the functional public keys
pks, and non-interactive witness indistinguishability (NIWI) proof systems to
force the untrusted parties to prove the correctness of their computations. For the
untrusted key-generating authority case (PA-UAD, PA-UEAD), we also expand
upon the replication techniques of Badrinarayanan et al. [10].

Our first four schemes work for arbitrary classes of functions (as long as
the underlying FE supports them). In the last part of the paper we design a
publicly auditable multi-input FE (MIFE) scheme specifically for inner-product
functionalities, i.e., linear combinations between encrypted vectors and public
weights. Using the MIFE of [7], which produces “El Gamal”-style ciphertexts
as a building block, combined with classic X-protocols [13,17] yields an efficient
publicly auditable scheme against untrusted decryptors.

1.2 Overview of techniques

The introduction of the functional public key in the FE setting poses a “mod-
eling” challenge. Even though pky should be uniquely tied to sky for a specific
function f, it should not reveal anything about its private counterpart or the
plaintext of the encryptor. To ensure this, we compute pky as a perfectly binding
and computationally hiding commitment of sky. Due to the perfectly binding
property no adversary can generate two different functional secret keys that map
to the same functional public key which makes the auditability properties easier
to prove. The computational hiding property ensures that no bounded-resources
adversary can infer any information about sk from its pks counterpart, hence
function outputs that have not been explicitly queried for via the decryption
oracle are protected.

However, augmenting IND-secure FE schemes to build secure PAFE schemes
is not trivial, due to the diversification of the winning conditions between the
IND-security game for FE schemes and that of PAFE that we mentioned above.
One way to achieve this would be to restrict ourselves to weaker adversaries.
E.g., consider an extremely limited setting where the adversary (after setup)
first declares all the secret and public functional keys it wants, as well as all
plaintext pairs to be encrypted and ciphertexts to be decrypted. Having access
to all this information allows us to check which winning conditions are not vi-
olated each time and construct the keys accordingly (either “honestly” or as
“dummies”). Clearly, we would prefer to achieve security against more general
adversarial behavior. To this end, we use NIWI proofs to combat such adver-
sarial behavior based on the different winning conditions of the two games and
achieve fully adaptive security, i.e., there is no restriction in the order in which
the adversary issues its different queries. Specifically, our PA-UD and PA-UED
constructions leverage the setup performed by the trusted authority to construct
an adaptively secure PAFE scheme based on an adaptively secure FE scheme,
perfectly binding and computationally hiding commitments and perfectly sound
and computationally witness indistinguishable NIWI proof system.

For the cases where the authority is considered untrusted, we need to employ
multiple instances of FE where the function output derives from the majority



of the decryptions and enrich our NIWTI relations accordingly, using techniques
similar to [10]. Importantly, in the PA-UAD setting we can still construct an
adaptively secure PAFE scheme by leveraging that the encryptor is trusted.
This derives specifically from a combination of all ciphertexts using a common
plaintext x with complex relations proving a threshold of correct execution of
the Setup, Key-Generation, and Decryption algorithms. However, in the last case
where all entities are untrusted PA-UEAD we do not have such guarantees and
we can only achieve a selective type of security, as follows: We require that the
encryptor provide all plaintext pair queries, before generating any functional
secret keys. While this is more limited than the adaptive security of the first
three schemes, it arguably suffices for certain applications (e.g., for the cloud
application we discussed above, consider the case where all data is uploaded
ahead of time, before auditing functions are chosen).

The four different corruption sets result in four discrete public auditability
definitions of their own, which we divide into two subcategories depending on
whether the authority is trusted or not. A similar division can also be done on
whether the encryptor is trusted or not, which results in an interesting realization
about the public auditability definitions. For the former cases (PA-UD,PA-UAD),
the auditor is guaranteed to receive the function output f(x) that corresponds
to the plaintext x that the encryptor has used to produce its ciphertext, and
specifically for function f that the auditor holds its respective pky. However, for
the cases where the encryptor is untrusted (PA-UED,PA-UEAD), it can generate
its ciphertext arbitrarily. Therefore, a notion of “consistency” has to suffice to
the auditor, which results to an existential condition for x to be in the domain
of f (whose respective pky the auditor holds and decryption returns f (x))

2 Related work

Badrinarayanan et al. [10] were the first to consider, in the FE setting, the
possibility of encryptors colluding with the authority to try and “cheat” the
decryptor into receiving falsified or meaningless function outputs. To safeguard
against such attacks, they proposed verifiable FE, including algorithms for the
verification of the ciphertext production and the key generation. The verifiability
property states that if both algorithms succeed, then decryptors always get a
function output (for function f) of a plaintext in the domain of f. This is a
very strong definition, as it quantifies over all mpk, ct, f, sky the existence of a
plaintext x whose function outputs are the result of the decryption algorithm.
Interestingly, this is actually the best decryptors can ask for, since the ciphertext
can be generated arbitrarily. More efficient verifiable FE schemes were more
recently proposed for inner-product functionalities using pairing-based NIWIs
and a perfectly correct inner-product functional encryption scheme [33], and for
general functionalities via the use of trusted execution environments [34].
Following in the same line of works, Badertscher et al. [9] proposed the notion
of consistency for FE schemes which builds on the idea of [10] in the following
way. Additionally to considering the case where both the encryptor and the au-



thority collude, they examine also the cases where just one of the two entities try
to “cheat” the decryptor. They observe that in both cases where the encryptor
is corrupted, a similar property as in [10] suffices, however, when the encryp-
tor is honest, then the decryptor could request a stronger guarantee, i.e., that
it gets the function output of the specific plaintext x that the encryptor used
to generate the ciphertext ct. The authors explore the relations between their
consistency notions and other notions of security (i.e., IND-CPA, IND-CCA,
CFE), provide compilers to build consistent FE schemes from FE, NIZKs, and
NIWIs, and provide concrete constructions for consistent FE for inner-product
functionalities, in the presence of a corrupted encryptor.

At first, it might seem that our notion of public auditability can be achieved
by the above schemes. However, even though there exist similarities specifically
between our constructions and the ones of [9,10], public auditability aims to
protect the auditor who lacks knowledge of sk; and knows instead only pky. In
that sense, our approach can be broadly viewed as a public-key analog of the
notions of verifiability and consistency. Thus, not only our constructions require
additional techniques for auditability, but PAFE requires a modified security
definition, expanded to capture additional adversarial cases, as discussed above.

Koutsos et al. [27] proposed a construction of a privacy-preserving data mar-
ketplace that uses FE to protect the privacy of the raw data. To the best of
our knowledge, this is the only work that considers a similarly augmented set-
ting for FE with auditability and provides a solution without relying on trusted
communication between the encryptor and the auditor. Similarly to our work,
they utilize a public equivalent of sk; to ensure the legitimacy of the brokered
results against an untrusted auditor (but not untrusted authority/encryptor or
any combination between them). Moreover, they only consider “passive” attacks
from parties that observe ciphertexts but without decryption capabilities. Fi-
nally, their scheme builds on the MCFE scheme of [20] which supports only
inner-products functionalities.

Barbosa et al. [12] were concerned with a somewhat similar problem to ours.
In that work the authors proposed a cryptographic primitive called Delegatable
Homomorphic Encryption (DHE). With DHE schemes a weak client is convinced
that the decryption (which was performed by a potentially malicious cloud ser-
vice provider) was performed correctly. The authors assume a trusted communi-
cation channel between the encryptor and the auditor, so that the latter could
be convinced about the legitimacy of the results received from decryptors. How-
ever, this is a strong assumption and an unrealistic one as well, as the content
provider could go offline after the uploading of its data onto the cloud service
provider. Contrary to our work, the authors of [12] do not consider any possi-
ble corruptions from the encryptor or the authority and rely on both FE and
fully-homomorphic encryption [22] schemes.

3 Preliminaries

Below we present the necessary cryptographic background for our work.
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Fig. 1. Witness-indistinguishability game of a NIWI proof system.

General Notation. We denote by F = {F)} xen a family of sets F of functions
f X = Y. We call F) a functionality class such that all functions f € F) have
the same domain and the same range. A function negl(\): N < RT is negligible
if for every positive polynomial p(\) there exists a A\g € N, such that for all
A > Ag:e(A) < 1/p(N). We denote [n] = {1,---,n} for n € N*. For algorithms
A and B, we write AB()(z) to denote that A gets  as an input and has oracle
access to B, that is, the response for an oracle query ¢ is B(g). Oracles increment
a counter every time they receive a query and associate the input-output pairs
with their counter, so they can answer repeated queries consistently. Last, we
denote by <% D sampling uniformly at random from domain D.

NIWI Proof Systems. A non-interactive witness-indistinguishable proof sys-
tem (NIWI) allows a prover to convince a verifier about the validity of the
statement in a way that guarantees that “cheating” provers cannot succeed in
this. On the other hand, witness indistinguishability means that no verifier in-
teracting with an honest prover can distinguish which of two witnesses wy, ws
was used by the latter (assuming such witnesses exist for the statement).

Definition 1. (Non-Interactive Witness-Indistinguishable Proofs [9]) Let R be
an NP relation and consider the language L = {z | 3 w with (z,w) € R}. A
non-interactive witness-indistinguishable proof (NIWI) for the relation R is a
tuple of PPT algorithms NIWI = (NIWI.Prove, NIWI . Verify):

NIWI.Prove(1*, z,w): Takes as input the unary representation of the security pa-
rameter X\, a statement r and a witness w, and outputs a proof m.
NIWI.Verify(1*,z, 7): Takes as input the unary representation of the security pa-
rameter A\, a statement x, and a proof w, and outputs 0 or 1.

A NIWT is complete, if for all statement-witness pairs in the relation (z,w) € R,
it holds that: Pr[NIWI. Verify(1*, z, NIWI.Prove(1*,z,w)) = 1] = 1. Besides, a
NIWTI fulfills the properties of soundness and witness-indistinguishability.
(NIWI Soundness). We define the advantage of an adversary A as:

Advgiia(A) = Prl(z, w) + A1) : NIWI. Verify(z,m) = 1 Az ¢ L]

A NIWTI is perfectly sound if Advﬁfﬁfi()\) = 0 for all algorithms A, and com-
putationally sound, if Advﬁfﬁfﬂ()\) < negl(\) for all PPT algorithms A.
(Witness-Indistinguishability). For 8 € {0,1}, we define the experiment
WIéVIWI(l)‘,A) in Figure 1. The advantage Adv) /7 (A(1%)) of an adversary
A= (A, Ay) is:
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A NIWI is witness-indistinguishable, if Adv}{/; ;(A(1*)) = 0 for all algorithms
A = (Aq, As), and computationally witness-indistinguishable, if the advantage
Advlhy 1 (A(1Y)) < negl(A) for all PPT algorithms A = (Ay, Az). In our PAFE
schemes, we use NIWIs with perfect soundness and computational witness in-
distinguishability, such as the ones proposed in [14]. We also note that for the
configurations with trusted PAFE authority (Section 5.1), our NIWIs can be
readily replaced with zero-knowledge proof systems that provide a stronger fla-
vor of witness privacy.

Commitments. This primitive allows a party to first commit to a message in
a way that reveals nothing about it, and later open it in way that guarantees it
cannot “equivocate” for multiple openings. We rely on perfectly binding, com-
putationally hiding commitments (e.g., built from one-way permutations [14]).

Definition 2 (Commitment Schemes). A commitment scheme consists of a
pair of PPT algorithms (Com.Setup, Com.Commit). The Com.Setup algorithm pp
< Com.Setup(1*) generates public parameters pp for the scheme, for security
parameter X. The commitment algorithm defines a function Mpp X Rpp — Cpp,
for message space My, for randomness space Ryp, and for commitment space
Cpp, determined by pp. It takes as input a message x and randomness r and
outputs ¢ < Com.Commityp(x; ). A perfectly binding and computationally hiding
commitment scheme must satisfy the following properties:

e Perfectly Binding: Two different strings cannot have the same commitment.
More formally, ¥ xo # x1,70, 71, Com.Commit(xzg;ro) # Com.Commit(x1;71).
e Computationally Hiding: For all strings xo and x1 (of the same length),
for all non-uniform PPT adversaries A, we have that AdvCom—Hiding(A) s
the advantage defined as:
| Pr[A(Com.Commit(xg;ro))=1] — Pr[A(Com.Commit(x1;71))=1]| < negl(}\)

3.1 Functional encryption

A functional encryption scheme [8,16] can be used to encrypt a message, akin to
“standard” encryption. However, using special function-specific decryption keys,
it also allows a decryptor to learn specific function outputs of the message, but
nothing else. The following definition is based on [16,20].

Definition 3 (Functional Encryption). Let F = {Fa}ren be a family of
sets Fx of functions f : X\ — Vx. An FE scheme for the functionality class F)
is a tuple of four algorithms FE = (FE.Setup, FE.KeyGen, FE.Enc, FE.Dec).

— FE.Setup(1*): Takes as input the security parameter X as 1* and outputs a
master public key mpk, a master secret key msk, and an encryption key ek.

— FE.KeyGen(mpk,msk, f): Takes as input a master public key mpk, a master
secret key msk and a function f € Fy, and outputs a functional secret key sky.



— FE.Enc(ek,x): Takes as input an encryption key ek and a string x € X, and
outputs a ciphertext ct.

— FE.Dec(mpk, f,sky,ct): Takes as input a master public key mpk, a function
f € Fa, a functional secret key sky, and a ciphertext ct. It outputs a function
value ye Yy or L, indicating an invalid ciphertext.

Correctness. An FE scheme is correct, if VA € N, Vf € F),Ix € Xy s.t.:

(msk,mpk,ek) < FE.Setup(1*)
Pr | FE.Dec(mpk, f,sk¢,ct) = f(x)|sky < FE.KeyGen(mpk,msk, f) [ > 1—negl())
ct < FE.Enc(ek,x)

The security of FE is captured by the following indistinguishability game. At a
high level, the adversary has access to a “left-right” encryption oracle and a key
generation for functions of its choice. Importantly, the game detects whether the
adversary ever submit an encryption query for a pair of messages with different
output for some of the queried functionalities (trivially breaking the game).

Definition 4 (IND Security for FE). Let us consider an FE scheme. No
PPT adversary A should be able to win the following game against a challenger C:

e Initialization: C runs the setup algorithm (mpk,msk,ek) «<FE.Setup(1*) and
chooses a random bit b <3 {0, 1}. It provides the master public key mpk to A.

e Encryption queries QEnc(xg,x1): A has unlimited adaptive access to a Left-or-
Right encryption oracle and receives ciphertext ct, generated by FE.Enc(ek,xp).

o Functional key queries QKeyGen(f): A has unlimited and adaptive oracle
access to the FE.KeyGen(mpk,msk, f) algorithm for any input function f of its
choice. It is given back the functional secret key sky.

e Finalize: A provides its guess b’ on the bit b and this procedure outputs the
result B of the security game, according to the analysis given below.

The game output B depends on the following conditions. If QKeyGen queries
have been issued for some function f and there exists a pair of values (Xg,x1)
queried to QEnc, such that f(xo) # f(x1), we set B +s {0,1}. In any aother
case we set the output to 3 < b'.

A wins in the game if B = b and we remark that a naive adversary, by sampling
randomly B has probability of winning equal to % We denote the advantage that
A has of winning as AdvINP(A) and we say this FE is IND-secure if for any
PPT adversary A, Adv!NP(A) = |Pr[B = 1|b = 1]—Pr[B = 1|b = 0]| < negl()).

The game above captures the adaptive security of FE. There exists also a
selective variant, where the adversary is forced to send all its encryption queries
QEnc in one shot, before issuing any other type of query.

3.2 Multi Input Functional Encryption

We alter the original definition of MIFE scheme in [23] for consistency purposes.
Specifically, we let MIFE.Setup(-) output additionally a master public key mpk
and we augment all remaining algorithms’ inputs with mpk.

10
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Fig.2. MIFE security game.

Definition 5 (Multi-Input Functional Encryption). Let F = {Fx}xen be
a family of sets Fy of functions f : Xy — Yx. A multi-input functional encryp-
tion scheme (MIFE) for the functionality class Fy is a tuple of four algorithms
MIFE= (MIFE.Setup, MIFE.KeyGen, MIFE.Enc, MIFE.Dec).

MIFE.Setup(1*,n): Takes as input a unary representation of the security param-
eter X and an integer n, and outputs a master public key mpk, a master secret
key msk, and a set of n encryption keys {ek;}icn)-

MIFE.KeyGen(mpk,msk, f): Takes as input a master public key mpk, a master
secret key msk and a function f € Fx, and outputs a functional secret key sky.
MIFE.Enc(mpk,ek;,z): Takes as input a master public key mpk, an encryption
key ek; and a string x € X\, and oulpuls a ciphertext ct; or err (denoting an
encryption error).

MIFE.Dec(mpk, f,sky,{cti}ic[n)): Takes as input a master publi c key pky, a func-
tion f, a functional key sky, and a set of ciphertexts {ct;}icin) and outputs a
function value y € Yy or L, which indicates an invalid ciphertext.

Security of MIFE schemes was defined in [23], parameterized by the number
of encryption keys known to the adversary, and the number of challenge mes-
sages per encryption key. Similarly to [25], our construction is uplifted of any
conditions regarding these two parameters.

Definition 6 (Indistinguishability-based security [25]). We say that a
MIFE scheme for n—ary functions F is fully IND-secure if for every adversary
A, the advantage of A defined as: Adve=MIFE(A(1Y)) = | Pr[INDYFE]—1/2] <
negl()\), where the game INDY'FE(1%) is depicted in Figure 2.

4 Publicly Auditable Functional Encryption

In this section, we present our definition of publicly auditable functional en-
cryption, its security game, and different flavors of pubic auditability, each one
corresponding to a different corruption set among the encryptor, authority, and
decryptor entities.

Below we show the algorithms of a PAFE scheme. The main differences com-
pared to FE are: (i) the addition of a functional public key pk; for each func-
tion, (ii) a new algorithm ProveDec executed by the decryptor to convince a
third party (auditor) about the decryption correctness, and (iii) a new algo-
rithm PAFE.VerifyDec that takes pk; (but not sky) and a proof of decryption
correctness for the same function f as the key and accepts or rejects an output.
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Definition 7 (Publicly Auditable FE). Let F = {Fx}xen be a family of sets
Fx of functions f : Xx — Y. A publicly auditable functional encryption scheme
for the functionality class Fy is a tuple of siz algorithms PAFE = (PAFE.Setup,
PAFE.KeyGen, PAFE.Enc, PAFE.Dec, PAFE.ProveDec, PAFE.VerifyDec).

— PAFE.Setup(1*): Takes as input a unary representation of the security param-
eter A\ and outputs a master public key mpk, a master secret key msk, and an
encryption key ek.

— PAFE.KeyGen(mpk,msk, f): Takes as input a master public key mpk, a master
secret key msk and a function f € Fx, and outputs a functional secret key sky
and a functional pubic key pky.

— PAFE.Enc(mpk,ek,x): Takes as input an encryption key ek and a string x € Xy,
and outputs a ciphertext ct.

— PAFE.Dec(mpk, f,sky,ct): Takes as input a master public key mpk, a function
f € Fa, a functional key sky, and a ciphertext ct. It outputs a function value
y € Vi or L, which indicates an invalid ciphertext.

— PAFE.ProveDec(mpk, f,sk¢,pk¢,ct,y): Takes as input a master public key mpk,
a function f € Fy, a functional secret key sk¢, a functional public key pkys, a
ciphertext ct, and a value y and outputs a proof mq.

— PAFE.VerifyDec(mpk, f,pky,cty,m): Takes as input a master public key mpk, a
function f € Fx, a functional public key pky, a ciphertest ct, a value y, and
a proof m and outputs 1 if y = PAFE.Dec(mpk, f,sky,ct), and 0 otherwise.

PAFE satisfies the correctness of FE schemes as per Definition 3 and additionally
satisfies the following notion of auditable correctness.

Auditable correctness. A scheme PAFE has auditable correctness, if V A € N,
YV f € Fa,3 x€ Xy the following probability is negligible in .

(msk,mpk,ek) < PAFE.Setup(1*)
PAFE.Dec(mpk, f, sk¢,ct) = f(x)|ct <— PAFE.Enc(ek,x)
Pr | 1 < PAFE.VerifyDec(mpk, f, (skr,pks) < KeyGen(mpk,msk, f)
pky.ct, f(x),mq) |mq < PAFE.ProveDec(mpk, f,sk,pky,
ct, f(x))

The security of a PAFE scheme is captured by an indistinguishability game
that is an “extended” version of the one from Definition 4 to allow also for oracle
access to functional public keys and decryptions.

Definition 8 (Security for PAFE). Consider the following game between
PPT adversary A and challenger C:

e Initialization: C runs the setup algorithm (mpk,msk,ek) < PAFE.Setup(1) and
chooses a random bit b < {0, 1}. It provides the master public key mpk to A.

e Encryption queries: QEnc(xo,x1): A has unlimited adaptive access to a Left-or-
Right encryption oracle and receives ciphertext ct® < PAFE.Enc(mpk,ek,xp).
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PA-UD(1*, A) and PA-UAD(1%, A)
(mpk,msk,ek) < PAFE.Setup(1*)
(mpk*,ek*) « A(1%)
(y*,ﬂ'*, Z,]) — APAFE.KeyGen(mpk,msk, ~),PAFE.Enc(mpk,ek,~)(1)\’ mpk)
> i corresponds to the i-th PAFE.KeyGen oracle query and
(fissky,i,pky.) is its associated information.
> j corresponds to the j-th PAFE.Enc oracle query and
(xj,ct;) is its associated information.
If (y* # fi(z;)A\PAFE.VerifyDec(mpk, f;, pky,i.ctj,y*, m*) =
If (y* # f*(xj) A PAFE.VerifyDec(mpk™, f*, pk},ct;,y*,7*)
Output 1
Else output 0

1)
=1)

Fig. 3. Public Auditability with Untrusted (Authority and) Decryptor

e [Functional key queries QSKeyGen(f): A has unlimited and adaptive oracle
access to the PAFE.KeyGen(mpk,msk, f) algorithm for input functions f of its
choice. It receives the functional secret and public keys (sky ,pky).

e Functional public key queries QPKeyGen(f): A has unlimited and adaptive
oracle access to the PAFE.KeyGen(mpk,msk, f) algorithm for any input func-
tion f of its choice. It is given back a functional public key pky.

e Decryption queries QDec(ct?,f): A has unlimited adaptive access to an or-
acle for the PAFE.Dec(mpk,f,sky,ct) algorithm, for any input ciphertext ct
and any function [ of its choice. If no Q(S/P)KeyGen query for f has been
issued, C outputs L. Otherwise, A receives the function output f(xp), where
cty=PAFE.Enc(mpk,ek,x), alongside a proof m about its correctness.

e Finalize: A provides its guess b’ on the bit b and this procedure outputs the
result B8 of the security game, according to the analysis given below.

A wins in the game if B = b and we remark that a naive adversary, by sam-
pling randomly B has probability of winning equal to % In case A has either
issued (1) QSKeyGen queries for some function f and also QEnc queries for
a pair of values, (xo,x1), such that f(xo) # f(x1), or (ii) QDec query for ci-
phertext cty and function f and has issued a ct’ <+ QEnc(xo,x1) query, where
cto=PAFE.Enc(mpk,ek,xp ) and cty =PAFE.Enc(mpk,ek,x1 ), such that f (xo )£ f(x1),
then B < {0,1}. Otherwise B = b'. We denote the advantage that A has of
winning as Adv*“~PAFE(A) and we say this PAFE is secure if for any PPT
adversary A, Advsec=PAFE(A) = |Pr[f = 1|b=1] — Pr[B = 1|b = 0]| < negl.

As with FE, we can also have a selective version of the above game where the
adversary declares all its encryption queries prior to other oracle accesses.

4.1 Public auditability definitions

There exist totally four different cases of public auditability, depending on which
of the involved parties are adversarial and possibly colluding to trick the auditor
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PA-UED(1*, A) and PA-UEAD(1%, A)
(mpk,msk,ek) < PAFE.Setup(1*)
(mpk*.ct* {y; ml 7 pkG s diegn) = A(LY)
(y*,ﬂ_*7 Ct*, Z) — APAFE.KeyGen(mpk,msk, ~)(1/\’ mpk, ek)
> i corresponds to the i-th PAFE.KeyGen oracle query and
{fi,skysi,pkyi} is its associated information.
If (A x € Xy :y* = fi(x) A PAFE.VerifyDec(mpk, f;, pky,i,ct*,y*)=1)
If (Ax' € X\ :Vi€e[n]y; = fi(x) A VerifyDec(mpk* ct*, f, pk}..yi, mf)=1)
Output 1
Else output 0

Fig. 4. Public Auditability with Untrusted Encryptor, (Authority, and) Decryptor.

into accepting an incorrect functional decryption result (see Table 1). In partic-
ular we consider the cases where: (i) only the decryptor is corrupted (PA-UD),
(#i) both the encryptor and the decryptor are corrupted (PA-UED), (74) both
the key-generating authority and the decryptor are corrupted (PA-UAD), and
(iv) the encryptor, the key-generating authority, and the decryptor are corrupted
(PA-UEAD). Each corruption set results in a different definition of public au-
ditability, defined below. At a high level, auditability ensures that, even though
auditors have no decryption capabilities of their own, there is still a guarantee
of (at least some level of) consistency between what they receive and what the
decryptor computed. We note that this renders pointless to define this property
for cases where the decryptor is honest (or the auditor itself is dishonest).

We provide game-based definition of public auditability for all four corruption
cases. The two games for honest (resp. corrupted) authority are very similar,
hence we depict them together in Figure 3 (resp. Figure 4). The lines shown
in red correspond to the games modified for corrupted authorities, each time
replacing the preceding line in black and we denote by the superscript % all
adversary-provided elements.

Definition 9. [Public Auditability] Let SET € {UD,UAD,UED,UEAD} and con-
sider the experiments PA-UD, PA-UAD from Figure 3 and PA-UED, PA-UEAD
from Figure 4. A PAFE for F is SET-publicly auditable against the correspond-
ing set of corruptions if VA € N, Vx € Xy, VPPT adversaries A, it holds that
Pr[PA-SET(1*, A) = 1] < negl(\).

Based on the above definition we make the following observations. First, when
the encryptor is honest, the auditor should be guaranteed to receive the exact
function output corresponding to the function f; of its choice and the actual
plaintext x used by the honest encryptor. On the contrary, for cases PA-UED
and PA-UEAD where the encryptor is not trusted, there is no guarantee that
the ciphertexts were honestly computed. In these settings, the best the auditor
can hope for is a notion of “consistency.” L.e., there must exist some common
plaintext element within the domain of f; (or, in the case of multiple functions,
the non-empty intersection of their respective domains) that evaluates to the
output (or outputs) received and verified by the auditor.
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Second, in the PA-UD experiment the condition y* # f;(x;) could be equiva-
lently written as (y* # PAFE.Dec(mpk, f;,sks;,ct;). However, this is not the case
for PA-UAD. In the former case the encryptor chooses an x € X and encrypts
honestly. In the latter case the encryptor may still intend to encrypt a valid
plaintext x. However, the adversary (colluding authority and decryptor) may
manipulate the generated keys so that even an honestly generated ciphertext is
not decryptable into the image space of f;.

5 PAFE Constructions from FE

Below we provide constructions for secure and publicly auditable PAFE schemes
from secure FE schemes and other cryptographic primitives i.e., commitment
schemes and NIWI proof systems. As in Section 4, we “group” our constructions
together. However, now we do so based on whether the key-generating authority
is trusted or not. Lines in blue in all figures of this section, depict additional
steps/parts for when the encryptor is untrusted. Both auditable and regular
correctness, for all our constructions, follow directly from the correctness of
the underlying FE scheme, the correctness of the commitment scheme and the
completeness of the employed NIWI proof systems. For each construction we
provide proofs about its security and public auditability flavor. For readability
reasons our proofs are delegated to the Appendix.

5.1 Auditability with trusted authority

PA-UD auditability. For this construction (Figure 5) we employ an FE scheme,
a perfectly binding and computationally hiding commitment scheme, and a per-
fectly sound and computationally witness-indistinguishable NIWI proof system.
First, our functional public keys pky are computed as commitments of the
corresponding sk¢. Second, PAFE.ProveDec produces a NIWI proof for the cor-
rectness of the decryption. The relation Ryp is shown in Figure 6. Symbol T,
included in this relation, is a fixed value from the supported domain of the
commitment scheme Com, lying outside the domain of possible msk values that
can be produced from FE.Setup (assuming, without loss of generality, that the
domain of Com is a superset of the latter). This turns NIWI proofs into “OR”-
proofs, allowing us to formally prove the IND-security of our scheme even in the
presence of arbitrary oracle queries, without compromising auditability—since
PAFE.Setup, which is executed by the trusted authority, will never produce T as
the msk. Below, we state Theorem 1 regarding the security and PA-UD public
auditability of our construction, whose full proof we include in Appendix A.

Theorem 1. Let FE be an IND-secure FE for a family of functions F. Let
Com be a perfectly binding and computationally hiding commitment scheme and
NIWIg a perfectly sound and computationally witness-indistinguishable NIWI for
relation Ryp (Figure 6). Then, the PAFE scheme of Figure 5 for F is secure as
per Definition 8 and UD-publicly auditable as per Definition 9.
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PAFE.Setup(1%):

51,82, Ud, Ue <3 {0,1}*

pp + Com.Setup(1*;s1)
(msk,mpk,ek) < FE.Setup(1*;s2)
ca + Com.Commit(msk; uq)

ce < Com.Commit(msk; ue)
Return (pp,mpk,msk,ek,cq,c.)

PAFE.Enc(mpk,msk,ek,x,ce,ue):

ct < FE.Enc(ek,x;s.), se «3 {0,1}*

e <NIWI..Prove(mpk,msk,ek,x,ct,cc,te,Se)
Return (ct,me)

PAFE.Dec(mpk, f,sky,ct):
y < FE.Dec(mpk, f sky,ct)
Return y

PAFE.KeyGen(mpk,msk, f):
sky <FE.KeyGen(mpk,msk, f)
rp s {0,1}*

pky <—Com.Commit(skys;ry)
Return (skg,rs,pky)

mq < NIWI4.Prove(mpk,msk, f,sk,77,pkr,ct,y,cd,uq)
Return g

PAFE.VerifyDec(mpk, f,pk,ct,y,Ce,Cd,Te,q):
b1 <NIWI,.Verify(mpk, f,pky,ct,y,ca,mq)

b2 < NIWI. Verify(mpk,ct,ce,me)

Return b1 Abs

Fig.5. PAFE construction with untrusted (encryptor and) decryptor.

Relation RUED,dZ Relation RUED,e:

Statement: zq = (mpk, f,pky,ct,y,cq) Statement: z. = (mpk,ct,c.)
Witness: wqg = (sky,rys, T,uq) Witness: we = (ek,x, 8¢, T, ue)
Ruep,d(zda,wq) = 1 iff: RuEeD,e(ze, we) = 1 iff:

(pks < Com.Commit(skys; ) ct=FE.Enc(mpk,ek,x; s¢)

Ay + FE.Dec(mpk, f,sky,ct)) Ve <—Com.Commit(T; ue)

V ¢cg < Com.Commit(T;uq)

Fig. 6. Relations used in the constructions of Figure 5.

PA-UED auditability. To achieve public auditability against untrusted en-
cryptor and decryptor we use the our PA-UD construction as a baseline, but
additionally we require the encryptor to provide a NIWI proof for the validity
of the ciphertext computation. The auditor now has to perform two NIWI veri-
fications while executing the PAFE.VerifyDec algorithm. If both succeed, then it
is convinced about the legitimacy of the received result. The additional elements
this construction has with respect to the the PA-UD one are highlighted in blue
in Figure 5 and the two relations Rygp . and Rygp,q that need to be supported
by the NIWI schemes are defined in Figure 6. Below we state Theorem 2 and we
provide its proof in Appendix B.

Theorem 2. Let FE be an IND-secure FE scheme for a family of functions F.
Let Com be a perfectly binding and computationally hiding commitment scheme
and NIWIg,NIWI, perfectly sound and computationally witness indistinguish-
able NIWI proof systems for relations Rugp.a,Ruep,. (Figure 6). Then, the
PAFE scheme of Figure 5 for F is adaptively secure under Definition 8 and pub-
licly auditable against untrusted encryptors and decryptors as per Definition 9.
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5.2 Auditability with untrusted authority

Contrary to our previous constructions, since the authority can no longer be
trusted to honestly run the setup and key-generation algorithms, our “OR”
proof strategy no longer works. Instead, we adapt an approach from [10] based
on replicating the FE computations, while accepting the majority of the func-
tional decryptions as the correct output. In particular, our constructions use
four instances of an IND-secure FE scheme, again combined with a perfectly
binding and computationally hiding commitment scheme, and perfectly sound
and computationally witness-indistinguishable NIWIs.

PA-UAD. To achieve public auditability in the presence of untrusted author-
ity and decryptor, we augment the output of the PAFE.KeyGen algorithm to
include a NIWI proof that guarantees at least three-out-of-four FE.Setup and
FE.KeyGen instances have been generated honestly (Figure 7). Additionally, the
output of the PAFE.ProveDec algorithm now states that at least two-out-of-
the-four decryptions have been executed honestly. The corresponding relations
Ruap,f, Ruap,q that need to be supported by the NIWI schemes, are defined in
Figure 8. What is more, PAFE.Dec now returns the majority of the functional
decryptions—in case majority is not reached, PAFE.Dec returns 1.

Auditability now is based on the fact that: (i) the encryptor is assumed to
be trusted, meaning that it always encrypts the same message (regardless of
how the encryption keys were originally generated), (ii) it is always guaranteed
that at least one of the four FE instances is executed honestly with respect to
key-generation, encryption, and decryption. To justify this in more detail, note
that since three-out-of-four FE keys are computed correctly and two-out-of-four
decryptions are performed correctly (and given the encryptor uses the same
plaintext for all four ciphertexts), there is no way the sets of FE instances with
correct keys and those with correct decryptions are disjoint.

More technically, this translates into the following: Suppose the decryptor
provides the auditor with a fabricated y* that does not correspond to the output
of the FE.Dec(-) for any of the correctly computed (mpk,sky). This would result
in the decryptor breaking the correctness of the underlying FE scheme as all
ciphertexts are also correctly computed. Hence, assuming the FE scheme is per-
fectly correct the only output y for which the auditor who runs PAFE.VerifyDec
will accept is the correct functional output for the x encrypted by the encryp-
tor. We now state the following theorem and we offload the formal proof to
Appendix C.

Theorem 3. Let FE be a secure FE scheme for a family of functions F. Let
Com be a perfectly binding and computationally hiding commitment scheme,
NIWI; and NIWI, perfectly sound and computationally witness-indistinguishable
NIWIs for Ryap.a and Ryap.q respectively (Figure 8). Then, PAFE in Figure 7
18 adaptively secure under Definition 8 and publicly auditable against untrusted
authority and decryptor as per Definition 9.

PA-UEAD. Finally we focus on the “extreme” case where all protocol par-
ticipants (authority, encryptor, and decryptor) collaborate to cheat the auditor
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PAFE.Setup(1*): PAFE.Enc(mpk,ek,x):
For i € [4]: For i € [4]:
(msk;,mpk;,ek;) < FE.Setup(lA;si) ct; < FE.Enc(ek;,x;se.:)
s <5 {0,1}* se.i 8 {0,1}*
cs= Com.Commit(1*"“";uyp), up <5 {0,1}* |se = {Se,i}icp)
Ce= Com.Commit(llE"; Ue) ue < {0, 1})‘ me <NIWI..Prove(mpk,ek,x,ct,se)
ca= Com.Commit(1°°"™; ug) ug «s {0,1}* Return ct = ({ct; }scja),me)
msk = {msk;};c[q
mpk = ({mpk;};c(4),Cr,Ce,Ca) PAFE.Dec(mpk, f,sky,ct):
ek = {eki}ie[4] For ¢ € [4}
Return (mpk,msk,ek) yi < FE.Dec(mpk;,f,sky,i,ct;)
If 31 # ja # js € [4]: Yii = Yo = Yis
PAFE.KeyGen(mpk,msk, f): Return y,
For ¢ € [4]: Return L
sk r,;<—FE.KeyGen(mpk;,msk;, f; sk.,:)
sk <5 {0,1}* PAFE.ProveDec(mpk, f,sks,pky,ct,y):
pky,i «Com.Commit(sky ;7 ;) ma <NIWIg.Prove(f,y,mpk,sky,pky,ct)
rri s {0,1}* Return mq
Sk = {Sk,i}i€[4]
Ty = {rsiticn PAFE.VerifyDec(mpk,pK’,ct, w4,y f):
sk = {(sks,is 71, Sk,i) biep) Parse pk’y = (pk;, ;)
pky = {pks,i}icl b1 < NIWI;.Verify(mpk, pk}, f)
m¢ < NIWIs.Prove(mpk,msk, f,sk¢,pky,sk,7f) by < NIWI,.Verify(mpk,ct)
pks = (pkys,ms) bs < NIWI,.Verify(mpk,pk,ct,y,ma,f)
Return (sk,pkf) Return b Abs A b

Fig. 7. PAFE construction with untrusted encryptor, authority, and decryptor.

into accepting an incorrect functional output. To achieve public auditability in
this case, we use the PA-UAD construction as a baseline but we augment the
output of the encryption to include a NIWI proof as well, following a similar
approach as the one we adopted to go from PA-UD to PA-UED. However, given
the multiple FE instances we need to further modify our technique (Figure 7).
Overall, we use NIWIs to prove that at least three-out-of-the-four execu-
tions of the FE.Setup and FE.KeyGen algorithms have been executed honestly.
Likewise, for at least two-out-of-the-four executions of the FE.Enc and at least
three-out-of-the four executions of FE.Dec algorithms. The above are depicted in
relations Rypap,f, Rugap,e and Rygap.q in Figure 8. Unlike in the PA-UAD
case, here we additionally consider the encryptor to be untrusted therefore we
cannot use the same reasoning to guarantee that at least for one FE instance
all the algorithms (FE.Setup,FE.KeyGen,FE.Enc,FE.Dec), have been correctly ex-
ecuted. Instead, we reason about the properties of our construction as follows:
First, Rygpap,r and Rygap,qa both require that pky is computed honestly,
for their respective indices, which “ties them together”. On the other hand, the
encryption algorithm is not tied to the pk;. However, having a three-out-of-
four threshold for the NIWI proof regarding functions key generation suffices
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Relation Ryap,s:
Statement: zy=({mpks, fi,pky,i.Cti}icra));  Witness: wy=({mskq,sky,¢,7f:,7k;,5¢}ic])
Ruap,s(zf, wyg)=1 iff either of the following conditions hold:
(1) - Vj € [4] : pky; + Com(sks j;75;) A (mpkj,msk;) < FE.Setup(1*;s;)
A sky,; < FE.KeyGen(mpk;,msk;, f;;7x;)
(2) - 3A1 C [4], with |Ai| = 3, s.t. Vj € Ay: pky,; < Com.Commit(sky j;75,5)
A (mpk;,msk;) < FE.Setup(1*;s;) A sky; < FE.KeyGen(mpk;,msk;, firk;)

Relation Ryap,aq:
Statement: za=({mpki, fi,pky i ,Cti}ic[a)y,ma)  Witness: wa=({skys .71 }icl4))
Ruap,d(z4, wqa)=1 iff either of the following conditions hold:
(1) Vk € [4] : pky, < Com(sky,;7s,) Ay < FE.Dec(mpkg,f,sky, ,ctx)
(2) A2 C [4], with |A2| =2, s.t. Vk € Ag: pky, < Com(sky,;7y, )
Ay < FE.Dec(mpky, f sk, .cti) A ¢y <Com({sky,: }ica); us) A ca < Com(0'"; ug)

Relation RUEAD,fZ

Statement: zy={mpki, fi,pky,i,Ct:i }sc[a],Cd, Cf);

(Witness:wy=({mski,sks .77, Si}icla), ¥, Ud, Us)

Rueap,s(zf, ws)=1 iff either of the following conditions hold:

(1) - (V4 € [4] : pky,; + Com.Commit(sky,j;7y,;) A (mpkj,msk;) < FE.Setup(1*;s;)
A sky,; <+ FE.KeyGen(mpk;,msk;, f;irs;) ) A cs < Com.Commit(1*"*"; uy)

(2) - (341 C [4], with [A1] =3, s.t. Vj € Ay
pks ; < Com.Commit(sky ;7 ;) A (mpk;,msk;) < FE.Setup(1*;s;)
A sky,; <+ FE.KeyGen(mpk;,msk;,firy,;)) A cg <Com.Commit(0**
A Jy € Xy such that V i € [4]: y + FE.Dec(mpks, f;,sky,q,ct;)

suf)

Relation RUEAD,eZ
Statement: ze=({mpki, cti}ica).y.Cc);  Witness: we=({eki xi,Sec,i}icla], Ue)
Rueap,e(ze, we)=1 iff either of the following conditions hold:
(1) Vk € [4] -
ct; = FE.Enc({ek;j,mpk;}x;s¢,;) A ¢y <Com.Commit(1%4°"; ;)
A ce + Com.Commit(1'°™; u.)
(2) JAs C [4}, with ‘A2| =2,s.t.Vk € As:
cty, = FE.Enc({eks,mpky},x;5¢.1) A ce <Com.Commit(0"™; u,)

Relation RUEAD,d:
Statement: zq=({mpks,fi,pky,i.Cti}icra).y,ma);  Witness: wa=({sky,:,7f,i}ic[a)
Rueap,d(za, wa)=1 iff either of the following conditions hold:
(1) V& € [4] -
pkys, < Com.Commit(sky,;7f,) Ay < FE.Dec(mpkg, fr,sky, .Cti)
A ce <—Com.Commit(1°™; uy)
(2) JAs; C [4}, with ‘A3| =3, s.t. Vk € As:
pks, < Com.Commit(sky,;7s,) Ay < FE.Dec(mpky, fi,sky, .Cti)
A cq +Com.Commit(0™™; u4)

Fig. 8. Relations used in the constructions for secure PA-UAD and PA-UEAD PAFE.
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to guarantee majority in PAFE.Dec. Finally, note that Rygap,s enforces that
all four decryptions return the same result which guarantees that the auditor
receives a valid function output. Recall that, since the encryptor is not assumed
honest in this setting, we cannot guarantee that the output y is the correct
functional output for the plaintext x used by for all four ciphertexts; just a
“consistent” explanation for all four of them (see Section 4.1).

One downside of our final construction is that it only satisfies the selective
version of Definition 8, where the adversary issues all encryption queries before
any other oracle access (but after receiving the output of PAFE.Setup). To see
why this is necessary, observe that condition (2) of relation Rygap,s requires
knowledge of all ciphertexts ct; for the NIWI proof generation. Similarly to
before, we state the following theorem and delegate the proof for our PA-UEAD
scheme to Appendix D.

Theorem 4. Let FE be an IND-secure FE scheme for a family of functions F.
Let Com be a perfectly binding and computationally hiding commitment scheme,
NIWI¢, NIWI,, NIWlg computationally witness-indistinguishable and perfectly
sound NIWIs for relations Rugpap,e, Rueap,f, and Rupap,a shown in Figure 8.
Then, PAFE in Figure 7 is selectively secure under Definition 8 and publicly au-
ditable against untrusted encryptor, authority, and decryptor as per Definition 9.

6 Relations Among PA definitions

Here, we investigate any implications between the public auditability definitions.
The strongest out of the four is the one where all entities are untrusted, whereas
the weakest one is the one where just the decryptor is untrusted. A natural
assumption would be that the strongest implies any weaker definition. However,
this is not the case and below we elaborate more on the reason why.

PA-UAD — PA-UD: In order to prove this we consider the contrapositive, that
is assuming the existence of an adversary A that wins in the PA-UD with non-
negligible probability, we will construct an adversary A’ that wins in the PA-UAD
with also non-negligible probability. A, additionally to the needs of A’ requires
an honestly generated mpk and oracle access to the key-generating algorithm. A4’
runs PAFE.Setup honestly once and provides mpk to A, and whenever the latter
issues a QKeyGen query A’ simulates the random oracle. It runs PAFE.KeyGen
honestly, forwards the output to 4, and stores the input-output information so it
can answer future repeated queries. Clearly both A and A’ have equal advantage
of winning their respective games, which concludes our analysis.

PA-UEAD — PA-UED: Similarly, to prove this we consider the contrapositive,
that is assuming the existence of an adversary .4 who wins in the PA-UED with
non-negligible probability, we construct an adversary A” that wins in the PA-
UEAD with also non-negligible probability. The proof is similar to the previous
reduction as A" operates exactly as A’. Therefore, both A and A" have equal
advantage of winning their respective games.

20



For the remaining relations, namely PA-UED —> PA-UD and PA-UEAD —
PA-UAD we observe that the winning conditions for adversaries on either side of
the implications are different. Specifically, when the encryptor is trusted it pro-
duces a legitimate ciphertext that is decryptable to a functional output. Thus,
public auditability is satisfied only if the auditor receives that exact function
output. However, when the encryptor is untrusted, it suffices for the cipher-
text to be decryptable to any function output. This discrepancy in the winning
conditions obscures the remaining relations significantly.

7 Publicly Auditable Inner-Product MIFE

Here we present a publicly auditable MIFE scheme for inner-product function-
alities, i.e., for weighted sums between plaintext vectors x={x; }ic[n) € Z; and
weights {w; }ic[n) € Zy;. We note here that the main difference between FE and
MIFE is that the latter allows computing a function over multiple (n) cipher-
texts, all of which are individually computed with different encryption keys.

To realise our construction, we employ the existing inner-product multi-input
scheme of [7]. At a high level, that construction produces “ElGamal-style” ci-
phertexts, as follows. Given a vector of inputs x={x;}ic[n) € Zy, the corre-
sponding ciphertexts are of the form (g",h", {g** - h} }ic[n)), for encryption key
ek=({si,ti}ic[n)), and master public key mpk= (G, g, h, {hi }ic[n)). The decryptor
multiplies all ciphertexts and divides the product by (g7)*kfs - (h7)*/»  where
skyg = 2T s;-w; and skyjp = X7 t; - w;, and then solves the discrete logarithm
problem to acquire the inner product output (assuming a “small” domain for x;
and n, so that the final discrete logarithm can be computed efficiently [7]).

We now present our PA MIFE scheme that achieves public auditability in
the presence of untrusted decryptors (PA-UD), using a non-interactive zero-
knowledge argument (NIZK) [15] to produce a proof of correct decryption. Re-
ferring to the construction of Figure 9, we observe that the decryptor needs only
give the term (g")*s - (h™)*ks.» to potential auditors and convince them about
the fact that sk¢ has been used appropriately to generate this term. This can be
done by proving discrete logarithm relations between what the verifier already
knows and the information received from the decryptor, i.e., proving knowledge
of a common discrete logarithm between multiple DDH tuples.

This can be done via a general-purpose NIZK or even a X-protocol for DDH
tuples (e.g., see [31, Ch. 5.2]). In the second case, the resulting construction would
be very efficient and would not require trusted CRS generation. To satisfy the
security definition, the NIZK should be fully zero-knowledge; if instantiated with
a X —protocol we assume the non-interactive version based on the Fiat-Shamir
heuristic is used which also makes it zero-knowledge against arbitrary verifiers.
Formally, the relation for the NIZK , in Camenisch-Stadler notation [17], is:

PK{(:E’ T):(g7 hv gr’ hra gElelsi-wi ) hEZ”thi'wi ) gr~2f’:15i~wi ) her]Z"thi-wi’ gud : hrd)}

We state the following theorem and delegate the proof for our publicly au-
ditable MIFE scheme to Appendix E.
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PAFE.Setup(1*,17): PAFE.Dec(mpk’, {w; }icn) ks ct’):

Choose cyclic group G Parse mpk’ = (G, g, h, ca, {hi }ic[n))
of prime order ¢ > 2* Parse sk} = (X7L1si - wi, Diiti - wi)
with generators g, h <5 G Parse ct’ = (¢", h", {g" - h{ }ic[n))
For i € [n]: - 17, g%i-hT

Siyti <8 Ly Y= sy wy) (B )

45 . pti
h& - ‘?( }; ) PAFE.ProveDec(mpk’,{w; }ic[n. sk}, pk),ct’y):
€K = iy bi) fi€ln 7
msk = 5(82 tl)f[e][ 1 Parse mpk = (G>g7 ha Cd, {hz}ze[n])
et & T Parse sk’s = (XiLys; - wi, Zieqti - w;)
ca=g i=0Siti | h i—0Siti f Py -
mpk = (G, g, h, ca, {hi }icn)) Parse pkj' = (g7i=1%"", p¥imtivwi)
b b b b 1 n Parse Ct/ — (g’r’ I,L’I‘7 {gxl . h:}ze[n])
PAFE KeyGen(msk/,mpk’,{w; }in)): gt— NIZK.Prove(mpk',{wi }ic(n), sk}, Pk .ct’y’)
Parse msk’ = {(ss,%:) }ie[n] e
/ g . N
P:rse TZP'I:L - (G’g’;ﬁcdt’{hl};e[”]) PAFE VerifyDec(mpk’ {w: }ic[n). Pk} .ct’y’ ')
SRf = (&i=18i * Wi, =1l - Wi
pk; _ (gzgilsrwi hzggit,wi) Parse mpk’ = (G, g, h, ca, {hi }ic[n))
) Parse pkf/ — (gEfi’L:lsi~w,i7hZ;‘:Itrwi)

PAFE.Enc(mpk’, ek, {x; }icn)): Parse ct’ = (¢9",h",{g" - hi’}iepn)
Return NIZK Verify(mpk',{w; };cin),pk’s ct’y' @)

Parse ek’ := {s4,ti}icn)
Parse mpk’ = (G, g, h, Cdv{hi}ie[n])
Te <8 ZLp

ct = (g", h", {g" - hi}iem)

Fig. 9. Publicly auditable MIFE for inner products with untrusted decryptor.

Theorem 5. The construction depicted in Figure 9 is a PAFE scheme for
inner-product functionalities. It is secure as per Definition 8 and is publicly au-
ditable as per Definition 9, assuming that the MIFE scheme of [7] is IND-secure
as per Definition 6 and the employed NIZK s computationally sound.

8 Conclusion & Discussion

In this work we introduced public auditability in the context of functional encryp-
tion. We defined four flavors of PA, for each different corresponding corruption
set among the participating parties, and presented corresponding constructions
that achieve these definitions, as well as a novel indistinguishability security def-
inition for PAFE. Our constructions rely on secure FE, commitments, and NTWI
schemes to force the parties to prove their correct behavior. Finally, we proposed
a multi-input PAFE scheme that supports linear combination functionalities ex-
pressed as vector inner-products. It builds upon previous MIFE schemes that
produce “El Gamal’-style ciphertexts that are amenable to X-protocols, thus
being potentially very efficient for use in practice.

Our work leaves many possible directions for future research in this topic.
First, it would be of interest to design an adaptively secure PA-UEAD PAFE
scheme, since our presented construction for this setting is only selectively se-
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cure. In this aspect, we believe it is possible to consider a different type of model
relaxation of security, i.e., with “static” function key queries. This refers to an
adversary who specifies mutually exclusive sets of functions for which it either
requests functional secret keys or solely public ones. This setting is incompa-
rable to selective security but it seems more applicable to several real-world
applications like the ones we described in the introduction of the paper. An-
other direction would be to design and implement practical PAFE schemes in
any of the auditability settings, at least for more expressive functionalities (e.g.,
quadratic functions from [11,24]). Finally, it is worth exploring other use cases
and applications for more efficient PAFE schemes, e.g., in the context of au-
ditable cryptocurrencies [18,26,29] and auditable blockchain storage [32].
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Appendix
A Proof of Theorem 1

We prove the PAFE security game indistinguishable regardless of the challenger
bit. We define multiple Hybrids to go from the execution of the PAFE security
game with b = 0 to the execution with b = 1 and prove them subsequently
indistinguishable. We state the advantage that the adversary has during each
transformation and provide the total advantage at the end of our analysis.

Note that we exclude from our analysis adversarial strategies that trivially
win the PAFE security game (by violating its winning conditions). This means
that if the adversary issues a series of queries like (*) or (**) the advantage of
the adversary is reduced to 0, from the PAFE security game (Def. 8).

(*) : QEnc(xo,x1), QSKeyGen(f) such that
(**) : QEnc(xp,x1)—ct, QPKeyGen(f), QDec(ct,f)|f(x0)# f(x1)

Now, observe that we can divide all remaining possible, non-trivially-winning,
strategies into two cases, based on whether the adversary issues QDec(+,-) queries
(case (i)) or not (case (ii)).

Intuitively by making such a division first we “exploit” the fact that adver-
saries who do not issue QDec(+, ) queries (case (ii)), essentially degenerate into
FE-type adversaries. The only exception is that they can also have access to
functional public keys (which are computationally hiding commitments). On the
other hand, we know that the adversary in case (i) will issue at least one non-
trivially-violating QDec(ct, -) query, for QEnc(xg,x; )—>ct. This allows us to define
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hybrids over the total number of QEnc queries that are subsequently different
in just a single output of the QEnc(xg,x;)—ct® query (based on the challenger
bit) and prove them indistinguishable. In more detail, we present our analysis
for the two cases below:

Proof (Security).

Case (i): We assume Aparg issues at least one QDec(-, -) query. We prove indis-
tinguishability of the game that Aparg plays when b = 0 and b = 1 through a
series of hybrids. Below we define the hybrids and prove them consecutively in-
distinguishable. The challenger bit is represented in the game/hybrid exponents.

Hybrid gg p: It is the security game when b = 0.
Hybrid ?—[%D’I: It is exactly the same game as G¥, except for the computa-

tion of the cq. In Gy cg4 + Com.Commit(msk,; ug), whereas in Hf,p,, ¢
Com.Commit(T;ug). From the hiding property of the employed commitment
scheme no PPT adversary who sees a commitment can identify the commit-
ted value. Thus, G¢;, = Hiyp; and more specifically, AdvDitmenish ( Aonpe) =

ggDiﬂgDJ
AdUCom-Hidding(APAFE).
Hybrid ’H?] p,o¢ 1t is exactly the same game as ’H?] p,1 except for the computation

of mg. In H(T)JD,I ma < NIWIlg.Prove(mpk,msk, f,sky,r¢,pky,ct,y,cq,uq) using the
first condition for relation Ry p,q, whereas in H?J p .2 using the second condition
of Ryp,a, m; < NIWIlg.Prove(mpk, L, f, L, L, pky,ct,y,cq,uq) respectively. From the
witness indistinguishability property of NIWI; no PPT adversary can distinguish
between which condition is satisfied for the generation of 74. Thus, H{;p | ~

. Distinguish WI
"HOUD,2 and more specifically, Ade%D f*”?w 2(.APAFE) = Advy fyw 1 (Apare).

Hybrid ?—[%D’P,: It is exactly the same game as H(I)IDQ except for the compu-

tation of the y. In this case, we change y to be y = f(x) instead of y «+
FE.Dec(mpk, f,sks,ct). Remember that for Apare to have non-negligible chance
of winning in its game, it must be that for all functions f that Aparg issues a
QSKeyGen(f) query, for all ct + QEnc(xg,x1): f(x) = f(x0) = f(x1). Addition-
ally and similarly, for all functions f for which Apare has issued QPKeyGen(f)
and QDec(ct,f) queries, where ct<— QEnc(xqg,x1 ), it must be that f(x) = f(xo) =
f(x1). In any other case by the restrictions of the security game for PAFE
Adysec—PAFE (.ApAFE(lA)) = 0. Since Apare cannot win in any of these two
games with non-negligible advantage unless f(xop) = f(x1), H?JD’2 ~ H%D73 and

more specifically, AdvDSmeush (A 0y = 0.
HUD,27HUD,3

Hybrid HY, p.4: In this game we make the following change: the challenger sam-
ples j* <= {0,---,m + 1}, initializes a counter j = 0, and when Aparg is-
sues an encryption query, the challenger sets ;7 = j + 1 and returns ct? (we
denote that query as QEnc(xg ;X1 ;), more concretely). Now, when Apare is-
sues a QPKeyGen(f) query, C checks whether f(xo ) # f(x1,;). If so, it
samples zf, 7y <% Z, and computes pky < Com.Commit(zs,rs). Remember
that since f(xo) # f(x1,7) the adversary cannot issue a QSKeyGen(f) or
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a QDec(ct?,, f) query — for that particular ciphertext. In such cases Apafe
would trivially diminish its advantage to 0, contradicting our assumption that
it has non-negligible advantage ¢ in winning the security game for PAFE. There-
fore, from the hiding property of the underlying commitment scheme, simi-
larly to Gp =~ Hup,a, we get that HYp 5 ~ Hip, and more specifically,

Adthstlngmsl(l) (APAFE) _ Adeom-Hidding(APAFE).
Hops~Hup,a

Hybrid H?, p.5.;¢ We now define a series of hybrids, indexed by j. In these hybrids

we make the following change: the challenger samples b s {0,1} and when
Apare issues a QEnc(xg,x1) query C returns ct® < PAFE.Enc(mpk,ek,xg), if j <
§', ct! < PAFE.Enc(mpk,ek,x;), if j > j’, and ct® < PAFE.Enc(mpk,ek,x), if
j = j’. Based on the choice of j we define m + 1 sub-hybrids, which we denote by
H?JD,5.m+1v"'H?JD,5.0' Clearly, HOUDA = H?JD,5.m+1v HlljDA = H?]D,S.O? and
H%]Dﬁ_j = H%D&jﬂ. Following we prove ’H?]Db_j ~ ’;’-llljD,aj7 which translates
into ’HOUD75_j ~ H%D&jﬂ, based on the above, and ultimately into H?]DA ~
Hipa

Lemma 1. Assuming the underlying FE scheme is secure as per Definition 4

0 ~ 1
Hipsy = Hups.-

Proof. We prove this via contraposition. We construct an adversary Agg that
utilizes Apare to win in the security game of FE. Now, assuming Aparg issues
at most m Qenc(-) queries, Agg functions as follows:

— Initialization: Afg receives mpk from C, computes pp < Com.Setup(1*), sam-
ples j* <= [m], initializes counter = 0, initializes a table Tep., samples
rs < {0,1}*, computes c; <~ Com.Commit(T;ug), samples b’ «+ {0,1}, and
forwards the triple (pp,mpk,cq) to Apare.

— Encryption queries: When Apape issues a QEnc(xg,x1) query to Agg, the lat-
ter issues a QEnc(x;j,x;) query to C and increments counter by 1. z; = xo
for counter < j*, and x; = x; for counter > j*. For counter = j* Arg for-
wards the query to C without any alteration. Regardless the case, C returns a
ciphertext ct, which Apg forwards to Apafe.

— Functional secret key queries: When Apagg issues a QSKeyGen query to Agg,
the latter forwards the query to C, who responds with sky. Arg then checks
if a QPKeyGen query has been issued for f. If not, it samples ry <= {0, P
and computes pky <— Com.Commit(sky;rs), Are forwards (sky,pks) to Apare.

— Functional public key queries: When Apare issues a QPKeyGen(f) query to
Arg, the latter checks whether f(xoj+) # f(x1.j+). If so, Apg samples ry <=
{0,1}*, samples z; «s {0,1}*, and computes pk; < Com.Commit(zs;7}).
Otherwise, Apg forwards a QSKeyGen(f) query to C, who responds with
skf. App samples ry < {0,1}*, and computes pks < Com.Commit(sk ;7).
In any case Arg returns pky to Apark.

— Decryption queries: When Apagg issues a QDec(ct, f) query to Agg, the latter
assigns y < f(x;) and mq < NIWIg.Prove(mpk,T,f,L, L pks,cty,cquq). Are
forwards (y,7m4) to Apare.
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— Finalization: Apare outputs a bit ¥’ which A forwards to C.

The advantage Afg has in winning the FE IND-security game utilizing Aparg
is = > negl(A). This derives from the fact that Are needs to “guess” correctly
the ctg’- +—Qenc(+, ) query for which Apapg will issue at least one “legitimate”
QDec(-,ctz’-) query; and does so by sampling j* at random.

0 _ o b — 1 : .
Thus, Hiyp s = Hipsms1 = Hiupso = Hyp.a and more specifically:

Ad'UDi)StlngUIS}; (-APAFE) _ Ad,UFE-IND security (APAFE)-
HUD,47HUD,4

Hybrid H{, pa3t In this game we make the following change: When Apare is-
sues a QPKeyGen(f) query, C forwards pk; <PAFE.KeyGen(msk,mpk,f) to
Apare. From the hiding property of the underlying commitment scheme, sim-
ilarly to H?]D,S ~ H%DA, we get that Hpp, ~ Hirps and more specifically,

Disti i<h S
Adv 1lst1nguls ! (-APAFE) — AdUCOm Hlddmg(-APAFE)-
HUD,47HUD,3

Hybrid H{, p,o¢ It is exactly the same game as HE; p,3 e€xcept for the computation
of the y. In this case, we change y to be y < FE.Dec(mpk, f,sk¢,ct), instead of
y = f(x). Similarly to the case H{yp o = Hip s, We get that Hip s = Hipo

and more specifically, AdyDistinguish (Apare) = 0.
HUD,s_HUD,2

Hybrid Hp;p o2 It is exactly the same game as Hpp , except for the compu-
tation of my. In H(Z)JD,2 ml; < NIWIg.Prove(mpk, L, f, L, L pky,ct,y,cq,uq) using
the second condition of Ry p 4, whereas in ’HOU D1 using the first condition for
relation Ryp 4, ma < NIWI,.Prove(mpk,msk, f,sky,rr,pky,cty,cq,uq). From the
witness indistinguishability property of NIWI,, similarly to HOUD,l ~ HY D2
we get that Hpp o ~ Hiyp, and more specifically, Advngfffz}}LrD’l(ApAFE) =
Adv}{/{yy 1 (Apare)-

Game G : It is the security game when b = 1. It is exactly the same game as
7—[,1ij1 except for the computation of the cg4. In H%,DJ ¢, = Com.Commit(T; ugq),
whereas in G;, cq + Com.Commit(msk,; ug). From the hiding property of the
employed commitment scheme no PPT adversary who sees a commitment can
identify the committed value. Thus, H%}DJ ~ Gl;p and to be more specific,

Ad,UDllstmgmsllj (APAFE) _ Adeom—Hidding(APAFE)'
HUD,l_gUD

Therefore, the overall advantage Apare has in case (4): Advgésmfggufs}l @) (Apare) <
o upYup:(?)
4 % Ad,UCom—Hlddlng(APAFE) +2x AdUKI[/]IW](-APAFE) + AdUFE_IND sccurlty(APAFE).

Case (ii): We assume Apapg issues no QDec(-, -) queries and has a non-negligible
advantage € in winning the PAFE ecurity game. In this case we exploit the fact
that Apape will not issue a QSKeyGen(f) query if there exists a pair of messages
(x0,x1) in a QEnc(xg,x1) — ct query, such that f(xg) # f(x1) and vice versa —
since either way would trivially violate the winning conditions of the PAFE secu-
rity game, rendering Adv*¢*~PAFE(Apprg) = 0 (see case (*)) We therefore can
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construct a “greedy” adversary Aprg who utilizes Apare and wins the FE IND-
security game with non-negligible advantage. Arg forwards all queries made by
Apare to its challenger, except for QPKeyGen(-) ones. When Apagg issues a
QPKeyGen(f) query to Afg, the latter checks whether 3ct < QEnc(xo, 21) such
that f(xo) # f(x1). If so, Apg samples ry < {0,1}*, samples z; < {0,1}*, and
computes pky <— Com.Commit(zs; 7). Otherwise, Arg forwards a QSKeyGen(f)
query to C, who responds with sky. A% samples r; < {0,1}*, and computes
pkys < Com.Commit(skys; 7). In any case Apg returns pky to Apare. Since the
commitment scheme is computationally hiding Afg has also € > negl()\) advan-
tage in winning the FE IND-security game, violating our initial assumption.

(Auditability). We show that no PPT adversary Apaup can violate the PA-
UD property of PAFE, assuming a computationally sound NIWI for relation
Rup,a, NIWIlg and a perfectly binding commitment scheme Com. We examine
two cases. First, there is the case where the adversary Apa.yp may output a
tuple T that satisfies Ryp 4. If so, it either satisfies the condition that ensures
that PA-UD holds (pky < Com(skys;rs) Ay « FE.Dec(mpk,f,sks,ct)), or the
“trapdoor” condition cg <~ Com(T;ug). In the PA-UD setting cg4 is generated by
the authority (assumed to be honest in this setting), meaning that no malicious
decryptor can generate a convincing proof using condition (2) of Ryp 4.

Otherwise, without loss of generality we distinguish between the following
regarding the first condition: T either violates the commitment or the algorithmic
condition. Since the commitment is perfectly binding, Vpky ﬂ(sk},r;) # (skg,ry)
such that pky <« Com(sk};r}) A pky <= Com(sky;ry). Additionally, since mpk
and ct, are provided by trusted entities and the uniquely correct sk is used
in the FE.Dec algorithm, y is also explicitly correct (due to the correctness of
the underlying FE scheme). Due to the soundness property of NIWI,; any proof
7* that passes verification is generated for accepting PA-UD statements using
valid witnesses. Therefore, no PPT Apa.yp can break the PA-UD property with
non-negligible advantage.

B Proof of Theorem 2

The proof follows in a very similar way with the one of the PA-UD construc-
tion (Theorem 1). The main difference is the inclusion of two additional hy-
brids for the transformation of c, and 7. Similarly to the previous analysis, we
get the public auditability by exploiting the trusted generation of c., cg4, dur-
ing PAFE.Setup. These commitments function as “trapdoors” for Rygp,. and
RuEp,q respectively and allow our fabricated adversary App to generate and
forward convincing proofs to Apape without having access to encrypted values
or valid functional decryption keys.

Proof (Security).

Case (i): We assume Aparg issues at least one QDec(+, -) query. We prove indis-
tinguishability of the game that Aprg plays when b = 0 and b = 1 through a
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series of hybrids. Below we define the hybrids and prove them consecutively in-
distinguishable. The challenger bit is represented in the game/hybrid exponents.

Hybrid GY p: It is the security game when b = 0.
Hybrid HY, gp1: It is exactly the same game as Gl pp except for the compu-

tation of the cq. In G¥rp cq < Com.Commit(msk,; ug), whereas in H?]EDJ c,

+ Com.Commit(T;ug). From the hiding property of the employed commitment

scheme no PPT adversary who sees a commitment can identify the committed
: Distinguish

value. Thus, Gz p = H{;pp, and more specifically, AdvgéSEzlgiu;%EDyl (Apare) =

Ad’Ucom_Hidding(APAFE).

Hybrid HY, 5 p,o¢ It is exactly the same game as HY p,1 except for the compu-

; 0 i . i 0 /
tation of the c.. In Hy;pp ; e = Com.Commit(msk,; u.), whereas in Hy;pp 5 C;

+ Com.Commit(T;u.). From the hiding property of the employed commitment
scheme no PPT adversary who sees a commitment can identify the committed

0 ~ 140 . Distinguish _
value. Thus, Hy;pp 1 & Hipp o and specifically Ade%EDgl—H%ED 2(APAFE) =

Adﬂcom_Hidding(ApAFE).
Hybrid 1Y, pp 5: It is exactly the same game as H{; ) 5 except for the computa-
tion of m4. In ’;’-tOUED,2 mq < NIWI;.Prove(mpk,msk, f,sky,rs,pky,ct,y,cq,uq) using
the first condition for relation Ry gp,q, whereas in ’H?JEDB, using the second con-
dition of Rygp,q, 7 < NIWI4.Prove(mpk, L, f, L, L,pky,cty,cq,uq) respectively.
From the witness indistinguishability property of NIWI; no PPT adversary
can distinguish between which condition is satisfied for the generation of 7.
< 0 ~ 0 . . Distinguish .
Thus, Hirppo ~ Hipps and more specifically, AdU"H?JED,z*H?/ED,s (Apare) =
Advy 1 (Apare).-
Hybrid HP, p 4: Tt is exactly the same game as HY p,3 except for the computa-
tion of m,. In ’;"—L%ED’3 e < NIWI,.Prove(mpk,msk,ek,x,ct,c.,ue,Se ) using the first
condition for relation Rygp ., whereas in H?J ED.4> USING the second condition of
RueDp,e, T, < NIWIlg.Prove(mpk, L, L, L ct,ce,ue,L) respectively. From the wit-
ness indistinguishability property of NIWI, no PPT adversary can distinguish
between which condition is satisfied for the generation of m.. Thus, HY D3~

0 . . Distinguish _ WI
Hy pp.s and more specifically, Ade%ED Y 4(ApAFE) = Advy 1y (Apare).

Hybrid HY, Egpst 1t 1s exactly the same game as HY, EDe except for the com-

putation of the y. In this case, we change y to be y = f(x) instead of y +
FE.Dec(mpk, f,sks,ct). Remember that for Apare to have non-negligible chance
of winning in its game, it must be that for all functions f that Apapg issues a
QSKeyGen(f) query, for all ct + QEnc(xg,x1): f(x) = f(x0) = f(x1). Addition-
ally and similarly, for all functions f for which Apagg has issued QPKeyGen(f)
and QDec(ct,f) queries, where ct<— QEnc(xg,x1), it must be that f(x) = f(xg) =
f(x1). In any other case by the restrictions of the security game for PAFE
Advsec_PAFE(.ApAFE(l)‘)) = 0. Since Aparg cannot win in any of these two
games with non-negligible advantage unless f(xo) = f(x1), H{gpa ~ Hirpp s

_ Distineuish
and more specifically, Advy g """ | (Apare) = 0.
HUED,4_HUED,5
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Hybrid HY, Epe: In this game we make the following change: the challenger

samples j' <% {0,---,m + 1}, initializes a counter j = 0, and when Apare
issues an encryption query, the challenger sets j = j + 1 and returns ct? (we
denote that query as QEnc(x ; 7xl,j), more concretely). Now, when Apapg is-
sues a QPKeyGen(f) query, C checks whether f(xo ) # f(xi;). If so, it
samples zy, 7y <$ Z, and computes pk; < Com.Commit(zy,r;). Remember
that since f(xo ;) # f(x1,,/) the adversary cannot issue a QSKeyGen(f) or
a QDec(ct?/, f) query — for that particular ciphertext. In such cases Apare
would trivially diminish its advantage to 0, contradicting our assumption that
it has non-negligible advantage € in winning the security game for PAFE. There-
fore, from the hiding property of the underlying commitment scheme, similarly
to Ghpp = Hurpa, we get that Hipp s ~ Hippe and more specifically,

ish R
Advq]i)[lobtmgulsﬂo (-APAFE) _ AdUCom HlddlIlg<APAFE)-
UED,5  "“UED,6

Hybrid 7—[1(’] D7 We now define a series of hybrids, indexed by j. In these hybrids

we make the following change: the challenger C samples b < {0,1} and when
Apare issues a QEnc(xg,x1) query C returns ct® < PAFE.Enc(mpk,ek,xg), if j <
§', ct! < PAFE.Enc(mpk,ek,x;), if j > j’, and ct® < PAFE.Enc(mpk,ek,x), if
j = j'. Based on the choice of j we define m + 1 sub-hybrids, which we denote by
H?]ED,7.m+1’ e H?]ED,?.O' Clearly, H(I)JED,G = H?JED,?.m-H? H%]D,ﬁ = H?JED,ma
and H%]ED,?.j = H(I)JED,7.j+1' Following we prove ’H?JEDJ_j ~ H[leDj_j, which
translates into ’H?]EDJ_j ~ H?]ED,?.j+17 based on the above, and ultimately into

0 ~ 1
Hippe = Huepe:
Lemma 2. Assuming the underlying FE scheme is secure as per Definition 4

0 ~ 1l
Huepr; ~® Hueprj-

Proof. We prove this via contraposition. We construct an adversary Agg that
utilizes Apare to win in the security game of FE. Now, assuming Apafg issues
at most m Qenc(-) queries, Agg functions as follows:

— Initialization: Arg receives mpk from C, computes pp < Com.Setup(1*), sam-
ples j* <= [m], initializes counter = 0, initializes a table Tgp., samples
rs + {0,1}*, computes ¢4 + Com.Commit(T;uy), samples b’ « {0,1}, and
forwards the triple (pp,mpk,cq) to Apare.

— Encryption queries: When Apape issues a QEnc(xg,x1) query to Agg, the lat-
ter issues a QEnc(x;j,x;) query to C and increments counter by 1. z; = zo
for counter < j*, and z; = x; for counter > j*. For counter = j* Are
forwards the query to C without any alteration. Also, App computes m, <
NIWI;.Prove(mpk, L, L, 1 ct,cc,ue,L). Regardless the case, C returns a cipher-
text ct and Apg forwards (ct,7.) to Apare.

— Functional secret key queries: When Apapg issues a QSKeyGen query to Afg,
the latter forwards the query to C, who responds with sk¢. Arg then checks
if a QPKeyGen query has been issued for f. If not, it samples 7 <s {0,1}*
and computes pky <— Com.Commit(sky;rs), Are forwards (sky,pkys) to Apare.
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— Functional public key queries: When Apage issues a QPKeyGen(f) query to
Arg, the latter checks whether f(xoj+) # f(x1.j+). If so, App samples ry <
{0,1}*, samples z; «s {0,1}*, and computes pks <+ Com.Commit(zs;7y).
Otherwise, Apg forwards a QSKeyGen(f) query to C, who responds with
sks. App samples 7y < {0,1}*, and computes pky < Com.Commit(sk ;7).
In any case Agg returns pky to Apare.

— Decryption queries: When Apagg issues a QDec(ct, f) query to Agg, the latter
assigns y < f(x;) and mq < NIWIlg.Prove(mpk,T,f,L, L, pky,cty,cquq). Are
forwards (y,7m4) to Apare.

— Finalization: Apare outputs a bit ¥’ which A forwards to C.

The advantage Afg has in winning the FE IND-security game utilizing Aparg
is = > negl(A). This derives from the fact that Are needs to “guess” correctly
the ctg’- +—Qenc(-, ) query for which Apapg will issue at least one “legitimate”
QDec(-,ctz’-) query; and does so by sampling j* at random.

0 _ b ~ b _ a1 : .
Thus, Hiyppe = Hirpp7.me1 = Hiep.7.0 = Hiyepp,e and more specifically:

Adngstlngmsh . (APAFE) _ AdvFE-IND security (APAFE)~
Hoep,e~Huep.e

Hybrid Hllj D5t In this game we make the following change: When Apapg issues
a QPKeyGen(f) query, C forwards pky +-PAFE.KeyGen(msk,mpk, f) to Apare.
From the hiding property of the underlying commitment scheme, similarly to
’H?JED’B ~ HOUED’G, we get that ’H}JED’G ~ ’H}JED’B and more specifically,

Adlelstlngmsh ) (APAFE) _ Ad’l}com-Hidding(APAFE)~
HUED,GiHUED

Hybrid H,leDA: It is exactly the same game as HlleD,S except for the com-
putation of the y. In this case, we change y to be y < FE.Dec(mpk, f,sky,ct),
instead of y = f(x). Similarly to the case Hpp, ~ Hipps, We get that

1 ~ 1 . : Distinguish _
Hypps = Hypp.a and more specifically, Adv’”bm YT 4(,APAFE) =0.

Hybrid HY,pp 5: It is exactly the same game as M, pp 4 except for the com-
putation of .. In ”H?]EDA me + NIWI,;.Prove(mpk, L, L, 1 ct,c.,u.,L) using the
second condition of RUEb’e, whereas in HY, ED,3, using the first condition for
relation Rygp e, me «— NIWI . Prove(mpk,msk,ek,x,ct,ce,ue,Se). From the witness
indistinguishability property of NIWI,, similarly to H% ED3 N HOU ED4 We get
that Hippa ~ Hipps and more specifically, Advzig:zg,rij};ibEDﬁg(APAFE) =
Advfyy 1 (Apare).

Hybrid HY, 5 p ot It is exactly the same game as HY p,3 except for the computa-
tion of m4. In ’;'-KOUED’3 ), < NIWI;.Prove(mpk, L, f,L, L pky,cty,cq,uq) using the
second condition of Ryp 4, whereas in Hg, 5, 5, using the first condition for rela-
tion Ryp,q, mq NIWId.Prove(mpk,msk,f,skf,rf,pkf,ct,y,cd,ud). From the wit-
ness indistinguishability property of NIWI,, similarly to HY, D2 ™ HY D3 We
get that H;pp 5 = Hirpp o and more specifically, AdyDistineish (Apare) =

H%/ED,s._H%IED,z
wI
Advy ryy 1 (Apare)-
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Game Hirpp ,: It is exactly the same game as M, pp 5 except for the computa-

tion of the c.. In H;pp ¢, < Com.Commit(T;u.), whereas in Hpp | Co <
Com.Commit(msk,; u. ). From the hiding property of the employed commitment
scheme no PPT adversary who sees a commitment can identify the committed

1 ~ 1 . Distinguish o
value. Thus, Hirpp» ~ Hipp,, and specifically, Adv”bED,zfﬂbED,l(APAFE) =
Ad,UCom-Hidding(APAFE)'

Game G{;pp: It is the security game when b = 1. It is exactly the same game
as H%]EDJ except for the computation of the cg4. In ’;’-i,leDﬁ1 the commitment c/,
+ Com.Commit(T;ug), whereas in G}z cq + Com.Commit(msk; ug). From the
hiding property of the employed commitment scheme no PPT adversary who
sees a commitment can identify the committed value. Thus, Hypp 1 = Girpp

and more specifically, AdpDstineuish (Apare) = AdyCom-Hidding( Ap, 0y,
HUEDTI_gUED

Thus, the overall advantage Aparg has in case (3): Advggsmg_u;h @) (Apare) <
o vED ~YuED: (V)
6 % Advcom—Hlddll’lg(APAFE) +4x AdelVIIWI (-APAFE) + AdyFE-IND SeCurlty(APAFE)‘

Case (ii): We assume Apare issues no QDec(+, -) queries and has a non-negligible
advantage € in winning the PAFE ecurity game. In this case we exploit the fact
that Apape will not issue a QSKeyGen(f) query if there exists a pair of messages
(x0,%1) in a QEnc(xq,x1) — ct query, such that f(xg) # f(x1) and vice versa —
since either way would trivially violate the winning conditions of the PAFE secu-
rity game, rendering Adv*¢=PAFE( Apapg) = 0 (see case (*)) We therefore can
construct a “greedy” adversary Apg who utilizes Apare and wins the FE IND-
security game with non-negligible advantage. Apg forwards all queries made by
Apare to its challenger, except for QPKeyGen(-) ones. When Apagg issues a
QPKeyGen(f) query to Afg, the latter checks whether 3ct <~ QEnc(xg, 21) such
that f(xo) # f(x1). If so, Arg samples r; < {0, 1}*, samples z; s {0,1}*, and
computes pky <— Com.Commit(zs; 7). Otherwise, Arg forwards a QSKeyGen(f)
query to C, who responds with sky. A% samples r; < {0,1}*, and computes
pks <= Com.Commit(skys;ry). In any case Agg returns pky to Apare. Since the
commitment scheme is computationally hiding Afg has also € > negl()\) advan-
tage in winning the FE IND-security game, violating our initial assumption.

(Auditability). We show that no PPT adversary Apayep can violate the PA-
UED auditability property of PAFE, assuming a computationally sound NIWI
for relation Rygp a4, NIWIlg, a computationally sound NIWI for relation Rygp.e,
NIWI., and a perfectly binding commitment scheme Com.

We examine two cases. First, the case where the adversary Apa.yep may out-
put a tuple T that satisfies Rygp.q. If so, it either satisfies the condition that
ensures that PA-UED holds (pky < Com(skys;7s) Ay < FE.Dec(mpk, f,sky,ct)),
or the “trapdoor” condition cs ¢+~ Com(0'*™; 7). In the PA-UED setting cg is gen-
erated by a trusted authority, meaning that no malicious decryptor can generate
a convincing proof using condition (2) of Rygp ¢. Similarly, no PPT adversary
can provide a convincing proof that satisfies the second condition of Rygp.e.
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Otherwise, without loss of generality we distinguish between the following: T
either violates any of the commitments or the algorithmic conditions. Since the
commitment is perfectly binding, Vpk; ﬂ(sk},r;) # (skg,ry) such that pky
Com(sk};r3) A pky < Com(skys;ry). Additionally, since mpk, f, and ct are pro-
vided by the trusted authority and the uniquely correct sk; is used in the FE.Dec
algorithm, y is also explicitly correct (due to the correctness of the underlying
FE scheme). Due to the soundness property of NIWIl; any proof 7 that passes
verification is generated for accepting PA-UED statements using valid witnesses.
Similarly, regarding Rygp.e, Ce is generated in a trusted manner and due to
the soundness property of NIWI, any proof n} that passes verification is gener-
ated for accepting PA-UED statements using valid witnesses. Therefore, no PPT
Apa.yep can break the PA-UED property with non-negligible advantage.

C Proof of Theorem 3

Proof (Security). To prove our construction secure we show that the execution
of the security game when the challenger chooses b = 0 is indistinguishable
from the one when it picks b = 1. The proof comprises of a series of proofs
that render the hybrids below (which are depicted in Table 2) indistinguishable,
consecutively. Symbol ' signifies the elements that are not used in the generation
of proofs mq, ¢ respectively.

— Hybrid Hyap,o: This is the security game with b = 0. The master public
key is mpk’ = {mpk;};cpa), where Vi € [4] (msk;,mpk;,ek;) < Setup(1*;s;)
for some random string s;. The challenge ciphertext is ct’ {cti}tiela), where
Vi € [4] ct; < Enc(ek;,xo;re ), for some random string r. ;. The functional
secret keys are sk’ = {sky;,7y,;}ic(a, where Vi € [4] and for random strings
ry; and ry;, sky; < FE.KeyGen(mpk;,msk;, f;; 7, ). The functional public keys
are pky = {pky.i}icla), where Vi € [4] pky; <-Com(skyi;7y;). The functional
output yo <Dec(mpk;, f,skyi,ct;), Vi € [4]. 7f is computed for condition (1)
of relation Ry ap, s and mq is computed for condition (1) of relation Ryap, 4.

— Hybrid Hyap,1: This hybrid is identical to the previous one, except for the
computation of 74. Using indices {1,2}, w4 is computed for condition (2) of
relation Ryap,q.

— Hybrid Hyap,2: This hybrid is identical to the previous one, except for the
computation of . Using indices {1,2,3}, 7y is computed for condition (2)
of relation Ryap s.

— Hybrid Hyap,3: This hybrid is identical to the previous one, except for the
computation of cty, i.e., cty —Enc(eky,x1;re ).

— Hybrid Hyap,a: This hybrid is identical to the previous one, except for the
computation of 7y, which is computed using indices {1, 2, 4}.

— Hybrid Hyap,s: This hybrid is identical to the previous one, except for cts,
ie., ctg <—Enc(eks,xy;re3).

— Hybrid Hyap,e: This hybrid is identical to the previous one, except for the
computation of w4, which is computed using indices {1,4}.
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Huap {Ct1,Ct2,Ct3,Ct4} {(Skf,pkf)i}i Tf| g Security
0 X0, X0, X0, X0 f>f7 f7f (1) (1) -
1 X07X07X67X6 f?fa fvf (1) (2) NIWId
2 X07X0»X67X6 f7f7f7 f/ (2) (2) NIWIf
3 X07X0>X6>X/1 f7f>f7 fl (2) (2) FE
4 X07X07X67Xl1 fv.f?flvf (2) (2) NIWIf
5 XO7X0»XI17XII f7f7fl7f (2) (2) FE
6 X07X6>X/1,X1 f7f>f/7f (2) (2) NIWI4
7 X0, X0, X1, X1 LI [(2)](2)] NIWI,
8 X07Xl17xl17X1 faf/7f7f (2) (2) FE
9 X0, X1, X1, X1 L0 [(2)](2)] NIWIG
10 XE)?X/lyleXl f/af7 f?f (2) (2) NIWIf
11 x4, X1, X1, X1 'R 6F 12](2)] FE
12 Xllvxll,xl,xl f,f7 f7f (1) (2) NIWIf
13 X1, X1, X1, X1 f, f, f7f (1) (1) NIWId

Table 2. Hybrids for the security proof of the PA-UAD PAFE.

Hybrid Hyap,7: This hybrid is identical to the previous one, except for the
computation of 7, which is computed using indices {1, 3,4}.

Hybrid Hyap,s: This hybrid is identical to the previous one, except for the
computation of cta, i.e., cty <—Enc(eka,x1;re 2).

Hybrid Hiap,o: This hybrid is identical to the previous one, except for the
computation of w4, which is computed using indices {3,4}.

Hybrid Hyap,10: This hybrid is identical to the previous one, except for the
computation of 7y, which is computed using indices {2, 3, 4}.

Hybrid Hy ap,11: This hybrid is identical to the previous one, except for cty,
ie., cty <—Enc(ekq,xq;re,1).

Hybrid Hy ap,12: This hybrid is identical to the previous one, except for the
computation of 7y. Using indices {1, 2,3, 4}, 7y is computed for condition (1)
of relation RUAD,f~

Hybrid Hyap,13: This hybrid is identical to the previous one, except for the
computation of m4. Using indices {1, 2, 3,4}, 74 is computed for condition (1)
of relation Ry ap,q. Additionally, it is the real game with challenger bit b=1.

[Huap,o = Huap,1] Assuming that NIWI, is a non-interactive witness indistin-
guishable proof system, the outputs of experiments as described in Hyap,o and
Huap, are computationally indistinguishable.

Proof. The only difference between the two hybrids is the manner in which
proof mq is computed. In Hy ap,o is computed for condition (1) of Ryap ¢ using
the real witness using indices {1,2,3,4}, whereas in Hyap,1 is computed for
condition (2) of Ryap,q using the indices {1,2}. We can construct an adver-
sary that plays the witness indistinguishability game for NIWI;, and internally
acts as the challenger for the indistinguishability game of PAFE. The advan-
tage of the NIWI-adversary is bound by the PAFE-adversary, since NIWI; is a
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non-interactive witness indistinguishable proof system, Hyyap,o and Hyap,1 are
computationally indistinguishable.

[(Huap, = Huap,2) Assuming that NIWI; is a non-interactive witness indistin-
guishable proof system, the outputs of experiments as described in Hyap,1 and
Hy ap,2 are computationally indistinguishable.

Proof. The only difference between the two hybrids is the manner in which
proof 7 is computed. In Hyap,1 is computed for condition (1) of Ryap, ¢ using
the “real” witness for indices {1,2,3,4}, whereas in Hyap, is computed for
condition (2) of Ryap,s using the indices {1,2,3}. Similarly to the previous
analysis we can construct an adversary that plays the witness indistinguishability
game for NIWI¢, and internally acts as the challenger for the indistinguishability
game of PAFE. The advantage of the NIWI-adversary is bound by the PAFE-
adversary, and since NIWI; is a non-interactive witness indistinguishable proof
system, Hyap,1 and Hyap,2 are computationally indistinguishable.

[(Huap,2 = Hyap,s] Assuming that FE=(FE.Setup, FE.Keygen,FE.Enc, FE.Dec)
is a secure functional encryption scheme as per Definition 3, the outputs of
experiments as described in Hyap,2 and Hyap,3 are computationally indistin-
guishable.

Proof. The only difference between the hybrids is the manner in which the
challenge ciphertext is created. More specifically, in Hyap,2, the fourth com-
ponent of the ciphertext is computed as an encryption of message xg, whereas
in Hyap,s as an encryption of message x;. Let us consider an adversary Arg
that interacts with a challenger C to break the security of FE. Also, inter-
nally, it acts as the challenger in the PAFE security game against an adver-
sary Ay apo—Huaps that tries to distinguish between Hyap2 and Hyap s
Arg functions as follows: it chooses to encrypt xg, executes everything hon-
estly for indices {1, 2,3}, and forwards the pair (x,x1) to challenger C. App re-
ceives a ciphertext cty, corresponding to either of the two plaintexts above and
forwards it to A up ,—Hyaps alongside the honestly generated information.
ANy apa—Huap,s Outputs a bit 8 which Apg forwards to C. Clearly, App runs in
polynomial time and Advsec_PAFE(.AHUADQ,HUAD,S) < AdvtE=security( Aee) <
negl(\). Therefore, Hyap,2 and Hyap 3 are computationally indistinguishable.

[(Huap,s = Huap.a] Assuming that NIWIy is a non-interactive witness indistin-
guishable proof system, the outputs of experiments as described in Hyap,3 and
Huap,a are computationally indistinguishable.

Proof. The only difference between the two hybrids is the manner in which proof
my is computed. In Hyap,3 is computed for condition (2) of Ryap,; using the
indices {1,2,3}, whereas in Hyap, is computed for condition (2) of Ryap, s
using indices {1, 2,4}. Since NIWI; is a non-interactive witness indistinguishable
proof system, Hyap,3 and Hy ap,a are computationally indistinguishable.
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[Huapa ~ Huap,s] Assuming that FE=(FE.Setup, FE.Keygen,FE.Enc, FE.Dec)
is a secure functional encryption scheme as per Definition 3, the outputs of
experiments as described in Hyap 4 and Hyap,s are computationally indistin-
guishable.

Proof. The only difference between the hybrids is the manner in which the chal-
lenge ciphertext is created. More specifically, in Hy ap,4, the third component of
the ciphertext is computed as an encryption of message xo, whereas in Hyap 5 as
an encryption of message x;. The proof is very similar with the one for Hyap 2 =
Huap,3-

[Huaps = Huap,e] Assuming that NIWI, is a non-interactive witness indistin-
guishable proof system, the outputs of experiments as described in Hyap 5 and
Huap,e are computationally indistinguishable.

Proof. The only difference between the two hybrids is the manner in which
proofs mq and 7y and computed. In Hy ap 5 mq is computed for condition (2) of
Ruap,q using the indices {1,2}, whereas in Hyap,¢ is computed for condition
(2) of Ryap,q using the indices {1,4}. Since NIWI; is a non-interactive wit-
ness indistinguishable proof systems, Hyap,s and Hyap,¢ are computationally
indistinguishable.

[Huape = Huap,7] Assuming that NIWI; is a non-interactive witness indistin-
guishable proof system, the outputs of experiments as described in Hyap,¢ and
Huap,7 are computationally indistinguishable.

Proof. The only difference between the two hybrids is the manner in which proof
7y is computed. In Hy 4 p ¢ is computed for condition (2) of Ry ap, s using the in-
dices {1,2,4}, whereas in Hy ap, 7 is computed for condition (2) of Ryap, s using
the indices {1,3,4}. Since NIWI; is a non-interactive witness indistinguishable
proof system, Hyap,¢ and Hyap,7 are computationally indistinguishable.

[(Huap,7 = Huap,s] Assuming that FE=(FE.Setup,FE.Keygen,FE.Enc,FE.Dec) is
a secure functional encryption scheme as per Definition 3, the outputs of exper-
iments as described in Hyap,7 and Hyap,s are computationally indistinguish-
able.

Proof. The only difference between the hybrids is the manner in which the chal-
lenge ciphertext is created. More specifically, in Hyap,7, the second component
of the ciphertext is computed as an encryption of message xg, whereas in Hyap,g
as an encryption of message x;. The proof is similar with the one for Hyap 2 =~
Huap,3-

[HUAD,g =~ HUAD’Q] Assuming that NIWI; is a non-interactive witness indistin-

guishable proof system, the outputs of experiments as described in Hyap g and
Hu ap,o are computationally indistinguishable.
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Proof. The only difference between the two hybrids is the manner in which proof
mq is computed. In Hyap g is computed for condition (2) of Ryap,q using the
trapdoor witness with indices {1,4}, whereas Hyap o is computed for condition
(2) of Ryap,q using the real witness for indices {3,4}. The proof is very similar
to the one of Hyap2 =~ Huap,s-

[Huapo = Huap,i0] Assuming that NIWI; is a non-interactive witness indis-
tinguishable proof system, the outputs of experiments as described in Hyap,o
and Hyap,10 are computationally indistinguishable.

Proof. The only difference between the two hybrids is the manner in which proof
7y is computed. In Hyap.g is computed for condition (2) of Ryap,; using the
indices {1, 3,4}, whereas in Hyap 10 is computed for condition (2) of Ryap ¢
using the indices {2, 3,4}. Since NIWI; is a non-interactive witness indistinguish-
able proof system, Hyapo and Hyap, 10 are computationally indistinguishable.

[(Huap.io = Huap,11] Assuming that FE=(FE.Setup,FE.Keygen,FE.Enc, FE.Dec)
is a secure functional encryption scheme as per Definition 3, the outputs of ex-
periments as described in Hyap,10 and Hyap,11 are computationally indistin-
guishable.

Proof. The only difference between the hybrids is the manner in which the
challenge ciphertext is created. More specifically, in Hyap,i0, the first com-
ponent of the ciphertext is computed as an encryption of message xq, whereas
in Hyap,11 as an encryption of message x;. The proof is very similar with the
one for Hyap2 ~ Huap,s.

[HUAD’H ~ HUADJQ] Assuming that NIWI; is a non-interactive witness indis-
tinguishable proof system, the outputs of experiments as described in Hyap i1
and Hyap,12 are computationally indistinguishable.

Proof. The only difference between the two hybrids is the manner in which proof
7y is computed. In Hyap,11 is computed for condition (2) of Ryap, ¢ using the
indices {2, 3,4}, whereas in Hyap,12 is computed for condition (1) of Ryap, f
using the real witness with indices {1,2,3,4}.The proof is very similar to the
one of Hyap,1 = Huap,2.

[(Huap.i2 = Huap.is] Assuming that NIWI, is a non-interactive witness indis-
tinguishable proof system, the outputs of experiments as described in Hyap,i2
and Hyap,i13 are computationally indistinguishable.

Proof. The only difference between the two hybrids is the manner in which proof
mq is computed. In Hyap, 12 is computed for condition (2) of Ryap,q using the
trapdoor witness with indices {3, 4}, whereas Hy ap 13 is computed for condition
(1) of Ryap,q using the real witness for indices {1,2,3,4}. The proof is very
similar to the one of Hyap,o ~ Huap,1-
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(Auditability). For an adversary to break the auditability property for PAFE,
it needs to provide the respective convincing proofs while the output of the
decryption algorithm does not correspond to any function output. In addition
to the analysis performed in the proofs of Theorem 1 and Theorem 2 we now
need to consider all four possible combinations for accepting proofs 74,7y and
show that in all possible cases the decryption output is the legitimate one.

1. Condition (1) of relation Ryap.q and condition (1) of relation Ryap, s are
satisfied. Therefore, Yk € [4] : pky i <= Com(skyr;7fx) A Dec(mpky, f sk k,
cty)=yx and Vj € [4] : pky ; < Com(sky ;i 77,) A (mpk;,msk;) < Setup(1?; s;)
Asky ;< KeyGen(mpk;,msk;, firy ;). AsVk € [4] Dec(mpky, fx,sky k. Cti)=Yk,
therefore, PAFE.Dec({mpk;, fi,sky,i.cti}ica))=Yr-

2. Condition (1) of relation Ryap,q and condition (2) of relation Ryap, s are
satisfied. Therefore, Vk € [4] : pky < Com(skyk;7fx) A Dec(mpky, f,sks k.
cty)=yr and 3A; C [4], with |A;| =3, s.t. Vj € Aq: pky; < Com(sky ;;77.;)
A (mpkj,msk;) < Setup(1*;s;) A sky; < KeyGen(mpk,,msk;,firg ;). Addi-
tionally, V i € [4] FE.Enc(mpk;,ek;, x) = ct;. As 3A; C [4], with |A;| = 3,
s.t. Dec(mpky, fi,skf k. cti)=yr, PAFE.Dec({mpk;, fi, sky; .cti}ica,)=Vk-

3. Condition (2) of relation Ryap,q and condition (1) of relation Ryap s
are satisfied. Therefore, 34 C [4], with |A2| = 2, such that Vk € As:
pks i < Com(sky ;) A Dec(mpky, fi.sky k.cty)=yr and Vj € [4]: pky,; <
Com(sky,j;7r.;) A (mpkj,msk;) < Setup(1*;s;) Asky.; < KeyGen(mpk;,msk;,
fjirk;). Since the encryptor is trusted ct<— PAFE.Enc(mpk,ek,x). Addition-
ally all sky are validly generated. Therefore yy is a valid decryption for all
indexes.

4. Condition (2) of relation Ryap,q and condition (2) of relation Ryap. ¢
are satisfied. Therefore, 3A; C [4], with |As] = 2, s.t. Yk € Ag: pkyp
Com(skyk;7pk) A Dec(mpky, fr,skyk.ctr)=yr Acy =Com({sky;}icfa};us)
Acg =Com(0;uq) and JA; C [4], with [Ay] = 3, sit. Vj € Ay pky; <
Com(sky.j;77.5) A (mpkj,msk;) < Setup(1*;s;) A sk ; < KeyGen(mpk,,msk;,
Jimr,) Acp = Com({skyi}iciay};up) Ay € &y such that Vi € [4] Dec(mpk;,
fisky.i,cti) = y. By pigeonhole principle 3j* € [4] for which FE.Dec(mpk;-,
fj*. skyj«, ctjx)=yg. Additionally, similarly to the case above V i € [4]
FE.Enc(mpk;,ek;, x) = ct;. Thus, since 3-out-of-4 sky are validly generated
as well, deterministically, PAFE.Dec({mpk;, f;,skfi.ct;}ica, )=Vk-

D Proof of Theorem 4

Proof (Security). To prove our constructions secure we show that the execution
of the security game when the challenger chooses b = 0 is indistinguishable from
the one when it picks b = 1. The proof comprises of a series of hybrids which are
depicted in Table 2 and are consecutively indistinguishable. The proof has many
similarities with that of Theorem 3, hence here we focus on some interesting
steps where the two proofs deviate. Let us focus on the interesting cases of
HuEeap,o = Hueap,i0 and the PA-UEAD auditability.
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H |{ct1,cta,cts,cta}| e |Ce {(Skf7pkf)7;}i T cy v |74 |ca Security

0| xo,%0,%0,%0 [(1)[1 LA (D) 1 ye (D] 1 -

1] xo,x0,x0,x0 |[(D|1] £ fff [ 1y, |(M)]O COMq

2] xo,x0,x0,x0 |1 £, F5F (D 1 |yg/(2)]0 NIWIy

3] xo,xo,x0,x0 [(D]O] £ f6F (D] 1T |y ](2)]0 COM.

4 X07X07X67X€)* (2) 0 f7f>f7f (1) 1 Yi (2) 0 NIWIS

5] xo,%0,%0,x0 [(2)[0] f, fifif [()[{skyi}i[ye][(2)]0 COM;

6] xo0,x0,%5,x0 |20 £ L [(2)[{sksi}alye|(2)]0 NIWI

7] x0,x0,%5, 0" ([0 f f 7 [2)[{sksi}aly](2)]0 FE

81 xo,x0,xg,x5 |20 £ FFF [(2)|{sks:i}i|y.|(2)]0 NIWI,;,NIWI;
9 XO,XOaXII*aX’l( (2) O f> fv flvf (2) {Skfai}i yk (2) O FE

10] x5, x5,x1,x1 |0 £ FLfF [@)[{skysiti|ys[(2)] 0 [NITWI;,NITWI.,NITWT;
11 XS,Xll*,X1,X1 (2) 0 f7 f/7faf (2) {Skfii}i Yi (2) 0 FE

12 XIO*,XI,X1,X1 (2) 0 fl,f, f,f (2) {Skf,i}i Yi (2) 0 NIWId,NIWIf
13 Xll*,XI,Xl,Xl (2) 0 fl>f7 LS (2) {Skf,i}’i Yi (2) 0 FE

14 X&*,XI,X1,X1 (2) 0 fa f7 f7f (1) {Skfii}i Yi (2) 0 NIWIf

5] Xxixa,xa [0 A 6F (D] 1T |y [(2)]0 COM;

16] X1, x1,x1,x1 |(1)]0 LELT () 1 yie|(2)] 0 NIWI,

17 Xy, xi,x,xa (D[] £ FHF (D 1 |yg/(2)]0 COM,

18 X1, X1, X1, X1 (1) 1 f,f,f,f (1) 1 Yi (1) 0 NIWId

19)  x1,x1,x1,x1 [(1)|1 LELE | 1 ye| (D] 1 COM.q

Table 3. Hybrids for the security proof of the PA-UEAD PAFE.

— Hybrid Hygap,o: This is the security game with challenge bit b = 0. The

master public key is mpk’ = {mpk; };c[4, where Vi € [4] (msk;,mpk;,ek;)
Setup(1*;s;) for random string s;. ¢y «Com(1*";uy), c. +Com(1!";u,),
and cg <+ Com(1%";uy) for random strings Uf, Ue, Uq. The challenge cipher-
text is ct’ «{ct;};c[4), where Vi € [4] ct; < Enc(ek;,xo;re i), for some ran-
dom string r. ;. The functional secret keys are sk’f = {skyi,7fi}icp), where
Vi € [4] sk, < FE.KeyGen(mpk; msk;, fi;rg,), for random strings ry; and
r,i- The functional public keys are pky = {pky}icia, where Vi € [4] pky
<Com.Commit(sky ;; 7). The function output yo <—FE.Dec(mpk;, f,sky;,ct;),
Vi € [4]. my is computed for condition (1) of relation Ryap,r and 74 is com-
puted for condition (1) of relation Ryap 4.

— Hybrid Hygap,i: This hybrid is identical to the previous one except for c.,

which is computed differently, i.e., c; +Com.Commit(0; ug).
— Hybrid Hygap,2: This hybrid is identical to the previous one, except for the

computation of my. Using indices {1,2}, 74 is computed for condition (2) of
relation RUEAD7d-

— Hybrid Huyrap,s: They hybrid is identical to the previous one except for c.,
which is computed differently, i.e., ¢y <~Com.Commit(0; u.).

— Hybrid Hygap,4: This hybrid is identical to the previous one, except for the

computation of .. Using indices {1, 2}, 7, is computed for condition (2) of
relation Rygap,e-
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Hybrid Hygap,s: This hybrid is identical to the previous one except for cy,

which is computed differently, i.e., c; «<~Com.Commit(0%1e™; uy).
Hybrid Hyrap,e: This hybrid is identical to the previous one, except for the

computation of 7. Using indices {1,2,3}, 7y is computed for condition (2)
of relation RUEAD,f~
Hybrid Hygap,7: This hybrid is identical to the previous one, except for the

computation of cty, i.e., cty <—FE.Enc(eky,xy;re 4).

Hybrid Hyrap,s: This hybrid is identical to the previous one, except for the
computation of 7, which is computed using indices {1,2,4}.

Hybrid Huyrap,o: This hybrid is identical to the previous one, except for cts,
i.e., ctg <—FE.Enc(eks,xq;re 3).

Hybrid Hiygap,10: This hybrid is identical to the previous one, except for the

computation of w4 and m. which are computed using indices {3,4}, and 7
which is computed using indices {1, 3,4}.

Hybrid Hyrap,i1: This hybrid is identical to the previous one, except for the
computation of cto, i.e., cty <—Fe.Enc(eka,x1;re 2).

Hybrid Hyrap,12: This hybrid is identical to the previous one, except for the

computation of 7y, which is computed using indices {2, 3, 4}.

Hybrid Hiygap,13: This hybrid is identical to the previous one, except for cty,
i.e., ct; <—FE.Enc(ekq,xq;re 1)

Hybrid Hygap,14: This hybrid is identical to the previous one, except for

the computation of ¢, which is computed for condition (1) using indices
{1,2,3,4}.

Hybrid Hugap,15: This hybrid is identical to the previous one except for cq,
which is computed differently, i.e., cg <~Com.Commit(1;uy).

Hybrid Huyrap,16: This hybrid is identical to the previous one, except for the

computation of 7.. Using indices {1, 2, 3,4}, 7. is computed for condition (1)
of relation RUEAD,e-
Hybrid Hiygap,17: This hybrid is identical to the previous one except for c.,

which is computed differently, i.e., ¢, «—Com.Commit(1;u.).

Hybrid Hurap,is: This hybrid is identical to the previous one, except for the
computation of m4. Using indices {1, 2, 3,4}, 74 is computed for condition (1)
of relation Rygap,4-

Hybrid Hurap,19: This hybrid is identical to the previous one except for cg,

which is computed differently, i.e., ¢ +Com.Commit(1;uy), which is identical
to the real game when b = 1.

[(Hueapo = Hupap,1] Assuming that Com is a computationally hiding commit-

ment scheme, the outputs of experiments as described in Hygap,0 and Hurap,1
are computationally indistinguishable.

Proof. The only difference between the two hybrids is the manner in which the
commitment ¢4 is computed. Let us consider an adversary Acom that interacts
with a challenger C to break the hiding property of the commitment scheme.
Also, internally, it acts as the challenger in the PAFE security game against
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an adversary Aygap,z,—#, that tries to distinguish between Hygpap,o and
Hurap,1- Acom functions as follows: it chooses to encrypt xg, executes every-
thing honestly, and forwards two stings, namely (0!°") and (1'°") to challenger C.
Acom receives a commitment cg, corresponding to either of the two strings above
and forwards it to Aygap, ,—1, alongside the honestly generated information.
AUEAD H,—m, outputs a bit 8 which Acem, forwards to C. Clearly, Acom runs
in polynomial time and Advs¢c=PAFE(A) < AdpCom—Hiding(Aq,,.) < negl()).
Therefore, Hyrap,0 and Hygap,1 are computationally indistinguishable.

[(Hueapi = Hugap,2) Assuming that NIWI, is a non-interactive witness indis-
tinguishable proof system, the outputs of experiments as described in Hygap,1
and Hypap,2 are computationally indistinguishable.

Proof. The only difference between the two hybrids is the manner in which proof
74 is computed. In Hygap 1 is computed for condition (1) of Rygap ¢ using the
“real” witness for indices {1,2, 3,4}, whereas in Hygap,2 is computed for con-
dition (2) of Rygap,q using the “trapdoor” witness for indices {1,2}. Similarly
to the previous lemma we can construct an adversary that plays the witness
indistinguishability game for NIWI,;, and internally acts as the challenger for
the indistinguishability game of PAFE. The advantage of the NIWI-adversary
is bound by the PAFE-adversary, and since NIWI; is a non-interactive witness
indistinguishable proof system, Hyrap,1 and Hygap,2 are computationally in-
distinguishable.

[(Hueap,2 = Hupap,s] Assuming that Com is a computationally hiding commit-
ment scheme, the outputs of experiments as described in Hygpap,2 and Hugap,s
are computationally indistinguishable.

Proof. The only difference between the two hybrids is the manner in which the
commitment c. is computed. The proof is similar to the one of [Hygap,o =~
HuEeap,)-

[HUEAD’g =~ HUEADA] Assuming that NIWI, is a non-interactive witness indis-
tinguishable proof system, the outputs of experiments as described in Hygap 3
and Hypap,a are computationally indistinguishable.

Proof. The only difference between the two hybrids is the manner in which
proof 7. is computed. In Hygap s is computed for condition (1) of Rygap.e
using the real witness using indices {1, 2, 3,4}, whereas in Hygap,4 is computed
for condition (2) of Rygap,. using the indices {1,2}. The proof is very similar
to the one of [HUEAD,l ~ HUEAD,Q]-

[(Hueapa = Hupap,s| Assuming that Com is a computationally hiding commit-
ment scheme, the outputs of experiments as described in Hygpap,4 and Hugap,s
are computationally indistinguishable.

Proof. The only difference between the two hybrids is the manner in which the
commitment c; is computed. The proof is similar to the one of [(Hueapo =~
Hugapa)-
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[(Hueaps = Hurap,s) Assuming that NIWI; is a non-interactive witness indis-
tinguishable proof system, the outputs of experiments as described in Hygap,s
and Hyrap,e are computationally indistinguishable.

Proof. The only difference between the two hybrids is the manner in which proof
T is computed. In Hypap,s is computed for condition (1) of Rypap,s using
the real witness using indices {1,2, 3,4}, whereas in Hygap,¢ is computed for
condition (2) of Rygap,s using the indices {1, 2,3}. The proof is very similar to
the one of [Hugap,1 = Hugap,2]-

[HUEAD,G ~ HUEAD,?] Assuming that FE is a secure functional encryption
scheme as per Definition 3, the outputs of experiments as described in Hygap,e
and Hypap,7 are computationally indistinguishable.

Proof. The only difference between the hybrids is the manner in which the chal-
lenge ciphertext is created. More specifically, in Hygap,e, the fourth compo-
nent of the ciphertext is computed as an encryption of message xg, whereas in
Hueap,7 as an encryption of message x;. Let us consider an adversary Arg
that interacts with a challenger C to break the security of FE. Also, inter-
nally, it acts as the challenger in the PAFE security game against an adversary
AUEAD, Hs—H, that tries to distinguish between Hypape and Hyaep,7. Are
functions as follows: it chooses to encrypt xg, executes everything honestly for
indices {1,2,3}, and forwards the pair (xg,x1) to challenger C. Arp receives a
ciphertext cty, corresponding to either of the two plaintexts above and forwards
it to Aypap, He—H, alongside the honestly generated information. Ay ap. p,—H,
outputs a bit 8 which Apg forwards to C. Clearly, Apg runs in polynomial time
and Adv®ec=PAFE(A) < AdoTF=secvrity( Apg) < negl()\). Therefore, Hygap.o
and Hygap,7 are computationally indistinguishable.

[H7 = Hg] Assuming that NIWI; is a non-interactive witness indistinguishable
proof system, the outputs of experiments as described in Hygpap,7 and Hugap,s
are computationally indistinguishable.

Proof. The only difference between the two hybrids is the manner in which
proof 7 is computed. In Hygap,7 is computed for condition (2) of Rygap,f
using the indices {1,2,3}, whereas in Hygaps is computed for condition (2)
of Rugap,s using the indices {1,2,4}. Since NIWI; is a non-interactive witness
indistinguishable proof system, Hyrap,7 and Hyaep,s are computationally in-
distinguishable.

[HUEAD’S ~ HUEAD’Q] Assuming that FE is a secure functional encryption
scheme as per Definition 3, the outputs of experiments as described in Hygap,s
and Hypap,9 are computationally indistinguishable.

Proof. The only difference between the hybrids is the manner in which the chal-
lenge ciphertext is created. More specifically, in Hyagp,s, the third compo-
nent of the ciphertext is computed as an encryption of message xg, whereas in
HuEeap,o as an encryption of message x;. The proof is very similar with the one
for [Hurpap,a = Hurap,s|-
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[HUEAD“Q =~ HUEAD,IO] Assuming that NIWIg, NIWI., NIWI; are non-interactive
witness indistinguishable proof systems, the outputs of experiments as described
in Hugap,o and Hygap 10 are computationally indistinguishable.

Proof. The only difference between the two hybrids is the manner in which proofs
Td, Te, and 7y and computed. In Hygap,9 74 is computed for condition (2) of
RuEADp,q using indices {1, 2,4}, whereas in Hygap,10 is computed for condition
(2) of Rygap,q using indices {1,3,4}. Similarly, 7. is computed for condition
(2) of Rupap,e using the indices {1,2}, whereas in Hypap 10 is computed for
condition (2) of Rygap,. using indices {3,4}. In Hygap,o 7y is computed for
condition (2) of Rygap,s using indices {1,2,4}, whereas in Hygap,i0 is com-
puted for condition (2) of Rygap,s using the indices {1, 3,4}. Observe that the
two hybrids are symmetrical to each other. By doing these three changes at
once we can guarantee the existence and knowledge of the respective witnesses.
Furthermore, we can argue that if there exists a PPT adversary that can distin-
guish between the two hybrids, then we can construct an adversary Ay that
can break at least one of NIWI¢, NIWI., or NIWI; witness indistinguishability
property.

[(HueaD,10 ® Hugap,11] Assuming that FE is a secure functional encryption
scheme as per Definition 3, the outputs of experiments as described in Hygap, 10
and Hyrap,11 are computationally indistinguishable.

Proof. The only difference between the hybrids is the manner in which the chal-
lenge ciphertext is created. More specifically, in Hyrap,10, the second compo-
nent of the ciphertext is computed as an encryption of message xy, whereas in
Hurap,11 as an encryption of message x;. The proof is similar with the one for
(Hueapa = HuEgaD,s)-

[(Hueapi1 = Hueap,2] Assuming that NIWI; is a non-interactive witness indis-
tinguishable proof system, the outputs of experiments as described in Hyrap 11
and Hypap,12 are computationally indistinguishable.

Proof. The only difference between the two hybrids is the manner in which
proof 7y is computed. In Hygap,11 is computed for condition (2) of Rygap,¢
using the indices {1,2,4}, whereas in Hygap 12 is computed for condition (2)
of Rugap,s using the indices {2,3,4}. Since NIWI; is a non-interactive witness
indistinguishable proof system, Hyrpap—11 and Hygap,i12 are computationally
indistinguishable.

[HUEADJQ ~ HUEAD,13] Assuming that FE is a secure functional encryption
scheme as per Definition 3, the outputs of experiments as described in Hygap,i2
and Hypap,13 are computationally indistinguishable.

Proof. The only difference between the hybrids is the manner in which the chal-
lenge ciphertext is created. More specifically, in Hygpap,i2, the first compo-
nent of the ciphertext is computed as an encryption of message xg, whereas in
HuEeap,13 as an encryption of message x;. The proof is very similar with the
one for [Hugapa =~ Hueap,s)-
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[(Hueapi3 = Hugap,14] Assuming that NIWI; is a non-interactive witness indis-
tinguishable proof system, the outputs of experiments as described in Hygap,i3
and Hyrap,14 are computationally indistinguishable.

Proof. The only difference between the two hybrids is the manner in which
proof 7y is computed. In Hygap,13 is computed for condition (2) of Rygap ¢
using the indices {2, 3,4}, whereas in Hygap,14 is computed for condition (1)
of Ryap,s using the real witness for indices {1,2,3,4}. Since NIWI; is a non-
interactive witness indistinguishable proof system, Hyrap,13 and Huygap,14 are
computationally indistinguishable.

[(Hueapi4a = Hugap,s) Assuming that Com is a computationally hiding com-
mitment scheme, the outputs of experiments as described in Hygap,14 and
HuEap,15 are computationally indistinguishable.

Proof. The only difference between the two hybrids is the manner in which the
commitment c; is computed. The proof is similar to the one of [(Hueapo =
Hurapal-

[(Hueap1s = Hugap 6] Assuming that NIWI, is a non-interactive witness indis-
tinguishable proof system, the outputs of experiments as described in Hygap,i5
and Hypap,i6 are computationally indistinguishable.

Proof. The only difference between the two hybrids is the manner in which proof
T is computed. In Hypap,15 is computed for condition (2) of Rygap,. using
the trapdoor witness with indices {3,4}, whereas Hygrap, 16 is computed for
condition (1) of Rygap,q using the real witness for indices {1, 2, 3,4}. The proof
is very similar to the one of [Hypapi1 ~ Hurap,2]-

[(Hueap,6 ® Hupap,i7) Assuming that Com is a computationally hiding com-
mitment scheme, the outputs of experiments as described in Hypap,16 and
HuEap,17 are computationally indistinguishable.

Proof. The only difference between the two hybrids is the manner in which the
commitment c. is computed. The proof is similar to the one of [Hygap,o =
Hurapal-

[(Hueapi7 = Hugap,is] Assuming that NIWI, is a non-interactive witness indis-
tinguishable proof system, the outputs of experiments as described in Hygap,i7
and Hyrap,1s are computationally indistinguishable.

Proof. The only difference between the two hybrids is the manner in which proof
mq is computed. In Hypap 17 is computed for condition (2) of Rygap.q using the
indices {3,4}, whereas in Hygap,1s is computed for condition (1) of Rygap.4
using the real witness with indices {1,2,3,4}.The proof is very similar to the
one of [Hugap1 = Hugap,2)-

[(Hueapis = Hugap,19] Assuming that Com is a computationally hiding com-
mitment scheme, the outputs of experiments as described in Hygap,1s and
HuEAaDp,19 are computationally indistinguishable.
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Proof. The only difference between the two hybrids is the manner in which the
commitment cq is computed. The proof is similar to the one of [Hygap,o =
HuEeap,)-

(Auditability). For an adversary to break the auditability property for PAFE,
it needs to provide the respective convincing proofs while the output of the
decryption algorithm is not the respective function output. We now consider all
eight possible combinations for accepting proofs 7¢, 7., 74 and show that in all
possible cases the provided function output is the legitimate one.

1.

Condition (1) of relation Rygap, s, condition (1) of relation Rygap,e, and
condition (1) of relation Rypap.q are satisfied. Now, for all four instances
(mpk;,msk;) < FE.Setup(1%;s;), skf j < FE.KeyGen(mpk;,msk;,f;irs.;), Pky.;
+ Com.Commit(sky j;7y;), ct; = FE.Enc({ek;,mpk;}x;rc ;), and moreover
FE.Dec(mpky, fr.skfk, cty)=yk, Informally, as all keys are generated hon-
estly, x is encrypted in all {ct};cp4) and all decryptions output y. From the
public auditability definition, PA-UEAD holds.

. Condition (1) of relation Rygap,y, condition (1) of relation Rygap,e, and

condition (2) of relation Rygap q are satisfied. In a similar manner to case
1 and the PA-UAD one, since Vj € [4] : ct; = FE.Enc({ek;,mpk;} x;7 ;),
(mpk;,msk;) < FE.Setup(1*;s;), pkys; < Com.Commit(skys j;7y;), sky; <
FE.KeyGen(mpk;,msk;, f;;rs ;) it therefore must be that the decryption out-
put PAFE.Dec({mpk;, fi,sky,i,cti }ic[a))=Yx- From m; we get that at least three
decryptions output ys,which combined with x being encrypted to all cipher-
texts guarantees PA-UEAD.

Condition (1) of relation Rygap,f, condition (2) of relation Rygap,e, and
condition (1) of relation Rygap,q are satisfied. This is an impossible case as
7, proves that ¢, <~ Com(0'*";u,) and 74 contrary proves c, <—Com(1"; u,).
Condition (1) of relation Rygap,f, condition (2) of relation Rygap,e, and
condition (2) of relation Rygap,q are satisfied. This concretely states that
Vj : (mpk;,msk;) < FE.Setup(1*;s;), sky ; «— FE.KeyGen(mpk;,msk;,f;ir.;),
pkys; + Com.Commit(sky j; 7y ;), for two ct; = FE.Enc({ekj mpk;} x;re ;),
and for three FE.Dec(mpky, fr.skyk, cty)=yk. Informally, in this case all
keys, two ciphertexts and three decryptions are generated honestly. By the
pigeonhole principle at least one decryption will use a ciphertext whose index
was used as a witness in the generation of 7. This, combined with the fact
that three decryptions (all using honestly created keys) return the same
function output guarantees the PA-UEAD property.

Condition (2) of relation Rygap,f, condition (1) of relation Rygap,e, and
condition (1) of relation Rygap,q are satisfied. This is an impossible case
as my proves that ¢y «-Com.Commit({sk;};c[4);us) and 7. contrary proves
cs +Com.Commit(1"; u,).

Condition (2) of relation Rygap,f, condition (1) of relation Rygap,e, and
condition (2) of relation Rygap,q are satisfied. This is an impossible case
since on one hand 7y proves that cy «-Com({sk;};c[4;us) and 7. on the
other proves cy +Com(1%";u,).
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7. Condition (2) of relation Rygap, s, condition (2) of relation Rygap.e, and
condition (1) of relation Rygap,q are satisfied. This is an impossible case as
7 proves that c, <~ Com(0'*";u,) and 74 contrary proves c. <—Com(1%"; u,).

8. Condition (2) of relation Rygap, s, condition (2) of relation Rygap.., and
condition (2) of relation Rygap,q are satisfied. In this case 7; ensures that
Jy € X) such that V ¢ € [4]: y < FE.Dec(mpk;, f;,sky ;,ct;). This combined
with the pigeonhole principle about the ciphertexts and the decryptions (sim-
ilarly to case 4), satisfies the PA-UEAD property.

Importantly, in all cases above where PA-UEAD is achieved, it is not restricted
to a single function. Recall that public auditability states that the decryption
returns a function output, implying consistency of the encryptor’s input. In
PA-UAD it is trivial since the encryptor is trusted and always encrypts x. In
PA-UEAD though, this derives from the combination of either satisfied condition
for Rugap,q and either a combination of Rygap, condition (1) with any of the
RuEeaD,e conditions, or a combination of Rygap, s condition (2) with Rygap.e
condition (2). Specifically, for every function there exist at least three instances
that return the same function output for f and from which at least one of them
corresponds to the function evaluation of an encryptor-chosen plaintext x.

E Proof of Theorem 5

Proof. (Security) We first consider the cases where the adversary follows a
strategy specified in cases (*) or (**) in Theorem 1. The general case analysis
applies to our MIFE construction and thus no PPT adversary Aparg cannot
have more than % probability of winning its game, in these cases.

Case (i): Now we prove M secure by contraposition for the remaining case. We
consider a PPT adversary Apape that has non-negligible advantage € of winning
the IND-Security game for M. We will construct an adversary Awmre that utilizes
Apare and has also non-negligible advantage in winning the IND-security game

for M’.

— Initialization: Amire receives mpk from the challenger C, samples j* s [m],
initializes counter = 0, initializes a table Te,., samples 7 < {0,1}*, computes
ca=g' -h* samples b’ < {0,1}, and forwards (mpk,cq) to Apare.

— Encryption queries: When Apage issues a QEnc(xp,x1) query to Amirg, the
latter issues a QEnc(x;,x;) query to C and increments counter by 1. x; = o
for counter < j*, and z; = x for counter > j*. For counter = j* Amire
forwards the query to C without any alteration. C returns a ciphertext ct,
which Amre forwards to Apafe.

— Functional secret key queries: When Aparg issues a QSKeyGen query to Awmireg,

the latter forwards the query to C, who responds with sk = ((E-":lsi wg, DTt

2 1=

wl)) A then checks if a QPKeyGen query has been issued for f. If not, it
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samples r; < {0, 1}* and computes pkfz(gzglzls""w"’ RTE hFi=tiwigre ) Apg
forwards (sky,pky) to Apare.

— Functional public key queries: When Apare issues a QPKeyGen(f) query to
Awmire, the latter checks whether Jct associated with a QEnc(zg, 1) such
that f(xo) # f(x1). If so, Awire samples z; < {0,1}* and computes pk ;=
(g%f, h*f). Otherwise, Amipe forwards a QSKeyGen(f) query to C, who re-
sponds with sky=(Z7;s; - w;, X7 t; - w;). Amire samples ry < {0, 1}*, and
computes pky = (g¥=1%wi . prs p¥i=atiwi L grr) In any case Awpe returns
pks to Apare.

— Decryption queries: When Apape issues a QDec(ct, f) query to Amirg, the
latter assigns y < f(x;) and mq < NIWIl4.Prove(mpk, T, L,uq,L, L, L ,cq). Amire
forwards (y,7m4) to Apare.

— Finalization: Aparge outputs a bit o’ which Awre forwards to C.

Amire runs in polynomial-time as it runs the probabilistic polynomial-time
(PPT) adversary Apare and additionally performs polynomial-time operations
(i.e. exponentiations and multiplications). The differences between the view
provided by Amiee in the reduction and the view provided by a challenger
while executing the real security game for PAFE lie in the computation of the
functional public keys, the ciphertexts, the function outputs, the commitment
cq, and the proofs . Our goal is to prove that Advsec—MIFE (AM|FE(1)‘)) <
Adysec—PAFE (.APAFE(lA)) + negl(N).

We can use the hybrid analysis of Theorem 1. From the employed MIFE and
NIZK, we just need to argue about the indistinguishability of the hybrids involv-
ing the changes in the commitments cq4 and pky. The former follows the same
distribution as in the game execution so the two hybrids are indistinguishable.
The same holds for the functional public keys. Last, remember that the choice
of j* induces a polynomial loss in the advantage of Amre.

Additionally, we consider the strategy of Apapg that corresponds to case
(ii) in Theorem 1. Assuming the existance of a PPT adversary Aparg iy that
wins in its game with more than negligible advantage €, we construct a PPT
adversary Amirg i) that utilizes Aparg,iy to win in its game with also non-
negligible advantage.

— Initialization: Awmirg, iy receives mpk = (G, g, h,{hi}ic})) from C, samples
rq +${0,1}*, computes ¢g = g -h" and runs Apare, iy on input (17, mpk, cg).

— Encryption queries: When Aparg, iy issues an encryption query, Awire, iy for-
wards it to C, receives the ciphertext ct; and gives it to Apare ii)-

— Functional secret key queries: When Aparg, (i) issues a QSKeyGen query to
Awmire, i), the latter forwards the query to C, who responds with sky. Are
then checks if a QPKeyGen query has been issued for f. If not, it samples
ry <% {0,1}* and computes pk; <= Com.Commit(sk;7/), Awmirre i) forwards
(skyr,pky) to Apare ii)-

— Functional public key queries: When Aparg iy issues a query, Amirg i) sam-
ples 77 < {0,1}* and computes pks= (g"f, h"#) and forwards it to APAFE, (i)
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— Decryption queries: When Apagg issues a QDec(ct, f) query to Agg, the lat-
ter assigns y < f(x;) and mq < NIZKg.Prove(mpk,{w;}ic[n),L.pky,ct)y). AFe
forwards (y,7m4) to Apare.

— Finalization: Apare iy sends b’ to Awmirg,iy who forwards it to C.

In this case we argue that the view of Apare (i) is indistinguishable from the
real game. The only difference lies in the computation of the commitment cg
and the functional public keys. First, we state that ¢, follows the same distri-
bution in both cases as it is randomly sampled. Therefore, we argue that the
indistinguishability of the two views reduces to the indistinguishability of the
functional public keys. Similarly to ¢4 they follow the same distribution, as they
are also randomly sampled in both cases. From this analysis we conclude that
Advec MIFE(Ayyee o)) = Advsec=PATE(Apaee y), which is non-negligible.

(Auditability) Similarly to Theorem 1 for an adversary to break the auditabil-
ity property they need to violate either the NIZK or the commitment condition.
From the soundness property of the employed NIZK no PPT adversary can gen-
erate a convincing proof without knowing the witnesses and since (i) the symbol
“T” is not in the domain of the msk and (7i) the domain of the msk is super-
polynomially big, the probability of a PPT adversary guessing it is negligible.
Therefore, no PPT adversary can break our PA-UD MIFE auditability property.
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