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Abstract. With an anonymous reputation system one can realize the
process of rating sellers anonymously in an online shop. While raters can
stay anonymous, sellers still have the guarantee that they can only be
reviewed by raters who bought their product.

We present the first generic construction of a reputation system from ba-
sic building blocks, namely digital signatures, encryption schemes, non-
interactive zero-knowledge proofs, and linking indistinguishable tags. We
then show the security of the reputation system in a strong security
model. Among others, we instantiate the generic construction with build-
ing blocks based on lattice problems, leading to the first module lattice-
based reputation system in the random oracle model.

1 Introduction

Reputation systems are crucial for markets to function properly. They are usually
a user’s only indicator regarding the trustworthiness of a seller, or the quality
of a product. Right now, in real-world reputation systems, ratings are centrally
controlled (see, for example, Amazon or Yelp ratings) by the reputation system
provider (Amazon/Yelp). This means that the reputation system provider has
the ability to admit or deny users from the system, censor ratings, inject fake
ratings, and trace all raters’ identities. Of course, this allows a malicious provider
to unilaterally undermine the reputation system, e.g. by censoring inconvenient
ratings or by using knowledge of user identities to retaliate against bad ratings.

Cryptographic reputation systems. A cryptographic reputation system is a decen-
tralized system in which the roles and abilities of the reputation system provider
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are either fully replaced by cryptographic mechanisms or at least distributed
among multiple parties, with strong anonymity guarantees for users. First, a user
registers (once) with the group manager, who is tasked with admitting users to
the system (essentially to prevent Sybil attacks). Then, when the user buys a
product, he receives a rating token from an issuer (e.g., the seller), certifying
that the user is indeed allowed to rate the issuer (to prevent users from rating
issuers they have never interacted with). Given the membership certificate from
the group manager and the rating token from the issuer, the user can create
a rating signature. We imagine that the user posts this signature to a public
reputation board, enabling other users to view and verify the rating. The rating
signature is anonymous, meaning that it does not reveal who, of all users who are
allowed to rate that issuer, issued this particular rating (preventing retaliation
against negative ratings). However, the opener possesses a special key to inspect
signatures and reveal the user’s identity in case of misuse. Finally, even though
rating signatures are otherwise anonymous to the public, anyone can efficiently
check whether any two rating signatures have been created by the same user
(to prevent the same user from submitting multiple ratings for the same issuer).
In this setting, the role of the reputation system provider has been distributed
among group manager, issuers and reputation boards. User anonymity is cryp-
tographically guaranteed, but can be revoked by the opener. What we describe
here can be seen as (a special case of) the ticket-based approach identified by

Desirable construction types. There exists a wealth of constructions of such sys-
tem in the literature (as surveyed in [GGZ]), but they all work in the discrete
logarithm setting. With the looming threat of quantum computers, there is a
need for constructions that do not rely on the hardness of discrete logarithms
and instead rely on some hardness assumption not likely broken by quantum
computers, such as lattice-based assumptions. We are aware of only a single
lattice-based reputation system in the literature, designed by El Kaafarani, Kat-
sumata, and Solomon [EKSI8]. We can generally distinguish generic construc-
tions from non-generic constructions. A generic construction is a prescription
how to plug together (almost) arbitrary instantiations of several basic schemes
(e.g., signature schemes, encryption schemes, and non-interactive zero-knowledge
proofs (NIZKs)) into a secure reputation system. So far, reputation system con-
structions have been non-generic, i.e. there is no formally proven way to construct
reputation systems from arbitrarily instantiated basic building blocks. Even be-
yond the lack of an ezplicit generic construction, existing constructions are also
quite specific to their (discrete logarithm / lattice) setting. For example, a nat-
ural choice for rating tokens would be for the issuer to sign the buying user’s
public key (thereby giving that user the right to rate). However, in the discrete
logarithm setting (e.g., [BIKTH; BEJTR]), rating tokens are typically (blind) sig-
natures on the user’s secret key, instead, because traditionally, it is easier to sign
secret keys (which live in Z,) than public keys (which live in the group G). In
the lattice setting, the only known construction [EKSIR] accumulates all buyers’
public keys in a Merkle hash tree, which is (relatively) efficient in the lattice set-
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ting, but would be absurdly inefficient and borderline impossible to implement
in the discrete logarithm setting (considering the need to prove statements in
zero-knowledge about the hashes).

1.1 Our Contribution

In this paper, we give the first provably secure generic construction of a rep-
utation system from digital signatures, public-key encryption, linking indistin-
guishable tags (LITs), and NIZKs. We formally define security properties and
prove that the generic construction (and hence any concrete constructions built
from it) fulfills them. Furthermore, we show that this generic construction can
be reasonably instantiated in both the lattice setting and the discrete logarithm
setting, unifying and drawing parallels between the two settings. In particular,
this results in the first reputation system based on module lattices, i.e. on the
hardness of module lattice problems. Our construction compares favorably in
its privacy properties to the only other lattice-based construction [EKSTE], as
discussed later.

Generic construction. The generic construction roughly follows a paradigm sim-
ilar to the sign-encrypt-prove paradigm [CS97] for group signatures, similar to
[BIKTH; BEIIR] (but modified to apply to both the lattice and the discrete
logarithm setting). The user generates some secret key usk; his public key is
upk = f(usk) for some one-way function f. To join the system, the user obtains
a signature p on his public key under the public key gmpk of the group manager.
To enable rating an issuer, who we identify by his public key ipk, the user also
obtains a signature 7 on his public key from the issuer. Given those two signa-
tures, the user composes a rating text rtng and encrypts his public key upk for
the opener (who holds the decryption key to reveal upk in case of misuse). For
technical reasons, the user also encrypts usk under a key that nobody knows the
secret key for (a trick comparable to the Naor-Yung paradigm). Furthermore,
the user computes a linking indistinguishable tag (LIT) using his secret key usk.
The LIT is the gadget that will allow anyone to check whether the user has rated
the same issuer twice. Then, the user uses the NIZK essentially as a signature
of knowledge [CLOG] to create a non-interactive proof authenticating the rating
text rtng by proving, in zero-knowledge, that the ciphertexts and LIT have been
computed correctly, and that his public key upk has been signed by the group
manager and the issuer.

Instantiation in the discrete logarithm setting. In the discrete logarithm setting,
we can use LIT tags in the random oracle model of the form RO(ipk)'k (note
that this is a deterministic tag and hence enables detection of a user rating ipk
twice). Because the generic construction signs public keys, we use a structure-
preserving signature as the signature scheme. Unsurprisingly, encryption can be
accomplished with ElGamal and the NIZKs can be instantiated with Schnorr-
style protocols together with the Fiat-Shamir heuristic. More details can be
found in Section B
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Instantiation with lattices. The instantiation with lattices is more difficult given
that the ecosystem for privacy constructions is less mature than in the discrete
logarithm setting. We need to instantiate the encryption scheme, the signature
scheme, the NIZK, and the linking indistinguishable tag. For more efficiency and
flexibility when setting parameters, we generally consider the module lattice set-
ting. For the encryption scheme, the typical choice is between primal and dual
Regev encryption (i.e. between putting the LWE error into the public key or
into ciphertexts). Primal Regev is more suitable for proving statements about
encryptions in zero-knowledge, since there is no added error in the ciphertext,
which is why we choose it for the instantiation. In particular, we use the verifiable
encryption scheme described by [LNP22H]. For the NIZK, we choose [LNP22H],
which has the advantage of supporting efficient vector shortness proofs without
slack, but is in the random oracle model. We use this feature to efficiently prove
knowledge of, for example, a valid [DMT4] signature. This NIZK also interfaces
well with the other schemes chosen to instantiate the generic construction. Fi-
nally, we require a linking indistinguishable tag. We use a tag similar to those
of [BET7; EKSTE], which can be seen as the lattice equivalent of DLOG-based
tags mentioned above. To build a LIT tag t in the lattice setting, [EKSIR| use
an LWE secret as the secret key, hash the message p with the random oracle,
and choose an error e to build an LWE sample from it, i.e. t! = st RO(ipk) +e’.
Linking works because if one tags the same message with the same secret key,
the difference of the two tags is the difference of the two errors. Thus, the dif-
ference of two tags is short, iff they should link. [EKSTR] show the security of
their tag under the first-are-errorless LWE assumption, a variant of LWE where
the first few samples of an LWE oracle do not contain any error. When instan-
tiating the LIT, this costs them some efficiency, so we modify their construction
to show our tag secure under the Module LWE assumption. We also introduce
some new security notions for LITs in order to interface better with our generic
construction.

There are several signature schemes based on lattice assumptions. However,
we require one that plays nicely with zero-knowledge proofs, for example the
signature should not rely on random oracles. Thus, a first idea would be to use
the signatures of [Lib=£16] or [IRSZ3], as they are designed to be compatible with
current lattice-based proof systems. However, [LibF16] present a construction
based on unstructured lattices, which is too inefficient compared to a construc-
tion from structured lattices. Furthermore, their construction inherently uses
a chameleon hash to achieve adaptive security, which increases the complexity
of a proof of possession of a signature. On the other hand, [TRS23] construct
both a stateful ¢-time signature and a stateless /-time signature that are both
directly adaptively secure. However, the former does not fit our generic con-
struction, which requires a stateless signature scheme without a limit on the
signature queries. For the latter we can argue that we can use it in our generic
construction despite the /-time restriction, but it suffers from a large reduction
loss. Another candidate is the stateless signature scheme of [DNT4]. Like the
other two signatures, it is a tag-based signature scheme and a variant of sig-
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natures by [Bov10], but is based on ideal lattices. [DMT4] show their signature
to be non-adaptively secure and transform it to adaptive security by employing
chameleon hashes. We instead show in Appendix B that the signature of [DMT4)
is already adaptively secure by using a proof technique as in [LSST4]. However,
the signature scheme of [DMT4] also suffers from a high reduction loss similar
to the stateless variant of [IRS23], since they use the same proof technique. An-
other possible signature scheme, especially when optimizing for signature size,
is the one by [BooF23]. They design a credential system, which can be based on
one of several new lattice assumptions, such as Int-NTRU-ISIS;. This credential
system implies a signature scheme that we can use in our generic construction.
For the signature schemes of [IRS23; Boo+23] we later give rough estimates of
the size of a signature of a rating. For details, see Section B.

Stateful reputation system. We also discuss a stateful variant of our generic
construction of a reputation system in Section B, which is limited to ¢ users.
The stateful variant works the same way as the stateless construction except for
using stateful signatures as building blocks instead and having a fixed maximum
number of users. The security proofs of the stateless generic construction can
easily be adapted to apply to the stateful variant. Then, we can instantiate the
stateful generic construction with the same schemes as discussed before, except
for using the stateful signature scheme of [IRS23]. Since their stateful scheme is
more efficient than their stateless variant, this also improves the efficency of the
reputation system instantiation.

1.2 Related Work

Reputation system constructions. Building reputation systems in the discrete
logarithm setting is well-understood, with a wealth of papers with a variety of
construction strategies and features. A good discussion can be found in the sur-
vey of Gurtler and Goldberg [GG21]. Closest to our generic construction are
[BIKTS; BEJITR], they are not quite instantiations of our generic construction,
but they follow a similar paradigm (changes are mostly due to the fixed discrete
logarithm setting in those papers, such as the usage of blind signatures to avoid
signing public keys). Other papers, such as [[LMTY; BSSTU], offer some form of
privacy for issuers. In our construction, the issuer is known to all parties. We
leave extensions, which offer some privacy to issuers, to future work and note
that the techniques used here carry over to more complex scenarios. Another line
of research considers reputation systems in a blockchain context, as surveyed by
Hasan, Brunie, and Bertino [HBB23]. Those systems usually aim for trustless-
ness, i.e. ideally no party has to be trusted, but trust is distributed and backed
by incentives throughout the blockchain network. Our system makes some trust
assumptions, e.g., if group manager and issuer collude, we cannot prevent Sybil
attacks. We do not model any reputation board party mentioned by [HBB23],
which stores the rating signatures, but note that it can be realized by a public
ledger, ensuring that ratings are not censored or deleted.
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Lattice-based group signatures and credential systems. One way to construct a
reputation system is to take some group signature as base and to modify it such
that linking is possible [EKSIR; BIKTH; BEIIR]. This works because the notion
of group signatures is closely related to anonymous reputation systems; one can
view reputation systems as a group of group signatures. Both want to protect
the anonymity of users inside a group or system, where the users authenticate
messages, while a privileged opener is able to de-anonymize users. Therefore,
we can explore existing lattice-based group signatures as potential bases for a
lattice-based reputation system. One example is the group signature of [Lin+17),
which [EKSTR] used to construct their reputation system, as explained later in
more detail.

Another potential group signature to build a reputation system from is the
one of [BosF20], which uses the sign-encrypt-proof paradigm. They employ the
Aurora SNARK [Ben+T1Y] for their proofs, which has the advantage of no slack
and very small proofs. However, the computation time for the proofs required
by the group signature seems to be too high, as [Bos+20] explain.

In their paper on very efficient NIZKs with no slack, [LyuF21] also present a
group signature scheme, which is based on the constructions of [PLSTR; Lyu+21].
While this scheme promises very short signatures, their group signature is static,
i.e. the group does not change. This does not match our dynamic model of a
reputation system. Furthermore, [LyuF21] model their user identities as single
ring elements of a special set, which they sign to let the user join the group.
However, in our construction we need to be able to sign the public keys of the
LIT scheme, which generally do not fall into this special set.

Another group signature on which one could base a reputation system is the
one by [LinFIg]. They also follow the sign-encrypt-proof paradigm, and con-
cretely use the signatures of [DMT4], an encryption scheme by [CPRI3H| trans-
formed to CCA security similar to the Naor-Yung paradigm and some Stern-like
proof system. This group signature uses the same signature scheme and a similar
encryption scheme as building blocks as we do in our first instantiation of the
reputation system (note that we use different NIZKs).

Instead of basing the construction of a reputation system on some group
signature, one can also look at credential system, as they are another privacy-
focused primitive related to reputation systems. Two possible constructions are

is that they construct a blind signature, which they use to (blindly) sign some
attributes, i.e. create a credential over the attributes. To sign a message, they
prove possession of a credential in zero-knowledge. Thus, the idea of their con-
structions is different to our generic construction, which does not need a blind
signature.

Lattice-based reputation systems. To the best of our knowledge, the only other
construction of a reputation system that is based on lattices is the construction
of [EKSTS]. The idea for their construction is to start with the group signature
from [LinF17] and view the reputation system as a group of group signatures.
For each item that can be rated, the group manager sets up a separate group
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signature via a hash-based accumulator that is a Merkle-tree of all public keys
of users who may rate the item. To create a rating a user encrypts his identity,
creates a tag with a LIT and proves in zero-knowledge that he encrypted and
tagged correctly as well as that his public key, for which he knows the secret key,
is contained in the Merkle-tree.

A drawback of their model is that there are no issuers, instead there is a single
group manager who manages everything. This gives the single group manager
more power in a setting where there are different people to be rated, where these
people need to trust the single group manager to work honestly. By separating
the group manager from issuers, we can also split up their power, allowing for
a more fine-grained approach of modelling trust. This is reflected in our secu-
rity model. Additionally our security model offers a slightly stronger corruption
model, except for requiring the opener to be honest (cf. Section EI).

Another drawback of the construction of [EKSIR| is that due to it relying
on public Merkle-trees, there exists a public record of all users who can rate an
item. While this does not contradict any formal security notion, in practice it is
undesirable that the whole purchase history of all users is publicly available and
a construction not exhibiting this issue is preferable. Our construction prevents
this drawback by using signatures instead of a Merkle-tree to add users to the
group. Obviously, even in our setting malicious issuers can always share the
purchase history of users who bought from them with other people, but this is
unpreventable. However, [EKSIR] requires their group manager to publish this
information in order for the system to work. Furthermore, due to their usage
of first-are-errorless LWE for the LIT as mentioned before and their usage of
Stern-like proofs, the construction of [EKSIR] is less efficient than ours.

The advantage that the construction of [EKSTR] has over our construction
is that they can assume the opener to be corrupt in every security notion but
anonymity, while our construction needs the opener to be honest-but-curious.
[EKSTR] achieve this requirement by introducing a Judge algorithm with which
one can publicly verify that the opener worked correctly. We note that it is
straight-forward to add Judge to our generic construction and our instantiations,
but we omit it for better readability.

2 Preliminaries

We denote drawing some z uniformly from a set S by = < S. We overload
notation and denote by x <— D sampling x from a distribution D. If A(y) is a
(probabilistic polynomial time (ppt)) algorithm, z < A(y) denotes sampling z
from the output distribution of A on input y. [A(y)] denotes the set of possible
outcomes of a ppt A on input y. We denote the random oracle as RO.

We denote scalars as lowercase letters a, column vectors as bold lowercase
letters a and matrices as bold uppercase letters A. By I. we denote the identity
matrix of dimension ¢ X c. If the dimensions are clear from the context, we may
only write I. The same holds for 0, by which we denote the vector or matrix
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consisting of only zeroes. For the norm ||a|| of a vector we use the euclidian norm
unless specified otherwise. We denote the infinity norm of a vector by |la|| .
Unless otherwise specified, let R = Z[X]|/(X™ + 1) with n > 16 being a
power of two and let ¢ > 16 and ¢ = 3,5 mod 8. Let R, = R/¢qR. With such
a ¢, Ry splits into Ry = Fyn/2 X Fyn/2, where Fyn/2 denotes the field with q/?
elements, which we use for some results, e.g. Lemma 0. We represent elements of
R, as vectors over Zy. In general, we use the coefficent embedding 6 : R, — Zy,
since for the R we use the canonical embedding is the same as the coefficent
embedding up to a factor of \/n [IRSZ3]. Define Ry = 071({0,1}") and R4 =
6=1({—1,0,1}"). By & we refer to the constant term of some polynomial z € R.
For CPA security of an encryption scheme and EUF-CMA security of a sig-
nature scheme we use the standard definitions. See Appendix H for definitions.

2.1 Problems on Lattices

Definition 1 (MLWE). Let ¢ > 2 and k > 0. Let R be a ring and Ry = R/qR.
Let x be a distribution over Rq. For a secrets € Rl;, the Module Learning With
Errors (MLWE) As distribution is defined as choosing a <+ R’; and e < X,
computing b = sta + e mod q, and outputting (a,b).

The MLWE problem MLWE, r . s then defined as distinguishing between
Ag for a secret s + R’q“ and the uniform distribution over R’;H.

It can be useful to group the a; from m samples together as the column
vectors of a matrix A € Rgxm and the b; as the entries of a vector b € Ry,
such that we have s’A + e’ = b’ for some error vector e € R}

There exists an alternative version of the MLWE problem, where the secret
is not sampled uniformly from R,, but instead sampled as s < x*. This is
called the normal form of MLWE. The described MLWE problems are decisional
problems. There exist computational variants, where the goal is to compute the
secret s, given samples from the respective MLWE distribution. This is called
the (normal form) search MLWE problem sMLWE, % .y -

In some cases, we need to set the parameters of the normal form MLWE
problem in such a way that the secret used to create a set of m samples is
unique, meaning that with overwhelming probability there is no other secret
and error vector that could produce the samples.

Lemma 1 (Short MLWE secrets are unique). Let g # 2 be a prime with
¢ =3,5 mod8 (orqg =1 mod2n), k >0, n > 16 be a power of 2, R, =
Zg[X])/(X™+1). Let Bg = {e € Ry : |le]| . < B}. Let A >0 such that 26+ A <

q'/*. Then, there exists an m and a negligible function negl such that

I(s,s',e,€') € (BE)? x (BY')? A« RE*™

| with s #s' A|b|l <A bt =(s— ')A+ (e—e)t| = negl(n)

The proof can be found in Appendix [Al
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2.2 NIZKs

We model non-interactive zero-knowledge proof systems in the random oracle
model. This is because when instantiating our generic construction of a repu-
tation system, the NIZKs we use are in the random oracle model. The generic
construction itself and the security proofs, however, do not make use of the ran-
dom oracle model. There, it would suffice to model NIZKs without a random
oracle by simply removing it from the syntax and security models.

Definition 2 (NIZK). A non-interactive proof system (NIZK) for a relation
R in the random oracle model is defined as a triple IInizk = (Setup, P, V) of
ppt algorithms:

— Setup%l”) outputs a common reference string crs.

— pROC (crs, x,w,m) given instance x, witness w, and a message m, outputs
a proof w.

— VRO (crs, z,m, ) oulputs a bit b.

To simplify notation, we sometimes omit the random oracle RO(-), but assume
implicitly that the prover and verifier have access to it. We say that the NIZK is
correct, if for all (z,w) € R and m € {0,1}*, we have that

Pr[V(crs, 2, m, P(crs, z,w, m)) : crs « Setup(1™)] = 1.

For a relation R, Ly = {z | Jw : (x,w) € R} is the language associated
with 23. The message m is additional data bound to the proof (e.g., including m
in a Fiat-Shamir hash). Its role can be observed in Definition B.

In order to display the relation R that is proven, we will use the following
notation for proofs.

Definition 3. We denote the generation of a proof m < P(crs,x,w, m) by
7 NIZK{z; w; R(z,w)}(m),

where P is from a non-interactive proof system Ilnizk for the relation R. We
say “Verify m” to mean checking that V(crs,x,m,m) = 1 and we say “m verifies”
or “m is valid” if V(crs,x,m,m) = 1 holds.

With respect to security, we require the NIZK to be zero-knowledge (i.e.
proofs can be simulated without a witness), sound (i.e. one cannot prove false
statements), simulation-sound (i.e. one cannot prove false statements, even in
the presence of simulated proofs), and straight-line extractable (i.e. there exists
an extractor that can efficiently compute a witness from a valid proof without
rewinding). These definitions are standard, we list them below, starting with
zero-knowledge.

Definition 4 (Zero-Knowledge). A NIZK II is zero-knowledge if there ex-

ists a simulator S consisting of three ppt algorithms S = (S.Setup, S. RO, S.Sim)

such that for all ppt A there exists a negligible function negl such that,
Pr[AP(ers ) ROC) (17 crs) = 1 : crs « Setup(1™)]

ZK
— . <
Adviza(n) — Pr[ASmC) S ROC) (17 crs) = 1 : crs < S.Setup(1™)]| = negl(n)
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where RO denotes a random oracle. The oracle Sim(z,w, m) checks if (z,w) € R
and if so, runs §.Sim(xz,m). We assume that S is stateful, i.e. it implicitly keeps
state between invocations of S.Setup, S’ RO, and S.Sim.

We give the simulator two advantages beyond a regular prover that should
allow it to efficiently simulate proofs without a witness: (1) S.Setup generates
crs and that process can yield a trapdoor that S stores in its state. (2) S answers
the random oracle queries of A with S.RO(:), so § can program random oracle
answers.

The second requirement we have is soundness, which states it is hard for an
adversary to prove a false statement.

Definition 5 (Soundness). We say that a NIZK II is sound if for all ppt A,
there is a negligible function negl such that

VRO (crs,z,m, ) =1 Az ¢ Ly :

Snd _
Adviza(n) = Pr crs < Setup(17), (x, m, 7) + ARCC) (1™, crs)

< negl(n)

Next, we require simulation soundness, i.e. even given access to an oracle
creating simulated proofs (potentially for false statements), it is hard to compute
an accepting proof for a wrong (not-queried) statement x.

Definition 6 (Simulation soundness). Let II = (Setup,P,V) be a zero-
knowledge NIZK, with simulator S as in Definition fJ. We say that a NIZK I1
is simulation-sound if for all ppt A, there exists a negligible function negl with

Advi® 4 (n) =
S.RO(") =
Pr | A ¥¢ I (crs, @, m, m) =1 _crs < S.Setup(1™),
R

: S.5im(-,),8.RO(-) (1n
A A has not queried S.Sim(x, m) (@,m,m) A (1%, crs)

< negl(n)

Note that, as usual, A may even query S.Sim(x, m) for z ¢ L. The simulation
soundness property is sometimes understood to imply non-malleability of the
proof 7, i.e. defined with the condition “7 has not been output by S.Sim(z, m)”
instead of “A has not queried S.Sim(z, m)”. We use the weaker condition here,
which corresponds to the fact that we do not consider immaterial changes to
rating signatures (e.g., re-randomization with no change to the rating text or
the rated party) an attack (see, for example, Definition [H).

Finally, we require straight-line extractability.

Definition 7 (Straight-line extractability). Let II = (Setup,P,V) be a
NIZK. We say that II is a straight-line extractable proof of knowledge if there
are ppt algorithms &y, E1 such that for all ppt Ay, A1, there exist negligible func-
tions negly, negl, such that

Pr[Ap(17,crs) = 1 : crs < Setup(1™)]

PoKj _
AN, () = | prAg(17, ers) = 1 (ars, td) + Eo(1)] | S "Bl ()
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and
(crs, td) < Eo(1™),

2 (x,mym) < Ay (17, crs), | < negly(n)
w <+ & (td, x,m, )

RO
PoKi/, \ _ VR (ers,z,m,m) =1
Advira; (n) =Pr A (z,w) ¢ R

In the random oracle model, & gets the list of random oracle queries that A
made as additional input.

We give the extractor the advantage of setting up crs (allowing it to embed
a trapdoor td) and, in the random oracle model, of observing the random oracle
queries of A (as in [FisD54]). The extractor does not have any ability to rewind
A, so extraction through rewinding is not an option. Note that in this security
definition, we do not give A access to simulated proofs.

Later on, to instantiate the reputation system based on lattices, we want to
use NIZKs over the following relation.

Definition 8. Let ¢ > 0, R a ring, Rq = R/qR. Let ¢, evai, d, €, 04, Ve, m1,
and kp;n be non-negative. Let ¢ : R — R,z — :U(X_l) be an automorphism. Let

— fi: Rg(mlH) — Ry be a quadratic function for i € [¢],

— F;: R?]("“H) — Ry be an evaluation function for i € [pevail,

- D, e RSiXQ(m1+Z),ui € R’; for i € [vg],

- E; € Rgiw(mIM),Vi € R fori € [v.],

d e
— (B5)ietoats (BY)ieqn.) be some bounds,
— Epin € Rg“”w(mﬁa and Vyin, € REvin.

Call the combination of these parameters pp. Define the relation RE to consist of
pairs (pp,s) with s = (s1,%(s1), m,¢(m)) € R3m1 X Rﬁg, such that the following
conditions hold:

V1<i<g,fi(s)=0

V1 <0 < evar, Fi(s) = 0

V1< < vy, |Dis — gl < B

V1 <i < v, ||Eis — vy < ﬂi(e)

EpinS — Voin € {0, 1}%kvin

Recall that the notation Fj(s) denotes the constant term of polynomial Fj(s).

Lemma 2 ([LNP22K]). There exists a NIZK for relation RE that is zero-
knowledge and simulation-sound in the random oracle model.

While [LNP22H] only claim soundness instead of simulation-soundness, their
analysis ([LNP22a, Appendix B], based on [AFK?27]) applies verbatim to simulation-
soundness. This is because to argue soundness for a proof 7 for statement x and
message m, one considers only random oracle queries of the form H(pp, z,m, - --).
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Simulated proofs for (z’,m’) # (x,m), in contrast, are only concerned with ran-
dom oracle queries of the form H(pp,x’,m’,---). Hence programming the ran-
dom oracle for pp,z’,m’, - does not interfere with the soundness analysis at
all. We can effectively imagine that the simulator and the soundness proof use
two independent random oracles.

We also want the NIZK to be straight-line extractable. For this, we use

proof extractability implies our straight-line extractability.

Corollary 1 ([LNP22H],[Kat21],[Boo+23]). There exists a NIZK for re-
lation R that is zero-knowledge and simulation-sound and straight-line ex-
tractable in the random oracle model.

3 Linking Indistinguishable Tags

A building block we need are linking indistinguishable tags (LIT). The idea of
such a scheme is that one can compute a tag for a given message with a secret
key. An adversary should not able to tell which secret key was used to create
the tag. However, if one tags the same message twice, i.e. with the same secret
key, anyone can discover this by linking the tags. There also exists a function
f from which we can compute a public key pk = f(sk). We typically require f
to be a one-way function implicitly. This public key is not used in the scheme
itself, but can be used in conjunction with other primitives. The formal model
looks as follows.

Definition 9. A linking indistinguishable tags scheme consists of a function f
and the following ppt algorithms:

KeyGen(1™): On input a security parameter n, it outputs a secret sk.
— Tag(sk, p): On input a secret key sk and a message u, it outputs a tag t.

Vrfy(sk, u,t): On input a secret key sk, a message p and a tag t, it outputs
a bit b.

Link(p, to,t1): On input a message p and two tags to,t1, it outputs a bit b.

We require that a LIT is correct. This is the case if for all security parameters
n, all sk output by KeyGen(1™), all messages p, all tags to, t1 output by Tag(sk, i),
we have that Vrfy(sk, u,to) = 1 and Link(u, to,t1) = 1.

The first security requirement is tag-indistinguishability. In this indistin-
guishability game an adversary has to decide which of two secrets was used
to create the challenge, while having access to tag oracle for these secrets. We
define the oracle Tg(c, 1) to return ¢ if there exists some (¢, u,t) € Q. Else, we
return t < Tag(sk., 1) and add (¢, p,t) to Q.



A Generic Construction of an Anonymous Reputation System 13

Anonfj{£7b(n)
1: sko,ski < KeyGen(1"™)
pk; = f(sks),7 € {0,1}
= ATEC) (pko, pky)
t* < Tag(skp, pu*)
b o— ATEC) (1)

If 4* was queried, output 0, else output &'.

D Ut W N

Definition 10. A LIT IT has tag-indistinguishability, if there exists a negligible
function negl such that for all ppt adversaries A it holds that

AdvILTI)ﬁA”O”(n) = Pr[AnonILY{io(n) =1] - Pr[Anonﬁfil(n) = 1]| < negl(n).

The second security requirement is linkability. This asks that no adversary
can produce two secret key tag pairs and a message, such that the secret key
tag pairs are valid for the message, while the tags do not link. In comparison to
the security model of [EKSTE], we generalize our security model for linkability
and allow the adversary to output two different secret keys, but they must map
to the same public key.

Linkablef;"%, (n)
1: (sko,ski,p,to,t1)  A(1™)
2: If f(sko) # f(ski) or 30 € {0,1} : Vrfy(ski, p,¢;) = 0, return 0.
3: If Link(u, to, t1) = 0, output 1.

Definition 11. A LIT IT has linkability if there exists a negligible function negl
such that for all ppt adversaries A it holds that

Pr(Linkable;’(n) = 1] < negl(n).

Another security requirement, unforgeability, is similar to the requirement
for a one-way function. It requires that no adversary is able to produce a secret
key, message and valid tag, such that the tag links to another valid tag. For
that, we need a tag oracle QTg, that on input (sk,p) returns ¢ if there exists
(1, t) € Q. Else it computes t + Tag(sk, 1), adds (u,t) to Q and returns t¢.

Forgef]{f‘ (n)

1: Q=40

sk <— KeyGen(1™), pk = f(sk)

(K", 1, £°) 4 ACTESE) (pk)

If Vrfy(sk*, u, t*) = 0, output 0.

If 3 (i, t) € Q such that Link(u,t,t*) = 1, output 1.

[S IV I V)




14 J. Blomer et al.

Definition 12. A LIT II is unforgeable, if there exists a negligible function negl
such that for all ppt adversaries A it holds that

Pr[ForgelLfi(n) = 1] < negl(n).

The last requirement for LIT schemes is non-invertability. This asks that an
adversary is not able to find a secret key to given public key, while having access
to a tag oracle.

Invert;r, a(n)
sk < KeyGen(1™)
pk = f(sk)
sk’ < AQTECR) (pk)
If pk = f(sk’), output 1.

[

W N

Here QTg is defined as before.

Definition 13. A LIT II has non-invertability, if there exists a negligible func-
tion negl such that for all ppt adversaries A it holds that

Pr[Invertsy, a(n) = 1] < negl(n).

Construction Based on Module Lattices Given the formal model of a LIT, we
now want to construct a LIT based on module lattices of rank k. When we later
use the LIT in our reputation system, we only need k = 1, in which case the
security assumption for the LIT reduces to ideal lattices. The LIT may be of
independent interest, so we construct it with general k.

The idea for the construction is that a public key is simply a batch of MLWE
samples for some secret s. A tag on a message p is the second component of
another batch of MLWE samples, i.e. t! =s’A, + €', for the same secret s and
some different error €', where we define A, = RO(u). This way, if we tag the
same message twice, A, is the same for both tags, and the difference of the two
tags is equal to the difference of the two errors. Since this is short, we can detect
that the tags were created for the same message.

Construction 14. Let m,k > 0. Let 3 < 2~ mrt25 108(0=3 Let v be a distribu-
tion over Rq. Construct the LIT Il i1 consisting of the following algorithms:

KeyGen(1™): Choose s + x*, e «+— x™. Set sk = (s, e).

Tag(sk,pu): Compute A, = RO(p) € RE¥™ and € < x™. Output t' =
stA, + €.

Vrfy(sk, 1, t): Compute A, = RO(u) € RE*™. If ||t — (s'A,)!||, < B and
sl < B, output 1.

— Link(u, to,t1): If [[to — t1]| o, < 28, output 1.

— f=fa for A RE¥™ fa(sk) = (s"A + e')

The construction is correct, if we have that Pr||z| < 8 : = « x| with
overwhelming probability.



A Generic Construction of an Anonymous Reputation System 15

Lemma 3. The LIT I\t has tag-indistinguishability (Definition T) in the ran-
dom oracle model, if normal form MIWEy z 1 is hard.

This can be proven by proving that AnonIL{E’ A0(n) is indistinguishable from
a game where the challenge tag t* is generated uniformly at random, which
is possible using the indistinguishability of the MLWE distribution from the
uniform distribution. Then, one does the same for Anonfjﬁy A.1(n), from which
we can see that the two games are indistinguishable if normal form MLWE is

hard.

Lemma 4. The LIT I\t has non-invertability (Definition I3) in the random
oracle model if normal form sMIWE, z 1 is hard.

Proof. Let A be an adversary against the invertability of the LIT. We construct
an adversary B against normal form search-MLWE from it. B simulates A by
using batching m samples from his MLWE oracle into a public key pk. By the
definition of the MLWE oracle, there is some secret s that was used to generated
these samples. When A asks for a tag on a previously unqueried message u, B
uses its MLWE oracle to get a batch of m samples (A, b), defines RO(p) := A
and answers with b. If A asks for a tag on a previously queried u, B answers
with the b it generated before. When A outputs some sk’ = (s’,e’), B returns
s’ to its challenger. Due to Lemma M we know that the secret s behind the tags
is unique, therefore we know s = s’ if A wins and thus s’ is a valid solution for

normal form search-MLWE. O
Lemma 5. The LIT II 7 is linkable (Definition @A) in the random oracle model.

Proof. The adversary can only win, if f(skg) = f(ski). This means, that s{A +
el = sl A + e!, where sk; = (s;,€;). Due to Lemma 0 we know that the short
MLWE secrets are unique, meaning sg = s;. Therefore we know that tg — t; =
shA, +eff —stA, —ef =eff —ef for some €},i € {0,1} with [|e}|_ < 8. Thus
we have |tg —t1]|,, < 28 which is why the Link algorithm always outputs 1,
meaning an adversary cannot win the linking game. O

Lemma 6. The LIT II\ 7 is unforgeable (Definition I2) in the random oracle
model if normal form sMLWE, 1.\ is hard.

Proof. Let A be an adversary against the unforgeability of the LIT and let @
be the number of oracle queries of A. Construct an adversary B against normal
form search-MLWE. B uses the first m samples of its oracle as the pk and gives
that to A. Then, on tag-query u, B asks its oracle for m samples batched as
(A, Db), programs the random oracle as RO(u) := A and returns b. This way,
there is a consistent s behind the pk and tags A sees, although B does not know
it. Then, A outputs some sk, y and t*. If the tag is valid and links to some tag
t, B outputs s*, where sk* = (s*,-). Now, due to Lemma 0 and the choice of
we know that the probability that s # s* is negligible. Therefore, if A finds a
forgery, B outputs a solution for normal form search-MWLE with overwhelming
probability.

O
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Other Constructions It is also possible to base similar constructions on the
security of Learning With Errors, Learning With Rounding or Module Learning
With Rounding [BPRTZ]. For the latter two, this simplifies all algorithms, as we
no longer have to consider the error or how to sample it and can, for example,
simply check for equality of tags when linking them.

4 Reputation System

The first step to our reputation system is a syntax model. We base our model
on [BIKTH], but add some changes. In our model, we define four different (types
of) parties: the group manager, the opener, an issuer and a user. In contrast to
[BIKTH], we identify a user by some user public key upk, which he can generate
himself and for which he possesses some user secret key usk. Then, he can join
the reputation system by interacting with the group manager, who knows some
group manager key pair (gmsk, gmpk), with which he generates a registration
token p to give to the user. Note that the joining of new users is dynamic and
the number of users is not limited. Then, the user interacts with the issuer. The
latter is identified by some issuer public key ipk, for which he knows some issuer
secret isk. The issuer gives the user some rating token 7 enabling the user to rate
the issuer. Note that in contrast to [BIKTIS], the party to be rated is the issuer
and not a product of an issuer. The user rates the issuer by using his usk, p and
7, where the latter was issued by the issuer to be rated, to create a signature for
the rating. Anybody can verify the signature to check that the rating is valid,
while not being able to see which user created the signature. Should the user
rate the same issuer twice, anybody can use the linking algorithm to detect that
two ratings were created by the same user. The last party is the opener, which
in contrast to [BJKTH] is a separate party from the group manager. The opener
knows some opener secret key osk for some opener public key opk. In the case that
a user misbehaves, the opener open a signature to break anonymity of the user,
i.e. identify the user who created the signature. Note that the group manager
and opener generate their secret keys separately, which is why our model offers
a stronger security model than [BIKTH]). We now give the formal definition of a
reputation system.

Definition 15. A reputation system consists of the following algorithms:

— Setup(1™): The ppt algorithm outputs some public parameters pp. We im-
plicitly assume that all algorithms have pp as additional input.

— KeyGen,;(1™): The ppt algorithm outputs a pair of group manager secret and
public key (gmsk, gmpk).

— KeyGeny, (1™): The ppt algorithm outputs a pair of opening secret and public
key (osk, opk).

— KeyGen;(1™): The ppt algorithm outputs a pair of issuer secret and public

key (isk, ipk).

KeyGeny; (1™): The ppt algorithm outputs a pair of user secret and public key

(usk, upk).
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— Join(gmpk, usk), Register(gmsk, upk): At the end of their interaction of these
interactive ppt algorithms, Join outputs a registration token p.

— Request(gmpk, ipk, usk, p), Issue(gmpk, isk, upk): At the end of the interaction
of these interactive ppt algorithms, Request outputs a rating token 7.

— Sign(gmpk, opk, ipk, usk, p, 7, rtng): The ppt algorithm outputs a signature o.

— Vrfy(gmpk, opk, ipk, rtng, o). The ppt algorithm outputs a bit b.

— Open(gmpk, osk, ipk, rtng, o): The ppt algorithm outputs some upk.

— Link(gmpk, opk, ipk, (rtng’, o), (rtng”, 0”)): The ppt algorithm outputs a bit
b.

Definition 16. A reputation system is correct if for all security parameters
n, oll pp € [Setup(1™)], all (gmsk,gmpk) € [KeyGen,,(1")], all (osk,opk) €
[KeyGeny (1™)], all (isk,ipk) € [KeyGen;(1™)], all (usk,upk;) € [KeyGeng(1™)],
all p € [Join(gmpk, usk;) <> Register(gmsk, upk)],

all 7 € [Request(gmpk, ipk, usk;, p;) <> Issue(gmpk, isk, upk)], all ratings rtng,

all o € [Sign(gmpk, opk, ipk, usk;, p, 7, rtng)], all ratings rtng’,

all o’ € [Sign(gmpk, opk, ipk, usk, p, 7, rtng’)] it holds that

— Vrfy(gmpk, opk, ipk, rtng, o;) = 1
— Open(gmpk, opk, ipk, rtng, o;) = upk,
— Link(gmpk, opk, ipk, (rtng, o), (rtng’, o’)) = 1.

4.1 Security Model

Next we define the security model of a reputation system. We consider five dif-
ferent notions called anonymity, non-frameability, traceability, public-linkability
and joining security. These notions are inspired by the model of [BIKTH], except
for non-frameability, which replaces strong-exculpability, and joining security,
which is new since we split the group manager and opener into two parties.

In our security games, we model corruption differently than [BJKTH] and
[EKSIR]. Instead of giving the adversary oracles to corrupt parties, we assume
that every participant is corrupted, except for the minimal set that is needed so
that the security experiment is not trivially solvable. We note that this model of
corruption does not change the security level, it simply makes it easier to argue
in proofs. Then, since we differentiate between the group manager and issuers,
we can corrupt only one of them if needed. More importantly, this allows us
model full corruption, meaning the adversary can choose the public keys freely
for corrupted parties,where in [EKSTR] the adversary also has to output a valid
secret key for the public key he outputs. We also assume that the adversary
carries a state in between its calls. Note that we do not consider concurrency.

Before we define the security experiments, we define some oracles that an
adversary A may have access to.

Rg(gmsk, upk): Run A <> Register(gmsk, upk). Add upk to U.
Req(gmpk, ipk,w): If the input was queried before, output L. Else, run
Tu,ipk <— Request(gmpk, ipk, usk,, p,) <+ A and store the rating token 7, jpk.
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SigO(gmpk, opk, ipk, u, rtng): If 7, ipk is undefined or the input was queried be-
fore, output L. Else, output o, ipk < Sign(gmpk, opk, ipk, usky,, 7y ipk, rtng).
Add (ipk, rtng, o4, ipk) to Q.

Iss(gmpk, isk, upk): Add upk to Z. Run A < Issue(gmpk, isk, upk).

Note that in the security games, some of these parameters are fixed and
cannot be chosen by the adversary. For the Rg oracle, for example, we fix gmsk,
but leave upk open and thus write Rg(gmsk, -) in the JoinSecurity game.

The first security requirement for users is that they stay anonymous. In the
anonymity experiment, we have two honest users that we try to protect. Except
for these two users and the opener, we assume that every other party is corrupted,
i.e. controlled by the adversary. In contrast to the notion of full-anonymity of
group signature we only have selfless anonymity, meaning it is possible for a user
to identify his own signatures. Thus, the usks of the honest users should stay
hidden to the adversary.

Anonjz, 4 4(n)

=

pp < Setup(1™)
(osk, opk) < KeyGen,, (1™)
gmpk < A(opk)
For v € {0,1}
(usky, upk,,) < KeyGen, (1™)
pu < Join(gmpk, usk,) +> A(upk,)

B W N

ot

If p, =L, return 0.
ipk* < _ARea(gmpk,,-),SigO(gmpk,opk,-;-,-),Open(gmpk,osk,-, ;)

© o N O

Tu < Request(gmpk, ipk™, usky, p.) <> A for v € {0,1}

10: If 7, =1 for any u € {0,1}, return 0.

11: rtng < AReq(gmpkvv),SigO(gmpkﬁpk,-,-,')VOpen(gmpk,osk,-,-,-)

12: o < Sign(gmpk, opk, ipk*, usks, ps, 75, rtng)

13: b« AReq(gmpl&~7~),5ig0(gmpk,0pk,~w),Open(ngk,isk,‘,-w)(U)

14 : If there was a query to Open with (gmpk, osk, -, -,0) as argument, return 0.
15 : If there was a query to SigO with (gmpk, opk, ipk™, -, ) as argument, return 0.

16 : Return b'.

Definition 17. A reputation system II is anonymous, if there exists a negligible
function, such that for all ppt adversaries A it holds that

Advi"(n) == [Pr[Anonp 4.0(n) = 1] — Pr[Anony 41(n) = 1]| < negl(n).

Another security requirement for users is non-frameability. This expresses
that any adversary can neither create a signature that opens to an honest user
nor create a signature that links to one of an honest user, where the latter security
requirement was added by [EKSIS|. In the security experiment, we have one user
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to be protected. In contrast to [EKSIS], here and in all further security games,
we require that the keys of the opener are generated honestly. This is due to the
fact that we do not include a Judge algorithm as [EKSTS] do.

NFrame, 4(n)

N

ot

© 0w 9 O

10 :
11:
12

pp + Setup(1™)

Q=10

(osk, opk) < KeyGen,, (1™)

gmpk < A(osk)

(usko, upk,) < KeyGen, (1™)

po < Join(gmpk, usko) <> A(upk,)

(ipk, rtng, a) — AREQ(gmpk,-,0),Sig0(gmpk,0pk,-70»')()
upk < Open(gmpk, osk, ipk, rtng, o)

If Vrfy(gmpk, opk, ipk, rtng, o) = 0, return 0
If (ipk, rtng,-) € Q, return 0

If upk = upkg, return 1

If A(ipk, rtng’, 0’) € Q : Link(gmpk, opk, ipk, (rtng, o), (rtng’, 0’)) = 1, return 1

Definition 18. A reputation system II has non-frameability, if there exists a
negligible function negl, such that for all ppt adversaries A it holds that

Pr[NFrames, 4(n) = 1] < negl(n).

An issuers requires traceability from the reputation system, which means

that it is not possible to create a signature that does not open to some user or
that opens to a user that was not given a rating token by an honest issuer. Here,
we create one honest issuer that we want to protect.

Tracerr a(n)

—

pp + Setup(1™)

=90

(osk, opk) < KeyGen,, (1)

(isk, ipk) + KeyGen, (1™)

gmpk <+ A(osk, ipk)

(0, rtng) « A'ss(emploisk.) ()

If Vrfy(gmpk, opk, ipk, rtng, o) = 0, return 0
upk < Open(gmpk, osk, ipk, rtng, o)

If upk =L V upk ¢ Z, return 1

© 0w N O Ok W N

Definition 19. A reputation system II has traceability, if there exists a negli-
gible function negl, such that for all ppt adversaries A it holds that

Pr{Trace, a(n) = 1] < negl(n).
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A security guarantee for the whole system is public-linkability. This requires
that the outputs of Open and Link are consistent to each other, meaning it is not
possible for an adversary to create two ratings for the same issuer that open to
the same user, but do not link.

PLinkable;;_4(n)

—

pp < Setup(1™)

(osk, opk) < KeyGen,, (1™)

(gmpk, ipk, (oj, rtng;)jef0,13) + A(osk)

If 35 € {0, 1} : Vrfy(gmpk, opk, ipk, rtng;, o;) = 0, return 0.

=W N

ar

If Open(gmpk, osk, ipk, rtng, 00) # Open(gmpk, osk, ipk, rtng,, o1), return 0.
6 : If Link(gmpk, opk, ipk, (rtng,, 00), (rtng,,01)) = 0, return 1.

Definition 20. A reputation system II has public-linkability, if there exists a
negligible function negl, such that for all ppt adversaries A it holds that

Pr[PLinkables; 4(n) = 1] < negl(n).

The group manager also has a security requirement. He wants that every
user who wants to join the system must register with him and does not circum-
vent him. Else, issuers can invent non-existent users to rate themselves or their
products.

JoinSecurity ;7 4(n)

1: pp < Setup(1™)

U==>0

(gmsk, gmpk) < KeyGen,,(1")

(osk, opk) < KeyGen,, (1™)

(ipk, rtng, o) < ARg(ngk")(gmpk7 osk)

If Vrfy(gmpk, opk, ipk, rtng, ) = 0, return 0.
upk <— Open(gmpk, osk, ipk, rtng, o)

If upk ¢ U, output 1.

o N O o s W N

Definition 21. A reputation system II has join-security, if there exists a neg-
ligible function negl, such that for all ppt adversaries A it holds that

Pr[JoinSecurityIT, A(n) = 1] < negl(n).

4.2 Generic Construction

We construct a reputation system from a signature scheme, an encryption scheme,
a LIT, and a NIZK.



A Generic Construction of an Anonymous Reputation System 21

Construction 22. Let X = (KeyGeny, Signy,, Vrfy 5) be a signature scheme. Let
Ignc = (KeyGeng,,, Enc, Dec) be an encryption scheme. Let IT\ it = (KeyGen|r,
Tag, Vrfy i1, LinkuT, f) be a LIT scheme. Let IINizk be a non-interactive proof
system for the relation listed in the “NIZK” expression below.

— Setup(1™): Run pp < IINx1zk-Setup(1™).

— KeyGen,;(1™): Run (gmsk, gmpk) < KeyGeny(1™).

— KeyGeny(1™): Run (skenc, Pkgnc) < KeyGeng,.(1™)
and (Sk/Enc’pkiEnc) A KeyGenEnc(ln)' Set (OSk,Opk) = (SkEnm (pkEnmpkiEnc))
and forget skip.-

— KeyGen;(1™): Run (isk, ipk) < KeyGeny (1™).

— KeyGeny; (1™): Choose usk < KeyGen1(1™) and compute upk = f(usk).

— Join(gmpk, usk), Register(gmsk, upk): The group manager signs
p < Signy.(gmsk, upk) and sends p to the user. If Vrfys.(gmpk, upk, p), the
user outputs it.

— Request(gmpk, ipk, usk, p), Issue(gmpk, isk, upk): The issuer signs
T < Signy(isk, upk) and sends 7 to the user. If Vrfy s (ipk, upk, 7), the user
outputs it.

— Sign(gmpk, opk, ipk, usk, p, 7, rtng) : Compute ¢ = Enc(pkg,c, upk; ). Compute
¢’ = Enc(pkgpc, usk; 7). Compute | = Tag(usk, ipk; ;). Output o = (c,c,1,7),
where

7 = NIZK{gmpk, opk, ipk, pkgnc, PKEne, € €5 [;
upk, usk, p, 7,7, 7" ;upk = f(usk)A
Vrfy 5. (gmpk, upk, p) = 1A
Vrfy s (ipk, upk, 7) = 1A
¢ = Enc(pkgne, upk; 7)A
¢’ = Enc(pkgpe, usk; ')A
Vrfy 1 (usk, ipk, 1) = 1}(rtng)

— Vrfy(gmpk, opk, ipk, rtng, o): Verify = for the corresponding statement.

— Open(gmpk, osk, ipk, rtng, o): Verify m for the corresponding statement. If ©
is valid, output upk = Dec(osk, ¢).

— Link(gmpk, opk, ipk, (rtng’, o’), (rtng”, ")) : Verify «',«" for the correspond-
ing statements. If =’ " are valid, output Linkyt(ipk,!’,1").

The correctness of the construction follows directly from the correctness of
its building blocks.

4.3 Security of the Generic Construction

The encryption of usk with pkg,. in a rating is not necessary for functionality,
but a crucial component for the security proof. This is similar to the Naor-
Yung paradigm to get CCA security of an encryption scheme from CPA secu-
rity. Without the encryption of usk we would have to assume online simulation-
extractability (we use the terminology found in [Don+22])- that it is hard for
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an adversary to create a valid proof from which an extractor cannot extract,
even if the adversary sees simulated proofs for possibly wrong statements not
in the language, and the extractor needs to be able to extract during protocol
execution, not just at the end — instead of simulation soundness from the NIZK.
This is a significantly stronger assumption on the proof system, so we choose to
encrypt the usk and to require simulation-soundness.

Theorem 1. If Ilgn. is CPA secure (Definition 8) , the LIT has indistinguish-
able tags (Definition D) and IInizx has zero-knowledgeness and simulation-
soundness (Definitions || and @), the reputation system is anonymous (Defini-
tion 7).

Note that by our modelling of NIZKs, this theorem and the other security
theorems of the generic construction hold in the random oracle model. However,
as stated in Section 2, they can be adapted to hold in the standard model.

Proof. We prove this by a series of games. An overview can be found in Table 0.

| | | Challenge | Query [ Tag | Opening ‘
c = upk, c = upk,,

Gameg| P ¢ = usko | ¢ = usk. usko Dec(skgnc, ¢)
c = upk, c = upk,,

Game;| S ¢ = usko | ¢ = usk. usko Dec(skgnc, ¢)
c = upk, c = upk,,

Gamez| S 7= kol | o qlusk] usko Dec(skgnc, )
c = upk, c = upk,,

Games| S o = pluskol | o = qluskul uskq Dec(skgnc, ¢)
c = upk c = upk

Gamey| S 7 ] 7 P uskq Dec(skgnc, )
¢ = uskp ¢ = usky,
¢ = upk ¢ = upk,,

Games| S | _ usk(i ¢ = usk. usky | f(Dec(skgne, ¢))
c = upk; c = upk,, , ,

Games| S ¢ = usky | ¢ = usks usky | f(Dec(skgne, ¢'))
¢ = upk; ¢ = upk,,

Gamey;| S ¢ = usk, ¢ = usk, usky Dec(skgnc, ¢)
¢ = upk; ¢ = upk,,

Gameg| P ¢ = usk, ¢ = usk, uskq Dec(skgnc, ¢)

Table 1. An overview of the sequence of games for the anonymity proof. The column
7 states whether proofs are done honestly (P) or simulated (S). The columns Chal-
lenge and Query state what messages are encrypted in the ciphertexts ¢, ¢’ during the
generation of the challenge or the signature query answer. Tag states which secret is
used to generate a tag. Opening states how opening is done.

Define ep 4 4(n) to be the advantage of some ppt D distinguishing Game, (n)
from Gamey(n). Let Gamey be the Anong game. Define Game; to be the same
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game as Gameg, except that the challenger uses the simulator S of IInizk (Def-
inition @) to generate all proofs, including the challenge. We immediately see
that an adversary cannot distinguish between these games, as the difference of
the distribution of the proofs is negligible due to the zero-knowledge property of
the proof system. Thus, we have that for all ppt distinguishers D, there exists a

ppt Ap such that
ZK

AdVHNIZK,.Ao (TL) = 6D1071(n)'

Define Gamey to be the same game as Game; except that ¢’ in the signa-
ture queries is generated as ¢’ <« Enc(pk/Enml‘“Sk“'), i.e. we encrypt a string
of ones instead of usk,. Furthermore, ¢’ in the challenge is generated as ¢’ «
Enc(pkg,, 1/"0l), i.e. we encrypt a string of ones instead of uskg. This is in-
distinguishable by the CPA security of the encryption scheme. By a standard
hybrid argument we can construct a ppt A against the CPA security of ITg,c
from a distinguisher D such that

1
AdvGPA - ,
V e, Ar (n) Q n IED,LZ(”)

Define Games to be the same game as Games except that tags [ in the signa-
ture queries and the challenge are computed as | < Tag(usky, ipk; r¢), i.e. we use
usk; instead of uskg. This is indistinguishable by the tag-indistinguishability of
II ;7 (Definition ). Let D be distinguisher distinguishing Games and Games.
Construct an adversary Ay against the tag-indistinguishability of the LIT.

— On input (pkg, pky) set up the reputation system as in Games, except for
setting upk, := pkg, upk; := pk;.

— Simulate D.

— Whenever D asks for a signature, query the oracle for a tag [ and use that
to create the signature. Do the same for the challenge.

— If D returns a bit b, return b.

We can easily see that if As’s challenger is in experiment b = 0, the view of
D is the same as in Game,, else the view is the same as in Gamez. Thus, we have
the following.

Adv%{:x‘m(n) =e€p,2,3(n)

Define Gamey to be the same game as Games except that ¢’ in the signature
queries is generated as ¢’ < Enc(pkg,c, usk,;7’), i.e. we again encrypt usk, in-
stead of 11"«| and ¢’ in the challenge is generated as ¢’ « Enc(pkg,, upky; '),
i.e. we encrypt usk; instead of 1!kl By the CPA security of the encryption
scheme we immediately have the following for an adversary A3 that simulates a
distinguisher D as in Games, by a similar argument as above:

1

CPA
AdeEnC7A3 (n) = 7Q n 1

€p,3,4(n)
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Define Games to be the same game as Game, except that opening is done
by remembering skg,. during key generation, decrypting ¢’ to some usk and out-
putting f(usk) instead of outputting the decryption of c¢. An adversary can only
distinguish between these games if he can submit an opening query (ipk, rtng, o)
with o = (c,c,l,7) such that 7 is valid but Dec(skgne,c) # f(Dec(skgne,c’))
and such that o is not an answer he received from the signature oracle. Call the
event that an adversary outputs such a query Fake. However, if an adversary
could submit such a query, this would break the simulation-soundness of IInizk
(Definition B). To show this, from a distinguisher D between Gamey and Games
we construct an adversary Ay against the simulation-soundness of IINzk-

— On input some ppyzi, set up Gamey while remembering skgnc, skg,. and
setting pp = ppnizx-

— Simulate D. To simulate proofs, A uses its simulator oracle.

— Whenever D makes an opening query on (ipk, rtng, o), answer as in Gamey.
Additionally, if o = (¢, ¢, I, 7) is not an answer from a previous signing query
and upk # upk’, where upk < Dec(skgnc, ¢) and upk’ < f(Dec(skg,, ), stop
and output the statement from o together with .

— If D stops, output a faliure symbol L.

If A, finds a query such that upk # upk” and the o is not from a signature
query, we know that, while 7 is valid and is not a response from the simulator
oracle, the statement is not in the language. Therefore, this o together with the
corresponding statement is a proof that breaks the simulation-soundness. Thus,
we have that

AVES e 4, () = Pr[Fake] > ep 45(n).

Define Gameg to be the same game as Games except that ¢ in the challenge
o is generated as ¢ < Enc(pkg,c, upky;7), i.e. we encrypt upk; instead of upk.
This is again indistinguishable by the CPA security of the encryption scheme,
thus for a distinguisher D and an adversary As constructed similarly to above
we have

AdviEt, (n) = ep 5.6(n)

Define Game; to be the same game as Gameg except that opening is done
honestly again, i.e. by decrypting c. Again, from a distinguisher D we can con-
struct an adversary Ag against the simulation-soundness of ITnizk similar to
above and we get

SS
AdVHNIZK,AG (’/L) = €D7677(n)

Define Gameg to be the same game as Game; except that the proofs are
generated honestly again, thus we have that Gameg is the same as Anon;y. This
is again indistinguishable due to the zero-knowledge property of IInizk. Thus,
we have that for all distinguishers D, there exists an A7 such that

ZK
AV, () = €p,78(n).
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Therefore, in total for any ppt distinguishers D; for ¢ € {0,...,7} we have
that

7

> ep,iipi(n)

i=0
2Adv1Z7f\fIZK7A0 (n) + Advfj{:ﬂf" (n)
+(2Q + 3)AdVEEL, (n)

+2AdvE 4 s(n) =1]

IA

AV (n)

IN

O

Theorem 2. If I\ |t is non-invertible and unforgeable (Definitions 02 and I3)
and Inizx has zero-knowledgeness and simulation-soundness (Definition § and
@), the reputation system has non-frameability (Definition I3).

Proof. When an adversary against non-frameability wins, we have that the
forgery either opens to the honest user or it links to a rating of the honest
user. From these cases, we construct an adversary that targets either the non-
invertability or the unforgeability of IT) 1. We also need to analyze the probabil-
ity of some failure event, for which we use the simulation-soundness of ITnizk-
Let A be an adversary against the non-frameability (Definition OR) of the
reputation scheme that does at most g queries to the signing oracle. Let Fail be
the event that in the non-frameability game the statement of the proof contained
in the forgery of A is wrong, i.e. it is not in the language of the relation. Construct
an adversary B against the non-invertability (Definition [3) of IT, |7 as follows:

— On input pk, simulate NFramep 4(n), except for setting upk, = pk and
remembering skg,..

— When A queries the request oracle, use the simulator of IInizk (cf. Defini-
tion H) to answer the query. If it queries the signature oracle, use the tag
oracle to generate a tag, generate c,c¢’ honestly, then use the simulator of
IIN1zK to generate the proof.

— Eventually, A outputs some forgery (ipk,rtng,o) with ¢ = (¢, 1, 7). If
Vrfy(gmpk, opk, ipk, rtng,c) = 1 and u := Open(gmpk, osk, ipk, rtng, o) =
upkg, then usk < Dec(skg,, ¢/).

— Output usk.

We can easily see that the view of A is perfectly simulated, except for negligi-
ble error from simulating the proofs. If A could distinguish the views, we could
immediately construct C that breaks the zero-knowledgeness of IInizk. Then,
we know that if A manages to output a valid signature that opens to upk,, and
Fail does not happen, it holds that pk = f(usk). Thus, we have the following.

Pr{Invertp, ;5 = 1] > Pr[NFramer 4 = 1 A u = upky A —Fail] + AdvIZ]IN(IZKyc(n)

We also construct a C against the unforgeability of II ;v (Definition [3).
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— On input pk, simulate NFramep _4(n) except for setting upk, = pk. Also save
SklEnC’

— When A queries the request oracle, use IINizk simulator to answer the query.
If A queries the signature oracle, use the tag oracle to generate a tag, then
use the simulator of IInjzk to answer the query with the corresponding
statement.

— A outputs (ipk, rtng, o) with o = (¢, ¢, m,1). If Vrfy(gmpk, opk, ipk, rtng, o) =
1 and u := Open(gmpk, osk, ipk, rtng, o) # upk, and 3(ipk, rtng, &) € Q with
6 = (&¢,#,1) such that Link(gmpk, opk, ipk, (rtng, o), (rtng,&)) = 1 and
rtng # rtng, then decrypt usk < Dec(skg,.,¢’) and output (usk, ipk, ).

Again, we can easily see that the view of A is perfectly simulated. If A
outputs a forgery (ipk, rtng, o) such that

Vrfy(gmpk, opk, ipk, rtng, o) = 1
and u := Open(gmpk, osk, ipk, rtng, o) # upk,
and 3(ipk, rtng) € Q : Link(gmpk, opk, ipk, (rtng, o), (rtng, 5)) = 1
and Fail does not happen,

we know that by definition we have Vrfy 1 (usk,ipk,l) = 1 and Link_(ipk,{,{) =
1. Therefore we have the following.

Pr[NFrame, 4 = 1|-Fail A w # upky] = Pr[ForgeILjﬁ)c =1]

Lastly, we want to analyze the probability Pr[Fail]. For this, we construct an
adversary D against the simulation-soundness of ITnizk (Definition B):

— On input crs, simulate NFramez, 4(n) except for using the provided crs.
— Simulate A. Whenever A makes an oracle query such that the answer would
contain a NIZK, use the simulator oracle to generate the proof.
— A outputs some forgery (ipk, rtng, o). If Vrfy(gmpk, opk, ipk, rtng, o) = 1, re-
turn o and the corresponding statement.
We can easily see that A is perfectly simulated and that if Fail happens, D
wins. Therefore we can bound the non-frameability advantage of A.

Pr[NFramepr, 4] <Pr[NFrames, 4 A —Fail] 4 Pr[Fail]
=Pr[NFramer, 4 = 1 A —Fail A uw = upkg]
+ Pr[NFramej; 4 = 1 A =Fail A u # upk,] + Pr[Fail]
<Pr[NFramep, 4 = 1|-Fail A u = upk]
+ Pr[NFramep 4 = 1|-Fail A u # upk,] + Pr[Fail]
=Pr[Invert .5 =1] + Pr[Forgele{:)c =1]

+ Pr[SimSound 7, D.s = 1]
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Theorem 3. If X is EUF-CMA (Definition 1) and IINizk is straight-line ex-
tractable (Definition 1), the reputation system is traceable (Definition I3).

Proof. Let &y, & be the extractor for IInizk (cf. Definition @). Let A be a ppt
adversary against traceability. First, we define TracehNIZK’ 4(n) to work like
Tracemy«.4(n), except that the public parameters pp are generated by the
extractor, i.e. (pp,td) + Ey(1™). From the guarantees of the extractor (Defi-
nition @) and a straight-forward reduction, we get that |Pr[Tracel; . 4(n) =
1] — Pr[Tracery . 4(n) = 1]| < negly(n) for some negligible function negl,,.

We construct an adversary B against the unforgeability of X. Bk (pk)
runs Trace’HNIZK’ 4(n), except that it sets ipk = pk and whenever .4 makes a
Iss(gmpk, isk, upk) query, B answers by querying its own oracle Sign(sk, upk) for
the signature. Eventually, A outputs (o,rtng), where ¢ = (¢,¢,l, 7). B runs
&1 (td, x, rtng, 7) (where x is set appropriately to the proven statement) to receive
a witness w = (upk, usk, p, 7,7, 7). B outputs (upk, ) as a candidate forgery.

Let failg be the event that Tracel, . 4(n) = 1, but & outputs an invalid
witness (i.e. (z,w) ¢ ). With a straight-forward reduction to straight-line
extractability, we can show that Pr[failg] < negl; (n) for some negligible function
negl,. If Tracef . 4(n) = 1 and —failg, B outputs a valid forgery. This is
because the Trace’ winning condition “upk ¢ Z” (together with (z,w) € R
and correctness of the encryption scheme guarantees that B has not queried
its signing oracle for upk with overwhelming probability. Hence there exists a
negligible function negl, such that

AVEUEOMA (1)

> Pr(Tracel, .. a(n)

A —failg] — negly(n)

1
=Pr[Trace};, .. 4(n) = 1] — Pr[Tracel;  4(n) = 1 Afailg] — negly(n)
1

] — negl, (n) — negly(n)

> Pr[Tracel; .. a(n)
O

Theorem 4. If ¥ is EUF-CMA (Definition &) and IInizk is straight-line
extractable (Definition ), the reputation system has joining security (Defini-
tion 21).

The proof is analogous to the proof of Theorem B.

Theorem 5. If I\t is linkable (Definition I1) and Inizk has soundness, the
reputation system is publicly linkable (Definition 2D).

Proof. Let A be an adversary against the public linkability of the reputation
system. We construct an adversary B against the linkability of I}t from it:

— Simulate PLinkables _4(n).
— A outputs some gmpk and ipk and forgery-rating pairs (o;,rtng;);e0,13
where o; = (¢j, ¢}, lj,m)).
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— If both o; are valid signatures in the simulated public-linkability game and
do not link, decrypt ¢f, ¢} to get uskg, usk; and output (uskg, usky, ipk,lo,l1).

If A outputs gmpk, ipk with two forgeries ¢, o1 that are valid for these keys
and the opk, due to soundness of ITnizx we have that Vrfy - (usk;, ipk, ;) = 1 for
j € {0,1}. Then, again due to the soundness of ITxizk, we have that f(uskg) =
f(usky). Call Sound the event that A outputs such tags or such ciphertexts that
the above conditions do not hold. Then, we can construct an adversary C against
the soundness of IINizk, by simply outputting the proof that A outputs. Thus,
we know that Pr[Sound] < Advlsffff‘(n). If the o; do not link, it follows that
(uskg, usky, ipk,lo,l1) is a tuple of two valid tags for the same message created
with uskg, usk; respectively, which do not link. Therefore, we have that

Pr(Linkablef;!” - (n) = 1] = Pr[PLinkablesz_4(n) = 1] + Advy "4 (n).
O

The Role of Straight-Line Extraction For the proof of traceability (The-
orem B) and joining security (Theorem H), we require IINizk to be straight-
line extractable, i.e. the proof system must not rely on rewinding for extraction
(which, for example, Fiat-Shamir-based proofs usually do). In our security proofs
for Theorems B and @, the reduction algorithm has access to a signature oracle.
Similarly to what was noted in [ENT8], this represents an issue for an extractor:
when rewinding the reduction algorithm B, the extractor needs to answer B’s
signing oracle queries. However, in standard definitions, the extractor does not
have access to the signing oracle. Even if we grant access, the extractor querying
the signing oracle may actually cause an extracted forgery to become invalid.
This happens in case a signature on the forgery message is being requested by B
during rewinding. There are potential ways to circumvent this issue for specific
proof systems, but standard definitions of (rewinding-based) soundness are in-
compatible with signing oracle access in security proofs. Straight-line extraction
does not suffer from this issue, as the extractor can be used without rewinding.

One can always implement straight-line extractable proofs by encrypting the
witness for some honestly generated publicly known public key and proving, with
a sound zero-knowledge proof, that the encrypted witness is valid. Note that in
our security proofs for Theorems B and H, the only value we need to extract
from the proof is the membership certificate 7 or p (upk is also used, but can
be computed by decrypting c). For this reason, when implementing straight-line
extractability, it suffices to additionally encrypt 7 and p, there is no need to
encrypt the full witness of the rating NIZK.

Alternatively, one can use a NIZK that is inherently straight-line extractable

these cases, it also suffices to extract only a part of the witness, namely p, 7. In
practice, one can arguably even use a standard Fiat-Shamir-based construction,
for which one cannot prove straight-line extractability (cf. [BNWT7]). However,
to the best of our knowledge, there is no attack against Fiat-Shamir in practice
that targets schemes using it in place of a straight-line extractable proof.
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5 A Reputation System from Module Lattices

We now want to instantiate the generic construction with building blocks based
on module lattices. Since we only used generally common concepts, we are rela-
tively free in choosing which actual building blocks we want to use. However, we
need to make sure they fit together, especially with the NIZK, meaning that we
can prove the statements defined by our other building blocks. The NIZK of our
choice is, as mentioned previously in Corollary @, the proof system of [LNP22H|
transformed into a straight-line extractable NIZK by Katsumata’s transform
[Kat21)]. With it, we can create proofs for the relation SR (cf. Definition B), so
we have to argue that we can express our statements to prove via this relation.

For the LIT, we choose the scheme presented in Construction Id. To instan-
tiate Construction 22 with it, we need to prove possession of a secret usk and
secret upk, such that f(usk) = upk. Since this boils down to showing possession
of an MLWE secret for a secret b, this can be realized as shown in Table B.
Due to our choice of the encryption scheme, we use the bit-decomposition of
the upk. Thus, we also need to prove that one knows upk, BitD(upk) such that
upk = G - BitD(upk) and BitD(upk) is a bit vector, which is also possible. Since
this works similar to showing possession of an MLWE secret for public b as
shown in [LNP22H], we roughly estimate the proof for the former to be of size
30KB.

lvariable[ description instantiation
1) # of equations to prove 1
Peval 7 of evaluations with const. coeff. zero 0
Ve # of exact norm proofs 2
V4 ## of non-exact norm proofs 0
Kbin length of the binary vector to prove my log q
S1 committed message in the Ajtai part (t*, e, BitD(upk)®)*
m committed message in the BDLOP part @ (no message)
f1 equation to prove A's; =0
D; |public matrix for proving [|[Eis —ui|| < ﬂie) [100]
u; | public vector for proving |[Eis — wi || < Bl 0
§d> upper bound on ||[Eis —ui| < B%e) Jé]
D: |public matrix for proving |[|Ezs — uz|| < ﬁ;e) [0I0]
us | public vector for proving ||Ess — ua|| < 85 0
() upper bound on ||Ezs — uz| < B B
Epin matrix for proving binary [0 0 I]
Vbin vector for proving binary 0

Table 2. Proving possession of a usk for secret upk. Define A’ = [AL | 1| —G].

For the encryption scheme, we use the MLWE variant of the primal Regev
encryption scheme that is presented in [ENP22H] as their verifiable encryption
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scheme. There they also show that one can create a proof showing the valid-
ness of a ciphertext, which we need in our generic construction. However, their
scheme has a message space of {0,1}", while we want to encrypt a upk € Ry
Thus, we instead encrypt the bit-decomposition BitD(upk) of the upk in mul-
tiple ciphertexts. Based on the parameters in [LNP22H], we estimate the proof
size showing the ciphertext to be valid to be 4762KB. We expect other lattice-
based encryption schemes such as Kyber [BosF18], Saber [DAn+18] and NTRU
[HPSYR] to also work for our generic construction, as [LNP22H] claim they work
in their proof system.

To instantiate the siganture scheme, we need it to be compatible with our
NIZK. Signature schemes that use the random oracle, such as Fiat-Shamir-with-
aborts signature scheme [Lyu09] or hash-then-sign signatures [GPV0OE; MPTY],
are not suitable. Instead, we use signature schemes in the standard model, such
as [DNT4], and we focus on signatures that are either specifically designed for use
in combination with proofs of knowledge, such as [IRS23], or are very efficient
[Boo+23]. An overview comparing the schemes can be found in Table B

l Scheme ‘ State ‘ Assumption ‘ Proof Size ‘
[DMT4] and our adaption |stateless RSIS -
[IRS23][IRS22, Appendix H]|stateless MSIS -
[IRS23] and our adaptions | stateful MSIS 163584 KB
[BooF2Z3| stateless|Int-NTRU-ISISf | 59392 KB

Table 3. Overview over different candidate signature schemes to instantiate the repu-
tation system with. For the definition of the Int-NTRU-ISIS; problem, see [Boo+23].
Proof size refers to size of a NIZK in kilobytes in the framework of [CNP2ZH] proving
possession of a secret message-signature pair for 128-bit security. These are conserva-
tive estimates for message space {0,1}""™1°8¢,

The signature scheme of [DMI4] is shown to be secure for non-adaptive
queries, to be converted to adaptive security via chameleon hash. However, one
can show that using a technique similar to [ILSST4] using the Rényi divergence,
that the scheme has adaptive security without the chameleon hash. For de-
tails, see Appendix B, which also describes how to prove possession of a secret
message-signature pair in the framework of [LNP22H]. However, the signature
scheme has reduction loss dependent on the success probability of the adver-
sary, which leads to large parameters. The stateless signature scheme of [TRS23;
TRS?27] is designed in such a way that the verification equation works well with
relations that can be proven by lattice-based proofs of knowledge. In particular

of thelr scheme in the framework of [CNP22H]. This signature scheme suffers
from the same reduction loss drawback as [DMT4] though, since they use the
same proof technique of prefix-guessing of a tag.

In [Boo+23] they introduce a credential system based on novel security as-
sumptions that are related to ISIS. Their credential system can also be seen as
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a (blind) signature, of which one proves possession, thus we can instantiate our
signature scheme and the proof with it. The most efficient credential system they
design is based on the so-called Int-NTRU-ISIS; problem and achieves a proof
size of 29KB (under some heuristics) for a message space of {0,1}16. If we use
the construction of [Boo+23] and the other aforementioned building blocks, we
arrive at a total proof size for the instantiation of the generic construction of
30KB +4762KB + 59392KB = 64184KB. Note that this is a very rough estimate
and we expect careful analysis to yield a much better proof size.

Stateful reputation system Parallel to the stateless variant, [IRS23] also con-
struct a stateful /-time signature scheme based on MSIS. They show the size of
a proof showing possession of a secret message-signature pair to be 693KB for
a message in {0,1}'2%  also using the proof system of [LNP22H|. It is possible
to use stateful signatures in our generic construction, by changing the model
of the reputation system such that the group manager and issuers are stateful,
i.e. the Join and Issue algorithms get some state as input. We also allow only a
fixed number ¢ of users to join the system. The correctness and security model
have to be changed accordingly, which is straight-forward. Both are not unrea-
sonable assumptions to make in practice, as group managers have to keep track
how many members there are in the system anyways and issuers have to store
information about their sales, making both inherently stateful. Furthermore, for
large enough /, e.g. 2%°, this amount of users will likely not be reached in prac-
tice. The security proofs for the stateful reputation system basically work as for
the stateless reputation system, except for using stateful and ¢-time signatures
instead of stateless ones.

Instead of the stateful signatures of [TRS23], one can use an adaption (cf. Ap-
pendix ), which is a slightly simplified version of the former getting rid of the
commitment in the signing process. There is a second adaption, which can be
more efficient than the signature of [TRS23] depending on the degree of the ring,
since its security relies on RLWE, NTRU and RSIS instead of MSIS. Details can
be found in Appendix C2.

5.1 Instantiation with Pairing-Based Cryptography

To instantiate the generic construction based on pairing-based cryptography, we
use the following constructions for the building blocks:

— The linking indistinguishable tags are ¢t = RO(ipk)'k with f(usk) = g“s*.
Two tags to, tq link if to =11.

— The signature scheme to sign the user’s public key g

is a simplified version

g)Y7", (y* - M)Y") (as in [Bob+21]), where signatures are valid iff they are
of that form (can be checked using the pairing).

— The encryption scheme for the user’s public key is ElGamal, the encryption
scheme for usk € Z, is bitwise raised ElGamal.

— The NIZK is a simple Schnorr-like protocol made straight-line extractable
with Fischlin’s transform [FisO58; KS27).
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We leave the details of the instantiation to the reader.
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A Uniqueness of (M)LWE Secrets

In Lemma 0, we claimed that for certain parameters, the secret of an MLWE
sample is unique. We now want to prove this lemma.

Definition 23. Let R be a finite ring. For s € R\ {0} set
Z;:={a€eR\{0}:a-5s=0}

and define
Zmax ‘= max{|Z]| : s € R\ {0}}.

Equivalently, 1+ 2y ax is the maximal number of solutions in R of an equation
r-s=c, for s,ceR.

Theorem 6. Let m,k € N,D C R, BC R™. Then

1 max "
Pr(3(s,e) e DxB:s#0AA -s=eA+ R™"| < (%) -|D| - |B.

Proof. Fix (s,e),e = (e1,...,en) as in the theorem. By definition of zyax

1 + ZIII&X

. — e . 1xk .
Pr[Al s=e;A; <R ]S R

Hence for fixed (s, e)

Pr [A-s:e;A%Rka] < (1+Zmax>

R
By the union bound the theorem follows. O
We now restate Lemma 0 with a bit more detail in order to prove it.
Lemma 7 (Short MLWE secrets are unique). Let g # 2 be a prime with
¢ =3,5 mod8 (or g =1 mod2n), k >0, n > 16 be a power of 2, Ry =

Zg[X])/(X™+1). Let Bg = {e € Ry : |le]| o, < B}. Let A >0 such that 26+ A <
q'/*. Then there exists some d < n such that

/ / k\2 m\2 kxm
e(n) :=Pr 3(.S’S7e7e/)€<Bﬂ) X(Bﬁ) iAt<_Rq Nt Nt
withs #s' A|b|l,, < A bt =(s—s))A+ (e—¢€)
<(46+2A+1)n(m+k)

qmd

Furthermore, there exists an m and a negligible function negl such that e(n) <
negl(n).
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Proof. Assume there are some s,s’, e, e’ with the conditions mentioned in the
theorem. We define § =s —s’ # 0 with ||§| , <26 and é = e — €’ with |é[|_ <
25. Then, since |As + é||, < A holds, there exists some € with [|é]| ., < A such
that AS + & — e = 0. Thus we can use Theorem B to show that

(n) = Pr J(s,s’,e,€’) € (B’g)2 x (Bf)? A« REbxm
A= with s £ 8/ A b, < A bt =(s—s) A+ (e—e)t
=Pr[3(8,6 —&) € BSy x Byy, A :8 #0,A8+&—&=0;A + R}

1+2 " m
< (W) | B3s| - | B5pal

By the choice of ¢ and n we know the polynomial X™ 4 1 is irreducible over
Q[X] and splits over Z,[X] into factors of equal degree. Let this degree be d and,
accordingly, the number of factors is n/d. Then it holds that

'Rq%quX“-Xqu,

—_———
n/d
where IF o denotes the field with g% elements. From this one sees that an element
s maximizing |Z] is (1,0,...,0) with

Zmax = | 2| = (¢)47 1= ¢" L.
This together with the fact that |R,| = ¢™, results in

48 + 1) . (48 4+ 2A + 1)m 48 + 2A + 1)(m+k)
6(n)g(fﬂr) (q5d+ +1) S(6+ q;:d)

If n > 16,9 = 3,5 mod 8, then one can show that d = n/2. In this case, the
probability above can be made negligibly small in n for ¢ polynomially large in
nand = ¢,y < 1/4, even with m = 1. If ¢ = 1 mod 2n, then d = 1. In this
case, for ¢ polynomially in n, one has to pick m > 1 to make the probability
above negligibly small in n. O

One can also show that uniform secrets of the standard LWE problem are
unique, if one chooses m correctly depending on n, g, 5.

Corollary 2 (LWE secrets are unique). Let g be a prime and 8 > 0. Set
B:={ecZ : |lelo < B}. Then

2 1 m
Pr[ﬂ(s,e)GZZXB’”:s;éOAA.s:e;AeZZ”X"]g( A+ ) g

q
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B Adaptive Ducas-Micciancio Signatures
Before describing the signature scheme of [DMT4], we need to define RSIS, Gaus-
sian distributions and a notion of trapdoors.

Definition 24 (RSIS). Let ¢ > 2 and m, > 0. Let R be a ring and Ry =
R/qR. The RSIS problem RSIS, = m s is given a uniform vector a <— Ry to find
a non-trivial vector x € RY"\{0} such that a’x = 0 and ||x|| < S.

Definition 25. Define the Gaussian function psc(x) = exp(—m ||x — cl| /s?).
Define the discrete Gaussian distribution D1t sc on a lattice coset A+t with
center ¢ and parameter s as

ps,c(A+t)

PS.C(x) .

Lol ifx e A+t

D/H—t,s,c(x) =
0 else

Define the discrete Gaussian distribution Dg . = 9_1(D9(R)75_’9(C)) for a
ring R. If center ¢ = 0, we omit it.

Definition 26 (G-trapdoor [MPT2]). For a matriza’ € R}*™, a G-trapdoor
is a matriv R € RI"*C such that a'R = g' for a gadget matriz g' € RL*¢.

We can generate such trapdoors with an algorithm called GenTrap and use
them to sample preimages of some function for a given image with PreSample.

Theorem 7 ([MP12]). Let ( € N and m = O(nlogq) large enough. Let
g=1[¢"] € Rgandgt =[1]g|...| g""). There exist ppt algorithms
GenTrap, PreSample such that

— GenTrap(1™,1™, q) outputs a' € RL*?™ and R € RZ™*¢ such that a'R = g
and R € 'Rgmxc and the distribution of a® is statistically indistinguishable
from uniform;

— PreSample(a’, R, u, s) on input a matriz a’ € RY**™, a matriz R € RZ™*¢
output by GenTrap, a syndrome u € R, and a standard deviation s >

1e(Z)\/g? + 11/ |IR|? outputs v that is statistically close to Dgazm s condi-
tioned on a'v =u mod q.

We now state the signature of [DMT4] which can be used to instantiate our
reputation system. We claim that it is (adaptively) EUF-CMA secure without
any changes, while the original theorem by [DMT4] only claims security for non-
adaptive queries. [DMT4] achieve adaptive security by a standard transformation
of first hashing the message with a chameleon hash before signing it. However,
one can adapt their security proof to directly show adaptive security by applying
a technique similar to [CSST4] using the Rényi divergence.

The idea of the construction of [DMT4] is that the public key contains some
uniformly generated a‘, while the secret key is a trapdoor for that a. To sign
a message m, we first choose a random tag x. Based on x,a’ and some public
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matrices a} we define some a’, in such a way that we can adapt the trapdoor
for a’ to a trapdoor for al. We hash the message using some d* and add some
public u to get v = u+d'm. Then, we use PreSample to sample a short preimage
o of v under a’,. Signature verification is done by simply checking whether o is
indeed a short preimage of v and whether & is in the tag space.

Construction 27. Let the message space be R5?. Let g = fq%J and gt = [1 |
gl... 1 g € RI*C. Let the tag space be T = {0,1}?. Let s = n3/2.w(logn)3/?

such that s% > (v/nmy + y/nmg +t)y/mg for some t. Let B = s\/n(mi + ().

— KeyGen(1"): Choose (a’, R) - GenTrap(1™,1™, q) such thata’ € R}*™ R €
RIM*C and a'R = g'. Choose al « RL*™ for i € {0,...,d}. Choose
d' « R*™, u < Ry. Set pk = (a’,af, ..., al, d", u) and sk = R.

— Sign(sk,m): Choose r < T. Set a’. = [a’ | al + 3" r;al], where r; denotes
the ith bit of k. Compute o < PreSample(a’, (R',0)!,u + d'm, s). Output
(k,0).

— Vrfy(pk,m, (k,0)): Ifalo = u+ d'm and ||o|| < B8 and k € T, output 1.

We claim security of the signature scheme as follows.

Theorem 8. For every ppt adversary A that makes at most Q < 2°") signa-
ture queries and has EUF-CMA advantage €, there exists an adversary B against

RSIS®, ,m.q.5 with advantage (ﬁ) “(e(n) /2 — negl(n))*/ @ V.exp(—ma)—2-2M),

where 8/ = n"/? -logn - w(logn)®?, for any o > 1.

We now describe how one can change the proof of [DMT4] in order to get
adaptive security directly. In their proof, [DMT4] can already answer all signature
queries adaptively, except for at most one, since they know a trapdoor for the

corresponding a’. Only if there exists a query j such that H(SJZ) = Kl Le df

there exists a query j where the ¢* bit long prefix of the jth tag k) is the
same as the guessed prefix k% ,., there is no trapdoor. Thus [DMT4] generate the
signature answer o* not with a trapdoor but through other means, for which
they need the non-adaptiveness. We change how we generate ¢* in this case and
some other public values and analyse the changes. In the beginning, when given

an RSIS instance at € Réxml, we choose the tags k1), ... k(@) to be used in the
signature queries. Then, we generate d* by choosing U + R} *™? and setting

d’ = a'U. We define an index i* and guess a prefix £, ¢ Tj as in [DNT4).
Furthermore, if a j exists such that ngz* = KZ;., we generate u by choosing
e Dg};g and setting u = a’ ; e. Then, in the jth query, if /<;(<JZ) = k%, holds,
Um
0

in [DMT4)], so we only look at the case where such a j exists.

We now want to argue that these changes are indistinguishable to a ppt
adversary. From [Bou#23, Lemma 2.8] we know that the distribution of (a*, a’U)
is statistically close to uniform. Due to Lemma B we know that there exists a

we answer with ¢’ = e +d, where d = } . If no such j exists, we proceed as
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transformation of a’ to its normal form with probability 1 — 4¢"/2. Then, with
Corollary 7.4 of [LPRT3H; CPRT34] we know that (a’,a’e) is statistically close
to uniform since s > 2ng'/™+2/(mm1)  Thus, we lastly have to argue about
the distribution of €. We will argue that the distribution of €’ is statistically
indistinguishable from the signature in the real game, when both are conditioned
on the respective values of al,d?, u. Then, we know that the joint distribution
of pk together with €’ is statistically indistinguishable. Let z be some solution
to afimz = u. Then, we know that in the original game the distribution of the
jth signature o; conditioned on pk is DAL(at(j))+Z+d,S = Dpui(ar ) )s—z—d +
z + d. If we look at the distribution of e conditioned on the pk Ngenerated by
B, we see that its distribution is D1 (4t Thus, the distribution of €’ is

K

D g ar o)+ +d= DAL(at(_>) s._z+2z+d and the distributions of o; and €’ only
L)tz Ly

() Tes

differ in their center. Therefore, from [[LSST4, Lemma 4.2] we know that the Rényi
difference of the two distributions is smaller than exp(am ||d||§ /s%) < exp(ar)
for any a > 0, where the latter holds by construction. Then, it holds that
Pr[W;. ]2/ (@=1) < exp(ar ||d||* /s2) Pr[We/] by [LSST4, Lemma 4.1], where W;.
is the event that the signature adversary outputs a valid forgery when given
0+ in the simulation (with changed public keys) and We is the event that the
signature adversary outputs a valid forgery when given €’. The rest of the proof
works as in [[DMT4]. Thus, together with the analysis from [DMT4] we know that
the probability v(n) that the RSIS adversary outputs a valid solution is

y(n) > % (e(n)/2 — negl(n))*/ ™ - exp(—ma) — 272"

€ ¢ a/(a—1) —2(n
> <4Q) (e(n)/2 — negl(m)™ @™ - exp(—ra) — 2720,

where negl is a negligible function and c is defined as in [DMT4]. Thus, we get
adaptive security without having to use chameleon hashes at the cost of some
reduction loss introduced by the Rényi divergence.

To prove the possession of a secret message-signature pair, we first rewrite
the equation from the signature verification to

01
g2
d K102
[ataé—l—Zmaf]U:u—&—dtm(:}[at|a6|a’i|...|ag|—dt} =y,
i=1 :
Kd02
m

where o = (ot,0b)!. Therefore, we have an equation that is quadratic in the

secret and can thus be proven in the framework of [CLNP22H]. To finish proving
possession of a secret message-signature pair we additionally need to prove that
o is short and that x, m are bit vectors, which is also possible in the framework,
thus we can instantiate the proof as shown in Table .
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lvariable[ description instantiation

o} # of equations to prove 1

Geval # of evaluations with const. coeff. zero 0
Ve # of exact norm proofs 1
Ud # of non-exact norm proofs 0

kbin length of the binary vector to prove d+my
S1 committed message in the Ajtai part (k,0,m)
m committed message in the BDLOP part |@ (no message)
fi equation to prove alo=u+d'm
E: |public matrix for proving |E1s — vi|| < ﬂ§e) [0 I 0]
vi | public vector for proving ||Eis — vi|| < ﬁie) 0
{e) upper bound on ||Es — vy || < {9 Jé]

Epin matrix for proving binary diag(I,0,I)

Vbin vector for proving binary 0

Table 4. Proving possession of a Ducas-Micciancio signature (k, o) of a message m.

C Stateful Lattice Signatures

Before constructing stateful lattice signatures, we first need some additional
preliminiaries.

Definition 28 (MSIS). Let ¢ > 2 and d,m,3 > 0. Let R be a ring and Ry =
R/qR. The MSIS problem MSIS; g a.m.3 i given a uniform matriz A <+ Rgxm
to find a non-trivial vector x € Ry"\{0} such that Ax =0 and |x|| < .

For the MSIS problem there exists a so-called normal-form variant, where if
m > d the first d columns of A form the identity matrix.

We can analyze the probability that we can transform an MSIS instance into
a normal-form instance and vice-versa.

Lemma 8. Let n,q and ring Ry be as in the previous lemma. If matriz A =
[A]As], A, € RSXk,Ag € ngx(n—k)’ is chosen uniformly at random from
’R’;X”,n > k, then with probability at least 1 — 4k - ¢~ /2, there is a matriz
Al such that for A’ = [I|A})]

AL(A) = AH(A)).

The proof for this lemma can be found in Appendix .

To present our construction of a stateful /-time reputation system, we need
stateful /-time signatures, as we use them as a building block. We first define
the formal model of such a signature.

Definition 29 (Stateful Signature Scheme). A stateful (-time signature
scheme X' consists of the following ppt algorithms:

— KeyGen(1™) outputs secret key and public key pair (sk, pk) and a state st.
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— Sign(sk, m, st) outputs signature o and state st’.
— Vrfy(pk,m, o) is deterministic and outputs a bit.

We say that X' is correct if for alln € N, all (sk, pk, st1) output by KeyGen(1"™),
all messagesmy, ... ,myg, all1 < i < ¥, and all (stiy1,0;) output by Sign(sk, m;, st;),
we have Vrfy(pk,m;,0;) = 1. We additionally require that for all 1 < i < £ we
have that |st;| < p(n) for some polynomial p.

To define the EUF-CMA security of a stateful scheme in comparison to a
standard stateless EUF-CMA definition, we simply define the signature oracle
to remember the (updated) state in between its calls.

Definition 30 (Stateful EUF-CMA). A stateful {-time signature scheme X
is existentially unforgeable under chosen-message attacks (stateful-EUF-CMA)
if for all ppt A that make at most £ oracle queries,

Advﬁ%FCMA(n) = Pr[Vrfy(pk,m*,0*) = 1 A A has not queried m :
(sk, pk, st1) < KeyGen(1™), (m*, o*) « AS€0E) (k)] < negl(n),

where SigO(sk,m;) is an oracle that computes (04, st;11) < Sign(sk, m;, st;) on
the ith query, and returns o;.

C.1 Stateful Signatures Based on Module SIS

The first construction of a stateful /-time signature scheme is based on Module
SIS and works similar to the construction of [IRSZ3]. In comparison to their
construction, we do not commit to the message before signing it, which allows
us to simplify the construction and the security proof.

Construction 31. Let ¢ > 2 withq =5 mod 8 be an odd prime and let (,mg >
0. Let my = klogq + w(logn) and mg = k(. Let R = Z[X]/(X" 4+ 1) and R, =
R/qR. Let the message space be R53\{0}. Let g = [q%J, g=[1]g]|...| ¢4,
and G =I;® g € RE*™2. Let s = ne(Z)\/1+ g>\/1+ (/nmi + /nmg + 1) >
2ngh/mi+2/(vma) large enough and B = s\/n(m1 +ma) such that s> > (/nmy +
Vrms+t)y/mms. Let f = s\/n(my +mz). Let w > 0 and Ty, = {e € Ry : e =

Vw}. Assume there is some order on the elements of Ty,. Call k; the ith element
of Ty in this order.

— KeyGen(1"): Choose A + REX™ . Choose R «+ RI}*™2. Choose D
RExms u R2. Set pk = (A,B = AR, D,u) and sk = R. Set st = k1.

— Sign(sk, st,m): Set A, = [A | B + k;G] and compute o + PreSample(A,,,
—R,u+Dm,s). Set st’ = k;41. Output ((k,0), st’).

— Vrfy(pk,m, (k,0)): If Ao =u+Dm and ||o|| < 8 and k € Ty, output 1.
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Lemma 9. For every ppt adversary that makes at most |T,,| signature queries
and wins the stateful-EUF-CMA game with advantage v(n) against Construc-
tion [, there exists a ppt adversary against MSISg k. m, q,57, where

B = \/1 + (Vnmy + /nmg + t)2-(B+sv/n(my + ma))+(y/nmi++/nms+t)/nms,
with advantage ﬁy(n) — negl(n).

Proof. Since the construction is similar to the one of [IRS23], the proof is similar
as well. However, our proof differs in some details.

Let A be an adversary against the stateful-EUF-CMA security of the signa-
ture. From this we construct an adversary B against MSIS as follows:

— On input A € RE*™ | B chooses i* « |Ty,|. It then chooses R + RI}*™2
and U « Dg;fm?’ and e Dg}:mz. It then sets u = A,-e and B =
AR — k;+G and D = AU and pk = (A,B,D,u).

— B simulates A on input pk. On the ith signature query with message m, B
does the following:

o If i # ¢*, answer with (k;, Sign(—R, k;, m)).
Um
0 )-
— A outputs some forgery (m*,k*,0*). If k* # k;«, abort.
— Breturns w = [I | R] (0* —e) — Um*.

o If i =¢*, answer with (k;«,e’ = e+

First, we want to argue that the view of A is correct. For that, we see that
A and the oracle answers in the case i # i* have the same distribution as in
the original game. For B, D, u and the oracle answer in the case i = i* we
see that they are computed differently. From [BouF23, Lemma 2.8] we know
that the distribution of (A, AR, AU) is statistically close to uniform. Due to
Lemma B we know that there exists a transformation of A to its normal form
with probability 1 — 4kq™/2. Then, with Corollary 7.4 of [LPRI3E; LPRI3a] we
know that (A, Ae) is statistically close to uniform since s > 2ng*/m1+2/(nm1),
Thus, we lastly have to argue about the distribution of the i*th query an-
swer. We will argue that the distribution of €’ is statistically indistinguish-
able from the signature in the real game, when both are conditioned on the
respective values of A, B,D,u. Then, we know that the joint distribution of
pk together with e’ is statistically indistinguishable. Let z be some solution
to A,,.z = u. Let ¢ be some solution to A, ,c = Dm. Let d = Uom}
Then, we know that in the original game the distribution of the i*th signa-
ture o« conditioned on pk is Dji(a, ytz4ds = Dat(a,,)s,—z—a + 2+ d.
If we look at the distribution of e conditioned on the plk generated by B,
we see that its distribution is DAL(AWHZ,S. Thus, the distribution of € is

DA, ytzs +d=Dar(a, . )s—z+2z+dand the distributions of o;- and €
only differ in their center. Therefore, from [LSST4, Lemma 4.2] we know that the
Rényi difference of the two distributions is smaller than exp(an Hd||§ /s?). Then,
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B.1], where W;« is the event that A outputs a valid forgery when given o;«
in the simulation (with changed public keys) and W, is the event that A out-
puts a valid forgery when given €. Thus, we know that the probability v(n)

that A outputs a valid forgery in the stateful-EUF-CMA game is smaller than
(a—1)/«
7)< (explar A /s?) PrWe]) - + negl(n).

What is left to argue is that w is a valid MSIS solution if A outputs a valid
forgery. From the following equation we can see that w is indeed a vector that
maps to 0 for the MSIS challenge.

A..cf =u+Dm*NA,- (e+ [Ur(;l’}> =u+ Dm;-

=A,.0" —Dm* = A, <e + {U?D — Dm;-
&[A|ARJo* — AUm* = [A | AR] <e + {UmD — AUm;-

SA - (I|R](0* —e)—Um*) =0

Now, for w to be a valid MSIS solution, it also must be non-zero and short.

them by s1(R) < /nmi + /nmz + t and $1(U) < /nm; + /nmz + ¢t for

some small ¢. If one wants to use provable bounds, see [TRS23, Section 6.2] for
details. For the norm of e one can show that using [MPT2, Lemma 2.9] that
lle]] < sy/n(mq + mgy) with overwhelming probability. Therefore, we know that

[T R](c" —e) — Um| <si([L[R]) ([[o"] + [le])) + s1(U) [|m]|
g\/l + (/rmy + /g + )2 - (5 + sy/n(my +m2))

+ (y/nm1 + /nms + t)/nms

To show that w is non-zero, we rewrite w = y — Um for some y. Since
we restricted the message space to Rj™\{0}, we know that there is at least
one column of U that influences w. Therefore, the adversary has to predict at
least one column u’ of U in order to somehow produce y, m such that w = 0.
The only places where the adversary might get information about U from are

0
an unbounded adversary C tries to predict u’ from information obtained in the
stateful- EUF-CMA game, we can gamehop the information about U in e’ away
by replacing €’ by a Gaussian sampled vector and analyze the probability of
predicting a column u’ of U given D = AU. Let V denote the view of C in the

D=AUande =e+ (Um> = e + d. However, in a hypothetical game where
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stateful-EUF-CMA game without D, e’.
Priu* =u' :u*+ C(V,D,€),e =e+d]

a—1

= 1
< (Pr[u* =u :u" «C(V,D,e"),e" + Dgr, ] - exp(am |a|® /82)> te

11—«

2 14e
1—c¢

< (negl'(n) - exp(an |[d* /s))
<negl(n)

Here, the first inequality follows from [LSSI4, Lemma 4.2]. Note that we
need the other direction than before, since here we go from a shifted Gaussian
to a non-shifted Gaussian. The second inequality follows from [DRS04, Lemma
2.2]: Since there is one column in D influenced by u’, which has ¢"" = 2knlosa
possible values, and u’ has Shannon entropy He.(u') = log(3™) = my logy(3),
we have

Ho (' | D) > Hy(u') — knlogq
= (knlogq + w(logn))log,(3) — knlogq
= (log5(3) — 1)knlog g + log,(3)w(log n).

Therefore, the probability of guessing a column of U and thus the probability of
w = 0 are negligible. Thus, together with the analysis about the view of A, we
know that the probability that B outputs a valid MSIS solution is greater than

Pr[B wins] > (y(n) — negl(n))* ™" . exp(—ar ||d]| /s2) — negl(n)
> (7(n) — negl(n))*/ ™V - exp(—am) — negl(n)

where the last equation follows since ||d|| < (y/nmy+ /nmz +t)/nmg < s?. O

C.2 Stateful Signatures Based on RSIS, RLWE and NTRU

Our second construction of a stateful ¢-time signature works similar to Construc-
tion B and thus to the construction of [IRS23], but is instead based on RSIS,
RLWE and NTRU. Depending on whether it is advantageous to be based on
MSIS instead of RSIS (i.e. depending on the required degree n of the underlying
ring), this signature scheme can achieve greater efficiency than Construction B
This is because the former signatures use a regularity lemma for hiding, while
the latter signatures use RLWE to hide, which comes at the cost of also needing
the NTRU assumption. We start with defining the NTRU problem.

Definition 32 (NTRU). Let ¢ > 2 and s > 0 and n be a power of two. Let
R = ZIX]/(X™ 4+ 1) and Ry = R/qR. The NTRU problem NTRU, s is to
distinguish between a uniform h < Ry and h = gf ', where f,g + Dy s such
that f is invertible.

We now construct the signature scheme. Note that apart from some param-
eters and dimensions, the scheme is the same as Construction BI.
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Construction 33. Let ¢ > 2 be odd with ¢ = 5 mod 8 and (,m3 > 0. Let
R =Z[X]/(X"+1) and Ry = R/qR. Let the message space be Ry"*\{0}. Let g =

fq%J andg=1[1|g/|...|g° . Let s = n(Z)\/1 +g2\/1 + (V2n++/(n+1)% >
2nq* /2t large enough such that s> > (v2n + /nms + t)/ning. Let f =
syn(2+¢). Let w > 0 and T, = {e € Ro : |le|| = Vw}. Assume there is

some order on the elements of T,,. Call k; the ith element of T, in this order.

— KeyGen(1"): Choose @’ < Ry. Choose R <+ ’Rixlc Choose d + RL*™3,
U Ry Seta=[1]|a]e R Set pk = (a,b = aR,d,u) and sk = R.
Set st = k1.

— Sign(sk, st,m): Set a,,, = [a | b+k;g] and compute o < PreSample(a,;,, —R,
u+dm,s). Set st’ = k;41. Output (k,0, st').

— Vrfy(pk,m, (k,0)): Ifago = u+dm and ||o|| < 8 and k € Ty, output 1.

Lemma 10. For every ppt adversary that makes at most |T,,| signature queries
and wins the stateful-EUF-CMA game with advantage v(n) against Construc-
tion B3, there exists a ppt adversary against RSIS, r 2 g/, where

ﬁ’:\/1+(x/%+J@+t)2~(ﬂ+sJW)+s(@+M+t) Vnms,

o/(a-1)

with advantage greater than ﬁ exp(—ar) (y(n) — negl(n)) —negl(n), if

RLWE, = s and NTRU, = o are hard.

Proof. The proof works similarly to the one in the construction based on Module
SIS by first puncturing the public key at a random tag 7*, generating d and
u differently with secret information, such that the secret information helps
with answering the signature query for 7*. However, similar to the proof in
[Che+T1Y], we show that puncturing the key is indistinguishable to the adversary
not by some regularity lemma, but by the RLWE assumption. To show this, we
temporarily lose the R, with which we generate the signature query answers.
Instead we temporarily introduce an NTRU trapdoor to generate the answers.

We prove this formally with the following game hops. Let Gamey be the
original stateful-EUF-CMA game. Let v(n) be the probability that .4 wins in
this game. Let 4;(n) be the probability that A wins in Game;.

Game; is the same game as Gameg, except that a’ is instead set to a’ = gf !,
where g, f < Dgr, . This is indistinguishable by the NTRU, %, assumption.
Let ynrru(n) be the advantage of some ppt adversary against NTRUg » .
Then, we have that |J0(n) —41(n)| = yvrrU(1).

Games is the same game as Gamey, except that the signature query answers are
generated with the NTRU trapdoor instead of R. In particular, by knowing f, g
we can construct a basis of the lattice defined by a’ such that the norm of its
orthogonalization is 1.17,/q [DLPT4]. Since s > 1.17,/q - w(y/logn), we can use
the GPV preimage sampler [GPVOR] to generate the signature query answers
with a distribution that is statistically close to the distribution of the scheme.
Therefore, we have that |91(n) — 42(n)| = negl(n)
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Gameg is the same game as Games, except that b < Rg. Immediately, this is
indistinguishable by the hardness of normal form RLWE,z s. Let vrrwr(n)
be the advantage of some ppt adversary against RLWE, z s Then, we have

92(n) = A3(n)| = yrLw E(N).

Game, is the same game as Games, except that b = b’ — k;-g, where b’ « Rg
and i* < |T,|. This is indistinguishable since adding a constant to a uniform
value does not change the distribution. Thus, we have |§3(n) — 44(n)| = 0.

Games is the same game as Gamey, except that b = b’ — k;+g, where b’ =
aR € Rg and R « Rixlg This is again indistinguishable due to the hardness of
normal form RLWE, s and we have |4(n) — 45(n)| = yerwre(n).

Gameg is the same game as Games, except that u = [a | b]e and d = aR/’, where
e D2JrC and R’ = D™, Since s > 2nq'/?*" we know from Corollary 7.4
of [L PH 1 36; LBHljn] that this is statistically indistinguishable. Thus, we have

that [55(n) — 46(n)| = negl(n).

Game; is the same game as Gameg, except the i*th signature query is instead
Rm

0
in the proof for Lemma B, we have 45(n) < (exp(ar ||d|| /82)’3/7(71))(&_1)/& <

(exp(am)d7(n)) ™D/ since s2 > (v/2n + /i + t)/ms.

answered with (k;,€e’), where € = e + ( ) With a similar argument as

Gameg is the same game as Gamey, except that on the ith signature query, if
1 # 1, the answer is generated as in the original stateful-EUF-CMA game. With
a similar argument as before, this is statistically indistinguishable. Thus, we have

that [97(n) — 4s(n)| = negl(n).

Gameg is the same game as Gameg, except that a’ < R, is chosen uniformly
random instead. This is again indistinguishable by the NTRU, r o assumption
and we have |[§g(n) — Y9(n)| = ynrrU(R).

Therefore, we know that we can simulate A while having a public key punc-
tured at x;-. In total, we have the following.

¥(n) =5o(n) = Fo(n) Z —4i(n) +4i(n)

<ynrrU () + 2vRLWE(1) + negl(n) + Y5(n)
<ynrrU(n) + 27RLWE(N) + negl(n) + (ex
( )

<ynrrU(N) + 27RLWE(N) + negl(n)+

(exp(am) (ynrru (1) + Jo(n) + negl(n)))*~1/*
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Now we can construct an adversary B against RSIS that simulates A in
Gameg: On input a = [a1 | Go] € Rg, it computes a = a; *a, which is possible
with probability 1—¢"™/? due to Lemma 8. It then simulates A in Gamegy with that
a. When A outputs a forgery (m*, *,0*), B outputs w = [I | R](¢c*—e)—R/'m*.

Having defined this, we can show that with the same arguments as in the
proof of Lemma B, but with & = 1, that if A outputs a valid forgery and the
guess of i* was correct, w is an RSIS solution that is indeed valid, short and
non-zero for a with overwhelming probability. Then, we know that w is also a
valid, short, non-zero RSIS solution for a, since aw = a;aw = 0. Thus we have
Pr[B wins] = ﬁ’?g — negl(n), where the negligible part is influenced by the
probability that a; is invertible and w being non-zero and short.

In total this means B solves RSISg 42,5 with probability greater than

1

Pr[B wins] > | exp(—ar) (y(n) — ywrru (1) — 2yRLWE(n) — negl(n))*/ ™Y

2

|
—INTRU(N) — negl(n)

O

D Normal-Form Module SIS

To prove security of the stateful signatures we construct in Appendix O, we need
to be able to transform MSIS instances to normal-form instances. We present
some technical lemmas that show us when this is possible. This may be of inde-
pendent interest.

Lemma 11. Let R be a finite ring. We denote by
1 := Prla not invertible : a + R)

the probability that an element chosen uniformly at random from R is not in-
vertible. Then

Pr[A has a right-inverse : A < RF**] > 1~k -n.

Proof. We prove the lemma by induction on k. For k£ = 1 the lemma is immediate
from the definition of 7. For the induction step, assume

A = (aij)1<ij<k, where a;; + R for all ¢, j.

By A’ denote the (k — 1) x (k — 1) submatrix of A consisting of the last k¥ — 1
rows and columns of A. By induction hypothesis applied to A’ with probability
at least 1 — (k — 1)n there exists a matrix T’ such that

all koeee 3k
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By further column operations, i.e. another matrix T”, we can further modify A
to obtain

arn +y(A\{an}) * - *
0
A'T/'T/I:
| P
0

where v(A \ {a11}) is a term that depends on the entries in A except a11. Since
a1 is chosen uniformly and independently (from entries in A\ {a11}) at random,

Prlai;; +v(A\ {a11}) is not invertible : a1; + R] < n.

If a11 + v(A \ {a11}) is invertible, then there exists a matrix T with

10---0
0
A'T/'TN‘T/N:
L |
0

ie. T=T - -T".-T" is a right-inverse for A. Summarizing,

Pr[A does not have a right-inverse : A «+ Rka] <
Pr[A’ does not have a right-inverse : A’ - RF=Dx(k=1)14
Prla11 +v(A \ {a11}) is not invertible : a1; < R] < k- n,

which proves the lemma. O

The same arguments as in the previous proof can be applied to left-inverses
and row operations, we obtain

Corollary 3. With the assumptions and notation as in the previous lemma,
Pr[A has a right- and a left-inverse : A «+ R¥**] > 1 -2k .

Lemma 12. Let R and n be as above. Assume matrix A = [A; | Az],A; €
RF¥E Ay € RF*X(=K) s chosen uniformly at random from R¥*"™ n > k. Then
with probability at least 1—2k-n, there is a matriz AY such that for A’ = [Ij, | Al]

AT(A) = AH(A)).

Proof. By the previous corollary, over the choice of A with probability 1 — 2kn
matrix A; has a left- and a right-inverse. As is well-known, if left- and right-
inverses exist, then they are identical. Denote this inverse of A; by Al_1 and
set

A=A A=A A AT A =1 | AT A
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We claim that A1 (A) = AL(A’). Since A-v = 0 implies A’-v = 0, the inclusion
AL (A) C AL (AY) follows. The other inclusion follows analogously by observing
that

ATV A =A AN A=A

O

Next we apply this result to rings Z,[X]/(X™ + 1) for relevant choices of n
and ¢g. To do so we use the following lemma.

Lemma 13. Let n be a power of 2 and ¢ > 16 a prime with ¢ = 3,5 mod 8.
For the ring Ry = R/qR with R := Z[X]/(X™ + 1) we have

2

71 := Prla not invertible : a < Ry| < 73
q'ﬂ

Proof. For n,q as in the lemma, the polynomial X™ + 1 is irreducible over Q
and splits into two irreducible polynomials of degree n/2 modulo ¢. Hence

Rq = ]:Fqn/2 X Fqn/Q,

where F./2 denotes the field with ¢"/? elements. Therefore non-invertible ele-
ments (zero-divisors and 0) in R, are of the form (0,2) or (z,0) for z € Fn/2.
Hence the number of non-invertible elements is 2¢"/2 — 1 and the lemma fol-

lows. O

Combining this lemma together with Lemma [2 then proves Lemma B.

E Standard Security Definitions

E.1 Encryption Schemes

To construct our reputation system, we need a CPA secure encryption scheme
as a building block. For this, we consider a standard syntax definition.

Definition 34. An encryption scheme II consists of the following three ppt al-
gorithms.

— KeyGen(1™): The key generation algorithm on inpul a security parameter n
outputs a tuple of a secret key and a public key (sk, pk).

— Enc(pk,m): The encryption algorithm on input a public key pk and a message
m outputs a ciphertext c.

— Dec(sk, ¢): The decryption algorithm on input a secret key sk and a ciphertext
c outputs a message m.

We say that IT is correct, if for all security parameters n, all (sk, pk) output by
KeyGen(1™), and all messages m, it holds that Pr[Dec(sk, Enc(pk,m)) = m] is
overwhelming in n.
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We define CPA security with a standard definition as well.

IND-CPA 7,4 4(n)

(sk, pk) « KeyGen(1™)
(mo,m1) < A(pk)

¢ <+ Enc(pk, ms)

b+ Alc)

—

W N

Definition 35. We define the advantage of an adversary A against an encryp-
tion scheme II as

Adv(; 7 (n) = [Pr[IND-CPA7_40(n) = 1] — Pr[IND-CPA[ 4.1](n) = 1.

We say that the scheme II is IND-CPA secure if for all ppt adversaries Advgif‘(n)
is negligible.

E.2 Signature Schemes

Another building block we need for the reputation system is an EUF-CMA secure
signature scheme.

Definition 36 (Signature scheme). A signature scheme X consists of the
following ppt algorithms:

— KeyGen(1™) outputs secret key and public key pair (sk, pk).
— Sign(sk,m) outputs signature o.
— Vrfy(pk,m, o) is deterministic and outputs a bit.

We say that X' is correct if for all n € N, all (sk, pk) output by KeyGen(1"™), all
messages m in the message space (which is implicitly defined by the pk), and all
o output by Sign(sk, m), we have Vrfy(pk,m,o) = 1.

The standard EUF-CMA security notion is defined as follows.

Definition 37 (EUF-CMA). A signature scheme X' is existentially unforge-
able under chosen-message attacks (EUF-CMA) if for all ppt A,

Adv%lijMA(n) = Pr[Vrfy(pk,m*,0*) = 1 A A has not queried m* :

(sk, pk) « KeyGen(1"), (m*,c") « ASig"(Sk")(pk)] < negl(n).
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