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Abstract. To build an efficient security system in the post-quantum
era, it is possible to find the minimum security parameters for defending
a fault-tolerant quantum computer by estimating the quantum resources
required for an quantum attack. In a fault-tolerant quantum computer,
errors must reach an acceptable level through error detection and error
correction, which additionally uses quantum resources. As the depth of
the quantum circuit increases, the computation time per qubit increases,
and errors in quantum computers increases. Therefore, in terms of errors
in quantum circuits, it is appropriate to reduce the depth by increasing
the number of qubits. This paper proposes an low-depth quantum cir-
cuit implementations of SHA3 for fault-tolerant quantum computers to
reduce errors. The proposed SHA3 quantum circuit is implemented in
the direction of reducing the quantum circuit depth through a trade-off
between the number of qubits, quantum gate, and quantum depth in
each function. Compared to the-state-of-art works, proposed method de-
creased T-depth and Full-depth by 30.3% and 80.05%, respectively. We
expect that this work will contribute to the establishment of minimum
security parameters for SHA3 in the quantum era.
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1 Introduce

As the world evolves into the information age, data encryption is essential to
protect digital data. Currently, digital data is protected through symmetric
key cryptography (e.g. Advanced Encryption Standard (AES)) and public key
cryptography (e.g. Riverst-Shamir-Adleman (RSA), Elliptic Curve Cryptogra-
phy (ECC)). With the unexpected rapid development of quantum computers,
the safety of existing cryptography is unclear. Grover’s algorithm, proposed by
Lov Grover in 1996 [6] is known to accelerate brute-force attack and pre-image
attack on symmetric key cryptography and hash functions. Shor’s algorithm pro-
posed by Peter Shor in 1994 [12] is known to be able to solve basic problems of
existing public key cryptography, such as factorization and discrete logarithms,
in polynomial time.

In the past, quantum computers were an abstract concept, but many compa-
nies have actually realized fault-tolerant quantum computers, showing the pos-
sibility that they can exist and operate rather than being abstract. To operate
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a quantum computer, it is necessary to achieve certain quantum resources (i.e.
number of qubits, quantum gates) required for operation. When valid quantum
resources meet the requirements for a target cryptographic attack, the cryptog-
raphy is considered to be no longer effective in protecting information. In order
to cope with this, symmetric key cryptography and hash function can maintain
security strength by increasing key and hash length, but it is expected that pub-
lic key cryptography should be replaced with other post-quantum cryptography.
It is also important to establish an efficient security system for symmetric key
cryptography and hash functions by finding the minimum security parameters
safe for fault-tolerant quantum computers. This can be found by estimating the
resources required for an attack through the implementation of quantum circuits
for symmetric key cryptography and hash functions. Since a quantum computer
operates using quantum mechanical phenomena of qubits, it is important to pre-
serve the integrity of the qubit state in the operation. Data can be corrupted
when the value of an unstable qubit fluctuates during calculation due to noise.
To operate a fault-tolerant quantum computer that can tolerate appropriate er-
rors, error correction and error detection for unstable qubits are essential, and
various research is being conducted for these tasks [1, 13, 16, 10].

The number of qubits and the quantum circuit depth are generally inversely
proportional to each other in a quantum circuit implementation. In implement-
ing a quantum circuit, two methods can be considered: reducing the depth of
a quantum circuit by increasing the number of qubits and reducing the num-
ber of qubits by increasing the depth of a quantum circuit. In the era of noisy
intermediate-scale quantum (NISQ), quantum computers are not yet a solid tech-
nology [11], so it’s difficult to name which is the more efficient and optimized
in the quantum circuit. However, researchers need to conduct research in all as-
pects, and this factor is likely to be discussed again when quantum computers
become more realistic. Approaches that increase the number of qubits and de-
crease the quantum circuit depth are more suitable in terms of optimizing the
noise of the quantum circuit. As the depth of the quantum circuit increases, the
operation time of the quantum circuit increases, which affects the increase in the
error rate of the quantum circuit.

With this research motivation, this paper presents an improved low-depth
SHA3 quantum circuit for fault-tolerant quantum computers to reduce errors.
The method of returning the qubit state to its previous state through an inverse
operation and reusing it in the next operation can reduce the number of qubits.
This approach increases errors as the inverse of the function increases depth, so
more resources are used for error detection and error correction. In this paper,
a quantum circuit was implemented by increasing the number of qubits and
reducing the inverse operation process, also a separate attempt was made to
reduce the number of qubits. The overall quantum circuit depth was reduced
by changing the internal operating structure rather than simply optimizing the
depth through the increase in the use of qubits. Therefore, the proposed quantum
circuit is a very efficient quantum circuit in terms of depth of quantum circuit.
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As a result, compared to previous works [2], T-depth and Full-depth are reduced
by 30.3% and 80.05%, respectively.

1.1 Contribution

This paper proposes an improved low-depth SHA3 quantum circuit for fault-
tolerant quantum computers. We worked to reduce the depth inside the quantum
circuit, and as a result, we reduced the T-depth and full depth than previous
works by 30.3% and 80.05%, respectively. The contributions to the proposed
SHA3 quantum circuit are summarized as follows:

Constructively In this paper, the structure of SHA3 was identified and the
quantum circuit was designed in a way to reduce the depth. In the NISQ era, it
is difficult to conclude which implementation is a more efficient quantum circuit.
However, researchers need to research in all directions, and to meet this we
pioneered the direction of reducing errors by significantly reducing the quantum
circuit depth.

In terms of quantum cost (resource trade-off) In a fault-tolerant quantum
computer, error detection and error correction are essential to control errors
that accumulate through the noise, calculation errors, and incorrect operations.
For this operation, additional quantum resources are required. In fault-tolerant
circuits, the error increases as the length of the operation increases, so the error
can be decreased by reducing the depth. Therefore, in terms of errors, it is
more effective to reduce the depth of quantum circuits. The proposed SHA3
reversible quantum circuit shows the result of drastically reducing the depth
through quantum resource trade-off.

Preparing for the Post-quantum era To prepare for the post-quantum era,
it is necessary to find parameters that satisfy security by estimating the resources
required for an attack through the implementation of a quantum circuit for the
target cryptography. Here, finding the minimum security parameters is effective
for an efficient security system. The proposed new direction of SHA3 quantum
circuit implementation can contribute to the study of minimum security param-
eters in terms of depth.

2 Preliminaries

2.1 Quantum Computing

Quantum computers can solve specific problems faster than classic computers by
using the quantum mechanical properties of qubits for operation. In a quantum
computer, data is expressed in qubits, and operations are performed by manip-
ulating the state of qubits through a reversible circuit. The qubit exists in a
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superposition state that is probabilistically 0 and 1 at the same time through-
out the operation until the final measurement. That means being in multiple
states at the same time. Due to this property, the operation for all cases of 0
and 1 can be probabilistically calculated at once, so the calculation speed is fast
and a probabilistic result is output at the last measurement. The measurement
probability for a qubit in a particular state can be described by the probability
amplitude associated with the state.

The superposition of qubits via the Hadamard gate is expressed as:

|ψ⟩ = α|1⟩+ β|0⟩, |α|2 + |β|2 = 1

A qubit in superposition produces one of the eigenvalues of 0 or 1 after
measurement, and it is not known which one it will be before measurement[7]. α
and β mean the probability amplitude, and if |α|2 is 0, |β|2 is 1, and vice versa
holds.

Since all quantum gates used to control the state of qubits are reversible,
inverse operations are possible. The placement of quantum gates is directly re-
lated to the depth of quantum circuits, and many previous studies have been
conducted to reduce the total number and depth of quantum gates by reducing
the number or optimizing the placement of quantum gates used in operation[5,
8, 9, 15, 14, 17]. Representative quantum gates include H gate, X gate, CNOT
gate, Toffoli gate and T gate as follows:

H =
1√
2

[
1 1
1 −1

]
X =

1√
2

[
0 1
1 0

]
CNOT =


1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0



Toffoli =



1 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0
0 0 1 0 0 0 0 0
0 0 0 1 0 0 0 0
0 0 0 0 1 0 0 0
0 0 0 0 0 1 0 0
0 0 0 0 0 0 0 1
0 0 0 0 0 0 1 0


T =

[
1 0
0 eiπ/4

]

As a non-Clifford gate, the Toffoli gate can be decomposed into lower-level gates.
In the proposed quantum circuit, the Toffoli gate decomposed as shown in Figure
1 is used for T-depth estimation. The Toffoli gate includes a non-Clifford T gate,
and the steps of the T gate lead to T-depth. Minimizing the number of T gates
is still important, as non-Clifford T gates have long latency and implementation
cost far exceeds that of Clifford gates in fault-tolerant implementation [3, 4].
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• • • T •

• • T T †

H T † T T † T H

Fig. 1: Decomposed Toffoli gate

2.2 Secure Hash Algorithm(SHA)-3

In 2015, the National Institute of Standards and Technology (NIST) released
Secure Hash Algorithm (SHA3) to replace SHA1 and SHA2. The SHA3 hash
function family consists of four hash functions: SHA3-224, SHA3-256, SHA3-384,
SHA3-512, and two extendable-output functions (XOF): SHAKE128, SHAKE256.
The input data outputs hash results through ’absorbing’ and ’squeezing’ steps
by the sponge structure. SHA3 has a sponge structure, so it outputs a hash value
of a constant length regardless of the input length. In absorbing, a message block
is transformed through XOR and permutation functions, and the transformed
message block is updated by repeating the function f (i.e. Keccak-f[1600, 24])
composed of five steps : θ, ρ, π, χ and ι. The inner operation of function f
is explained in detail in Section 3 with the implementation for SHA3 quantum
circuit.

Pre-image attack A hash function maps data of an arbitrary length to a hash
value of a fixed length. This feature increases the speed of data search as long and
diverse data can be arranged in a certain length. Pre-image is a way to find the
original message when a hash value is given: find M given H for H = hash(M).
A preimage attack is an attempt by an attacker to find the original message
through a hash value. The pre-image resistance of the hash function, which
increases as the hash length increases, has n-bit resistance for an n-bit hash
length. A hash function that is difficult to find a pre-image is defined as a better
hash function. The collision resistance of Secure Hash Algorithm(SHA)-3 is 2n/2,
the pre-image resistance is 2n, and the output length is n=224, 256, 384, 512.
The following Table 1 shows the parameters and pre-image resistance for SHA3
hash function family.
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Algorithm H r c Pre-image

SHA3-224 224 1,152 448 224

SHA3-256 256 1,088 512 256

SHA3-384 384 832 768 384

SHA3-512 512 576 1,024 512

SHAKE128 d 1,344 256 ≥ min(d,128)

SHAKE256 d 1,088 512 ≥ min(d,256)

Table 1: Parameters and pre-image resistance for SHA3 hash function family.
(H : hash length, r : block size, c : capacity)

Quantum Pre-image attack In the worst case, it will take N searches to find
specific data inN unsorted datasets. On quantum computers, Grover’s algorithm
allows it to find specific data in

√
N searches. Grover’s algorithm speeds up pre-

image attacks on hash functions as it can quickly search N data fields to find
an input that outputs a specific hash value in the hash function. Therefore, the
computational complexity O(N) for a brute-force attack in a classic computer
is reduced to the computational complexity O(

√
N) in a quantum computer.

Grover’s algorithm for a pre-image attack is divided into Oracle and Diffusion
operators as shown in Figure 2. This attack is a known plaintext attack (KPA)
that proceeds when the plaintext-ciphertext pairs of the block cipher are known.
Inside the Oracle function, including the hash function: fg(x) = y and the inverse
operation: f†g (x) = y. If the result of fg(x) is y, then x = 1 in Oracle, and the
measurement probability for the state is increased through the diffusion operator
Us = 2|s⟩⟨s| − I. It is known that the state of the correct qubit can be found in
about ⌊π4

√
N⌋ iterations of Grover’s algorithm.



Title Suppressed Due to Excessive Length 7

Oracle Diffusion operator

|0⟩ H

fg

•

f†
g

H X • X H

|0⟩ H • H X • X H

...
... ...

...

|0⟩ H • H X • X H

|0⟩ H • Z Z

|1⟩

Fig. 2: Grover algorithm with fg : {0, 1}n ← {0, 1}n in oracle.

3 SHA3 Quantum Circuit

The data input to the qubit outputs the hash function through the process of

absorbing and squeezing by the sponge structure. In the absorbing process, the

message block is converted through XOR and permutation functions, and the

converted message block is updated by repeating the function f (i.e. Keccak-

f[1600, 24]). The final hash value is output through the squeezing process. The

proposed Improved low-depth SHA3 quantum circuit for fault-tolerant quantum

computers is implemented for all Keccak-f phases. This section describes the im-

plementation of quantum circuits for each function. The SHA3 internal function

f consists of 5 steps as follows and operates as many as 12+2l rounds depending

on the b bits (SHA3: b=1600). The power-of-two word size w is defined as w = 2l

bit, and SHA-3 uses a 64-bit word (i.e. l=6) :

f = ι ◦ χ ◦ π ◦ ρ ◦ θ

In the SHA3 operation, each step of Keccak-f proceeds with a multi-dimensional
bit array structure of data. In the same way, the quantum circuit was constructed
assuming that the qubits were arranged in a multi-dimension bit array along the
structure of each step.

Theta(θ) Theta(θ) is one of the five phases of the SHA-3 (Keccak-k) hash
function. In the θ phase, the data is processed in the 3-dimensional state array
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structure.The result of Σ((x− 1), z)⊕Σ((x+ 1), (z − 1)) saves to (x, y, z) bits.
That is, the final result value is stored in (x, y, z).

C[x, z] = A[x, 0, z]⊕A[x, 1, z]⊕A[x, 2, z]⊕A[x, 3, z]⊕A[x, 4, z], ∀x, y

D[x, z] = C[(x− 1)%4, z]⊕ C[(x+ 1)%4, (z − 1)%w], ∀x and 0 ≤ z ≤ w

R[x, y, z] = A[x, y, z]⊕D[x, z]

(1)

Equation 1 is theta(θ) operation in a classic computer. In classic computer
operation, temporary registers (hereafter referred to as temp) of C, D, and R
are allocated to store intermediate calculation values. Therefore, four 1,600-bit
temp are used. Quantum circuits reduce the use of 4,800 qubits by allocating
one 1,600-bit temp of one state size. The proposed quantum circuit avoids an
increase in depth by not initializing temp qubits through reverse operation in
each round. This scheme allocates a temp qubit to replace the inverse operation
per round.

A |ψ⟩
θ

A
× θ(A)

A′ |ψ⟩

T |0⟩ •
θ(A)

× A

(a) Excluding inverse operation

A |ψ⟩
θ

A
×

θ(A)

θ†

θ(A)

A′ |ψ⟩

T |0⟩ •
θ(A)

×
A

• |0⟩

(b) Including inverse operation

Fig. 3: Quantum circuit for θ.(T : temporary qubits)

Figure 1 shows (a)Excluding inverse operation and (b)Including inverse op-
eration in theta(θ). T represents the temp qubit. Excluding inverse operation:
includes only one θ function in the quantum circuit per round. Including inverse
operation: include the θ function and the θ† function to return the temporary
qubit T to its original state in quantum circuit per round. Including inverse
operation can reduce T qubits, but increases the number of quantum gates and
depth. In an attempt to reduce the depth, Excluding inverse operations was
selected in this paper. Compared to [2], the operation process proposed in this
paper increases the CNOT gate by about 36.36% and reduces the depth by about
71.27% in the θ (Trade-off between quantum gates and depth). In the implemen-
tation of [2], θ† uses the most CNOT gates and increases the depth. About this,
the proposed quantum circuit replaces θ† with the use of T qubits. As a result,
a trade-off occurs between 1,360,000 CNOT gates+25 depth and 1,600 qubits at
θ† per round(increase: qubit, decrease: CNOT gate+depth).

Algorithm 1 shows the operation of our quantum circuit for the theta(θ). In
the input, X and T denote the input qubit and the temp qubit. All operations
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performed by the CNOT gate update T , and T is returned at the end. Compared
to the previous research result[2], the proposed algorithm increases the CNOT
gate but reduces the full-depth in Theta(θ).

Algorithm 1 Quantum algorithm for Theta(θ)

Input: X , T

1: for (i=0 to 5) : for (j=0 to 5) : for (k=0 to 64) :
2: for s=0 to 5 do
3: T [i][j][k]← CNOT(X[(i− 1)%5][s][k], T [i][j][k])
4: T [i][j][k]← CNOT(X[(i+ 1)%5][s][(k − 1)%64], T [i][j][k])
5: T [i][j][k]← CNOT(X[i][j][k], T [i][j][k])
6: end for

return T

Rho(ρ) In the Rho(ρ) phase, the operation proceeds with the lane structure of
the state. The rotation of the index operates according to the set offset inside
each lane. The index rotation operation is as follows in Rho(ρ):

Rho(ρ) : X[x][y][z]← X[x][y][z − (t+ 1)(t+ 2)/2]

where 0 ≤ t ≤ 23,

x
y

 =

3 2

1 0


t 0

1


If this is simply connected to a quantum circuit, a separate reversible gate

is not required, and it is implemented in a way that only changes the physical
position of the qubit without using a SWAP gate for rotation. As a result, there
is no reversible quantum gate used in the Rho(ρ).

Pi(π) The Pi(π) phase is used to permute the values of lanes within the state:
x[3x + 2y][x] ← x[x][y]. Similar to Rho(ρ), there is no reversible quantum gate
used in the Pi(π) phase because it only changes the physical position of the
qubit.

Chi(χ) Chi(χ) is the only non-linear part in Keccak-f. Looking at the results
of quantum circuit implementation, the Toffoli gate was only used in this step.
Therefore, since it is the only internal step to use the T gate, it has the T depth.
Chi(χ) is the process of XOR operation with the result of multiplying the right
two bits in row, and the operation is as follows:

X ′[x, y, z] = X[x, y, z]⊕ ((X[x+ 1]mod 5, y, z]⊕ 1) ·X[(x+ 2)mod 5, y, z])
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This shows the classic Chi(χ) operation. In proposed quantum circuits, oper-
ation results are reflected directly on the target qubit without intermediate temp
qubits to reduce the depth and additional temp qubits. Using the Toffoli gate,
the result of (X[x+1]mod 5][y][z]⊕1) ·X[(x+2)mod 5][y][z] is directly reflected
in the target qubit. The values required to update X[x][y][z] in 0 ≤ x ≤ 4 are
shown in Table 2.

Order Required qubit Update target

x = 0 X[1][y][z] X[2][y][z] X[0][y][z]

x = 1 X[2][y][z] X[3][y][z] X[1][y][z]

x = 2 X[3][y][z] X[4][y][z] X[2][y][z]

x = 3 X[4][y][z] ⊛ X[0][y][z] X[3][y][z]

x = 4 X[0][y][z] ⊛ X[1][y][z] X[4][y][z]

Table 2: The qubit values required to step-by-step update the input of Chi(χ),
⊛ means that it has changed in the preceding calculation.

In order x = 0, 1, 2, there is no problem in updating X, but in x = 3, 4, a
problem arises because the state of the qubits of X ′ and X required for the op-
eration is changed in the preceding operation. (marked with ⊛ in the Table 2).
A method using inverse operation can be considered, but this greatly increases
the depth of the quantum circuit. The proposed quantum circuit allocates qubits
to store the values of X[0][y][z] and X[1][y][z] before operation and maintains
the values. For each round in Chi(χ), this method reduces CNOT gate: about
98.08%, T-depth: about 30.3%, and Full-depth: about 90.08% by using an ad-
ditional 640 temp qubits. Algorithm 2 shows the quantum circuit operation for
Chi(χ).
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Algorithm 2 Quantum algorithm for Chi(χ)

Input: x , T0, T1

1: x[0]← CNOT(X[0], T0)
2: x[1]← CNOT(X[1], T1)

3: for (i=0 to 5) : for (j=0 to 5) : for (k=0 to 64) :
if i==0, 1, 2 :

4: x[(i+ 1)%5][j][k]← X|(x[(i+ 1)%5][j][k])
5: x[(i+ 1)%5][j][k]← Toffoli(x[(i+ 1)%5][j][k], (x[(i+ 2)%5][j][k], x[i][j][k])
6: x[(i+ 1)%5][j][k]← X|(x[(i+ 1)%5][j][k])

if i==3:
7: x[(i+ 1)%5][j][k]← X|(x[(i+ 1)%5][j][k])
8: x[(i+ 1)%5][j][k]← Toffoli(x[(i+ 1)%5 5][j][k], T0[j][k], x[i][j][k])
9: x[(i+ 1)%5][j][k]← X|(x[(i+ 1)%5][j][k])

if i==4:
10: T0[j][k]← X|(T0[j][k])
11: x[i][j][k]← Toffoli(T0[j][k], T1[j][k], x[i][j][k])
12: T0[j][k]← X|(T0[j][k])

return x

Iota(ι) Iota(ι) is the process of XOR operation between Lane(0,0) and the
round constant: T [x][0][0] = T [x][0][0] ⊕ RC[x]. Since RC is a constant, it pro-
ceeds as a classic calculation rather than a quantum circuit. In the CNOT op-
eration on RC and T , since RC is classic data and the input is quantum data,
X gate is performed to T according to the RC value. In this way, the quantum
resources required for RC calculation can be reduced and the use of the CNOT
gate can be replaced with the X gate. (CNOT gate is regarded as a higher-cost
quantum resource than X gate). The quantum resource (X gate) used in Iota(ι)
depends on the constant RC.

3.1 Quantum cost analysis for SHA3

Table 3 shows our quantum resources for Keccak-f function in SHA3, and Table
4 shows quantum resources for our result and Amy et al[2] result for comparison
with previous research.

As shown in Table 3, in the proposed quantum circuit, θ and χ use the
most quantum resources, and 1,600 qubits in θ and 640 qubits in χ are used
for each round. The proposed quantum circuit increases the number of qubits
to reduce the depth of the quantum circuit, resulting in a reduced depth of
each function compared to previous implementations. In the theta operation,
we increased per round the CNOT gate by 36.36% and reduced the depth by
71.27%. In addition, to omit the θ−1 process, 1,600 additional qubits were used
and a trade-off was made to reduce 1,360,000 CNOT gate + 25 depth. A total
of Full-depth is reduced by about 73.67% in theta(θ). In chi(χ), 640 qubits were
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used to reduce CNOT gate: about 98.08%, T-depth: about 30.3%, and Full-
depth: about 90.08% per round(trade-off between qubit and gate+depth). For
the operation of the iota(ι), the classic-to-quantum method reduces the quantum
resources required for RC calculation and replaces the use of CNOT gate with
X gate.

As a result of these efforts, the proposed improved low-depth SHA3 quantum
circuit for fault-tolerant quantum computers reduced the depth of all functions,
reducing the overall quantum circuit depth by about 80.01%.

Function #1qClifford #CNOT #Toffoli #T-depth #Full Depth

θ 0 24,000 0 0 79

ρ 0 0 0 0 0

π 0 0 0 0 0

χ 3,200 640 1,600 23 12

ι 2 0 0 0 1

Round 3,202 24,640 1,600 23 88

Total 76,886 591,360 38,400 552 2,020

Table 3: Quantum resource estimation results for each phase of Keccak-f in
SHA3. (Round: quantum resources per round, Total: quantum resources for full
round)

4 Conclusion

This paper proposed an improved low-depth SHA3 quantum circuit for fault-
tolerant quantum computers. To operate a quantum circuit in a fault-tolerant
quantum computer, it must be corrected to an acceptable level of error through
proper error detection and correction, and quantum resources are additionally
used for this task. In a classic quantum circuit implementation, the number of
qubits and the quantum circuit depth are inversely proportional. Quantum cir-
cuits can be implemented considering both sides, but since quantum computers
are currently an unclear technology, it is difficult to name which one is more
efficient. As the quantum circuit depth increases, the computation time for each
qubit increases, which increases the error. From a noise perspective, it makes
more sense to increase the number of qubits and reduce the quantum circuit
depth to reduce errors. In this paper, we worked to reduce the quantum circuit
depth to reduce errors occurring in cryptography operations. Quantum circuits
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Function #1qClifford #CNOT #Toffoli #T-depth #Full Depth

θ
Our 0 24,000 0 0 79

In [2] 0 17,600 0 0 275

θ−1
Our 0 0 0 0 0

In [2] 0 1,360,000 0 0 25

ρ
Our

(Not used)
In [2]

π
Our

(Not used)
In [2]

χ
Our 3,200 640 1,600 23 12

In [2] 0 14,400 (Not shown) 15 55

χ−1
Our 0 0 0 0 0

In [2] 0 18,880 (Not shown) 18 66

ι
Our 2 0 0 0 1

In [2] 85 0 0 0 24

Total 76,886 591,360 38,400 552 2,020

Total [2] 85 33,269,760 - 792 10,128

Table 4: Comparison of quantum resources for the proposed SHA3 quantum
circuit and the SHA3 quantum circuit in [2].
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were implemented in the direction of reducing the depth through a trade-off be-
tween the number of qubits and quantum gates+depth for each SHA3 function.
As a result, the T-depth was reduced by about 30.3% and the full depth by
about 80.05% compared to the results of previous research. We expect that our
attempts will contribute to the establishment of minimum security parameters
for SHA3 in the post-quantum era.
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