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Abstract. In Addition-Rotation-Xor (ARX) ciphers, the large domain size obstructs
the application of the boomerang connectivity table. In this paper, we explore the
problem of computing this table for a modular addition and the automatic search
of boomerang characteristics for ARX ciphers. We provide dynamic programming
algorithms to efficiently compute this table and its variants. These algorithms are
the most efficient up to now. For the boomerang connectivity table, the execution
time is 4%(n — 1) simple operations while the previous algorithm costs 82(n — 1)
simple operations, which generates a smaller model in the searching phase. After
rewriting these algorithms with boolean expressions, we construct the corresponding
Boolean Satisfiability Problem models. Two automatic search frameworks are also
proposed based on these models. This is the first time bringing the SAT-aided
automatic search techniques into finding boomerang attacks on ARX ciphers. Finally,
under these frameworks, we find out the first verifiable 10-round boomerang trail
for SPECK32/64 with probability 2725 and a 12-round trail for SPECK48/72
with probability 27441%. These are the best distinguishers for them so far. We
also perceive that the previous boomerang attacks on LEA are constructed with an
incorrect computation of the boomerang connection probability. The result is then
fixed by our frameworks.

Keywords: ARX - Boomerang - Automatic Search - SAT

1 Introduction

Differential cryptanalysis [BS91] is one of the most fundamental cryptanalytic technique
in symmetric cryptography. It studies the propagation of difference of the plaintexts, and
establishes the relation between the difference of plaintexts and that of ciphertexts. For
iterated ciphers based on S-boxes, the propagation through the S-box mainly determines the
security against differential cryptanalysis. The propagation for an n-bit S-box is typically
depicted by a 2™ x 2™ table Ty4, named the Differential Distribution Table (DDT).
For any pair (A, Aout), the entry Tya(Asn, Aoyt) stores the number of z € FJ such
that S(z) ® S(z ® Ain) = Ay holds. The entry Tyar(Ain, Aout) in Tyqe means that
the input difference A;, of S propagates to the output difference A,,; with probability
Taar(Ain, Aout) - 27™. The whole table T4 is constructed directly by enumerating all
possible values of A;,, and .

In many cases, there is no differential characteristic with a high probability for the
entire cipher. The boomerang attack framework [Wag99] could be more suitable to the
cipher. This technique aims to concatenate two short differential characteristics to form
a distinguisher covering more rounds. In a boomerang attack, the target cipher F is
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(a) Original attack. (b) Sandwich attack.

Figure 1: Diagrams of boomerang attacks.

decomposed into Ey and FEi, ie., E = E; o Ey, showed in Figure la. Suppose that
there is a differential characteristic (A, Aoyt) with probability p for Ey, and another
one (Vin, Vour) with probability ¢ for E;. Meanwhile, the characteristics cover rg and rq
rounds respectively. Then, under the assumption that these characteristics are independent,
the expected probability of the boomerang distinguisher is

Pr[E_l(E(Xl) @ Vout) S¥ E_l(E(Xl 2] Azn) S vout) = Azn] = p2q2-

The number of rounds covered is rg + 71.

However, pointed out by Murphy, this simple concatenation may result in an invalid
distinguisher [Murll]. Several works have studied the compatibility of two character-
istics [BDD03, BK09, DKS14, Leul2]. Most of the observations are captured by the
sandwich attack framework proposed in [DKS14]. In this framework, the cipher is regarded
as a composition of three parts, i.e., £ = Fj o E,, o Ey, where E,, typically contains
short transformations, depicted in Figure 1b. Two short differential characteristics are
still needed for Ey and F,. For E,,, a short boomerang characteristic is applied whose
probability is

Pm = Pr [Er;zl (Em(Xl) ©® vm) ©® E»rnl (Em (Xl &® Aout) &® vm) = Aout] .

For ciphers based on S-boxes, the computation of this probability is reduced to that of a
single S-box when E,, is a single round. This idea was proposed in [CHPT 18], where the
switching effect was described by a new table of size 2" x 2", called Boomerang Connectivity
Table (BCT). It further enables the automatic search of boomerang characteristics. Similar
to DDT, BCT can also be constructed by enumerating. Later, Orr Dunkelman provided
an improved algorithm to construct the table in O (22) time for an n x n S-box [Dun18].

When BCT meets the Addition-Rotation-Xor (ARX) ciphers, everything become
difficult. ARX ciphers are composed of only three operations: additions modulo 27,
rotations and XOR operations. The rotation and XOR operation are linear operations,
while the modular addition is a nonlinear operation. Following the sandwich attack
framework, the simplest case is that F,, consists of a single modular addition. Under
this circumstance, the modular addition could be regarded as a 2n x 2n S-box, and again
described by the corresponding BCT. In most cases, n is greater than or equal to 16,
leading to a large S-box. Even if the value of n is 16 (a 32 x 32 S-box), the resulting
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Table 1: Comparison of our distinguishers with previous ones.

Cipher Rounds Type Prob. Reference

9 Differential 2730 [SWW21]

SPECKS32/64 10" Differential 273939  [LKK*18]
10 Boomerang 272915 Section 5.1

11" Differential ~ 274431 [SHY16]

SPECK48/72 11 Differential 245 [SWW21]

12" Differential ~ 2746:8 [LKK*18]
12 Boomerang 24415 Section 5.1

* The key-recovery attacks in [SHY16, LKK*18] cover more rounds, but this
paper focuses on the distinguishers on SPECK. Thereby, this table only lists the
best distinguishers.

execution time of computing the whole BCT would be 25 simple operations which is
infeasible. The BCT of a modular addition was first mentioned in [CHP*18], but no
efficient algorithm was given. To the best of our knowledge, only one related work [KKS20]
was published. This work proposed the first practical algorithm, following the differential
analysis of S-functions [MVDP11]. However, the authors of [KKS20] did not merge the
BCT of the modular addition into the Boolean Satisfiability Problem (SAT) models or
Mixed Integer Linear Programming (MILP) models. They selected several differential
characteristics, trying all combinations of them, and checked the validity by their algorithm.
Beyond the idea of the BCT, another tool called ARXtools [Leul2] was proposed based
on the theory of S-functions to study ARX constructions. This tool can be used to detect
incompatibility or compute the probability of a differential characteristic as well as a
boomerang characteristic, but it cannot automate the search of the characteristics.

Our contributions. In this paper, we focus on the computation of BCT, as well as its
variants, and the automatic search of boomerang distinguishers on ARX ciphers. First, we
notice that the entries of BCT can be computed by a dynamic programming algorithm
without using the S-functions. This provides us a new perspective on the computation.
We then extend our new algorithm to efficiently compute the variants of BCT, i.e., Upper
BCT (UBCT), Lower BCT (LBCT), and Extended BCT (EBCT), defined by Delaune
et al. [DDV20]. The time complexities are all linear to the size of the modular addition
(bit-length of an addend). Second, we transform our algorithms into new computations so
that they can be described by the language of SAT. Nonetheless, the existing modelling
methods either target specific ciphers [CHP17] or require computing the whole BCT
and encode it in the models [LS19], which are not workable for the huge BCT of an
addition. We borrow the idea from [BV14] to overcome this difficulty. Based on the new
computations and their SAT models, we propose two automatic search frameworks to
find out boomerang distinguishers with high probabilities. Finally, to verify the power
of the proposed technique, we apply it to the ARX-based block ciphers SPECK and
LEA. Consequently, we find out several new boomerang distinguishers on SPECK. Table 1
compares our distinguishers with previous ones. For SPECK32/64, ours is the first 10-round
distinguisher verified with experiments. The experimental evaluation showed that the
probability is about 272731, We also discuss our results on LEA and those from [KKS20].
Although no improved characteristic was found, a new result is obtained on the previous
one. For the same boomerang switch, the estimation of the probability is 0.710802 from
our framework, while the experimental evaluation gives about 0.71. It is more precise,
compared with 0.661755 in [KKS20]. Furthermore, the comparison of our technique with
ARXtools is carried out, showing that ARXtools performs better in computing probabilities
while ours is more suitable for searching characteristics.
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2 Preliminaries

2.1 Addition and Subtraction Modulo 2"

In this paper, most of the integer values during the analysis are represented as binary
numbers with a fixed bit length which can contain some leading zeros. For such a binary
number z, the i-th bit is denoted as z[i] and x[0] is the least significant bit. The one’s
complement of it is denoted as T whose length is the same as z’s. For example, the binary
number = = 00101 has a least significant bit z[0] = 1, and Z is 11010.

We use H,, to denote an addition modulo 2™ and H,, to refer to a subtraction modulo
2™. When an addition or subtraction is applied to two binary strings, it means respectively
the addition or subtraction of these two binary numbers. For instance, the addition of 001
and 101 modulo 23 is 001 B3 101 = 183 5 = 6 = 110. For the convenience of differential
analysis, the following property is widely used.

2B, y=2®y® carry0, (z,y)
For the subtraction modulo 2™, a trick is applied to derive a similar property:
zBpy=z8,y8,1=2®y®carryl,(z,7).

The functions carry0,, and carryl,, are defined in Definition 1 and Definition 2. The only
difference lies where i is 0.

Definition 1. The carry ¢ = carry0,,(z,y) is an n-bit number computed from two n-bit
number x and y. It is defined recursively as follows.

C[i]_{o i=0
C\(fi—Ayli—1) @ (zli— 1 Acfi—1])) @ (yli — 1 Acfi—1]) i>0

Definition 2. The special carry b = carryl,, (z,y) is an n-bit number computed from two
n-bit number x and y. It is defined recursively as follows.

b[z’]z{l i=0
(z[i — 1 Ayli — 1)) ® (xfi — AB[i —1]) @ (yli — ] Abli —1]) >0

We note that the (i + 1)-th bit of carry0,, (z,y), resp. carryl, (x,y), only depends on
three bits—the i-th bits of z, y and carry0,,(x,y), resp. carryl, (z,y). A function is then
defined for carry0,, and carryl, which concentrates on the bits.

Definition 3. Define a function carry : Fo x Fy x Fy — Fy which is
carry(z,y,¢) = (xAy) & (x A e) @ (y Ac).

This function directly comes from Definition 1 and Definition 2. It takes two bits, x
and y, as well as a carry bit, and outputs the next carry bit.

2.2 Boomerang Connectivity Table and Its Variants

For an n-bit to n-bit S-box, the diagram of how the difference propagates through the
boomerang switch is shown in Figure 2. Let S™! be the inverse of S. The BCT is defined
as

BCT(A,V) = # {a: € Fy}

S7HS(z) B V) &SNSz & A) @ V) = A} .

Given a pair of (A, V), the probability that a right quartet is generated in S is given by
BCT(A,V) 27
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The BCT tool considers the scenario in which the boomerang switch contains only
one S-box layer. However, many works [WP19, DDV20, BHL*20] have shown that a
boomerang switch with multiple rounds is possible which has more than one S-box layers.
Such a switch often results in a better boomerang characteristic. In order to analyse the
switching effect, variants of BCT are used in these works. These variants consider more
differences besides those required by the BCT in the switch. We use the same definitions
from [DDV20] which defines the variants as follows.

Definition 4 ([DDV20]). Three variants of BCT are defined respectively as

S(x)e S(x @A) =4’ }

UBCT(A, A, V) = # {x eFy | .
STH S eV)eS  (SxaA)eV)=A

LBCT(A,V/, V) = # {x € Fy

Sx)e Sz V)=V
STHS(x)eV)eosS(SxaA) V)= A} ’
Sx)eS(xae A)=A'
Sx)yeS(xzaeV')=V
ST S)eoV)e s (SzaA)aV)=A

The BCT table was generalized to the case where S is a modular addition by Cid
et al. in [CHP*18]. They considered the modular addition as a 2n-bit to n-bit mapping,
and redefined a BCT table for it. In this paper, we instead regard it as an S-box which
maps 2n-bit input to 2n-bit output. Illustrated in Figure 3, the input consists of two n-bit
values corresponding to two addends, where || is the concatenation. The left half of the
output is the modular addition of the addends, and the right half is still the second addend.
Formally, this S-box is defined as S(L||R) = (L + R)||R. Differences are represented in the
same form. For example, the difference between X; and X5 is A;||A,, which means that
Xo=X18A=LDOA|RDA,.

Thus, the definition of BCT for an S-box still works for modular addition. In the
definition, we can substitute S with its actual computation, i.e., the modular addition.
The result is

BCT, (A, A,,V;,V,)

= #{(L,R) € F? x F?

EBCT(A, A, V', V) = #{ 2z € F}

(LB, R) & V) B, (R V,))

® <(((L@Al) B, (Re A,)) @vl) B, (R® A, @W)) = Al}.

Figure 2: An S-box in the boomerang switch.



Dachao Wang, Baocang Wang™ and Siwei Sun 5

IV
D GRS 1 SOt ST X,

Al A?:,:".

Yy

(]

SllA | A

Vi (L+ 8| Yy
=@+ ) — J

Figure 3: A boomerang switch on a modular addition.

The subscript n denotes that the modulus is 2. This equation is the same as the one
provided in [CHP™18], but the idea can be easily extended to all variants of BCT.

3 Computing Boomerang Tables for A Modular Addition

In this section, we propose dynamic programming algorithms for computing the entries
of BCT and its variants. Dynamic programming is a classical but significant method in
algorithms. The word ‘programming’ refers to a tabular method [CLRS09]. A dynamic
programming algorithm starts by partitioning the problem into subproblems. The sub-
problems can share some subsubproblems. Each subsubproblem is solved just once, and
the solution is saved in a table for the next occurrence of the same subsubproblem. The
algorithm then combines the solutions in the table to form a solution to each subproblem
and finally to the original problem.

In most of the time, to avoid repeating similar contents, we only illustrate our detailed
idea on BCT. However, we would like to stress that it is not limited to BCT but applicable
to all the variants. The details for the variants are provided in the appendix. Our
explanations use the symbols in Figure 3.

3.1 Computation of BCT
3.1.1 Construct the Dynamic Programming Algorithm

The definition of BCT for modular addition is given in Equation (1). To simplify the
equation, we use c1, c2, by and by to refer to carry0 and carryl in the equation which are
defined as follows.

L,R)

L®R®c1®V,RBV,)
LeA,RDA,)

LOANORODA, ©®ca®V,RODA, &V,)

c; = carryQ,,

by = carryl,,

cg = carry0,,

~ o~~~

by = carryl,,

Note that, similar to Definition 1 and Definition 2, the values of ¢;[i + 1], b1[i + 1], ca[i + 1],
and ba[i + 1] only depend on Li], R[i], Ai[i], Av[i], Vi[i], Vi [i], e1]i], bili], celd], and bald].
By using the properties of the modular addition and subtraction, Equation (1) can be
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rewritten to a simpler form:

BCT, (A A, Vi, V,) = #{(L,R) EFIXFL |1 @by @y @by = o}
or
BCTn(AlvATavlavr)

= #{(L,R) e F? x F} @)

Vi € [0,n— 1], c1li] @ by [i] ® cali] @ bali] = 0}.

That is, given the values of A;, A,, V;, and V,., computing the BCT entry is equiv-
alent to counting the number of (L, R) that satisfies c¢1[i] ® b1[i] ® c2[i] ® b2]i] = 0
for all ¢ € [0,n — 1]. Next, we concentrate on these values of (L, R). Because of the
requirement, the tuple (c1[é], b1[i], c2[i], b2[i]) can take only 8 possible values. We use
a 4-bit string cq[i]||b1[¢]]|c2[é]]|b2]i] to represent the value of the tuple. For example,
(c1[i], b1]7], eald], b2[i]) = 1100 means c¢q[i] = 1, b1[i] = 1, co[i] = 0, and bs[i] = 0. Define a
set SpoT whose elements are only these 8 values:

Sper = {0000,0011,0101, 0110, 1001, 1010,1100, 1111},

Note that this is the only restriction on (L, R). It leads to a special property claimed in
Lemma 1.

Lemma 1. The most significant bits (MSB) of L and R, i.e., Lin — 1] and R[n — 1], can
take arbitrary values.

Lemma 1 is a direct result from Equation (2). For ¢ = 0, ¢1[0] @ b1[0] © c2[0] & b2[0] = 0
always holds according to Definition 1 and Definition 2. For ¢ > 0, as the aforementioned
statement, c¢1[i] ® b1[i] © ca[i] © ba[i] = 0 only restricts the values of L[i — 1] and R[i — 1].
It should be emphasized that L[n — 1] and R[n — 1] are free, since there is no equation on
c1[n], bi[n], e2[n], and ba[n], which gives the lemma.

Remark 1. This property was first used by the boomerang attacks in [BDDO03]. It was
observed again in [CHP 18] where it was facilitated in the MSB switch. However, the
MSB switch only considered the MSB of L. Our lemma claims that the MSB of R can
also be taken into account.

Then, the values of (L, R) are classified by ci[n — 1]||bi[n — 1]||ca[n — 1]||b2[n — 1].
Formally and generally, for any bit length 4, define a function f(i,v) = #5S;(v) where

el b il calilbafi] = v } |

SNOZ%URqEBXM vj € [0,i — 1 ealj] @ b [j] @ calj] @ bali] = 0

Here, the i-bit carry0 and carryl are extended by 1 bit following the definitions of them
respectively. The superscript ¢ of (L*, R") is just to denote that L* and R" are i-bit strings.
Thus, we derive a new computation of Equation (2):

BCTn(Ab A'm vl7 vr)

(Ln—l,Rn—l)
=4x Z #{ n—1 n—1
vESBCT = Fz x FQ

=4x Y #Su1(v)

vESBCT

ci[n — 1[[bi[n — 1][lea[n — 1]||b2[n — 1] = v
Vi € [0,n — 2], e1[§] ® b1 5] @ calj] @ ba2[j] =0
(3)

=4x Z f(n—1,v).

vESBCT
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The constant 4 comes from Lemma 1. Because, for every (L"~1, R"~!) there are 4
difference choices of (L[n — 1], R[n — 1]) to form the values of (L™, R™) and every one of
them is valid.

In the remaining part of this section, we present a dynamic programming algorithm
to compute Equation (3). Based on the idea of dynamic programming [CLRS09], it is
necessary to find out a recursive expression for function f. As a base case, it is already

known that
1 v =0101
0,v) =
1(0,v) {O otherwise

since ¢1[0] = 0, b1[0] = 1, c2[0] = 0 and b[0] = 1, and there is only one (L°, R®) € F§ x F9,
i.e., L° and R are bit strings of length 0.

For all (LTt Ri*T1) € S;41(v) with i > 0, we again partition them into several subsets
according to c¢q[4]]|b1[é]||c2[i]]|b2]i]. The value cq[i]]|b1[7]||c[é]||b2[i] can take only 8 values
in Sgcr, since every (L1, Ri*T1) € S, (v) must satisfy c¢1[i] @ bi[i] @ c2i] ® bali] = 0.
The number of the subsets is 8. Moreover, these subsets are mutually exclusive. This is
because the bits ¢1[i], b1[i], ca[i], and by[i] are uniquely determined by each (L1, Ri*1).

We define a function g to denote the relation among consecutive bits of carries and the
corresponding bits of L, R, A;, A,., V;, and V,.. This function also shows the dependences
among subproblems in dynamic programming.

Definition 5. Define a function g(u, v, z,y, 0, 6,,7, %) € Fa, where u,v € F3, z,y € Fa,
and 0y, 0,7, 7 € Fa. Given the forms u = wug||lu|juz|us and v = vg|lvy||vz]|vs, then
g(uvvvxvyuélvdrvvlv’yr) =1if and Only if:

v = carry(x,y,up);
vy (@YD v DY,y DY, u1);
vy = carry(z © 0p,y © 0y, ua);
(PO DYPO Bva® Y,y Dr DY, uz).

= carry(x

v3 = carry(x
Otherwise, g(uv U, Z,Y, §l7 5’” e ,YT) = 0.

Then, the recursive expression of function f comes out:

fi+1,0)
= #S5i+1(v)
i1 pit1y | Cali FAlloafi + ]HCQ[iH]IIbz[iH]:v
Lt 7RH—
= 2 (6 o el lefilbal -
ueSmor ? 2o lvjelnd,aljl@bl ]@Cz[ @ balj] =

= Y > gluv, Lil, RId), Adlil, Al Vilil, V. [i)
u€SscT L[i],R[i]€F2
‘4 (LY RY) | ealilllba[i)lea[i]|[bald] =
€Ty x Ty | Vjel[0,i—1],c1[j] @by [ ] @ ealf] @ balj] =
= Y > glu,v, LI, RI), Ald], A i), Vilil, Ve[i]) £(iu)

u€Spor L[i],R[i]€F;

= Z f(z,u Z g(uavaL[i]vR[i]aAlmvAr[ﬂavl[i]avr[i])'

u€SBCT L[i],R[i]€F2

It is feasible to enumerate all possible inputs of the function g and compute its outputs,
which can be stored in a table of size 2'* x 1. The cost to construct such a table is cheap.
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To keep simplicity, we define a new function

T(ua'U,Al[iLAr[i]vvl[iLvr[i]) = Z g(uav’L[i]’RHLAIM?Ar[i],vl[iLvr[i])'
L[i],R[i]€F2

It is also computed in advance.
The final expression of f becomes

f(l + 17U) = Z T(uvvaAl[i]’Ar[i]’Vl[ﬂvvr[i])f(i’u)' (4)

uE€SBCT

In the language of dynamic programming, the problem f(i 4+ 1,v) is partitioned into
8 subproblems: f(i,u) for all u € Sper. There are two ways to construct a dynamic
programming algorithm. The direct way is computing f(i + 1, v) recursively while storing
each value of f in a table for later use. We adopt the other way, starting from the base case
and constructing the solution to a ‘bigger’ problem from its subproblems until reaching
f(i+1,v), listed in Algorithm 1.

Algorithm 1 A dynamic programming algorithm to compute f.

1: procedure DP(n,v,A;, A, V,V,.) > The value of f(n,v) where v € Spor
2: Initialize a hash table Ty, such that, for all u € Sgcr, Typ[u] = 0 except that
Ty,[0101] = 1
for alli € {0,1,2,...,n—1} do
Initialize a hash table Tép such that Tép [u] =0 for all u € SpcT;
for all u € Sgcr do
for all v’ € Sgcr do
Look up the value T'(u', u, Ag[i], Ar[d], Vi[i], V.[i]). Assume that it is ¢;
B PR
L po < T(;p;
10: | return Tg,[v];

© P NPT Rw

Theorem 1. In Algorithm 1, assume Lines 7 to 8 are a simple operation. Then the time
complexity is O (n). In particular, the algorithm requires 8%n simple operations.

This algorithm contains three loops which loop n, 8, and 8 times respectively. The table
look-up in line 7 costs just constant time in modern computers. Thus, the time complexity
is shown as Theorem 1. In fact, this algorithm computes all f(n — 1,v) for v € Spcr.
While the fourfold sum of them is BCT,,(A;, A, Vi, V,.), we can simply modify line 10 of
the algorithm to obtain the algorithm for computing entries of BCT. The execution time
of the resulting algorithm is 82(n — 1) simple operations.

3.1.2 Optimize the Algorithm

So far, BCT, (A}, A, Vi, V,.) is computed bit by bit. Given a bit-length n, the top level
for loop in Algorithm 1 is fixed. We focus on the inner loops and improve them with
another property of the function g.

In the beginning, we provide Lemma 2 revealing an important property of the carry.
The correctness is verified directly from Definition 3. This lemma leads to the result that
f(i,v) and f(i,7) can be ‘merged’, formally stated in Theorem 2.

Lemma 2. For x,y,c € Fy, the carry has the following equation.

CaITY(xa Y, C) = CaITY(§7 Y, E)
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Theorem 2. Let Sgop = {0000,0011,0101,0110}. For u,v € Sier, denote

f/(i,’U) = f(iﬂ]) + f(iaﬁ)
and

T'(u, v, Aulil, Arli], Vi[i], Vo [i])
= T(uaval[i]»A H vl[l] V H)+ (u v Al[] AT[Z],VI[’L],VT[Z])

Then, Equation (4) implies

Fli+1,0) = T (u, v, Adfi], A [i], Vali], Vo [i]) £ G, w). (5)
uESL o

Proof. A direct result from Definition 5 and Lemma 2 is
g(u, v, L[i], R[3], At[i], Ar[d], Vili], Vr[i]) = g(w, o, L[i], R[i], Ai[i], Ar[i], Vili], Vi [i]).

Then, for function 7T,

T(u, v, Adld], Ap[i], Vi[i], Ve [i])
= > 9@, L, R[], Afi], A [i], Vili], Vi [d)
LI[i], R[i]€F
= Z g(ﬂ, v, mv ﬂﬂ A [Z]v A, Mv Vi [Z]a Vi [Z])
L[i],R[i]€F2
= Z g(u, v, L[i], R[], A[i], Ar[d], Vi[i], V,[4])
L[i],R[i]€F2

= (u7U7 Al[l]ﬂ Ar[i]ﬂ Vi Mv VTM)

Note that Spop is a special subset selected from Spcr. On one hand, for every
x € Shor, « and T are both in Spcr. On the other hand, for every x € Spor, either
or T is in Spep. Therefore, Spor is a half of Sger and its elements are not the one’s
complement of each other. This gives us the following derivation.

f(i—‘rl,’())—kf(i—l—l,ﬁ): Z T(uaUaAl[iLAr[i]7vl[i]7vr[i])f(i’u)

u€Snor
T GSZ T (u, T, Ag[d], A i), Vi, Vo [d]) £ (i w)
- e; TB(C:,U,Al[i],Ar[z],vl[iwr[i])f(i,u)
+T€; T (@, v, Aili], A [i], Vilil, V. [i) £ (i, )
- e; ;(C:,v,Al[i],Ar[i],Vz[iLvr[i])f(iau)
fi; T (u, v, Ag[d), A i), Vilil, V(i) £ (i, )
- e; TB((Z,%AZ[@‘],A (3], Vu[il, Vo [a]) (f (i, w) + f(i,3))
- gBZCT (T (u, v, Afi], Avld], Vili], Vo [i])

+T(@,v, Afil, Arli], Vilil, Ve [i]) (£, w) + f(3,7)).
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That is,

O

The forms of Equation (4) and (5) are identical. The Algorithm 1 still works for
Equation (5) by replacing the set and the functions with the new ones. In addition,
Equation (3) turns into

BCT, (AL AV, V) =4x Y f(n—1,v). (6)

vESL ot

Since the set Shp is smaller, the execution time of computing one entry of BCT is reduced
to 4%2(n — 1) simple operations.
3.2 Computation of Other Tables

At first, we provide the definitions of UBCT, LBCT, and EBCT for a modular addition,
following the counterparts for an S-box.

UBCTn(Al, Ary vl) VT7 A;)

= #{(L,R) € Fy x F}

(((L B, R)® V)8, (R vr))

® ((((L@Al)ﬁﬂn (R@AT))@VZ) =M (R@AT@VT)) = Ay, "
(LB, R)& (LoA)B, (RoA,)) = A;}.
LBCT, (A1, A, Vi, V., V))
= #{(L,R) € Fy x Fy (((L B, R)® V) B, (R& vr))
(8)

@ <(((L eA)E, (R&A,)) & vl) 5, (R®A, & vr)) — A,

(LeV)B, (ReV,))® (LB, R)= vl}.

EBCT, (A, A, V), V., A}, V))

_ #{(LR) eFy xF} | (LB, R) o V) B, (R V)

o (((woas, (Roa)ev)s, (ke o7,)) A,
(LB, R) & (LoA)B, (RoA,)) =47,
(L& V) B, (REV,)) & (LB, R) = Vz}~

It is clear to see that these tables are based on BCT and have one or two more restrictions
n (L, R). Actually, with a little modification on the dynamic programming algorithm for
BCT, we hence have similar algorithms for computing the entries of these tables. Due to
the limited space, we only take LBCT as an example, showing how to modify the previous
algorithm. The algorithms for UBCT and EBCT can be constructed in the same way.
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After comparing Equation (8) and (1), the new restriction is ((L ® V) 8, (R® V,)) ®
(L8, R) = V. Define the carry of (L& V))H, (R®V,) as

c3 = carry0,(L® V], R® V,).

The (i 4+ 1)-th bit of c3 still only depends on the previous bits of L, R, V], and V,.. This
implies the existence of a recursive expression for LBCT like the one for BCT. Then, the
restriction is rewritten to c3 ¢y =V, & V; ® V,.. Together with ¢; ® by B co & by = 0,
there are only two restrictions on the value of (L, R). For all i € [0,n — 1], the tuple
(c1[d], b1[i], e2]i], bali], csli]) can take only a few values which form a set:

Steer = {00000,00110,01010,01100, 10010, 10100, 11000, 11110,
00001, 00111,01011,01101, 10011, 10101, 11001, 11111}.

This set is constructed by extending every element in Sgpcr by one bit represented for c3
and taking any value of this bit.

During the same derivation of a recursive expression like Equation (4), we define a
function gppcT, similar to function g but specific to LBCT.

Definition 6. Define grpct(u,v,2,y, 81,6, 7,Vr,7;) € Fa, where u,v € F3, z,y € Fo,
and &7, 0r, Vi, Vr, V] € Fa. Given the forms u = wo||u1||ual|us||us and v = vo||vy ||ve|lvg||va,
gLBCT(ua v,Z,Y, 51757“7717’77“77{) =1 if and Only if:

v = carry(x,y, ug);
T DY Dvo DV, YDV, u);
vy = carry(x @ 01,y D 0y, ua);
v3 = carry(z ® 6 Dy D 5 Dva &Y, Y D 0p D Yr, u3);
s D up =7 DY D Yr;
vy = carry(z & v,y & Vr, Us).

(
vy = carry(
(

Otherwise, gLBCT (ua v,7,Y, 617 51”7 Yty Vroy ’YZI) = 0.

As the counterpart of the function 7" in the previous subsection, a new function
Tiser(u, v, Agli], Anli], Vili], V. [i], V][i]) is also defined. Note that we are still able to go
through all possible inputs and compute 71 gcT in advance. Therefore, following the same
idea in Section 3.1.1, the dynamic programming algorithm for LBCT comes out, listed in
Algorithm 2.

Since the rest of the idea and the optimization are almost the same as those in
Section 3.1, the detailed procedure is not explained again here. We only point out that the
size of SppcT decreases to 8. The execution time of the optimized algorithm is 82(n — 1)
simple operations. Moreover, for UBCT and EBCT, the corresponding sets are of size 4
and 8, respectively. The numbers of simple operations that the optimized algorithms spend
are 42(n — 1) for UBCT and 8%(n — 1) for EBCT. For more details, please see Appendix A.

3.3 Observations on the Computations

This subsection presents three observations on the computations of BCT and its variants.
The observations illustrate the relation between previous results and ours as well as basic
properties for constructing models in the next chapter. We only explain the observations
on BCT. For LBCT, UBCT, and EBCT, they have identical results as well.

The first observation is that Equation (4) and (5) can be written as matrix multipli-
cations. Take Equation (5) as an example here. When all the equations for f/(i 4+ 1,v)
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Algorithm 2 A dynamic programming algorithm to compute entries of LBCT.
1: procedure DPigcor(n, A, A, Vi, V., V)

2: Initialize a hash table T}, such that, for all v € Stpcr, Tup[u] = 0 except that
T,,[01010] = 1;

3: for alli € {0,1,2,...,n —2} do

4: Initialize a hash table T(;p such that Tép [u] =0 for all u € SypeT;

5: for all u € SygcT do

6: for all v/ € Sypcr do

7: Look up the value Trgcr (v, u, Ag[i], A[i], Vi[i], V,[i], V][i]). Assume

that it is ¢;

8: Typlul = Ty [u] +t x Typ[u'];

9: B po — T(;p;

10: sum < 0;

11: for all u € SpgcT do

12: Let u be ugl|us ||ua||us ||ug;

13: if uy Dup=Vy[n—1@Vjn—-1]® V,[n—1] then

14: | sum  sum + Typlul;

15: |  return 4 X sum;

for v € Shp combine, they can be replaced with a single matrix multiplication as the
following equation.

£’ (i+1,0000) T’(0000,0000) 7’ (0011,0000) 7”(0101,0000) 7’ (0110,0000) £'(i,0000)
f'(i+1,0011) | _ | 77(0000,0011) 7”(0011,0011) 7”(0101,0011) 7”(0110,0011) £/(3,0011) (9)
f'(i+1,0101) | — | 7’(0000,0101) 77(0011,0101) 7”(0101,0101) 7”(0110,0101) £(3,0101)
f'(i+1,0110) T’(0000,0110) 77(0011,0110) 7’(0101,0110) 7’(0110,0110) wli] f'(4,0110)

A[i], Ayfi], Vi[i], and V,[i] are ignored here because of the limited space. We should
emphasize that each value of function 77 depends on these four bits. The 4 x 4 matrix
is determined by a 4-bit string w(i] = Ay[d]||A.[7][|Vi[i][V,[i], which is denoted by A,
The total number of different matrices is 16. By rearranging the precomputed table for
function T”, a table storing these matrices is obtained. Recall that, for 7 = 0, we have

’(0,0000)

( 0
’(0,0011) _ {0] )
50,0101) 6

’(0,0110)

s

Therefore, the computation of BCT,,(A;, A, Vi, V,.) can use a chain of matrix multiplica-

tions, showed as Equation (10).
n—2
=0

In Algorithm 1, Lines 2 to 9 can then use a multiplication of a matrix and a vector
instead, while the time complexity remains unchanged. This formula is almost identical to
Kim et al’s result [KKS20], except that their matrices are of size 8 x 8, larger than ours.
Consequently, the execution time of their algorithm is 82(n — 1) simple operations. The
smaller matrices not only result in a lower time complexity, but also reduce the size of the
SAT models, which is detailed in Section 4.1.

The second observation is stated in Theorem 3. Before proving this theorem, we provide
2 lemmas on the properties of g as well as prove them.

S

BCT, (A, A, V., V,) =4 x (10)

—_ =
O = OO
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Theorem 3. Given the boolean values §;, 6., v, and 7., for any uw € Sher, the sum
D veSton T (w,v, 61, 0r, Y1, 7vr) is either 0 or 4.

Lemma 3. Given a u € Sgcr and the values of 0y, 6., v, and 7., if there exists values
w € Sper and a,b € Fy such that g(u,w, a,b, d;, 0,7, 7-) = 1, then, for any boolean values
x and y, there exists a v € Spor such that g(u,v,z,y, 0, 0r, v, vr) = 1.

Proof. Let u = ugl|u1||uz|lus and v = vg||vy||vz]|vs. Because of the premise that u,v €
SBcT, it means that ug ® w1 G us P uz = 0 and vy P v1 S vy B vy = 0. According to
Definition 5, the equation for v can be rewritten as

carry(z,y, uo) ® carry(z © y © vo © 1,y D Ve, U1)

@ carry(z @® 8y, y B 0y, uz) B carry(z D 6 DYy ® 6, Dva B,y B0 & ypyuz) (1)
= 0.

It can be further expanded with Definition 3. The resulting equation is very long, so we
are not able to put it here. It is only composed of boolean variables and logical operations,
which can be analysed by tools of boolean functions.

With the help of the BooleanFunction module in the SageMath computer algebra
system [Sag20], we simplify the left side of Equation (11) to z(ug + u1 + us + u3) plus a
boolean polynomial without variables x and y. Since ug + uq + us + ug is 0, all the x and
y are cancelled in the equation. It means that x and y have no impact on the satisfiability
of Equation (11). Thus, if there exists x = a and y = b such that Equation (11) satisfies,
then, for any boolean values x and y, it remains satisfied. Note that the satisfiability of
Equation (11) implies a value of v € Sgcr. Then the lemma is proved. O

Lemma 4. Given a u € Sgor and the values of x, y, &, 0, Vi, and ., for any two
values v, v € SBCT such that v 7& U/) g(ua v, Z,Y, 5[7 57“7 M, ’YT) and g(u? Ulv z,Y, 517 57‘a Rz 77)
cannot be 1 simultaneously.

This lemma is trivial. Let u be ugl|u1||uz|us, v be vg|lv1||ve]lvs and v’ be vf||v]||vh||vs.
Since v # v, there must be a different bit. Without loss of generality, assume that vy # vy.
In contrast, according to Definition 5, we have vy = carry(z, y, ug) and v, = carry(z, y, uo).
However, this is impossible.

Based on Lemma 3 and Lemma 4, Theorem 3 is proved.

Proof. (Theorem 3) The proof starts by expanding the sum to an expression about g.

Z T/(U,’U,(Sl, 5r77la'7r)

vESL o

= Z (T(U7U76la67*7’7l7’y7’)+T(ﬂ7v761557‘7’7la77‘>)

vESL o

= Z (T(uvvv5l757’7’yl7’y7’)+T(u7i7 6[;57’7’)7;77’))

vESL ot

= Z T(u7076l767’7717’yr)

vESBCT

= Z Z g(U,U,x,f%(sla(sra'Ylv’yT)

vESBoT x,yEF,

= > > gluwv,z,y,0,00 %)

z,y€Fy vESBCT

Due to Lemma 4,
Z g(uavaxay75laér7’yla7?“) GFQ' (12)

vESBCT
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If there exists © = a and y = b such that this sum equals 1, then it means that there
must be one and only one v € Sgcor such that g(u,v,a,b,d;,0,,7,7) = 1. Then, with
Lemma 3, we would know that, for any values of = and y,

Z g(uavaz7yvél751’77l777’) = 1

vESBCT

Therefore, the sum ) .o T"(u,v,d;,0,,7,7-) would be 4. Otherwise, for any values of
BCT
x and y, if the sum in Equation (12) is always 0, then }° g . T (u, v, 81, 67,1, Yr) would
BCT

be 0. O

The last observation is that, given a u € Sgcr and the values of §;, §,, v, and 7, if
Zve%c T (u,v, 06, 60, vi, ) is 4, then T'(u, u, d;, 6, Vi, ) must be larger than 0. This
T

is directly observed from the table of T".
Furthermore, when considering the sum s; =3 o f'(i,v),

5; = Z 1 (i,v)

vESL ot

S0 Tuo, Afi— 1], Apfi = 1], Vili — 1], Ve[i = 1) (6 — 1,u)

vESEar UESEaT

S0 T(u, Afi— 1], A — 1], Vili — 1], Vo [i = 1) /(6 — 1,w)

uESLor YEShaT
= > fl-Lu) D T(uv, Afi— 1), A0 = 1], Vi = 1], V. [i — 1]).
uESLor vESL ot

If, for all u € Sgp, we have T" (u, u, A[i — 1], Ay [i — 1], Vy[i — 1], V. [i — 1]) # 0, then

si= »_ flli—1lu)x4

uESLor

=4x Yy fl(i-1u)

u€ESL

= 482',1.

Otherwise, s; is less than 4s;_;. Whether this happens or not depends on the values of
Afi — 1], Ayfi — 1], V)i — 1], and V,.[i — 1]. For those entries in BCT with the largest
value, i.e., 4", they must have s; = 4s;_; for all i € [1,n — 1].

4 Automatic Search of Boomerang for ARX Ciphers

In this section, we propose the automatic search technique for boomerang distinguishers
on ARX ciphers. We start from modelling the switch effect on a single modular addition.
The key problem is how to construct SAT/SMT models for BCT and its variants.

A natural approach would be using an SMT model describing Algorithm 1. The power
of SMT makes this possible. However, the value of an entry can be very large, exceeding
the limitation of most of the SMT solvers. If one tries to take the binary logarithm of the
value, he/she would encounter that it seems impossible, since the corresponding formula
(Equation (10)) is a chain of matrix multiplications. Moreover, the possible values form an
extremely large subset of {0,1,2,...,4"}. Thus, it is impractical to list all the possible
values and encode them like any other models of ciphers based on S-boxes.

As a result, it requires us to develop new models. In the beginning, a model is proposed
to describe all non-zero entries in the tables. With a heuristic strategy, this model is



Dachao Wang, Baocang Wang™ and Siwei Sun 15

Algorithm 3 A dynamic programming algorithm to check an entry in BCT.

1: procedure ISZERO(n, A;, A, V, V)

Initialize a hash table Ty, such that, for all u € Sgcr, Typ[u| = False except that
Tup[0101] = True;

3: for allie€{0,1,2,...,n—1} do

4: Initialize a hash table Ty, such that T} [u] = False for all u € Spcr;

5: for all u € Sjp do

6: for all v’ € S; do

7: Look up the value T} (u', u, Ai[i], Ay [t], Vi[i], V- [i]). Assume that it is ¢;

8: L Typlul = Ty [u] V (A Taplu']);

9: B po — Tép;

10: sum < False;

11: for all u € Sjp do

12:  sum <+ sum V Typ[ul;

13: return sum; > sum is T'rue if the entry is non-zero and False if it is zero.

improved. We should emphasize that our new models give us neither the value of the
entry nor the probability. They just encode the information: ‘non-zero’. That is, they
merely restrict a boomerang switch to a valid switch. We then merge these models into
our automatic search frameworks to find out boomerang distinguishers.

4.1 SAT Models for Any Non-zero Entries

We still consider the case for BCT, but the idea can also be applied to LBCT, UBCT, and
EBCT. According to Equation (6), BCT, (A, A, Vi, V) # 0 implies that there exists a
v € Sior such that f'(n—1,v) # 0. On account of the recursive expression of function f,
it further requires that, for any i € [0,n — 1], there exists a v € S such that f/(i,v) # 0.
Formally, the propagation of this property is computed by

it 10) = max Ty(u,v, Ad], Ari], Vili], Ve li]) (3, ),
UCOpeT

where f(i,u), T} (u, v, Ar[i], Ay [i], Vi[i], V. [i]) € Fy and f](i,u) equals 1 if and only
if f'(4,u) is not zero, and Ty (u,v, Ay[i], Ar[i], Vi[i], V.[i]) is equal to 1 if and only if
T (u, v, Ar[i], Ar[d], Vi[i], V. [i]) is not zero as well. The algorithm to check whether an
entry in BCT is zero or not is listed in Algorithm 3.

Since Algorithm 3 only contains boolean variables and bit operations, it is convenient to
construct the corresponding SAT model. Lines 4 to 9 are transformed into four expressions
as follows.

Vu € SI/BCTv Tép[u] = \/ (Tl;(u/a u, A [l]’ A, [l]’ Vi [Z]’ Vi [Z]) N Tap [ul])
u' €SEar

Note that, the bigger the set Shp is, the more expressions are created in the model.
Meanwhile, the size of Sjor matches the size of the square matrix in Equation (9), and
thereby the smaller matrices are better. Finally, the model is supposed to include the
non-zero entries, so Lines 10 to 13 are modelled by

fo(n—2,0000) V fi(n—2,0011) V fi(n —2,0101) V fi(n — 2,0110) = True.

4.2 A Heuristic Strategy

One of the disadvantages of the model in Section 4.1 is that it contains too many entries
with small values. In cryptanalysis, an attack with high probability is expected. We then
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Table 2: Initial values of k.
bit length (r) BCT LBCT, UBCT, EBCT

16 8 6

24 16 12
32 20 16
48 34 30
64 48 44

decide to make the model to describe only the entries with sufficiently large values. This
idea comes from the concept of a partial differential distribution table in [BV14]. Here,
our model in this subsection can be regarded as a SAT model for a partial boomerang
connectivity table.

As we have already explained in Section 3.3, the largest entries in BCT require that
s; = 4s;_1 for all i € [1,n — 1]. Conversely, if we restrict k out of n — 1 these equations to
be satisfied, the resulting entry would be 4+ multiplying some value ¢. In other words,
the value of the entry would have the form of 4**1¢ where ¢ is unknown. Currently, we do
not have enough knowledge about q. However, our experiments show that this restriction
always forced the model to return an entry with a value around 4*+!. The research on ¢ is
left to future work.

Note that, based on the second and third observations in Section 3.3, s; = 4s;_1 is
equivalent to 7" (u, u, Aj[i—1], A, [i—1], V;[i—1], V,[i —1]) # 0 for all u € Sj . Therefore,
based on the model in Section 4.1, we add 4(n — 1) more boolean variables to indicate
whether T} (u, u, Ai[i — 1], A, [i — 1], Vi[i — 1], V,.[i — 1]) is 0 or not for all u € Sjop and
i € [1,n — 1]. For a bit-position i € [0,n — 2], s;41 = 4s; is satisfied if and only if the
four corresponding boolean variables are set to True. The parameter k is configurable. It
depends on which cipher one is analysing.

During the automatic search, we do not directly set the value of k but restrict its lower
bound. That is, an integer variable is created for k and a new constraint k > ky;, is added.
The larger kj;, is, the smaller part of BCT is contained in the model. However, if k;;, is too
small, the model often returns a small entry in BCT, which is observed in our experiments.
While &, is too large, the model may not contain an appropriate entry. It then implies
that there exists an optimal kj. ki now replaces k, becoming the tweakable parameter.
It is set to be a small value and increases steadily until a desired BCT entry is found. For
LBCT, UBCT, and EBCT, the above idea still works. Our suggestion on initial values of
the lower bounds are listed in Table 2.

4.3 Our Automatic Search Frameworks

Recall that, in boomerang attacks, a cipher E is decomposed as E; o E,, o Ey. The models
for Fy and E; are identical to the differential models. In ARX ciphers, F,, is made up of
only modular additions, rotations and XOR operations. Each modular addition is regarded
as a special S-box. Constructing the model of E,, is similar to constructing that for ciphers
based on S-boxes. It is feasible to handle dependences between modular additions with
our models of BCT and its variants. We do not elaborate the model of E,, here, since it
relies on the specification of the cipher. The details are left to the next chapter. In this
subsection, our main concentration is how to utilize the models in Section 4.2, although
they lack the exact probabilities. We propose two frameworks.

The first one is to search for a boomerang characteristic with a high probability. For
ciphers based on S-boxes, the objective function can be the product of the probabilities
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of Ey, E1, and E,, (or the sum of their binary logarithms). By optimizing it, the model
returns a boomerang characteristic with the optimal probability. However, our model for
E,, only tells us that the probability is probably high according to Section 4.2. To make
use of this information, we propose a two-step framework:

1. Set the product of the probabilities of Ey and E; as the objective function and
maximize it;

2. Compute the probability of E,, according to the information provided by the
boomerang characteristic and then obtain the total probability.

The parameter kj, is tweaked to find a better boomerang characteristic. For every
different kj, the above two steps are repeated. Specifically, k;, = n— 1 gives us an E,,, with
probability 1. If k;, = 0, the model returns any valid boomerang characteristic. Note that,
when ky, is approaching to n — 1, the limited choices of E,, could cause Fy and E; away
from the optimal ones. This is another reason why we recommend to start from a small
kip in the previous subsection. This framework is suitable for searching long boomerang
characteristics or for ciphers with a complicated E,,. In this paper, we show an example
on LEA [HLK*14].

The second framework aims to take advantage of the clustering effect. The complete
model is the same as the one in the first framework. It has three stages, listed below.

1. The objective function is still the product of the probabilities of Ey and E;. Set ki
to 0 and maximize the objective function to obtain a boomerang characteristic. Let
the optimized value of the objective function be ppax. It is an upper bound on the
probabilities of boomerang characteristics in this framework.

2. Set kjp to a proper value and the value of the objective function to be ppax — t.
Let the SAT solver to enumerate all solutions in this model. With the help of a
hash table, it is easy to count the solutions by the input difference of Fy, A;,, and
the output difference of F1, V. In other words, the index of the hash table is
(Ain, Vout), and the value is the number of boomerang characteristics in accordance
with these differential values.

3. Take the record with the largest value in the hash table. This record means that,
given kj, and t, the largest cluster has input difference A;, for Fy and output
difference V,,; for E7. Set kj, to 0 or a smaller value than the one at Stage 2. Set
the value of the objective function to be in [pmax — tp, Pmax], Where t, is a value less
than or equal to the ¢ at Stage 2. Then, let the SAT solver to enumerate all solutions
again under the given A;;, and V,,;. This will give us the probability of the cluster.

The parameters kj;, and ¢ are supposed to be tweaked to obtain a better cluster, while
the parameter t, only affects the precision of the probability. At Stage 2, they affect
the total number of solutions to be enumerated. More solutions lead to a more accurate
result. Nonetheless, more solutions also cause a higher cost of time. Thus, they should be
configured with proper values which are suitable to the hardware and the target cipher. At
Stage 3, the model is given the exact values, A;, and V,,;. This offers more information
about the model to the SAT solver and allows the solver to enumerate much more solutions.
Therefore, we are able to use a smaller kj;, and ¢, which leads to a more precise estimation
of the probability. The precision of the estimation is the advantage over the first framework.

Because of the enumerations, this framework requires more time. Thus, it is applicable
to short boomerang trails or ciphers with a simple F,,. In this paper, we apply it to
SPECK [BSS*13].
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4.4 Comparing the Technique with S-functions

This subsection compares our technique with those based on S-functions since they are
very similar. The concept of S-functions was proposed by Mouha et al. [MVDP11] to
describe several operations in ARX constructions, which is the core part of their general
framework for analysing the ARX-based ciphers.

The boomerang characteristics of ARX-based ciphers can indeed be analysed by the
original technique of S-functions, as Kim et al. have already shown [KKS20]. This
technique requires graph theory, representing the S-functions as a graph, and counting
the paths by matrix multiplications. Appendix C shows an example of this process. In
contrast, the idea in Section 3.1 directly constructs the algorithm from the perspective of
dynamic programming, although it starts from the same property used by S-functions—the
(i 4+ 1)-th state only relies on the i-th state. Our idea is a new view of the property and
can be easily extended to the variants of BCT. Furthermore, this approach is natural,
because the property perfectly matches the key ingredients in dynamic programming, i.e.,
optimal substructure and overlapping subproblems [CLRS09]. This dynamic programming
algorithm also has a graph representation [CLRS09] similar to the S-functions’ where the
function g (Definition 5) is the same as the transition function in S-functions. But our
function g presents how subproblems depend on one another in the algorithm. Thus,
these two approaches are from two different perspectives while reaching the same result.
Moreover, to reduce the sizes of the matrices, Mouha et al. proposed a new algorithm to
find out equivalent states, while ours reveals mathematical properties behind the matrices
and then generates smaller matrices. These properties were not published before.

In addition, it should be pointed out that the property stated in Lemma 2 can explain
more observations about the modular addition. We take the result of the Finite State
Machine (FSM) reduction algorithm from Mouha et al. [MVDP11] as an example. The
key equations in the differential analysis are

Cl@CQZAz@Ay@AZ,
&1 = carry0(z, ),
co = carry0(x ® Ay, y & A,),

where all the variables are represented in n-bit strings. Then, it can be derived that

carry(x[i], y[i], c1[i]) & carry(z[i] ® Ag[i], y[i] ® Ay[i], c2]t])

AL+ 1)@ A+ 1] @ AL[i + 1] (13)

for all ¢ € [0,n—1). Following S-functions technique, the state is defined as S = (¢1]t], c2[i])
and the FSM reduction algorithm outputs two equivalence classes, i.e., {(0,0),(1,1)}
and {(0,1),(1,0)}. This fact is explainable with Lemma 2. For any values a:[ ] and yl[i]
satisfying Equation 13, Lemma 2 implies that

carry(z[i], y[i], c1[i]) @ carry(z[i] ® Az [i], y[i] ® Ay[i], c2]t])
—carry(m, m, W) @ carry(z[i]| ® Ag[i], y[i] ® Ayli], c2t])
:CaHY(Ma ma m) @ CarrY(‘rM @ AIM’ y[z] D Ay[z]a C2 [7’])
—carty(ali], yli}, e1[i) @ carry(efi] ® Agll, li] ® Ay i, cali)
=A i+ 1 @A i+ 1] AL+ 1]

Thus, the number of pairs of z[i] and y[i] connecting states (¢1[i], c2[i]) and (¢1[i+1], ea[i+1])
is equal to that connecting states (c1[i], c2[i]) and (e1[i + 1], ea[i + 1]). The indistinguishable
states are (c1[i], e2[i]) and (e1[é], c2]i]), which forms the equivalence classes.

Rooted in S-functions, ARXtools is an improved and automatic tool to study the

differential properties in ARX constructions. The previous work [Leul2] demonstrates
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the power of this tool in detecting incompatibility and computing the probability of a
characteristic but also points out that it cannot automate the search of the characteristics.
Specifically, several incompatible boomerang attacks are detected automatically, while the
search of boomerang characteristics with high probabilities is absent. Later, another work
by Leurent [Leul3] presents a rebound-like approach to construct differential characteristics
with the help of the ARXtools. However, to the best of our knowledge, this approach
cannot be adapted for boomerang characteristics. On the other hand, when computing the
probability of a complicated boomerang switch, ARXtools has some advantages over ours.
For example, according to [Leul2], the time of solving an S-function is proportional to the
word length. Nonetheless, solving with SAT solvers could be much slower, since SAT is
NP-complete. ARXtools is able to count all the solutions while ours have to discard a lot
of possible solutions following the partial tables due to the speed of SAT solvers. Moreover,
S-functions and ARXtools can be generalized to more cases, but currently our modelling
technique is specific to BCT and its variants.

The automatic search technique in this paper creates SAT models in the benefits of
the hidden properties within the matrices. Although the S-functions analysis gives the
same result as Equation (10) and ARXtools is able to generate the corresponding finite
automaton, they both ignore the properties in Section 3.3. In Appendix D, we provide the
results generated by ARXtools to demonstrate this claim. Therefore, at this moment, we
have not found a way to combine these techniques, which is left to future work.

5 Applications

In this section, we apply our technique in Section 4 to SPECK [BSS™13] and LEA [HLK " 14].
SPECK is the simplest ARX cipher but still secure up until now. LEA is an ARX cipher
approved by the Korean Cryptographic Module Validation Program, and has a more
complicated structure. Boomerang attacks have been considered by the designers of LEA.
Thereby LEA is a proper target for showing the advantage of our technique.

We briefly describe the specifications of the ciphers. Since we do not facilitate properties
of the key schedules, their details are omitted. Then, we explain the SAT models of them
and provide the results of the automatic search. In all our experiments, the CPU is
Intel® Xeon® Silver 4110 CPU @ 2.10GHz, the SAT solver is OR-Tools [Goo21], and the
programming language is C++. OR-Tools has ranked first in most of the categories in
the MiniZinc Challenge® since 2018. Its C++ library is easy to use. We can conveniently
control the number of threads, parameters, and various conditions in the code. Besides, it
is not necessary to transform logical expressions into their algebraic normal forms. All the
source codes are available at https://github.com/ONG/boomerang_search.

5.1 Applications on SPECK

SPECK is a family of lightweight block ciphers which are all ARX ciphers. For word size
n € {16, 24,32, 48,64}, each variant is identified by SPECK2n/mn, where 2n is its block
size and mn is the key size. The value m depends on n. The round function of SPECK is
shown in Figure 4. The rotation constants are « = 7 and 8 = 2 for SPECK32/64, while
a =8 and [ = 3 for the others.

The application on SPECK is straightforward. SPECK is decomposed into three parts,
such that the middle part, F,,, only contains a modular addition. The other parts are
described by the differential models. The model of E,, corresponds to the model for the
BCT in Section 4.2. Nevertheless, we notice that it is feasible to add one more round to
E,,, that is, a 2-round switch, see Figure 5. It gives us a much better result than the
1-round switch. For ciphers based on S-boxes, the probability for switches with multiple

Thttps://www.minizinc.org/challenge.html
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Figure 5: A 2-round switch of SPECK.

rounds is fully studied in [WP19, BHL'20]. Since the modular addition is viewed as an
S-box and each round of SPECK has only one addition, the results on S-boxes are still
correct here. Namely, the probability of the 2-round switch in Figure 5 is

> 27"UBCT(Aw;, Ayi, Y, Vyi,y) - 27 "LBCT (S, Ayira, Vaits, Vyiya, ),

A:vi+1 E]F;
vﬁfi+1 E]F;

where v, d, 7/, and ¢’ are determined by Ax;11 and Vz;11. In other words, the property
of the first modular addition is described by the UBCT, and the second one is described by
LBCT, since they perfectly match Equation (7) and Equation (8). When the SAT model
is constructed, variables are created for Az;; and Vx;,1 without fixing their values. This
allows the SAT solver to enumerate valid values of them, i.e., to do the summation during
searching. Later, the complete model is simply the concatenation of two differential models
and the models for the UBCT and LBCT with dealing the linear operations among them.
We then apply the second framework in Section 4.3 to search for boomerang distinguishers
using the parameters in Table 3.

Specifically, in the first step, SPECK32/64 has puax = 272°, and SPECKA48/72 has
Pmax = 2749, This step is very fast with 10 threads, costing 4 seconds and 34 seconds
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Table 3: Parameters for SPECK.

Cipher Rounds Rounds klb klb
P of Fy of Fy (Step 2)  (Step 3)
SPECK32/64 4 4 8 0
SPECK48/72 5 5 16 0

Table 4: Boomerang distinguishers on SPECK.
—log, Prob.  Input difference  Output difference Time

Cipher Rounds

EST. EXP. of Ey (hex) of Fy (hex) (Step 3)
29.15 27.34 2800 || 0010 8102 || 8108 260s
SPECK32/64 10 29.17 27.39 0014 || 0800 8000 || 840a 77s
20.78  28.43 2800 || 0010 0040 || 0542 498s
4415 - 020082 || 120200 0080a0 || 2085a4  494s
SPECK48/72 12 46.41 - 820200 || 001202 800084 || 8400a0 816s
47.93 - 820200 || 001202 008400 || 00a084 416s

EST.: The estimation of the probability from our automatic search.
EXP.: The probability observed in our experiments.

for SPECK32/64 and SPECK48/72 respectively. In the second step, we find out that
Pmax — t = Pmax 1S not sufficient to provide good trails in both ciphers. Then, the values
of pmax — t are set to 2722 for SPECK32/64 and 2742 for SPECK48/72. The running
time in this step is much longer, since OR-Tools does not allow enumerating with multiple
threads. For SPECK32/64, it costs about 1417 seconds. Meanwhile, one more trick is
applied to SPECK48/72. After 10 hours, the solver cannot find out more characteristics,
and in the next 24 hours, no new characteristic is output. Thus, we just stop the solver
and take the current hash table. During the last step, we notice that there are several
large clusters in the hash table and the time of computing one probability is short, so we
decide to compute and compare the top three of them. For SPECK32/64, pmax — tp is
2736 and, for SPECK48/72, it is 2746, The results are listed in Table 4. Two examples of
the boomerang characteristics are also listed in Appendix B. Finally, we choose the best
ones of them as our main results. However, these improved distinguishers could not result
in better key-recovery attacks than previous results. It is because that the 2-round attack
from Dinur [Dinl4] can turn an n-round differential distinguisher into a (n 4+ 2)-round
key-recovery attack while, to the best of our knowledge, a powerful attack like this is
absent for boomerang distinguishers. Thus, the differential distinguishers in Table 1 still
lead to better key-recovery attacks than ours.

The distinguisher on SPECK32/64 is practical, so we implement it to verify the
correctness. The program randomly selects a pair of plaintexts, following the boomerang
trail to obtain a new pair of plaintexts. Then, it checks the difference of the new pair.
The key of SPECK is also randomly selected. We ran the experiments 2000 times for each
characteristic. As a result, it reported that all the probabilities are slightly larger than the
estimations from our automatic search.

5.2 Applications on LEA

LEA is a block cipher with a 128-bit block, whose key size is 128, 192 or 256. It is an ARX
cipher with a Feistel structure. The states of LEA are separated into four 32-bit words.
Meanwhile, the operations are 32-bit operations. Figure 6 is the diagram of the round
function of LEA.

Let E,, be 1-round LEA, see Figure 7. Since the XOR of the round keys has no impact
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Figure 6: LEA round function.
AX;[0](VX;[0]) AXG[1[(VX[1]) AX;[2](VX;[2]) AX;[3](VX;[3])

.................................................................................................

AXi[0)(VXisa[0]) AXi[1J(VXini[l]) AXin[2(VXini[2])  AXia[3](VXipa[3])

Figure 7: A 1-round switch of LEA. (The symbols for the backward direction are given in
the parentheses.)

on the differences, the round keys are omitted to simplify the diagram. Meanwhile, the
linear operations are simple transformations on the differences, so the focus is how to
model the modular additions. We regard the additions as three parts separated by the
red lines. It is clear that the modular additions share some addends. Thus, we should
carefully construct the model.

Firstly, given the input difference and output difference of the switch, AX;[0], AX;[1],
AX;[2], AX;[3], VX 11[0], VX,1[1], VX,11]2], and VX, ;[3] are known, which also
determines d1, d2, and d3. Assume that VX;[1] and VX;[2] are also fixed. Then, the right
most addition conforms to what the BCT describes (Equation (1)). The probability is
27%BCT(AX;[3], AX;[2], 03, VX;[2]). For the middle one, since the difference VX;[2] in
the backward direction is given besides the other values needed by the BCT, the LBCT is
suitable for it, which has probability 2-LBCT(AX;[2], AX;[1], 82, VX;[1], VX;[2]). For
the same reason, the addition on the left is also described by the LBCT with probability
27 LBCT(AX;[1], AX;[0],01, VX;11[3], VX;[1]). Finally, the model for the switch com-
prises the models for the BCT and the LBCT. If we regard the values of V.X;[1] and VX;[2]
are independent for the additions, the probability is the sum over all possible values of
VX;[1] and VX;[2] of the product of the above three probabilities. Similar to the 2-round
switch of SPECK in Section 5.1, variables are created for VX;[1] and VX;[2]. Later, The
SAT solver will select valid values for them. When we set the solver to the enumeration
mode, it will go through all possible values of them and give us the probability.
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Table 5: The Estimated Probabilities of the Switch in LEA

Method Prob. Time"
[KKS20] 0.661755 221 milliseconds
ARXtools 0.710850 34 seconds
Our SAT-aided Method  0.708521 17 hours
Experimental Evaluation 0.71 17 hours

* All the execution time contain the precomputation phase, e.g.,
computing some tables.

In [KKS20], the authors claimed that the probability can be computed from three
BCTs. However, as our diagram shows, it is impossible to compute such a switch with
three BCTs, due to the missing information about VX;[1] and VX;[2]. To demonstrate
our computation, we set up a SAT model to compute the probability following our idea
above. Note that it is infeasible to directly enumerate all possible values of VX;[1] and
VX;[2]. Thanks to our heuristic strategy in Section 4.2, the parameter k;, can be set to
some value larger than 0, which can eliminate a lot of negligible probabilities to speed up
the computation.

The target switch in the comparison is a boomerang switch reported in their work.
The input difference of the switch is A = 28000200||0002¢000]|00080000||00000001, and the
output difference is V = 80000004 |/80400004|/80400014||80400010. By setting k;, = 16, the
SAT solver returned the probability 0.708521 in about 17 hours. We then tried kj; = 8,
and received the result 0.710802, which is only a slight improvement but costs around 33
hours, so kj;; = 16 is enough. To compare the results, we also implemented a program to
get the approximating probability of the same switch by randomly selecting 23° plaintexts.
The program showed that the probability is about 0.71. Thereby, we believe our model
and computation are correct. In contrast, the estimation in [KKS20] is 0.661755. Thus,
the boomerang distinguishers reported in this work need to be checked carefully. The
security of LEA against boomerang attacks is supposed to be further studied.

In fact, the 1-round switch of LEA is an S-function, which can also be analysed by
ARXtools. The detailed analysis is explained in Appendix C. The results of the experiments
are listed in Table 5. As expected, ARXtools returned the result in a much shorter time
than the SAT solver, which is consistent with the discussion in Section 4.4. This is the
main advantage of ARXtools over our techniques in practical analysis. However, when it
comes to the search of a characteristic, our techniques still work, but ARXtools cannot.
The last but important observation is that our technique can reach a good estimation
approaching the result of ARXtools in a practical time, which indicates the reliability of
the technique.

To search for a boomerang distinguisher for LEA, the first framework in Section 4.3
is chosen. We have also tried the second framework, but the complexity of LEA made it
infeasible to enumerate all the characteristics. The best 15-round boomerang distinguisher
found is exactly the one reported in [KKS20]. However, for 16-round LEA, no boomerang
trail with probability higher than 27'2% was found. When the model takes the differences
given by [KKS20], the upper bound ppax is only 27132,

6 Conclusion

In this paper, we concentrate on the automatic search of boomerang distinguishers on
ARX ciphers. We study the computation of the boomerang connectivity table and its
variants from the perspective of dynamic programming. Based on the algorithms, we use
boolean variables and logical expressions to describe the tables. Then several models for
the propagations in boomerang switches of ARX ciphers are provided. We further propose
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two frameworks powered by SAT solvers, facilitating our models of the tables. These
frameworks for the first time provide the methods to search for boomerang distinguishers
on ARX ciphers. We take SPECK and LEA as the targets in our applications. Several
boomerang distinguishers for SPECK are found, which have not been reported before.
Although no new boomerang distinguisher on LEA is found, we compare our result with
the previous result, showing that our method is more precise.

However, there are some disadvantages of our techniques. First, the computations of
BCT and its variants are not convenient to be modelled. Second, the model for a switch
with more than 2 rounds are too large, even for SPECK. It is infeasible to handle this huge
model in SAT solvers. Third, we can only find out distinguishers with large probability
by our heuristic strategy. The optimal distinguishers are still unknown. These are left to
future work. Finally, computing the probability of a boomerang switch is much slower
than ARXtools. How to combine both of the these tools/techniques is a challenging work.
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A Dynamic Programming Algorithms for The Variants of
BCT

In this section, we provide the details about the dynamic programming algorithms for the
variants of BCT and their optimization.

A.1 LBCT
The definition of LBCT of a modular addition is

LBCT, (A1, A, Vi, V., V))

:#{(L, R)eFy xF3 | (LB, R &V, 8, (ReV,))

e((Lea), (ReA) VI8, (REA,6V,)) = A,

(Lo V) B, (ReV,)) & (LB, R) = vl}.

Compare with the definition of BCT, the additional restriction is ((L & V)8, (R®V,)) ®
(LB, R) = V,. Define the carry of (L& V}) 8B, (R® V,) as ¢3 = carry0, (L& V]|, R&V,).
It can also be rewritten as ¢s ® ¢; = V; @ V| @ V,.. Therefore, for all i € [0,n — 1], the
tuple (cq[i], b1[i], ea[i], ba[i], c3[i]) can only take the values in

Steer = {00000,00110,01010,01100, 10010, 10100, 11000, 11110,
00001, 00111,01011,01101, 10011, 10101,11001,11111}.

Denote the counterparts of functions g, T', and f for LBCT as gypcr, TuscT, and
fuBeT, respectively. Their formal definitions are listed below. Note that definition of
gLBcT is already given in Definition 6.

Definition 7. Define a function TygcT as

Tiser(u, v, Agfi), Ap[d], Vili], V. [i], Vi[i])

= Z gLBCT(uvvvL[i]’R[i]aAl[i]’Ar[iLVl[ﬂ7vrm7v§[i])'
L[i],R[i]€F2

Definition 8. Define a function figcT as

JuBcr(i,v)
bl - v
=# (L', R") €Fy x Fy | Vj €[0,i— 1], c1[j] @ bi[j] @ ealj] @ b2[j] =0
Vi€ [0,i—1],e3)5] @ eald] = Vi[5] @ Vilj] @ V. [4]

Note that some elements in Sygcr may not satisfy csi| ® c1[i] = V[i| ® V][i] ® V,.[4]
for i € [0,n — 1]. We define a new set Qrpct for the given values of V;[n — 1], V,.[n — 1],
and Vj[n —1].

QLBCT = {’UQH’U1||’U2H’U3||U4 S SLBCT | Vo & Vg4 = Vl[n — 1] &) V;[n — 1] D Vr[n — 1}}
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Then, since Lemma 1 still holds here, we have

LBCTn(Al, Ar, vl) V’I‘? v;)

=4
_ _ ci[n — 1]||bi[n — 1]||ca[n — 1]||b2[n — 1]||cs[n — 1] = v
" 17Rn 1
X Z # (e]FnlxlFr)Ll V.]G[O,TL—Q], 1[]]@b1[ﬂ@ []@bg[}:
VEQLBCT 2 2 Vj € [O,n — 2],03[j] ©® Cl[j} = vl[]] P V”]] o Vr[]]
=4 x Z fuBer(n — 1,v).

vEQLBCT

Similar to the recursive expression of the function f, the expression of frpcr is

fueer (i + 1,v)

R crfi + 1)|bafi + 1fleali + 1][b2[i + 1] [|es[i + 1] = v
B (LFLRTY | efill|br[dlllealdl|[bafi]flesli] = u
_uesngcT# € Py x By | V5 € (0,4, e1[5] © bi[j] @ cals] @ ba[j] =
Vi€ [0,i],es[j] @ erls] = Vils] @ [J] V.[j]
= Y > gusor(u,v, LI, R[], Alil, Afil, Vilil, V. [i], Vi[i])

u€SLect L[i],R[i]€F2

crldlloafalllea[i]l[b2[i]lles[i] = u,

iy | il
x # CF Vi€ [0,i— 1], c1[j] @ b1[j] @ c2[j] @ balj] =
272l e0,i— 1], eslf] @ erlj] = Vz[]@vz[]@vr[ﬂ
= Z Z gLBCT(uvva[i]aR[Z]aAlH [i],Vl[i]vVT[i]vvg[i])fLBCT(iau)

u€SLper Lli],R[i]€F2

Z Juser (4, u) Z gusor(u, v, L[], R[i], Ay[d], Ap[i], Vi[i], V. [i], Vi[i]).

u€SLBCT L[i],R[t]€F2

This result has the same form as the one for BCT, but the functions are replaced with
the new ones. In fact, during this derivation, the only impact of the new restrictions is
changing the symbols of the functions and the set. This allows us quickly writing down
the expressions for UBCT and EBCT.

Next, with Lemma 2, we also have grpcr(u, v, L[i], R[i], A[d], A, [i], Vi[i], V. [i], Vi[i]) =
gLt (W, v, L[i], R[i], Ai[t], Ar[i], Vili], Vi [i], Vi[i]). Tt leads to

fiser(i+1,v) Z T ser(u, v, Afd], AL[i], Vilil, Vo [i], Vi[i) flser (i, w)

UESIpoT

where S pep = {00000,00110,01010,01100,00001, 00111, 01011, 01101}, fiperp(isv) =
fuser(4,v) + fuper(4,7), and

TIIJBCT (ua v, Al Mv Ar Mv vl [Z]’ vr [Z]’ v; [7’])
=Tieor(u, v, Afi], A [d], Vi[i], Vo [d], Vi[i]) + Tisor (@, v, Ali], A [d], Vi), V. [4], Vii]).

This is because that Theorem 2 only relies on the invariant of the function g under the
one’s complement of u, v, L[i], and R][i], and this invariant still holds for grpcT. Again, it
enables us to quickly obtain the optimization for UBCT and EBCT.

Finally, the dynamic programming algorithm for LBCT is listed below. The difference
between this algorithm and the one for BCT is the last code about summing up Tgp[u].
It is due to the special subset QrpcT. For UBCT and EBCT, this code conforms to the
corresponding special subset and the others remain almost unchanged.
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Algorithm 4 An optimized dynamic programming algorithm to compute entries of LBCT.
1: procedure DPigcor(n, A, A, Vi, V., V)

2: Initialize a hash table Ty, such that, for all u € S{ g, Tuplu] = 0 except that
T,,[01010] = 1;
3: for alli € {0,1,2,...,n —2} do
4: Initialize a hash table Tj, such that 77 [u] = 0 for all u € Sfpor;
5: for all u € S|z do
6: for all v’ € S{ o do
7: Look up the value T gop (W', w, Ag[i], A i), Vi[i], V. [i], V][i]). Assume
that it is ¢;
8: Typlul = Ty [u] +t x Typ[u'];
9: B po — T(;p;
10: sum < 0;
11: for all u € S{ . do
12: Let u be ugl|us ||ua||us ||ug;
13: if uy Dup=Vy[n—1@Vjn—-1]® V,[n—1] then
14: | sum < sum + Typ[u]
15: |  return 4 X sum;
A.2 UBCT

The definition of UBCT of a modular addition is
UBCT, (A, A, YV, V., A))

:#{(L, R)eFy xFy | (LB, R) @V, B, (RoV,))

® (((L @A) E, (ReA))@eViE, (R&A & vr)) =4,
(LB, R)& (Lo A)E, (RS A,)) = A;}.

Compare with the definition of BCT, the additional restriction is (L H, R) & ((L & A;) B,
(R® A,)) = Aj]. The carries in this equation are already defined, so no new definition is
needed. For all i € [0,n — 1], the tuple (¢1[i], b1[i], c2[i], b2[i]) can still take the values in
Sper- In order to keep the consistency of the symbols, we still defined a new set Sypcr
which is identical to Sgpcr. Like LBCT, a special subset Qupct is defined as follows.

Quscr = {vollvi[|va]lvs € Suscer | vo B va = Aln — 1] & Ajfn — 1] & Ay [n — 1]}

Denote the counterparts of functions g, T', and f for UBCT as guscr, Tusct, and
fuscT, respectively. Their formal definitions are listed below.

Definition 9. Define gugcr(u, v, 2, ¥, 01, 07,71, Ve, 0]) € Fa, where u,v € F3, z,y € Fa,
and d;,0,,7,7,0;, € Fo. Given the forms u = wg||uiljuz|lus and v = vgllv|lve||vs,
gusct (U, v, 2,9y, 01, 0, Y1, Y, 0]) = 1 if and only if:

vo = carry(,y, uo);
@y@vo@%ﬂ@%aul);
vy = carry(x © 0,y © 0y, u2);
vg=cary(z® O DY DI D2 &V, Y DI D Yr, us);
UQ@UOZCSl@(sl/EB(ST.

(
vy = carry(x
(x

OtherWisea JUBCT (U, v,T,Y, 61; 67‘7 Y Yrs 61/) =0.
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Definition 10. Define a function Tygcr as

Tuscr(u, v, Ag[i], Ay[d], Vili], V. [i], Ald])

= Z guscr (u,v, L[i], R[i], A[i], Ali], Vii], V. [i], Ajfd)).
L[i],R[i]€F2
Definition 11. Define a function fypcr as
Juscr(i,v)
ca [t} |ba[e]lle2[2] |b2[i] = v
=#{ (L', R") € Fy x Fy | Vj € [0,i — 1], c1[j] © b1[j] © c2[j] © b2[j] = O
Vi €[0,i— 1], e2[j] @ ex[5] = Aufs] & AYlj] & A [f]
Then, according to Lemma 1, we have
UBCT, (A1, A, V1, Vi A =4 x>0 fuser(n—1,0).
vEQuUBCT

Similar to the recursive expression of the function f, the expression of fypcr is
fuBct (i +1,v)
= Z fUBCT(ivu) Z gUBCT(uvvvL[i]vR[i]vAl[i]a AT[Z]a vl [Z]vv’r[z]aAg[l])

u€SuBcT L[i],R[i]€F2

Next, with Lemma 2, we have gupcr(u, v, L[i], R[i], A[d], Ar[d], Vi[i], V. [i], Ajd]) =

guscr (T, v, L[i], R[i]), Ai[i], A [i], Vi[i], V. [i], Aj[i]). It leads to

fI/JBCT (i+1, U) = Z T[/IBCT (u’ v, A [Z]’ Ay [Z]’ Vi Mv Vi Mv A; [i])f,UBCT(i’ u)

!
u€Sypor

where Sipcr = Spers fiser(d:v) = fuscr(i;v) + fuscr(i, ), and
TIIJBCT (ua v, A Mv A, Mv Vi [Z]’ Vo [Z]’ A; [Z])
=Tupcr(u, v, Aifd], Av[i], Vili], Vi [i], Ajld]) + Tuscr (@, v, Afi], Arfd], Vilil, V. [i], Ajld]).
Finally, the dynamic programming algorithm for UBCT is listed in Algorithm 5.

A.3 EBCT

For EBCT, all the definitions and the algorithm can be viewed as the combination of those
for LBCT and UBCT. They are listed below.

The definition of EBCT of a modular addition is
EBCT, (A, A, V,, V., A}, V)

:#{(L,R) € F} x F}

(LB, R)&V,8, (R&V,))
o ((LoA) B, (ROA,) ©VIB, (ROA, 0 V,)) = A,
(LB, R & (LoA)B, (ReA,))=A],
(Lo V) B, (ReV,)® (LB, R)= vl}.

The set Sggcr is identical to Sp,scT. The subset Qrger is defined as follows.

v®v=Vin-1eVin-1e&V,. In-1
QeBct = {U0|U1||U2|U3||U4 € SEBCT ‘ 0 [ ] il ) [ ]}

vo® vy =An—-18A]n—1]® A [n—1]

The functions ggpcT, TEBCT, and fgpcT are respectively defined as follows.
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Algorithm 5 An optimized dynamic programming algorithm to compute entries of UBCT.
1: procedure DPygcr(n, A, A, Vi, V,, A))

Initialize a hash table Ty, such that, for all u € S{;ger, Tuplu] = 0 except that
T,,[0101] = 1;

3: for alli € {0,1,2,...,n —2} do

4: Initialize a hash table Tj, such that T [u] = 0 for all u € Sypor;

5: for all u € Sz do

6: for all v’ € Sz do

7: Look up the value T{;gop (v, u, Ar[t], Ar[d], Vi[d], V. [i], Aj[i]). Assume

that it is ¢;

8: Typlul = Ty [u] +t x Typ[u'];

9: B po — T(;p;

10: sum < 0;

11: for all u € S{;pcr do

12: Let u be ugl|u ||uz||us;

13: if ug Dup =An—1] @ Aj[n—1] @ A.[n — 1] then

14: | sum < sum + Typ[u]

15: |  return 4 X sum;

Definition 12. Define ggpcr(u, v, 2, Y, 61, 6r, 15 Ve, 6], 7]) € Fa, where u,v € F3, z,y € Fo,
and 4y, 6,71, Yr, 0],y € Fo. Given the forms u = ug||uq ||ua||us||us and v = vo||v1 [Jve||vs|va,
gEBCT(uvvaxa yvéla 6rv’yl7’y7“75[/77l/) = 1if and Ol’lly if:

vg = carry(x, y, ug);

DY DV DVLY DY, uL);

© 1,y © 0, u2);

vg = carry(z ® 0, By & 6, B v2 BV, Y B 0p B Yy, Us);
Uy ®up =Y B D Vr;

vy = carry(z & 7, Y & Y, Ua);

Uy ® ug = 0 H 6 B 6.

(
vy = carry(x
vy = carry(x

Otherwise, JEBCT (’U,, v,,Y, 5l7 57‘» Y, Vrs 51/7 ’Yl/) = 0.
Definition 13. Define a function TggcT as
TEBCT (U, v, Al [Z]a AT [Z]a vl [2]7 v’r‘ [2]7 A; [Z]? v; [ZD

= Z gEBCT(“?UvL[i]vR[i]vAl[i]aAT’[i]avlm’VTM’A;[Z‘]?V;)'
L[i],R[i]€F2

Definition 14. Define a function fgpcr as

feBor(i,v)

crli]l|ba[d][le[d][|b2[d] [|es[i] = v

Vj € 10,4 —1],e1[5] @ bi[j] @ calj] ® bao[j] =0
Vi€ [0,i—1],e3)5] @ erld] = Vi[5] @ Vilj] @ V. [4]
Vi€ [0,i— 1], eals] @ erld] = Auf5] @ ALl5] © A []

=# < (L', R") € Fy x T}

The formula for EBCT, (A, Ar, V;, V., A}, V) is

EBCTH(A“AT,V“V“A;,V;) =4 x Z fEBCT(n—l,U).

vEQEBCT
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We still have the following optimization.

feper(i+1,0) Z Teper(u, v, Afi], Acli], Vili], Vi [i], Ali], Vi) fepor (i, w)

u€SEpor

where Sppor = Stpers fepor(isv) = feser (i, v) + feper(4,7), and

Tipor(u, v, Adlil, Arld], Vili], Ve [i], Ali], Vili])
=Twpcr(u, v, Agli], Ar[d], Vi[d], V. [i], Ajli], Vili])
+ Teper (@, v, Arli], Avli], Vili], Vi [i], Ajli], Vi[i])-

The recursive expression of fggcr is

feBcer(i +1,v)

Z fEBCT(ia U) Z JEBCT (’LL, v, L[Z]’ R[ZL Al [ZL ATM> vl [Z]’ vr [Z]’ A; [Z]’ ;M)

uESEBCT L[i],R[i]€F

The dynamic programming algorithm for UBCT is listed in Algorithm 6.

Algorithm 6 An optimized dynamic programming algorithm to compute entries of EBCT.

1:
2:

i

10:
11:
12:
13:
14:
15:
16:

procedure DPggcr(n, A, A, V,, V., AL V)

Initialize a hash table Ty, such that, for all u € Spper, Taplu] = 0 except that
T,,[01010] = 1;
for alli € {0,1,2,...,n —2} do
Initialize a hash table Tj, such that T} [u] = 0 for all u € Spper;
for all u € Sfper do
for all v’ € Sgzr do
Look up the value T (W, w, Ag[i], Arld], Vili], Vie[4], Ajld], Vi [i]). As-
sume that it is ;
Ty, [u] < T, [u] +t x Typ[u'];
L po — po,
sum < 0;
for all u € Sgpr do
Let u be ugl|us ||ua||us ||ug;
if ug Dup =An—1]® Aj[n—1]® A.[n — 1] then
if uy Pup=V[n—1&Vjn—-1]4 V,[n —1] then
L  sum < sum + Typ[u]
return 4 x sum;
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B Examples of Boomerang Characteristics in SPECK

Two characteristics output by the SAT solver are listed below for SPECK32/64 and
SPECK48/72, respectively.

Table 6: A Boomerang Characteristic for SPECK32/64.
Round Part Left Difference (hex) Right Difference (hex)

1 2800 0010
2 5 0040 0000
3 0 8000 8000
4 8100 8102
5 B 8000 840a
6 - -

7 0a04 0804
8 g 0010 2000
9 ! 0000 8000
10 8000 8002
11 8102 8108

Table 7: A Boomerang Characteristic for SPECK48/72.
Round Part Left Difference (hex) Right Difference (hex)

1 020082 120200
2 900000 001000
3 Ey 008000 000000
4 000080 000080
) 800080 800480
6 008480 00a084
7 En - -

8 009000 000010
9 000080 000000
10 By 800000 800000
11 808000 808004
12 800084 840020

13 008020 2085a4
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C Analysis by S-function

In this section, we present the S-functions analysis of the 1-round switch of LEA in
Section 5.2. To simplify the explanation, the linear operations are ignored as Figure 8
shows.

A[0](V'[0]) ARI(V'2]) A[BJ(V'[3])
] t
A'[oj(v[o) AV A'R2](V[2) ABI(V[3])

Figure 8: A simplified 1-round switch of LEA. (The symbols for the backward direction
are given in the parentheses.)

C.1 Definition of the Probability
Let E,, be the short cipher in Figure 8. The probability of this switch is
Pm = Pr [E;zl(Em(Xl) ® v) @ E;Ll(Em(Xl @ A) & v) = A] )

where Xy = X3 [0]]| X1 [1]]| X1 [2][| X1[3], A = A[0][[A[|AR2]||A[3], and V = VI[0][[V[1][V[2][|V[3].
To use the S-functions technique, this formula should be rewritten in detail. Given X, A,
and V, we calculate AZ using

XQ <— X1 &) A, (14)
Ty« X [0]| (X1 1] + X [O])[[ (X2 2] 4+ Xa [1])] (X1 [3] + X1 [2]), (15)
Ty = X5[0]][(X2[1] + Xo[0])[|(X2[2] 4+ Xo[1]) | (X2[3] + X2[2]), (16)
Up+~Ti eV, (17)
U, T8V, (18)
Zy < U1 [0][[(U[1] = UL [O])] (19)
(U12] = (U2 [1] = UL [0D) (UL [3] = (Uh[2] = (Uh[1] = UA[0)))), (20)
Zy = Us[0][|(U2[1] = U2 [0]) (21)
(U2[2] = (U2[1] = U [0])[[(U2[3] = (U=2[2] — (U2[1] - U=2[0]))), (22)
AZ « 71 ® Zs. (23)
Then, the probability of the switch is redefined as
pm =271 #{X1 €FP?® | AZ = A},
C.2 Constructing the S-Function
Equations (14)-(23) are rewritten on a bit level:
Xaljli - Xall(i) ® ALl for j € (0.3 (29)
0] X, 0], (29

Ti[1][4]  Xa[1][d) @ X1 [0][i] © e [O][d], (

DO
(=)
=
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S[i+ 1] S[i]

Figure 9: A bipartite graph from the S-function.

where carries ¢1[f][0] = ¢2[5][0] = 0 and b1[4][0] = b2[j][0] = 1 for j € [0,2]. Let the states
be

Sli] « (e [0][2], ex [1][4], ex [2][d],
b [0] (4], b [1][2], b [2][z],
c2[0][i], e2(1][4], e2[2][d],
b2 [0][4], b2[1][i], b2[2][4]),

Sli+ 1] + (e1[0][i + 1], ex [1][ + 1], ex [2][2 + 1],

b1[0])[¢ + 1], b1 [1][¢ + 1], b1 [2][¢ + 1],
c2[0][i + 1], e2[1][i + 1], e2[2][d + 1],
ba[O][i + 1], b2[1][i + 1], b2 [2][ + 1]).

Then, Equations (24)-(61) corresponds to the S-function for the probability of the 1-round
switch, as Equation 62.

(AZ[0][7], AZ[1][z], AZ[2][i], AZ[3][i], S[i + 1]) = f(X1,A,V,S[1]),0<i< 32  (62)

C.3 Computing the Probability

In order to derive the formula for computing the probability, a graph is generated from
the S-function (Equation (62)). For 0 < i < 32, every state S[i] is represented as a vertex
in the graph. Each edge is drawn according to Equation (62). Specifically, for every pair
of states, S[i] and S[i + 1], if there are values of X1[0][¢], X1[1][¢], X1[2][7], X1[3][z], A[0][4],
A[1][E], A[2][], A[3][¢], V[0][¢], V[1][i], V[2][i], and V[3][¢] such that AZ[j][] is equal to
A[j][#] for j € [0, 3], then an edge is drawn between vertices S[i] and S[i + 1]. The resulting
graph consists of bipartite graphs each of which contains the vertices S[¢] and S[i + 1].
Figure 9 shows an example of a bipartite graph. Note that, for any bit position 4, there
are 22 values for S[i], which generates 22 different vertices.

According to [MVDP11], the probability is equal to 2712% times the number of the
paths from a state whose values are all zero to any of the 212 vertices S[32]. Let w[i] be

A[OJ][| A ARIEN ABIEVO]E] [V EV 2]E] V3]

Thanks to the nice properties of a bipartite graph, we can use a matrix A,;) = [zx;] to
describe it, where xy; is the number of edges that connect vertices j = S[i] and k = S[i+1].
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Define a 1 x 212 matrix L=[11 ... 1] and a 2!2 x 1 matrix C = [1 0 ... 0]7. Then, the
formula of the probability is

Pm = 27128 LAw[Sl]Aw[BO] T Aw[O] C. (63)

Finally, the FSM reduction algorithm in [MVDP11] helps to reduce the number of states.

ARXtools can automate the above process following [Leul2] and the instructions on
its webpage (https://who.rocq.inria.fr/Gaetan.Leurent/arxtools.html). Our code
is available at https://github.com/ONG/boomerang_search. The program successfully
obtained the probability of the switch in Section 5.2 in 34s, and reported that the exact
probability is about 0.710850.

D Results from the ARXTools

In this section, we present the results from ARXtools to show that it cannot provide the nec-
essary information needed by our technique. The first graph is generated from the command:
“build_fsm -e ‘(((VO+V1)"P2)-(V1"P3))"((((VO"P0)+(V1"P1))"P2)-(V1"P1"P3))==P0’
-t -g”. The second graph is generated from the command: “build_ fsm -e ‘(((VO+V1)"P2)-
(V1"P3))"((((VO"P0)+(V1°P1))"P2)-(V1"P1"P3))==P0’ -d -g”. Please see the next two
pages for the results.


https://who.rocq.inria.fr/Gaetan.Leurent/arxtools.html
https://github.com/0NG/boomerang_search
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