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Abstract. Zero-knowledge proof or argument systems for generic NP
statements (such as circuit satisfiability) have typically been instantiated
with cryptographic commitment schemes; this implies that the security
of the proof system (e.g., computational or statistical) depends on that of
the chosen commitment scheme. The MPC-in-the-Head paradigm (Ishai
et al., JoC 2009) uses the same approach to construct zero-knowledge
systems from the simulated execution of secure multiparty computation
protocols.

This paper presents a novel method to construct zero-knowledge proto-
cols which takes advantage of the unique properties of MPC-in-the-Head
and replaces commitments with an oblivious transfer protocol. The se-
curity of the new construction is proven in the Universal Composability
framework of security and suitable choices of oblivious transfer protocols
are discussed together with their implications on the security properties
and computational efficiency of the zero-knowledge system.
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1 Introduction

An interactive proof system [24] is a two-party protocol for an unbounded prover
and a verifier with the goal of convincing the verifier that a certain statement
is true. Such a proof system must fulfil two properties: (1) completeness, if the
statement is true, an honest prover is able to convince the verifier; and (2)
soundness, if the statement is not true, no (malicious) prover is able to convince
the verifier. A relaxation of an interactive proof system is an interactive argument
system in which the prover is computationally bounded [10].

The notion of zero-knowledge for a proof or argument system, introduced by
Goldwasser, Micali and Rackoff [24], ensures that a malicious verifier interacting

* This preprint has not undergone any post-submission improvements or corrections.
The Version of Record will appear in the proceedings of IMACC 2023 published by
Springer.


https://orcid.org/0000-0002-0147-2566
https://orcid.org/0000-0001-6917-7734
https://orcid.org/0000-0002-3792-4042

2 C. Delpech de Saint Guilhem, E. Ebrahimi and B. van Leeuwen

with an honest prover is not able to learn any information beyond the veracity of
the statement. Generally, such a construction allows for two inputs: the receiver
holds a statement z belonging to some NP Language while the prover holds a
witness w with the intent of proving some relation R about z and w.

Most of the existing zero-knowledge protocols are constructed from commit-
ment schemes, relying on their hiding and binding properties. Furthermore, there
is some evidence that such commitment schemes may be necessary to construct
a zero-knowledge proof system [34]. In this work, we show that a zero-knowledge
protocol can alternatively be constructed from an oblivious transfer protocol.

To obtain a zero-knowledge protocol using oblivious transfers we use the
MPC-in-the-Head (MPCitH) paradigm [27]. In this framework, the prover sim-
ulates a secure n-party multi-party computation (MPC) protocol which verifies
that w is a correct witnes for x. To do this the prover creates an additive sharing
of its witness w, which means that the prover samples w;, for ¢ € [n], uniformly
at random under the condition that w = wy + ws + ... + w,,. The execution
of this protocol assumes n parties, P;, with each party’s private input defined
as w;. The result of the simulation of this protocol is n views {view;};cfn). The
prover then commits to these views by sending them to the verifier. The verifier
responds with some randomly chosen indices I C [n] for which the prover opens
the commitments (view;) thus demonstrating the correct verification of w by
the MPC protocol.

We show, however, that the commitment scheme is unneccesary and one can
obtain a zero-knowledge protocol in the MPCitH paradigm by using an oblivi-
ous transfer protocol instead. Instead of committing to n views {view; };c[,], the
prover, in this OT-hybrid paradigm, engages in an oblivious transfer protocol
which has inputs {view;};c[,) submitted by the prover and I C [n] submitted
by the verifier. At the end of the Oblivious Transfer protocol, the verifier has a
subset of views, which it can then check for consistency. Below, we show how
this gives us a zero-knowledge protocol in the Universal Composability frame-
work [12].

i€l

1.1 Technical Overview

In Figure 3 we describe an MPC-in-the-Head protocol which realises the zero-
knowledge proof functionality described in Figure 1 in the For-hybrid model
(see Figure 2). Due to the arbitrary number of parties that the verifier can
choose to open (as long as it does not break the secrecy of the MPC protocol)
we use an arbitrary k-out-of-n OT functionality.

We prove the UC-security of our protocol and show that its security holds in
the For-hybrid model. First, the completeneness of the proof follows from the
correctness of the MPC protocol; if the latter is perfectly correct, then so is the
resulting proof system, in the For-hybrid model.

Secondly, the soundness of the proof system holds unconditionally in the
For-hybrid model since a malicious prover is caught whenever its cheating be-
haviour is observed in the MPC protocol by the verifier; here, the robustness of
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the MPC protocol matters, since a robust MPC protocol will still output a cor-
rect rejection of an invalid witness despite a certain number of cheating parties.
The property we prove is in fact knowledge soundess since the definition of the
ZK functionality requires a valid witness to be provided in order to inform the
verifier of a valid proof. The UC simulator of our security proof is therefore able
to extract a valid witness (with some soundness error) in cases where a malicious
prover is able to make an honest verifier accept.

Finally, the zero-knowledge property of the proof system follows from the
privacy property of the MPC protocol which guarantees that no information is
learnt about a secret-shared witness when too few shares are known. Since the
OT functionality guarantees that exactly k views out of a possible n will be
opened, even for malicious verifiers, the k-privacy of the MPC protocol guaran-
tees malicious-verifier zero-knowledge for the proof system.

When instantiating our protocol with a specific oblivious transfer protocol
to realise For, the security type (perfect, statistical or computational) of the
OT protocol must then also be taken into account to establish the final security
guarantees of the proof (or argument) system.

To this effect, in Section 4 we list several OT protocols that could be suitable
to instantiate our protocol. Given that generic k-out-of-n OT protocols are more
difficult to come by in practice, we discuss several options to use simpler 1-out-of-
n and even 1-out-of-2 OT protocols based on existing efficient MPCitH protocols
from the literature.

1.2 Comparison and Theoretical Value

We discuss how our work differs from the existing zero-knowledge constructions
and how it contributes to the theoretical research regarding the round complexity
of zero-knowledge protocols.

1. Given that the rewinding proof technique is troublesome in the quantum
setting [2], our work benefits from straight-line extraction, especially since
using rewinding of the adversary to prove UC-security of OT protocols is
also not allowed. This would be beneficial to construct post-quantum zero-
knowledge protocols.

2. The round complexity of a zero-knowledge protocol has been a topic of re-
search since the introduction of the zero-knowledge notion in 1989 (see Ap-
pendix A for a brief survey). However, the round complexity of post-quantum
zero-knowledge protocols is a recent research direction and it is not as de-
veloped as in the classical case.> We emphasize that our approach in this
paper would be valuable to construct a constant-round post-quantum zero-
knowledge protocol since the round complexity of our protocol depends on
the (post-quantum) implementation of the OT functionality and it benefits
from a straight-line extraction.

3. We prove the zero-knowledge in the Universal Composability framework [12].

3 Even with some (apparently) contradictory results: the impossibility [13] and the pos-
sibility [32] of constructing constant-round post-quantum black-box zero-knowledge.
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2 Preliminaries

This section introduces notations and recalls standard definitions.

2.1 Notation

We denote by A the security parameter. For elements n € Z we denote by [n] the
set of integers {1,...,n}. We say that a function f : N — N is negligible if, for
every positive polynomial p(-) and all sufficiently large integers k it holds that
fk) < Wlk)' We abbreviate a probabilistic polynomial time machine by PPT.

For any element a € K, we will denote a random sampling of a from a
distribution D, as a < D,. Furthermore, we shall denote by U, the uniform
distribution with variance «. If an element a is drawn uniformly random from
a set, or according to a protocol, A, where the distribution used to sample from
A is known, we may abbreviate by writing a < D4.

2.2 Zero-Knowledge Proof and Argument Systems

For an NP language £, we denote by R the relation consisting of pairs (z,w)
such that z is an instance in £ and w is a corresponding candidate witness. In
an interactive proof or argument protocol, a prover wishes to demonstrate that
some NP statement x € £ is true using a valid witness w such that (z,w) € R.

The proof or argument protocol is correct if an honest prover always suc-
cessfully convinces an honest verifier of the veracity of a true statement. The
protocol is sound if a malicious prover cannot convince an honest verifier that
a false statement z* ¢ L is in fact true; it is additionally knowledge sound if
a malicious prover cannot convince a verifier even of a true statement x € L
without knowing at least one valid witness w such that (x,w) € R.

For both notions of soundness, it is tolerated that a malicious prover can
successfully convince an honest verifier with a negligible probability called the
soundness error. If this error is negligible even for computationally unbounded
malicious provers, then the protocol is called a proof system; if the soundness
error is negligible only for PPT malicious provers, then the protocol is called an
argument system.

A proof or argument system can also be zero-knowledge (ZK) if the interac-
tion of an honest prover with a verifier reveals no information about the witness w
other than its validity. This property can hold against either honest verifiers or
fully malicious ones.

UC-secure ZK systems for circuit satisfiability. This work focuses on UC-secure
protocols for proving in zero-knowledge the satisfiability of an arbitrary circuit C.
We assume that the reader is familiar with the terminology of UC security and
proofs [12]. In Figure 1 we recall the zero-knowledge functionality [16].

In this figure, C' is a circuit, with format depending on ty, such that for a
given z, Cp(w) = 1 & R(z,w) = 1. At the end of the protocol, the verifier
then accepts or rejects the proof. We denote by (P(z,w),V(x)) = b, b € Fo,
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The ZK Functionality: Fzx

The functionality runs with a prover P, a verifier V, and an adversary A.
It is parameterized by ty = {Boolean, Arithmetic}

Proof: On input of (sid, prove, P, V, C, ty, w) from the prover, compute y = C'(w) €
{0, 1}, send (prove, C') to V and A, and store (C,y).

Verify: On receiving (sid, verify, C, ty) from V, query A; If A returns fail, or if (C,y)
has not been stored, send (sid, C,0) to V. Otherwise, send (sid, C,y) to V.

Fig. 1. Ideal functionality for circuit-based ZK proofs

the verifier’s decision such that b = 1 means the verifier accepts and otherwise
rejects.

While not explicitly defined in the functionality, the knowledge soundness
and zero-knowledge properties of a protocol that securely UC-realizes Fzk fol-
low from the different proof cases. Namely, knowledge soundness follows from
security against a malicious prover: the UC simulator must input (C,w) to Fzk
acting as the ideal-world malicious prover such that Fzx then induces the ideal-
world verifier to accept or reject the proof with the same distribution as the real-
world verifier. The simulator must then extract the witness (valid or not) from
the real-world malicious prover and this simulation will fail (i.e., the ideal-world
verifier will reject a false statement when the real-world verified will incorrectly
accept it) exactly with the knowledge soundness error of the protocol.

Similarly, zero-knowledge follows from the security against a dishonest veri-
fier: the UC simulator must produce a protocol transcript, without knowledge of
the witness (only of its validity), that cannot be distinguished as a simulation.

2.3 Oblivious Transfer Protocols

Oblivious Transfer (OT) is a well known primitive within cryptography, which
has been extensively researched since its introduction by Rabin [36]. In an OT
Protocol a sender, S, and a receiver, R, execute the transfer of a subset of
messages, m = {mq, ..., mi_1}, out of a total set of n messages. Depending on
the protocol these messages could be bits or strings. Generally OT protocols are
divided, broadly, into three different categories depending on k and n: (k,n) =
(1,2), (k,n) = (1,n), and k,n € N,k < n. For an Oblivious Transfer protocol to
be secure the following two properties have to be obtained:

— Sender Security: Upon committing to n messages, mq,...,m,, the sender
is assured that R receives no more than k messages and will only learn the
contents of these k& messages.

— Receiver Security: Upon committing to the k indices I, I C [n], the receiver
is assured that S does not learn which messages the receiver has learnt.

In [14] they define a 1-out-of-n OT protocol which is easily adapted to the
k-out-of-n variant. We describe this adapted variant in Figure 2. As you can see
this is exactly what we would expect from an OT protocol.
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The k-out-of-n OT functionality For

The functionality runs with a sender S, a receiver R, and an adversary A.
Commit: On input of (sid,commit,S, R, (c1,...,¢n)) by S, store (sid,c1,...,¢n)
and send (sid, ready) to A

Abort: On receipt of (sid, ready) A sends (sid, b) to For where b € {0,1}. If b =1
abort the functionality, else proceed.

Query: On input of (sid, query, S, R, I) by R, check if for every 4,5 € I : i # 7 and
|I| = k, moreover check if (c1,...,cn) are stored. Then do one of the following:

— If I does not fulfill the requirements return L to R.
— If no values are stored, do nothing.
— Else send ({ci}icr) to R

Fig. 2. Ideal functionality for k-out-of-n OT.

2.4 MPC

In this paper the standard definitions of MPC from the literature will be followed,
[11,20,27]. To this extent let n be the number of parties and let P = {Py,..., P, }
be the set of identified parties. A public input = is known to all parties, while
each party individually supplies their private input w;. To securely realize an n-
party functionality f, f takes as input (z,ws,...,w,) and produces n outputs.
Any protocol, II, takes as input the party that wishes to execute the protocol,
P;, their private input, w;, their random input, r;, and the public parameter x,
and possibly a security parameter k in the case of statistical or computational
security. Moreover, for the protocol called in round j + 1, the protocol will
additionally require the messages that P; received in the previous j rounds. The
protocol will then output n messages, and, if required, a broadcast message.
Specifically, if the broadcast message of IT is abort then the protocol terminates
immediately, only outputting P;’s local output. Throughout the execution of a
protocol the view of a player P;, denoted view;, is constructed. This view includes
w;,ri, and the messages that P; received during the execution of II. The following
definition follows naturally:

Definition 1. Let view; and view; be produced by protocol II with respect to
some public input r. Then two views can be called consistent if the outgoing
messages implicit in view; are identical to the incoming messages reported in
view; and vice versa.

Note that this is a natural definition as we can take view;, IT, and x and
reconstruct the local output for P; and the messages sent. In [27] it is shown that
there is no difference between consistency of the views from a global perspective
and a local perspective.

Lemma 1 (Lemma 2.3, [27]). Let II be an n-party protocol with public input
x. Let {viewy,...,view,} be the set of (not necessarily correct) views. Then for
any i,j € [n], it holds that view; and view; are consistent with respect to II and
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x if and only if there exists and honest execution of II with public input x in
which view; is the view of P; for every i € [n].

For our MPC constructions we will consider both the semi-honest and the
malicious models. For the semi-honest model, also known as "Honest, but curi-
ous", the parties will execute a protocol I as is prescribed, however the parties
will attempt to learn more information from the protocol than is intended to.
In the malicious model such restrictions are lifted and the parties are allowed to
act arbitrarily in regards to the protocols and each other.

In the semi-honest case security can be broken into the following two prop-
erties:

Definition 2 (Correctness (Definition 2.4 [27])). We say that II realize a
deterministic n-party functionality f(x,wn,...,w,) with perfect (resp., statisti-
cal) correctness if for all inputs x, w1, ..., w, the probability that the output of
some player is different from the output of f is 0 (resp., negligible in \), where
the probability is over the independent choices of the random inputs r1,...,7y.

Definition 3 (t-Privacy (Definition 2.5 [27])). Let 1 < t < n. We say
that Il realizes f with perfect t-privacy if there is a PPT simulator Sim such

that for any inputs x,wi,...,w, and every set of corrupted players T C [n],
where |T| < t, the joint view Viewr(x, w1, ..., wy) of players in T is distributed
identically to Sim(T, xz, (w;)ieT, fr(T, w1, ..., wy,)), where fr(-) denotes the view

of the output of f of the parties in T'.

For relazations to statistical (resp., computational) t-privacy, we require that
for every distinguisher D (resp., D with circuit size poly(\)), there is a negligible
function §(-) such that

| Pr[D(Viewr (A, 2, wq, ..., wy)) = 1]
- PI‘[D(SIm()\, Ta T, (wi)iETv fT(xa Wy, ... 7wn))) = 1” < 5(/\)

For the malicious model, however, correctness is not sufficient. Instead we
adopt notion that IT is secure if and only if the protocol is t-private, as defined
above, and r-robust.

Definition 4 (r-Robustness (Definition 2.6 [27])). We say that II realizes
f with perfect (resp., statistical) r-robustness if it is perfectly (resp,. statistically)
correct in the presence of a semi-honest adversary as in Definition 2, and further-
more for any computationally unbounded malicious adversary corrupting a set R
of at most r players, and for any inputs (x, w1, ..., wy), the following robustness
property holds. If there is no (wy,...,w)) such that f(x,wi,...,w)) =1, then
the probability that some uncorrupted players outputs 1 in an execution of II in
which the inputs of the honest players are consistent with (x,wsq,...,wy) is 0
(resp., negligible in ).
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The MPCitH-based protocol: ITzk

This protocol is parametrized by an n-party MPC protocol IInipc which computes
an arithmetic or Boolean circuit C' and is ¢-private and s-robust.

Prove: On input of (sid, prove, P, V, C, w),

1. P secret-shares (w) such that 7 | w; = w;

2. P generates the random coins r; for each player P;, for i € [n];

3. P simulates an execution of Ilnpc between Pi, ..., P, and records view; =
(wi, 7, {m}}) where {m}} is the set of messages received by P; during the
execution of ITvipc;

4. P sends (sid,send, S, R, (views, ..., view,)) to For.

Verify: On input of (sid, verify, P, V, C),

1. V samples at random a subset I C [n] of size t;

2. V sends (sid, receive, S, R, I) to For and obtains {view; };cr;

3. V outputs (sid, C, 1) if (1) the messages contained in and implied by the received
views are consistent with each other, and (2) the opened views are consistent
with the MPC protocol outputting C((w)) = 1 to each party; otherwise V
outputs (sid, C,0).

Fig. 3. MPC-in-the-head ZK protocol in the For-hybrid model.
3 Zero-Knowledge from MPCitH and Oblivious Transfer

It were these definitions that led to MPC-in-the-Head (MPCitH) paradigm, as
introduced in [27], where any honest-majority MPC protocol, i.e. t < & corrup-
tions, can be used to obtain a zero-knowledge proof for an arbitrary relation
R.

The idea is as follows: Let P be the prover and let V be the verifier. Given a
public parameter x, P submits a witness w, which upon compution of R(x,w)
shows that x belongs to a language £ or not, specifically: R(z,w) € Fg such
that, for a valid witness, if x € £, R(x,w) = 1, otherwise R(z,w) = 0.

Now assume that P generates a sharing, (w) = (w1, ...,w,), and computes
R(z, (w)) by choosing random coins r; uniformly at random. By regarding each
pair (w;,r;) as parties in an n-party MPC protocol, as described in Section 2.4,
we then obtain a set of views, view;, corresponding to the output of the MPC
protocol.

Having obtained the views, the P submits the views to an oracle O, which the
verifier, V, then queries a set of indices, I, to obtain {view,};c;. By Lemma 1 we
then obtain that the verifier can conclude if the computation was done correctly
by checking that the opened views are all consistent with each other and that
the protocol outputs a positive result.

One way to realize such an oracle is by implementing an oblivious transfer
protocol. Figure 3 presents an MPCitH-based ZK proof system in the For-
hybrid model.
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This protocol, IIzk, proceeds exactly as described when instantiated with
For. In the For-hybrid model, I17x can be shown to UC-securely realize Fzk.

Theorem 1. Let ITyipc be an n-party protocol with perfect correctness, t-privacy
and perfect r-robustness, with t = 2(\) and n = ¢ -t for some constant ¢ >
1. IIzx of Figure 3 UC-realises Fzx of Figure 1 with soundness error ¢ =
max{p;(n,t,r),p2(n,t,r)}, where

o= ()() - s

0 otherwise

pa(m, t7) = {(Zﬁo G O™ ifn-2k>0
and k= |r/2] + 1.

Proof. We design a simulator Sim to act as adversary in the ideal-world execu-
tion. We consider in turn the four cases of the real-world where: both parties are
honest, only the verifier is honest, only the prover is honest, and both parties
are corrupt.

1. Both parties are honest: Upon receiving the query from Fzk, the simula-
tor Sim sends (sid, ready) to A on behalf of For. If A responds with abort, then
Sim responds abort to Fzk, otherwise it responds with continue.

2. Only the prover is corrupt: Upon receiving view" = (view],...,view) ) from
the corrupt prover P*, the simulator reconstructs a witness w* = wj +--- +w;,
and sends (sid, prove, P, V, C,w*) to Fzk. It also sends (sid, ready) to .A.

When Fzk queries Sim, the simulator first checks A’s response. If A replied
(sid, abort) to For, then Sim also sends abort to Fzk. Otherwise, Sim responds
with continue.

3. Only the verifier is corrupt: Upon receiving (prove, C') from Fzx, the simulator
sends (sid, ready) to A on behalf of Fop. When A sends (sid, receive, S, R, I)
to For, Sim sends (sid, verify, C') to Fzk. If A responded with (sid, abort) to For,
then Sim responds abort to Fzx when queried, otherwise it responds continue,
and receives (sid, C, y).

The simulator invokes the ¢-privacy simulator Simppc of the MPC protocol
on corruption set I by sampling {w; };c; uniformly at random as in the protocol
and inputting (I, z, {w; }icr, y). From Simppc it then receives a set of consistent
views {view;};c;r which will agree with the required outcome, y. Finally, Sim
sends these views to A as the response from For.

4. Both parties are corrupt: Just like in case 2, the corrupt prover, P*, submits
view" = (view], ..., view} ) to Sim. Upon receiving these views Sim sends sid, ready
to A and processes any abort instructions coming from A if necessary. Unless
it receives an abort instruction from A, like in case 3, the corrupt verifier, V*,
submits a set I to Sim. Sim then sends (view;);cr to V*. No further simulation
is necessary as both the prover and the verifier are corrupt.
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Completeness [27, proof of Theorem 3.1]: If (x,w) € R and the prover is honest,
then, since 2?21 w; = w and Ilypc is perfectly correct, the views views, ..., view,,
always have output 1. Since these views are honestly produced, they are always
consistent with each other.

Soundness: Note that in the real world, the prover uses an MPC-in-the-Head
protocol to produce a set of n views, (viewy,...,view,), from which the verifier
then gets to select a t-sized set of views to open. However, in the ideal world, the
prover submits the n views to Sim who then extracts the witnesses wy,...,w}
and recombines them to obtain w* = wj + ... 4+ w}. Sim then sends the re-
combined witness to Fzk. Fzk then evaluates if the witness received is correct
and returns the outcome, abort or accept, to the verifier. Clearly there is a dis-
crepancy here between the real world and the ideal world if, and only if, the ¢
sized set of views opened to the verifier is consistent while there are views in
the remaining (n —t) views that would cause an inconsistency; this would cause
the ideal world verifier to abort while the real world verifier would accept. Since
we are opening t views of a t-private and perfectly r-robust MPC protocol, the
soundness analysis follows exactly that of the protocol of Ishai et al. for MPC-
in-the-head with MPC in the malicious model [27, Theorem 4.1]. Here we make
use of the explicit probability formulae given by Giacomelli et al. [19] following
the analysis of Ishai et al. We therefore have that the soundness error is equal
to the value e(n, t,r) = max{pi(n,t,r),p2(n,t,r)}, where

pi(n,t,r) = (’;) (’Z) _1, and

(n,t,r) {O otherwise
pb2(n,t,7) = n— 1 . ’
i (25:0 (];)( t—2jk)) () ifn—2k>0

where k = |r/2] + 1. Here p; illustrates the case in which A has corrupted a set
of views which do not pass the robustness threshold and therefore t < r. This
means that the soundness error, which is the probability that the ideal world
aborts while the real world accepts, is dictated by the probability that a set is
chosen in which the ¢ views are consistent while there is an inconsistency within
the remaining r —t views out of all the possible size t sets. Similarly, p, illustrates
the case in which A manages to corrupt a set that breaks the r-robustness of
the protocol. Note that in this case r-robustness can not be broken if 2k > n.
This concludes that the soundness error can be described as

| Pr[Execz i7,p+ = 1] — Pr[Execz 7 simp. = 1]| = €(n,t,7)

Zero-knowledge: If Ilypc is perfectly t-private, then the simulation returned by
Simpypc is case 3 is distributed identically to an honest execution of the protocol.
Similarly, if ITypc is statistically or computationally t-private, then the distribu-
tion of the views returned by Simppc is statistically or computationally close to
that of the views produced by an honest prover.

|Pr[ExeCZ7H,A = 1] - Pr[ExeCZ,]‘—ﬁimv* = 1“ = |DHMPC - DSimMPc|



Zero-Knowledge Systems from MPC-in-the-Head and Oblivious Transfer 11

Reference ‘Format‘Rounds‘UC Secure‘ Security Level ‘Post Quantum‘OT type

[4] 1/2 2 ROM Statistical Multiple String
[35] 1/2 2 CRS Statistical LWE Bit
[31] 1/2 4 ROM |Computational| Isogenies String
[17] 1/2 2 CRS Statistical LPN String
[3] Protocol-1| 1/2 2 ROM |Computational| Isogenies String
[3] Protocol-2| 1/2 4 Standard |Computational| Isogenies String
[33] 1/n 5 Standard | Statistical NTRU String
[26] 1/n 2 CRS |Computational X String
[9] 1/n 3 ROM Statistical LWE String
[25] ‘ k/n ‘ 3 ‘ CRS ‘Computational‘ X ‘ String

Table 1. Non-exhaustive list of UC-secure OT protocols

4 Suitable Oblivious Transfer Protocols

The characteristics of the MPCitH proof system in the OT-hybrid model that we
propose in Section 3 are strongly tied to those of the chosen OT protocol. Namely,
the proof system will have as many rounds as the OT protocol does, will be secure
against either unbounded or computationally-bounded? provers depending on
the OT protocol’s security against malicious senders, will be honest-verifier zero-
knowledge if the OT protocol is only secure against passive malicious receivers,
and so on. In this section, we therefore discuss the suitability of a non-exhaustive
list of UC-secure OT protocols from the literature, summarized in Table 1, to
instantiate the OT functionality used by our protocol.

While the MPCitH proof system from Section 3 uses an arbitrary k-out-of-n
OT protocol, in practice the values for k£ and n are fixed by the choice of the
MPC protocol. As can be seen from Table 1, in fact k-out-of-n OT protocols are
the least common in the literature as they are often not the initial goal of OT
protocol designers.

4.1 Generic MPCitH and 1-out-of-2 Oblivious Transfer

The initial proposal for MPCitH by Ishai et al. [27] can straightforwardly be
instantiated with a 2-party MPC protocol, implying ¢ = 1; this enables the
use of 1-out-of-2 OT to realize For. This is advantageous because this is the
type of OT that is most often first constructed, and is the most present in the
post-quantum OT literature (see Table 1).

This type of OT also tends to be the most efficient, with several constructions
requiring only two rounds of communication; this yields a two-round MPCitH

4 In this case our protocol would formally be an MPCitH argument system.
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zero-knowledge argument system, since the security against a malicious OT
sender holds with computational assumptions.

However, a drawback of this approach is that each execution of the MPCitH
protocol has a soundness error of 1/2 because a new sharing of the witness
is created each time. To achieve soundness errors of O(27*) therefore requires
O(A) independent repetitions of the MPC protocol, which is computationally
expensive for the prover.

Furthermore, two-round OT protocols that are simulation-secure (let alone
UC-secure) are impossible in the plain model [23] which therefore implies that
any zero-knowledge proof systems based on efficient two-round oblivious transfer
must necessarily rely on setup assumptions such as the random oracle model or
a common reference string.

4.2 Broadcast MPCitH and 1-out-of-n Oblivious Transfer

A drawback of the previous instantiation is that creating independent 2-party
secret sharings of the witness leads to computational inefficiency for the prover,
since it has to simulate O(\) repetitions of the MPC protocol; this is also not ef-
ficient for the communication efficiency of the proof system, since each repetition
of the MPC protocol needs to open the view of one party to the verifier.

To reduce the number of repetitions, and thus the amount of communication
that is sent, it can be interesting to increase the value of n, and also vary the
value of t. However, as Table 1 shows, t-out-of-n UC-secure OT protocols are
not common—the only one we found is furthermore not post-quantum secure.
Therefore it is more interesting to look at specific values for ¢.

When the MPC protocol used for the MPCitH construction is (n—1)-private,
we say that is it “full-threshold” to mean that the threshold of tolerated privacy
corruptions is as high as it can possibly be. In this setting, all but one of the MPC
parties’ views can be opened to the verifier which means that For of Figure 1
can be realized by an (n — 1)-out-of-n OT protocol, also known as “all-but-one
OT”. However, efficient constructions for this type of OT have only recently been
proposed [5] and their design space is not as well understood. Independently of
the chosen OT protocol, such an instantiation would still require opening n — 1
views for each repetition of the MPC protocol, which would not improve the
communication efficiency.

This can be remedied by choosing an MPC protocol which exclusively uses a
broadcast communication channel; that is, whenever a party sends a message, it
is received identically by all other parties in the protocol. With such a commu-
nication model, much less data needs to be included in the views of each MPC
party since all incomming messages from party P; are identical for all other
parties, and equal to all outgoing messages of party P;.

Therefore, when combined with a full-threshold MPC protocol (see Sec-
tion 4.2), when all parties except for P; are requested by the MPCitH verifier,
the prover needs to send only the list of outgoing messages of P;, rather than
the n — 1 lists of incomming messages for the other parties.
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For the For-hybrid version that we propose in Section 3, this implies that
For can be realized with 1-out-of-n OT protocols for the part of the views that
contain the MPC protocol messages; since that is usually the biggest part of
the view, this results in a factor n reduction in the amount of communication.
Furthermore, 1-out-of-n OT protocols are more commonly built than (n — 1)-
out-of-n ones (see Table 1) which gives more choices for the instantiation.

4.3 Hypercube MPCitH and 1-out-of-2 Oblivious Transfer

While most recent MPCitH constructions are based on broadcast MPC [6,15],
the computational cost of (n — 1)-out-of-n and 1-out-of-n OT protocols required
to instantiate our construction may be too high, and reverse the advantages
gained from the use of broadcast-based MPC protocols.

The recent technique of “Hypercube MPCitH” [1] can enable the return to
2-party MPC by secret-sharing a high number of MPC parties, say n = N¢ = 32,
into d = 5 parallel executions of N = 2-party MPC computations which use a
single N%-sharing of the witness.

The advantage of this technique is to reduce the opening of the message part
of the views of the MPC protocol to 1-out-of-2 OTs, instead of 1-out-of-n, while
grouping the opening of n — 1 witness share parts of the views into a single
(n — 1)-out-of-n OT.
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Ref ‘System‘\/eriﬁer coins‘Black—box Sim‘ Round ‘Achievability‘ Assumption

[22]| Proof Public v constant X

[29]] Proof Public X constant X io

[21]| Proof | Private v 5 v Claw-free

[18]| Proof | Private X 3 X io

[8] | Proof Private X 4 v certain HF® and TWE
[22]| Arg. Public v 3 X

[8] | Arg. Public X 5 v certain HF? and LWE
[22]| Arg. Private v 3 X

[7] | Arg. Private v 4 v one-way function
[8] | Arg. Private X 3 v certain HF? and TWE

Table 2. Constant-round Zero-knowledge Protocols.

A Constant-Round Zero-Knowledge

Table 2 surveys the round complexity of computational zero-knowledge pro-
tocols. Katz [30] shows that if a language L has a 4-round, black-box, com-
putational zero-knowledge proof system with negligible soundness error, then
L € MA. Particularly, assuming the polynomial hierarchy does not collapse, the
five rounds computational zero-knowledge proof systems [21] is optimal.

3 Keyless multi-collision-resistant hash functions.
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