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Abstract. Identity-based matchmaking encryption (IB-ME) [Ateniese et al., Crypto 2019] allows users
to communicate privately, anonymously, and authentically. After the seminal paper by Ateniese et
al., much work has been done on the security and construction of IB-ME. In this work, we revisit
the security definitions of IB-ME and provide improved constructions. First, we classify the existing
security notions of IB-ME, systematically categorizing privacy into three categories (CPA, CCA, and
privacy in the case of mismatch) and authenticity into four categories (NMA and CMA, both against
insiders and outsiders). In particular, we reconsider privacy when the sender’s identity is mismatched
during decryption and provide a new simple security game called mismatch security, capturing its
essence. Second, we propose efficient and strongly secure IB-ME schemes from the bilinear Diffie-
Hellman assumption in the random oracle model and from anonymous identity-based encryption and
identity-based signature in the quantum random oracle model. The first scheme is based on Boneh-
Franklin IBE, similar to the Ateniese et al. scheme, but ours achieves a more compact decryption
key and ciphertext and stronger CCA-privacy, CMA-authenticity, and mismatch security. The second
scheme is an improved generic construction, which achieves not only stronger security but also the
shortest ciphertext among existing generic constructions. This generic construction provides a practical
scheme from lattices in the quantum random oracle model.

Keywords: Identity-Based Matchmaking Encryption - Security Model - Pairing-Based Cryptography
- Generic Construction.
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1 Introduction

1.1 Background

Identity-based matchmaking encryption (IB-ME), proposed by Ateniese et al. [2, 3], is a new identity-
based cryptographic primitive designed to guarantee confidential and authenticated message delivery while
anonymizing both sender and receiver. Similarly to conventional identity-based encryption (IBE) [5], a key
generation center generates secret keys of users corresponding to their identity, and in the IB-ME setting,
both sender and receiver possess their secret keys. When a sender with identity o sends a message, it encrypts
the message with its (secret) encryption key ek, and the identity of the target receiver rcv. When a receiver
with identity p decrypts the ciphertext, it uses its secret decryption key dk, and specifies the identity of
the target sender snd. The decryption process is successful only if the identities match, i.e., ¢ = snd and
p = rcv hold. In case the identities do not match (i.e., o # snd or p # rcv), nothing is leaked except the fact
that the identities are mismatched. IB-ME has many practical applications e.g., secret handshake protocols,
privacy-preserving bulletin boards [2, 3], etc.

Security notions for IB-ME. Ateniese et al. [2,3]| defined privacy and authenticity as the security re-
quirements for IB-ME. In essence, privacy guarantees the confidentiality of messages against unintentional
receivers who do not have the legitimate decryption key; Authenticity guarantees the legitimacy of senders,
preventing impersonation without knowing their encryption key. We can see that privacy (resp., authenticity)
is similar to the semantic security of encryption schemes (resp., unforgeability of signature schemes).

Following the pioneering work by Ateniese et al., a lot of works have explored more desirable security
notions. Regarding authenticity, Francati et al. [18] and Chen et al. [11] defined a new notion of authenticity
that allows an adversary to compromise receiver secret keys freely, in contrast to the definition of Ateniese et
al.®. Wang et al. [32] proposed an extended version of the notions of authenticity, which they call “strong au-
thenticity”, allowing the adversary to access an encryption oracle that computes a ciphertext of adversarially
chosen messages®. For stronger privacy guarantees, Chiku et al. [13] and Lin et al. [25] considered privacy
against chosen-ciphertext attacks (CCA), where an adversary can access a decryption oracle that computes
plaintexts of adversarially chosen ciphertexts. Furthermore, Francati et al. [18] highlighted a deficiency in
the original definition of privacy by Ateniese et al. They pointed out that it does not account for privacy
in the case where the target identity snd chosen by a receiver mismatches with the actual sender’s identity
o. That is, the original definition does not guarantee the confidentiality of messages in the case rcv = p but
snd # o occurs during decryption®. This gap led them to introduce a new privacy concept called “enhanced
privacy”, which captures privacy in cases involving mismatched sender identities used during decryption.

As explained above, many security definitions for IB-ME have been considered. In particular, existing
works compared the efficiency of each scheme, ignoring the differences in the security properties. In other
words, their comparisons are inaccurate. Moreover, the definition of enhanced privacy proposed by Francati et
al. [18] is comprehensive and well-defined; however, their definition requires detailed case-by-case distinctions,
which in turn incurs complicated proofs. From such a situation, we realize the first question:

Q1: What are the proper security definitions of IB-MEFE for accurate comparisons?

Constructions of IB-ME. Ateniese et al. introduced the initial IB-ME scheme from the bilinear Diffie-
Hellman (BDH) assumption in the random oracle model (ROM) |2, 3], based on the Boneh-Franklin IBE
scheme [5]. A drawback of the scheme is long decryption keys and ciphertexts: they include three resp. two
group elements. This raises the following second question.

Q2: Can we construct a more efficient and strongly secure IB-ME scheme from the BDH
assumption in the ROM?

3 The difference was not explained explicitly in [11,18] In particular, despite this difference, Francati et al. cited the
original work, which misleads the reader into thinking that the two definitions are the same.

 The attack scenario can be seen as ordinary chosen message attacks (CMA), but they did not explain it as such.

5 As mentioned in [18], Ateniese et al. noticed this gap and informally argued that their IB-ME scheme ensures the
confidentiality of messages in such a case.



Table 1: Comparison between our IB-ME schemes and the existing schemes. (Re)Ext stands for (reusable)
randomness extractors, and Hom Sig stands for holomorphic signatures.
Security properties

Schemes Privacy Authenticity Mismatch Assumptions Model
Ateniese et al. [2] CPA oNMA BDH ROM
Francati et al. [18] CPA iNMA Vv q-ABDHE+SIG+NIZK+ReExt StdM
Chen et al. [11] CPA iNMA SXDH StdM
Wang et al. [32] CPA iCMA Anon HIBE+IBS StdM
Chiku et al. [13] CCA iCMA Anon HIBE + HIBS + OTS StdM
Boyen and Li [6] CPA iCMA Vv Anon IBE+IBS+ReExt+Ext StdM
Lin et al. [25] CCA  iNMA SXDH StdM
Belfiore et al. [4] CPA iNMA N4 Anon IBE + Hom Sig + ReExt StdM
Ours (§ 1) CCA  oCMA V BDH ROM
Ours (§ 5) CCA  iCMA J Anon IBE+ IBS ROM

Following the initial work by Ateniese et al., several works have made efforts to develop improved IB-ME
schemes, with a particular focus on the standard model (StdM) [6,11, 18, 32]. Francati et al. [18] proposed
an IB-ME scheme in the StdM based on Gentry’s anonymous IBE scheme [20]. Although their scheme is
secure in the StdM, it relies on a non-standard g-augmented bilinear Diffie-Hellman exponent assumption.
To remove the reliance on nonstandard assumptions, Chen et al. [11] constructed an IB-ME scheme based
on an anonymous IBE scheme by Chen et al. [12], whose security relies on the symmetric external Diffie-
Hellman (SXDH) assumption in the StdM, and Wang et al. [32] proposed a generic construction of IB-ME
from anonymous 2-level hierarchical IBE (HIBE) and identity-based signature (IBS) to realize lattice-based
IB-ME schemes. However, they do not consider the stronger notion of security, especially enhanced privacy.
To realize an IB-ME scheme with enhanced privacy from lattices, Belfiore et al. [4] proposed another generic
construction of IB-ME from IBE and homomorphic signatures. Boyen and Li [6] showed that an IB-ME
scheme with enhanced privacy can be constructed from IBE, IBS, and (reusable) extractors. Chiku et al. [13]
proposed a hieratical IB-ME scheme by extending Wang et al.’s construction. They convert it into Priv-
CCA secure IB-ME via Canetti-Halevi-Katz (CHK) transformation [8]. Concurrently, Lin et al. [25] proposed
another Priv-CCA secure IB-ME scheme based on a specific HIBE scheme from SXDH assumption and CHK
transformation.

These works allow us to obtain various IB-ME schemes from both classical and post-quantum assump-
tions. However, all of them only provide weaker CPA privacy, which is insufficient for real-world applications.
Another issue is their ciphertext sizes are long since they use heavily primitives (e.g., HIBE) or include many
seeds for extractors in a ciphertext. This fact gives us the third question:

Q3: Can we generically construct a more efficient and strongly secure IB-ME scheme?

1.2 Our Contributions

We revisit the concept of IB-ME and answer the above three research questions. First, we reformalize the
security notions for IB-ME. Then we present a highly efficient and strongly secure IB-ME scheme from the
BDH assumption in the ROM. Finally, we proposed a new generic construction from IBE and IBS in the
QROM. The comparison of our schemes and the existing ones is summarized in Table 1. See Section 6 for a
detailed comparison, especially of their efficiency.

A1l: Re-formalizing security notions of IB-ME. We sort out the differences in security notions for
IB-ME. At first, we reorganize the authenticity notions in previous works. We notice that the existing
definitions can be classified along two points: one is whether an adversary has access to the encryption
oracle, and the other is whether it can compromise the target receiver’s secret key. For the former point, we
name the respective attacks as chosen message attacks (CMA) and no message attacks (NMA) according
to the presence or absence of access to the encryption oracle. For the latter point, we call the adversary



who compromises the target receiver insiders and otherwise outsiders since we can regard the adversary,
who knows the receiver’s key, as inside the communication.® As a result, we define four authenticity notions
oNMA, iNMA, oCMA, and iCMA” (Table 1 shows their correspondence with the previous works).

For privacy, we rename the original definition by Ateniese et al. as CPA privacy since the adversary
cannot access the decryption oracle, and define CCA privacy as in [13,25].% Then, we redefine the security
game for “enhanced privacy” which captures privacy in the case of mismatch during decryption. Francati
et al. [18] defined a single definition that includes both the privacy originally considered (CPA privacy) and
privacy in mismatch cases, which complicates understanding the definition and security proofs. Thus, we
extract the essence of privacy in the case of mismatch and give a new simple security definition, called
Priv-MisMatch security. Roughly, it captures the confidentiality of messages in the case the adversary knows
the target receiver’s secret key but does not know the sender’s identity. As a sanity check, we show that our
CPA/CCA privacy and Priv-MisMatch security implies Francati’s CPA/CCA enhanced privacy’. As a result,
we can separate security proofs for CPA/CCA privacy and privacy in the case of mismatch. See Section 3 for
more details.

A2: An efficient and strongly secure IB-ME scheme from BDH in the ROM. We construct an
improved IB-ME scheme from the BDH assumption in the ROM. Our basic idea is combining the Boneh-
Franklin IBE scheme [5] and the Sakai-Ohgishi-Kasahara IB-NIKE scheme [30]. At a high level, a sender
with identity ¢ has an IB-NIKE key H(c)™* as its encryption key and a receiver with identity p has
an IB-NIKE key H(p)™k and an IBE key H(p)™K as its decryption key, where H is (appropriate) hash
function, and msk (resp., msk’) is a master secret key of the IB-NIKE scheme (resp., the IBE scheme).
When the sender o encrypts a message m to target a receiver rcv, it computes a ciphertext as (¢",m @
H(e(X", H(rev)), e(H(o)™k, H(rcv)))), where g is a generator (of the underlying group), X = ¢™* is a public
parameter of the IBE scheme, and e is a symmetric pairing. To reduce the key size, we reuse the same
master secret key for the IBE part and the IB-NIKE part. That is, we use the key H(id)™ for both the IBE
scheme and the IB-NIKE scheme, where id is an identity for either sender or receiver. This reduces the size
of a user’s secret key, but weakens the security level since the compromise of a user leaks both encryption
and decryption keys. To overcome this problem, we separate the domains of senders’ and receivers’ keys by
employing asymmetric pairings. Using different hash functions H; and Hs, we compute the key of a sender o
as Hi(0)™k € Gy and the key of a receiver p as Ha(p)™k € G,. This allows us to reduce the key size without
weakening security. Intuitively, privacy is followed by the security of the IBE scheme, and authenticity is
followed by the security of the IB-NIKE scheme'®. To achieve the stronger CCA security, we employ the
Fujisaki-Okamoto (FO) transformation [19]. Quite surprisingly, the FO transformation allows us to achieve
oCMA security for free. Moreover, we formally prove that our scheme also achieves Priv-MisMatch security.
As a result, we get a highly efficient and strongly secure IB-ME scheme from the BDH assumption in the
ROM. Both encryption and decryption keys contain only one group element, and the ciphertext contains
one group element and a A-bit string, both of which are smaller than those of the Ateniese et al. scheme.
See Section 4 for more details.

A3: An efficient and strongly secure generic construction of IB-ME in the QROM. We propose
a generic construction of IB-ME from anonymous IBE and IBS in the ROM. Toward our new construction,
we first observe that Boyen and Li’s construction [6], which follows the “Encrypt-then-Sign” paradigm, is
unsuitable for realizing CCA privacy. Roughly, in their construction, the ciphertext consists of the IBE
ciphertext, two seeds for randomness extractors, and the IBS signature for them. They showed that the

6 Here, we employ the naming used in a similar situation in signcryption [27]

7 The prefix o (resp. i) indicates the adversary is an outsider (resp. insider).

8 Since all existing schemes, including ours, achieve CPA security against insiders who know sender’s secret keys,
we do not consider privacy against weaker outsiders explicitly. Therefore, we simply use CPA to refer to security
against insiders.

9 Originally, Francati considered enhanced privacy in the CPA setting. We extend it to the CCA setting and prove
the relationship.

10 Due to the bilinearity in the IB-NIKE part, the authenticity only holds when both sender and receiver are not
compromised, i.e., authenticity only holds against outsiders. This is also the case in the work by Ateniese et al.



scheme realizes CPA privacy if IBE is CPA secure and IBS is CMA secure. Some readers might imagine that
Boyen and Li’s IB-ME scheme is CCA secure if IBE is CCA secure. However, this is not the case because
other elements in the IB-ME ciphertext may be malleable. Especially if IBS is only CMA secure, the CCA
adversary can create another valid signature for the challenge ciphertext without knowing the signing key.!!
To prevent this attack, IBS must be strong CMA secure. This means that, to realize CCA security in their
IB-ME scheme, both IBE and IBS require stronger security notions.

To obtain a CCA secure IB-ME scheme without assuming strong security for IBS, we construct an IB-ME
scheme from IBE and IBS with another approach, which is seen as the “Sign-then-Encrypt” paradigm. In our
construction, a sender ¢ holds an IBS’s user key ek,, and a receiver p holds an IBE’s user key. The sender
o encrypts a message m to a receiver rcv as ct < IBE.Enc(mpk,gg, rcv, m|sig), where mpkgg (resp., mpk;gs)
is a public parameter of the IBE (resp., IBS) scheme and sig < IBS.Sign(mpkgs, eks, m||p). We can show
that this simple construction achieves the CCA security and the iCMA security from the CCA security of the
IBE scheme and the CMA security of the IBS scheme, respectively. However, it is not Priv-MisMatch secure
because an adversary who knows the receiver’s keys can decrypt the IBE ciphertexts and thus obtain the
encrypted messages without knowing the sender’s identity. To hide ciphertext even in the case of mismatch
(i.e., snd # o), we employ a random oracle inspired by our BDH-based IBME scheme. Now, the IBE
ciphertext ct, which encrypts the message and signature, is masked by the randomness Z := H(o) where H
is a random oracle. That is, ct @ Z is the actual ciphertext of our IB-ME scheme. This prevents an adversary
from distinguishing the masked ciphertext from a random one without knowing the sender’s identity, thanks
to the unpredictability of RO. As a result, we can formally show the Priv-MisMatch security of our generic
construction. We obtain an efficient and strongly secure generic construction of IB-ME in the random oracle
model without assuming strong EUF-CMA security for IBS. See Section 5 for more details.

1.3 Related Work

Identity-based encryption. Identity-based encryption, proposed by Shamir [31], is an encryption scheme
that allows users to use arbitrary strings (e.g., e-mail addresses) as their public keys. After quite a long
time, Boneh and Franklin constructed the first IBE scheme [5] using bilinear pairings, and then a lot of IBE
schemes have been proposed from various assumptions [1, 14, 20,22, 23, 33,34]. In IBE, the sender specifies
only the receiver’s identity, but in IB-ME, the sender specifies not only the receiver’s identity but also the
sender’s identity.

Identity-based signcryption. Signcryption [36] is a cryptographic primitive that offers private and au-
thenticated delivery of messages. The motivation for signcryption is to provide equivalent functionality more
efficiently than a simple combination of encryption and signature schemes. The notion of identity-based sign-
cryption (IB-SC) was proposed by Malone-Lee [26]. The difference between IB-ME and IB-SC is that the
former ensures the anonymity of communicating users and the confidentiality of messages when ciphertexts

are decrypted with mismatched sender identities. Therefore, IB-ME provides better security properties than
IB-SC.

(General) Matchmaking encryption. Ateniese et al. proposed matchmaking encryption [2,3]. In ME
setting, the sender and the receiver have their own attribute, and they can specify access policies the other
party must satisfy. Ateniese et al. also gave generic constructions of ME based on functional encryption,
signature scheme, and non-interactive zero-knowledge. Recently, Francati et al. [16,17] proposed a simple
ME scheme based on two-key predicate encryption. Note that IB-ME is an ME supporting the policy of
identity equivalence.

1.4 Organization of This Paper

The remaining part of this paper is organized as follows. In Section 2, we introduce notations and definitions
of the cryptographic primitives that will be used in this paper. Then, in Section 3, we give the relevant

1 Tn more detail, the IBS signature is one-time padded with the one-time key extracted by the randomness extractor.
We note that this does not affect our argument because a one-time pad is malleable.



definitions including syntax and security definitions of IB-ME. Section 4 shows an efficient and strongly
secure IB-ME scheme based on BDH assumption in the ROM. In Section 5, we provide a new generic
construction of IB-ME based on IBE and IBS in the QROM. Finally, Section 6 presents a comparison
between our IB-ME schemes and the existing schemes.

2 Preliminaries

In this section, we first define some notations used in this work. Then we recall asymmetric bilinear groups,
identity-based encryption, identity-based signature, and reusable computational extractors.

2.1 Notation

N denotes the set of positive integers. () denotes the empty set. € denotes the base of the natural logarithm.
PPT stands for probabilistic polynomial time. For n € N, we denote [n] := {1,2,...,n}.  := y denotes that
x is defined by y. y + A(x;r) denotes that a PPT algorithm A outputs y on input  and randomness 7.
We simply denote y + A(z) when A uses uniform randomness. A® means A has oracle access to a function
O(-). poly(A) denotes a polynomial in A\. We say that a function f(\) is negligible in A if f(A) = o(1/A°)
for every ¢ € Z, and we write negl()\) to denote a negligible function in . = +$ X denotes an element z is
sampled uniformly at random from a finite set X. Let X be a distribution over X. The min-entropy of X
is defined as Hoo(X) = —logmax,cx Pr[X = x]. We call a distribution with min-entropy x s-distribution.
x <$ X denotes an element z € X' is sampled following the distribution X.

2.2 Asymmetric Bilinear Groups

We recall (asymmetric) bilinear groups'? and the bilinear Diffie-Hellman (BDH) assumption from [7]. Let
G1, Gy and Gr be groups of prime order p. Let g1 € Gy and g2 € G2 be respective generators of G; and Ga.
Let e : G; x Go — Gr be an efficiently computable function that satisfies (1) for any u € Gy, v € Gy and
a, B € Ly, e(u®,v?) = e(u,v)*? (i.e., bilinearity) and (2) e(g1, g2) # 1, where 1 is the unit element in G (i.e.,
non-degeneracy). This function e is called a bilinear map or pairing. We call G == (p, Gy, Go, G, 91,92, €)
a bilinear group. We define bilinear group generators that generate a bilinear group corresponding to the
input security parameter.

Definition 1 (Bilinear Group Generator). A bilinear group generator G is a PPTalgorithm that, on
input 1, outputs the description of a bilinear group G = (p,G1,Ga, Gr, g1, g2, €).

We define the BDH assumption for G.

Definition 2 (Bilinear Diffie-Hellman (BDH) Assumption [7]). Let G be a bilinear group generator.
We say that BDH assumption holds for G if for all PPT adversaries A, it holds that

G = (p’GliG27GT79179276) — g(lk)7
AdVS () == Pr| D = e(g1, g2)*" @, B, 5 Ly,
D« A(G,g%,98.95.97)

= negl(A).

2.3 Identity-Based Encryption
Syntaz. An IBE scheme IBE consists of the following four algorithms.

Setup(1?) — (mpk, msk): The setup algorithm takes the security parameter 1, and outputs a public param-
eter mpk and a master secret key msk. mpk defines the identity space ZD, the message space M, and
the ciphertext space CT.

12 This work only uses asymmetric bilinear groups. So, we omit the term “asymmetric”.



ANO-IND-ID-CCA{E (N Oracle Ogx (id)

1: Lskg =10
2: coin < {0,1}

if id = id" then

return |
skiy <— KGen(mpk, msk, id)
Lsk + Lsk U{id}

return sk,

=

3: (mpk, msk) < Setup(1*)
(id*, m*) « A9SK-CD (mpk)
if id* € L5k then

return coin

oo WN

Oracle Op(id, ct)
if (id, ct) = (id", cteoin) then

cto < Enc(mpk,id*, m")
ct1 «+ CT

[~ TN BEN- NN BN

=

— 2: return |
9: coln < AOSK,OD (thoin) .
. 3: sky < KGen(mpk, msk, id)
10 : if coin = coin then
4: m < Dec(mpk, sk, ct)
11 : return 1
5: return m
12: else
13 : return 0

Fig. 1: The security game for IBE.

KGen(mpk, msk, id) — sk;y: The key generation algorithm takes mpk, msk and an identity id € ZD as input
and outputs a secret key skiy.

Enc(mpk,id, m) — ct: The encryption algorithm takes mpk, id € ZD, and a plaintext m € M as input, and
outputs a ciphertext ct € CT.

Dec(mpk, skiy,ct) — m or L: The decryption algorithm takes mpk, sk;y, and ct as input, and outputs m € M
or a special symbol L ¢ M.

Correctness. We say that an IBE scheme IBE is correct if for all A € N, id € ZD and m € M, it holds that

(mpk, msk) « Setup(1?),
Pr | Dec(mpk, skiy, ct) = m | skiy <— KGen(mpk, msk,id), | =1 — negl(X).
ct < Enc(mpk,id, m)

Security. We recall adaptive-identity anonymity against chosen-ciphertext attacks (ANO-IND-ID-CCA secu-
rity) for IBE.

Definition 3 (ANO-IND-ID-CCA Security of IBE). We say that an IBE scheme IBE is ANO-IND-ID-CCA
secure if for all PPT adversaries A,

Advz\jl—siréd—id—cca (/\) —

1
Pr {ANO-IND-ID—CCA,@E()\) = 1} - 2‘ = negl(\),

where the security game ANO-IND-ID-CCAjgg(N) is depicted in Fig. 1.

2.4 Identity-Based Signature
Syntazx. An IBS scheme IBS consists of the following four algorithms.

Setup(1?) — (mpk, msk): The setup algorithm takes the security parameter 1* and outputs a public param-
eter mpk and the secret master key msk. mpk defines the identity space ZD, message space M, and
signature bit length siglLen.



EUF-ID-CMA7s(A) Oracle Ogk (id)
1: Lsk,Lsig =10 1: sky + KGen(mpk, msk, id)
2:  (mpk, msk) « Setup(1") 2: Lsk + Lsr U{id}
50 (id*,m*,sig") AOSK,OSIG(mpk) 3: return sky
4: ifid* € Loxg VvV (d",m") e L th
o sV (id", m’) st then Oracle Ogra(id, m)
5 return 0
6: if Ver(mpk,id*,m* sig") =1 then 1: sk < KGen(mpk, msk, id)
7 return 1 2:  sig < Sign(mpk, sk;y, m)
g8: else 3: Lsic + Lsie U {(id,m)}
9 return 0 4: return sig

Fig. 2: The security game for IBS.

KGen(mpk, msk, id) — sk,q: The key generation algorithm takes mpk, msk, and an identity id € ZD as input
and outputs a signing key sk;y.

Sign(mpk, sk;q, m) — sig: The signing algorithm takes mpk, sk;y, and a message m € M as input and outputs
a signature sig.

Ver(mpk, id, m,sig) — 0 or 1: The verification algorithm takes mpk, id € ZD, m and sig as input, and outputs
a bit b € {0, 1}.

Correctness. We say that an IBS scheme IBS is correct if for all A € N, id € ZD and m € M, it holds that

(mpk, msk) ¢ Setup(1%),
Pr | Ver(mpk,id, m,sig) = 1 | sk;qy + KGen(mpk, msk,id), | =1 — negl(}).
sig < Sign(mpk, skiy, m)

Security. We recall adaptive-identity unforgeability against chosen message attacks (EUF-ID-CMA secu-
rity) [24].

Definition 4 (EUF-ID-CMA Security of IBS). We say that an IBS scheme IBS is EUF-ID-CMA secure
if for all PPT adversaries A, it holds that

AdvETace™ () = Pr|EUF-ID-CMAjgs (\) = 1] = negl()),

where the security game EUF-ID-CMAjss(\) is depicted in Fig. 2.

3 Identity-Based Matchmaking Encryption

In this section, we first recall the syntax and security definition of identity-based matchmaking encryption
(IB-ME) defined by Ateniese et al. [2]. Then, we introduce stronger security notions of them and reformulate
privacy in the case of mismatch during decryption introduced by Francati et al. [18].

3.1 Syntax
An IB-ME scheme IB-ME consists of the following five algorithms.

Setup(1?) — (mpk, msk): The setup algorithm takes the security parameter 1, and outputs a public param-
eter mpk and master secret key msk. mpk defines the identity space ZD, the message space M and the
ciphertext space CT.



SKGen(mpk, msk, o) — ek,: The sender key generation algorithm takes mpk, msk, and a sender’s identity
o € ID as input, and outputs an encryption key ek,.

RKGen(mpk, msk, p) — dk,: The receiver key generation algorithm takes mpk, msk, and a receiver’s identity
p € ID as input and outputs a decryption key dk,,.

Enc(mpk, ek, rcv, m) — ct: The encryption algorithm takes mpk, ek,, a receiver’s identity rcv, and a plaintext
m € M as input and outputs a ciphertext ct € CT.

Dec(mpk, dk,,snd,ct) = m or L: The decryption algorithm takes mpk, dk,, a sender’s identity snd, and ct
as input and outputs m € M or a special symbol L ¢ M.

Correctness. We say that an IB-ME scheme IB-ME is correct if for all A € N, o, p,snd, rcv € ZD such that
snd = o and rcv = p, and m € M, it holds that

(mpk, msk) < Setup(1%),
ek, + SKGen(mpk, msk, o),
dk, - RKGen(mpk, msk, p),
ct + Enc(mpk, ek, rcv, m)

Pr | Dec(mpk, dk,,snd, ct) = m =1 —negl()\).

We say that an IB-ME scheme is perfectly correct if the above probability is equal to 1 (i.e., no error occurs).

3.2 Security Notions, Reconsidered

Standard security notions. IB-ME schemes must satisfy two primary security properties: privacy and
authenticity. In essence, privacy ensures that nothing is disclosed to unintended recipients who do not adhere
to the sender’s policy, while authenticity guarantees that it is impossible to impersonate the sender without
possessing the sender’s secret key. We revisit the definitions of privacy and authenticity outlined by Ateniese
et al. [2]. To clarify, we rename their definitions privacy against chosen plaintext attacks (Priv-CPA) and
authenticity against no-message attacks from outsiders (Auth-oNMA). The term “outsiders” indicates that
neither the target sender nor the target receiver is compromised. Subsequently, an authenticity notion is
improved in which adversaries can compromise the target receiver [11,18]. Since the adversary knows the
target receiver’s key, we call such adversary insiders and call the corresponding authenticity notion authen-
ticity against no-message attacks from insiders (Auth-iNMA). It is worth noting that this distinction between
insider and outsider adversaries is a well-established concept in the context of signcryption [27].

The security games are depicted in Fig. 3. We remark that we employ a “real-or-random” style Priv-CPA
game instead of the Ateniese et al.’s “left-or-right” style game. In greater detail, to account for sender and re-
ceiver anonymity, Ateniese et al. designed the security game where the adversary outputs {(snd;, rcvy, m;) }, (0,1}
and presents a challenge ciphertext generated with one of them depending on the challenge bit coin € {0,1}.
On the contrary, we define the game in a way that the adversary outputs (snd, rcv,m) and is provided with
either a real ciphertext generated using this information or a random ciphertext sampled from the ciphertext
space CT similar to the anonymity in IBE (cf. Section 2.3). In essence, our definition asserts that cipher-
texts convey no information beyond what is derived from the master public keys. Note that our definition
immediately encompasses the Ateniese et al.’s definition.

Definition 5 (Priv-CPA Security of IB-ME). We say that an IB-ME scheme IB-ME is Priv-CPA secure
if for all PPT adversaries A, it holds that

i 1
AdvPIha (\) = ‘Pr [Priv-CPAR () = 1] - 2’ — negl()),

where the security game Priv-CPAR ue(\) is depicted in Fig. 3.

Definition 6 (Auth-{o,i}NMA Security of IB-ME). Letx € {o,i}. We say that an IB-MFE scheme |IB-ME
is Auth-xNMA secure if for all PPT adversaries A, it holds that

AdvEIENE (M) = Pr|Auth-xNMA e(A) = 1| = negl()),

where the security game Auth-xNMARS_ye(N) is depicted in Fig. 3.
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Priv-XXXig_me (V)

Auth-xYYYia ue(A)

1: // XXX € {CPA, CCA}
Ls,Lr=0;rev" =1
coin +s {0,1}

(mpk, msk) < Setup(1™)
(o%, rev™, m*) « A° (mpk)

if rcv* € Lg then

B~ W N

ut

return coin

© 0w 9 O

10: ct; «sCT
11:  coin < A% (cteoin)

12 : if coin = coin then

13 : return 1
14 : else
15 : return 0

eky+ < SKGen(mpk, msk, o™)

cto < Enc(mpk, eky=, rev*, m”)

Bw N =

ot

© o 9 O

10 :
11:

12

// x € {o,i}, YYY € {NMA, CMA}
Ls,Lr,Lp = @;p* = 1
(mpk, msk) < Setup(1*)
(snd*, p*, ct™) « A (mpk)
dk,+ < RKGen(mpk, msk, p*);
m* < Dec(mpk, dk,=,snd", ct™)
if x=0Ap" € Lr then
return 0
if YYY = CMA
A (snd™, p",m*) € Lg then
return 0
if m* # 1 Asnd” ¢ Lg then
return 1
else

return 0

Available Oracles

Priv-CCA : O = {05, 0r,Op}
Auth-xCMA : O = {Os, Or, O}
Others : O = {Os, Or}

Oracle Os(0)

Oracle Og(o, rcv, m)

1: ekys + SKGen(mpk, msk, o)
2: Ls<+ LsU{c}

3: return ek,

Oracle Or(p)

1: if p=rcv” then

return L
dk, < RKGen(mpk, msk, p)
Lr <+ LrU{p}

return dk,

[, BN GV I V)

1:

(=S R V]

eks < SKGen(mpk, msk, o)
ct < Enc(mpk, ek, rcv, m)
Lr <+ LrgU{(o,rcv,m)}

return ct

Oracle Op(snd, p, ct)

1:

2
3
4
5

if (snd, p,ct) = (0", rev™, cteoin) then

return |

dk, < RKGen(mpk, msk, p)
m < Dec(mpk, snd, dk,, ct)

return m

Fig. 3: The privacy and authenticity games for IB-ME schemes.
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Priv-MisMatchig_ye () Oracle Og+(rcv, m)

1: Ls,Lr:=10 1: ct <+ Enc(mpk,ekq=, rev, m)
2: coin < {0,1} 2: return ct

3:  (mpk, msk) < Setup(1*)

(X%, rev, m*) « A95OR (mpk)

dkrevx < RKGen(mpk, msk, rev™)

0" +$ X" // Sample from the distribution.

eko+ < SKGen(mpk, msk,o™)

cto < Enc(mpk, ek, rev™, m")

cty «sCT

10: coin + A95OrOp~ (dKrev= , Cteoin)

© 0 N o oo

11 : if coin = coin then return 1

12: else return 0

Fig.4: The privacy game in the case of mismatch for IB-ME schemes. The oracles Og and Op are defined
in Fig. 3.

Stronger security notions. In this work, we define stronger security notions for IB-ME. We consider
privacy against chosen-ciphertext attacks (Priv-CCA) and authenticity against chosen-message attacks from
outsiders or insiders (Auth-oCMA or Auth-iCMA). In the Priv-CCA game, an adversary can access the decryp-
tion oracle, similar to the standard CCA attack scenario. In the Auth-xCMA game, an adversary can access
the encryption oracle and receive a ciphertext for a message of its choice, as with the signing oracle in the
unforgeability game for (standard) digital signature. These notions Priv-CCA and Auth-xCMA are the desired
security properties in practice. We note that Priv-CCA security was first defined in [13,25] and Auth-iCMA
is the same as “strong authenticity” by Wang et al. [32] while Auth-oCMA is newly introduced in this paper.

Definition 7 (Priv-CCA Security of IB-ME). We say that an IB-ME scheme |B-ME is Priv-CCA secure
if for all PPT adversaries A, it holds that

AN Sre () =

Pr[Priv-CCA,/g_ME(/\) = 1} - ;’ = negl()),

where the security game Priv-CCAg e (N) is depicted in Fig. 3.

Definition 8 (Auth-{o,i}CMA Security of IB-ME). Letx € {o,i}. We say that an IB-MFE scheme |IB-ME
is Auth-xCMA secure if for all PPT adversaries A, it holds that

AV (V) = Pr[Auth-xCMAR ye(\) = 1] = negl(V),
where the security game Auth-xCMAJS_ye(N) is depicted in Fig. 3.

Privacy in the case of mismatch during decryption. We additionally consider the case where cipher-
texts are decrypted with the valid receiver’s key but mismatched sender’s identities. Intuitively, IB-ME must
ensure the privacy of messages in this case from the design concept of IB-ME. This guarantees that an ad-
versary who compromises a receiver but has no knowledge about the sender cannot decrypt ciphertexts. This
is a crucial security property of IB-ME, but the original work did not consider it explicitly'?. Subsequently,

13 Ateniese et al. informally argued that their IB-ME scheme hides the message and the sender’s identity in the case
of mismatch, but they did not provide a formal model or a formal proof.
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Priv-CPA/E e (A)/| Privt-CCATm we (V) Oracle Og(rev)
1: dk, < RKGen(mpk, msk, p)
2: Lr<+ LrU {p}

3: return dk,

1: Ls,Lr:=10
2: coin < {0,1}

3: (mpk, msk) « Setup(1*)

(X5, X1, revg, reve, mo, my) < AOS’OR’(mpk) Oracle Op- (i € {0, 1}, rev, m)

4

5: O’é 3 25 // Sample from the distribution. 1: ct<+ EnC(mPk, ekg;f ,rcv, m)
6 o7 +—$ X7 /| Sample from the distribution. 2: return ct

7: ekos + SKGen(mpk, msk, o;)

8: ekyr + SKGen(mpk, msk,o7)

9: Cteoin ¢ Enc(mpk, ekox_, rcVioin, m")

— ovonop[00]
10: coin <+ A SEREET D (thoin)

11 : if coin = coin then return 1

12: else return 0

Fig. 5: The enhanced privacy game for IB-ME schemes. The boxed codes are only for Priv-CCA game. The
oracles Og, Op is defined in Fig. 3.

Francati et al. [18] defined a new privacy notion called “enhanced privacy” that captures privacy in this case.
To model an adversary that does not know who the sender is, Francati et al. assumed that the target senders’
identities are chosen from the corresponding high min-entropy distributions. Their definition effectively cap-
tures this intuition, but they used a single game that includes both conventional privacy and privacy in the
case of mismatch, complicating the understanding of the definition and security proofs. In addition, their
original definition does not capture the so-called “offline guessing attack”, where an adversary who knows
the decryption key can try to guess the sender’s identity locally after it gets a ciphertext. Therefore, in this
work, we redefine the above intuition as another simple security game, which we call Priv-MisMatch security.

The new security game Priv-MisMatch is shown in Fig. 4. The difference from the definition by Francati
et al. is that (1) the adversary specifies one target receiver and is given the secret key of the target receiver
explicitly, and (2) the adversary tries to distinguish whether the challenge ciphertext is real or random as
Priv-CPA /Priv-CCA games. This represents the intuition that, even if the adversary knows the the target
receiver’s key, it is difficult for the adversary to guess the sender’s identity and the privacy of messages is
guaranteed (i.e., a ciphertext does not leak any information about the sender, receiver, and the encrypted
message). Also, we explicitly consider the advantage due to the offline guessing attack. The formal definition
is as follows.

Definition 9 (Priv-MisMatch Security of IB-ME). We say that an IB-ME scheme IB-ME is Priv-MisMatch
secure if for all k-admissible PPT adversaries A, it holds that

. 1] T
AV (A, ) 1= ‘Pr [Priv-MisMatchfg_ME(A) = 1} - 2‘ < 2—:‘ + negl(}),

where the security game Priv—MisMatch,’é_ME()\) is depicted in Fig. 4 and T 4 = poly()\) denotes the running
time of A. Note that we say that the adversary A is k-admissible if its outputs X* is k-distributions.

The term T 4/2" represents the advantage of the adversary’s offline guessing attacks. Since the adversary
knows the receiver’s decryption key, it can perform an exhaustive search offline and find the correct sender’s
identity. If the sender’s identities are chosen from a distribution with sufficiently large entropy, such a guess
is infeasible for PPT adversaries. Therefore, for a reasonable Priv-MisMatch security, £ > w(log A) would be
assumed [18]. In this case, we have Advi{i‘,"sﬂ\i,slgat‘:h (A) = negl(\).
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3.3 Relationship between Our Definition and Francati’s One

In the following, we show that Priv-CPA /Priv-CCA and Priv-MisMatch cover all the security notions considered
in the enhanced privacy in [18]. The enhanced privacy [18] defined by Francati et al. considered the following
three cases:

— (1) the adversary cannot decrypt the challenge (i.e., it does not hold a valid decryption key),

— (2) the sender’s attributes do not match with the receiver’s policy on the challenge (i.e., the challenge
has a policy that is not satisfied by the sender),

— (3) the adversary receives two challenges. For the first challenge, the adversary cannot decrypt it, and
for the second challenge, the sender’s attributes do not match with the receiver’s policy. In a nutshell,
this condition is a hybrid of (1) and (2).

Formally, they are defined as follows. Originally, Francati et al. defined CPA security, but here we also
consider CCA security.

Definition 10 (Privt-CPA Security of IB-ME [18]). We say that an IB-ME scheme IB-ME is PrivT-CPA
secure if for all k-admissible PPT adversaries A, it holds that

rivT -
AdVZJB.&"E(A) =

1
Pr{PrinCPA,“‘E‘;_ME(A) = 1} - 2’ < negl(\).

where the security game Priv*—CPA,’é_ME(A) is depicted in Fig. 5. An adversary A is admissible if for all
p € LR, it satisfies at least one of the following invariants

(Case 1) p F revy A p # revy,
(Case 2) Hoo(X§) > kAN Hoo(XY) > K,
(Case 3)  pF#revi A Hoo(XF) > k&,
(Case 4)  p#revi A Hoo(XF) > k.

Definition 11 (Privt-CCA Security of IB-ME). We say that an IB-ME scheme |B-ME is Privt-CCA
secure if for all k-admissible PPT adversaries A, it holds that

AVl e (M) =

1
Pr[PrinCCAé_ME(A) = 1} - 2‘ < negl(\).

where the security game Priv*—CCAé_ME()\) is depicted in Fig. 5. An adversary A is admissible if for all
p € Lg, it satisfies at least one of the following invariants

(Case 1) p # revy A p # revy,
(Case 2) Hoo(X8) > kA Hoo(XT) > K,
(Case 3)  p#revi A Hoo(XF) > kK,
(Case 4)  p#revi A Hoo(X§) > k.

The following theorems show that Priv-CPA/Priv-CCA and Priv-MisMatch cover all the security notions
considered by Francati et al. [18].

Theorem 1. If an IB-ME scheme |B-ME satisfies Priv-CPA (resp., Priv-CCA) security and Priv-MisMatch
security, then it satisfies PrivT-CPA (resp., Privt-CCA) security.

Proof. We first prove Case 1 (that is p # rcvi A p # revy).

Lemma 1. If there exists an adversary A that breaks the Privt-CPA (resp., Privt-CCA) security for case 1,
there exists an adversary B that breaks Priv-CPA (resp., Priv-CCA ) security such that

<resp,,

1 .
Pr [Priv+-CPAé_ME(/\) =1 ‘ Case 1} - 2’ < 2AdV%r,lréfK/?E()‘)

1 .
Pr[Priv*-CCA,’g_ME(A) =1 ‘ Case 1] - 2‘ < 2Advg'j,VB‘f§;‘E(A)) .

14



Proof. To prove the lemma, we consider the following sequence of games Game; for i € {0,1,2}. We define
the advantage of A in Game; as

€; = Pr|Game'()\) = 1]

Gameg. This is the original security game conditioned on coin = 0.
Game;. In this game, we replace ct* < Enc(mpk, eky:, revg, mg) with ct* < CT.

To show the difference between Gamey and Game; is negligible, we construct B; that breaks the Priv-CPA
(resp., Priv-CCA) security of IB-ME using A. The boxed descriptions are only used for the reduction of
Priv-CCA.

1. Upon receiving the master public key mpk, By executes A on input mpk.
2. By answers queries from A as follows.
(a) When A sends o to Og oracle, By sends o to its Og oracle and receives ek,. Then, By returns it to
A.
(b) When A sends p to O oracle, By sends p to its Or oracle and receives dk,. Then, By returns it to
A.

(¢) When A sends snd, p, ct to Op oracle, B; sends snd, p, ct to its Op oracle and receives m. Then,
B returns it to A.

3. When A sends (X7, XY, revy, revi, mi, m}) to request a challenge ciphertext, By picks of < X and
o} <% Xf, sends (og, revi, m§) to its challenger, and receives the challenge ciphertext ct*. Then, B;
returns it to .A. Moreover, B; sends o and o7 to its Og oracle and receives ek, and ek,:.

4. By answers queries from A as follows.

(a) When A sends o to Og oracle, By sends o to its challenger and receives ek,. Then B; returns it to
A.

(b) When A sends p to O oracle, B sends p to its challenger and receives dk,. Then, By returns it to
A

(c) When A sends (i,rcv, m) to Op«, B computes ct <— Enc(mpk, ek, ,rcv, m) and returns ct to A.

(d) When A sends snd, p, ct to Op oracle, B; sends snd, p, ct to its Op oracle and receives m. Then,
B1 returns it to A.

5. Finally, when A outputs c/om7 By sends it to the challenger as its guess.

Let coin’ € {0, 1} be the challenge bit for By. It is clear that if coin’ = 0 (that is ct* = Enc(mpk, ekekgg ,revg, mg)),
then B perfectly simulates Game for .A. On the other hand, if coin” = 1 (that is ct* <-$ CT), then By perfectly
coin’ = 1}.

simulates Game; for A. Therefore, we have ¢y = Pr {coin’ = coin | coin’ = O} and e; = Pr {coin’ = coin

Thus, we have

1 — —
Pr [Priv—CPAlBBl_ME()\) = 1} =3 (Pr {coin’ = coin ’coin’ = 1] +Pr [coin’ = coin ‘ coin’ = OD
1 . .
=3 (1 - Pr[coin =0 ‘coin’ = 1] —|—Pr[coin =0 ‘coin’ = OD
1
= 5(1—61+60)7

1
<resp., Pr[Priv—CCA,BBI_ME()\) = 1} = 5(1 —e + eo)) ,
which in turn implies

leo — €1] = 2Advp3ri\:]é'f§,|E()\) (resp., leo —€1| = 2Advari‘:§fz,’v|E()\)) :
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Gamey. In this game, we replace ct* <-$ CT with ct* <— Enc(mpk, ek, +,rcvi, my). By doing this, Game; is the
original security game conditioned on coin = 1.

To show the difference between Game; and Games is negligible, we construct By that breaks Priv-CPA
(resp., Priv-CCA) security of IB-ME using A. The boxed descriptions are only used for the reduction of
Priv-CCA.

1. Upon receiving the master public key mpk, By executes A on input mpk.
2. By answers queries from A as follows.
(a) When A sends o to Og oracle, By sends o to its Og oracle and receives ek,. Then, By returns it to
A.
en A sends p to Og oracle, By sends p to its Op oracle and receives . Then, Bs returns it to
b) When A sends p to O le, B ds p to its O 1 d ives dk,. Then, B ret it t
A.

(c) When A sends snd, p,ct to Op oracle, B2 sends snd, p, ct to its Op oracle and receives m. Then,
Bs returns it to A.

3. When A sends (X, X7, rev, revi, mg, m7) to request a challenge ciphertext, B picks of «+$ X and
o} +s X7, sends (o7, rcvi, my) to its challenger, and receives the challenge ciphertext ct*. Then B
returns it to .A. Moreover, By sends o and o7 to its challenger and receives ek, and ek, .

4. By answers queries from A as follows.

(a) When A sends o to Og oracle, By sends o to its Og oracle and receives ek,. Then, By returns it to
A.

(b) When A sends p to Og oracle, By sends p to its O oracle and receives dk,. Then, B; returns it to
A.

(c) When A sends (i,rcv, m) to Op«, Bz computes ct <— Enc(mpk, ek, rcv, m) and returns ct to A.

(d) When A sends snd, p, ct to Op oracle, By sends snd, p, ct to its Op oracle and receives m. Then,
Bsy returns it to A.

5. Finally, when A outputs C/O—Wl, By sends it to the challenger as its guess.

Let coin” € {0, 1} be the challenge bit for B. It is clear that if coin” = 0 (that is ct* = Enc(mpk, ekek_. , revi, my)),

1
then B, perfectly simulates Games for A. On the other hand, if coin” = 1 (that is ct* < CT), then By perfectly
simulates Game; for A. Therefore, we have e; = Pr {coin’ — coin ‘ coin’ = 1} and €3 = Pr {coin’ — coin ‘ coin’ = 0}.

Thus, we have

Pr [Priv—CPAlBBZ’_ME()\) = 1} = (Pr {coin’ = coin ’coin’ = 0] +Pr [coin' = coin ‘ coin’ = 1D

(1—Pr[<§ﬁ1:0 ‘coin/zo} +Pr[<5m:0 ‘coin/: ID

(1—ex+e1),

N — N~ DN

1
<resp., Pr[Priv—CCAngl_ME()\) = 1} = 5(1 —e + eo)) ,
which in turn implies

ler — €] = 2Advp3r;\:]é'f§,|E()\) (resp., ler —e2| = 2Advar;‘:§fz,’\,|E()\)) :
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From the above arguments, we have

Pr{PrinCPA(,;_ME(A) =1 ‘Case 1} - ;‘

<

1
3 Pr{Prier—CPA,’é_ME()\) =1 ‘ Case 1 A coin = O] —Pr [Priv*—CPAfé_ME()\) =1 ’ Case 1 A coin = 1} ‘

1 1 riv-
= §|€0 — 62| S §(|€0 — €1| -+ |61 — €2|) = QAdV%,IB(-:FI\)/TE()\)’

(resp.,

Next, we prove Case 2 (that is Hoo(X5) > k A Heo(XT) > k).

1 .
Pr[Priv-CCAg () = 1 ‘Case 1] - 2’ < 2Advgj|v;§jE(A)) .

Lemma 2. If there exists an adversary A that breaks the Privi-CPA (resp., Privt-CCA) security for case 2,
then there exists an adversary B that breaks Priv-MisMatch security such that

(resp.,

Proof. To prove the lemma, we consider the following sequence of games Game; for i € {0,1,2}. We define
the advantage of A in Game; as

1 .
Pr[Privt-CPATg ye(\) = 1 | Case 2] - 2’ < 2AdVEIEmateh ()

1 o
Pr [PriW-CCA,“é_ME(A) =1 ’ Case 2} - 2' < 2AvaBrj,VE;i“,\';g“t°h(A)) .

)

€ =Pr {GameA()\) = 1]

Gameg. This is the original security game conditioned on coin = 0.
Game;. In this game, we replace ct* < Enc(mpk, eky:, revg, mg) with ct* < CT.

To show the difference between Gamey and Game; is negligible, we construct B; that breaks Priv-MisMatch
security of IB-ME using A. The boxed descriptions are only used to simulate the Privt-CCA game.

1. Upon receiving the master public key mpk, B; executes A on input mpk.
2. By answers queries from A as follows.
(a) When A sends o to Og oracle, By sends o to its Og oracle and receives ek,. Then B; returns it to
A.
b) When A sends p to Og oracle, By sends p to its Og oracle and receives dk,. Then, By returns it to
P P P
A.

(c) When A sends snd, p, ct to Op, By sends p to its O oracle and receives dk,. Then, B; computes
m < Dec(mpk, dk,, snd, ct) and returns it to A.

3. When A sends (X%, X7, revy, revi, mi, m}) to request a challenge ciphertext, By picks o <$ X7, sends
(X5, revg, mg) to its challenger and receives the target receiver key and challenge ciphertext (dkeys,ct®).
Then, By returns ct* to A. Moreover, By sends o7 to its Og oracle and receives ekgf.

4. By answers queries from A as follows.

(a) When A sends o to Og oracle, B sends o to its Og oracle and receives ek,. Then B; returns it to
A.

(b) When A sends p to Op oracle, B; returns dkyevx to A if p = revg. Otherwise, By sends p to its Og
oracle, receives dk,, and returns it to A.
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(¢c) When A sends (4,rcv, m) to Op-, if i = 0 holds, B; sends (rcv, m) to its O+ oracle and receives ct.
Otherwise, By computes ct < Enc(mpk, ek,r,rcv,m). Then B; returns ct to A.

(d) When A sends snd, p, ct to Op, By sends p to its O oracle and receives dk,. Then, B; computes
m < Dec(mpk, dk,,snd, ct) and returns it to A.

5. Finally, when A outputs &)?1, By sends it to the challenger as its guess.

Let coin” € {0, 1} be the challenge bit for B. It is clear that if coin” = 0 (that is ct* = Enc(mpk, ekek_. , revg, mg)),

0
then B perfectly simulates Gameg for A. On the other hand, if coin” = 1 (that is ct* < CT), then By perfectly
simulates Game; for A. Therefore, we have ¢y = Pr {coin’ = coin ‘ coin’ = O} and e; = Pr {coin' = coin ‘ coin’ = 1}.

Thus, we have

1 . .
Pr [Priv—MisMatchFBl_ME(A) = 1} =3 (Pr {coin' = coin ‘coin/ = 1} +Pr [coin' = coin ‘ coin’ = OD
1 . A
=3 (1 - Pr[coin =0 ‘coin' = 1} +Pr[coin =0 ‘coin' = OD
e
- § €1 60)7

which in turn implies
_ priv-mismatch
leo — 1| = 2AdVBhlB-ME (A)-

Gamey. In this game, we replace ct* <—$ CT with ct* <- Enc(mpk, ek, , rcvi, m7). By doing this, Game is the
original security game conditioned on coin = 1.

To show the difference between Game; and Game, is negligible, we construct By that breaks Priv-MisMatch
security of IB-ME using A. The boxed descriptions are only used to simulate the PrivT-CCA game.

1. Upon receiving the master public key mpk, By executes A on input mpk.
2. By answers queries from A as follows.
(a) When A sends o to Og oracle, By sends o to its Og oracle and receives ek,. Then Bs returns it to
A.
(b) When A sends p to Og oracle, B sends p to its Og oracle and receives dk,. Then, B; returns it to
A.

¢) When A sends snd, p, ct to Op, By sends p to its Og oracle and receives dk,. Then, By computes
y Py ) 14 P ) p
m < Dec(mpk, dk,, snd, ct) and returns it to A.

3. When A sends (X%, X7, revy, revi, mi, my) to request a challenge ciphertext, By picks off <$ X, sends
(X7, revi, mi) to its challenger, and receives the target receiver key and challenge ciphertext (dkeys,ct®).
Then By returns ct* to A. Moreover, By sends o to its challenger and receives ek .

4. By answers queries from A as follows.

(a) When A sends o to Og oracle, By sends o to its Og oracle and receives ek,. Then, By returns it to
A.

(b) When A sends p to Or oracle, By returns dk,,: to A if p = rcvi. Otherwise, By sends p to its Or
oracle, receives dk,, and returns it to A.

(¢) When A sends (i, rcv, m) to Og« oracle, if ¢ = 1 holds, B; sends (rcv, m) to its Op« oracle and receives
ct. Otherwise, Bz computes ct <— Enc(mpk, ek, s, rcv,m). Then By returns ct to A.

(d) When A sends snd, p, ct to Op, Bs sends p to its Op oracle and receives dk,. Then, B> computes
m < Dec(mpk, dk,, snd, ct) and returns it to A.

5. Finally, when A outputs c/o%, By sends it to the challenger as its guess.
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Let coin” € {0, 1} be the challenge bit for B. It is clear that if coin” = 0 (that is ct* = Enc(mpk, ekek_. , revi, my)),

1
then B, perfectly simulates Games for A. On the other hand, if coin” = 1 (that is ct* < CT), then By perfectly
simulates Game; for A. Therefore, we have e; = Pr {coin’ = coin ‘ coin’ = 1} and €5 = Pr {coin' = coin ‘ coin’ = 0}.

Thus, we have

1 — —
Pr [Priv—MisMatchngz_ME(/\) = 1} =3 (Pr {coin' = coin ‘coin/ = 0} +Pr [coin/ = coin ‘ coin’ = 1D
1 — —
=5 (1 - Pr[coin =0 ‘coin’ = 0} +Pr[coin =0 ‘coin’ = ID
1
25(1762+61)7

Thus, we have
riv-mismatch
‘61 — 62| = 2Adv%2,lB-ME (/\)

From the above arguments, we have

1
Pr[Priv*-CPA,’é_ME(A) =1 ‘ Case 2} - 2‘

1
< §’Pr[Priv+—CP/—\fg_ME(A) =1 ‘ Case 2 A coin = O] —Pr [Priv*—CPAfé_ME()\) =1 ‘ Case 2 A coin = 1} ‘

1 1 riv-mi
= 3leo—el < (o —al+la —ef) = 2AdVE T ().

<resp.,

Next, we prove Case 3 (that is p # revi A Hoo (XT) > k).

1 . .
Pr [Privt-CCAg ye(A) = 1 | Case 2] - 2’ < 2AvaBr:]’E;’_‘",\',|S|’E““°h(/\)) .

Lemma 3. If there exists an adversary As that breaks the PrivT-CPA (resp., Privt-CCA ) security for case 3,
there exists an adversary By that breaks Priv-CPA (resp., Priv-CCA ) security and Bs that breaks Priv-MisMatch
security such that

(resp.,

Proof. To prove the lemma, we consider the following sequence of games Game; for i € {0,1,2}. We define
the advantage of A in Game; as

1 . _
Pr[Priv*-CPAg e(A) = 1 | Case 3] - 2‘ < AdVEEP2 () + AdvErimismateh )

1 ) -
Pr [Priv*-CCA,“g_ME()\) =1 ) Case 3} - 2‘ < AdvEViER () + Advg';,-g‘_';;“;““(xo .

€ = Pr {Gamefl()\) = 1}.

Gameg. This is the original security game conditioned on coin = 0.
Game; . In this game, we replace ct* < Enc(mpk, ek, , revg, mg) with ct* < CT.

To show the difference between Gamey and Game; is negligible, we construct By that breaks Priv-CPA
security of IB-ME using A. The boxed descriptions are only used for the reduction of Priv-CCA.

1. Upon receiving the master public key mpk, B; executes A on input mpk.
2. By answers queries from A as follows.
(a) When A sends o to Og oracle, B; sends o to its challenger and receives ek,. Then B; returns it to

A.
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(b) When A sends p to O oracle, By sends p to its challenger and receives dk,. Then, By returns it to
A.

(¢) When A sends snd, p, ct to Op oracle, By sends snd, p, ct to its Op oracle and receives m. Then,
B returns it to A.

3. When A sends (X3, X5, revy, revi, mi, mj) to request a challenge ciphertext, By picks of < X and
o} < X7, and sends (o7, reviy, m) to its challenger and receives the challenge ciphertext ct*. Then By
returns it to A. Moreover, B sends o and o] to its challenger and receives ekg(f; and ekgf.

4. By answers queries from A as follows.

(a) When A sends o to Og oracle, B; sends o to its challenger and receives ek,. Then B; returns it to
A.

(b) When A sends p to O oracle, B; sends p to its challenger and receives dk,. Then, By returns it to
A.

(c) When A sends (i,rcv, m) to Op«, B computes ct <— Enc(mpk, ek, ,rcv, m) and returns ct to A.

(d) When A sends snd, p, ct to Op oracle, By sends snd, p, ct to its Op oracle and receives m. Then,
B returns it to A.

5. Finally, when A outputs CTJF], B sends it to the challenger as its guess.

Here, since we assume the case 3, A might make a decryption key query p such that p # rcvj;. Note that,
if A makes a decryption key query p = rcvi, B; can make a decryption key query on input p since rcvy is
not the challenge receiver identity for B; in the Priv-CPA game. Let coin’ € {0,1} be the challenge bit for
Bj. Then, it is clear that if coin’ = 0 (that is ct* = Enc(mpk,ekekgs ,revg, mg)), then By perfectly simulates

Gamey for A. On the other hand, if coin” = 1 (that is ct* <% CT), then By perfectly simulates Game; for A.

Therefore, we have ¢y = Pr [coin’ = coin ‘ coin’ = O} and €; = Pr [coin/ = coin ‘ coin’ = 1] Thus, we have

(1761+60)7

Pr [Priv—CPAFBl_ME()\) = 1} =—(Pr [com = coin ’coin’ = 1] +Pr [coin’ = coin ‘ coin’ = OD

1-— [com =0 ’com = 1] +Pr[c0|n =0 ’com = OD

N RN~ DN

which in turn implies _
€0 — e1] = 2Advis " 1gTuE(M)-

Gamey. In this game, we replace ct* < CT with ct* <— Enc(mpk, ek, +,rcvi, my). By doing this, Game; is the
original security game conditioned on coin = 1.

To show difference between Game; and Game, are negligible, we construct By that breaks Priv-MisMatch
security of IB-ME using A. The boxed descriptions are only used to simulate the Privt-CCA game.

1. Upon receiving the master public key mpk, By executes A on input mpk.
2. By answers queries from A as follows.
(a) When A sends o to Og oracle, By sends o to its challenger and receives ek,. Then By returns it to
A.
(b) When A sends p to O oracle, B sends p to its challenger and receives dk,. Then, By returns it to
A.

¢) When A sends snd, p, ct to Op, By sends p to its O oracle and receives dk,. Then, B> computes
p p P
m < Dec(mpk, dk,,snd, ct) and returns it to A.
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3. When A sends (X, X, revg, revi, mf, mi) to request a challenge ciphertext, By picks o +s$ X, and
sends (X7, rcvi, my) to its challenger and receives the challenge ciphertext ct*, dk,:. Then By returns ct*
to A. Moreover, By sends oy to its challenger and receives ek .
4. By answers queries from A as follows.
(a) When A sends o to Og oracle, B sends ¢ to its challenger and receives ek,. Then By returns it to
A.
(b) When A sends p to Og oracle, B, returns dk,: to A if p = pj. Otherwise, By sends p to its challenger
and receives dk,. Then, By returns it to A.
(¢) When A sends (i,rcv,m) to Op~, Ba sends (i,rcv,m) to its challenger and receives ct if ¢ = 1.
Otherwise, Bz computes ct < Enc(mpk, ek, ,rcv, m). Then B returns ct to A.

(d) When A sends snd, p, ct to Op, Bs sends p to its Op oracle and receives dk,. Then, B> computes
m < Dec(mpk, dk,, snd, ct) and returns it to A.

5. Finally, when A outputs CTJF], By sends it to the challenger as its guess.

It is clear that if coin = 0 (that is ct* = Enc(mpk, ekek_.,rcvi, my)), then By perfectly simulates Gamey for
1
A. On the other hand, if coin = 1 (that is ct* < CT), then By perfectly simulates Game; for A. Therefore,

we have ¢; = Pr [coin = coin ‘coin = 1} and e; = Pr [coin = coin ‘coin = 0}. Thus, we have

1 — —_
Pr [Priv—MisMatchFBz_ME()\) = 1} =3 (Pr [coin = coin ‘coin = 0} + Pr [coin = coin ’coin = ID
1 — —
=3 (1 —Pr[coin =0 ‘coin = O} —i—Pr[coin =0 ’coin = ID
-1 (1 +€1)
= 5 €9 €1).

Thus, we have

€1 — ea| = 2AdvR TR (V).

From the above arguments, we have

Pr{Priv"’—CPAé_ME(}\) =1 ‘ Case 3] - ;‘

1
< i‘Pr[Priv“L—CPAfé_ME()\) =1 ‘ Case 3 A coin = 0} —Pr [Priv+—CPAfé_ME()\) =1 ‘ Case 3 A coin = 1} ‘

! 1 riv- riv-mism
- §|€o — €] < §(|€o —€e|+le—e) = Adval_rlgjiAE()\) + Adv%gJB—;/lEatCh()\)
(resp.7

Finally, we prove Case 4 (that is p # rcvi A Hoo(XF) > K).

1 , _—
Pr[Priv"‘-CCAé_ME(/\) =1 ‘ Case 3} — 2‘ < Advig g (N) + Advar;‘ij_',f,lmEatCh()\)> .

Lemma 4. If there exists an adversary Ay that breaks the PrivT-CPA (resp., Privt-CCA ) security for case 4,

there exists an adversary By that breaks Priv-MisMatch security and By that breaks Priv-CPA (resp., Priv-CCA)
security such that

1 - .
Pr {Priv*—CPAé_ME(A) =1 ‘ Case 4} _ 2‘ S Advpnv—mlsmatch(/\) +Advpr|v-cpa ()\)

B1,IB-ME B3,IB-ME
(resp.,

1 A )
P [Priv-COA el = 1| Case 4] — 5| < AGEPZRE0) + AV ERe(N) )
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Proof. To prove the lemma, we consider the following sequence of games Game; for i € {0,1,2}. We define
the advantage of A in Game; as

€; = Pr|Game'()\) = 1]

Gameg. This is the original security game for coin = 0.
Game;. In this game, we replace ct* < Enc(mpk, eky, revg, mg) with ct® < CT.

To show difference between Gamey and Game; are negligible, we construct B; that breaks Priv-MisMatch
security of IB-ME using A. The boxed descriptions are only used to simulate the PrivT-CCA game.

1. Upon receiving the master public key mpk, By executes A on input mpk.
2. By answers queries from A as follows.
(a) When A sends o to Og oracle, By sends o to its challenger and receives ek,. Then B; returns it to
A.
(b) When A sends p to O oracle, B sends p to its challenger and receives dk,. Then, By returns it to
A.

(c) When A sends snd, p, ct to Op, By sends p to its Og oracle and receives dk,. Then, B; computes
m < Dec(mpk, dk,,snd, ct) and returns it to A.

3. When A sends (X, X, revg, revi, mf, mi) to request a challenge ciphertext, By picks o} +$ X7, and
sends (X, revy, my) to its challenger and receives the challenge ciphertext ct*, dky:. Then By returns ct*
to A. Moreover, B; sends o7 to its challenger and receives ek, .
4. By answers queries from A as follows.
(a) When A sends o to Og oracle, B; sends ¢ to its challenger and receives ek,. Then B; returns it to
A.
(b) When A sends p to O oracle, By returns dk,s to A if p = pj. Otherwise, B; sends p to its challenger
and receives dk,. Then, B; returns it to A.
(¢) When A sends (i,rcv,m) to Og~, By sends (i,rcv, m) to its challenger and receives ct if ¢ = 0.
Otherwise, B; computes ct <— Enc(mpk, ek, », rcv,m). Then B; returns ct to A.

(d) When A sends snd, p, ct to Op, By sends p to its O oracle and receives dk,. Then, B; computes
m < Dec(mpk, dk,, snd, ct) and returns it to A.

5. Finally, when A outputs c/om, By sends it to the challenger as its guess.

It is clear that if coin = 0 (that is ct* = Enc(mpk, ekek_.,rcvi, my)), then B; perfectly simulates Gameg for
1
A. On the other hand, if coin = 1 (that is ct* <sCT), then By perfectly simulates Game; for A. Therefore,

we have ¢g = Pr [coin = coin ‘coin = O} and €; = Pr|coin = coin ‘coin = 1}. Thus, we have

N RN~ DN

Pr [Priv—MisMatchfsBl_ME()\) = 1} (Pr [coin = coin ’coin = 1] +Pr [coin = coin ’coin = OD

(17Pr[(5ﬁ1:0 ‘coinzl} +Pr[c/oi1:0 ’coin:OD

(1—61+60).

Thus, we have
o priv-mismatch
o — 1] = 2AdV31,||3-|\/|E (A)-

Gamey. In this game, we replace ct* <—$ CT with ct* <- Enc(mpk, ek, , rcvi, m}). By doing this, Game, is the
original security game for coin = 1.

To show difference between Game; and Games are negligible, we construct By that breaks Priv-CPA
security of IB-ME using A. The boxed descriptions are only used for the reduction of Priv-CCA.
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1. Upon receiving the master public key mpk, By executes A on input mpk.
2. By answers queries from A as follows.
(a) When A sends o to Og oracle, By sends ¢ to its challenger and receives ek,. Then By returns it to
A.
b) When A sends p to Og oracle, Bs sends p to its challenger and receives dk,. Then, By returns it to
P
A.

(¢) When A sends snd, p, ct to Op oracle, B2 sends snd, p, ct to its Op oracle and receives m. Then,
B, returns it to A.

3. When A sends (X3, Xy, revy, revi, mi, m}) to request a challenge ciphertext, By picks of s X and
o} < X7, and sends (o7, revi, m}) to its challenger and receives the challenge ciphertext ct*. Then B
returns it to .A. Moreover, By sends of and o} to its challenger and receives ekgg and ekgf.

4. By answers queries from A as follows.

(a) When A sends o to Og oracle, Bs sends o to its challenger and receives ek,. Then B2 returns it to
A.

(b) When A sends p to O oracle, By sends p to its challenger and receives dk,. Then, By returns it to
A

(c) When A sends (i,rcv,m) to Op«, Bz computes ct <— Enc(mpk, ek, »,rcv, m) and returns ct to A.

(d) When A sends snd, p, ct to Op oracle, By sends snd, p, ct to its Op oracle and receives m. Then,
By returns it to A.

5. Finally, when A outputs C/O—Wl, By sends it to the challenger as its guess.
First, A can make a decryption key query on input pf since p§ is not the challenge receiver identity of the
Priv-CPA game. Then, it is clear that if coin = 0 (that is ct* = Enc(mpk, ekey_. ,rcvi, my)), then By perfectly
1
simulates Gamey for A. On the other hand, if coin = 1 (that is ct* +s CT), then By perfectly simulates

Game; for A. Therefore, we have ¢; = Pr [coin — coin ’coin = 1] and €5 = Pr [coin — coin ’coin = O]. Thus,

we have
1 — —
Pr|Priv-CPAR2 (M) = 1] = 5 (Pr|coin = coin | coin = 0] + Pr [coin = coin | coin = 1])
1 — —
= 3 (1 —Pr[coin =0 ‘coin = O} —&—Pr{coin =0 ’coin = ID
_ 1 (1 + )
= D) €2 €1).

1
(resp., Pr[Priv-CPA%‘_ME(/\) = 1] = 5(1 — €+ 61)>

Thus, we have
le1 — €| = 2Advy) | Eme(M) (resp., ler —e2| = 2Advar;‘:§fz,’v|E()\)) .

From the above arguments, we have

1
Pr [Priv*-CPAE e (V) = 1 ‘Case 4] - 2‘

1
< §‘Pr{Priv+-CPA;‘é_ME(A) =1 ‘ Case 4 A coin = o} _Pr [Priﬁ-CPA,“‘é_ME(A) = 1 | Case 4 A coin = 1} ‘

1 1 riv-mismatch riv-cpa
= §|€0 — 62| = §(|€0 — 61| + |€1 — 62|) = Adv%l,lB—MEt (A) + AdVZ’z,IBF-)ME()‘)'
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<resp.7 Pr [Priv+—CCAé_ME()\) =1 ’ —} ;‘ < Advlp;i‘:]g_i,fﬂnéamh()\) + Advar;‘ﬁéc_?le()\)>
O
Putting Lemmata 1 to 4, we have
AV et (V) < AAdVE TR (V) + 4AAVETETAE ™ (V).
O

4 Improved IB-ME Scheme from BDH in the ROM

This section shows an improved IB-ME scheme from the BDH assumption in the ROM. Our idea is to
combine the Boneh-Franklin IBE scheme [5] and the Sakai-Ohgishi-Kasahara IB-NIKE scheme [30]. We
also introduce several optimizations to reduce secret key and ciphertext sizes. To achieve stronger security,
we employ the FO transformation [19]. Interestingly, the FO transformation allows us to achieve not only
Priv-CCA security at minimum costs but also Auth-oCMA security for free. We also provide a formal proof
of its Priv-MisMatch security. As a result, we obtain a highly efficient and strongly secure IB-ME scheme
compared to the scheme of Ateniese et al. [2].

4.1 Construction
The proposed IB-ME scheme IB-MEBPH is as follows. Its identity and message spaces are ZD = {0,1}* and
M = {0,1}mselen | respectively.

Setup(1*): It first generates a bilinear group G := (p, G1, Go, G, g1, g2, €) < G(1*) and selects hash functions
Hy @ {0,1}* — Gy, Hy : {0,1}* — Go, H : {0,1}* x {0,1}* x Gy x Gy x Gp — {0,1}mselen+A " and
G:{0,1}* x {0,1}* x {0,1}mseten x {0,1}* — Z,. Then, it samples = < Z,, and sets X := g7. Finally,
it outputs mpk := (G, Hy, Ho, H, G, X) and msk = z.

SKGen(mpk, msk, c): It computes u, := H; (o) and outputs ek, = u®

RKGen(mpk, msk, p): It computes u, := Hz(p) and outputs dk, = uy.
Enc(mpk, ek,, rcv, m): It picks k < {0,1}* and computes r := G(o,rcv,m, k). Then, it computes Uy, =

Hs(rcv) and
R:=g7, ctxt :== (mllk) ® FI(U, rev, Ry e( X", Upey ), e(eky, Urey))-

Finally, it outputs ct := (R, ctxt).
Dec(mpk, dk,, snd, ct = (R, ctxt)): It computes usng := Hi(snd) and

m||k := ctxt & H(snd, p, R, e(R, dk,), e(usna, dkp)).
It then computes r := G(snd, p, m, k) and checks if R = g7. If so, it outputs m. Otherwise, it outputs L.

Correctness. We can verify that IB-MEBP" is perfectly correct. For any A € N, (mpk, msk) € Setup(1*) and

any o, p,snd,rcv € {0,1}* such that o = snd and p = rcv, we have
e(X", urey) = e((97)", Ha(rev)) = e(gq, Ha(p)") = e(R, dk,),
e(eky, Urey) = e(H1(0)*, Ha(rev)) = e(H1(snd), Ha(p)*) = e(usng, dkp).
That is, it holds that
Fl(a, rev, R, e(X, upey)”, e(ekg, Urey)) = Fl(snd,p,R,e(R,dkp),e(usnd,dkp)),

and thus the receiver recovers mj||k that the sender ¢ = snd encrypts. Thus, the receiver can recompute
r = G(snd, p, m, k) that satisfies R = ¢7.
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4.2 Security Proof
We can show that IB-MEBPH is Priv-CCA, Priv-MisMatch and Auth-oCMA secure in the ROM.

Theorem 2. Suppose the hash function G is a random oracle. If there exists an adversary A that breaks
the Priv-CCA security of IB-MEBPH | there exists an adversary B that breaks the BDH assumption for G such
that

GdDec 3QG

+on

AdVP oo (M) < 36(1 + qr)gp - AV (V) +

where p is the order of the underlying bilinear group and qr, qp, qy, and qg are the mazimum number of
queries A makes to are the maximum number of queries A sends to Or, Op, H and G oracles, respectively.

To prove the Priv-CCA security of IB-MEBPH, we use the intermediate scheme IB-MEB| which is a
simplified version of IB-MEBP". We prove that IB-ME®* is Priv-CPA secure under the BDH ‘assumption,
and then prove the Priv-CCA security of IB-MEBPH assuming the Priv-CPA security of 1B-MEB.

Basic IB-ME scheme. The IB-ME scheme IB-MEB* is as follows. The differences between IB-MEB®* and
IB-MEBPH are that IB-M EBas Enc samples uniform randomness r instead of generating it with a hash function
G, and IB-ME®*“ Dec does not perform the ciphertext validity check (i.e., do not check if R = ¢} holds). Its
identity and message spaces are ZD = {0,1}* and M = {0, 1}m€Len+2 respectively.

Setup(1*): It is identical to 1B-M EBPH Setup except that G is not chosen.
SKGen(mpk, msk, o): It is identical to IB-ME®P" SKGen.

RKGen(mpk, msk, p): It is identical to 1B-ME®PH RKGen.

Enc(mpk, ek,, rcv, m): It chooses r <3 Z,, and computes ur, = Hz(rcv) and

R = g7, ctxt == m @ H(o’, rev, R e(X7, urey ), e(eko, Urey))-

It outputs ct := (R, ctxt).
Dec(mpk, dk,, snd, ct = (R, ctxt)): It computes usng := Hi(snd) and

m == ctxt @ H(snd, p, R, e(R, dk,), e(usnd, dk,)).

Finally, it outputs m.

EBasm EBasn:

We can easily verify that |IB-M is correct. We now show that 1B-M is Priv-CPA secure.

Theorem 3. Suppose that the hash functions Hy, Ha, H are random oracles. If there exists an adversary A
that breaks the Priv-CPA security of 1B-M EBC there exists an adversary B that breaks the BDH assumption
for G such that
v~ . bdh
Advjl’\;Bc_F;\;EBasic(A) < é(1+qr)gy - Advi g(N),
where qr and qg are the mazimum number of queries A sends to Or and H oracles, respectively. The running
time of B is about that of A.

Proof of Theorem 3. To prove the theorem, we consider the following sequence of games Game; for i €
{0,1,2}. We define the advantage of A in Game; as
1
€ = ‘Pr[Gamef()\) = 1} - 2‘.
Gameg. This is the original security game. By definition, we have

_ priv-cpa
€ = AdVA,IB-MEBaSiC(/\)'

Game;. In this game, we add abort conditions. We guess the challenge identity p* that is not sent to Og
oracle. If the guess fails, the game aborts and sets a random coin as A’s output. To do so, we change the
challenger’s procedures as follows. (The other procedures are worked as in the previous game.)
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— When A sends p to Hs oracle, it flips a coin d which yields 0 with probability 1 — §. Then, it samples
b «$ Z,, computes u, = g5 and updates Ln, < Ln, U {(p,up,b,d)}. Then it returns u, to A.

— When A sends p to Og oracle, it searches an entry (p,u,,b,d) € Ln,'*. If d = 0, the game aborts.
Otherwise (i.e., d = 1), it computes dk, := (¢%) and returns it to A.

— When A outputs (o*, rcv*, m*) to request a challenge ciphertext, it searches (rev*, uyeys, b, d) from Ly, .
If d = 1, the game aborts. Otherwise (i.e., d = 0), it works as in Gamey.

The advantage of A in Game; is equal to the advantage of A in Gamey conditioning on the game does
not abort. Therefore, we have

€] = €0 Pr[—\abort].

Let us estimate the probability Pr[-abort]. The probability that the game does not abort in Op oracle
is §9%. The probability the game does not abort when A request a challenge ciphertext is 1 — d. Hence, the
overall non-aborting probability is 677 (1 — §). This value is maximum when ¢ = —2£— and thus we have

1+qr’
Pr[—abort] <

m for large qr. Therefore, we have

€0 < é(1+qr)- e
Game,. In this game, the challenge cty = (R*, ctxt*) is computed as
r* $Zy, Z<s{0, pymsstentA o pro— gf, ctxt* <« m* ® Z.

Let BadQ be the event that A queries (-, rcv*, R*,U*,-) to the oracle H where U* := e(R*,dkeey+ ). Since Z
is chosen independently at random from random oracles, A can distinguish the two games if BadQ occurs,
and otherwise, they proceed identically. Thus, we have

lea — 1] < Pr[BadQ].

To estimate Pr[BadQ], we show that if A triggers BadQ, we can construct an adversary B that solves the
BDH problem.The construction of B is as follows.

1. Upon receiving (G = (p,Gl,GQ,GT,gl,gQ,e),gf‘,gg‘,gg,gg), B sets X = ¢¢ (i.e., msk is implicitly set

«) and prepares three random oracles Hy, Ha, H (i.e., initialize the lists Ly, , Ly, , Ly). Also, B flip a coin
coin <% {0,1}. Then, B executes A on input mpk := (G, Hy, Ha, H,X).
2. When A makes oracle queries, B answers them as follows:

(a) When A sends o to H; oracle, B samples b < Z, and computes u, = g%. Then, B updates Ly, <+
Ly, U{(o,us,b)} and returns u, to A.

(b) When A sends p to Hy oracle, B samples b < Z,,. With probability 1 — ¢, B computes u, = (gg)b
and updates Ln, < Ln, U {(p,u,,b,0)}. Otherwise, B computes u, = g5 and updates Ln, <
L, U{(p,u,,b,1)}. Then, B returns u, to A.

(¢) When A sends (o,p,R,U,V) to H oracle, B samples Z <= {0,1}mseten and updates Ly < Ly U
{(o,p,R,U,V, Z)}. Then, B returns Z to A.

(d) When A sends o to Og oracle, B searches (o,u,,b) € Ly, and computes ek, = (¢¢)°. Then, B
returns ek, to A.

(e) When A sends p to Op oracle, B searches (p,u,,b,d) € Ln,. If d =0, B aborts the game. Otherwise
(i.e., d = 1), B computes dk, := (¢g5)°. Then, B returns dk, to A.

(f) When A outputs (o*, rev*, m*) to request a challenge ciphertext, B searches (rev*, uyey+, b*,d*) € Lp,.
If d* = 1, B aborts the game. Otherwise, B sets R* := ¢g| and computes ctxt* := m* @& Z where
Z {0, 1}mselen+A Then B sets cty := (R*,ctxt*) and ct; +$C7, and returns cteoin to A.

14 If no entry exists, H2(p) is internally queried and flips a coin d. (In the rest of this paper, when we have a similar
situation, we also deal with it in the same manner.)
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3. Finally, A outputs a guess coin. Then, B picks an entry (-, rev*, R*,U*,-) € Ly at random and outputs
D := (U*)% as the solution of the BDH problem.

We can see that B perfectly simulates the Priv-CPA game against A if B does not abort. Moreover, we know
that dkyeys = (Upey+)® = (ggﬁ)b* and R* = g/, and thus

U* = e(R*, dkiev-) = e(g7, 957" ) = (e(g1, g2) ).

If A distinguish the two games, A has queried I:|(, rev*, R*,U*,-), and thus with probability at least q%, B
H
can solve the BDH problem correctly. Thus we have

le2 — €1] < Pr[BadQ] < qg - Advg 'z (V).

In Game,, both cty and ct; are chosen at random from the ciphertext space. Since coin is information-
theoretically hidden from A, we have e; = 0.

Putting everything together, we obtain

VPR () < 61+ ar)ag - AdVE(A).

O

We now prove the Priv-CCA security of IB-MEEPH assuming the Priv-CPA security of IB-ME®®€. The
proof is similar to the proof of the FO transformation for PKE schemes [19].

Proof of Theorem 2. To prove the theorem, we consider the following sequence of games Game; for i €
{0,---,5}. Define the advantage of A in Game; as

7

€ = ‘Pr[GameA()\) = 1} - ;‘

Gameg. This is the original security game. By definition, we have

_ priv-cca
€0 = AdVP T coon (M)

Game;. In this game, the randomness k* € {0,1}* (used to generate the challenge ciphertext) is chosen in
the setup phase instead of the challenge phase. Since there is no difference in A’s view, we have

€1 = €).

Game,. In this game, we change the behavior of G oracle. When A sends a tuple (o,p,m,k) to G, the
challenger picks r <$ Z,,, and computes

ek, == Hy(0)", ct < IB-ME®> Enc(mpk!?, ek, p, m||k; 7).

Then, it updates Lg <+ Lg U {((o, p,m, k), r,ct)} and returns r to A.
Since there is no difference in the behaviors of oracles from A’s viewpoint, we have

€y = €71.
We remark that ek, is unique for each identity o, and thus the ciphertext computed as above can be uniquely

determined by (o, p, m, k).

EBDH

15 For simplicity, we use the same symbol mpk for IB-MEE** and IB-MEBPH since mpk of IB-M covers that of

IB-M EBasicA
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Gamegs. In this game, we change the behavior of Op oracle. When A sends (snd, p,ct) to Op, it finds an
entry ((snd, p,m, k), r,ct) € Lg. If such a tuple exists, m||k is returned to A. Otherwise, L is returned to A.

Let BadD be the event that A submits a decryption query on (snd, p, ct) such that ((snd, p, m, k), r,ct) ¢ Lg
but it is not rejected in the previous game. Due to the perfect correctness of the scheme, the two games
proceed identically unless BadD occurs. Thus, we have

les — €] < Pr[BadD].

We now estimate Pr[BadD]. In the previous game, if ((snd, p, m, k), r, ct) ¢ Lg when (snd, p, ct) is sent to
Op, G(snd, p,m, k) is queried internally and r <% Z, is sampled. Then, Op checks whether R = g7 holds.
For any R € Gy, the probability that R = g7 holds for randomly chosen r € Z,, is 1/p. Since A queries Op

at most qp, we have

le3 — €2| < Pr[BadD] < 2.
p

After this game, the decryption oracle is simulated without any decryption keys.

Gamey. In this game, we add an abort condition into G oracle. If A sends a tuple (-, -, -, k) such that k = k*
before the challenge phase, the game aborts. Since k* € {0,1}* is chosen at random and information-
theoretically hidden from A before the challenge phase, we have

ie
|€4 - 63| S 27
Games. In this game, we change how to generate the challenge ciphertext ctg. To generate ctg, the challenger
chooses r* < Z,, and computes

ekge = H1(0*)%, ctg < IB-MEP* Enc(mpk, eky-, rev, m*|[k*; 7).

Now, the randomness r* is chosen independently from G. Let BadQ be the event that A sends (-,-,-, k") to
G oracle after it requests the challenge ciphertext. Since A’s view is identical unless BadQ occurs, we have

les — e4] < Pr[BadQ].

To estimate Pr[BadQ], we show that if A can trigger the event BadQ, there exists an adversary B that
breaks the Priv-CPA security of IB-MEB2c,

The construction of By is as follows. Upon receiving mpk (of IB-ME®*) B; samples k* «s {0,1}*,
prepares mpk of IB-MEBPH | and executes A on input it. Then, By simulates the Priv-CCA game against A as
in Game;. When a query is sent to Og or Og oracle, B uses its oracles to generate encryption or decryption
keys. When A requests a challenge ciphertext on (o*, rev*, m*), By sends (o*, rev*, m*||k™) to its challenger,
receiving the challenge ciphertext ct*. B; forwards it to .A. When A triggers the event BadQ, B; outputs
coin := 0 to its challenger as its guess of coin. If A does not trigger the event BadQ, B; outputs a randomly
chosen coin <5 {0, 1} to its challenger.

Now, we evaluate the By’s advantage. Let Fail be the event that BadQ occurs when coin =1 (i.e., ct* is
sampled from CT). Since k* is uniformly distributed and independent from B;’s view when ct* is sampled

from CT, Pr[Fail] < qg/2*. Assume Fail did not happen, i.e., BadQ occurs only when coin = 0. Since B;

always outputs 0 when BadQ occurs, Pr {coin = (5?1} = 1. If BadQ did not occur, By outputs a random coin

and thus Pr [coin = c/om} = 1/2. Thus, we have

riv- qG
AV e e (V) + 55 > -

B, |B-MEBasie Pr [coin = coin

/\} 1‘

Pr[BadQ] + %Pr[ﬂBadQ] - ;‘ = %Pr[BadQ].
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Therefore, we have
2q¢
oA
We finally bound e5. If A can breaks the Priv-CCA security in Games, there exists an adversary By that
breaks the Priv-CPA security of IB-MEB such that

_ priv-cpa
€5 = Advp " g\ gsase (N).

|5 — ea| < Pr[BadQ] < 2Adv P o (V) +

The proof is straightforward because By can simulate Op without any decryption keys and the challenge
ciphertext is generated with independent randomness 7*.

Putting everything together and folding both adversaries B; and By into one adversary B, we obtain

iv- iv- q 3q
Advz,|Bc_C|\;EBDH ()\) < 3Advg7|B<_:F's/TEBasic ()\) + ?D + 72>\G
. 3
— 3¢(1 + qr)gg - AdVED (V) + q;’;c + %.

O

Theorem 4. IB-MEBPH s Priv-MisMatch secure in the ROM. Formally, a k-admissible adversary A attack-
ing the Priv-MisMatch security of IB-MEBPH has advantage
ay + 46

9k—1 °

priv-mismatch
ACIV.A7 IB-MEBDH (A) B

where gy and qg are the mazimum number of queries A makes to the H and G oracles, respectively.

Proof. To prove the theorem, we consider the following sequence of games Game; for i € {0, 1,2}. Define the
advantage of A in Game; as

1

€ = ‘Pr[Gamef‘()\) = 1} - 2‘.

Gamegy. This is the original security game. By definition, we have

co = AdVETLTIE (V)-
Game;. In this game, the challenger aborts the game if o or o] are sent to H or G oracle before A requests
the challenge ciphertext. Since both are chosen independently at random and from x-distribution, we have

gy + 96

ler — €of < on

Gamey. In this game, the challenge ciphertext ctg is computed as cty < (g1°, (mo|lky) @ Zo) for random

o <$ Zp and Zo < {0, 1}™eLe A A may notice this change when it sends o or o7 to H or G oracle. Since
o™ is chosen independently at random from x-distribution, we have

In + 46
|€2 _€1| S HT

In Games, both cty and ct; are distributed uniformly at random. This means that coin is information-
theoretically hidden from A, so we have
€9 = 0.

Putting everything together, we obtain

priv-mismatch qg +qc
AdVY g gson (A) < or—1 "
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Theorem 5. Suppose the hash functions Hy, Ho, |:|, and G are random oracles. Under the BDH assump-
tion, 1B-MEBPH is Auth-oCMA secure in the ROM. Formally, if there exists an adversary A that breaks the
Auth-oCMA security of IB-MEBPH | there exists an adversary B that breaks the BDH assumption such that
52 2
h- ¢*(gs + qr)*qp bdh qc 1
AdV%BﬁESDH(A) < — 1 o Advigig(A) + Smeglentx T ’
where p is the order of the underlying bilinear group and qs, qr, gy, and qc are the mazimum number of

queries A makes to the Og, Og, I:I, and G oracles, respectively.

Proof. To prove the theorem, we consider the following sequence of games Game; for i € {0, - ,3}. Define
the advantage of A in Game; as

€; = Pr|Game'()\) = 1]
Gameg. This is the original Auth-oCMA game. By definition, we have
co = Advy ik SERon (A).
Game;. In this game, we change the behavior of Og, Og, and Og as follows.

— When A sends o to Og oracle, it computes ek, := Hy(c)*. Then, it searches entries (snd, rcv, m||k, ctxt) €
Lg such that snd = o. If such entries exist, it works as follows for each such entry. Let u,o, := Ha(rev)
and r := G(o, rcv, m, k).

e If there exists an entry (snd, rcv, g7, e(X", Urey), €(€ko, Urey ), *) € Ly, it aborts the game. (In this case,
it cannot program the random oracle.)
e Else, it updates

Ly < Ly U{(snd, rev, g7, e(X", Urey), e(ekq, Urey ), ctxt & (m][k)) }.

After that, it removes the programmed entries from Lg.
Finally, it returns ek, to A.

— When A sends p to Op oracle, it computes dk, := Ha(p)®. Then, it searches entries (snd, rcv, m||k, ctxt) €
Lg such that rcv = p. If such entries exist, it works as follows for each such entry. Let ug,g := Hi(snd)
and r := G(snd, p, m, k).

e If there exists an entry (snd,rcv, g7, e(g7,dk,), e(Hi(snd),dk,), *) € Ly, it aborts the game.
e Else, for each entry, it updates

Ly < Ly U{(snd,rev, g7, e(g7,dk,), e(usng, dk,), ctxt @& (m||k))}.
Finally, it returns dk, to A.
— When A sends a tuple (o, rcv, m) to O oracle, it samples k < {0, 1}* and computes 7 := G(o, rcv, m, k)
and R := ¢7. Then, it computes ctxt as follows.
1. If 0 € Lg, it retrieves ek, '® and computes uye, == Ha(rcv) and
ctxt == (ml|k) @ H(o, rev, R, e(X", Urey ), €€k, Urey ).
2. If 0 ¢ L5 and rcv € Lp, it retrieves dk,.,'” and computes ug,g := Hi(snd) and
ctxt := (m||k) @ H(o, rev, R, e(R, dkrey ), €(Usnd, dkrey )).-
3. Ifo ¢ Lgand rev ¢ L, it samples ctxt < {0, 1}™8Le+2 and updates L + LgU{(o, rcv, m||k, ctxt)}.

16 Since o € Lg, the challenger already has computed ek, .
17 Since rev € Lg, the challenger already has computed dkyey .
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Let Fail be the event that Game; aborts if (snd,rcv, g7, e(X", Ury), e(eky, Urey), *¥) € Ly exists. Gamey and
Game; are identical unless Fail occurs. Therefore, we have

|61 — €0| § PI‘[FBI”

To estimate Pr[Fail], we show that if A can trigger Fail, we can construct an adversary B; that solves the
BDH problem. The construction of B; is as follows.

1. Upon receiving (G = (p,Gl,(Gg,GT,gl,gg,e),gf,gg‘,gg,gy), By sets X = gf (i.e., msk is implicitly set
«) and prepares the random oracles Hy, Ha, H, and G (i.e., initialize the lists Ln,, Ln,, Ly, and Lg).
Then, By samples I < [gy] and executes A on input mpk = (G, Hy, Ha, H, G, X).

2. When A makes oracle queries, B; answers them as follows:

(a) When A sends o to Hy oracle, By samples b <$ Z,,. With probability 1 — d, B; computes u, = (g7)°,
and updates Ly, < Ln, U {(0,uy,b,0)}. Otherwise, B; computes u, = g% and updates Ly, <+
Ly, U{(o,us,b,1)}. Then, By returns u, to A.

(b) When A sends p to Hy oracle, By samples b s Z,. With probability 1 — 9, 81 computes u, = (gz) ,
and updates £H2 +— Ln, U{(p, up,b 0)}. Otherwise, By computes u, = g5 and updates Ly, <
Lu, U{(p,u,,b,1)}. Then, By returns u, to A.

(¢) When A sends (a p, R, U, V) to H oracle, if this is the I-th query to H, By checks if both (o, uy, b, d) €
Ly, and (p, umb d) € Ly, has coin d = 0 and d = 0. If not, By aborts the game. Otherwise
(d= d= 0), By outputs D = Vs as the solution of the BDH problem. If this is not the I-th query,
B samples Z < {0, 1}™#Le" and updates Ly Ly U{(o,p,R,U,V,Z)}. By returns Z to A.

(d) When A sends (o, p, m, k) to G oracle, By samples r < Z,, and updates L < L U {(o, p,m, k,7)}.
Then, B; returns r to A.

(e) When A sends (o, rcv, m) to Of oracle, it answers as in Game;.

(f) When A sends o to Og oracle, By extracts (o,uy,b,d) from Ly,. If d = 0, B; aborts the game.
Otherwise, if d = 1, By computes ek, = (g¢)? and works as in Game;.

(¢) When A sends p to Og oracle, B; extracts (p, up,l;, d) from Ln,. If d = 0, By aborts the game.

Otherwise, if d = 1, B; computes dk, = (95)" and works as in Game;.

Roughly, B; guesses the identities and the H query that causes the event Fail, and if B; succeeds to guess,

it perfectly simulates the Auth-oCMA game against .A. Let us estimate the probability that B; succeeds to

guess. The probability Fail occurs at the I-th H query is qf The probability Og and Or do not abort is
H

§astar The probability the game does not abort when A sends the I-th H query is (1—4)2. Hence, the overall

probability that B; succeeds to guess is = - §95+497 (1 — §)2. This value is maximum when §=1- m,

m for large qs + qr. Moreover, if By succeeds to guess, we know

that u, = (¢7)° and u, = (gg)i’ ifo ¢ Ls and p ¢ L, and thus

and thus the probability is at most

V = e(ug,u,)* = e(g] ,ng) = (e(g1, 92)(157)%
B can solve the BDH problem correctly when it does not abort. Thus, we have

22 2
e (QS ‘ZQR) qn ~Adv%dl':g()\).

|€1 — 60| S PI‘[FBI'] §
Games. In this game, the challenger decrypts ctxt* with a random Z* < {0,1}™€"** instead of Z* :=
H(snd*, p*, R*, e(R*,dk,- ), e(Hy(snd*), dk ).

Let BadQ be the event that A makes a query (o*, p*,-,-, V*) to the oracle H where V* = e(Ug=, up)”.
Since Z* is now chosen independently from random oracles, A notices the difference between the two games
if BadQ occurs and otherwise the two games proceed identically. Thus, we have

To estimate Pr[BadQ], we show that if A triggers BadQ, we can construct an adversary Bs that solves
the BDH problem. The construction of Bs is as follows.

31



1. Upon receiving (G = (p,Gh((}g,GT,gl,gg7e),g?,ggﬂgg,gf), Bs sets X = gf (i.e., msk is implicitly set

a) and prepares three random oracles Hy, Hz, H, and G (i.e., initialize the lists Ly,, Ln,, Ly, and Lg).

Then, By executes A on input mpk := (G, Hy, Ha, H, G, X).
2. When A makes oracle queries, By answers them as follows:
(a) When A sends o to Hy oracle, By samples b < Z,. With probability 1 — §, By computes u, = (g7)®

and updates Ly, + Lp, U {(0,u,,b,0)}. Otherwise, By computes u, = g% and updates Ly, <«
Ly, U{(o,us,b,1)}. Then, By returns u, to A.

(b) When A sends p to Hy oracle, By samples b s Zp. With probability 1 — 4, By computes u, = (92’3)
and updates Ly, < Ln, U {(p, up,l;, 0)}. Otherwise, By computes u, = g5 and updates Ly, <
L, U{(p,u,,b,1)}. Then, By returns u, to A.

(¢) When A sends (o,p, R,U,V) to H oracle, By samples Z s {0,1}mseten and updates Ly LyU
{(o,p,R,U,V,Z)}. Then, By returns Z to A.

(d) When A sends (o, p, m, k) to G oracle, By samples r < Z,, and updates L¢ < L U {(o, p,m, k,7)}.
Then, By returns r to A.

(e) When A sends (o,rcv, m) to O oracle, it answers as in the previous game.

(f) When A sends o to Og oracle, By extracts (o,uq,b,d) from Ly,. If d = 0, By aborts the game.
Otherwise (that is, d = 1), By computes ek, = (¢¢)? and returns it to A.

(g) When A sends p to Og oracle, By extracts (p, up,I;, d) from Ly,. If d = 0, By aborts the game.
Otherwise (that is, d = 1), By computes dk, = (¢5)° and return it to A. o

3. Aoutputs (snd”, p*, ct* := (R*, ctxt*)). Ba sets 0* := snd™. If both (0%, u+, b*,d*) € Ly, and (p*, u,-, b*,d*) €
Ln, do not have coins d* = 0 and d* = 0, B aborts the game. Otherwise, By picks an entry (o*, p*, R*, U, V, fl) €
Ly at random, and outputs D = V55 as the solution of the BDH problem.

b

We can see that By perfectly simulates the Auth-oCMA game if Bs does not abort. Let us estimate the
probability Pr[—abort]. The probability Og and O do not abort is §45+9%. The probability the game does
not abort when A outputs a forgery is (1 —6)2. Hence, the overall non-aborting probability is §9s+492 (1 — §)2.

This value is maximum when 6 = 25492 and thus Pr[-abort] <
4s+qr+2’

we know that us- = (¢7)"", u,e = (g5)?", and thus
b* l;* * 7k
V* = e(uge up)® = elg]” 95" )" = (e(g1,92)*7)"""

If A can distinguish the two games, A has queried H(U*, rev*, -, -, V*), and thus By can solve the BDH problem
correctly with probability at least qi Therefore,
H

m for large qs + qr. Moreover,

52 2
é + .
les — €] < Pr[BadQ] < w AV ().
Games. In this game, the challenger checks if G(m*, k*,snd*, p*) has been queried, and if so, it aborts the
game. Otherwise, it samples r* < Z, at random instead of generating it with G. Since m*||k* is chosen
independently at random, the probability G(m*, k*,snd”", p*) was queried is srgisx, and thus we have

qG

les —e2| < ogrenix-

We finally evaluate €3. In Games, A breaks the Auth-oCMA security if R* = g{* holds for randomly chosen
r* € Zyp. Since for any R € G; the probability that R* = g{* holds for a randomly chosen r* € Z, is %, we
have

1
€3 = —.
p
Putting everything together and folding both adversaries 1 and Bs into one adversary B, we obtain
52 2
h- e*(gs + qr) gy bdh qc 1
AdvEiEBon (V) < ——— - AdvEG(N) + sy o
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5 Improved IB-ME Scheme from IBE and IBS in the QROM

This section shows a new generic construction of IB-ME based on IBE, IBS, which we call IB-ME'BE+BS To

achieve Priv-MisMatch security, we hide messages with random oracle.

5.1 Construction

To construct an IB-ME scheme with identity space ZD = {0,1}* and message space M = {0, 1}™elen e
use the following building blocks.

— An IBE scheme IBE = (IBE.Setup, IBE.KGen, IBE.Enc, IBE.Dec) with ZDjge = {0,1}* and Mg =
{O, 1}msgLen+sigLen+seedLen'

— An IBS scheme IBS = (IBS.Setup, IBS.KGen, IBS.Sign, IBS.Ver) with ZDjgs = {0,1}* and siglLen bits
signatures.

— A hash function H: ZD — CT.

The proposed IB-ME scheme IB-ME'BEF'BS s as follows.

Setup(1*): It computes (mpk,gg, mskigg) < IBE.Setup(1*) and (mpkgg, mskigs) < IBS.Setup(1*), and out-
puts mpk = (mpk;gg, mpkjgs) and msk := (mskgg, mskigs).

SKGen(mpk, msk, o): It outputs ek, < IBS.KGen(mpkgs, mskigs, o).

RKGen(mpk, msk, p): It outputs dk, < IBE.KGen(mpkgg, mskigg, p).

Enc(mpk, ek, rcv, m): It computes sig < I1BS.Sign(mpkgs, eks, m||rcv), ct < IBE.Enc(mpk,gg, rcv, m||sig) and
ct :=ct ® H(o). It outputs ct.

Dec(mpk, dk,, snd, ct): It computes ct’ := ct®H(snd). Then, it computes m’||sig’ + IBE.Dec(mpkgg, dk,, ct’).
If the output is equal to L, it outputs L. Else, it computes b + IBS.Ver(mpkgs,snd, m’||p,sig’). If b = 1,
it outputs m’; otherwise, it outputs L.

Correctness. We can verify that 1B-M E'BE+IBS is correct with negligible correctness errors. The condition
o = snd ensures ct’ = ct @ H(snd) = ct @ H(o) = ct. Furthermore, the condition rcv = p and the correctness
of the IBE scheme, for any messages, we have m’[[sig’ = ml||sig with all but negligible probability. Finally,
the correctness of the IBS scheme ensures IBS.Ver(mpkgs,snd, m’||p,sig’) = 1. Therefore, the decryption
algorithm finally outputs the encrypted message m with a probability of all but negligible.

5.2 Security Proof
We can show that IB-ME'BE+BS is Priv-CCA, Priv-MisMatch and Auth-iCMA secure.

Theorem 6. If there exists an adversary A that breaks the Priv-CCA security of IB-ME'BET'BS there exists
an adversary B that breaks the ANO-IND-ID-CCA security of IBE such that

AV e () = AV < (),

Proof. Let A be an adversary that breaks the Priv-CCA security of IB-ME'®E+'BS We show an adversary B
that breaks the ANO-IND-ID-CCA security of IBE by using .A. The description of B is as follows.

1. Upon receiving the master public key mpkgg, B generates (mpk,gs, mskigs) < IBS.Setup(1*) and executes
A on input mpk := (mpkgg, mpk;gs)-
2. B answers queries from 4 as follows.
— When A sends o to Og oracle, B computes ek, + IBS.KGen(mpk,gs, mskigs, o) and returns it to A.
— When A sends p to Op oracle, B sends p to Ogg oracle and receives dk,. Then B returns it to A.
— When A sends (snd, p, ct) to Op oracle, B simulates the decryption process by using its decryption
oracle. Note that when ct = ct*, it must be (snd, p) # (6%, rcv*). When snd = ¢*, the challenge
IBE ciphertext ct* is decrypted with the receiver p # rcv*; when p = rcv*, snd # o* and it implies
ct* @ H(snd) # ct*. Therefore, in any case, the decryption process can be simulated.
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3. When A sends (o*, rcv*, m*) to request a challenge ciphertext, B first computes sig® < IBS.Sign(mpkgs, ek », m*)
and sends (rcv*, m*|[sig®) to its challenger and receives the challenge ciphertext ct*. Then, it computes
ct := ct* @ H(o*) which is sent to A.

4. Finally, when A outputs &)E, B sends it to the challenger as its guess.

We can verify that B perfectly simulates the Priv-CCA game against A. Moreover, rcv* ¢ Lg implies rev* ¢
Lsk. Therefore, if A breaks the Priv-CCA security, B also breaks the ANO-IND-ID-CCA security, that is,

AdVETE e (M) = AdVETRE" <2 ().
O

Theorem 7. IB-ME'B*'85 s Priv-MisMatch secure in the QROM. Formally, a k-admissible adversary A
attacking the Priv-MisMatch security of IB-ME'BEH!BS 14 advantage

2

priv-mismatch ]
AdVAJB_MEIBEJrIBS()\) < or—1°

where qq is the mazximum number of queries A makes to the H oracle.

Proof. To prove the theorem, we consider the following sequence of games Game; for i € {0,1,2}. Define the

advantage of A in Game; as

€ = ‘Pr[Gamef‘()\) = 1] — ;‘

Gamegy. This is the original security game. By definition, we have

_ priv-mismatch
€0 = AdVAJB_MEIBEJrIBS(A)'

Game;. In this game, the challenger aborts the game if o or o] are sent to H oracle before A requests the
challenge ciphertext. Since both are chosen independently at random and from x-distribution, we have

2
q
|€1 — €0| S 2%

Game,. In this game, the challenge ciphertext ct* is replaced with a random ciphertext. A may notice this
change when it sends o or o} to H oracle. Since ¢* is chosen independently at random from x-distribution,
we have

In Gamesy, the challenge ciphertext is distributed uniformly at random regardless of the value of the
challenge bit. This means that coin is information-theoretically hidden from A4, so we have

62:0.

Putting everything together, we obtain

2

priv-mismatch qH
AdvA,|B_MEIBE+IBS ()\> S 2,{71 .

O

Theorem 8. If there exists an adversary A that breaks the Auth-iICMA security of IB-M E'BEHIBS there emists
an adversary B that breaks the EUF-ID-CMA security of IBS such that

AV SRR (V) = AdVETE ™ (),
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Table 2: Comparison of the IB-ME schemes from the BDH assumption in the ROM. The column “Ciphertext”
indicates the difference between the length of ciphertext and that of plaintext. |G1], |G2| and |G| denotes
the size of respective group elements.

Security Space complexity

Schemes Priv. Auth Mismatch Enc. key Dec. key Ciphertext
Ateniese et al. [2] CPA oNMA |G| 3|G2|  2|Gi|+ A
Boyen and Li [6] .

(IBE [5]--1BS [10]) CPA iCMA Vv |G| |G2|  3|Gi| + 3\
IB-ME®™(§4)  CCAoCMA  / G G2 [Gi|+ A

MEIBE+IBS (g =
IB-ME™ (§5) ccaicMA Gi|  [Ga|  3IGu|+A

(IBE [5]+IBS [10])

Proof. Let A be an adversary that breaks the Auth-iCMA security of 1B-M E'BE+1BS We show an adversary
B that breaks the EUF-ID-CMA security of IBS by using A. The description of B is as follows.

1. Upon receiving the master public key mpkgs, B generates (mpkgg, mskige) < IBE.Setup()) and executes
A on input mpk := (mpkgg, mpk;gs)-
2. B answers queries from A as follows.
— When A sends o to Og oracle, B sends o to its key generation oracle Ogk oracle and receives ek, .
Then B returns it to A.
— When A sends p to O oracle, B computes dk, < IBE.KGen(mpkgg, mskigg, p) and returns it to A.
— When A sends (o, rcv, m) to O oracle, B first sends (o, m||rcv) to its signing oracle and receives sig.
Then, it computes ct < IBE.Enc(mpkgg, rcv, m|[sig) and ct := ct @& H(o). It returns ct to A.
3. When A outputs (snd*, p*, ct") as a forgery, B computes ct* := ¢t GH(snd*), m*||sig* + IBE.Dec(mpkgg, dk,,, ct*).
If the output is not L, it computes b* < IBS.Ver(mpkgs,snd™, m*||p*,sig*). If b* = 1, it outputs
(m*||p*, sig™) as its forgery.

We can verify that B perfectly simulates the Auth-iICMA game. If A creates a valid forgery, we have snd* ¢
Ls, (snd*, p*,m*) ¢ Lg, and IBS.Ver(mpkgs,snd™, m*||p,sig”) = 1. snd* ¢ Lg implies snd* ¢ Lgk, and
(snd*, p*,m*) ¢ Lp implies (snd*, m*||p*) ¢ Lsrc. Therefore, if A breaks the Auth-iCMA security, B also
breaks the EUF-ID-CMA security. Thus, we have

AR V) = AV ().

6 Comparison

We compare our IB-ME schemes, IB-MEEBPH and IB-MEIBEHBS, with the existing schemes by Ateniese et
al. [2], Wang et al. [32] and Boyen and Li [6], which are based on standard assumptions. Their security and
secret key and ciphertext sizes are summarized in Tables 2 and 3.

IB-ME from the BDH assumption in the ROM. We compare IB-MEZPH and IB-ME'BET'BS with
the Ateniese et al. scheme and the Boyen and Li scheme. We instantiate IB-ME'BE*'BS and the Boyen
and Li scheme with the Boneh-Franklin IBE scheme [5], the Cha-Cheon IBS scheme [10] and a RO-based
reusable extractor. Table 2 summarizes their properties. Among them, IB-MEBPH is the best in terms of
key and ciphertext sizes, as they are only one group element. In addition, it achieves stronger Priv-CCA
and Auth-oCMA security. We can see that IB-M EBPH is a pure improvement of the Ateniese et al. scheme.
IB-ME'BEF1BS has about twice the ciphertext of IB-M EBDH, but achieves Auth-iCMA security (that is, secure
even if the receiver’s key is compromised), which is stronger than Auth-oCMA security. Thus, IB-MEBPH and
IB-ME'BEH'BS (ffer a trade-off between efficiency and security level. Compared with the Boyen and Li scheme,
IB-ME'BE*!BS i5 better because it achieves Priv-CCA security and offers more compact ciphertexts.
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Table 3: Comparison of IB-ME schemes from lattices in the ROM. The data sizes are provided in bytes.
The column “Ciphertext” indicates the difference between the length of ciphertext and that of plaintext. All
achieve 80-bit security.

Security Space complexity

Schemes Priv Auth Mismatch Enc. key Dec. key Ciphertext

Wang et al. [32]

(LATTE-3 [35]+ Falcon-1BsT) P/ ICMA 1995 ATz 16085

Boyen and Li [6] .

(DLP-0 [14, 15] + Falcon-1BsT) PATCMA v/ e e A
_ IBE+1BS

IB-ME (§5) CCAICMA  / 1595 1152 4021

(DLP-0 [14, 15|+ Falcon-IBST)

1: IBE scheme derived from Falcon-512 [29] via the signature-to-IBS conversion [24].
We assume that the secret key of Falcon is a seed of 32 bytes.

IB-ME from lattices in the QROM. We compare post-quantum lattice-based IB-ME schemes in the
QROM derived from our IB-M E'BEHBS the Wang et al. scheme, and the Boyen and Li scheme. Our scheme
and Boyen and Li scheme are instantiated with a lattice-based anonymous IBE scheme by Ducas, Lyuba-
shevsky and Prest (DLP) [14,15] while the Wang et al. scheme is based on a lattice-based anonymous HIBE
scheme LATTE [35]'%. All use a lattice-based IBS scheme derived from Falcon [29] through signature-to-IBS
conversion [24]. Table 3 summarizes their security and space complexity. Our scheme offers small secret
keys and ciphertexts of less than 5 kilobytes. Compared to the Wang et al. scheme, our decryption key and
ciphertext are only 2.8% and 25.2% of theirs, respectively. This is due to the fact that our scheme is simply
based on IBE, not HIBE. Compared to the Boyen and Li scheme, our scheme offers similar space complexity,
but the ciphertext is 64 bytes (=2 bits) shorter than their scheme. Therefore, our construction is considered
to be more sophisticated than that of Boyen and Li. It should be noted that our scheme achieves Priv-CCA
security differently from existing schemes.
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