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Abstract

This article presents and explains methodologies that can be employed to recover information from
encrypted files generated by ransomware based on cryptanalytic technigues. By using cryptanalysis
and related knowledge as much as possible, the methodology's goal is to use static and dynamic
analysis as little as possible. We present three case studies that illustrate different approaches that can
be used to recover the encrypted data.
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1. Introduction

Nowadays, malware attacks are becoming more and more frequent to disrupt services, steal sensitive
information, block access to data and much more. In this article we will be talking about ransomware, a
certain type of malware that threatens its victims to destroy or block access to data or systems until a
ransom is paid.

Many companies, as well as individuals, are affected annually by this type of malware. According to [1],
in 2019, a new company was infected with ransomware every 14 seconds. The cost of these infections
is also high, as a ransom pay for a small business is on average $5,900 (see [3]), but it can be as high
as $50 million, the highest demand in history that Acer was requested in 2021 (see [4]). Most of the
time it is less costly to not pay the ransom, as seen in [2], in 2020 the average ransom pay was
$1,450,000, while the cost to recover from the attack without paying the ransom was $732,000. Even
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by paying the ransom, victims do not get all their data back. As seen in [2], files get corrupted in the
decryption process and only recover around 65 percent of data due to technical faults in the
ransomware itself. On the bright side, businesses affected by ransomware retrieved their data in 57
percent of cases utilizing backups. A further 8 percent of people recovered their data using other
methods. This results in a 97 percent data recovery rate when combined with the 32 percent who
actually paid the ransom (see [2]).

Ransomwares take various form, the most common being:

¢ Crypto ransomware or encryptors are the most well-known and the most damaging. They
encrypt files and data within a system, then ask the victim to pay a ransom to recover them.

o Lockers block computer functions such as being able to use your mouse and keyboard, or not
being able to access the desktop, making the computer inoperable until the ransom demands
are met.

e Scareware is fake software that claims to have detected an issue on the victim’s computer or a
virus and demands payment to solve those problems. Some of these malwares lock the
computer or flood the screen with pop-up alerts.

o Doxware\Leakware threatens to distribute sensitive or personal information online.

o Raas (Ransomware as a service) is a variant that is anonymously hosted by a “professional”
hacker that handles all aspects of the attack in return for a cut of the ransom.

In this article we will be talking about crypto ransomware and methodologies used to recover the
encrypted data based on cryptanalytic and reverse engineering techniques.

2. History of ransomware

The first ransomware was AIDS Trojan (see [5]), also known as PC Cyborg, created in 1989 by
Joseph Popp and was distributed to 20,000 attendees at the 1989 World Health Organization AIDS
conference, hence the name. The malware was distributed over a floppy disk, so it relied only on
researchers' interest about what was on the disk, not on any kind of exploit. There was a questionnaire
regarding AIDS on the floppy disk. The application was installed by researchers, and everything worked
as intended on their computers up to the 90th restart. The ransomware would encrypt the victim's
filenames, but not the contents of the files. It would also demand $189 in licensing fees for the PC
Cyborg Software, which were to be paid by cashier's check or international money order and sent to a
Panama P.O. Box, but later a decryptor called CLEARAID was developed that would restore the files
without paying the ransom.



Dear Customer:

It is time to pay for your software lease from PC Cyborg Corporation.
Complete the INUDICE and attach payment for the lease option of your choice.
If you don’t use the printed INUOICE, then be sure to refer to the important
reference numbers below in all correspondence. In return you will receive:

- a renewal software package with easy-to-follow, complete instructions:
- an automatic, self-installing diskette that anyone can apply in minutes.

Important reference numbers: A5599796-2695577-

The price of 365 user applications is US$189. The price of a lease for the
lifetime of your hard disk is US$378. You must enclose a bankers draft,
cashier’s check or international money order payable to PC CYBORG CORPORATION
for the full amount of $189 or $378 with your order. Include your name,
company, address, city, state, country, zip or postal code. Mail your order
to PC Cyborg Corporation, P.0. Box 87-17-44, Panama 7, Panama.

Press ENTER to continue

Figure 1. AIDS Trojan ransom note

More than a decade later, in 2004, wave of ransomware infections starts taking place, beginning with
GPCoder identified by Symantec as a Trojan that in its September 2005 Internet Security Threat
Report “encrypts data files such as documents, spreadsheets, and database files on the compromised
computer,” although it was not labeled as ransomware. A note demanding $200 as ransom would be
left in each directory. The next year, the Archiveus Trojan tried a slightly different strategy in 2006.
Only the files in the "My Documents" folder would be encrypted. Victims had to purchase decryption
software from certain websites to access their files. It is fascinating to observe how much of the note
from the Archiveus Trojan has been directly appropriated by modern ransomware, including the
following passage:

‘Do not try to search for a program that encrypted your information—it simply does not exist in
your hard disk anymore. System backup will not help you to restore files. Reporting to police
about a case will not help you, they do not know the password. Reporting somewhere about
our email account will not help you to restore files. Moreover, you and other people will lose

contact with us, and consequently, all the encrypted information.”

Many other ransomwares would appear in waves from that point onward, that would try different
approaches to encrypt data and make its recovery more difficult, sometimes even managing to make it
virtually impossible. As time passes, more and more ransomware variants are appearing and the
damage costs they produce keep increasing. According to [1] and [9], in 2015 ransomware cost the
world $325 million, in 2021 around $20 billion and it is expected to rise to $265 billion by 2031.



3. Proposed methodology

The analysis of the file holding the encrypted stolen data is the first stage in the suggested approach,
the phases of which are shown in Figure 2. This may be done by simply opening it in a hexadecimal
editor to see if it is a text file or if there were any patterns that would suggest the file is a binary one, a
method of encoding, such as Base64, Radix-64, or something else. Once this verification receives a
favorable result, one should go on to the data decoding. Repeat this procedure until it is impossible to
recognize an output that contains encoded data.

Compression of the data can be used to determine its amount of redundancy, which can be used to
determine whether a traditional (or weak) cryptographic procedure is being employed. A good
encryption system should provide random-looking results, which indicates that compression should
result in a larger file, instead of a smaller one. This is because compression relies on a small number of
items appearing more frequently than others, which should not happen in a random stream when
considering a sample of appropriate size because each element typically appears around the same
number of times. Making a histogram of the file contents and looking for an uneven distribution of the
data is another method to verify this.

The cryptanalysis of a traditional algorithm may be done using a variety of methods. One may use
frequency analysis, which is based on certain facts, for basic substitution ciphers: in the ciphertext,
plaintext symbol frequencies are preserved, and each language has a unique symbol frequency
distribution. Given these details, the concept is straightforward by exchanging similar-frequency
characters from one alphabet for another. Language statistics, specifically those pertaining to the
frequency of digraphs and trigraphs, can also be used to crack transposition ciphers. Another idea
could be the usage of the frequency of diagrams and trigrams in the given language. One can use
Kasiski's [10] approach, which considers that a repeating sequence of symbols produces the same
ciphertext when encrypted with the same key locations, in the case of polyalphabetic mechanisms. This
determination of the key length k, which is sufficient to limit the original issue to the cryptanalysis of k
mono-alphabetic ciphers, is made possible by this observation. As an alternative, the index of
coincidence [10], which gauges the relative frequency of symbols in the ciphertext, can be used to
determine the period of the polyalphabetic cipher.

Typically, the encryption algorithm that produced a specific ciphertext should not be identifiable.
However, by looking at the encrypted data, one can at least attempt to gather some information about
the type of cipher that was used. One way to do that is by searching for known structures that might be
used in different ciphers. For instance, PC1 and PC2 matrices are often defined by DES [10]
implementations to be used in the key scheduling procedure, or the forward or inverse S-Boxes
matrices definitions, which are already in place, if we use AES [10] as another example. From here the
key can be found by looking at the code referencing that data. Another way to find the key would be
looking for it in the binary of the data. Hiding sensitive information in the source code is surely a
vulnerability, but malware creators usually do that. If this fails, Shamir’s technique [7] can be used,
which considers the entropy of a securely generated key. The idea is to look through a fixed-size
window for an area that has the greatest entropy by scanning the entire binary.
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Figure 2. Proposed methodology (see [6])



4. Case studies

4.1. First Malware

The malware presented in this part only uses classical cryptography, therefore, to recover the original
data we only need to examine the output file. The name of this malware is systen.exe because this is
the name of the file found on its victim’s computer.
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Figure 3. Encrypted sample of “system.exe”

As was already mentioned, one of the fundamental principles of a good encryption algorithm is that its
output should appear random, meaning that there should be no patterns in the ciphertext. The
encrypted file in this section does not comply with this requirement, which can be seen by the repeated
appearances of "ROBINHOOD". The histogram shown in Figure 3 clearly demonstrates a non-uniform
distribution, with values concentrated between 100 and 200. The histogram in Figure 4 may also be
used to visually identify the problem.

Now that we have established that a classic cryptographic scheme is used, we need to find out which
one. The first thing that might come to mind is that a constant number modulo 256 is being added to
each byte. We can check this, but it will not produce any meaningful output. By looking at the repeating
text “ROBINHOOD”, we see that it appears 198 (0xC6) bytes from the beginning of the file and 225
bytes after the first appearance, on position 0x195. Both 198 and 225 are divisible by 9, the length of
the text. This might mean that a Vigenere cipher [10] over an alphabet of 256 elements is used as the
encryption algorithm. From now on we can use different methods to break this cipher such as the
Kasisky method to find the key length, frequency tables or any other method described in [11]. For our
case, it is enough to guess the key by looking at the ciphertext. The text “ROBINHOOD” looks like a
good candidate for it since it is very possible that it was added to a series of null bytes from the original
text. Testing this theory, we obtain the result shown in Figure 5.
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Figure 4. Histogram of byte values for the encrypted file
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Figure 5. Decrypting the sample with key “ROBINHOOD”



4.2 Second Malware

The second malware is called TorrentLocker, also known as CryptOLOcker [13]. Itis a
ransomware tool that encrypts files and targets all versions of Windows, including Windows XP,
Windows Vista, Windows 7, and Windows 8 and it was released towards the end of August 2014. After
encryption, a ransom note like the one in Figure 6 will pop up on the victim’s machine. Starting at
roughly $550 USD, the ransom increases after about three days. Each infected user has a different
bitcoin address to which the ransom must be paid.

| CryptoLocker =R ==

WARNING
we have encrypted your files with CryptoLocker virus

Your important files (including those on the network disks, USB, etc): photos, videos, documents, etc. were encrypted with our
CryptoLocker virus. The only way to get your files back is to pay us. Otherwise, your files will be lost.

Caution: Removing of CryptaLocker will not restore access to your encrypted files.

Click here to pay for files recovery

Frequently Asked Questions

Understanding the issue

[+] How can | get my files bac

The only way to restore your files

[+] What should | do nex
Buy decryption

[+] an not access to your website hat should | d

Accessing website using mirrors

Figure 6. TorrentLocker ransom note

By just looking at the note we are not able to tell how the files are encrypted since it does not tell us anything
about it. The encrypted files suggest that a strong encryption algorithm is being used such as AES, DES etc.,
because of the randomness of the text (Figure 7).
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Figure 7. TorrentLocker encrypted file sample and byte distribution

The only option we have now is to look through the binaries of the malware to try to find out how the
encryption is done. If we look at the strings found throughout the binary, we can see references to the
encryption process. The most valuable information we can extract from this is

“tomcrypt\nodes\ctr\ctr_encrypt.c” which is a cryptographic toolkit. The name of the path suggests the use of

AES in CTR mode.

Figure 8. Strings found in the malware binaries

Nence Counter Nonce Counter Nonce Counter
c59bcf35. e[elelelelelele] c58bef3s. [eleleleleleleNN c59bef35. [elelelelelelep
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block cipher block cipher block cipher
Key encryption Key encryption Key encryption
Plaintext —;—? Plaintext—b? Plaintext —n—?
[TTTTITTT11TT [TTTTTTTTTTTM
Ciphertext Ciphertext Ciphertext

Counter (CTR) mode encryption

Figure 10. AES CTR mode encryption (see [14])
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We can notice another important thing if we look at other encrypted files. As seen in Figure 9, multiple files
seem to start with the same sequence of bytes. This might be because the encryption uses the same key and
nonce to encrypt all the files and the files shown in Figure 10 might be a certain type of files such as executables,
images, or anything else that has a certain format.
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Figure 10. TorrentLocker encrypted samples

If we look at the encryption algorithm described in Figure 9, we can see a vulnerability in the
implementation of the ransomware: since the same key and nonce is being used, the algorithm will
output the same keystream at every encryption, therefore, we can use the following algorithm to
decrypt out files without even knowing the key:

A' = ENCRYPT(A) //the encrypted file
B = large plaintext of NULL bytes (size(B)>size(A))
B' = ENCRYPT(B)

KEYSTREAM = B XOR B'

return A' XOR KEYSTREAM

If we follow the described algorithm, we can encrypt out plaintext full of null bytes using the
ransomware itself and obtain the following result:

00000000 m?S 6F 64 20 65 71 75 69 64 65 6D 20 6E 6F 6E|20 72 65 70 72 65 68 65 6E 64 6F 3B Euod equidem non reprehendo;
0800001C @D GA 4C 6F 72 65 6D 20 69 7@ 73 75 6D 20 64 6F 6C 6F 72 20 73 69 74 20 61 6D 65 74 ..lLorem qipsum dolor sit amet
00000038 2C 20 63 6F 6E 73 65 62 74 65 74 75 72 20 61 64 69 70 69 73 63 69 G6E 6720 65 6C 69 , consectetur adipiscing eli
00000054 74 2E 20 5175 69 62 75 73 20 6E 61 74 75 72 61 20 69 75 72 65 20 72 65 73 70 6F 6E t. Quibus natura jure respon
000EEOTe 64 65 T2 69 T4 20 6E 6F 6E 20 65 73 73 65 20 76 65 72 75 6D 20 61 6C 69|75 6E 64 65 derit non esse verum aliunde
0000AO8C 20 66 69 6E 65 6D 20 62 65 61 T4 65 20 76 69 76 65 6E 64 69 2C 20 61 20 73 65 20 7@ finem beate vivendi, a se p
000EEOA8 T2 69 6E 63 69 7O 69 6120 72 65 69 20 67 65 72 65 6E 64 61 65 20 7@ 65|74 69 3B 20 rincipia rei gerendae petij
000000C4 51 75 61 €5/20 65 GE 69 6D 20 €1 64 68 75 63 20 7@ 72 6F 74 75 6C 69 73 74 69 2C 20 Quae enim adhuc protulisti,
000@00E® 70 6F 70 75 6C 61 72 69 61 20 73 75 6E 74 2C 20 65 67 6F 20 61 75 74 656D 20 61 20 popularia sunt, ego autem a
000000FC 74 65 20 65 6C 65 67 61 6E 74 69 6F 72 61 20 64 65 73 69 64 65 72 6F 2E 20 44 75 6F te elegantiora desidero. Duo
00000118 20 52 65 67 65 73 3A 20 63 6F 6E 73 74 72 75 63|74 69 6F 20 69 6E T4 6572 72 65 74 Reges: constructio interret
08000134 65 2E 20 54|75 6D 20 4C 75 63 69 75 73 3A 20 4D 69 68 69 28 76 65 72 6F 20 69 73 74 e. Tum Lucius: Mihi vero ist
08000158 61 20 76 61 6C 64 65 20 70 72 6F 62 61 74 61 20 73 75 6E 74 2C 20 71 75|6F 64 20 69 a valde probata sunt, quod i
0000016C T4 65 6D 20 66 72 61 74 T2 €9 20 70 75 74 6F 2E 20 42 65 72 74 69 61 72 75 6D 20 76 tem fratri puto. Bestiarum v
00000188 65 72 6F 20 6E 75 6C 6C 75 6D 20 69 75 64 69 63 69 75 6D 20 70 75 74 6F 2E 20 4E 69 ero nullum judicium puto. Ni
000E01A4 68 69 6C 20 65 6E 69 6D 20 69 61 6D 20 68 61 62 65 73 2C 20 71 75 6F 64 20 61 64 20 hil enim iam habes, quod ad
POeEE1Ce 63 6F 72 70 75 73 20 72 65 66 65 72 61 73 3B 20 44 65 69 6C 64 65 20 70|72 69 6D 61 corpus referas; Deinde prima
080001DC 20 69 6C 6C 61 2C 20 71 75 61 65 20 69 6E 20 63 6F 6E 67 72 65 73 73 75 20 73 6F 6C illa, quae in congressu sol
080EE1F8 65 6D 75 73 3A 20 51 75 69 64 20 74 75 2C 20 69 6E 71 75 69 74 2C 20 68|75 63 3F 20 emus: Quid tu, inquit, huc?
00000214 45 T4 20 68 6F 6D 69 6E 69 2C 20 71 75 69 20 62 65 74 65 72 69 72 20 61 6E 69 6D 61 Et homini, qui ceteris anima
00000230 6E T4 69 62 75 73 20 70 6C 75 72 69 6D 75 6D 20 7@ 72 61 65 73 74 61 74/2C 20 7@ 72 ntibus plurimum praestat, pr
0000024C 61 65 63 69|70 75 65 20 61 20 6E 61 74 75 72 61 20 6E 63 68 63 6C 20 64 61 74 75 6D aecipue a natura nihil datum
00000268 20 65 73 73 65 20 64 69 63 65 6D 75 73 3F @D GA GD @A 49 61 6D 20 69 64|20 69 70 73 esse dicemus?....Tam id dips
08000284 75 6D 20 6162 73 75 72 64 75 6D 2C 20 6D 61 78 69 6D 75 6D 20 6D 61 6C 75 6D 20 6E um absurdum, maximum malum n

Figure 11. Decrypted file
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4.3 Third malware

The third malware is called portsys.exe because this is the name of the file this malware is found on
the victim’s device. In Figure 12 we have a sample encrypted by this ransomware. At first glance it
seems that the file is Base64 encoded. If we decode it, we obtain the result from Figure 13 which
seems to be encrypted using a strong encryption algorithm.

0eEeeEEe Egf 44 4A 7T 61 42 36 46 72 64 51 65 45 41 59 4B 6E 43 4C 4D 4B 51 47 35 78 42 39 72 EDJwaBEFrdQeEAVKmCLMKQGSngr
08068001C 49 31 62 58 55 5A 64 6D 46 49 4D 5A 4C 64 49 64 62 37 36 61 6A 34 71 32 65 38 47 67 IlbXUZdmFIMZLdIdb76aj4q2e8Gg
00000038 51 6E 38 55 63 56 48 36 TA 2B 62 30 35 50 75 59 42 62 70 38 32 55 47 61 37 4E 5A 56 Qn8UcVH6z+bO5PuYBbp82UGaTNZV
08060054 T4 54 76 6952 54 79 53 77 6B 6D 5731 52 59 77 77 52 T4 4E 66 32 33 52 35 43 49 67 tTviRTySwkmWlRYwwRtNf23R5CIg
0000078 6D 53 T1 4D 6D 65 79 23 4F 47 5A 69 68 33 5A 4C 49 42 61 43 6B 6F 31 5A 37 4E 55 72  mSqMmey306Zih3ZLIBaCkolZTNUs
0806EA8C 51 42 4F 50|53 39 38 56 4D 4B 67 5635 59 44 36 65 49 2F 5A 41 57 30 47 6C 57 77 77 QBOPS98VMKgV5YD6eI/ZAWEG Wew
000000A8 64 75 32 2F 56 57 32 48 4E 45 76 41 4E 51 43 43 55 53 62 44 53 38 74 72 2B 66 63 66 du2/VW2HNEvANQCCUSbDSBtr+fcf
080BEAC4 75 6A 61 4F 55 43 69 48 63 51 68 68 2B 35 54 43 39 6B 72 21 4F 36 72 67 36 64 TA 65 ujaOUCiHcQhh+5TCOkrl06rgbdze
GO0EEOE® TO 57 54 32 51 72 5A 31 64 49 63 61 34 37 68 77 61 67 55 62 68 4F 6C 65 58 T8 6D 32 pWT2QrZldIca4ThwagUbhOleXxm2
GBEBEAFC 65 66 47 47 2B 67 6B 7A 58 33 3@ 4541 74 52 73 77 69 6E 55 67 73 5A 69 53 53 77 77 efGG+gkzX30EAtRswinUgsZiSSww
00000118 54 62 T4 4F 62 55 35 62 33 4E 6F 73 52 4A 2F 4B 53 2B 44 35 6E 73 77 71 64 42 59 71 TbtObU5b3NosRI/KS+D5nswqdBYq
08060134 6B 78 54 31|32 42 62 66 55 34 72 74|73 69 52 62 54 75 6B 49 70 35 TA 75 4F 3@ 38 6D kxT12BbfU4rtsiRbTukIp5zu088m
00000150 6A 6C 55 58 30 6E 75 56 58 4F 37 79 33 66 68 56 75 32 4D 2F 79 41 51 72 74 6C 56 52 jlUX@nuVXOTy3fhVu2M/yAQrtlVR
0000@16C 38 50 42 5A |35 51 4C 38 75 38 4C TA|51 61 5A 61 4A 4F 38 6A 45 30 5A 73 58 43 42 30 8PBZ5QL8u8LzQaZal08jEAZsXCBA
00000188 53 4F 30 34 4E 57 33 71 39 45 32 73 43 T4 54 74 75 6D 54 41 34 58 70 46 51 4C 35 55 SO04NW2qOE2sCtTtumTA4XpFQL5U
0000@1A4 48 56 4F 41|53 72 47 4C 57 36 31 6C |63 6B 36 30 35 6F TA 78 71 41 75 4E 6F 4E 37 49 HVOASrGLW61lck6050zxqAuNoNTT
0006ee1Ce 53 2F 56 75 6F 57 34 6B 66 59 77 73 48 6F 65 51 42 77 2F 4B 4D 7A 32 73 32 34 75 75 S/VuoW4kfYwsHoeQBw/KMz2s24uu
0006@1DC 329 61 73 64 61 79 56 43 59 45 62 46 65 6D 5A 72 6D 46 T4 69 46 66 4D 54 4F 54 33 6F 9asdayVCYEbFemZrmFtiFfMTOT30
GB0e@LF8 76 34 5A 34 79 32 51 57 65 47 53 57 44 78 68 5A 68 68 78 61 4C 59 6D 6F 58 41 6A 6C v4Z4y2QWeGSWDxhZhhxalYmoXAjl
00000214 52 68 6F 45 51 4B 508 33 41 48 41 6E 4C 48 51 6B 56 76 4D 6D 78 78 58 58 48 79 63 67 RhoEQKP3AHANLHQkVvMmxxXXHycg
080680230 6B 52 41 52 6F 66 54 4C 4A 38 47 50 2F 67 43 6C 61 62 67 78 44 42 36 67 34 51 37 49 kRARofTLI8GP/gClabgxDB6g4Q7L
0000024C T1 34 48 54 38 68 66 4E 6F 47 47 6F 64 62 6C 63 64 4D 33 6A 56 42 44 73 6F 35 75 73 q4HT8hfNoGGodblcdM3jVBDso5us
080680268 TA 34 49 34 69 32 41 73 52 49 53 63 36 48 50 32 54 79 68 37 71 73 67 4E 36 52 4A 77 z4I412AsRISc6HP2Tyh7qsgNERIw
00000284 32 5A 4F 4F 59 57 6E 4D 54 46 33 59 2F 45 34 46 64 79 6C 43 62 32 70 76 58 2B 44 56 2700YWnMTF3Y/E4FdylCh2pvX+DV
00BEO2A0 2B 55 31 38 33 34 47 48 45 76 72 65 38 52 65 7170 59 6E 4E 34 76 74 37 43 TA 46 63 +Ul834GHEvre8ReqpYnN4vtiCzFc
000002BC 38 6C 73 51|77 63 36 53 6C 37 47 5A |75 6D 43 37 49 7@ 41 2B 46 56 6D 59 46 71 37 6D 8lsQwc6S17G6ZumC7 IpA+FVmYFq7m
080680208 58 69 46 2B 31 49 75 4E 49 61 51 75 6D 75 6B 53 68 35 4D 39 78 58 2F 33 57 51 75 6B  XiF+1IuNIaQumukSh5MIxX/3wWQuk
0BEO02F4 35 T7 46 36|57 2B 42 26 69 53 34 7350 6D 38 52 54 52 58 33 72 70 53 65 4E 47 66 5A 5SwF6W+B6754sPm8RTRX2rpSeNGfZ
080688310 S5A 2F 56 77 31 69 6B 66 59 34 48 55 4C 4E 62 6B 57 50 38 54 57 42 31 38 55 72 71 30 Z/VwlikfY4HULNbkWPSTWB18Urq@
0BEO032C 45 31 71 4F |72 6A 44 79 6D 59 4E 45 69 42 2F 75 41 6F 44 67 67 41 68 55 6A 51 49 34 ElqOrjDymYNEiB/uAoDggAhUjQI4
080668348 63 47 64 62 69 48 64 47 71 59 36 2B 4E 4F 64 4F 6F 2B 46 6E 68 38 75 39 37 6D 52 4F cGdbiHdGqY6&+NOdOo+Fnh8u97mRO
00000364 4F 41 66 5934 56 2B 41 36 51 68 55 66 35 5@ 54 34 4B 49 6E 48 64 B6A 4A TO 4E TA 61 OAfY4V+ABQhUF5PT4KInHd] IpNza

Figure 12. Sample encrypted by portsys.exe

e0000000 ] 32 70 68 1E 85 AD D4|1E 10 ©6 OA 9C 22 CC 29 @1 B9 C4 IF 6B 23 56 D7 51 97 66 14 [2ph.a; L. .evp J— kavfouf.
2000001C 83 19 2D D2 1D 6F BE 9A 8F 8A B6 7B/CL A 42 TF 14 71 51 FA CF EG F4 E4 FB 98 05 BA  a.—T.olOAef{1aBa.qQ-Lu[zvy. |
80090038  TC D3 41 9A EC D6 55 BS|3B E2 45 3C 92 C2 49 96/D5 16 30 C1 1B 4D 7F 6D D1 E4 22 20 | AUspUd ;rE<qTar. ol Momps”
60000054 99 2A 8C 99 EC BT 38 66 62 87 76 4B/20 16 82 92 8D 59 EC D5 2C 40 12 8F 4B DF 15 20 Oxi0xp8fbovK .&EiVer,@. AKE.O
80090076 A8 15 E5 80 FA 78 8F D9|01 6D ©6 95 6C 36 76 ED|BF 55 6D 87 34 4B CO 35/00 82 51 26 ;.oG-xAl.m.ol0veqUncakls. coa
8009008C €3 4B CB 6B F9 F7 1F BA 26 8E 50 28(87 71 08 61 FB 94 C2 FG 4A F5 3B AA E@ E9 DC DE  Herk-=. [6AP(cq.avor+1];-asml
800800A8  AS 64 F6 42 B6 75 74 87|1A E3 BS 70 6A 05 1B 84|E3 SE 5F 19 B6 79 F1 86 FA 09 33 5F Nd:Butc.mpj..aer_{yza-.2_
800900C4 7D 04 02 D4 6C C2 29 D4 82 C6 62 49|2C 36 4D BB 4E 6D 4E 58 DC DA 2C 44 OF CA 4B E0 .. L) LebT, oMgNmN g, DFlK
6000O0E®  F9 OF CC 2A 74 16 2A 93|14 F5 D8 16 DF 53 8A ED|B2 24 5B 4E E9 @8 AT 9C EE 3B 4F 26 -Plet.#6. |+ MSeqfi$[Ne o£2;0&
@00900FC  8E 55 17 D2|7B 95 5C EE F2 DD F8 55/BB 63 3F C8 64 2B B6 55 51 FO FO 59 E5 02 FC BB AU.p{o\=z] "Uyc?l.{uo=vc.ny

00000118 C2 F3 41 A6 S5A 24 EF 23|12 46 6C 5C 20 74 48 ED 38 35 6D EA F4 4D AC BA D4 ED BA 64 EA!ZS“#‘FI Ho85me M4 Lpld
00000134 CO E1 TA 45 40 BE 54 1D 53 80 4A Bl 8B 5B AD 65 72 4E B4 EG 8C F1 A8 ©B 8D A0 DE C8 2E@ T.5¢3) jerl i 1
00000150 4B F5 6E Al 6E 24 7D 8C|2C 1E 87 90 87 OF CA 333D AC DB 8B AE F5 AB 1D|6B 25 42 60 K|nin$}i,.cE. L3=fi« % kB

0eEEAl6C 46 C5 TA 66 6B 98 5B 62 15 F3 13 39 3D E8 BF 86 78 CB 64 16 78 64 96 ©F 18 59 86 1C F+2'Fk)"f[h.< dxyed. xdd. . Ya.
00000188 5A 2D 89 A8 5C @8 E5 46 1A 04 40 A3 F7 00 70 27 2C 74 24 56 F3 26 CT7 15 D7 1F 27 20 Z-é;\.cF. p‘,t$V5&|~
000001A4 91 1@ 11 Al F4 CB 27 Cl1 8F FE 00 A5 69 B8 31 @C 1E A@ E1 ©E C8 AB 81 D3 F2 17 CD A@ e..1i J—A-,Ni1l..éf5.
000001CO 61 A8 75 B9 5C 74 CD E3 /54 10 EC A3 9B AC CF 82 38 8B 60 2C 44 84 9C E8 73 F6 4F 28 aglﬁl\?ﬂT.Wﬂ(.‘ééBi',D' 3
0060801DC 7B AA C8 6D E9 12 78 D9 93 8E 61 69 CC 4C 5D D8 FC 4E 05 77 29 42 6F 6A 6F 5F E@ D5 {ﬁL.B.pjéﬂaiEL]+”N.w)Bo]'ﬂiar
000801F8 F9 4D 7C DF 81 87 12 FA/DE F1 17 AA A5 89 CD E2 FB 7B ©B 31 5C F2 5B 18|Cl CE 92 97 -M|Wig.- | ﬁNé=I‘\/{.1\3[.l%JE|]
00000214 Bl 99 BA 60 BB 22 90 3E 15 59 98 16 AE E6 5E 21 TE D4 8B 8D 21 A4 2E 9A |'-‘"E>‘Yy,«p"!~Lﬁ'i Ue.co
00000238 3D C5 TF F7 59 @B A4 E7 01 TA 5B E@ 7A 89 2E 2C 3E 6F 11 4D 15 F7 AE 94 Lfit.z[ozé. ,>0. M. z«oPag]
0000024C 67 F5 7@ D6 29 1F 63 81 D4 2C D6 E4 58 FF 13 58 1D 7C 52 BA B4 13 5A 8E AE 230 F2 99 ng,r).cl'.iL, =X .X.|RH . ZA«0z0
00000268 83 44 88 1F EE 02 80 EO|80 08 54 8D 02 28 70 67|5B 88 77 46 A9 8E BE 24 E7 4E A3 El  4Dé.:.CoC.Ti.8pg[éwF-Ad 4<NOR

Figure 13. File after Base64 decoding
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If we inspect the binaries of the malware, we cannot see anything useful regarding how the file was encrypted.
We could try to reverse engineer the file, but this will take some time. What we can do is try and find different
constants strong encryption algorithms use such as S-box matrices from AES.

After many searches, we can see the PC1 and PC2 matrices used in DES encryption algorithm as seen in Figure
14.

00001548 15 E6 F7 F5 01 58 8D OE 34 F6 7D DA|B4 2F 23 BF 4A C7 D9 82|8B E9 C9 22 3F 3D 95 9E p=| XA 4%}|—|,I#—|J||—'é1eﬁ”?=éf‘
00001568 FF 54 C2 0D 46 3D 8F 4A CT BB 3A A6 57 74 FO 8D ED 42 C7 96 40 20 42 EF 4F 6B 2C 9A T<.» F=A]‘h|:5wt5'ip8”-0@ Bnok, 0
00001596 OF ©9 B4 12 A6 2E 31 EE 35 71 AE 46 |6C 1E F2 9A 14 3E 50 07 75 08 BO 8E 68 B8 43 F9 2, 1s5q«F1.=0.>P.u. MAkq C-
00001624 TC 4E 9A C7 2F DC 98 12 47 1C 05 9B 76 F4 37 B4 93 A8 TE 45 D4 4D 9E 6F 7D 5C 21 81 \NU”—?.)} G CV-T-IE)["ILMPO}\J.[-I
00081652 40 1A A4 97 AA 24 5A 20 08 0B 9F 2D DD 24 EF 33 2C B3 AC F5|4E 7D @D D1 B3 FF 71 70 @.Au-$Z ..Ff- Sn3,‘.‘i_N} T‘ ap
00001686 66 24 39 A@ 84 B6 42 77| C6 56 9C 2F E5 29 9C B6 5E 54 A4 F1 90 DA 37 AD 85 47 2C OF f$'-Jéé'\-||Bw|=V£,t‘:)£ "‘Tl"i:E,—?;é)G,
08801708 7C 86 CT7 96|33 E7 26 A2 3E 31 E8 37 |8C 8C 9E D3 87 85 59 7B|B3 ED 4D 57 90 DC 69 90 |.[E3z&o>12T11P ;é\’{‘r:NWE.W‘E
00001736 30 80 BD 4D 40 9E LA 49 41 33 25 17 09 01 58 50 42 34 26 18 10 @2 59 43 35 27 19 11 OCG'M@PIA3%...XPB4& YC5'

00001764 03 60 52 44 36 52 T4 86 48 B8 AC 66 |4A 65 6B 7D 73 66 13 C3 ED 9C DA B3 EL B6 OA BF 'RDERtaHy 4iflek}sf |—¢£r|f§-|| 1
@80@1792 67 DB TF DB 20 F5 79 E9 52 98 AF OC 8A B5 56 AT 44 52 61 1B 98 @1 1A 5B/33 9F AB 36 gl | yeRE» é=|V°DRa E..[3746

Figure 14. PC1 matrix found in malware binaries

PCI PC2

ST (49 | 41 | 33 | 25| 17 9 14117 | 11 | 24 1 5

1 | 58 | 50 | 42 |34 |26 18 328115 6|21 | 10

10 2159 151 |43 ]35] 27 231 19 | 12 41 26 8

19 | 11 3160 |52 44| 36 16 71271201 13 2

above for C;; below for D; 41 | 52 | 31 | 37 | 47 | 55

63 [ 55| 47 | 39| 31|23 |15 30 | 40 | 51 | 45| 33 | 48

7162154 |46 |38 ] 30| 22 44 | 49 | 39 | 56 | 34 | 53

14 6| 61 | 53453729 46 | 42 | 50 | 36 | 29 | 32
21 | 13 51281201 12 4

Figure 15. DES matrices extracted from [10]

The next step would be to find the encryption key. Since the PC1 matrix was found hardcoded in the source code
of the malware, we might believe that the key is also hardcoded somewhere inside the binaries. As already
mentioned, the key should be randomly generated. Starting from this information, an idea that comes to mind is
to search for blocks of memory with high entropy. We can identify the locations of the keys by just looking at the
data in some suitable way because most of the data in programs have some organization, whereas we anticipate
seeing very little structure in key data.

We can find a key by breaking the data into smaller portions, measuring the entropy of each portion, and
displaying the areas with very high entropy because we know that key data has more entropy than non-key
data. Although obtaining a true measure of entropy is a difficult task, most program code has an entropy level
that makes counting the unique bytes in each block a particularly good and simple measurement for entropy.
After making some tests, we found that the entropy values for the majority of programs is similar to the one in
Figure 16 when taking block of 64 bytes.
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Figure 16. Entropy of the majority of binaries

As we can see, most blocks have around 30-40 unique byte values. By applying this method on our malware
sample, we found 23 high entropy blocks, some of them being the blocks that contain PC1 and PC2 matrix, the
other containing other forms of random data. By trying to decrypt the sample using different possible keys in
these blocks, we found out key that correctly decrypts our file: 0xb34aa010811eb173.

5. Conclusions

In this post, we discussed a method for extracting data from malware-generated encrypted files with the
least amount of work necessary. Most of the methods employed to achieve that goal rely on
cryptanalysis rather than static and dynamic reverse engineering.

However, it should be noted that if cryptography is employed correctly in situations like the ones
described above, it is impossible to succeed without having access to a memory dump of the real-world
setting. A malware program that creates session keys to encrypt the stolen data and transfers it all
together while being secured by a public key cryptosystem is one example. There isn't much that can
be done to recover the original data if the criminal is the only one who has the private key. That would
require the task of obtaining the data encryption key via cracking a well-known asymmetric
cryptosystem.
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