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Abstract

A Single Secret Leader Election (SSLE) enables a group of parties to randomly choose exactly one
leader from the group with the restriction that the identity of the leader will be known to the chosen
leader and nobody else. At a later time, the elected leader should be able to publicly reveal her identity
and prove that she is the elected leader. The election process itself should work properly even if many
registered users are passive and do not send any messages. SSLE is used to strengthen the security of
proof-of-stake consensus protocols by ensuring that the identity of the block proposer remains unknown
until the proposer publishes a block. Boneh, Eskandarian, Hanzlik, and Greco (AFT’20) defined the
concept of an SSLE and gave several constructions. Their most efficient construction is based on the
difficulty of the Decision Diffie-Hellman problem in a cyclic group.

In this work we construct the first efficient SSLE protocols based on the standard Learning With
Errors (LWE) problem on integer lattices, as well as the Ring-LWE problem. Both are believed to
be post-quantum secure. Our constructions generalize the paradigm of Boneh et al. by introducing
the concept of a re-randomizable commitment (RRC). We then construct several post-quantum RRC
schemes from lattice assumptions and prove the security of the derived SSLE protocols. Constructing a
lattice-based RRC scheme is non-trivial, and may be of independent interest.

1 Introduction

Leader election is a core component of many consensus protocols used in practice. In proof-of-work systems
such as [51], the identity of the leader remains hidden until the moment that the leader publishes a proposed
block. In contrast, in many proof-of-stake systems, the identity of the leader is known in advance, long
before the leader publishes a proposed block. This opens up the leader to certain attacks, including denial of
service, that may prevent the chosen leader from publishing the newly created block. This in turn, can lead
to a liveness failure for the chain.

In response, several works have studied secret leader election, where the identity of a randomly chosen
leader remains secret until she publishes the new block and reveals herself as the leader [45, 40, 9]. Some
works [9, 38, 11] even keep the identity of the leader hidden after the new block is published. The added
secrecy protects the leader from attacks that may prevent her from publishing the new block. However,
existing proposals for secret leader election work by electing a few potential leaders in expectation, and
describing a run-off procedure so that exactly one of the potential leaders is recognized as the final leader
once all potential leaders have revealed themselves. The possibility of several potential leaders, however,
can lead to wasted effort and may even cause a safety violation in case of an attack on the run-off procedure.



This issue motivates the need for a different type of leader election protocol, called a Single Secret
Leader Election, or SSLE [24] (see also [30]). An SSLE protocol is comprised of two phases.

* In the first phase, parties may register to participate in leader elections. This step involves publishing
some public information on a public bulletin board, while keeping some secret information associated
with it private.

* In the second phase, elections are held using a protocol that is executed by the participating parties.
The election protocol uses a randomness beacon and the public information on the bulletin to choose
a leader among the parties. At a later time, the leader can declare themselves as such by providing a
proof that they were selected as the leader.

Informally, an SSLE protocol needs to satisfy three security properties. Uniqueness asserts that at most a
single party can prove that they were elected as leader. Fairness requires that all participating parties have
the same probability of being elected as leader, even if some parties are malicious. Unpredictability means
that until the leader reveals itself, its identity should remain essentially hidden from the other parties, even
if a subset of them colludes. It was recently shown that relying on SSLE leads to more efficient consensus
protocols than relying on a secret leader election protocol that elects few leaders in expectation [8].

The concept of SSLE was formalized by Boneh, Eskandarian, Hanzlik, and Greco [24] who also pre-
sented a number of constructions. Their most efficient construction is based on the Decision Diffie-Hellman
problem (DDH) in cyclic groups. We refer to this SSLE protocol as the BEHG protocol. The Ethereum
Foundation optimized BEHG to obtain Whisk [44], which is the current proposal for SSLE to be used in
Ethereum consensus. Since then, additional works have suggested alternative SSLE constructions with var-
ious security and efficiency tradeoffs (see, for example, [34, 59, 27, 10, 28, 36]).

Due to the potential long-term risk of a large scale quantum computer [60] there is a desire to also
develop a post-quantum secure SSLE. One approach, already in [24], is an SSLE protocol based on fully
homomorphic encryption (FHE). A further optimized FHE-based construction was recently proposed by
Freitas et al. [36]. However, the complexity of these proposals is far greater than the simple DDH-based
scheme. Another elegant approach to post-quantum SSLE was proposed by Sanso [59], who showed how
to adapt Whisk to use an isogeny-based assumption, which is believed to be post-quantum secure. Finally,
Drake [34] proposed an SSLE protocol that can be made post-quantum secure, but the proposal inherently
relies on the availability of an anonymous broadcast channel (e.g., ToR).

Our results. In this paper we construct the first practical post-quantum SSLE protocols based on the
Learning With Errors (LWE) problem [57] and Ring-LWE problem [50]. We do so by generalizing the
BEHG protocol using a new concept we call a re-randomizable commitment (RRC). We show that an RRC
together with a shuffle protocol gives an SSLE. We then construct a number of RRC schemes from lattices.
The next section gives a detailed overview of the construction and explains the technical challenges in
building an RRC from lattices.

1.1 Technical Overview

We briefly sketch the main ideas behind our construction. We begin with an abstract view of the BEHG pro-
tocol. Then, we present the notion of re-randomizable commitments (RRC) used by this protocol. Finally,
we present our new lattice-based post-quantum RRCs for instantiating the abstract BEHG protocol.



The BEHG approach. The BEHG protocol employs a commit-and-shuffle approach. The following is a
generalized and abstract view of the protocol.

* When party ¢ registers for elections, it chooses some secret key k;, computes a commitment ¢; to k;,
and publishes c¢;. We will define what is needed of this commitment in a minute. To avoid duplicity
of secrets, each party also publishes a deterministic hash of k;.

* At election time, participating parties run a protocol to shuffle and rerandomize the commitments.
For simplicity of presentation in this overview, let us assume that the shuffle protocol works as fol-
lows: in each round, one of the parties locally permutes the entire list of commitments and then
rerandomizes each of the commitments. It then publishes the new list of commitments, and proves in
zero-knowledge that this new list is well-formed (i.e., it is obtained from the previous list by permut-
ing and rerandomizing the commitments). Once the shuffle protocol is done, the parties obtain a list of
commitments ¢y, . .., ¢y, where each ¢; is a rerandomization of ¢ ;) for some unknown permutation
mon {l,..., N}. They then let the randomness beacon choose an index i* <~ {1,..., N}, and party
J* = m(2*) is the chosen leader. In due time, party j* can prove that it was elected by publishing k;=
and the other parties can check this value against the commitment ¢;«.

Re-randomizable commitments. We identify several properties that the commitment scheme being used
must satisfy for the resulting SSLE protocol to be correct and secure. First, the commitments have to be
re-randomizable in a very specific sense. Given a commitment ¢ to some value &, one should be able to re-
randomize ¢ without knowledge of k or the randomness used to generate c. Moreover, given a value k and a
(potentially re-randomized) commitment ¢, one should be able to efficiently test whether ¢ is a commitment
to k. In particular, this test should not require the randomness used for re-randomization. In the BEHG
protocol, this means that the original committer to ¢;= can: (i) recognize itself as the winner of the elections
(by checking if ¢;« is a commitment to k;=); and (ii) prove that it won by publishing k.

The commitment scheme should also satisfy the standard notion of binding. This means that it should
be infeasible to produce a commitment ¢ alongside two distinct values k and &/, such that ¢ passes both as a
commitment to k and as a commitment to &’. In the context of the BEHG protocol, this means that there is
only a single party that can prove ownership of the chosen commitment ¢;« by publishing k.

Finally, commitments should also be unlinkable. This means that given two commitments cy and c; to
two random values, and a re-randomization ¢ for one of them, it should be infeasible to determine if ¢ is
a re-randomization of ¢y or of ¢;. This is essential for the BEHG protocol to achieve unpredictability: an
adversary should not be able to link the chosen commitment ¢;+ to the original commitment c;+ and therefore
identify party j* as the leader. Looking ahead, the use of re-randomizable commitments in the generalized
BEHG SSLE protocol actually requires a stronger notion of unlinkability. We postpone the discussion on
this matter and will revisit it shortly.

The DDH-based construction of re-randomizable commitments (RRCs) suggested by BEHG is as fol-
lows. Let G be a cyclic group of order p generated by g € G. A commitment c to a random value k <- 7Z,
is a pair (¢”, g"*) where r < Z,,. To check if a commitment ¢ = (cy, ¢3) is a consistent with a value k, once
can simply check if ¢y = c§. To re-randomize, one chooses a random 1’ < Z, and outputs & = (c{l, cgl).
The scheme is perfectly binding, and unlinkability easily follows from the DDH assumption.

It should be noted that previous works also considered other variants of re-randomizable commitments
(see, for example, [5, 29]). However, in these works, opening a re-randomized commitment requires knowl-
edge of the randomness used for re-randomization (or a function thereof). Such commitments are much
simpler to construct, and indeed, many long-standing algebraic and lattice-based constructions can be easily



re-randomized according to this weaker definition. Unfortunately, as discussed above, such commitments
are insufficient for instantiating the BEHG protocol.

RRCs from LWE: A first attempt. Consider the following (flawed) RRC scheme. The secret key space
is Zy, where ¢ is a prime and n ~ A is the LWE hardness parameter. To commit to a random k € Zjy the
Commit algorithm samples a uniformly random A <~ Z;**™ and outputs (A, u) = (A, A -k +e), where e
is an LWE noise vector and m > n. To test whether a key k is tied to a commitment ¢ = (A, u), we can
check whether A - k is close (say, in Euclidean distance) to u. We accept k if this is the case and reject
otherwise. If A is chosen randomly and m =~ nlogn (A is a “tall” matrix), a standard argument shows that
with high probability over the choice of A, there are no k, k’ and w such that A -k~ wand A - k' ~ u.

To re-randomize, the rerandomization algorithm samples a low-norm m-by-m matrix R and computes
d=(Av)=(R-A R u). Since R is of low norm Re may only be slightly longer than e. Hence, Re
is also short and we have

A k=R-A - k~R-A-k+R-e~R-u=u.

The noise does grow a bit with each re-randomization, which is why the scheme only supports a bounded
number of re-randomizations (the LWE parameters can be chosen according to the number of re-randomizations
required by the SSLE shuffle protocol). In terms of unlinkability, note that assuming LWE is hard, a fresh
commitment ¢ = (A, u) is just a pseudorandom matrix-vector pair. Moreover, if m is sufficiently greater
than n and each row of R has high min-entropy, the leftover hash lemma [39, 43] shows that ¢’ is also
pseudorandom, which implies that the scheme is unlinkable.

The problem. Unfortunately, the above analysis is flawed. It is true that the scheme is binding when the
matrix A is chosen uniformly at random from Zg**". But since A is part of the commitment c, the adversary
may choose it from some other skewed distribution, thus breaking the binding argument. This is not just
an issue of reworking the proof. The scheme is in fact insecure: fix any k and k' and it is easy to come up
with a matrix A for which A - k ~ A - k’. To fix this issue, one might be tempted to choose the matrix
A as part of the public parameters, or to force committers to choose A as the output of a hash function
modeled as a random oracle. Indeed, this would make the scheme binding, but then it becomes unclear how
to re-randomize the commitments.

The key observation. Let us revisit the naive “proof” of binding for the above construction. If A is
indeed chosen uniformly at random, then with overwhelming probability there are no k and k' such that
A -k ~ A - K. In particular, this would suggest that for random A, k and k'’ it holds that A - k and
A - K are almost surely far apart. Put differently, for a uniform k and k', there are very few matrices A
for which Ak ~ AK’. So what if instead of choosing a single k, we make the Commit algorithm sample
the commitment key k as a pair (k1, k2) of independent and uniformly-random vectors? One could expect
that for two such random pairs (k1, k2) and (K}, k5), the set of matrices A for which A - ky ~ A - k) and
A - ko = A - Kl is even smaller. Indeed, we show that for ¢ &~ n, if one samples two ¢-tuples (ki,. .., k¢)
and (k{,...,k}) of vectors uniformly at random, then with very high probability a matrix A for which
A - k; = A - K| for every i simply does not exist.

Alas, the proposed commitment scheme is binding for keys that are random tuples of vectors, but the
binding security game allows the adversary to choose the “colliding” keys (K1, ..., k¢) and (Ki,..., k)
as it pleases — they need not be uniformly random. On the face of it, it might seem that we are back to
square one. Fortunately, this is not the case. The final observation is that for this construction, we can make
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the commitment algorithm choose the vectors k1, ..., k¢ as the output of a cryptographic hash function H,
without hampering re-randomization. That is, to commit, one samples a matrix A and a key k <~ {0, 1}*,
computes ki, ..., ks < H(k) and outputs the commitment ¢ < (A, {A - k; + e;};) where all the e;s are
independent LWE noise vectors. To test a key k against a commitment ¢ = (A, {u;};), the Test algorithm
simply recomputes k1, . .., kg from k and checks that A - k; ~ u; foreveryi=1,... /.

Adversarial re-randomizations. The construction that we just saw indeed satisfies the notion of unlink-
ability sketched above. Unfortunately, as we already mentioned, this notion is insufficient for the resulting
SSLE protocol to achieve unpredictability. This reason is this: unlinkability only guarantees that if honestly-
generated commitments cy, ..., ¢, are honestly re-randomized and shuffled, an adversary cannot trace the
re-randomized commitments to the original ones. In the SSLE protocol above, an honest re-randomization
might follow an adversarial one. So we need to require unlinkability of commitments even after adversarial
re-randomizations. We call this strong unlinkability.

In the DDH-based construction of BEHG, strong unlinkability comes “for free”. Unfortunately, this is
not the case with our LWE-based RRC scheme. For example, consider an adversary that given a commitment
c=(A,{A-k; + e;};), finds a matrix R such that R - A has short columns. The adversary then uses this
R to re-randomize cinto ¢ < (R- A, {R-A-k; +e;};). Now, even if we honestly re-randomize ¢, we will
almost surely end up with a commitment ¢ whose first coordinate is still a short-columns matrix. Hence, the
adversary can easily trace ¢ back to c.

We present several methods to thwart such attacks. In this overview, we focus on what we view as the
simplest and most practical one. Ahead of time, all parties commit to the matrices R, R», ... they are
going to use for re-randomization using a standard additively homomorphic commitment scheme. When a
party now has to carry out its ith re-randomization, it does so using the matrix R; + R], where R; is a low
norm matrix outputted by a public randomness beacon. Such a beacon can be external or implemented in
various standard ways. Using the homomorphic properties of the commitment scheme, everyone can now
compute a commitment to R; + R;. The re-randomizer can hence prove that this is the matrix it used.
Informally, since R; was committed to ahead of time, it is independent of R;. Hence, the re-randomizer
is forced to use a high-entropy matrix for re-randomization, which guarantees the resulting commitment is
from the appropriate distribution. Since R; is always hidden, R; + R, has high min-entropy even given R},
and we can still rely on the leftover hash lemma to argue that subsequent honest re-randomizations provide
unlinkability.

Extending the scheme to Ring LWE. We extend our LWE-based RRC scheme to the ring setting, relying
on the Ring Learning with Errors (Ring-LWE) assumption. As we discuss in Section 5 in detail, moving
to the ring setting offers several gains in efficiency. Specifically, we work in a polynomial ring R mod-
ulo a cyclotomic polynomial f, which factors into a constant number of irreducible polynomials over Z,.
Concretely, we choose ¢ = 3 mod 8 so that f has exactly two irreducible factors f1, fa over Z, (but other
choices are possible).

The construction follows the same template as our LWE-based construction, but the matrix A is now
replaced with a vector of ring elements. To commit, one samples a <~ Ry', and a key k <- {0,1}*,
computes ¢ ring elements as k1, ..., ky < H(k) and the commitment is given by ¢ + (a,{a - k; + €;};)
where all e;s are independent RLWE noise vectors in Ry". Re-randomization is done by sampling a low-
norm matrix R <~ R™*™, and computing ¢ = (R-a,{R-u;};). To test a commitment ¢ = (a, u) against
akey k, one computes k1, . .., k; < H(k) and check that a - k; ~ w, for all i. Correctness and unlinkability
are proven similarly to the integer case, with one exception: instead of relying on the leftover hash lemma,



we rely on the regularity lemma of [61].
Two main observations make our ring-based scheme more efficient than our integer-based one:

» We can choose ¢ to be smaller than in the integer case, and still make the binding argument go through.
Intuitively, the reason is that each entry of a - k; is now a polynomial in the ring R and not an integer.
Thus, we may hope that it has more than log ¢ bits of min-entropy (roughly the entropy of a random
integer in Z,). If this is indeed the case, then the probability that @ - k ~ a - k', over the choice of
random a, k, K/, is much smaller than the probability that a’ - k ~ a’ - K’ in the integer case for
random a, k, k' < Zg . This would imply that we can choose £ to be smaller, resulting in smaller
commitments. To argue that a - k; indeed has high min-entropy, we rely on the particular structure of
the ring R. If k # k’, it means that the polynomials must be distinct modulo f; or modulo f5. Assume
with loss of generality that they are distinct modulo f;. Since f is irreducible mod ¢, a - (k — k') is
uniformly random in Z,[x]/ f1, and hence it has at least ~ deg(f1) - log ¢ bits of min entropy. This
analysis is inspired by the statistically-binding commitments of Benhamouda, Krenn, Lyubashevsky,
and Pietrzak [21].

* The second observation is that our use of the leftover hash lemma in the LWE setting incurred an
overhead that can be avoided in the Ring LWE setting. To explain this point, we need to revisit
our LWE unlinkability argument in more detail. Recall that we wanted to argue that if we have a
commitment ¢ = (A, U) and we re-randomize itto ¢ = (R - A, R - U), then the commitment ¢’ we
end up with is pseudorandom. The first step was to argue that c is pseudorandom, thanks to the LWE
assumption. This step remains essentially unchanged here, relying on the Ring-LWE assumption
instead. The second step was to rely on the leftover has lemma; this step required each row of R
to have more than Q((n + ¢) - log g) bits of min-entropy. This implied that m had to be set to be
at least (n + ¢) - log g. In the ring setting, however, since each coordinate of R can have Q(n) bits
of min-entropy, m can be reduced to roughly logg. This results in much “shorter” matrices A, U
making up the commitment.

Reducing communication. Catalano, Fiore, and Giuta [28] observed that when instantiating the BEHG
protocol with a DDH-based RRC of the form ¢ = (g", g"*), the commitments of all parties can share the
same first coordinate h = ¢", which is part of the public parameters. Then, to re-randomize N commitments
(h", gk, g ), a shuffler can sample a single ' <~ Z, and raise all the elements to the 7’. This
optimization cuts storage and communication by about half. It is tempting to implement this optimization
using our lattice-based commitments; have all commitments share the first coordinate A (or a in the ring
setting) and use a single re-randomization matrix R to re-randomize all commitments. The problem is that
to retain unlinkability, the dimensions of R need to grow as a function of the number of commitments N,
which may eliminate the gains of sharing A across all commitments. We discuss this further in Section 7
where we consider settings where this can still lead to some savings.

Post-quantum proof of shuffle. Recall that in the BEHG protocol, after each shuffle, the shuffling party
has to prove that it indeed performed a valid shuffle; that is, it applied the Randomize algorithm of the RRC
scheme to each commitment and then permuted the resulting commitments. This can be done by using any
general-purpose non-interactive argument of knowledge, proving that the shuffler knows random coins for
Randomize and a permutation that together yield the resulting list of re-randomized commitments (for such
argument systems based on post-quantum secure assumptions, see for example [20, 18, 19, 4, 23, 41, 12, 6,
49, 2, 53] and the references therein).



When using our RLWE-based RRC commitments, we also show how we can change the recent lattice-
based proof-of-shuffle protocol of [31] to work with our commitments. This is a simple protocol that may
provide better concrete efficiency. This is discussed in more detail in Section 8.

2 Preliminaries

In this section, we present the basic notions and cryptographic primitives that are used in this work. For
an integer n € N we denote by [n] the set {1,...,n}. For a distribution X we denote by z <$ X the
process of sampling a value x from the distribution X. Similarly, for a set X, we denote by x <—$ X the
process of sampling a value x from the uniform distribution over X'. For a pair X,Y of distributions
defined over the same domain €2, we denote by SD(X,Y") the statistical distance between them, defined as
SD(X,Y) =13 cqlPr[X =w] —Pr[Y =uj|.

We denote matrices by boldface capital letters, e.g. A, and vectors in boldface lower-case letters, e.g.
v. We may use a non-bold capital letter, e.g. A or V, to describe a matrix or a vector, when we wish to
emphasize that this matrix or vector is being treated as a random variable. As standard, we identify Z,
for a prime ¢ with the set (—¢/2,...,¢/2], and we define the absolute value of an element z € Z, as
|z| = {min|y| : y € Z,y = z (mod q)}.

For n,p € N where p is prime, we define the rings R = Z[z|/f(x) and R, = R/(p), where f(x) is
monic and of degree n. That is, R, is the ring of polynomials modulo f(x) with integer coefficients in Z,,.
We define the norm of elements in these rings to be the norm of their coefficient vector in Z", which is also
called the coefficient embedding. For any g(z) = 3_;coup-1] a;z' € R, we use coeff(g) to denote the

vector {ap, ..., an_1}, i.e. the coefficient embedding of ¢g(z), and the norm is defined as follows:
lglli =Y ai llglla=Q_ad)?  llglloo = max|a]
For a vector v over R, we define ||v|| = (32, ||vi|[?)/2.

2.1 Lattice Assumption

The paper makes use of two basic and standard lattice-based assumptions, the learning with errors (LWE)
assumption and the short integer solution (SIS) assumption, both of which over integer lattices. We briefly
recall these assumptions here. For a more detailed survey of these assumptions and their hardness, see, for
example, [54] and the many references therein.

The LWE assumption. We rely on the following formulation of the learning with errors (LWE) problem,
introduced by Regev [58]. The problem is parameterized by a prime modulus ¢, a vector length n which
typically corresponds to the security parameter A, and a noise distribution . For our needs, the important
thing is that x is highly concentrated on low-norm vectors such that with overwhelming probability |||, <
d for x < x for some § = d(\) (one typically takes x to be a discrete Gaussian with appropriate parameters)

Definition 2.1. Let ¢ = q(\) be a prime, n = n(\) be an integer, and x = x(\) be a distribution over Z,
all public functions of the security parameter X € N. The (q,n, x)-LWE assumption states that for every
probabilistic polynomial time algorithm A and for all polynomially-bounded functions m = m(\) there
exists a negligible function v(-) such that

AdvI¥e(A) := |Pr[A(A, A-s+e) = 1] — PrlA(A,v) = 1]| < v())

for all sufficiently large X € N, where A <~ Z;"*", s <~ Zy, e <~ X, and v < Z".



2.2 Ring Lattice Assumption

We will also use the ring-based variant of the LWE assumption, introduced by [50].

The RLWE assumption. This problem is also parameterized by the prime modulus ¢, degree of the
modulus polynomial n, and a noise distribution y. We focus on a special case of the Ring-LWE problem
where f(z) = 2™ + 1, and n is a power of two. Similar to LWE, y is highly concentrated on low-norm
polynomials such that with overwhelming probability ||z||2 < 0 for x <—$ y for some § = d(A). y is usually
taken to be a discrete gaussian in the coefficient embedding of R.

Definition 2.2. Let ¢ = q(\) be a prime, n = n(\) be an integer, and x = x(\) be a distribution over R,
all public functions of the security parameter X\ € N. The (q,n, x)-RLWE assumption states that for every
probabilistic polynomial time algorithm A and for all polynomially-bounded functions m = m(\), there
exists a negligible function v(-) such that

Advi*®()) := [Pr[A(a,b) = 1] — Pr[A(a,v) = 1]] < v()\)
for all sufficiently large A € N, where a <~ Ri',s <~ Ry, e <~ X", b; = a; - s +e;Vi € [m], and
v Ry
2.3 Randomness Extraction

We will use the following lemma from the work of Gentry, Peikert, and Vaikuntanathan [39]. The lemma
follows from the leftover hash lemma [43].

Lemma 2.1 ([39, 43]). Let q be a prime and let m,n be integers. Let R, A and B be random variables
distributed uniformly in {—1,1}">™, Z;”X”, and Zg”", respectively. Then, it holds that

SD((A,R-A),(A,B)) < %\/m

When working over polynomial rings, we will not be able to use the leftover hash lemma. Instead, we
will use the regularity lemma defined over rings [61].

Lemma 2.2 (Generalization of Theorem 3.2, [61]). Let F be a finite field and f € F[x] be monic and of
degree n > 0. Let R be the ring F|x]/f and m > 0. For every i,j € [m| and k € [n], let D; ;. C T, with
|D; jx| = d. Let A, B be random variables distributed uniformly in R™*E Let R € R™ ™ be a matrix
of polynomials, wherein the kth coefficient of R; ; is chosen uniformly randomly and independently from
D; j k. foralli,j € [m] and k € [n]. Then, it holds that,

m IF| deg(fi)\ ¢
SD((4,RA), (A, B)) < o 1T (1 + (dm> -1

i€t]
where [ = Hz‘e[t] fi is the factorization of f over F[z], and deg( f;) is the degree of the polynomial f;.
Specifically, we will choose F = Zg and D; ; , = {—1,1} V4,5 € [m],k € [n].
We will also rely on the following definition for the norm of a matrix and a related lemma from Agrawal,

Boneh, and Boyen [1] (a similar lemma appears in [3]), which states that a random Bernoulli matrix has low
norm with overwhelming probability.



Definition 2.3. Let R be an m x m matrix over 7. Let By, := {x € R™ : ||x||, = 1} be the unit ball in
R™. Define the norm of the matrix R € Z™*™ as

|R|| := max [|R -z, .
[BGBm
The norm for a matrix in Ry**™ is defined similarly. The following two lemmas bound the norm of
random matrices where all entries are sampled i.i.d. from a distribution concentrated around 0.

Lemma 2.3 ([1, 3]). Let q be a prime and let m be an integer. Let R be a random variable uniformly
sampled from {—1,1}"*"™. Then, there is a universal constant C' > 0 such that

Pr[|R| > C - Vm] < 2™

Lemma 2.4. Let q be a prime and let m,n be integers. Let R € Rg‘xm be a random variable, such that for
all i, j € [m), the coefficient vector of R; ; is sampled uniformly at random from {—1,1}". Then,

Pr [HRH > my/mn - w(\/logn)} < negl(n)

Proof. Consider any vector u € Ry such that [[ul|, = 1. We first look at R; j - u; for some i, j € [m].
As observed in [46], the coefficient embedding of R; ; - u; can be written as the multiplication of coeff(u;)
with a nega-circulant matrix whose entries are derived from the coefficients of R; ;. Specifically, we have,

coefF(Ri,j)o —coefF(Ri,j)n,l e —coefF(Ri,j)l
coeff(R; ; coeff(R; ; ... —coeff(R; ;
coeff(R; j - uj) = ( n ( b , ( ) coeff(u;)
coeff(Rivj)n_l COGﬂ:(Ri’j)n_Q . Coeﬂ:(Ri’j)()

Without loss of generality, let us consider the last coefficient of the product, i.e. coeff(R; ; - uj)pn—1 =
ZZ;(I) coeff(R; j)n—1—k - coeff(u;)s. Since each coefficient of R; ; is sampled uniformly randomly from
{—1, 1}, this sum can be re-written as Zz;é xy, Where x, = coeff(R; j)n—1—r-coeff(u;)y. Since E(zy) =
0 and xj, € {coeff(u;)y, —coeff(u;);} for all k, applying the Hoeffding bound (similar to Lemma 16 proof
in [1]), we get:

Pr [coeff(Rivj “Uj)p—1 > ||coeff(u;)|| -w(\/logn)} < negl(n)
Next, we note that ||u| = 1 implies that ||u;|| < 1 for all j. Hence, each coefficient of R; ; - u; is
bounded by w(+/log n) with high probability. This implies that , for all 7, j € {0,...,m — 1},
Pr[|Rij - wyl > V- w(ylogn)| < negl(n) (1)

since a vector whose entries are all less than some bound B, has Lo norm less than /nB.
We now want to show that

m—1
Pr Z R; juj > my/n-w(y/logn)| < negl(n) (2)
=0

This follows directly by combining Eq. 1 with the fact that ||v + ve|| < ||v1]| + ||v2]].
Eq. 2 gives us a bound on the norm of every element in Ru. The lemma now follows since a vector
whose entries are all bounded by B = m+/n - w(y/logn) with high probability, has L, norm less than

JmB. O



3 Re-randomizable Commitments

Informally, a re-randomizable commitment (RRC, for short) is a scheme that allows one to commit to ran-
dom keys.! Moreover, an RRC scheme supports re-randomizations of commitments: given a commitment
c to a key k, one should be able to re-randomize to commitment to produce a new commitment ¢’ for k.
Importantly, knowledge of c suffices for such re-randomization, and no additional secrets are needed. In
particular, the re-randomizing entity is not required to know the key & nor the randomness used to create c.

We first present the syntax for RRC schemes and the associated correctness requirement. Then, we
discuss two security notions that such schemes should satisfy.

3.1 Syntax & Correctness
An RRC scheme R is a tuple of four algorithms:
* Setup(1*) — pp: outputs public parameters pp,
» Commit(pp) — (c, k): outputs a commitment string ¢ and a key &,
* Randomize(pp, c) — ¢': randomize the commitment,
* Test(pp,c, k) — {0, 1}: outputs 1 if k is a valid key for c.

The first three are probabilistic polynomial time (PPT) and the fourth is deterministic polynomial time.

In terms of correctness, we require that Test(pp, c, k) outputs 1 for (c, k) outputted by Commit(pp).
Moreover, Test(pp, ', k) should output 1 if ¢’ was obtained from ¢ via at most B consecutive rerandom-
izations, where B is a parameter. We call this correctness requirement B-randomizability. If a scheme is
B-randomizable for all B, we call it fully randomizable.

Definition 3.1. An RRC scheme is B-randomizable if there exists a negligible function v(-) such that the
following holds for every \ € N:
let pp < Setup(1*), (co, k) <~ Commit(pp), and c; <>~ Randomize(pp, c;_1) fori =1,2,..., then

Pr|Test(pp,ci, k) =1 fori= 0,1,2,...,B} >1—-v(A).

An RRC scheme that is B-randomizable for all B € N is said to be fully randomizable. O

For the notion of RRC schemes to be non-trivial, we require that the key k generated by Commit to have
high min-entropy.

Definition 3.2. An RRC scheme is B-randomizable is non-trivial if there exists a negligible function v(-)
such that the following holds for every X € N: let pp < Setup(1*), (co,ko) <~ Commit(pp) and
(c1, k1) <~ Commit(pp), then

Pr [k‘o = ]{}1] < I/()\)

3.2 Notions of Security

An RRC scheme should satisfy two security properties: Binding and Unlinkability.

'Committing to random keys is sufficient for the main application we consider, which is SSLE protocols. Observe, however,
that such a scheme can be easily converted into a scheme that allows one to commit to arbitrary messages via a one-time pad.
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Game G 4r(A, B)
1: b<{0,1}
2: pp < RSetup(1?)
(co, ko) ¢ R.Commit(pp), (c1,k1) <= R.Commit(pp)
(state, ig, 1) < A(pp, co,c1)
if (ip > B) OR (i1 > B) : abort
if (ip = 0) OR (i; = 0) : abort
c+

W

fortin {1,...,4}: c <> RRandomize(pp,c)
b’ < A(c, state)

10: returnb=1"5

O 0 9 N W B

Figure 1: The security game for an adversary .4 attacking the unlinkability of an RRC scheme R

Binding. Similarly to standard commitment schemes, we require that a commitment can be tied to at most
one key.

Definition 3.3. An RRC scheme is perfectly binding if for every A\ € N and for all c, k, k' we have
Pr,pes Semp(1) [k # k' AND Test(pp,c,k) = Test(pp,c, k') = 1] = 0. 3)
O

Condition (3) ensures that a commitment ¢ will never be accepted by two distinct keys. As we will later
discuss, this is satisfied by the previous DDH-based construction of Boneh et al. [24]. For our lattice-based
construction, we need to weaken this condition a bit and only require that (3) holds computationally. This
leads to the following definition.

Definition 3.4. We say that an RRC scheme is computationally binding if for all PPTadversaries A the
following function is negligible.

pp & Setup(l)‘)

/ _ N —1 -
Pr|k # k' AND Test(pp,c, k) = Test(pp,c, k') =1 : (e k. k) < A(pp)

“)
U

Unlinkability. An RRC scheme R is unlinkable if a PPT adversary is unable to distinguish the i-th re-
randomization of a commitment ¢y from the j-th re-randomization of another commitment c¢;. This is
captured in the security game G 4 r(\, B) in Figure 1. As usual, we define the adversary’s advantage in this
game as

AdVk g(A) == }2 PriG4r(\,B) =1] — 1}.

Definition 3.5. A B-randomizable RRC scheme is unlinkable if for all PPTadversaries A the function
AdV‘r g(A) is negligible.

We make two remarks on the unlinkability definition:

11



* Looking ahead, for some applications, we might want the scheme to remain unlinkable even if adver-
sarial re-randomizations were applied to it at some point. We present such a definition in Section 6.
We also discuss ways to augment our basic LWE-based and Ring-LWE-based constructions to ac-
commodate this stronger security definition. Since the stronger unlinkability definition is much more
complicated than the one in Fig. 1, we first focus on this weaker notion.

* An unlinkable RRC scheme is, in particular, hiding. Meaning, that a commitment c leaks no infor-
mation (in a computational sense) regarding the committed key k. Intuitively, an adversary that can
distinguish between a commitment to a key & and a commitment to a different key &’ can trivially link
a commitment c to either a commitment cg to kg or to a commitment c; to k; by outputting the bit b
such that ¢ is a commitment to kp.

3.3 An RRC scheme based on DDH

Equipped with the above definitions, we can briefly recall the DDH-based RRC scheme used in [24]. The
scheme, called Ryqp, is defined by:

* Setup(1*): choose a finite cyclic group G with generator ¢ € G and output pp := (G, g).
* Commit(pp): choose random u < G and k < Z,, set ¢ < (u, u*), and output (c, k).

* Randomize(pp, c): parse ¢ = (u,v), choose a random p <~ Z,, and output ¢’ := (u”, v").
s Test(pp, c, k): parse ¢ = (u,v) and output 1 iff u* = v, otherwise output 0.

Theorem 3.1 ([24]). If the DDH assumption holds in G then Ry, is a perfectly-binding, unlinkable, and
fully randomizable RRC.

The fact that the scheme is fully randomizable and perfectly binding is easy to observe. The proof
of unlinkability is a direct application of DDH. In the next section, we construct an RRC scheme that is
post-quantum secure based on the LWE assumption.

4 A Construction from Learning with Errors

In this section, we present a construction of an RRC scheme from the LWE assumption [58] (see Section 2).
An informal overview of the construction is presented in Section 1.1.

4.1 The Construction

Our construction of an RRC scheme from LWE, denoted Ry, is presented in Fig. 2. The construction is
parameterized by an integer B, which serves as a bound on the number of rerandomizations that can be
applied to a commitment. In the construction, we use A to denote (C - \/m)? - §, where m is a parameter of
the scheme determined by the analysis (think of m = O(\)), C'is the universal constant from Lemma 2.3
and J is a bound on the ¢5 norm of the LWE noise vectors used in the construction.

12



o Setup(1*):
1: Letn:= A, choose a prime ¢, and choose m = m(n, q) and £ = £(n, q).
I we will explain how to choose m and £ in the analysis
2: Let x be the LWE noise distribution over Z,.
I if e <~ x™, and we lift e to Z™, then with high probability, ||e||, < § for some § < g
3: returnpp + (A, ¢,n,m,¢ x)
» Commit(pp):
1: A& qunxn / choose a random matrix A
2: k< {0, 1}1A I choose a random A-bit string
3: V4 H(k) € Z*" I hash k1o an n-by-€ matrix
4: sample E € ZZ”@ from the LWE noise distribution x"**
1 then for each column e of E, ||e||, < § w.h.p when e is lifted to Z™
5: U« A V+Eez»"
6: c+ (A U)
7: return (c, k)
* Randomize(pp, c): parse ¢ = (A, U) and do
1: sample a random matrix R <~ {—1,1}™*"™ [ Ris alow-norm matrix
2: ¢« (R-A R-U) ez x 23"
3: returnc
* Test(pp,c, k): parse ¢ = (A,U) and do
11 Ve A-Hk)-Uezy™*
2: return 1 iff for each column v of V, ||[v[|, < A when v is lifted to Z™

Otherwise, return 0

Figure 2: Rje — A B-randomizable RRC scheme based on the learning with errors (LWE) problem
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Correctness. First, note that prior to any randomization being preformed, for an honestly-generated com-
mitment ¢ = (A, U) it holds that A - H(k) — U is equal to the noise matrix E sampled according to x"***
during the generation of the commitment. Hence, the matrix computed by the T'est algorithm is simply
E, and each of its columns has norm at most 4. Now, after ¢ < B applications of Randomize to ¢ using
matrices Ry, ..., R;, the commitment we get is of the form

(R,--R,-AR,---R,-U)=(R,---R-AR,---R,-A-Hk)+ R, - R, - E).

Hence, the matrix computed by the Test algorithm is E/ = R;--- Ry - E. Since Ry, ..., R; are sampled
independently from {—1, 1}, Lemma 2.3 guarantees that with overwhelming probability, each column
of E' has norm at most (C - /m)" -6 < (C - ym)” -6 = A

4.2 Binding

Theorem 4.1. The above scheme is computationally binding when H is modeled as a random oracle. Con-
cretely, for every adversary A making at most Q) queries to H it holds that

k # k' AND ~ pp & Setup(1*) < Q- AN +1\°
Test(pp, ¢, k) = Test(pp, e, k') =1~ (c,k, k) < A@pp) | =< "4 q

The proof of Theorem 4.1 makes use of the following lemma.

Lemma 4.2. For all positive integers n, m,{ € Z, prime q, and bound 3 < q it holds that
l
2 1
Pr [HA € ZZ”X” \ {0} s.. Vi e [{], ||[A- v, < B] <q"- (T)

where the probability is taken over vy, ..., vy < Zj.

Proof. Fix integers n, m and ¢, a prime ¢, and a bound 5 < q. We first prove that for every non-zero vector
a € Zjg it holds that

¢
2 1
Pr [Vi € [4], \aT-vi|§ﬂ]§< b+ > )
q
where the probability is taken over vy, ..., v, <= Zg. Fix a non-zero vector a € Zj. For every i € [4], the
scalar a” -v; is uniformly distributed in Z,. In particular the probability thata” -v; € {—[f],...,0,...,|3]}

is at most (23 4+ 1)/q. Eq. (5) then follows from the fact that vy, ..., vy are statistically independent, and
hence so are the events {’aT : 'vl-’ < B}i.
Taking a union bound over all vectors a € Z', we observe that

28+ 1\*
Pr[3a € Zj \ {0} s.t. Vi € [{], la” v < B8] <q*- ( ﬁq—i_ > . (6)
We now wish to argue that
28 +1\*
Pr[3A e Z7>"\ {0} st.Vie [{], A vl <B] <q"- ( Bq—’_ ) . (7)

To see why that is, fix a non-zero matrix A € Z;”X". Since A is non-zero, it has at least one non-zero
row. Let a® denote the first such row. If for some i € [{] it holds that |a’ - v;| > j3 then || A - v;| > B.
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Hence, the event {Vi € [{], || A - v;||, < B} is contained in the the event {Vi € [(], |a” - v;| < 8}. Since
this holds for every A € Z™*", the event {3A € Z7"" s.t. Vi € [{], ||A - v, < B} is contained in the
event {Ha € Zy s.t. Vi € [{], la™ - v;| < B}. Hence, Eq. (7) follows from Eq. (6).

Finally, |||, > ||z||, for all , Eq. (7) implies in particular that

28 +1\°
Pr[3A ez st Vie [l], |A v, <B] <q"- (T) : ®)

This concludes the proof of the lemma. 0
We can now prove Theorem 4.1.

Proof of Theorem 4.1. Let A be an adversary making at most () queries to the random oracle. Assume
without loss of generality that all .A’s queries to H are distinct and that before outputting a triple of the form
(¢, k, k'), A queries the oracle on k and k. Fix a pair (k, k') € {0,1}* x {0,1}* such that k # k’. We
wish to bound the probability that there exists a ¢ = (A, U) such that Test(pp, ¢, k) = Test(pp, c, k') = 1.
Recall that this event is defined as all columns of A-H(k)—U and of A-H(k") — U having ¢3-norm at most
A. By the triangle inequality, this implies that all columns of A - (H(k) — H(K')) = A - H(k) — A - H(k)
have norm at most 2A.

For every k, k' € {0,1}*, consider the matrix Vj, ;s = H(k) — H(k'). Since H is modeled as a random
oracle, V}, ;s is uniformly distributed in ngg . Hence, by Lemma 4.2, the probability that there exists a non-

l
zero matrix A such that the columns of A -V}, ;s all have £3-norm at most 2A is bounded by ¢" - <4AT+1> .

Taking a union bound over all pairs of queries (k, k') made by .4 to H we obtain that the probability that
there is a pair k, k’ of distinct queries to H for which there exists a non-zero matrix A € Zg**" such that the

)4
columns of A -V}, ;. are all shorter than 2A, is bounded by Q> q"- (%j‘l) . In particular, this implies
that

/ l
Pr |3k, k' € S,p s.t. k# K AND 1At 1)

<0?%.qg".
de=(A,U) s.t. Test(pp,c, k) = Test(pp,c, k') =1 } =@ ( q

where S, is the random variable corresponding to the set of all .A’s queries to H on input pp, and the
probability is taken over pp « Setup(1*), the random coins of A, and the random choice of H.

Since we assumed that A4 queries H on the k, k' that it outputs, this concludes the proof of Theorem 4.1.

O

4.3 Unlinkability

Theorem 4.3. The above construction is unlinkable, assuming the learning with errors assumption. In
particular, for every PPT adversary A making at most Q = Q(\) queries to H, there exists a PPT adversary
B such that for all A € N it holds that:
2Q B-m \/_—
AdvféfRvaE,BO\) < m +2¢- AdVlee()‘> + 9 -/ 2-mH(n+b) logq,
Proof. Let A be a probabilistic polynomial-time algorithm, and let G denote the original security game
from Fig. 1. Consider a modified game G obtained from Gy as follows. For each i € {0, 1}, instead of
setting ¢; as in G (that is, ¢; < (A;, A; - H(k;) + E;)), the challenger sets ¢; « (A;,U;) = (A;, A;- Vi +

15



E;) where Vj is sampled uniformly at random from ZZXZ independently of k;. For a game G, we denote by
G _4(\) the random variable corresponding to the output of G ran with A on security parameter 1*. With
this notation, the following claim shows that moving from Gg to G should not noticeably increase the
winning chances of A.

Claim 4.4. For all A € N it holds that

2Q
P Q

Proof. For j € {0, 1} let bad; denote the event in which the adversary A queries H on either kg or k1 in G.
Note that the view of A in Gq conditioned on the complementing event bady is distributed identically to
A’s view in G conditioned on bad;. Hence, Pr [badg] = Pr [bad] (where the probability on the left-hand
side is over the random choices of .A and the challenger in Gy, and the probability on the right-hand side is
over the random choices of A and the challenger in G1). Moreover,

Pr[Goa(\) = 1] < Pr[Gi4(\) = 1] +

Pr[Goa(A) =1] < Pr[Goua(A) = 1|badg] + Pr [bady
= Pr [GI,A(A) = 1‘@ + Pr [badl]
= Pr[Gia(\) = 1] + Pr [badi] )
< PrGLAN) =1+ oo 10)

Eq. (9) above follows from the fact that the view of A4 in G is independent of the choice kg, k1. Hence, the
event in which G 4(\) = 1 is independent of the event bad;. Eq. 10 follows from the fact that as long as A
has not queried kq or k1, the two values are uniformly distributed in {0, 1}* conditioned on A’s view. [

Now consider the game G which is obtained from G by the following modification. For each ¢ €
{0, 1}, the challenger now sets ¢; < (A;, U;) where U is sampled uniformly at random from Z;”Xf (instead
of being computed as U; < A; - V; + E; as in G).

Claim 4.5. There exists a PPT adversary B such that for all A € N it holds that
Pr[G14(\) = 1] < Pr[Gg(N) = 1] + 20 AdviF®()).

Proof. The proof is by a hybrid argument. Consider a sequence of games G1; for i = 0,...,£. For each
i € {0,..., ¢}, the game G ; is obtained from G by sampling the first £ — i columns of Uy according to
Uy + Ag - Vi + Eg, but sampling the remaining ¢ columns of Uy uniformly at random.

Consider two consecutive games G ; and G ;11. We claim that there exists a probabilistic polynomial-
time algorithm B; such that Pr [G1; 4(A) = 1] < Pr[Gq 41,4\ =1] + AdVIBVZe(/\). The algorithm B;
receives an LWE instance (A, w) and decides on its output as follows. It invokes .A and simulates to it
either G1; 4(A) or Gqi+1,4(A). It uses A to generate to commitment ¢p: It samples V' <> ZZX(Z%) and
E & <=1 and computes Uj < A -V + E; the result will serve as the left £ — i columns of U.
It then samples U] - Z?X(i_l); the result will serve as the right ¢ — 1 columns of Uy. Finally, it sets
Uy < [Uj,u,Uf] and ¢y < (A, Uy). Then, B; samples c; honestly, and passes the LWE parameters and
the commitments ¢y and ¢; to .A. When A outputs integers iy and i1, 5 samples a random bit b <~ {0,1}
and computes the randomized commitment c by iteratively applying the Randomize algorithm 4; times to
cp. Finally, when A outputs a bit b/, B; outputs 1 iff ' = b.
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Observe that if w given as input to 13; is a noisy product of the form A - s+ e, then B; perfectly simulates
G, to A. If w is a truly random vector, then B; perfectly simulates G ;41 to A. Hence,

Pr [Gl,i,A()\) = 1] — Pr [G17i+17_,4()\) = 1] = Pr [BZ(A, A-s+ 6)] — Pr [Bl(A, U)]
< |Pr[Bi(A,A-s+e)]—Pr[Bi(A,u)]
= Advg°(\).

Now consider a sequence of games G ; fori = ¢+ 1,...,2¢. Foreachi € {¢+1,...,2¢}, the game
G, is obtained from G , by sampling the first 2¢ — ¢ columns of U; according to U; < A; - Vi + Ej,
but sampling the remaining ¢ — £ columns of U7 uniformly at random. A similar argument to the one above
shows that for every two consecutive games G ; and G ;41 (fori € {¢ + 1,...,2¢ — 1}) there exists an
adversary BB; such that Pr (G ; 4(A) = 1] < Pr[Gyiy1,4(N) = 1] + Advge()\).

Observe that G1 9 = G1 and G120 = Go. Therefore, we have that

20—1
Pr(Gia(A) =1] = Pr(Goa(N) =11 < > Adv°(\). (11
=0

Let B be the LWE algorithm that samples a random i* <- {0, ...,2¢ — 1} and invokes B; to decide on its
output. For this algorithm it holds that

Pr (G 4(\) = 1] < Pr[Gaa(\) = 1] + 20 - AdviEe()).
This concludes the proof of the claim. O

Finally, consider a final game (3 obtained from Go by sampling the randomized commitment c that is
returned to the adversary in line 9 as a pair of uniformly random matrices. That is, ¢ < (A’,U’) where
A s Zm" and U s ZI<"

Claim 4.6. For all A € N it holds that

Pr[Gao(\) = 1] < Pr[Gsa(\) = 1]+ B - % /o—mt(ntO)logq,

Proof. Consider a sequence of games Go; for ¢ = 0, ..., B. Each Gy ; is obtained from G by replacing
the output of the first j calls to Randomize with a pair of uniformly random matrices (Ayp, Up) - L™ x
Z;”XE. By Lemma 2.1, it holds that Pr [Gg; 4(A) = 1] — Pr[Ga11,4(\) = 1] < 3 - V27mH(n+8)logg,
Noting that G2 o and G2 p = G3, and summing over all calls to Randomize, we have that

B-1
Pr [G27A()‘) = 1] —Pr [G&A(}\) = 1] = Z Pr [G271‘7A()\) = 1] —Pr [G’QJ‘_A'_L_A()\) = 1]
i=0
< B- % . \/Q—m-&-(n—l—ﬁ)logq’
concluding the proof of the claim. O

The theorem is then proven by combining all the claims and noting that the final randomized com-
mitment ¢ in Gg is independent of the bit b. Hence, the view of A is independent of b and therefore
Pr(Gsa(\)] = 1/2.

O]
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5 A Construction from Ring LWE

In this section we present our RRC construction from the Ring LWE assumption [50] (see Section 2). Our
construction, denoted Ry is presented in Fig. 3. The construction works in a polynomial ring R modulo a
cyclotomic polynomial f that has exactly two irreducible factors f1, f2 over Zj.

Improvements over Rjywg. Compared to the integer-based scheme, the ring-based scheme accommodates
more efficient parameter choices. For concreteness, the ensuing discussion focuses on the regime in which
q = (A?). In this regime, for the ring-based scheme to be binding, we only need / to be Q(log(q) + \/n),
where \ is the security parameter. This is a factor of 2(n) smaller than the LWE case. Secondly, m only
needs to be of order 2(log(q) + (¢ + x)/n) where & is a statistical security parameter (we want the re-
randomized commitments to be distributed 1,/2" close to a uniform distribution). This also turns out to be a
factor of 2(n) smaller than the integer case. Combining these together, each ring-based RRC commitment
and each re-randomization matrix is €2(n)-times smaller than the integer-based commitment and matrix,
respectively (this already takes into account the fact that representing each ring element takes n-times the
representation length of a Z, element).
We now prove the correctness, binding, and unlinkability for our ring-based RRC scheme.

Correctness. We first note that, prior to any rerandomization, for an honestly generated commitment
¢ = (a,U), it holds that U — a - H(k)” is equal to the noise matrix E sampled at the generation of the
commitments. Hence, the matrix V' computed by the Test algorithm is just F, and each of its columns has
norm at most 8, since E was sampled according to x™*¢. Now, after ¢ < B applications of Randomize to
the commitment c using matrices Ry, ..., R, the commitment we get is of the form

(R;---Ry-a,R;---R-U)=(R;---Ry-a,R;-- Ry -a-Hk)T +R,---R, - E).

Hence, the matrix computed by the T'est algorithmis E' = R, --- Ry - E. Lemma 2.4 guarantees that with
a high probability, each column of E’ has norm at most

(my/mn - w(y/logn))t -6 < (myvmn - w(y/logn))? -6 = A

where A is an upper bound on the expression § - (m/mn - w(y/logn)).

5.1 Binding

Theorem 5.1. The above scheme is computationally binding when H is modeled as a random oracle. Con-
cretely, for every adversary A making at most Q) queries to H it holds that

k # k' AND ~ pp < Setup(1*) < Q% g AN+ 1\ ™
Test(pp, ¢, k) = Test(pp, e, k') =1~ (c,k, k) < A(pp) | =< "4 Va

The proof of Theorem 5.1 makes use of the following lemma.
Lemma 5.2. For every integer n, £, m € Z, prime q, and bound 3 < q it holds that

¢"-(26+1)"

Pr[3a € R\ {0} s.t. Vi € [(], [la- v, < 8] < T

where the probability is taken over v < R

q
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o Setup(1*):
1: Letn:=2" wherer =r(A), and let f(z) = 2™ + 1 and R = Z[z]/ f(z).
Choose a prime ¢ and let R, = Z,[z]/ f(z).

I r, q are chosen such that f factors into two irreducible polynomials over Zq

2: Letm =m(n,q)and £ = £(n,q).
I we will explain how to choose m and £ in the analysis

3: Let x be the RLWE noise distribution over R,.
I if we sample a vector e < x™, then with high probability, ||e||, < & for some § < g

4: returnpp < (A g,n,m,¢,x)

» Commit(pp):

1: a+ 'R,ZL 1/ choose a random vector a

2: k<0, 1}k 1 choose a random 17 -bit string

3. v« H(k) S 'Rg 1 hash k to a vector of length £

4: Sample E € Rg”” from the RLWE noise distribution x>
1 then for each column e of E, ||e||, < § w.hp

5: U<a-v' +EeR)™

6: ¢+ (a,U)

return (c, k)

=

* Randomize(pp, c): parse ¢ = (a,U) and do

1: Sample R € R™*™:
Vi, j € [m], sample the coefficients of R; ; uniformly and independently from {—1,1}

I R is alow-norm matrix
20 ¢« (R-a, R-U) € RI" x RI™*
3: returnc
* Test(pp,c, k): parse ¢ = (a,U) and do
11 V+«U-a-HkT"eRrRy™

2: return 1 iff for each column v of V, ||v||, < A, and return 0 otherwise

Figure 3: Rywe — A B-randomizable RRC scheme based on the learning with errors over rings (RLWE)
problem

19



Proof. Fix integers n, ¢ and a bound 8 < q. Let f1, fo denote the two irreducible polynomials of degree
n/2 such that f = f; - fa. Then, as stated in [21], for any non-zero a € R, either a # 0 mod f;(z) or
a # 0 mod f>(x). Without loss of generality, let us assume that a # 0 mod f;(z).

Claim 5.3. For any non-zero a € R, such that a # 0 mod f1, and any v; that is chosen uniformly randomly
from Ry, av; mod f is uniformly random in Zg[x]/ f1.

Proof. For any b € Zg4[z]/fi(x), let Ay, = {v € Ry : av = bmod f;}. Note that the probability that
av; = bmod f; (over the random choice of v;) equals | Ap|/q™.

Let b = av mod f; for an arbitrary v. We claim that | Ap| = |Ag|. Observe that v’ € A, if and only if
v/ — v € Ay. Since v — v/ — v is a bijection between A, and Ay, it follows that | Ap| = |Ap|. This proves
that all b € Z,[z|/ f1 have the same probability, thus proving the claim. O

Next, consider an arbitrary e € R,. Then,

Priav=e:v <Ry = Prl(av=emod fi ANav =emod f3) : v ¢ R]
< Prlav=emod f; : v ¢ Ry
1
= W (12)

Here, the first equality follows from the Chinese remainder theorem, and Equation 12 follows from Claim 5.3.
This directly implies that for any arbitrary ey, ... e, € Ry, the following holds:

1 l
Pr lav; = e;Vi € [{] : v ¢ Rﬂ < <q”/2>

Next, taking a union bound over all possible values of a € R, and all e; € R, such that ||e;]|oc <
BYi e [f], weget:

. : " (28 +1)"
Pr [aa € R\ Ot Vi€ [0, ]|a-villas < B:v & Rg] <t (13)
We now wish to argue that
n. (9 1)
Pr{da e R7\ {0} s.t. Vi€ [{], la- vl <] < " 25+ D" (14)

an/Z

To see that, fix a non-zero vector a € RZ“. Since a is non-zero, at least one of its elements is non-zero.
Let a denote the first such element. If for some ¢ € [¢] it holds that |a - v;| > [ then ||a - vi||c > 5.
Hence, the event {Vi € [{],||a - v;||c < B} is contained in the event {Vi € [{],|a - v;| < S}. Since
this holds for every a € Ry", the event {3a € Ry st Vie [l la- v < B} is contained in the event
{Ja € Rys.t. Vi € [{], |a-v;| < B}. Hence, Eq. (14) follows from Eq. (13).

Finally, ||x||, > |||/, for all , Eq. (14) implies in particular that

¢" - (26 +1)"

Pr[Jda e R st Vi€ [l], |a- v, <] < I

15)

This concludes the proof of the lemma.
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Proof of Theorem 5.1. Let A be an adversary making at most () queries to the random oracle. Assume
without loss of generality that all A’s queries to H are distinct and that before outputting a triple of the form
(c,k, k'), A queries the oracle on k and k'. Fix a pair (k, k') € {0,1}* x {0,1}* such that k # k’. We
wish to bound the probability that there exists a ¢ = (a, U) such that Test(pp, ¢, k) = Test(pp,c, k') = 1.
Recall that this event is defined as all columns of a-H(k)” —U and of a-H(k’)T —U having f5-norm at most
A. By the triangle inequality, this implies that all columns of @ - (H(k) — H(k¥'))T = a-H(k)T —a-H(k)T
have norm at most 2A.

For every k, k' € {0,1}*, consider the matrix vy j» = H(k) — H(k'). Since H is modeled as a random
oracle, vy, ;s is uniformly distributed in Rg. Hence, by Lemma 5.2, the probability that there exists a non-

n, né
zero vector a such that the columns of a - vy ;s all have £2-norm at most 2A is bounded by %.

Taking a union bound over all pairs of queries (k, k') made by A to H we obtain that the probability that
there is a pair k, k' of distinct queries to H for which there exists a non-zero vector a € Ry such that the

4441
Vva

nt
columns of a - vy, & are all shorter than 2A, is bounded by Q? - ¢" - ( > . In particular, this implies

that

Pr |3k, k' € Spp s.t.

k # kK AND ot (A1 nt
de = (a,U) s.t. Test(pp, ¢, k) = Test(pp,c, k') =1 | = 4 Va

where S, is the random variable corresponding to the set of all A’s queries to H on input pp, and the
probability is taken over pp < Setup(1*), the random coins of A, and the random choice of H.

Since we assumed that A queries H on the k, &’ that it outputs, this concludes the proof of Theorem 5.1.

O

5.2 Unlinkability

Theorem 5.4. The above construction is unlinkable, assuming the ring learning with errors assumption.
In particular, for every PPT adversary A making at most Q = Q(\) queries to H, there exists a PPT
adversary B such that for all A € N it holds that:

rre 2@ rlwe m q n/2 A
AV R 5(N) < 33— + (20) - Advs™ (V) + B 2\/<1 + (2—m> ~1.

Proof. Let A be a probabilistic polynomial-time algorithm, and let G denote the original security game
from Fig. 1. Consider a modified game G obtained from Gy as follows. For each i € {0, 1}, instead of
setting c; as in G (thatis, ¢; < (a;, a;-H(k;)T + E;)), the challenger sets ¢; < (a;, U;) = (a;, a;- v} + E;)
where v; is sampled uniformly at random from Rg independently of k;. For a game G, we denote by

G _4(\) the random variable corresponding to the output of G ran with A on security parameter 1*. With
this notation, the following claim shows that moving from Gg to G; should not noticeably increase the
winning chances of A.

Claim 5.5. For all A € N it holds that
_2Q
P Q

Proof. The proof strategy is similar to the one for the integer case. For j € {0, 1} let bad; denote the event
in which the adversary A queries H on either kg or k1 in G;. Note that the view of A in G conditioned

Pr[Goa(A\) =1 < Pr[Gya(A) =1]+
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on the complementing event bady is distributed identically to A’s view in G conditioned on bad;. Hence,
Pr[Go.4(A) = 1|badg| = Pr [G1,4(\) = 1|bad, |. Moreover, Pr [badg] = Pr [bad1] (where the probabil-
ity on the left hand side is over the random choices of .4 and the challenger in Gy, and the probability on
the right hand side is over the random choices of A and the challenger in G1). We get,

Pr(Goa(\) =1] < Pr[Goa

(A) = 1|badg] + Pr[b
(

= Pr[Gy()\) = 1|badi| +Pr[b

= Pr(Gia(\) = 1]—|—Pr[bad1] (16)
2Q

< Pr(Gra(M) =1]+ PO (17)

Eq. (16) above follows from the fact that the view of A in G is independent of the choice kg, k1. Hence, the
event in which G 4(\) = 1 is independent of the event bad;. Eq. 17 follows from the fact that as long as A
has not queried kq or k1, the two values are uniformly distributed in {0, 1}* conditioned on A’s view. [

Now consider the game Gg which is obtained from (G by the following modification. For each i €
{0, 1}, the challenger now sets ¢; <— (a;, U;) where U; is sampled uniformly at random from R;”Xf (instead
of being computed as U; < a; - ’UZ-T + E; as in Gq).

Claim 5.6. There exists a PPT adversary B such that for all A € N it holds that
Pr[Gia(\) = 1] < Pr[Gaa(N) = 1] + (20) - Advii™(N).

Proof. Consider a sequence of games Gy ; for ¢ = 0,...,¢. For each i € {0,...,¢}, the game Gy ; is
obtained from G by sampling the first £ — ¢ columns of Uy according to Uy < ag - ’vg + Ey, but sampling
the remaining ¢ columns of Uy uniformly at random.

Consider two consecutive games G ; and G ;11. We claim that there exists a probabilistic polynomial-
time algorithm B; such that Pr [G1; 4(\) = 1] < Pr[Gyi41.4(\) =1] + Advﬂwe()\). The algorithm B;
receives an RLWE instance (a,u) and decides on its output as follows. It invokes .4 and simulates to
it either G1; 4(A\) or Gy 11, 4(N). It uses a to generate commitment cp: It samples v - Rg_i_l and
E & < (t=i=1) "and computes U)«+ a- vT + E; the result will serve as the left £ — i — 1 columns of
Uy. It then samples Uy <~ Rg"”; the result will serve as the right £ — ¢ — 1 columns of Uy. Finally, it sets
Uy < U}, u,Ul] and ¢y < (a,Up). Then, B; samples ¢; honestly, and passes the LWE parameters and
the commitments cg and ¢; to .A. When A outputs integers ig and i1, B samples a random bit b <> {0, 1}
and computes the randomized commitment c by iteratively applying the Randomize algorithm i; times to
¢p. Finally, when A outputs a bit &, B; outputs 1 iff &’ = b.

Observe that if w given as input to B; is a noisy product of the form {a; - s + e;}, then B; perfectly
simulates G ; to A. If w is a truly random vector, then B; perfectly simulates G ;41 to .A. Hence,

Pr(Gi;a(A) =1] —Pr[Gyiir1,4(N) =1] = PriBi(a,a-s+e)] —Pr[B;(a,u)]
< |PriBi(a,a-s+e)] —Pr[B;(a,u)]|
= Advg™(\).

Now consider a sequence of games G ; fori = ¢+ 1,...,2(. Foreachi € {{ +1,...,2(}, the game
G1,; is obtained from G ¢ by sampling the first 2/ — 7 columns of U; according to U < aq - 'ulT + FEq,
but sampling the remaining ¢ — £ columns of Uy uniformly at random. A similar argument to the one above
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shows that for every two consecutive games G ; and G ;41 (fori € {£ + 1,...,2¢ — 1}) there exists an
adversary B; such that Pr (G ; 4(A) = 1] < Pr[Gyiy1,4(N) = 1] + Advgjve()\).
Observe that G1 9 = G1 and G 2¢ = Go. Therefore, we have that

20—1
Pr[Gia(\) = 1] — Pr[Ga (A ZAdlee (18)

Let B3 be the RLWE algorithm that samples a random ¢* <> {0, ...,2¢ — 1} and invokes B;+ to decide on its
output. For this algorithm it holds that

Pr[Gi4(\) = 1] < Pr[Gaa(\) = 1] + 20 - AdviFe()\).
This concludes the proof of the claim. O

Finally, consider a final game G3 obtained from G by sampling the randomized commitment c that is
returned to the adversary in line 9 as a pair of uniformly random vector and matrix. That is, ¢ + (a’,U’)
where @’ <—s R and U’ <5 RI"™".

Claim 5.7. For all A\ € N it holds that

Pr[Ga(\) = 1] < Pr[Gsa(\) = 1] + B - m\/(1 + ( a )"/Q>WH) —1.

2 2m

Proof. Consider a sequence of games G ; for¢ = 0, ..., B. Each G ; is obtained from G by replacing the
output of the first i calls to Randomize with a pair of uniformly random matrices (ay, Up) <~ Ry ¥ RZ”Z .
By lemma 2.2 and the fact that we are using a polynomial modulus with two factors in Zj, it holds that

m n/2 2(4+1) .
Pr[Go;a(A) =1] = Pr[Goiy1,a(\) =1 < 2 (1 + (5%) ) — 1. Noting that G2y = G and

G2 g = G3, and summing over all calls to Randomize, we have that

Pr{Goa(A) =1 = Pr(Gsa(A) =1] = Z Pr[Ga;a(A) = 1] = Pr[Goiy1,4(A) = 1]

B.ZL\/<1+ (;n)n/2>2(€+1) o

concluding the proof of the claim. O

IN

The theorem is then proven by combining all the claims and noting that the final randomized com-
mitment ¢ in Gj is independent of the bit . Hence, the view of A is independent of b and therefore
Pr(Gaa(N)] = 1/2 =

6 Handling Adversarially-Randomized Commitments

In this section, we present a stronger notion of unlinkability, called strong unlinkability for RRC schemes,
and then present different approaches to augment our basic schemes from Sections 4 and 5 to satisfy this
definition.

Loosely speaking, strong unlinkability requires that re-randomization should result in unlinkable com-
mitments, even if they were previously re-randomized by the adversary. This trivially holds for the DDH-
based construction of Boneh et al. [24] thanks to two properties of the scheme:
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* Suppose the adversary receives a commitment ¢ for which £ is a valid key, and outputs a randomized
commitment ¢’. As long as Test(pp,c, k) = 1, there exists some randomness r such that ¢/ =
Randomize(pp, c;r).

* Re-randomization using Randomize is a commutative operation. Hence, in conjunction with the
observation above, any knowledge the adversary could gain by re-randomizing a commitment before
an honest re-randomization, it could also gain by re-randomizing it afterwards (which the adversary
can already do in the security game from Fig. 1).

Alas, this is not the case for our lattice-based constructions. The main issue is that matrix multipli-
cation is not commutative. Hence a “bad” re-randomization (even one that does not invalidate the honest
commitment key) can have a long lasting effect on a commitment even after many subsequent honest re-
randomizations have taken place. Concretely, on input ¢ = (A, U ), the adversary may output ¢’ = (A’ U"),
such that A’ is “bad” in the sense that the distribution R - A’ for a random R < {—1, 1, }""*™ is very far
from the uniform distribution over Z;"*". As a hypothetical example, suppose that the adversary can find a
matrix R € {—1,1, }™*"™ such that A’ = R - A is a low-norm matrix. Then, the distribution R - A" will be
concentrated on low-norm matrices as well, enabling the adversary to distinguish between this distribution
and the uniform distribution over Z;'*", which is concentrated on high-norm matrices.

6.1 A Stronger Unlinkability Definition

We first need to define what it means for an RRC scheme to be unlinkable in the face of adversarial re-
randomizations. To do this, we augment the security game of RRC schemes by letting the adversary re-
randomize the commitments at points in time of its choosing. To avoid trivial attacks, we require that the
adversary justifies its outputs by providing the randomness it used for re-randomization.

To this end, and to facilitate our constructions, we introduce several new notions for RRC schemes:

* We augment an RRC scheme with a corresponding beacon distribution D. This distribution is used
to model a randomness beacon, and will be used by one of our constructions of a strongly-unlinkable
RRC scheme. In practice, the beacon may be assumed as an outside resource or implemented using
known techniques [55].

* We introduce two new algorithms R.Precommit and R.Extract to an RRC scheme R. R.Precommit is
a randomized algorithm that takes in the public parameters pp and outputs some “precommitment”
pcom, whose role will become apparent in a minute. R.Extract is a (potentially randomized) algorithm
that takes in pp, the randomness r € {0, 1}* used by R.Precommit to generate pcom, and a sample
rand from D, and outputs some randomness 7’ to be used by R.Randomize. Throughout this section,
we will denote the number of random coins used by R.Precommit by p = p()).

* An RRC scheme R is now also parameterized by a class G of admissible random strings , and only
members of G can be used as randomness for R.Randomize. This is checked by the security game for
randomness used by the adversary. A natural selection for G is the entire support of the randomness
used by the honest Randomize algorithm; for example, in our (integer) LWE-based construction, this
corresponds to G = {—1, 1}™*"™ but one might also consider strict supersets or subsets of this set.
We allow G to depend on a precommitment pcom, the randomness r € {0, 1}* used by R.Precommit
to generate pcom, and a sample rand from D. We denote this by A(pcom, r, rand). The set G may
also depend on the public parameters pp, but we do not note this explicitly, since the public parameters
typically remain fixed.
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To recap, an RRC scheme R now consists of six algorithms (R.Setup, R.Commit, R.Randomize, R.Test,
and now also R.Precommit and R.Extract), a distribution D, and a set G = G(pcom, r, rand).

Correctness and unlinkability. For correctness, we now require that the scheme is B-rerandomizable
(Definition 3.1), where the randomness for rerandomization is generated by Precommit, D, and Extract. We
additionally require that honestly generated randomness for Randomize is indeed admissible.

Definition 6.1. Let R be an RRC scheme such that R.Precommit takes p = p(\) random coins. We say R is
B-randomizable if there exists a negligible function v(-) such that the following conditions hold for every
AeN:

1. Let pp < R.Setup(1*), (co, k) <= R.Commit(pp), r; < {0,1}*, rand; < D,
i <~ R.Extract(pp,r;,rand;), ¢; <~ R.Randomize(pp,c;—1;7}) fori € [B], then

Pr[R.Test(pp, e k)=1 fori=0,1,2,... ,B} >1-u(\).

2. Let pp < R.Setup(1*), r < {0,1}?, pcom < R.Precommit(pp;r), rand <- D,
and v’ < R.Extract(pp,r,rand), then

Pr [r’ € G(pcom,r,rand)] > 1 — v()).

An RRC scheme that is B-randomizable for all B € N is said to be fully randomizable. O

The new strong-unlinkability game is defined in Figure 4. It uses the following abbreviated writing:
we write (rand, ') < R.Randomize(pp,r,c) as a shorthand for the process of (1) sampling rand - D,
(3) sampling ' <~ R.Extract(pp,r,rand), (4) computing ¢’ <— R.Randomize(pp, c;r’), and (5) outputting
(rand, ¢’). The new game is obtained from the old unlinkability security game (Figure 1) by the following
modifications:

1. At the onset of the game, the challenger samples precommitments {pcom} to be used for the honest
re-randomizations it performs. The adversary then also outputs a precommitment {pcom} for its own
future re-randomizations. For each re-randomization, the set G will depend on the corresponding
precommitment. Looking ahead, in a couple of our constructions, the precommitments will serve as
commitments for randomness to be used in the future re-randomizations.

2. The challenger samples {rand} values from the beacon distribution D. These serve as the beacon
values for each re-randomization (adversarial or honest). The adversary receives the corresponding
rand value before each adversarial re-randomization, and together with each honest re-randomization.

3. Each time the adversary A outputs re-randomized commitments, it also outputs the associated ran-
domness used to generate the associated precommitment and the randomness used for re-randomization.
The challenger then checks that this randomness is indeed admissible.

As before, we define the adversary’s advantage as

AdvRETN) = [2Pr[GYREN) = 1] — 1],

Definition 6.2. An RRC scheme R is strongly-unlinkable if for all PP Tadversaries A the function Adv® 28

AR
is negligible.

25

()



Game Gmong(/\)

1:
2:

11

12 :
13 :

15
16 :

17 :
18 :
19 :
20 :
21 :
22
23
24
25
26 :
27

b+ {0,1}

pp & R.Setup(17)

(1) .(1 (T) (T
(T,zé ),zg )...,zé ),zg )7state) < A(pp)
pcom < () / initialize an empty vector
fortin{1,...,T}:
for jin{1,... ,igt)} © 104 {0,137, pcom, o ; < R.Precommit(pp;rio,5), pcom pcomecomt,O’j
for jin {1,... 72’?)} soren, ¢ {0,137, pcom, | ; R.Precommit(pp;r+1,;), pcoﬁ — pcoﬁ”pcomm’j
I p denotes the number of random coins used by R.Precommit
(pcom’ o, pcomy 4, ..., pcomy o, pcomry |, state) <= A(state, pcom)
randl}o, randl’l ey randT}o, randTJ < D
(céo), ko) < R.Commit(pp), (c§0>, k1) ¢ R.Commit(pp)
auxg c(()o) \|c§0)
fortin{1,...,T}:
(state, cét), cgt), To,71,70, 1) ¢ A(state,aux;_1, rand; 1, randy o)
I ro and 71 are the random coins .A claims to have used to generate pcom, ( and pcom, ;
/ r{, and 7 are the random coins .A claims to have used for re-randomization
f (cét) # R.Randomize(pp, c(()t b, ) OR (¢ ) # R.Randomize(pp, cgt_l);rll)) : abort
1/ check that r{, and r| were used by A for re-randomization
for din {0,1} : G4 « G(pcom; 4,74, rand; q)

auxs <— () / initialize an empty vector

for jin{1,... ,i(()t)} : (randg ;, ¢ )) ¢ R.Randomize(pp, rt,oﬂ-,cét)), aux; < aux[|(randg , cét))
for jin {1,... igt)} . (rand! i€l )) < R.Randomize(pp, rt,Lj,cgt)), auxg < auxtH(rand’i,j, cgt))

1 the notation (rand, c’) <~ R. Randomlze(pp, 7, ¢) is defined above
ifr, € GoORr] € Gy : ) cét 1), cgt) — cgtfl)
(randp, cg) ¢ R.Randomize(pp, cO )7 (randy,c1) ¢ R.Randomize(pp,ch))
b’ < A(cy, c1-p, randg, randy, state)

return b =0’

Figure 4: The strong unlinkability security game for an adversary A and an RRC scheme R
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Game GIXR(A)
1: b<{0,1}

2: pp < RSetup(1*)

3: 1< {0,1}”, pcom < R.Precommit(pp;r)

4: (pcom’,state) <~ A(pp, pcom)

5: rand & D

6: (c k)<= R.Commit(pp), (cy, k") < R.Commit(pp)
7: ("7, r" state) < A(state, c, rand)

8: if ¢” # R.Randomize(pp,c;r") : abort

9: ifr” & G(pcom’, 7’ rand) : abort

10: (rand’, co) < R.Randomize(pp,r,c)

—_
—

c1,c) < Ca
v < A(cp, ¢, rand’, state)

13: returnb=1"V

—
NS}

Figure 5: The security game for an adversary A attacking the strong pseudorandomness of R

How to put the strong unlinkability definition to use. In the strengthened security game from Fig. 4,
whenever the adversary re-randomizes, it also sends to the challenger the randomness that went into this re-
randomization process (that is, the randomness that went into Precommit and into Randomize). This means
that whenever using a strongly-unlinkable RRC scheme within a larger protocol, one should require that
re-randomizers provide a argument of knowledge for such randomness (and potentially of additional secrets
that are related to the larger super-protocol). Then, a security reduction that tries to break the security of the
RRC scheme can use the knowledge extractor of the proof system to extract the randomness and output it in
the RRC security game. Our SSLE protocol in Section 7 provides an example of how to use RRC schemes
within a larger protocol. In Section 8 we discuss specific ways to construct the necessary arguments of
knowledge for our lattice-based RRC schemes.

Strongly-pseudorandom RRC schemes. We present the notion of strong pseudorandomness for RRC
schemes. Roughly speaking, an RRC scheme enjoys strong pseudorandomness, if honestly rerandomized
commitments are pseudorandom. That is, it is indistinguishable from a uniformly-random member of the
domain C = {C,}, of commitments. Moreover, honest re-randomization should output pseudorandom
commitments even on commitments that were previously re-randomized by the adversary (using admissible
randomness). This is captured by the security game in Fig. 5.

As before, we define the adversary’s advantage as

Advf’j"érc()\) =2 Pr[ij’R(/\) =1]—1].

Definition 6.3. A B-randomizable R scheme is strongly-pseudorandom if for all PPT adversaries A the

pr-rre

function Advy ¢ ()) is negligible.

A simple hybrid argument shows that an RRC scheme that is strongly-pseudorandom is also strongly-
unlinkable.
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Proposition 6.1. [f an RRC scheme R is strongly-pseudorandom then it is also strongly-unlinkable.

We now turn to present several ways to augment our basic RRC schemes so that they achieve strong-
pseudorandomness, and hence strong unlinkability.

6.2 Constructing Strongly-Pseudorandom RRCs

We now present a way to turn our lattice-based constructions of RRC schemes to ones that provide strong
pseudorandomness, and hence strong unlinkability. We start by describing such a mechanism for our LWE-
based scheme, and then discuss how the same ideas can also be applied to our Ring-LWE-based scheme.

Immunizing our LWE-based RRC scheme Rpwg against adversarial re-randomizations per the Defini-
tion 6.2 amounts to defining the beacon distribution D, the algorithms R yg.Precommit and Rywg.Extract,
and the set G of admissible random strings. We do so as follows:

* D is the uniform distribution over {—1, 1}™*™,

* Rywe.Precommit(pp;r): the randomness r to the algorithm is parsed as a tuple (R, r’) of a uniformly-
random matrix R in {—1, 1}"*™ and randomness 7’ to a standard (not re-randomizable) statistically-
binding non-interactive commitment scheme C = (C.Setup, C.Commit) (for definitions of standard
commitment schemes, see for example [25] and also Section 8). The algorithm then commits to R
using C: it computes pcom < C.Commit(pp¢, R; ") and outputs pcom (the public parameters ppc
for C are sampled by the C.Setup algorithm during the operation of Rywe.Setup and are included as
part of the public parameters of Ryyweg).

* Ruwe.Extract(pp,r,rand) parses r as (R, r’) and treats rand as a matrix R in {—1, 1} _ It outputs
R"+— R+ R € Z7""™.

e The set G = G(pcom,r = (R,r'),rand = R/) is then the singleton set {R + R’} if pcom =
C.Commit(ppc, R;1"). Otherwise, if pcom # C.Commit(ppc, R;7’") then G = () and there is no
admissible randomness. That is, G “checks” if pcom is a valid commitment to R given the randomness
used to generate it, and if so, the only admissible randomness for Rywg.Randomize is the sum of

R+ R.

We denote the RRC scheme obtained by these augmentations by RfWE. We first argue that the scheme is cor-
rect per Definition 6.1. Condition 2 of the definition holds trivially. To see why Condition 1 holds, observe
that honest ;s used for re-randomization are now m-by-m matrices, whose coordinates are independently
sampled from a distribution which attains 0 with probability 1/2, and —2 or 2 with probability 1/4 each.
A straightforward adaptation of the proof of Lemma 2.3 shows that it still applies (with a slightly worse
constant C') and hence the previous proof of correctness still goes through.

As for security, the following theorem proves that RfWE satisfies strong pseudorandomness. In conjunc-
tion with Proposition 6.1, this implies that it is also strongly-unlinkable.

Theorem 6.2. The scheme RirWE is a strongly-pseudorandom RRC scheme.

Proof. The proof follows a similar template to that of Theorem 4.3. Let .4 be an adversary participating
in the strong pseudorandomness security game, and let Gg = G%R()\). Consider a hybrid game G;
obtained from G by changing the precommitment pcom sampled by the challenger to be a commitment
to the all zero matrix in Zg" ™. The games G and G are indistinguishable by the hiding property of the
commitment scheme C.

28



Now, consider a hybrid game G which is obtained from G by sampling the commitments ¢ and ¢, as
independent pairs of uniformly-random and independent matrices. The games G and G are indistinguish-
able by the LWE assumption. Now fix any matrix R € Z{"*™ outputted by A as part of the randomness
used in Line 4, and consider the family of functions { fr 4.7 (R') = (R+ R’) - [A,U|} a,u. This family is
universal over the choices of A and U. Hence, since A and U making up the commitment ¢ in G are sam-
pled after R is determined, the leftover hash lemma [43] guarantees that cg is statistically close to uniform.
Hence, Gy, is statistically indistinguishable from a game Gy in which ¢y and ¢, are sampled uniformly at

mX (n+¢)

random from Z, . In G, the view of A is independent of b and hence its advantage is 0. O

Strong unlinkability from the Ring LWE assumption. We can use a similar technique in order to aug-
ment our Ring-LWE-based RRC scheme with strong unlinkability. The only difference is that now R and R’
are sampled as matrices of “short” polynomials. That is, the distribution D samples a matrix R’ as follows:
Each coordinate is an independent polynomial, whose coefficients are sampled independently and uniformly
from {—1,1}. Precommit samples a commitment to a matrix R sampled from the same distribution, and
Extract outputs R + R'. Finally, the set G(pcom,r,rand) = {R + R’} as before if the precommitment
pcom is consistent with 7 and () otherwise. Correctness follows similarly as in the LWE case, replacing the
use of Lemma 2.3 with Lemma 2.4. For strong pseudorandomness, we replace the use of the leftover hash
lemma [43] with Lemma 2.2.2

6.3 Strong Pseudorandomness without A Randomness Beacon

The above approach requires a randomness beacon, which is a very reasonable assumption in the context
of SSLE protocols. However, there might be other scenarios in which one might want to use RRCs without
assuming the availability of such a beacon. This is formally captured by the above definitions by fixing D
to be the constant distribution outputting | with probability 1. In Appendix A, we present three different
approaches to augment our schemes to provide strong unlinkability without assuming a randomness beacon.

7 From Rerandomizable Commitments to Single Secret Leader Election

In this section, we present our main application of post-quantum RRCs: constructing post-quantum secure
protocols for single secret leader election (SSLE). We begin this section by presenting definitions for SSLE
protocols, and then show how an RRC scheme can be used generically to construct such a protocol. As
described in the introduction, our construction generalizes the efficient DDH-based construction by Boneh,
Eskandarian, Hanzlik, and Greco [24].

7.1 SSLE: Syntax and Security Notions

We adapt the definitions of Boneh et al. [24]. On the one hand, they presented a broad syntax that allowed
them to capture various constructions in addition to their DDH-based one. Since we are primarily focused on
our construction from RRC schemes, we can simplify their definitions. On the other hand, we also generalize
their definitions to allow for interactive election protocols, as is the case for the whisk implementation of the
BEHG protocol [44].

Formally, an SSLE protocol ssle is a tuple of three algorithms:

Technically speaking, we require a generalization of Lemma 2.4, in which the coefficients of each entry of R may be chosen
from different (but small) sets. Fortunately, the proof of 2.4 readily extends to this setting.
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o Setup(1*, N) — pp: The setup algorithm takes in the security parameter 1* and an integer bound N
and outputs public parameters pp. Here, N serves as an upper bound on the number of participants in
an election.

* Elect(pp, J,i) — (pst, b, ): This is the interactive (stateful) algorithm that each party runs during the
election protocol. Its initial input is pp, a set J of size at most N of registered participating parties,
and the executing party’s index . Its final output is a public state pst, a bit b € {0,1} indicating
whether ¢ was elected as leader, and a proof 7 asserting that this is the case (m = L if b = 0). The
public state pst is used to verify the proof 7 and will end up being the same across all parties.

For concreteness, we assume here that each party is associated with a unique id € [N], and hence
J C [N]. We elaborate on how the election protocol works below.

o Verify(pp, i, pst,m) — b: The winner verification algorithm takes in the public parameters pp, an
index i for the claimed winner, the public state pst, and a proof 7 and outputs a bit b € {0, 1}, where
1 implies acceptance and O rejection.

The election protocol’s syntax in depth. The election protocol is specified by the interactive (stateful)
algorithm Elect, which the participating parties run locally. The protocol is potentially interactive and pro-
ceeds in rounds. The initial input to the Elect algorithm, executed by party ¢, is the public parameters pp,
the set J of the parties participating in the protocol, and its own index ¢. On this input, Elect outputs the
outgoing message mil) from the ¢th party in the first round and some local state st. We assume that all
messages are broadcast to all other parties over a public broadcast channel. In a subsequent round k& > 1,
the input to Elect are the incoming messages {mgk_l) } jeT\{i}» the local state st, and potentially additional
randomness 7, generated by a randomness beacon. The value 7 is sampled only after the kth round has
been completed. On this input, Elect again outputs an outgoing message mgk) from party ¢ and an updated
local state st’. Finally, in the last round, Elect outputs a public state pst, a bit b € {0, 1} — indicating whether
1 was elected or not — and a proof 7. If b = 1, 7 asserts that ¢ was indeed elected, and if b = 0 then 7 = L.
Recall that in an execution of the protocol, the final public state pst will be the same across all parties.

Security. Following Boneh et al. [24], we require that an SSLE protocol satisfies three security properties:
uniqueness, unpredictability, and fairness. We now define each of them.

Uniqueness. Informally, uniqueness means that after an election has taken place, there is at most one
participant that can prove that they have been chosen as leader. Formally, for an SSLE protocol ssle =
(Setup, Elect, Verify), and adversary .4, and a security parameter A € N, uniqueness is defined via the
following security experiment, denoted UNIQUE 4 s51e (N):

1. Setup stage:

(a) On input 1%, the adversary A outputs an integer N and a local state st.

(b) ssle.Setup(1*, N) is executed and outputs pp.

2. Election stage:
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(a) On input (st,pp), the adversary A outputs a subset J C [N] of parties to participate in the
election. A also outputs an additional subset Z C 7 this is the set of corrupted users during the
protocol.’

(b) The Elect protocol is executed among the parties in 7, where A plays the roles of the parties in
Z. The initial input of party j € J \ Z is (pp,J,j). At the end of the protocol, each honest
party j € J \ Z has an output (pst;, bj, ;). The output of A is an updated local state st.

3. Output stage:

(a) On input st, A outputs two indices 7, j € J and two proofs 7;, 7;.
(b) The experiment’s output is 1 if there is an honest party k € J\Z such that Verify(pp, i, psty,, m;) =
Verify(pp, j, psty, mj) = 1. Otherwise, the experiment outputs 0.

The advantage of an adversary A in breaking the unlinkability of an SSLE protocol ssle is defined by:
AV () = Pr [UNIQUE 4sse3) = 1]

Definition 7.1. An SSLE protocol ssle satisfies uniqueness if for any probabilistic polynomial-time adversary
A the function Adv'y" 35 (N) is negligible.

Unpredictability. Intuitively, unpredictability requires that after an election has taken place, the identity
of the chosen leader remains hidden from all other parties (until she reveals herself). In more detail, for
an SSLE protocol ssle = (Setup, Elect, Verify), and adversary A, integers n and ¢ such that ¢ < n, and
a security parameter A € N, unpredictability is defined via the following security experiment, denoted
UNPRED 4 ssle n,c(N):

1. The Setup stage and Election stage are defined as in UNIQUE 4 <5 (), with the restriction that the
subset J of participating parties is of size n,* and number |Z| of corrupted parties is at most c.

2. Output stage:

(a) On input st, A outputs an index i € 7.

(b) If 7 € Z, then the experiment outputs 0. Otherwise, the experiment outputs 1 if and only if
b = 1.

For parameters n, ¢ such that n > ¢, the advantage of an adversary A in breaking the unpredictability of
an SSLE protocol ssle is defined by:

1
_c.

Adytnpred (A) := Pr[UNPRED g ssle.nc(A) = 1|1 € T\ ] — n

A,ssle,n,c

Definition 7.2. Let n,c € N such that n > c. An SSLE protocol ssle satisfies (n, c)-unpredictability if for

any probabilistic polynomial-time adversary A it holds that Adviniglien .

(\) is negligible.

3As we discuss below, one can strengthen the adversarial model to allow the adversary to adaptively corrupt the subset Z.

“In this section, n is used to denote the number of parties participating in the election protocol. Recall that in previous sections,
n was used as a parameter for the LWE and Ring-LWE assumptions. Since the use of n is always clear from context, we allow
ourselves this overloading of notation.
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Fairness. An SSLE protocol is said to be fair if all parties have essentially the same probability of being
chosen as leaders. Formally, for an SSLE protocol ssle = (Setup, Elect, Verify), an adversary A, integers
n, ¢ such that ¢ < n, and a security parameter A € N, unpredictability is defined via the following security
experiment, denoted FAIR 4 ssie n c(A):

1. The Setup stage and the Election stage are defined as in UNPRED 4 ssle n ().
2. Output stage:

(a) The experiment outputs 0 if there is a party ¢ € J \ Z such that for all k € J \ Z it holds that
Verify(pp, i, psty, m;) = 1. Otherwise, the output of the experiment is 1.

For parameters n, ¢ such that n > ¢, the advantage of an adversary A in breaking the unpredictability of
an SSLE protocol ssle is defined by:

Assle,n,c

AdVEL (A) 1= Pr[FAIR ggenc(\) = 1|i € T\ Z] — %

Definition 7.3. Let n,c € N such that n > c. An SSLE protocol ssle satisfies (n, c)-unpredictability if for
any probabilistic polynomial-time adversary A it holds that Adv'y .'°  (\) is negligible.

A,ssle,n,c

7.2 The Commit-and-Shuffle Protocol

We now present our construction of an SSLE protocol from re-randomizable commitments. The construction
follows the commit-and-shuffle approach of the DDH-based SSLE protocol presented by Boneh et al. [24].
However, it replaces the reliance on DDH by a generic reliance on RRCs, thus allowing us to instantiate the
protocol based on lattice-based assumptions.

The protocol relies on the following building blocks:

1. AnRRC scheme R = (R.Setup, R.Commit, R.Randomize, R.Test, R.Precommit, R.Extract, D, R). We
assume that R is non-trivial, B-randomizable, binding, and strongly unlinkable (recall Sections 3
and 6). Looking ahead, in each round of the SSLE protocol, we will view the output of the ran-
domness beacon as a tuple of n samples from the distribution D. The SSLE protocol we construct
supports a bound of N = B on the number of parties participating in an election. However, as we
discuss below, this bound can be improved using different shuffle patterns.

2. A hash function H mapping keys & outputted by R.Commit to strings in {0, 1},

3. A non-interactive zero-knowledge argument of knowledge NIZK = (NIZK.Serup, NIZK.P,NIZK.V)
for proving knowledge of a permutation o and admissible randomness (recall Section 6) r1,...,7r,

used to shuffle one vector of RRC commitments (c1, .. ., ¢,) to another vector (¢}, ..., ¢, ). That is,

y n
c; (i) is a re-randomization of ¢; using randomness 7; to R.Randomize. Moreover, we require that the
NIZK is simulation sound; that is, knowledge soundness is preserved even against a malicious prover
who observed simulated proofs. More formally, NIZKR is an argument of knowledge for the relation

W = {W, } ren, where W, is defined as:

pp,(c1,...,¢n) o (r ) o is a permutation on [n]
(s, ch) . Er, L ;,7)1 - Vi€ [n] : r{ = RExtract(pp,ri,rand;; 7))
(randq,...,rand,) ’ (7”1’7 T 7*7’) : A1l € R(pcomy,r;, rand;)
(pcomy, ..., pcom,)) 1r--Th A ¢,y = R-Randomize(pp, ci; )

See Section 8 for a formal definition of such a proof system.
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Equipped with these building blocks, the SSLE protocol is defined in Fig. 6. The protocol follows the
commit-and-shuffle approach described informally in the introduction.

Theorem 7.1. Let n and c be any integers such that ¢ < n. If H is modeled as a random oracle, then the
protocol ssle defined in Fig. 6 satisfies uniqueness, (n, c)-fairness, and (n, c)-unpredictability.

The proof of the theorem can be found in Appendix C.1.

General shuffle patterns. The protocol in Fig. 6 relies on the “complete shuffie”: All of the parties take
turns, and each party shuffles all of the commitments when it is her turn. This is a simple and easy-to-
present shuffle, and it also provides optimal unpredictability guarantees. However, this is not without cost,
as this means that the proofs of correct shuffle that parties compute are for large statements. Moreover,
when instantiating it with our lattice-based RRC schemes, one has to set the modulus ¢ to be large enough
to support N re-randomizations.

To mitigate these costs, one can employ other shuffles rather than the complete shuffle. Boneh et al. [24]
consider dividing the parties to equally-sized buckets and having each party shuffle only the commitments in
her bucket. This reduces the size of its shuffle and also the number of re-randomizations each commitment
undergoes. However, it weakens the unpredictability guarantees. Whisk [44] employs a more sophisticated
Feistel-based approach. Recently, Larsen, Obremski, and Simkin [47] proposed a randomized approach for
distributed shuffling in which each party permutes & commitments and the number of rounds is O(n/k + ¢),
where c is the number of corruptions.

Reducing storage and communication. The commit-and-shuffle protocol may be modified such that in
each shuffle, the shuffler uses the same randomness to re-randomize all commitments, as proposed in [28]
for DDH commitments. When using our lattice-based commitments, this comes at a cost: in order to use
a single re-randomization matrix R, one needs to increase the parameter m (the number of rows in each
commitment), otherwise the scheme is insecure — it is no longer unlinkable. This cost is considerable in the
integer setting but is more manageable in the ring setting. In the ring setting, to use a single re-randomization
matrix R across all commitments, m needs to scale by a factor of N/n to maintain unlinkability, where
N is the number of commitments being re-randomized and n is the degree parameter of the ring-LWE
assumption. In contrast, in the integer case, m would need to grow by a factor of N to retain unlinkability.
As a concrete example, for N = {2(n), the ring-based RRC commitments and the re-randomization matrix
would only grow by a constant factor, while in the integer case, they would grow linearly in N .

This modification opens up the possibility of also using the same vector @ across all commitments. We
briefly describe this change in the more efficient ring setting:

* Aninitial vector a is sampled as part of the public parameters of the protocol. Each initial commitment
is then of the form U «+ a-v! +E € Rflnxe, where v = H(k) and £ is the committed random value.

* When re-randomizing commitments U, . . ., Uy, the shuffler samples a single matrix R, and broad-
castsasinglea’ < R-aandU/ <+ R-U, fori =1,...,N.

Applying this modification, in each shuffle, we only need to transmit and store a single re-randomized
vector a’ € Ry instead of IV such vectors. However, in our setting, this change does not immediately lead
to savings in total storage and communication for a large number of commitments due to enlarging m.

SWhile the re-randomization matrix would typically not be transmitted in the clear, its size does affect the complexity of the
proof of shuffle (recall our discussion in the introduction and also see Section 8).
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s Setup(1*,N):
1. Sample ppyzx < NIZK.Setup(1*) and ppg < R.Setup(17).
2. Return pp = (ppizk, PPR)-

¢ The election protocol Elect for subset 7 = {1,...,n}:

1. Party ¢+ € J starts with a local input pp, 7, ¢. The protocol proceeds in three stages.
2. Commit stage:
(a) Party i samples (c;, k;) <~ R.Commit(ppg), and computes h; < H(k;).
(b) For j = 1,...,n: Party i samples 7;1,...,7, < {0,1}” and pcom,; <
R.Precommit(ppg; r; ;) for each j € [n].
(c) Party i broadcasts pcom; 4,...,pcom, ,, to all other users in J.

(d) Upon receiving all precommitments, party ¢ broadcasts c;, h; to all other users in 7.

(0 )

(e) Upon receiving 1, ..., cp,hi, . .., hy, each party i sets c; ; < c; forall j € [n].

3. Shuffle stage: The shuffle stage proceeds in n rounds. Let ra ndiﬁl, ...,rand; ,, be the output of the
randomness beacon in round i € [n].
In round ¢ € [n], party ¢ does:
(a) Compute r}’; <~ R.Extract(pp,r;,;,rand; ;) for each j € [n].

(b) Compute ¢ <~ R.Randomize(pp, ng‘j— Doy ri;) for each j € [n].

()

(c) Sample a random permutation o on [n] and set ¢; ; < ¢, ;) for each j € [n].

(d) Compute a proof pf, by invoking NIZK.P on input ppyzk. the instance composed of

PPrs (C Ef;l),..., gln 1)), (c%,,c%) (rand;1,...,rand; ) and (pcomZ 1s---,pcom; ),
and the witness composed of o, (751,...,7in), (rg’l, s Th)sand (1, ,rgfn), where
i1+, T}, is the randomness used for R.Extract above.

(e) Broadcast (c(-?7 . 517)1) and pf; to all other users in 7.

In round j # ¢, Upon receiving (c 5 1) e ﬁ) and pf; from party j, party ¢ does:

(@) Ver}fy the proof pf, by 1nV0k1ng NIZK.V on input ppy,zk. the instance composed of ppg,
(cg?fl), . Ejn 1)) ( §J1)7 . ,cgjy)L) (rand;1,...,rand;,) and (pcom; ;,...,pcom; ).

(b) If verification passes, set (Cz(',]1)7~-~7 52) — ( 5]1),, gj,)l) Otherwise, set( Ei, ey 5121) —
(c (]1 DI (J 1)).

4. Selection stage: Let S ={j € [n]: 3 # jsth; = hj}. After the selection stage, the
randomness beacon outputs a value we treat as an integer ¢* [ ]\ S. Each party i € [n] does:

(a) Set pst; (S,hl,"'ahn’cz(’zl)'

(b) Check if R.Test(ppg, cz(f),kl) = 1. If so, let b; < 1 and m; < k;. Otherwise, let b; < 0 and
i — L.
(c) Output (pst;, b;, ;)

o Verify(pp, i, pst, 7): parse pst as (S, hq, ..., hy,,c) and 7 as k and do:
1. If i € S, hy = H(k) and R.Test(ppg, c, k) = 1 then output 1. Otherwise, output 0.

Figure 6: ssle — A commit-and-shuffle SSLE protocol
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Fortunately, when using the precommitment to randomness approach from Section 6, we can further
reduce the size of commitments by setting the parameter ¢ to be just 1. The commitments will still be
binding; a similar analysis to the proof of Theorem 6.2 shows that the vector a’ remains close to uniformly
random throughout the execution of the protocol.

We stress that the discussion above only pertains to the “complete shuffle” pattern used by the commit-
and-shuffle protocol in Fig. 6. We cannot use a single a vector if using a shuffle pattern in which different
commitments are randomized by different shufflers, as in [44, 47].

Adaptive adversaries. In the security experiments above, we considered a static adversary, that decides on
the corrupted parties Z in the beginning of the election protocol. We do this for simplicity, as the distributed
shuffle itself is not the focus of this paper. However, the proof of Theorem 7.1 readily captures an adaptive
adversary that may decide, in the beginning of each round, which parties to corrupt in this round. Then, c is
the total number of corruptions the adversary is allowed. See, for example, [44, 47].

8 Proof of Well-Formed Shuffle

Our SSLE application of RRC schemes required that the shuffler in each round proves that they performed a
“well-formed” shuffle; that is, the new list of commitments is obtained from the old one by re-randomizing
and permuting. Moreover, the randomness used for re-randomization has to be consistent with the transcript
of the protocol so far, including the outputs of the randomness beacon; in the language of Section 6 the
shuffler has to prove that it used admissible randomness. For example, if Riva is used, the shufflers need to
prove that when re-randomizing, they used the sum of the matrix that they pre-committed to and the matrix
sampled from the beacon. In this section, we present various approaches for realizing such a proof of a
well-formed shuffle for our lattice-based RRC schemes.

The outline of this section is as follows. We start by presenting formal definitions for non-interactive
statistically-binding commitment schemes, who will play an instrumental role in this section. Then, we
discuss how to instantiate the proof of shuffle using generic proof systems. Finally, we present an adap-
tation of the recent protocol of Costa, Martinez, and Morillo [31] (following the classic Bayer and Groth
protocol [16], a variant of which is used in Ethereum’s Whisk protocol [64]).

8.1 Commitment Scheme

A non-interactive commitment scheme is defined by the following three algorithms:

* Setup(1*) — pp : outputs public parameters pp. Implicit in these parameters is a message space M.
Typically, this will be Z, and R, for LWE-based and Ring-LWE based commitments, respectively.
We add the subscripts LWE, RLWE when referring to parameters for the integer and the ring-based
schemes, e.g. Miwg = Z4 and Mriwe = Ry,

» Commit(pp,m;r) — c : this is a randomized poly-time algorithm that takes as input the public pa-
rameters pp, a message m € M, and randomness r, and returns a commitment c to m. We also define
the notation Commit(pp, m) — (c,r) to denote the process of randomly sampling r and returning
Commit(pp, m;r) as the commitment and r as the opening,

o Verify(pp, m,r,c) — 0/1: takes in pp, a message m, randomness r, and a commitment ¢, and outputs
0 or 1. The output 1 implies that c is a valid commitment on m with opening r.
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The standard properties a commitment scheme should satisfy are correctness, hiding, and binding.

Correctness. A scheme is correct if Verify outputs 1 whenever the commitment and opening are computed
by an honest party. More formally,

Pr[Verify(pp, m,r,c) = 1 : pp <$Setup(1*), m s M, (¢, ) <$ Commit(pp,m)] = 1

Hiding. A commitment scheme is hiding if the commitment does not reveal anything about the committed
value. More formally, we say that a scheme is computationally hiding if for all probabilistic polynomial
time adversaries (A, .As), there is a negligible function negl such that :

pp <$ Setup(l’\), (mg, m1,aux) <$.A;(pp),b+s{0,1},

_y .
Prib=0": (c,7) <=$ Commit(pp, my), b’ <$ As(c, aux)

1
< 3 + negl(A)

Binding. A commitment scheme is binding if a commitment cannot be opened to different messages. A
scheme is called statistically binding if this holds unconditionally, i.e. with overwhelming probability over
the choice of the public parameters pp <$ Setup(17), we have that, for all m, m’ € M, for all r, ', and for
all commitments c,

Verify(pp, m,r, c) = Verify(pp,m/, 7", c) =1 = m =m’

In the following sections, we will use Cwg and Crpwe to refer to a commitment scheme with the above
properties, with the message space being Z, and R, respectively.

8.2 The Relation That Needs Proving

Equipped with the above definition of commitment schemes, we can present the relation that the proof of
shuffle needs to prove, when using our lattice-based RRC schemes. We begin by presenting the relation for
our LWE-based scheme, and then turn to the ring setting.

Let us use {¢ijk }ic[t],je[m],ke|m] t0 denote the pre-commitment to the randomness sampled by the
prover. For any ¢ € [t], j, k € [m], ¢, is the commitment to R; ;. Let us use {(A1,U1),..., (A, Uy)}
to denote the original list of commitments, and {(A},Uj), ..., (A},U/)} to denote the shuffled list. Let
{R}iciy) be the randomness sampled from the beacon at the time of shuffle. The randomizer P wants
to prove that they re-randomized and shuffled the list correctly using {R; + R;}ie[ﬂ. More formally, P
holds a list of matrices R, ..., R;, the randomness {7; ;. } for the pre-commitments and a permutation 7
as witness, and wants to prove that

1. A; = (RZ =+ R;) . Aﬂ(z) and Uz/ = (Rz + R;) . Uﬂ.(z) foralli € [t]
2. CLWE.Verify(ppLWE, Ri7jl<:7 Tijks Cr,ijk:) =1foralli € [t],j, ke [m]
We formalize this with the following relation:
Al = (Ri+ R)) - Ay(;)Vi € [{]

< {CT,ijk}ie[t];jé[n;,],ke[m]){(‘?‘i;Ui)}iE[t}v ) ’ AU = (RZ +R/) . Uw(z)Vz c [t]
RLWE = {(Az’ Ui)}ie[t]v {Rz}ze[t} : ! AVi € [t] jl ke [m] .

({R’i}ie[t]a {Ti,jk}ie[t},je[m],ke[m]a ) Cowe. Verify(ppuwe. Ri ki jk Cr,ijk) -1
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We can write a similar relation for the Ring-LWE version. The main difference is that, assuming t = cn
for some constant ¢ > 1 and m = O(c - (log(q) + %) + &), a single matrix R can be used to re-randomize
all the commitments. We define the following relation to formalize this.

a a;=(R+R)- ari\Vi € [t]
CT‘ 1 3 75 Uz i s K3 ‘

Rriwe = < { {Elj U{(-’)}- )}Re’[t] ) r NU; = (R+ R') - Uyr;)Vi € [t]
bl AYj, k € [m] :

R7 T iclm m|» .
(R {rjn}jepm) kem)> ) Cruwe-Verify (pprowes Bk ik, Crji) = 1

Note that for correctness to hold, one also needs to check that R is low-norm. This can be formalized as
another constraint in the relations. However, this can also be achieved by having each party checking after
each shuffle that her commitment still appears on the list, and so we do not include it in the descriptions of
the relations.

8.3 Constructing Proof of Shuffle

There are a few methods that can be used to prove the above relations.

8.3.1 Generic Post-Quantum Proof Systems

One option to construct a proof of shuffle for the relations above is to rely on generic non-interactive proof
systems. Recent years have seen tremendous improvements in the succinctness and computational efficiency
of such proof systems. This includes, in particular, proof systems that rely on assumptions that are assumed
to be post-quantum secure. Examples include hash-based proof systems (e.g., [20, 18, 19, 41] and the
references therein), lattice-based proof systems (e.g., [2, 53, 49, 6, 12] and the references therein), and proof
systems that rely on MPC in the head techniques (e.g., [4, 23] and the references therein).

Such generic proof systems can be applicable to our needs, since the above relations can be expressed as
simple systems of algebraic constraints. For completeness, we now sketch one way to convert these relations
to algebraic constraints. We emphasize, however, that this presentation is merely meant to exemplify the
simplicity of the constraints, and is by no means optimized for any specific proof system.

The constraint system. We describe how to convert the relation Rj\g to a constraint system and then
briefly discuss how to extend this to Rrywe. We can describe the permutation 7 as a list of ¢ boolean
variables {p1,1, ..., }, where p; ; denotes whether 7 (i) is j. Then, we can express A ; as the following
sum: Ay = YjeA;j - pij- To ensure that these variables are indeed boolean, we add the following
constraint for all 4, j € [t], pz ; = Pi,j- Next, to ensure that they represent a valid permutation, we add two
sets of constraints: (i) For every i € [t], ¥ ciqpi; = 1 and (ii) for every j € [t], ¥icqpi; = 1. We now
describe the relation with {p; ; }ic(s) je|s) included in the witness instead of .

Vi€ [t],j € [m], k€ [m], A] 5, = Sicpm)(Riji + R 1) - (SyegAy,ik - Piy) (19)
Vi€ [t],j € [m], k€ [m],Uj ;x = Sicpm)(Riji + Ri ;1) - (ZyeUy ik - piyy) (20)
Vi € [t],j S [m],k S [m], CLWE.Verify(ppLWE,Ri’jk,ri,jk,cr’ijk) =1 (21)
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Vi€ [t],p;; —pi; =0 (22)
Vi€ [t], Zjempiy =1 (23)

Vi € [t], Sieppij =1 (24)

The constraints in Eq. 21 still appear in their generic form, but they too translate to simple algebraic
constraints when the commitment scheme C)wg is instantiated using a lattice-based commitment scheme
with an algebraically simple verification procedure (e.g., [22, 15, 13]; see also Section 8.4 for an example
of such a commitment scheme in the ring setting).

We can similarly construct a family of constraints for the Ring-LWE based scheme, wherein the main
difference is that the same matrix R is used to re-randomize all the commitments.

8.4 A Bayer-Groth-Like Shuffle Argument for Ring-LWE

Another option is to construct a protocol that is specifically tailored to prove the above relations. In the
context of shuffling discrete-log-based commitments or encryptions, there has been a long line of research
on constructing shuffle proofs (see, for example, [52, 37, 42, 16, 26], and the many references therein).
Recent works have extended the ideas from the discrete-log setting to the lattice-based setting [62, 31].

In particular, a recent work by Costa, Martinez, and Morillo [31] constructed a proof of shuffle for
Ring-LWE-based homomorphic encryptions, by non-trivially importing ideas from the work of Bayer and
Groth [16] in the discrete-log setting. It cannot be directly used to prove shuffle for our RRC commitments,
since they are not homomorphic. We show that, in the case where we use a single large matrix to re-
randomize the list of ring-based RRC commitments, we can tweak their shuffle proof to be compatible with
our scheme. Recall that the prover uses Crpwe to commit to its witnesses for this proof. Similarly to the
protocol of Costa et al. our protocol requires that in addition to the standard notions of correctness, hiding,
and binding, the commitment scheme is also additively homomorphic.® A commitment scheme is called
additively homomorphic in both the message and the randomness, if there are binary group operations +, ®
such that the following is true for all A € N, and for all pp < Setup(1*), for all messages m,m’ € M, for
all randomness r, 7'

Commit(pp, m; r) + Commit(pp,m’;r") = Commit(pp, m @ m’;r @ 1)

We define ® as ring addition, and + is defined as vector addition. From this point on, we will use + to
refer to both these operations.’

We also require that Cgrywe is equipped with two special types of zero-knowledge proof systems: A
proof of linear relations, and a proof of product relations:

1. Proof of Linear Relations: We use LRgrwe to refer to a zero-knowledge proof of knowledge of
openings {(m;,7;) };e[z] to commitments {¢; };c(r], Where the messages m; € M additionally satisfy
a linear relation, Eie[ Loim; = S. More formally, LRgwe is a zero-knowledge proof of knowledge
for the following relation:

SCosta et al. considered a specific commitment scheme that satisfies this property.
"Lattice-based commitment schemes are typically homomorphic only up to a bounded number of additions, determined by the
parameters of the scheme. We abstract this fact out to simplify the presentation.
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R _ [ o Aeiticy {aitiew), S), . Verify(pp, mi,riyci) = 1Vi € [I]
L,RLWE ({mi,7iiein) ’ Niepyoimi = S

We characterize LRgwe with the following functions :

* LRruwe-Prove((pp, {ci}ticr); {@iticir), S), ({mi, mi}ieir))) — I : a randomized algorithm
that returns a zero-knowledge proof for the relation,

* LRruwe Verify((pp, {ci}ticin), {@itieir), S), 1) — {0, 1} : outputs 1if IT is a valid proof for the
relation.

2. Proof of Product Relations: We use PRgwe to refer to a zero-knowledge proof of knowledge
of openings {(m;,7;)}ie|r) to commitments {c;};c[z], Where the messages m; additionally satisfy
a multiplicative relation, Il;ci;ym; = M. More formally, PRriwe is a zero-knowledge proof of
knowledge for the following relation:

R _ [ o Acitieny, P), . Verify(pp,mi,risci) = 1V i € [L]
P,RLWE {mi,ritien) NLiciyymi = P

Similar to LRgwe, we characterize PRgrwe with the following two functions:

* PRruwe-Prove((pp, {ci}ier), P), ({mi,7i}icrr))) — I1: a randomized algorithm that returns a
zero-knowledge proof for the product relation,

* PRruwe-Verify((pp, {ci}ier), P),11) — {0, 1} : outputs 1 if IT is a valid proof for the relation.

Overview of the protocol. We start with a high level overview of [31], and explain where we deviate
from it. In [31], the prover first sends a commitment to the permutation 7. Specifically, it sends a list of ¢
commitments :

{ex(i) <3 Criwe-Commit(ppriwe; 7(%)) Fic[y -

It then uses techniques from [32, 14] to generate a zero-knowledge proof II; to show that the prover knows
{m.}icy, that are valid openings for the commitments {cy ;) };c[g. and for all i, m; is a polynomial with
degree < mn/2. These techniques can be used because the commitment scheme Cgrywe is additively homo-
morphic and hiding, and hence can be characterized as a homomorphic one-way function. We use SSgriwe
to refer to such an argument system, and characterize it with two algorithms: (a) Prove which takes as input
the public statement and the prover’s witness and outputs a proof, and (b) Verify which takes as input the
public statement and a proof, and outputs whether the proof is valid. Note that the Prove algorithm is actu-
ally a constant-round public-coin interactive protocol, but we refer to it as a function for simplicity in this
overview (since the protocol is constant-round public-coin protocol, one can apply the Fiat-Shamir heuristic
[35] to make it non-interactive).

Next, the verifier sends a random challenge v <—$ S, where S C 'R, is the set of polynomials with degree
< 5. The prover responds with another list of commitments:

{criy <8 Crowe.Commit(ppriwe, O‘ﬂ(i))}ie[t]

The prover then gets two more random challenges 3,7 <~ S from the verifier, and generates a proof Il
that, for every ¢ € [t], it knows valid openings m; € Z,, mq,; € R, for the commitments Cr(i)s Con(i) that
satisfy the following relation:
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Hz‘e[t} (Bmi +ma; — ) = Hie[t] (Bi + al — v)

The prover can use the linear relations proof LRgwe and the product relations proof PRrpwe to generate
such a proof. As stated in [31], this proof would convince the verifier, that with overwhelming probability,
{c }ie[t] are indeed commitments to « with exponents 1 to ¢ permuted in an order that was fixed by
{¢x() bie[y) before a was chosen.

Next, the prover wants to prove that the new list was generated using the randomness consistent with the
pre-commitments. In [31], they exploit the fact that the Ring-LWE encryptions (and re-encryptions) they are
shuffling are homomorphic, allowing them to express the constraints as a single linear relation and simply
use LRR|we to generate a proof.

Unfortunately, since our RRC commitments are not homomorphic, we cannot express this constraint
directly as linear or product relations. To solve this issue, we extend a technique from [64] by exploit-
ing the fact that we use the same matrix R to re-randomize all our commitments. Let us use {c,;; <$
CRLWE.Commit(Rij)}i’ jelm] to refer to the commitment to the re-randomization matrix R, that the prover
sends before the beginning of the shuffle protocol. Let us denote a = Xicga’ - a; and U = X’ - Us.
The prover starts with sending values a’ = (R+ R')-aand U’ = (R + R’) - U to the verifier. It then
uses LRgywe to prove that it knows openings {mr,ij}i,je[m] for commitments {c, ;; }@je[m} that satisfy the
following linear relations (II3):

Vi € [m], a; = Xjcpn) (M + RY) - a;

Vie [m]vj € [E], Ui/j = Zke[m] (mr,ik + R;k) ’ Ukj

The idea of using the same randomness across all re-randomizations is inspired by the “proof of same-
exponent relation” in [64].

Next, the prover again uses the linear relation proof LRg we to prove that it knows openings {mO[,i}Z-e[t]
for commitments {c_ ) }ie[t] which satisfy the following relations (I1,):

!/

Vi € [m], a; = Eje[t]ma,j “aj;

Vi € [m]»] € [6]7 Uz/] = Eke[t]ma,k : UI/@z‘j

The proofs 113, IT4 together convince the verifier, that with overwhelming probability, {Cr,ij}i,je[m] are
indeed commitments to the matrix R, such that a; = (R + R') - a;) and U’ = (R + R') - U, for all i
in the list [t].

Note that we can use this proof with our LWE scheme as well, by using the same re-randomization matrix
R + R/ for each RRC commitment. This, however, comes at the cost of scaling all the RRC commitments
by a factor of ¢ (the size of the shuffle) to make the unlinkability analysis go through (as mentioned in
Section 7).

The protocol in detail and its analysis. We now formalize the full interactive proof I,y in Figure 7.
We analyse the security of our protocol when instantiated with the commitment scheme from [22]. To
prove that the commitments {c,;)}ic|;) are commitments to polynomials with degrees < 7, we use the
cut-and-choose based protocol SSgywe from [14]. Specifically, the public parameters for the commitment
scheme contain a, b which are vectors of length &, uniformly randomly sampled from R];. To commit to a
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P(R, ) V(ppriwes {@is Uitieqe) {ah, Ui Yiep)s R)

Vi € [m],j € [m]:
Tr,ij €= RRIWE, Crij < Commit(pprowes Rijs Tr,ij)

{erijtieim),jeim)

Vie{l,..., t}:
T; <= RRIWE; Crr(q) < Commit(ppc riwe> 7 (4); 75)
Iy <= SSriwe -Prove((ppriwe > 1 (i) Ficfe))s ({mi, i digre))

{ex@y tieny >

a S
«@
a +— Eie[t]aiai U Eig[t]aiUi
a' =(R+ R)a,U = (R+R)U
Vie{l,...,t}:
Ta,i <= RRIWE, € x(s) < Commit(ppriwe s oD irg i)
o’ U {e_x(i)tielt
B,y S

P =Ty (Bi + )

Vi€ [t] :

my p — Br(i) +a" D

Ti,L ¢~ RRIWE, ¢i,1 « Commit(ppruwe, ™i, L3 T4, L)

a4, < LRriwe-Prove((ppruwes {Cx(3)» ¢ (i) s ¢i,L 3> {85 1, =1}, %), ({(m, mi)s (Mais Tai)s (M L5 mi,0)3))
Iy, p < PRruwe-Prove((ppriwe> {¢i,L Yiee) )y ({(ma, L, 7mi,0) iee))

{(cf ‘T2 s, L) }ieqy - M2, p

Vi € [m] :

I3,q,; <3 LRruwe-Prove((pruwes {eris }jeim]s {85 jeim> @5)s ({0mp g mrii)}je(m))

Vi€ [m],j €[4 :

Mg,y ij <3 LRriwe -Prove((opruwe s {er, ik ke m)» {Ukj beeim]s Uty)s ({0 iks 7 ik) Yoem))

{13,a,iYiem] - {1I3,u,ij Yic[m]jc(e]

Vi € [m] :

M4,a,; +$ LRruwe - Prove((ppriwe > {e =) Yiem (agitier i), {(mG, r)Yjer)

Vi e [m],je4:

Tyu,ij <8 LRriwe - Prove((ppriwe {e ne) Yeere) {Uk,i5 kerr Uiy)s {mi, 7i) Yeer)

{H4¢a,i}i€[7n] > {H4,u,ij }'L'E['m].je[é]

If SSruwe - Verify (ppruiwe > {en (i) bige)), ) =1

A Vi € [t] LRriwe - Verib ((pPruwes {¢x (i) € m(a) > €o,L 3 {8, 1, =1}, Mg 45,0) = 1

A PRriwe -Verify ((ppruwes {€i,L Yicpe), P), 2, p) =1

A Vi € [m]LRriwe - Verify ((ppriwes £¢rij Y e (m]s {85 Y jem]> @i)s Ts,a,i) = 1

A Vi € [m],5 € [£], LRriwe-Verify ((pprowes £¢r,ik Yre[m]> {Ukj Yhem]r Utj)s s u i) = 1
A Vi € [m], LRriwe-Verify ((rpruwes {€ = (5) iert)s {a’_ljfi,}jE[t] vap) My q) =1

AVi € [m],j € [€], LRruwe-Verifi((priwes {¢ = (k) Yre ] {Uk 15 brele) Uig)s Maju,ig) = 1

then, accept.

Figure 7: The proof of shuffle protocol IIghyfqe-
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message m € Ry, we sample r <~ R, and e <~ D¥_conditioned on ||e||oc < n, where D, is a discrete
gaussian distribution over R, with zero-mean and standard deviation o.. Then the commitment to m is
am + br + e and the opening is (m,r, e, 1). The verify protocol accepts an opening (m/,r’, €', ') for a
commitment ¢ only if :

X

o =am'+br' + 7' Allelln < [5) A IIf Nl 1A deg(f) < 5

Here, X > 2 is a parameter, such that ¢ > n” and v = 2X, k = 12. We discuss how these parameters
can be set in more detail later.

The paper [22] also presents protocols LRgrywe, PRriwe for proof of linear and product relations re-
spectively, over messages committed using this scheme. Both these protocols are 3-round Sigma protocols,
and use the same challenge space C. They can be characterized by the following 3-move form:

* The prover runs (st,t) <~ Message,(pp,z,w), where pp, x and w denote the public parameters, the
statement and the witness of the relation. The output is a message ¢ that the prover sends to the verifier,
and st, which represents the prover’s state.

* The verifier then samples a challenge d <~ C and sends d to the prover.

* The prover first runs rejection sampling, i.e. b <~ Rej(d,st). If b = 1, then the prover aborts.
Otherwise, the prover runs z <~ Messages(d, st), and sends z to the verifier.

* The verifier runs Verify(pp, x, (t,d, z)) and returns 1 if it accepts the proof.

For simplicity, we use Prove(pp, x, w) to refer to the first three steps together, and we use I < (¢, d, z)
to refer to the full transcript as the proof. The paper describes both the protocols for proving linear and
product relations over three messages, but they can be easily generalized to relations over L messages. We
also set the norm bound in the Verify function to be L%j where X > 2 is a parameter.

These protocols as well as SSgiwe require an auxiliary commitment scheme, which we instantiate us-
ing the scheme above. Note that the scheme can similarly be instantiated using the commitment scheme
from [15] and SSriwe from [32]. We leave this as another future direction.

Reducing the number of rounds in Il to a constant. We described our protocol above as a sequential
composition of poly(¢,m, ) number of LRgwe and PRgrywe proofs for simplicity. However, since these
are Sigma protocols, we can invoke the standard transformation for the conjunction of relations: the prover
would execute all the LRgwe and PRgiwe protocols in parallel. Moreover, since the challenge space is the
same for LRgrwe and PRRwe, the verifier can use the same challenge for all the proofs. We now describe
the 3-round protocol combining all the LRrywe and PRgrwe proofs in Igyysge:

* The prover computes the first message for all the proofs, i.e.

(St2,i,L7t2,i,L) & LRRLWE.Messagel ( (ppRLWEa {Cﬂ(i)acaﬂ(ihci,L}v {ﬁa 1, _1}’7)5 > Vi e [t]

({(ms,73), (MaisTayi)s (Min,7i,0)})
(st2,p, t2,p) <~ PRruwe-Message; ((pprowes {¢i, 1 Yiers P), ({(mi,n, 7i,1) Yier))

(St3,a.i, t3,0.6) <~ LRriwe-Message, ((ppriwes {Crij tieim)> 185 }jem) @i)s ({(Mrijs 7rij) Yieim)))Vi € [m]

. . !
(St3.u.ijs t3.ui) < LRriwE-Message, ( (PPruwe: {Crik bretm): {Uks beepms Uij): )Vi € [ml,j €[]

({(m'r,ik7 7ﬂr’,ik:)}ke[m])
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(Sta,a,ista,a,i) <= LRriwe-Message; ((Ppriwes {Caw)}je[t]» {a;'i}jé[t]v a/i)v ({(m;, 7”;')}je[t]))w € [m]
(Sta,u.ij» ta,uij) <= LRRiwe-Prove((ppriwes {Carto Yrers {Ukij b et Uiy)s (LMl 15) Yrer))Vi € [ml, j € [4]
The prover then sends all the messages to the verifier, i.e. {t2i 1. }ic[y> t2,P> {13,a,i }icim]» {3.u.ij Yicm],jet>
{ta,0,i }icim)s {tauijticpm) jee-

* The verifier samples a random challenge d <~ C, and sends it to the prover.

* The prover then runs rejection sampling for all the protocols. Specifically,

b < Viery LRruwe-Rej(d, st 1) V PRriwe-Rej(d, stz p) (25)
Viepm] LRRiwE-Rej(d, st3q,:) (26)
Vieim),jelq LRRiwe-Rej(d, st3.u.i5) (27
Viem] LRruwe-Rej(d, sta,q,i) (28)
Vieiml,jelq LRRiwE-Rej(d, sta,u,ij) (29)

If b = 1 then the prover aborts. Otherwise, the prover computes the final message for all the protocols
as follows:
2241 ¢~ LRRuwe.-Messages(d, sta; 1,)Vi € [t]

29, p <~ PRriwe.Messages(d, stz p)

23 i ¢~ LRRiwE.Messages(d, st 4.i)Vi € [m]
23.u,ij <~ LRriwe.Messages(d, stz 5)Vi € [m], j € [{]
24,4, ¢~ LRRiwe.Messages(d, sty q.i)Vi € [m]
24,5 <= LRRuwe.-Messages(d, sty ,5)Vi € [m],j € [{]

The prover then sends all these messages {22.i. 1. }ic[1]> 22,P> 123,a,i Yic[m]> 123,u.ij Yic[m],jet> {#4,a,i Vie[m)»
{24,u,z‘j }z‘e[m] _jee to the verifier.

By combining the constant-round protocol SSgywe and the above 3-round sigma protocol, we get that [Ty gqe
is a constant-round protocol. Hence, it can be made non-interactive using the Fiat-Shamir heuristic [35, 33].

Theorem 8.1 below proves completeness, soundness and honest-verifier zero-knowledge for our protocol
with the aforementioned commitment scheme.

Theorem 8.1. The proof of shuffle protocol 11g,,z. is an honest verifier zero-knowledge proof of knowledge
for the relation Rrywe.

We prove the theorem using the following claims, which prove the security of the underlying protocols,
i.e. SSRLWE7 LRRLWE and PRRLWE-

Claim 8.2 (Theorem 2, [14]). Let k' be a statistical security parameter, such that t > k'log(k’). Then
the SSriwEe protocol is an interactive honest-verifier zero-knowledge proof of the following relation with
knowledge error 2~*'+1 :

ci=am;+bri+e;Vielt
Res — ({Ci}ie[t}prBLWE ={a,b}) . deg(m;) < 5 Vi€ [t]
{(mi, i, ei) biepy llesl| < |5 Vi € [f]
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More specifically, SSriwe has the following properties:

Completeness. If P,V are honest, then the protocol succeeds with probability at least 1 — 20(K").

Knowledge Soundness. For every deterministic prover P that makes the verifier accept with probability
p > 27K+ there exists an extractor Ess that outputs t values (m/,, 7}, €% such that Verify(ppriwe, M, 7
e, 1,¢;) = 1, deg(m}) < % and ||€}]| < O((2k' + 1)'8*)/2. ¢ . (k) . n) < L%j for all i € [t], except
with probability 2-°*). The expected time of the extractor is poly(t, k,n,log(q), k") /p.

Zero-Knowledge. There exists a probabilistic polynomial time algorithm Simss riwe, Which takes as
input the public statement (({¢;}ic[, PPriwe = 1@, b})), and outputs a transcript that is computationally
indistinguishable from a transcript generated by a real protocol execution by honest P,V .

Claim 8.3 (Theorem 4.5, [22]). The LRruwe protocol is an honest-verifier zero-knowledge proof of knowl-

edge with knowledge error %/2 for the following relation®.

()

c;, = am; + br; + f;lei AN\ filloo < 1V € [L
({a, b}, {citicir)s {aiticin), S) 17l =

R - : illoe < [ =] Adeg(f;) < 2Vi € [L
L.RLWE ({(mi, 73, €i, fi) bier)) leillo < LE2 J[L]ai%g_); 3V € L]
1€ ity

Specifically, the protocol has the following properties:

Completeness. An honest prover P responds with probability ﬁ, where M is a constant from rejection
sampling. When it does respond, an honest V accepts the proof with overwhelming probability.

Special Soundness. There exists a PPT algorithm E g, which takes as input two accepting transcripts
with different challenges, and outputs {m;, r;, e}, f{}icr), such that Verify({a, b}, mj,r}, e}, f{,c;) = 1V
i € [L], and ¥icipjoim; = S.

Honest-verifier Zero-knowledge. There exists a PPT algorithm Sim g rowe, Which takes as input the
public statement i.e. {a,b},{c;}ic(r), {Qi}ic[r), S, and outputs a transcript that is computationally indis-
tinguishable from a transcript generated by a real protocol execution by honest P, ).

Claim 8.4 (Theorem 4.6, [22]). The PRriwe protocol is an honest-verifier zero-knowledge proof of knowl-

edge with knowledge error (732) for the following relation.
k//

c, = am; + br; + f-*le,- AN Hfz“oo <1Vi e [L]
({avb}¢{c’i}i6[L]aP) x| .
R = : illoo < | %] Adeg(fi) < 2Vi € [L
PRUVE ({(mq,7i, €, fi) Yielr) lesl] L%J [L]njg(jc}g 21 € |11
S v

Specifically, the protocol has the following properties:

Completeness. An honest prover P responds with probability ﬁ, where M is a constant from rejection
sampling. When it does respond, an honest V accepts the proof with overwhelming probability.

Special Soundness. There exists a PPT algorithm EpRr, which takes as input two accepting transcripts
with different challenges, and outputs {m;, r;, €}, f{}icr), such that Verify({a, b}, mj,r}, e}, fi,c;) = 1V
i € [L], and H;c;ym; = P.

Honest-verifier Zero-knowledge. There exists a PPT algorithm Simpg ruwe, Which takes as input the
public statement i.e. {a, b}, {c;}ic(r), P, and outputs a transcript that is computationally indistinguishable
from a transcript generated by a real protocol execution by honest P, V.

8Here, k"' is a parameter that characterizes the challenge space C
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We can now prove Theorem 8.1.

Proof of Theorem 8.1. Completeness. In the case that the honest prover does not abort, an honest verifier

will a) accept the proof II; by completeness of SSriwe, b) accept II> p by completeness of PRrowe, and

lastly, accept the proofs {I1s; 1. }ie (), {113,a,i Ficpm] s 113,u.i5 icim) el {140, Yicim)s {14,uij Yiepm),je[q be-

cause LRr we is complete. Hence, the verifier will accept the proof of shuffle with overwhelming probabil-

ity, implying that IIgpye 1S complete.

Bounding the abort probability. The protocols LRgrwe and PRgiwe from [22] use rejection sampling.
We now analyse the probability that the prover does not abort:

, 1 1\3 ¢ 1\ LA™\ ™ 1\ 12" I\ mé
20(k') M M M M M M
Here, M is a rejection sampling parameter used within all the LRgwg and PRgwe protocols. As stated

125 1 ) ) . ..
in [48], M = e« T 5a2 , where « is a function of o), a parameter controlling the standard deviation of the

messages output by the prover. Specifically, a = nk%/% To ensure that our protocol succeeds with a

constant probability, we set o, = 11(4¢ + m? + m2¢ + mt + mlt) - nk”V/'k, and choose any X such that
nX > 4o, V/2k. Note that this implies that our commitment scheme has a larger multiplicative overhead
in size as compared to the parameters in [22]. This is not unique to our protocol, but is in fact a standard
phenomenon that arises when composing multiple sub-protocols, each of which uses rejection sampling
(such as the protocols in [31, 7]).

Honest-verifier zero-knowledge. We build a simulator Simgyysae for Ilghuege. Specifically, given the public
statement ppgiwe, {@i; Ui }icy), 1@, Uj Yiepy> the simulator does the following.

1. Sample the challenges &, B ,y <$S. Observe that «, 3,y are sampled randomly from S in the real
transcript as well, meaning, (&, /3,%) is distributed identically in the real and the simulated transcript.

2. Foralli € [m], j € [m], set &.;; to be a randomized commitment to zero. Specifically, we set ¢, ;; -
Commit(pprwe, 0). Since the commitment scheme is computationally hiding, {¢:i; }ic(m],je[m] ~c

{erisYieim),jepm]-

3. For all i € [t], set Cr(i)> Con( and ¢; 1, to be random commitments to zero, i.€. Cr(;), Con(i)s CiL <
Commit(ppgiwe,0). Again, since the commitment scheme is computationally hiding, {éﬂ(i), Cor(i)s
CiLYielt] e {Cx(i)s Capiti)s Ci,L Yic[t]

4. Run Simss rRiwE (PPRIWES {éﬂ(i)}iem) to get a simulated 1. As per Claim 8.2, the SSg we protocol
is computational zero-knowledge, hence we get I1; ~. ;.

5. For every i € [t], run Sim_r RLWE to simulate 12.[271‘7[/. Run Simpg riwe to simulate ﬂlp. As stated
in Claims 8.3 and 8.4, the LRrwg and PRgywe protocols are both computational zero-knowledge,
hence no efficient adversary can distinguish between the simulated and the real proofs. Specifically,
{ﬂgl L}z‘e[t} ~e {2, L}ie[t] and 12[27 p ~c IIs p. We note that the simulators for these protocols,
specifically Sim_ g riwe and Simpg riwe all generate a valid transcript even if the statement is false.
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6. Compute a, U similar to the original protocol, i.e. a = Zie[ﬂdiai and U = Zie[t]&iUi. Sam-
ple @’ < Ry' and U « RZ”XI uniformly randomly. By Lemma 2.2, we get that the statistical
distance between (a’,U’) (computed as in the real protocol execution) and uniformly random vari-

A~

N m n/2 2(te+1) . A
ables (@’,U’) is bounded by 2 (1 + (5%) ) — 1. Since we set £ = O(log(q) + 2) and
m = O(% - (log(g) + 2)), this distance is negligible. In other words, (&’, U ~, (a/,U").

7. Lastly, forall ¢ € [m],j € [¢], we use the simulator for linear relations proof Sim| g riwe to simulate
H3 a,is H4 a,is H3 u,ij and H4 uyij- Since LRrywe and PRgywe are both computatlonal zero-knowledge
protocols, we get that {Hg’a’l, H4,a,l}z€ ~c {0306, a0 bicpm) and {HBuz]’ H4ul] Yiemml.jelq
~e A3 ,u,i5, Wa,uij Yieim) jelo-

The final transcript ({CT Zj}ze[m],je[m] {C }ze[t f[l, a, {éoﬂ(l)}ze[t}’ B,’A)/, {éi,LyﬂQ,i,L}ie[t]a ﬁgp,
a,\U, {H3az}7,e[m] {H?’uw }ie[m] i€l {H4M}Ze[m] {I'LLMJ}Ze l,j€l¢) is computationally indistin-
gu1shable from a real transcript, meaning that Iy, e is computational honest-verifier zero-knowledge.
Knowledge Soundness. Let us consider a malicious prover P* that convinces the verifier with probability
p > 2~k +1 We construct an extractor Eshuffie as follows.

* We first construct a malicious prover for the SSriwe protocol Pég from P*. This prover simply runs
P* and simulates all the LRg wg and PRgywe protocols by sampling a random challenge.

* We then run Ess with P&, which will extract pre-images {(mj, 77, €;) } for {cz(;) }iec[y- By Claim 8.2,

foralli [t]’ deg(mo < %’ Verl;fy(ppRLWE7mz7Tz7ezv 170 (i )) = land He;H < O((Qk/+1)log(k/)/2
t-k-n).

* Next, we run P* once with randomly sampled challenge. Then, we rewind the prover to just after its
first message, sample fresh challenges and re-run P* with these challenges. The probability that we
get two full transcripts, with a different challenge for the LRgrwe and PRgrpwe proofs (recall that we
are sampling just one challenge for all of these protocol instances) is p? — ﬁ [17].

* If we do indeed get two transcripts where the challenge for all the LRr wg and PRgrywe proofs is dif-

ferent, we can run the extractor £ g on transcripts for {ITa ; 1, } ;e[ to extract pre-images {(mj, v}, €7, f;’),
!/ / / /

(moc,i? Tayis €a,is a,z‘)’ (mé,[ﬂ T;,L7 e;,Lﬂ fz/,L)} for {Cﬂ'(i)’ Cam(i)s ci,L}iE[t]’ such that for all ¢ € [ }’

Verify(ppriwe, M5, 71 €15 fi' s Cxiy) = 1
Verify(PPRIWE i T i> €avis fousis Camto) = 1
Verify(pprowe> M1, i 1 €. fin, GiL) = 1
m;,L = fBm; + m,az -
Note that since the commitment scheme is perfectly binding, m, = m/ Vi € [t].

* Similarly we can run Epg on the two transcripts for Iy p to extract {(mj ;, 77 1, €] 1, fI'1) }ic[ such

that,

. 1 1 1!
Verify(pprowe: Mi 1, T 1> €5 1 Jin, CiL) = 1

Wiemi = P = Mg (Bi + o' — )
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Since the commitment scheme is perfectly binding (with overwhelming probability over its setup
algorithm), the pre-images for {c; 1. };c[) found in this and the last step are equal, i.e. m} ; = m
forall i € [t].

As discussed in [31], the above equations combined with the fact that Vi € [t], deg(m]) < %, imply
that m; = 7'(i) and m, ; = o™ () for some permutation 7’ that the prover committed to, before the
verifier chose .

We can similarly run & g on the transcripts to extract witnesses for the proofs {H37a7i}i€[m] . Specifi-

cally, we would get { (1. ;;,77. ;5> €. ;5 f1. 1 Vi jejm) Such that :

Verify(PPRIWE: M5 Trijs €rijs Frigs Crij)) = 1

Siem My 05 = a;Vi € [m]

Using the two transcripts for the proof Il , ;; for any 7, j € [m], we can extract witnesses {(m;fZ k()

Tk, (G)* Erik, () Trik, () Thelm) Such that:

. 1 1 1 1! _
Verify (PPRUWE: Mk, () Tk, () €1t () ik, ) Crvite) = 1

Zke[m]m:ﬂ/,ik,(j)Ukj = Uz‘/j

By perfect binding of the commitment scheme, m; ;, = m/ . (j)Vi, J,k € [m]. We have now ex-
tracted a matrix R with R, = m!. .. Vi, k € [m], that the prover committed to in advance, such that
a =(R+R)aandU’' = (R+ R)U.

1

For every i € [m], we run the extractor £ g on two transcripts for Ily 4, to get {m/ i) Tonji(i)?

e:;/v,j,(i)’ fl;/,j,(i) }jE[t] such that,

Verify (PPRIWE: e j,(5) T (i) Cou (i) S (5)) Camt) = 197 € [t]

!/

r !
a; = Yjenm ji

A
a,j,(0) @

The above equations hold for all 7 € [m]. By perfect binding of the commitment scheme, we get that

forall j € [t], m;, ; = o™ 0) = mg7j7(i)Vi € [m].

Lastly, for every i € [m],j € [I], we can run the extractor £ g on two transcripts for 14, ;; to get
" ! ! 1!
10 1 (i) Tk, (i) Cark(ig)” Tak, (i) Y el Such that,

Verify(PPRIWE: Tk (17) T ek (i7) €k (i) Jeuk (67)2 Camt) = 197 € [1]
Ui = Sief) Mo k(i) Uij
_ "

Again since the commitment scheme is perfectly binding, we have, for all k& € [t], m’a k= Mok () =
a™ Vi € [m], j € [I]. We get that @’ = S;epe™ Va) and U’ = B;ca™ DU
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Combining the above equations, we get the following:

Yiel aﬂl(i)ag = a
= (R+ R)a
= (R+ R’)Eie[t]aiai
= Eie[t]ai(R + R))a;

Consider the polynomial Eiemx“/(i) (R+R )@ (;y — @;). The prover committed to this polynomial
before receiving anything from the verifier, and then the verifier queries it at a random point «. By the

Generalized Schwartz zippel lemma from [31], we get that with probability 1 — ﬁ this polynomial is the
zero polynomial. This implies that a; = (R + R')a(;Vi.

So we were able to extract a permutation 7’ and a re-randomization matrix R such that the relation
RRrywe is satisfied. The overall success probability of our extractor is (1 — Wb) . (p2 — ﬁ) and the
expected run-time is poly(t, k, n,log(q), k') /p. This proves that Igse is knowledge-sound.
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A Strong Unlinkability without A Randomness Beacon

In this section, we sketch three we present three different approaches to augment our lattice-based RRC
schemes to provide strong unlinkability without assuming a randomness beacon (recall Section 0).

Method I: Enforcing true randomness. One method for augmenting Ry\g to be secure according to the
above-strengthened notion is to have the Randomize algorithm choose the matrix R used for re-randomization
as R < Hg(r) where <~ {0,1}* and Hp is a cryptographic hash function mapping A-bit strings to matri-
ces in {—1, 1}"*™ This is formalized as follows. The Precommit does nothing and outputs L. The Extract
algorithm gets no input other than pp, samples a random string < {0,1}*, and outputs R < Hg(r).
Intuitively, the set G of admissible randomness for Randomize is the set of all matrices R for which the
re-randomizer “knows” a pre-image r under Hg. Formalizing this requires an extension of the above defini-
tions in the random oracle model, in which G is set to be the set of all outputs of the random oracle observed
by the adversary. When using this approach with a concrete hash function Hg, the randomizer has to prove
(as discussed above) that it used randomness for which it knows a pre-image.

We argue that this method results in a scheme that is strongly pseudorandom and hence strongly unlink-
able, when Hg is modeled as a random oracle. This is true even for unbounded adversaries (in the random
oracle model). The argument is a standard one, but we sketch it here for completeness. Consider an adver-
sary A that makes at most a polynomial number @) = @Q(\) of queries to Hg. Consider a modified game,

denoted G:ﬁrR()\) in which instead of letting .4 choose the randomness r used to produce ¢/, we sample
honestly. By the proof of Theorem 4.3, we know that there exists a negligible function v(-) such that A’s

advantage in G:RrR()\) is bounded by v(\). We say that randomness 7 is bad if A’s advantage in G:ﬁrR()\)

conditioned on the challenger choosing r as the randomness for randomization is at least \/v/(\). Total
probability implies that the probability that r is bad is bounded by /v()). Hence, by sampling ) random
possible values for r, the overall probability that one of them is bad is at most @ - \/v(\) and the A’s total
advantage in G (}) is at most (Q +1) - \/v(A).

The same technique works for augmenting our ring-based scheme, Rgr|wg, with strong pseudorandom-
ness in the same manner.

Method II: Pre-committing to well-structured randomness. Our second method to achieve strong un-
linkability using our LWE-based RRC scheme, without a randomness beacon, is to have the randomizer
precommit to a well-structured R in advance. By well-structured, we mean that R is full-rank. Formally,
Precommit(pp;r) parses r = (R, ") and commits to R using a statistically-binding non-interactive com-
mitment scheme C using randomness 7. Given the randomness » = (R, 7’) to the precommitment pcom,
the Extract algorithm simply outputs R. The set G(pcom,r = (R,7’), L) of admissible randomness is
the equal to { R} if R is a full-rank matrix and pcom = C.Commit(ppc, R;1"), and to the empty set ()
otherwise.

To see why this approach provides strong pseudorandomness, first observe that since the adversary com-
mits to R in advance in the strong pseudorandomness game, it is statistically independent of the commitment
c. Next, observe that for any fixed full-rank matrix R € {—1, 1}"*™, the distribution (R - A, R - U) when
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A Z" and U <+ Z;”XZ, is uniformly random in Z7**" x ZZ”Z. This is the case since the function
fr(z) = R - x is a permutation on Z;". Hence, since c is indistinguishable from pairs of independent
uniformly-random matrices, this is also the case for ¢’. Therefore, Lemma 2.1 guarantees that the subse-
quent honest call to Randomize assures that the commitment ¢, given to the adversary in line 12 of the
strong-pseudorandomness security game is indistinguishable from a pair of uniformly random matrices,
which is independent of the bit b (the proof is identical to the proof of Claim 4.6).

To retain the correctness of the scheme, we need that a uniformly-random matrix in {—1,1}"*™ to
be full-rank with overwhelming probability. To achieve that, we need to set the modulus ¢ to be super-
polynomial in the security parameter A. In particular, if we assume that ¢ > m™/? we may leverage the
recent result of Tikhomirov [65] showing that a random m X m Bernoulli matrix is singular over R with
probability (1/2 4 o(1))™. We can do so, since the determinant of a matrix {—1, 1}™*" is at most m™/?;
this can be seen, for example, by recalling that the magnitude of the determinant is equal to the volume of
the parallelopiped spanned by the rows of the matrix (see also [63]).

A similar approach may be pursued for our Ring-LWE based RRC scheme as well, by replacing the
notion of “full-rank™ with an analogous notion in the ring setting that is sufficient for the above analysis to
go through. We leave this as an interesting question for future work.

Method III: Assuming bad randomness is hard to find Our third approach is the simplest one: It
only requires that the randomizer uses a matrix R with entries in {—1,1} (that is, it constitutes “honest
randomness” for Randomize) for re-randomization. That is, Precommit does nothing and outputs |, and
Extract samples a uniform matrix in {—1,1}™*™. The set G of admissible random strings is the entire set
{_17 1}m><m

We introduce a lattice-based hardness assumption, under which restricting the randomizer to such ran-
domness is sufficient for guaranteeing unlinkability. The rough idea is this: the leftover hash lemma guaran-
tees that (A, RA, RU) is close to a tuple of three random matrices when A, R and U are chosen at random.
A standard argument shows that this implies that for a fixed matrix [A, U], the distribution R - [A, U] is
(slightly less) close to a uniformly random matrix. Hence, the set of “bad” matrices, i.e., a matrix [A, U]
such that R - [A, U] is far from uniform, is a relatively small set.

Now recall the task of the adversary. The adversary is given a commitment, ¢ = (A, U), which is
just a pair of pseudorandom matrices. The adversary comes up with R € {—1,1}"*" and produces
d = (A",U") = (RA, RU). Then, we wish to claim that c) = (R'A’, R'U’) for R’ < {—1,1}"*™ is
pseudorandom. Now, if [A’, U’] is not a bad matrix, then ¢ is statistically close to a uniformly-random pair
of matrices, and we are done. This means that to have a meaningful advantage, [A’, U] should be a bad
matrix. This, in turn, means that to be successful, the adversary needs to find a low-norm matrix R such that
R - [A,U] is in the small set of bad matrices. We can make the assumption that this is hard when A and U
are uniformly-random matrices.

In Appendix B we formally present this assumption (called the SMS-SIS assumption), show that the set
of “bad matrices” the adversary has to hit is indeed of negligible density, and prove that this assumption
is sufficient to obtain strong pseudorandomness of our RRC schemes. We focus on the LWE setting, but a
similar assumption and analysis can be made for the Ring-LWE case as well.

B The SMS-SIS Assumption

In this appendix we define the SMS-SIS assumption, which essentially states that given a random matrix
A it should be hard to find a matrix R such that R - A hits some fixed sparse subset of matrices. We then
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show that the subset of “bad” matrices the adversary in our RRC scheme has to hit is indeed very sparse,
and conclude by reducing the active security of the scheme to this new assumption.
We focus the discussion on our LWE-based RRC, but it can be extended to the ring setting as well.

The SMS-SIS assumption. We prove the security of the scheme based on a new assumption we put forth,
which we call the small matrix set short integer solution problem, or SMS-SIS for short.

Definition B.1. Let ¢ = q(\) be a prime, n = n(\) and m = m(\) be integers, and 3 = B(\) be a real
number, all public functions of the security parameter A € N. Let S = {S\}\ be a set of matrices in Zy<™.
The (n,q,3,m,S)-SMS-SIS assumption states that for every probabilistic polynomial time algorithm A
there exists an negligible function v(-) such that

3

; A-ReSAND A&7

sms-sis — q <
AdVITE(A) = Pr for each row x of R, |||, < S ‘ R < A(A) ] <v(d)
for all sufficiently large A € N.

The reduction. 'We now explain how an adversary breaking the strong pseudorandomness of the commit-
ment scheme can be used to break the SMS-SIS assumption with respect to a small subset S of matrices.
First, we define a set of “bad” matrices and show that it is small. Concretely, we show that the parameters
can be set such that the size of this set is less than 2¢* for some constant ¢ < 1. Then, we claim that an
adversary which breaks the unlinkability of our scheme essentially has to break SMS-SIS with respect to
this set.

Bad matrices. For a value € € [0, 1], we say that a (fixed) matrix A € Z;nx(nM) is e-bad if
Pr[SD(R-A,U) > €,

where the probability is over R <> {—1,1}™*" and U <- ZZLX(HM). Intuitively, a matrix A is bad if
it does not act like a good extractor (with respect to multiplication). Let S, ¢ denote the set of e-bad
m x (n + £)-matrices.

We first prove a useful lemma, bounding the number of bad matrices.

Lemma B.1. For any m,n € Nand € € [0, 1] it holds that

‘S ‘ - m - \/2—m+(n+é) logg—2 . qm-(n-I—Z)
emml| =

€

Proof. The proof follows a, by now standard, observation by Rao (see [56] for example). Let R <
{-=1,1}mxm A & Zglx("M) and U < ZZ"”X("%) be random variables. Assume towards contradiction
that

m - V/2-m+n+logg=2 . gm-(n+l)

|Se,m,n,f| >
€
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Then, it holds that

SD((4,R-A),(A0) = 53 |Pr[A=AnRA=B] g2
A,B o
= IS Ipra=A] Pr[R-A =B g 200
2 A R
AB

Pr(R-A=B|- g~ +0

=:WWEZZ

= gm0 Z SD(R- A,U)
A

> gt Z SD(R- A,U)

AeSe,m,n,Z
2 q—m~(n+€) ' |Se,m,n,€’ - € (30)
> m .2 -mtn+)logg—2 (31)

X l
where unless otherwise specified, summation is over Zg" (n+6)

Sem.n¢ and Eq. (31) follows from our assumption.
But we have arrived at a contradiction, since by Lemma 2.1, we know that SD((A, R - A), (A4,U)) <
m - V/2-m+(n+01oga—2_ This concludes the proof of the lemma. O

, Eq. (30) follows from the definition of

Corollary B.2. For any ¢ € [0,1], if X\ and € are such that X > 2 -m - (n + {) - logq + log(1/¢), then
‘Se,m,n,2| < 2C>\-

As a concrete example, think of setting m, n, £ and log ¢ such that all of them are at most A\1/3 /3, and
setting 1/e = 0(2*) but still super-polynomial.

From breaking strong pseudorandomness to breaking SMS-SIS. Consider an adversary A trying to break
strong pesudorandomness. The reduction algorithm 5 gets as input a matrix B = [A, U] € me(nM) and
sends it to A. A then produces ¢’ = (A’,U’) alongside randomness R. If R is invalid, the reduction aborts.
Otherwise, B outputs R.

To see why the reduction is successful, consider the case where [A’, U’] is outside of S ,;,  ¢. In this
case, R’ - [A’,U’] is close to uniform for an honest choice of R’. Hence, the adversary can only have a
negligible advantage in guessing b. Hence, .4 may have noticeable advantage only if [A", U’] = R-[A, U] €
Se,m.n,e- Conditioned on this being the case, B solves the SMS-SIS problem with respect to Sy, ¢ With
probability 1.

C Deferred Proofs

C.1 Proof of Theorem 7.1

We prove uniqueness, fairness, and unpredictability separately.
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Uniqueness. Suppose that there exists an adversary A breaking the uniqueness of the scheme. We construct
an adversary B that breaks the binding property of R. On input ppg, B simulates the UNIQUE 4 c5e () to
A. It does so by sampling public parameters ppy,zx for NIZK and forwarding pp = (ppnizk,PPR) tO
A. Tt then plays the honest parties, and the randomness beacon D in the election protocol ssle.Elect. Let
(pst;, b;, ;) denote the output of the honest user i (emulated by B) at the end of the election protocol, and let
pst; = (h, c;). Then, to win the uniqueness experiment, .A needs to come up with 7;, = k;, and 7, = k;,
such that for some honest 4, it holds that ssle.Verify(pp, ji1, pst;, 7, ) = ssle.Verify(pp, ja2, pst;, mj,) = 1.
By definition, this implies that h;, # hj,, which means that k;, # k;,. But for both proofs to go through
verification by party 4, it must be the case that R.Test(ppg, ¢}, kj,) = R.Test(ppg, ¢, kj,) = 1. This means
that B can output the commitment c¢* and the keys k;, and k;, to break binding.

Fairness. The fairness of the protocol follows from the re-randomizability of R and the soundness of
NIZK. Let ¢y, . . ., ¢, be the commitments broadcast by parties in the commitment stage of the protocol, and
let cgnl), ceey CEZ) denote the commitments held by party ¢ at the end of the shuffle stage. By the soundness of

NIZK, with all but negligible probability, there exists a permutation o on [n] such that for every i, j € [n]\Z,
n
ol
by the re-randomizability of R, R.Test(ppg, cglo_)(j), k;) = 1 with all but negligible probability.

Additionally, we argue that with overwhelming probability, the set S contains no honest parties. For
any two honest parties j1, jo, it holds that H(k;) = H(k2) with negligible probability. This is the case
since by assumption, kj, = k;, with negligible probability, and conditioned on k; # ko, it holds that
H(kj,) = H(k;,) with probability 2~ since H is modeled as a random oracle.

Let Bad denote the event in which S N ([n] \ Z) # 0 (that is, there is an honest party in S), or there
exist honest parties ¢, 7 € [n] \ Z such that for all ¢ € [n] it holds that R.Test(ppg, cn), k;) = 0. The above
analysis shows that the probability of Bad is negligible. Let i € [n] \ Z. Conditioned on the complementing
event Bad, the probability that an honest party j € [n] \ Z such that ssle.Verify(pp, j, pst;, k;) = 1 is exactly
1 — |Z|/n, concluding the proof.

c is obtained by a sequence of at most n re-randomizations of ¢; using admissible randomness. Hence,

Unpredictability. Let A be an adversary in the unpredictability experiment UNPRED 4 ssle n.c(A). We
construct an adversary B participating in the strong unlinkability game of R. The adversary B gets ppg,
samples ppyzx <~ NIZK.Setup(1*) and forwards pp = (ppniz, PPR) to A. Then, B simulates the election
protocol to A, playing the role of the honest parties [n] \ Z as follows:

1. On each query k to the random oracle by A: if the value H(k) was previously defined, B replies
consistently. Otherwise, it samples a fresh uniformly random answer from {0, 1},

2. Tt gets the subset Z of corrupted parties from A. Let S1,...,Sr denote the maximally-sized of
consecutive honest parties. That is, the sets are defined iteratively: S; = {i1,..., 71}, where i is the
smallest index not in Z and j; is the smallest index not in Z for which j; + 1isin Z; So = {io, ... j2},
where io is the smallest index not in Z U S and js is the smallest index not in Z U Sy for which

j2 + 1 € Z; and so forth. B outputs T, 4} = igl) = |81, ... ,i(()T) = igT) = |Sr|.

3. B guesses two indices jo, j1 <> [n] \ Z. It then generates the precommitments for the honest parties:
It sets the precommitments of parties jg, j1 to be the precommitments received from the challenger
in the strong unlinkability game, and honestly samples all of the other precommitments. It sends all
precommitments to A.
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4. Upon receiving the precommitments of the corrupted parties from .4, B generates all commitments
c1, ¢z, ... and hash values hi, ha, ... for the honest parties: it sets c;j, and c;, to be the fresh com-
mitments received from the challenger in the unlinkability game. All other commitments {c¢;} are
generated honestly, together with the corresponding keys {k;}. The hash values hq, hs, . .. are sam-
pled uniformly at random from {0, 1}*. If for some i € [n] \ (Z U {jo,71}), it holds that A has
previously queried H on k;, then B outputs a random bit &’ <~ {0, 1} and terminates.

5. B simulates the shuffle stage of the protocol in the following manner:

* When it is the turn of a corrupted party i € Z to shuffle: 5 samples the randomness beacon val-
ues for this round and sends them to A. Tt then receives the vector of re-randomized and shuffled
commitments from A, together with a proof of shuffle pf. It uses the extractor guaranteed by the
NIZK to extract the permutation o, the randomness 71, . . ., 7, to R.Precommit, and the random-
ness 74, ..., 7, used by A to perform the shuffle. It sends the r and 7’ values corresponding to
j1 and jo together with the corresponding re-randomized commitments to the challenger in the
unlinkability game.

* When it is the turn of an honest party ¢ € [n]\Z to shuffle: 55 obtains the re-randomized commit-
ments for parties jo and j; from the challenger, together with the corresponding random beacon
values. It re-randomizes honestly the commitments of all other parties, sampling the associated
randomness beacon values on its own. It then samples a permutation o on [n] and applies it
to the re-randomized commitments. Let cq, ..., ¢, denote the vector of commitments as stored
by party i before B3 applied the re-randomization and permutation, and let ], . .., ¢/, denote the
re-randomized and shuffled commitments. Let randy, ..., rand, denote the corresponding out-
puts of the beacon (two of which obtained from the challenger, and the rest sampled by B), and
let pcomy, ..., pcom,, be the corresponding precommitments (two of which obtained from the
challenger, and the rest sampled by B in the beginning of the execution). Using the simulator
for NIZK, B computes a proof pf for the instance

(ppR, (c1,...,cn), (cy, ..., c), (randy, ... rand,), (pcomy, ..., pcom,)).

B sends the re-randomized and shuffled commitments ¢}, . . ., ¢}, the randomness beacon values
rands, ..., rand,, and the proof pf to A.

In the final pair of re-randomized commitments that 3 obtains from the challenger, it does not
know whether their order was swapped or not. B continues as if they were not. Note that this
does not affect the distribution over the view of A since B applies a random permutation onto
the n commitments.

6. B computes the set S according to the hash values {h;} and samples a random index i* <~ [n] \
S. Let 4,41 denote the possible locations of the commitments corresponding to parties jo and jq,
respectively, assuming that b = 0 in the unlinkability experiment (note if b = 1, it holds that g, i;
correspond to parties j; and jo, respectively). If i* & {ig, 71}, then BB outputs a random b’ < {0, 1}
and terminates. Otherwise, let d be the bit such that i* = i4. B sends i* to .4, who responds with
some index ¢ € [n].

7. Let c§”), . ,cﬁl” be the final vector of commitments. Let I be the set of H-queries issued by .A.
If there is a query & € Q such that R.Test(ppg, ¢j,, k) = 1, then B outputs 0 (and terminates) if
R.Test(ppg, ciy, k) = 1 and 1 if R.Test(ppg, ci,, k) = 1. Similarly, if there is a query k& € Q such that
R.Test(ppg, ¢j,, k) = 1, then B decides on its output symmetrically and terminates.
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8. If ¢ = jg, then B outputs b’ = 0. If ¢ = j;_4 then B outputs b’ = 1. Otherwise, it outputs a uniformly
random bit b’ <~ {0, 1}.

Let E; denote the event in which B terminates in Step 4 of the simulation. Since .A makes at most a
polynomial number of queries to A4, it holds that E; occurs with negligible probability. Let Es denote the
event in which B terminates in Step 6 of the simulation. Conditioned on E;, E3 occurs with probability at
most (n — 2)/n. Moreover, conditioned on Eg occurring, the probability that B guesses b correctly is 1/2.
Let E3 be the event in which B terminates in Step 7. Conditioned on E3, B guesses the bit b with probability
negligibly close to 1. Hence, if the probability of E3 is non-negligible, we are done. So for the remainder of
the analysis, we assume E3 occurs with negligible probability.

We argue that conditioned on E; A E5 A E3, the view of A in the simulation is indistinguishable from its
view in the real experiment. This is because the only differences between the two experiments are:

1. The proofs of shuffle of the honest parties are generated using the NIZK simulator.

2. The randomness values passed by B to the challenger in the unlinkability game are extracted from
the proofs provided by A for the corrupted parties, via the NIZK extractor. If A used admissible
randomness, but the extractor failed to extract admissible randomness, this is a deviation between the
two experiments.

By the zero-knowledge and simulation-sound knowledge soundness of NIZK, it follows that conditioned on
E; A E A Es, the two experiments are indistinguishable in the view of 4. Hence, the probability that it
guesses the leader in the simulated experiment is negligibly close to the probability it guesses it in the real
experiment.

Whenever E; A Es A E3 occurs A guesses the leader, B correctly guesses the bit b. Hence, if we denote
by j* the index of the party chosen as leader, B guesses the bit b correctly with probability at least

1 n—-2 2 e
5t B Pl =47 |57 € {1, g2}l = v(V),

for some negligible function v. Therefore, the unlinkability of R implies that there is negligible function v/
such that

Prit =35" 7€ n|\I] = Ej1pcmzPrii™€{i#htli"€n\T] -Pril=3"];"€ {j1,j2}]]
— Engmepiz | Prle =57 11" € ()
2 o w o
= 2 EpgpepnePril=7"17" € {j1, 72}l
2 1
< = !
T n—c (2 +V()\)>
R ey
n—c
where " is negligible. This concludes the proof. O
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