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Abstract. In this note, we study a specific optimization problem arising in the
recently proposed coefficient grouping technique, which is used for the algebraic
degree evaluation. Specifically, we show that there exists an efficient algorithm
running in time O(n) to solve this basic optimization problem relevant to upper
bound the algebraic degree. Moreover, the main technique in this efficient algorithm
can also be used to further improve the performance of the off-the-shelf solvers to
solve other optimization problems in the coefficient grouping technique. We expect
that some results in this note can inspire more studies on the coefficient grouping
technique.
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1 Notation

The following notations will be used throughout this paper.
1. |S| denotes the size of the set S.
2. a%b represents a mod b.
3. alb denotes that a divides b.
4. [a,b] is a set of integers ¢ satisfying a < i <b.
5. H(a) is the hamming weight of a € [0,2" — 1].
6. The function M, (z) (z > 0) is defined as follows:

O 1 if 2" — 1)z, > 2" — 1,
x%(2" — 1) otherwise.

M, (z) = {

By the definition of M,,(z), we have M, (21 + 22) = M, (M, (1) + My (22)), M, (21) =
21%" and M, (2°x) = M,,(2°%" M., (x)) for i > 0.

2 Motivation

We have recently developed a technique called coefficient grouping to upper bound the
algebraic degree for ciphers defined over Fon. The main idea of that technique is to
convert the degree evaluation into some optimization problems. Among them, one basic
optimization problem can be described as follows:

n—1
maximize H(Mn(z 2'7,)),
i=0
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subject to v € N,0<~v; <N; foriel0,n—1],

where (N"_l, Nn_g, ey No) S N™,
A more general problem related to upper bounding the algebraic degree in the multi-
variate case with m variables is

n—1 n—1 n—1
maximize  H(M, (Y 231,)) + HMu (D 292,0)) + -+ + HMu (Y 29m.4),
=0 i=0 i=0

subject to YVii €N, 0 <y i+72i+ 4+ Ym: < N; fori e [0,n—1].

where (anl,ang, ey NQ) e N™.

In [1], the above problems are first encoded as an MILP problem and then solved with
an off-the-shelf solver Gurobi. Using a general-purpose blackbox solver is indeed very
convenient but we may lose some insight into these special problem.

Regarding why we do not put this note in [1], we just cannot find a good place. First,
we feel it not suitable to place this note at the Appendix of [1] as few people may read
it and then its importance will be neglected. Placing it at the main content of [1] also
looks inappropriate because it may destroy the simplicity and structure of [1]. The most
important reason is that we can only find an efficient algorithm for the above optimization
problems, while there are other different optimization problems related to computing more
accurate upper bounds for the algebraic degree in [1], for which we cannot find an efficient
ad-hoc algorithm.

One purpose of this note is thus to share our ideas of some special optimization
problems and we expect that they can inspire more studies. The technique in this note is
of independent interest.

3 The Studied Optimization Problems

Let us formally state the studied problems in this paper. We study 2 problems called
Problem-U and Problem-M. Specifically, given a vector of integers (N,,—1, Np—a,...,Ng) €
N", Problem-U is defined as follows:

n—1
maximize H(Mn(z 2'9:)),
i=0
subject to 0<~ <N, foriel0,n—1].

Problem-M with dimension m is defined as follows:

n—1 n—1 n—1
maximize H(Mn(z 2'y1.4)) + H(/\/ln(z 20y9.4)) + -+ H(/\/ln(z 2Ym.i)),s
i=0 i=0 i=0
subject to 0<yi+72:+ 4 Ymi <N;forie[0,n—1].

Obviously, Problem-U is a special case of Problem-M with m = 1. For convenience, in
the following, we will omit the constraints v;; € N and ; € N.

4 On Set Equivalence

Problem-U can be equivalently stated as finding an element e with the maximal hamming
weight from the following set

n—1
Sy = {ele = Mn(z 217;),0 < v; < N; for i € [0,n — 1]}.
i=0



where (N,,—1, Np—2,..., Np) is a given vector.
Similarly, Problem-M with dimension m can be equivalently stated as finding a tuple
(e1,€2,...,em) with 31" | H(e;) maximal from the following set

n—1
SM = {(61,627...,€m)|6j :Mn(z Qi’yj’i)7
=0

0<> 75 < Njforiel[0,n—1],5 € [1,m]}.
j=1

To solve Problem-U, our main idea is to find an equivalent set S}, such that Sy = S,
and we can simply find the solution by directly studying Sf;.

To solve Problem-M, similarly, we aim to find another set S}, such that Sy = S}, and
S}, is much easier to study.

4.1 The Set Equivalence Theorem for Problem-U
To find the desired equivalent sets, we first build some theorems to ensure the correctness.

Lemma 1. Let
S1 = {ele=a+2b0<a<c,0<b< e}
S = {ele=a+20,0<a<c,0<b<d},
where 2¢o + ¢1 = 2 + ¢§. Then, when one of the following conditions hold:
1. ¢; > 0,¢f >0,
2.1 =c =0,
we have 81 = Ss.

Proof. When ¢; > 0, the set S7 indeed corresponds to the set of numbers 0, 1,2, ..., 2¢ca+c¢q,
i.e.

S1={el0<e<2c0+ 1}
When ¢} > 0, we also have
Sy ={el0 <e<2¢)+ ¢}

Since 2¢o + ¢ = 2¢5 + ¢}, we have §; = S when ¢; > 0 and ¢} > 0.
When ¢; = ¢] =0, we have ¢ = ¢}, and hence §; = Ss. O

Theorem 1. Let t be a given positive integer. Let (N} _i,N) _o,...,N}) € N* and
(Np—1,Np_2,...,Ng) € N be two given vectors where N} = N; fori € T =1{0,1,...,n—

I\ {4, (j +1)%n} and N; >t > 0. Moreover, when (N; —t)%2 =1,

Nj=t+1,
Nl 1ym = w T Ny (1)
When (N; —t)%2 =0,
Nj =t,
Nij1)%m = % + N(j41)%n- @)



Then, for

n—1

S = {ele=Mn(> 2%),0 <7 < N; for i € [0,n— 1]},
=0
n—1 )

Sy = {ele= /\/ln(z 2'7:),0 <; < N/ for i € [0,n — 1]},
i=0

we have 81 = Ss.

Proof. Let

S3 = {ele=a+2b,0<a<N;,0<b< Nojynyown)
Sy = {e|e:a+2b,0§a§NJ/-,OSbSN('jH)%n}.

Then, §; and Sy can be rewritten as

S = {ele=M,(2eq+ Zini),O <7 <N, forieZey € Ss},
i€l
Sy = {ele=M,(2e; + ZT%),O <7 < N;forieZ,e €8s},
i€l
respectively.
Since N; > 0 and N} > 0,2N(j41y%n + Nj = 2N(’j+1)%n + Nj when either Equation 6
or Equation 7 holds, according to Lemma 1, we have S3 = S4. Hence, §; = Ss. O

Algorithm 1 Finding equivalent sets for Problem-U

1: procedure REDUCE(N,,_1, N;,_2,..., Np)

2 for i in range (n) do

3 if N; > 1and (N; —1)%2 =1 then
4 Neix1y%n = Neir1ysen + (Ni — 2)/2
5: N; =2
6

7
8

9

else if N; > 1 and (N; —1)%2 = 0 then

Ni41)%n = Neig1)o%n + (N — 1)/2
N =1
return (Nn—la Nn—27 e 7]\/vo)

Application of Theorem 1. By consecutively applying Theorem 1 with ¢ = 1, an equivalent
set of Sy can be easily found with the reduction algorithm, as shown in Algorithm 1.
Specifically, let (N},_, N}, _o,...,N}) < REDUCE(N,,_1, N2, ..., No). Then, we have

n—1
Sy = {ele = M”(Z 219:),0 < v; < N; for i € [0,n — 1]}
i=0

n—1
= Sy ={ele= ./\/ln(z 29:),0 < v; < N/ for i € [0,n — 1]}.
i=0

Let us analyze S;;. By following Algorithm 1, we can observe that N/ € {0, 1,2} for
i € [1,n — 1]. However, N} may be still large because at the last step we may update N{
with N = N} + (Np—1 —1)/2,N],_; =1or N, = Nj+ (Nn_1 —2)/2,N} _, =2.



Then, let us consider the case when the reduction algorithm is applied twice to the

vector (Ny—1, Np—2,...,Np), i.e. we consider
(N} _4,N, _o,...,N§) < REDUCE(N,,—1,N,_2,...,No),
(N/!_{,N}!_5,...,N{/) + REDUCE(N)_,,N/_o,...,N]).

In this way, we can find that there are at most two possible forms for (N//_;, N/

1
n—1» 7L—27"'7N0)7
as shown below:

Form 1: N/ € {0,1,2},Vi € [0,n — 1].
Form 2: N/’ > 0,Vi € [0,n — 1].

Form 1 is easy to explain. The main problem is how to explain Form 2. As already stated
above, we have N/ € {0,1,2},Vi € [1,n — 1]. If N} is too large, then at the reduction
phase, each N/ with 1 <i <n — 1 will be updated to either 1 or 2 and N{ can be still
very large, which explains Form 2. Note that if each element in the vector is either 1 or 2,
the vector can be either Form 1 or Form 2.

Due to this property, we compute the equivalent set S, by always running Algorithm
1 twice, i.e. we consider

(N} _1,N} _o,...,N}) < REDUCE(REDUCE(N,,_1, Np_2,...,Np)),
n—1

Sty = {ele = M (D 2'7:),0 < < N for i € [0,n — 1]}
=0

4.2 Extending the Set Equivalence Theorem for Problem-M

For Problem-M with dimension m, we need to consider a set Sp; where each of its elements
is a tuple of m natural numbers. Intuitively, finding such an equivalent set Sy, = Su
becomes much harder when m > 1.

Lemma 2. Let t be a given positive integer. Let

t t
S = {ele=a+2b,0<a<fi—> ¢,0<b< fo—Y di},

=1 =1
t t
S = fele=a+20,0<a<fi-3 c,0<b< f—) di}},
=1 =1
where ) /
2fo+ fr=2f + f1,
¢ +2d; = Cg + 2d;,Vz S [1,15},
t t
0<Y a<h, 0 di < fo,
=1 =1
t t
0<) d<fl, 0> di < f3
=1 =1
Then, S C §'.

Proof. Note that due to the specified conditions, we always have

t t

2(f2 — Zdi) +(fi =) ) =2+ fr— (D (e +2dy))

i=1 i=1



t t t

= 2f5+ f = (Q (i +2d)) = 2(f5 = Y _di) + (fi = D).

i=1 i=1 i=1

Due to the condition 0 < Zzzl ¢; < f1, we cannot directly use Lemma 1. Hence,
we consider two cases. First, when 0 < S0_ ¢; = fi, we have 2(fo — Si_, di) =
t t
2(f5—> -1 di)+ (fi —>;—; ¢;) and hence

t
{ele=2b0<b< fo— Y di},

i=1

{el0<e<2(fs— Zdn},

S

Sl

which implies S C &'
Second, when 0 < 22:1 ¢; < f1, due to Lemma 1, we directly have 8’ = S. Therefore,
S C &' always holds. O

Lemma 3. Let m be a given positive integer. Let

{(er e, vem)ler=a; +2b,0 <Y ay < f1,0< > b < fo,t € [1,m]},

S =
t=1 t=1
m m

S = {(er,ea,-rem)ler = ar+2b,0 <Y ar < f1,0< Y by < fi,t € [1,m]},
t=1 t=1

where 2fo + f1 =25+ f{ and f1 > m, f{ >m. Then, S =§".

Proof. We prove Lemma 3 by induction. Let & and &/ be the sets of all possible values of
(e1,€a,...,€;) in & and &', respectively. The proof by induction is to first prove & = &
and then prove & = &/ under the condition &_1 = &£/_; where t € [1,m]. Note that
S=E&, and §' =&/ by definition.

m
First, we prove & = £7. In this case, we have

& = {eler=a1+2b1,0<a; < f1,0 <01 < fo},
& = Heler=a1+2b;,0<a; < f,0< b < f3}.

Since f1 >m >0, f{ > m >0 and 2fs + f1 = 2f} + f; always hold, according to Lemma
1, we have & = &].

Next, we prove & = &/ under the condition &_; = £/_; where ¢t € [1,m]. Denote the
set of all possible values of e; in & with the same prefix (e1, ez2,...,€:-1) by Se, eq,..e0_1)>
ie.

E = {(e1,e2,...,e)|(e1,€2,...,e0-1) €E1,61 € S(eyen,er) )
For each (e, ea,...,e1—1) € E_1, we associate a vector
(Ci—1,Di—1) = (c1,¢2y ...y Ct1,d1,day ... di1)
where

e; =c¢; +2d;, Vi € [1,t—1]7
t—1 t—1

0<Y ei<fi,0<) di< fo,
i=1 i=1

In this case, we can have

t—1 t—1
Sler,enery) 2 1ele=2a+b,0<a < fi — Zci,O <b< fo— Zd’}
i=1 i=1



Case-1. IfY'"l¢; = fy and 3/_] di = f2, we have

8(61762,..‘,&71) 2 {0}

Case-2. If Zf;% c; = f1 and Ef;} d; < fo, since fi > m >t — 1, there must exist an
index h such that ¢, > 2. In this case, we can make

( t/LD 4/71):(0/1/,0/2/,...701!71, I1/> /2/7"'7 ;/71)7
CZ//:Cl,dQ/:dZ,VZG[17h71]u[h+13t71}a
Ch//ZCh—Q,d/A:dh-l-l,

due to Zf;i ol = (Zf;% ¢i) —2<f1 and Zf;} df =1+ Zf;i d; < fa. Note that we still
have

e =c +2d], Viell,t—1].

According to Lemma 2, we have

Sterserrners) 2 lele=2a+b0<a< fi - tic;',o <b< fo— gdi’}
- o
D {ele=2a+b0<a<fy —Zci,OS b< fo _Zdi}
> oy, . .
The above two cases imply that to construct S, e,,....e,_,) for each (e1,ez,...,e;-1) €

Ei_1 , it is sufficient to consider the associated vector
(Ct717 Dt71> = (017 Coy vy ctfladla d27 o 7dt71)

where
e; = ¢; + 2d;, ViE[l,t—lL
t—1 t—1 (3)
0< ZCi<f17 0< Zdi < fa.
i=1 i=1

In other words, we can just ignore those associated vectors which satisfy Zf;} ¢ = fi.
In this way, we can interpret S, e,,....¢,_,) from another perspective. Denote the set
of all possible e; in § under the associated vector (Cy_1, D;—1) satisfying Equation 3 by

P(thlaDt—l)’ i.e.

t—1

t—1
,P(C{,—17Dt—1) = {6‘6 = (l+2b,0 S a S fl - Zcivo S b S f2 - Zdl}
1=1 =1

Moreover, denote the set of all possible vectors (Cy_1, D;_1) satisfying Equation 3 by Ve p.
Then, we have

S(el,eg,...,et_l) = U ,P(Cf,_l,Dt—l)’

(Ct-1,D¢—1)EVe,D

Due to the symmetry between S and §’, we can also interpret &£, as

& = {(6,17 6/2’ T €;)|(6/1, el27 EER e;ﬁ—l) € Et/—l’ e; € Sée’l,eé,...,eiil)}a



/ : !z ! / / /
where 8(6,176,27___7627 ) denotes the set of all possible e; in &/ under the same prefix (e}, €3, ..., €;_y).
Moreover, we can associate each (e}, €5, ...,e;_1) € & with a vector

! !/ _ / / / / U /!
( tflﬁthl)_(61’027"'vct71’ 1582500 tfl)

where
el =c,+2d;, Viel,t—1],

;=

t—1 t—1 (4)
0< Y d<fl, 0<) di < fi.
i=1 =1

Denote the set of all possible vectors (C}_;, D;_;) satisfying Equation 4 by V¢, ,. Then,
we have

/ o /
Stet el ) = U Picr_ .o,
(C,_1\Di_1)EV'e,p

where P€C£—17 D) is defined as follows:

t—1 t—1
P602717D;71) = {€|€ = a+2b,0 S Qg S f{ - ZC;,O S b S fé - Zd;}
=1 =1

Note that our aim is to prove & = &; under the condition &_; = &_1. In other words,
we need to prove that for each

/ / /
(el,eh,...,€ei_1) = (e1,€9,...,ei-1) € E—1 = &1,
there is
/ _
8(6&,5/2,..476171) - 8(61,62,~~-,€t71)
_ /
A U Pci1,pir) = U P(c;fl,D;,fl)
(Ct—1,D¢—1)EVe, D (C,_,,D,_)eV'c,p

This can be further reduced to proving that for any (C;_1, D;—1) and (C;_4, D;_,) satisfying

ei=c¢; +2d; =c,+2d; = e, Vie[l,t—1],

t—1 t—1
0< Zci<f1, 0< Zdi < fa,
i1 i=1

t—1 t—1
0< Y d<fl, 0 di < f3,
i=1 1=1

there is always P(¢,_,,p,_,) = P(cs_ pi ) Where
-

t—1°
t—1 t—1
Py = fele=a+20,0<a<fi=Y ¢,0<b< fo—Y di},
i=1 i=1
t—1 t—1
Ploy oy = {ele=a+20,0<a, < fi=> c,0<b< f3— di}.
i=1 =1

Due to Equation 5 and 2f; + f1 = 2f; + f], according to Lemma 1, P, , p,_,)

Pl ,  always holds. Hence, we complete the proof.
(Ci1,D; )

Ol



Theorem 2. Let (N, _1,N]} _o,....Ny) € N* and (Ny—1,Np_a,...,No) € N” be two
giwen vectors where N/ = N; fori € T ={0,1,...,n—1}\{j, (j +1)%n} and N; > m > 0.

Moreover, when (N; —m)%2 =1,

NJ{ =m+1,
N, —m—1 (6)
Nij1)%en = ]f + N(i+1)%n-
When (Nj —m)%2 =0,
N; =m,
N; —m (7)
Nisnymn = =5 + Ng+1n-
Then, for
Su = {(er,e2,...,em)ler = ZQZ%Z SZ Y0 < N; for i € [0,n —1],t € [1,m]},
N
S = {lerea,. . em)ler = 221%1 0< > i <N foriel0,n—1],te1,m]},
=1
we have Syr = Sy
Proof. Let
85 = {(klakQa"'akm”kt:at+2bt7ogzatSNjaOSthSN(j_i_l)%n,té[1,’)77,]},
t=1 t=1
Ss = {(ki,kaye o km)lke = ar +2b,0 <Y ay < NJj,0< Y by < Nijyrygnst € [1,m]},
t=1 t=1

Due to the specified conditions on (Nj, N(j11)%r), according to Lemma 3, we have S5 = Sg.
Then, we can rewrite Sy; and Sj; as follows:

SM = {(61,627"'7€m)|et:M 2Jkt+z2’7tz SZ tzSNforZGI(klvk% "ak )685}3
€L t=1

SJ/M = {(61,62, .. .,6m)|€t = Mn(QJkt + ZQi%,i),O § Z t,i § N1 fOI‘ Z S I, (kl,kg, ey km) S 86},
i€T t=1

Hence, we have Sy = S} O

Application of Theorem 2. With similar analysis as for Algorithm 1, by running Algo-
rithm 2 twice, i.e. we consider

(N} _1,N/} _5,...,No) < REDUCE-M(m, REDUCE-M(m, N,,_1, N;,—2,..., Np)),
the output will be of the following two possible forms:

Form 1: N/ € [0,m+ 1], Vi € [0,n — 1].

Form 2: N/ >m, Vi€ [0,n—1].

In other words, we find an equivalent set S}, for Sps where

n—1

Sy = {(er,ea,....em)ler = ZT%Z O<Z~y“§N for i € [0,n —1],t € [1,m]}.
1=0



Algorithm 2 Finding equivalent sets for Problem-M with dimension m
procedure REDUCE-M(m, N,,_1, N—2,..., Np)
for i in range (n) do
if N; >m and (V; — m)%2 =1 then

1:

2

3

4: Neis1y%n = Niit1)%n + (Ni —m —1)/2
5: N, =m+1
6

7

8

9

else if N; > m and (N; — m)%2 = 0 then
N(i-l—l)%n = N(i+1)%n + (Nz - m)/2
Ni =m
return (Nyp—1, Np—a,..., No)

5 Solving Optimal Problems By Processing Equivalent Sets

It is now clear that Problem-U is just a special case of Problem-M with m = 1. Hence, in
this section, we only focus on how to solve Problem-M with dimension m.

According to the above explanation, after running Algorithm 2 twice, we can find a
“reduced” vector (N,—1, Np—2,...,Ng) to equivalently describe the set Sy; and there are
two possible forms of (N,,_1, Np—a,..., Np):

Form 1: N; € [0,m + 1], Vi€ [0,n —1].

Form 2: N; > m, Vi€ [0,n—1].

5.1 Proceeding Form 2

For Form 2, according to Lemma 4 specified below, we can directly obtain that the solution
to the Problem-M with dimension m is nm.

Lemma 4. For a given vector (Nyp—1, Np—2, ..., No) € N* where N; > m for Vi € [0,n—1],

there exists an element (e1,ea,...,en) € Sy where
n—1 m
Su = {lerear.. em)ler = Mu(D 29,:),0 <Yy < N for i € [0,n —1],t € [1,m]},
i=0 t=1
such that
m

Z H(e;) = nm.

i=1
Hence, the solution to Problem-M with dimension m in this case is nm.
Proof. By assigning v, ; = 1 for Vi € [0,n — 1],¢ € [1,m], we obtain an element
(61,62,...,6m) = (2”—1,2“ —-1,...,2" —1) €S

due to

Hence, Y., H(e;) = nm. As the upper bound for Problem-M with dimension m is nm
and we find an assignment to satisfy this upper bound in this case, the solution to this
optimization problem is nm. O]

10



5.2 Proceeding Form 1

Next, we describe how to solve Problem-M when the vector (N,—1, N,—2,...,Ng) is of
Form 1.

Lemma 5. For any a,b € [0,2" — 1], we have H(M,(a+ b)) < H(a) + H(b).

This lemma is critical to finding the upper bound for the optimization problem.
Although it looks obvious, the proof requires significant efforts and we put it at Appendix
due to its length.

Theorem 3. For any my,ma,...,ms € [0,2" — 1], we have
HM,(mi+ma+--+my)) < H(my) + H(mg) + -+ H(my).
Proof. According to Lemma 5, we have

H(My(my+mg+---+my))

-~

=2

< H(m1)+H(Mn(Zmi))

< H(my)+ H(ma) + HM, (Y my))
=3

<  H(mqi)+ H(mga) + -+ H(my).

O

Lemma 6. For any natural number a, we have H(a) < a. If a > 2, we further have
H(a) <a-1.

roof. For any i > 0 and 2° < a < 27! — 1, we have H(a) < i+ 1 < 2 < a. Therefore,
H( ) < a always holds. Moreover, for any 2! < a < 2i*1 — 1 where i > 2, we have
H(a) <i+1<2 —1<a-1. In addition, H(2) <2 -1 and H(3) < 3 — 1. Hence,
H(a)<a—1fora>2. O

Lemma 7. Let my,mo,...,m; € N and t be a positive integer. If

t
Zmi :két,
i=1

\/\\

we have Y\ H(m;) < k.
If

t
Zmi :t-|-].7
i=1

we have ' H(m;) < t.

Proof. According to Lemma 6, we always have
t t
> Hm) <Y om
i=1 i=1

11



If 32!, m; = k < t holds, we immediately obtain Y°,_, H(m;) < 3t_, m; = k.
If 22:1 m; = t + 1 holds, there will exist an index i’ such that m; > 2. Hence,
according to Lemma 6, we have 3", H(m;) < (3_, mi) —1=t. O

Theorem 4. Let (N,,—1, Ny—a, ..., No) be a vector where N; € [0,m~+1] for Vi € [0,n—1]
and m+1<2"—1. Let T be a set of indices such that i € Z if N; = m+ 1. Then, the
solution to the following optimization problem

n—1 n—1 n—1
maximize H(./\/ln(z 2'y1.4)) + H(Mn(z 29 ) 4o+ H(M"(Z 2'Ymi)),
i=0 i=0 i=0
subject to 0<y1i+72:+ 4+ Ymi <N;foriel0,n—1].

s

Proof. According to Theorem 3, we have

n—1 n—1 n—1
HMu (Y 290)) + HM (Y 292,0)) + -+ HMa (D 2'9m,0))
i=0 =0 =0

< S HMa @) + 3 H M@)o+ 3 H (M (2700)
1=0 1=0 1=0
n—1 n—1 n—1
= S H M) + S H M) 4t S H(Ma ()
1=0 1=0 1=0
= S H (M50
i=0 j=1

Since

S S H M) = 53 H)

Let 7' be another set such that ¢ € Z’ if N; < m. Then, we further have

n—1 m

DD Hya) = D H(Ga) + ) H(v)

i=0 j=1 i€ j=1 ie€T j=1
According to Lemma 7, we then have

m

S HM)+ YD H(va)

i€l j=1 i€l j=1

< Zlxm+ > N
i€’
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= [Z]x (m+1)—[Z|+ ) N
€L’

= (N -l

Therefore, we obtain

n—1 n—1 n-1
J\/ln(z 2iy1.4)) + H(Mn(z 2y2,)) + - + H(Mn(z 2"Ym,i))
i=0 i=0 i=0
< (Z Ni) = |71,

which implies the upper bound for the optimization problem is (37, ' N;) - [Z).
For each ¢ € Z, we can assign v;,; = 1 for each j € [1,m]. For each i € 7', we can assign
;i = 1 for each j € [1, N;] and v;; = 0 for each j € [N; + 1, m]. In this way, we find an

element (eq,es, ..., en) belonging to the following set
n—1

Su = {(e1,e2,...,em)le; =M 22%1 O<Z'y“<Nforz€[ —1],j €[1,m]}
=0 j=1

such that 37 H(e;) = (320, Ni) — |Z| because for the above assignment, we have

m n—1 n—1 n—1
ZH(ei) = H(Mn(z 2i'71,i)) +H(Mn(22i72,i)) + """H(Mn(ZQi%ﬂ,i))
i=1 1=0 3 =0

n—1
= Zmz ) + H( qu +ot HO D 29m)
i=0
= Z’Y1,i+272,i+"'+2’)’m,i
i=0 i=0 i=0
n—1
= O_N)-11l.
i=0

Hence, the solution to the optimization problem is (3.7, "N, — 7). O

5.3 The O(n) Algorithm

Based on the above analysis, we can write a simple algorithm to solve the general optimiza-
tion problem Problem-M with dimension m, as shown in Algorithm 3. Since REDUCE-M
runs in time O(n), Algorithm 3 also runs in time O(n).

6 Other Applications

We show how the idea to construct equivalent sets can be used to improve the performance
of the off-the-shelf solvers for other optimization problems in [1]. Specifically, to compute
more accurate upper bounds for the algebraic degree, we need to solve the following
optimization problem:

n—1

maximize Z 2! r1v.:)) + HM Z 2! ToY2,)) + - - H(Mn(z 2irm7m7i))
1=0 =

13



Algorithm 3 Finding the solution to Problem-M with dimension m

1: procedure DEGREE(m, N,,—1, Np—o,..., No)

2: (Nn 1,Nn 2y unn N0)<—REDUCE M(m N, _ 1,Nn,2,...,N0)
3 (anl, Np_o,... ,No) < REDUCE- M(m, Np_1,Np_o,..., No)
4: a=0

5: b=0

6 f=0

7 for i in range (n) do

9: if N; =m+ 1 then

10: a=a+1

11: if N; =0 then

12: f=1

13: if f =1 then

14: return b — a (Theorem 4)

15: else

16: return n x m (Lemma 4)

subject to 0<y1i+7v2,i+ - +7Ymi <N;forie[0,n—1].

where (Np—1, Np—2,...,No) € N* and (r1,72,...,7,) € ZT] are given vectors. Note that
in [1], since the algebraic degree of the S-box is 2, there is 1 < H(r;) < 2 for Vi € [1,m].
We emphasize that we will consider generic (r1,72,...,ry) € Z7] in the following. In [1],
after obtaining the vector (N,,—1, Ny—2,...,Np), the problem is directly encoded to an
MILP problem and solved with the off-the-shelf solvers.

We find that the performance can be significantly improved if we first apply the
reduction algorithm REDUCE-M twice to the original vector (N,,_1, N,,—a,...,Np) and then
construct the MILP model for the new vector

(N} _4{,N, _o,...,N{) < REDUCE-M(m, REDUCE-M(m, N,,_1, Ny,_2, ..., Np)).

To show its correctness, we should observe that the above optimization problem is
equivalent to finding an element (e, es,...,e,) with Z:r;l H(r;e;) maximal from the
following set

SM = {(61,82,..., |67— 221’}/])

0< Z'Yj,i < Niforie[0,n—1],j€[l,m]}.
j=1

With the set equivalence theorem, it has been proved that
Su=8y = {(er,ea,....em)le; =M 221%7

m
0<> 7 <N/ forie[0,n—1],j€[1,m]}.
j=1
Hence, we can indeed consider the following equivalent optimization problem

n—1

maximize Z 2! r1v1.:)) + HM Z 2! r2Y2,)) + - - H(Mn(z 2irm7m7i)),
1=0 =
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subject to 0<7y,i+72i+ +Ymi <N forie[0,n—1].

If N/ > m for Vi € [0,n — 1], the solution is also directly n x m. This is due
to (e1,€2,...,em) = (2" —1,2" — 1,...,2" — 1) € S}, in this case, which results in
St H(re;)) =n x m.

In practical cryptographic applications, m is very small. If N/ € [0,m + 1], i.e. the
maximal value of V/ is not larger than m+1, we find that the solver can solve such instances
much faster than solving the problem with the original vector (N,_1, Ny—o,...,Ng) €
N™ where many N; are very large. This further shows the benefits to study the basic
optimization problem, i.e. how to construct equivalent sets.

Acknowledgements. We thank Clémence Bouvier and Willi Meier for discussing the
preliminary version of this note.

A Proof

The proof of Lemma 5 is shown below.
Proof. Let (an—1,0n—2,...,a) € Fy and (by—1,bn—2,...,by) € F} be the binary represen-
tations of @ and b, respectively. Let Zo = {i,1,%0,2,- - -»%0,po } a0d Z1 = {i1,1, j1,2, - - 91,py
be the sets of indices such that a; =1 and b; =1 for i € Zy and j € Z;. In other words,
H(a) =po and H(b) = p1. Let

Ty =Zo NIy = {iz1, 022, .. ,02,p, }-
Then, we have

p2 < min{po, p1}-

In this way, we have

Mu(a+b) = Mu( Y 24 > 2042 29 = My (a5 + ),

1€Zo\Z2 1€Z1\Z> 1€y
o= Y e Y
1€Zo\Z2 1€Z1\Z2
g = ZQ“H)%”.
i€Zy
Hence, we have
H(az) = po+p1—2po,
H(oy) = p2 <min{po,p1}.

Repeating the same analysis, i.e. for kK > 1, let

T3k = (Ts(e—1) Y Zs(e—1)+1) \ L3(e—1)42 = {83k,1, 138,25 - - - » 13k, s }»
Tokq1 = {jl7 = (0 + 1)%n,i € Tg(p—1)+2} = {83k41,1593k4+1,2 - - -+ 13K+ 1psrrs }»

Taryo = L3k N L3pt1 = {03k4+2,1593542,25 - - - 5 13k42,pajss ) -
Then, we have

Mp(a+b) = My(oask + asprr)
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= M,( D> 2+ ) 242 ) 2

1€Z3 \ L3k 42 1€Z3 41\ L3k 2 1€L3,+2

= Mu(aspg1) + 3k41)+1)5

O3(k+1) = Z 2'+ Z 2,

1€L35 \L3k+2 1€Z3k4+1\L3k+2
Q3(kt1)41 = Z i+ D%n,
1€L35 42
Moreover,
D3(k+1) = D3kt D3k+1 — 2D3k+2,
P3(k+1)+1 = P3k+2,
P3(kt1)+2 < MiIn{psg + P3ks1 — 203k42, P3k42) < P3kt2,
D3(k+1) T P3(k+1)+1 < P3k T P3k+1 < ... < po + Pp1-

Therefore, ps(pt1)+2 < parye < ... < po < min{po, p1} must hold. Moreover, it is
impossible to have a sequence p3(sip)42 = **+ = P3(s41)42 = P3s+2 > 0 for s > 0 and
> po + p1. If there is, we have

D3(s+0)+2 = DP3(ste—1)42 < min{pB(erZfl) + P3(s+e—1)+1 — 2p3(5+€71)+2ap3(s+271)+2}
D3(s4+6—1) T D3(s40—1)+1 = 3P3(s44—1)42 = 3P3(s+4—2)+2

D3(s4+6—2) T D3(s40—2)+1 — P3(s40—2)+2 = 3P3(s40—2)+2

D3(s4+6-2) T P3(s40-2)+1 = AP3(s40—2)+2 = 4P3(s1+0-3)+2

D3(s44-3) T P3(s+6-3)+1 — P3(s+0—3)+2 = 4p3(s+£73)+2

D3(s40—3) T D3(s4+£—3)+1 = OP3(s4£—3)+2 = OP3(s4+L—4)+2

L

P3(s+1) T P3(s41)41 = (L + D)pgsya 2L+ 12> po+p1 + 1

However, we also have ps(s41)+P3(s4+1)+1 < Po+Pp1, which causes a contradiction. Therefore,
DP3k+2 cannot always remain the same value and it must decrease at some k. Hence, there
must exist k such that py; o, =0, 1e. Iy NZy; = (). In particular, in this case, we have

Mu(a+b) = My(az +og) = = Mu(og; + i) = Qgp + 0
As H(O‘?)fc) = P3j» H(%/;H) = P3jiy1s L ﬂIg,;H = () and Dsj + Psjiq < po + p1, we have
H(May(a+ b)) = pyj, + pgjey < po+p1=H(a)+ H(b). O
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