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Abstract

Blind signatures, proposed by Chaum (CRYPTQ’82), are interactive protocols between a signer and
a user, where a user can obtain a signature without revealing the message to be signed. Recently, Hauck
et al. (EUROCRYPT’20) observed that all efficient lattice-based blind signatures following the blueprint
of the original blind signature by Riikert (ASIACRYPT’10) have a flawed security proof. This puts us in
a situation where all known lattice-based blind signatures have at least two of the following drawbacks:
heuristic security; 1 MB or more signature size; only supporting bounded polynomially many signatures,
or being based on non-standard assumptions.

In this work, we construct the first round-optimal (i.e., two-round) lattice-based blind signature with
a signature size roughly 100 KB that supports unbounded polynomially many signatures and is provably
secure under standard assumptions. Even if we allow non-standard assumptions and more rounds,
ours provide the shortest signature size while simultaneously supporting unbounded polynomially many
signatures. The main idea of our work is revisiting the generic blind signature construction by Fischlin
(CRYPTO’06) and optimizing the commit-then-open proof using techniques tailored to lattices. Our
blind signature is also the first construction to have a formal security proof in the quantum random
oracle model. Finally, our blind signature extends naturally to partially blind signatures, where the user
and signer can include an agreed-upon public string in the message.
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1 Introduction

1.1 Background

Blind signatures, originally proposed by Chaum [Cha82], are interactive protocols between a signer and a user,
where a user can obtain a signature without revealing the message to be signed to the signer. Blind signatures
satisfy two security notions: one-more unforgeability and blindness. One-more unforgeability states that if a
malicious user engages only in at most ¢ (possibly concurrent) signing sessions with the signer, then it cannot
output more than ¢ signatures. Blindness states that a malicious signer can neither learn the message during
the signing session nor link a particular message-signature pair to a particular signing session. The typical
applications of blind signatures include e-cash [Cha82, CFN90, 0092], anonymous credentials [Bra94, CL01],
e-voting [Cha88, FOO92], and so on, and more recently, it has found exciting applications in the context of
adding privacy features to blockchains [YL19] and privacy-preserving authentication tokens [Goo22].

In this paper, we focus on one class of blind signatures that has recently attracted a lot of attention:
lattice-based blind signatures; currently the only known class of blind signatures believed to withstand
quantum attacks (see Section 1.4 for other related works). The first lattice-based blind signature was
proposed by Riikert [Riic10], who followed a design paradigm similar to the classical Schnorr or Okamoto-
Schnorr blind signatures [Sch01, PS00]. The blind signature consists of three rounds and supports poly-
logarithmically many signatures (in the security parameter A) before having to regenerate the verification key.
This general approach has been extended and optimized in subsequent works [PHBS19, LSKT19, AEB20a,
AEB20b, AHJ21], where BLAZE+ by Alkadri et al. [AEB20b] currently stands as the most efficient proposal.
However, recently, Hauck et al. [HKLN20] showed that all constructions following the blueprint of Riikert’s
blind signature contain the same bug in their security proof', consequently leaving them only heuristically
secure at best. Building on Riikert’s blind signature and optimizations employed by BLAZE+, Hauck et
al. managed to construct the first provably secure lattice-based blind signature. Unfortunately, the security
proof required very large parameter sets, and their proposal resulted in a signature size of roughly 7.9 MB
with a communication cost of 34 MB and supported only 7 signatures per verification key. Thus, the work
of Hauck et al. [HKLN20] reopened the question of building efficient and provably secure lattice-based blind
signatures.

Very recently, two works aimed at solving this. One by Agrawal et al. [AKSY21a]. Instead of following
the three-move structure seen in Schnorr’s blind signature [Sch01], Agrawal et al. builds on Fischlin [Fis06]
and Garg et al. [GRST11] that provide a generic construction of a two-move (i.e., round-optimal) blind
signatures. Concretely, they propose two constructions. One produces a short signature in the range of a
few KB with a communication cost of around 50 MB but comes with several caveats: the scheme can support
only bounded polynomially many signatures; blindness only holds against very honest signers (i.e. the public
key must be generated honestly and the signer cannot deviate from the protocol), and the scheme is only
heuristically secure as it needs to homomorphically evaluate a standard signature scheme that internally
uses a hash function modeled as a random oracle. The second can support unbounded polynomially many
signatures and blindness holds against honest signers (i.e. the public key must be generated honestly but
the signer can deviate from the protocol) but it requires a new non-standard hardness assumption called the
one-more-inhomogeneous SIS assumption. Moreover, the signature size becomes as large as 1 MB?*3, while
the communication cost is lowered to a few KB. The other work is by Lyubashevsky et al. [LNP22a]. They
propose a round-optimal blind signature based on a new approach using one-time signatures and OR-proofs.
Unlike [AKSY21a], the security of their blind signature is based on the standard hardness of the MSIS and
MLWE assumptions. However, the scheme only supports bounded polynomially many signatures with a

T Alkadri et al. [AHJ21] claims to have fixed the bug of BLAZE+ (and thus by Riikert) but we have found several errors in
their security proof. This has been confirmed by the authors through personal communication.

2 Agrawal et al. provide an informal estimate of 30 KB to 100 KB and states to use the NIZK by [ENS20, LNS21]. However,
considering that their security proof relies on an ezact proof for a relation Cs = u for a large matrix C (since the authors argue
that C is indistinguishable from uniform with the leftover hash lemma) and a witness s with entries as large as Q(,/q), even an
optimistic estimate gives a lower bound of 1 MB with current lattice-based NIZKs.

3 After submission of this paper, Agrawal et al. updated their paper to use the NIZK by Lyubashevsky et al. [LNP22b]
appearing at CRYPTO 2022. See Section 1.4 work for more detail.



signature size of roughly 150 KB. The communication cost is around 16 MB and the signer running time
scales linearly in the maximum number of signatures that can be signed.

In summary, all known lattice-based blind signatures have at least two of the following drawbacks:
heuristic security; 1 MB or more signature size; only supporting bounded polynomially many signatures, or
based on non-standard assumptions. This leaves open the following natural question:

Can we construct an efficient and provably secure lattice-based blind signature supporting un-
bounded polynomially many signatures based on standard assumptions?

As an independent interest, we also note that all provably secure lattice-based blind signatures mentioned
above are only proven secure against classical adversaries in the classical random oracle model (ROM).
Indeed, most strategies used to prove security completely break down when handling quantum adversaries
in the quantum ROM (QROM). Although we do not imagine all previous constructions can be broken using
quantum adversaries, considering that one of the main appeals of lattice-based cryptography is their resilience
against quantum adversaries, we believe any formal post-quantum security guarantee is highly desirable.

1.2 Our Contribution

In this work, we answer the above question in the affirmative. We construct the first round-optimal lattice-
based blind signature with a signature size roughly 100 KB that supports unbounded many signatures
and is provably secure under standard assumptions. Even if we allow non-standard assumptions and more
rounds, ours provide the shortest signature size while also supporting unbounded many signatures. The
communication cost currently sits at 850 KB, but as we explain later, we believe by using the right non-
interactive zero-knowledge (NIZK) proofs, we could cut this down to roughly 100 KB while maintaining
the same signature size. The security of our blind signature is established both in the classical ROM and
QROM. It is secure against malicious signers, where blindness holds even when the signer can register
malicious keys and deviate from the protocol. Moreover, our scheme can be easily transformed into a
partially blind signature [AO00]. This allows the user and signer to include a common agreed-upon message
into the signature and has proven to be useful in applications such as e-cash [Cha82, CFN90, O092| and
e-voting [Cha88, FO092].

We obtain our blind signature by a new generic construction tailored to lattices. The starting point of our
work is the generic round-optimal blind signature construction by Fischlin [Fis06]. The signature in Fischlin’s
blind signature consists of a complex NIZK proof that informally proves possession of two things: a signature
from a standard signature scheme and an opening to a commitment. At the heart of our generic construction
is a technique inspired by del Pino et al. [dLS18] that allows us to transform such complex statement into a
simple lattice statement consisting only of proving possession of a short vector. Consequently, we can rely
on well-known efficient lattice-based NIZKs such as those by Lyubashevsky [Lyu09, Lyul2] to generate the
signature.

One tool required by our generic construction is a multi-proof straight-line extractable NIZK [BDK*21],*
which is used by the user to prove the well-formedness of its first message sent to the signer. Informally, such
an NIZK guarantees the existence of an extractor that, on input a simulation trapdoor and any adaptively cho-
sen proofs, outputs the corresponding witnesses. This is in sharp contrast to standard NIZKs in the (Q)ROM
where witness extraction is performed via rewinding [PS00, BN06]. If we were to rely on rewinding-based
extractions, our security proof would incur an exponential security loss in the number of signing sessions,
and result in a scheme that can only support poly-logarithmically many signatures. Similar issues crop up
in the context of IND-CCA secure public key encryptions [SG98, BFW15] and group signatures [BDK'21].
In this work, to construct such strong NIZKs for relatively complex lattice-based statements, we rely on the
recent technique of extractable linear homomorphic commitments proposed by Katsumata [Kat21].

Finally, we highlight that due to the modularity of our generic construction, any future improvements
in lattice-based NIZKs may lead to more efficient blind signatures. For instance, if we were able to combine
the technique of Katsumata with the recent efficient lattice-based NIZKs [ALS20, ENS20], then we could

4This notion is also called online extractable in the literature.



potentially reduce the communication cost from 850 KB to roughly 100 KB. We leave further optimized
instantiations of our generic construction as an interesting future work.

1.3 Technical Overview

We give an overview of our techniques in two parts. In Part 1, we explain the high level idea of our generic
construction and in Part 2, we explain how to instantiate the building blocks.

Part 1. We first explain our generic construction tailored to lattices.

Blind Signature by Fischlin. Our starting point is the generic construction of blind signatures by
Fischlin [Fis06]. The blind signature is round optimal and supports polynomially many signatures. His
generic construction relies on general NIZKs for a complex statement and the proof overhead (i.e. signature
size) becomes prohibitively large when instantiated using known lattice-based NIZKs. Our goal is to replace
this complex statement with a lattice-friendly statement.

We first recall Fischlin’s construction. In his construction, the signer publishes a verification key of a
standard signature scheme as the verification key vk of the blind signature and keeps the corresponding
signing key sk secret. If a user wants the signer to blindly sign on message M, it submits a commitment
com < Com(M;rand) to the signer and obtains a signature o <~ Sig(sk,com). The user then constructs a
ciphertext ct < Enc(ek, com||rand||c; rand’) using a PKE scheme and constructs an NIZK proof 7 that proves

com = Com(M;rand) A Verify(vk,o,com) =T A ct = Enc(ek, com||rand||c;rand’), (1)

where the statement is (vk,ek,ct,M) and the witness is (com,rand,o,rand’). Finally, the user outputs
¥ = (m,ct) as the blind signature. Here, we assume ek is pseudorandom and is generated as an output
of the random oracle. This ensures that nobody, including a malicious signer, knows the corresponding
decryption key dk of the PKE scheme in the real-world. dk is only used during the security proof of one-more
unforgeability, where the reduction uses dk to decrypt com||rand||o from ct.

Although it is theoretically possible to instantiate Fischlin’s generic construction from lattices, the main
bottleneck is constructing an efficient lattice-based NIZK for Eq. (1). Agrawal et al. [AKSY21a] attempts
to heuristically® instantiate Fischlin’s generic construction based on Dilithium [DKL™ 18], one of the most
efficient lattice-based signatures, but they estimated the signature to require at least 100KB with prover
complexity approaching 1 hour.

Lattice-Friendly Enc-then-Prove by del Pino et al. The main complexity of Eq. (1) comes from the
need to show possession of a valid signature on a hidden message (i.e. com). Roughly, this is because we
do not have a lattice-based signature whose verification algorithm is compatible with known efficient lattice-
based NIZKs. Now, although not exactly what we require, we observe that a technique used by del Pino et
al. [dLS18] for constructing efficient group signatures comes close to what we need.

A group signature allows a user to anonymously sign on behalf of a group, while a special entity called a
group manager can deanonymize the signer should the need arise. A typical recipe for constructing a group
signature is the enc-then-prove paradigm [Cam97]. Each group user is assigned an identity I € [N], where
N = poly()\) is the size of the group, and the group manager provides a signature o < Sign(sk, I); this
serves as a certificate for user I belonging to the group. To sign on behalf of the group, user I constructs a
ciphertext ct < Enc(ek, I;rand’) using a PKE scheme and constructs an NIZK proof 7 that proves

Verify(vk,o,1) = T A ct = Enc(ek, I;rand’), (2)

where the statement Xgs is (vk, ek, ct) and the witness Wgs is (0,1, rand’). Note that NIZKs based on the
Fiat-Shamir paradigm allows to bind any message M to a proof 7 so 7w indeed serves as a signature for M.
Although Eq. (2) seems simpler than Eq. (1), it serves our purpose since it still includes the most complex
component, which is proving a valid signature on a hidden message (i.e. T).

5Their NIZK requires evaluating a hash function used by Dilithium which is modeled as a random oracle. Considering that
a random oracle does not have a function description in the ROM, this approach fails to provide any form of provable security.



We briefly go over the group signature by del Pino et al. [dLS18]. They use Boyen’s lattice-based
signature [Boy10, ABB10b] as the underlying signature scheme. In Boyen’s signature, the verification key
consists of a random element w € R, and vectors (a;,as) € R’qC X R’q“, where R, is the polynomial ring
Z4[X]/(X% +1). The signing key sk is a short basis Ta, € R¥** such that a;Ta, = 0 mod ¢. To give out
a credential for user I € [N], the group manager views I as a message and samples, using sk, a short vector
e € R?F satisfying

[ailag + T - g]eT = u, (3)

where g is the so-called gadget matrix [MP12]. It outputs e as the certificate for user I belonging to the
group. If I can be made public, then a user can simply use a standard lattice-based NIZK for proving
MSIS/MLWE relations to prove possession of the certificate e. That is, relations of the form ae' = %, where
(a,w) is the statement and € is the witness. On the other hand, if I needs to be kept private, which is the
case for group signatures, then Eq. (3) becomes a quadratic relation over the witness and we no longer know
how to prove it efficiently using lattice-based NIZKs.

The technical novelty of del Pino et al. was to linearize Eq. (3) by using the commitment scheme
by Baum et al. [BDL'18], a.k.a., the BDLOP commitment. The BDLOP commitment is of the form
com = {:ﬂ = {Eﬂ R + [Iog}’ where by, by € R} is the commitment key, R € RF*¥ is the commitment
randomness, and [ - g is the message. This commitment satisfies binding and hiding based on the MSIS and
MLWE assumptions. Using the lower half of the commitment t1, we can rewrite the left hand side of Eq. (3)
as

[ai|lag + T - g]e—r = [aj|lag + bR+ T - g] e — blRe;—

~laufaa + tilbn] |7 (@

where e = [ej]es] € R*. Notice that [a;]|as + t1|b;] consists only of public elements included in the
statement Xgs. Specifically, Eq. (3) can now be expressed as an MSIS relation where the statement is
[ai|ag + t1|b;] and the witness vector is [e| — eaR "] € R3*. Thus, the user transforms Eq. (3) into Eq. (4),
constructs an efficient NIZK proof 7 for Eq. (4), and finally outputs the group signature ¥ = (r, com).°

Reversing the Order for Blind Signatures. The technique of del Pino et al. [dLS18] can be seen as
transforming a Boyen signature on message M into a signature on a commitment com of M. This is a good
fit for the group signature functionality; a group authority signs the message M = I in the clear and the user
can later prove possession of the signature while hiding its identity I by planting a commitment com.

Our idea is to turn this technique around and use it for blind signatures. Blind signature has an opposite
functionality; the signer signs the message blindly through a commitment and the user later unblinds the
commitment to prove possession of a signature. Concretely, a user first constructs a BDLOP commitment
com for a message I € [N] and sends it to the signer.” The signer then pulls out t; € RZ included in com
and signs t; with the Boyen signature. Specifically, the signer samples a short vector e € R?* satisfying

[a1|32 + tl]eT = u.

The user then reverses the transformation in Eq. (4) to obtain

T

[ai|ag + t1] el = [ailaz + bR+ T - g] e = [ai|las + T - g|b4] {Ree;] , (5)

6To be precise, the user also needs to prove additional relations, e.g., com is a commitment to some I € [N]. Since these
details are not relevant to the core idea, we omit them.

7A keen reader may notice that the message space (i.e. group size) [N] has to be polynomial large for the security proof
of [dLS18] to work. We later show how to support an exponentially large message space as required for blind signatures.



where notice the right hand side has the desired form of a public vector being multiplied by a short secret
vector. Therefore, the signature output by the user can be a standard NIZK proof 7 for the MSIS relation,
where the statement is [a;|as + I - g|by] and the witness vector is [eleoR ] € R3*.

While the above construction satisfies correctness and blindness, it is not clear how to prove one-more
unforgeability. To explain why, let us first see how del Pino et al. showed the unforgeability of their group
signature. The reduction simulates the group manager by sampling a; & R’; and programming as as
a; = a;R* — I* - g for a random short matrix R*, where I* € [N] is a guess for the user on which the
adversary forges on. When the adversary queries the certificate for some user I # I'*, the reduction can use
standard techniques [ABB10a, CHKP10] to sample a short vector for [aj]as +1-g] = [a;]aiR*+ (I —I*) - g]
using the simulation trapdoor R* and the fact that (I — I*) is invertible over R,. Once the adversary
outputs a forgery, which consists of a proof 7 and commitment t; satisfying Eq. (4), the reduction (roughly)
extracts a witness (I, R’,€’) via rewinding the adversary. By soundness of the NIZK, the witness satisfies
t; =b;R'+I'- g (i.e. a valid BDLOP commitment) and

‘T x,/T
laslaz + t1|by]e’ T = [afa)R* — I* - g+ bR/ + 1" - gbi]e " = [a)|by] {E/ 7LTR e?T] ;
e, +e;

where e = [e]|e}|e;] € R?F and we assume the guess made by the reduction is correct, i.e. I* = I’ which
happens with non-negligible probability when N = poly(A). Thus, the reduction can break the MSIS problem
with respect to the public vector [a;|b;] if the adversary breaks unforgeability.

Unfortunately, this proof strategy fails in the blind signature setting. In the group signature setting, the
reduction only had to sample from the vector [aj]ag + I - g] = [a1]a;R* + (I — I*) - g], where I € [N] was
the only component controlled by the adversary. However, in the blind signature setting, the reduction must
be able to sample from the vector [aj]as + t1] = [a;|a;R* — I* - g + t;] for an arbitrary t;. This change no
longer allows the reduction to rely on prior trapdoor sampling techniques [ABB10a, CHKP10] and it is not
obvious anymore how to simulate the real-world signer without the full trapdoor T4, .

Adding Proof of Wellformedness. To fix the above idea, we modify the user to also include an NIZK
proof meom of the fact that com is well-formed, which in particular implies that t; = byR’ + I’ - g for some
short R’ and I’ € [N]. However, this cannot be just any standard NIZK. When the reduction is given the
proof meom and com from the adversary, it must extract (R’, I’) from it without interrupting the simulation.
This is in contrast to rewinding-type extractions [PS00, BN06], where the reduction performs extraction only
after the adversary finished playing the security game. For example, recall above to see how the reduction
extracted an MSIS solution from the adversary’s forgery in the unforgeability proof of the group signature. To
this end, as we have already pointed to in Section 1.2, we rely on a stronger type of multi-proof straight-line
extractable NIZK [BDK'21]. Such NIZK allows the reduction to directly extract (R’,I’) from the adversary
without altering its behavior.

In summary, the high level description of our blind signature is as follows. The user first constructs a
BDLOP commitment com for the message M and adds a multi-proof straight-line extractable NIZK proof
Teom Of its well-formedness. The signer receives (7com, com) from the user and then samples a short vector e
such that [a;]|as + t1|b1]eT = u, where notice that we modify the public vector to also include by. Given
e from the signer, the user transforms the signature verification equation into an MSIS relation following
almost the same computation as in Eq. (5), and outputs a standard NIZK proof 7 for the MSIS relation as
its signature.

In the security proof, the reduction uses the multi-proof straight-line extractable NIZK to extract (R',I’)
such that t; = byR’ + I’ - g without rewinding the adversary. Then, it can rewrite [ai|as + t1|b1] as
[ai]la;R* + bR’ + (I’ — I*) - g|b4]. Since (R*,R’) serves as a simulation trapdoor for [aj|b;], the reduction
is able to sample a short vector using prior techniques [ABB10a, CHKP10] when I’ # I*. If the adversary
outputs a forgery on message I*, the reduction can obtain an MSIS solution following an argument similar
to that of del Pino et al. This completes the high-level description of our blind signature.

Omitted Details. As we briefly mentioned in Footnote 7, the above proof only works when the message
space [N] is polynomially large, which was the only case required in the context of group signatures. Here,



if N was larger than polynomial, the probability that the reduction guesses the message I* output by the
adversary becomes negligible. To support an exponential message space, we hash the message I onto a
carefully chosen exponential-sized set and sign the hashed message instead. If the hash function is modeled
as a random oracle, then the reduction will be able to guess the hash of the message used in the forgery with
non-negligible probability. Although this simple idea no longer works in the QROM since the adversary can
query the entire input space in superposition, we rely on the programming technique of Zhandry [Zhal2] to
prove security.

Another subtle yet important detail we glossed over is the fact that typical lattice-based NIZKs do not
allow for exact extraction/soundness. Namely, the reduction may only be able to extract a witness (R/,I")
such that ¢-t; = bR’ + I’ - g from the malicious user, where ¢ is some small invertible element in R,.
In this case, [aj|as + t1|b1] can only be rewritten as [a;|a;R* + by (R’/¢) + (I'/¢ — I*) - g|by], where ¢!
is in general not small. Then, since the trapdoor (R*,R’/¢) is not necessarily small, it no longer fits
the description required by prior trapdoor sampling techniques [ABB10a, CHKP10]. We show that prior
sampling techniques can be naturally extended to work for this setting.

Part 2. Our generic construction relies on two NIZKs for different statements. One is a multi-proof straight-
line extractable NIZK used by the user to prove the well-formedness of the first message, i.e. BDLOP
commitment. The other is a standard NIZK for the MSIS relation that only needs to be single-proof ex-
tractable via rewinding, which is used by the user to construct the final blind signature. We only explain
the former as it is the more technically challenging NIZK to construct.

To construct a multi-proof straight-line extractable NIZK, we rely on the recent Katsumata trans-
form [Kat21]. At a high level, it provides a generic method to upgrade many of the known lattice-based
NIZKs proven to be secure in the classical ROM to NIZKs secure in the QROM. More precisely, this trans-
form can be seen as a technique to upgrade a single-proof rewinding-extractable lattice-based NIZK in the
classical ROM into a single-proof straight-line extractable NIZK in the QROM. We show that using a more
fine-grained analysis, we can further upgrade this transform to provide the desired multi-proof straight-line
extractable NIZK in the QROM. Thus, the question boils down to constructing a lattice-based NIZK in the
classical ROM that is compatible with the Katsumata transform.

Recall the statement we need to prove was roughly t; = b;R + M - g with witness (R, M), where (R, M)
are short/small elements over R,. A standard way to prove such relation is to first decompose the statement
into (t1;, = bir] + M * 9i)ie[k), Where t1;,9; and r; are the i-th elements and column of t;,g, and R,
b1|0 l:r;r
0lg: | [M
has the correct form for some small (r}, M) using standard NIZKs for MSIS relations. We can then further
prove that Mj = Mj_, for all i € [k — 1] by proving linear relations between ¢, ; and ¢y ;1.

It turns out that for concrete efficiency, the extraction/soundness slack on R has a very large impact
on the final signature size. For instance, if we use Lyubashevsky’s NIZK [Lyu09, Lyul2] to prove the MSIS
relation, we are only able to extract a witness (R’,I’) such that ¢-t; = byR’ + I’ - g for some small and
invertible ¢. Although ¢ is relatively small, this negatively impacts the size of the short vector sampled
by the signer, which then negatively impacts the witness size used by the user to construct the final blind
signature. Due to the way the slackness propagates in each step, the blow-up in the parameter accumulates
and the final blind signature can become quite large.

To this end, we use the exact proof by Bootle et al. [BLS19] to prove the MSIS relation and glue the proof
of linear relation together. This allows the reduction to extract an eract witness with regards to R’ but a
relared witness with regards to the message I’. This idea is somewhat similar to the very recent “hybrid
exact /relaxed” lattice proofs introduced in an independent and concurrent work by Esgin et al. [ESLR22].
We finish by showing that we can apply the Katsumata transform to this new protocol to obtain the desired
multi-proof straight-line extractable NIZK. Here, we highlight that while using a more complex NIZK has a
positive impact on the final blind signature size, it harms the communication cost from the user to the signer.
This is because the exact proof of Bootle et al. [BLS19] has a larger proof size compared to the standard
NIZK for MSIS/MLWE relations. If we wanted to minimize the sum of the communication cost and signature
size, then other NIZKs could be a better fit. We believe one of the benefits of our generic construction is that

respectively. By rewriting each bir,] + M - g; into an MSIS relation as [ , we can prove that t; ;



one can choose different instantiations of the NIZKs to optimize the scheme concerning their specific metric.
We also note that we were not able to use the more recent efficient exact-proof NIZKs [ALS20, ENS20] since
it was non-trivial to apply the Katsumata transform. We leave it as an interesting open question to extend
the Katsumata transform to these efficient NIZKs.

Finally, the above NIZK gives us full straight-line extraction capability but we show that we can relax
this when considering the concrete proof of one-more unforgeability of our blind signature (in the classical
ROM). This allows us to reduce the proof size of our NIZK by roughly 40 folds (i.e. from 34 MB to 851 KB).
At a very high level, the Katsumata transform applied to the proof of the linear relation already allows us to
straight-line extract a relazed relation with regards to R’ as well. If R’ is not the same as the R” extracted
from the ezact relation of the proof of Bootle et al., then it turns out that we can solve the MSIS problem. In
other words, unless the adversary against the one-more unforgeability breaks the MSIS assumption, the R’
that the reduction straight-line extracts from the linear relation are exact, rather than being relaxed. Hence,
the reduction tries to straight-line extract from the linear proof, and if it fails to extract an exact witness
R/, then it can quit the simulation of the one-more unforgeability game. It then simply resorts to rewinding
the adversary to extract R” from the exact proof of Bootle et al. aiming to break the MSIS problem. Thus,
we can reduce the proof size by removing the Katsumata transform applied the exact proof of Bootle et al.
Details are provided in Section 4.4.

1.4 Related Work

Blind Signatures in the Standard Model. Blind signature have been the target of many theoreti-
cal works since they are a special case of a general two-party computation. Lindell [Lin08], Fischlin and
Schroder [FS10], and Pass [Pas11] all show some impossibility results on blind signatures in less than three
rounds in the standard model, i.e. without using a common reference string (CRS) or relying on the ROM.
Garg et al. [GRS™11] constructed the first round-optimal blind signature in the standard model, where they
circumvent the impossibility result by using complexity leveraging. Fuchsbauer et al. [FHS15] constructed an
efficient round-optimal blind signature in the standard model relying on interactive assumptions. Katsumata
et al. [KNYY21] constructed the first round-optimal blind signature in the standard model without using
complexity leveraging. They circumvent the impossibility result by using a quantum reduction to break
classical assumptions in the security proof.

Blind Signatures in the ROM/CRS from Classical Assumptions. Fischlin [Fis06] proposed a generic
construction of a round-optimal blind signature in the CRS model. Schnorr [Sch01] constructed an efficient
three-round blind signature based on the Schnorr signature [Sch90]. Although the Schnorr blind signature
was considered to be secure against poly-logarithmically many signature, it was not until recently that
provable security in the algebraic group model (AGM) and ROM was established [FPS20, KLX20]. Baldimtsi
and Lysyanskay [BL13] showed that proving the Schnorr blind signature only in the ROM is impossible.
Pointcheval and Stern [PS00] proved that the three-round Okamoto-Schnorr blind signature based on the
DDH assumption is secure for poly-logarithmically many signatures. Abe and Okamoto [AO00] introduced
the concept of partial blind signatures and constructed a three-round blind signature based on the DDH
assumption that is secure for poly-logarithmically many signatures. It was recently shown by Benhamouda et
al. [BLL*21] that there is a practical attack on [Sch01, PS00, AO00] when the number of signatures exceeds
the amount supported by their respective security proofs. Abe [Abe01],[KLX20] constructed a three-round
blind signature in the AGM that is secure for polynomially many signatures. Tessaro and Zhu [TZ22]
recently constructed a blind signature with similar properties but with signature size one-half of the Abe
blind signature.

Concurrent and Independent Work. In a recent series of work [BLS19, ALS20, LNS20, ENS20, LNP22b],
increasingly tight and efficient exact lattice-based zero-knowledge proofs have been constructed. In this paper
we do not use the latest of these improvements (we use [BLS19] and not the very recent [LNP22b]), first
because the efficiency of our exact NIZK does not affect the final signature size (as it is only necessary when
sending the first flow to the signer), and also because using more involved proofs of knowledge would make
the security proof more complicated and the paper less readable, we thus leave this task to a future work.



While, as mentioned, the efficiency of our exact proof does not impact the signature size, its tightness does.
In fact using [LNP22b] which proves tight bounds on the euclidean norm (rather than [BLS19] which proves
bounds on the infinity norm) would help improve the parameters of our scheme, it could even be worthwhile
to replace our second NIZK (which does not need to be exact for security) with this new proof, as having
a less efficient but tighter proof would result in even better parameters and potentially smaller signatures.
Agrawal et al. [AKSY21b] constructs a blind signature also based on the Fischlin blind signature relying on
a new assumption called one-more-SIS. After the submission of this paper, [AKSY21b] updated their paper
to include a parameter set achieving signature size 44K B using the new NIZK of [LNP22b]. The claimed
security is 109 bits and while the paper provides some potential attack directions, the new one-more-SIS
assumption warrants further cryptanalysis from the community.

2 Preliminaries

Notations. For sets X and ), Func(X,)) denotes the set of all functions from X to ). We view vectors a
in their row form. For two vectors a and b, [a'||b"] denotes the vertical concatenation. We use PPT and
QPT as shorthand for probabilistic polynomial time and quantum polynomial time, respectively.

2.1 Blind Signature

We provide the definition of blind signatures. For simplicity, we give a definition focusing on round-optimal
(i.e. two-round) blind signatures.

Definition 2.1 (Blind Signature). A round-optimal blind signature scheme gs with a message space M
consists of PPT algorithms (BSGen, U, So, Uger, BSVerify) defined as follows:

BSGen(1%) — (vk,sk): The key generation algorithm takes as input the security parameter 1* and outputs a
verification key vk and a signing key sk.

Uy (vk, M) = (p1,sty): This is the user’s first message generation algorithm that takes as input a verification
key vk and a message M € M and outputs a first message p1 and a state sty.

Sa(sk, p1) — pa: This is the signer’s second message generation algorithm that takes as input a signing key
sk and a first message p1 as input and outputs a second message ps.

Uger(stu, p2) — X2 This is the user’s signature derivation algorithm that takes as input a state sty and a
second message ps as input and outputs a signature 3.

BSVerify(vk, M, X) — T or L: This is a deterministic verification algorithm that takes as input a verification
key vk, a message M € M, and a signature 3, and outputs T to indicate acceptance or L to indicate
rejection.

Definition 2.2 (Correctness). A blind signature is correct if for any A € N and M € M, we have

(vk, sk) <~ BSGen(1?*)
(p1,sty) < Ui (vk, M)
P2 (i Sg(Sk, ,01)

b)) (;’— Uger (Stu, pg)

Pr : BSVerify(vk, M, £) = T | =1 — negl(X).

Definition 2.3 (One-More Unforgeability). A blind signature is classically (resp. quantumly) one-more
unforgeable if for any Q = poly(\) and PPT (resp. QPT) adversary A that makes at most Q classical
queries, we have

(vk, sk) <~ BSGen(1*)  BSVerify(vk, M;, ;) = T for all i € [Q + 1]

oMU o
Advp. (A) := Pr {(Mi, %) Vicias] & AS (0 (vk) T A{Mi}igiq) s pairwise distinct

= negl(X)
where we say that {M;};ciqi1] is pairwise distinct if we have M; # M; for all i # j.
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Definition 2.4 (Blindness Under Malicious Keys). To define blindness, we consider the following game
between an adversary A and a challenger.

Setup. A is given as input the security parameter 1*, and sends a verification key vk and a pair of messages
(Mg, My) to the challenger.

First Message. The challenger generates (p1p,Stu ) < Uy (vk, My) for each b € {0,1}, picks coin < {0,1},
and gives (pl,coim pl,lfcoin) to A.

Second Message. The adversary sends (p2,coins P2,1—coin) t0 the challenger.

Signature Derivation. The challenger generates ¥, < Uder (St b, p2,b) for each b € {0,1}. If BSVerify(vk,
My, Xp) = L for either b =0 or 1, then the challenger gives (L, 1) to A. Otherwise, it gives (3o, %1)
to A.

Guess. A outputs its guess coin’.

We say that A wins if coin = coin’. We say that a blind signature is classically (resp. quantumly) blind
against malicious senders if for any PPT (resp. QPT) adversary A, we have

AdvlbjliBnSd (A) :=

Pr[A wins] — ;‘ = negl(A).

Remark 2.5 (Blind Signature in the (Q)ROM). In the (Q)ROM, we assume all algorithms used to define Igg
and the adversary are provided oracle access to the random oracle. For instance, in the game of one-more
unforgeability, we assume A4 and Ss to have access to the random oracle. All probabilities are also taken
over the random choice of the random oracle.

2.2 Non-Interactive Zero-Knowledge Proofs in the (Q)ROM

We consider a non-interactive zero-knowledge proof of knowledge (or simply NIZK) in the (Q)ROM. We
chose to make the reliance on the (Q)ROM explicit for NIZKs unlike for other primitives considered in the
paper such as blind signatures since the definition deviates slightly from those in the standard model. We
also assume that the prover and verifier are provided with a common random string crs. Looking ahead, our
blind signature generates this crs as the output of another random oracle so it does not rely on any trusted
setup, thus making the blind signature also blind against malicious senders. Below, we define NIZKs with
respect to quantum adversaries but we can recover the classical definition by restricting the adversaries to
be classical.

Definition 2.6 (NIZK Proof System). A non-interactive zero-knowledge (NIZK) proof system Iz for
the relations R and Rgap (which are implicitly parameterized by the security parameter \)* and a common
random string crs with length £(X\) consists of oracle-calling PPT algorithms (Prove, Verify) defined as follows:

Proveo(crs,X,W) — /L : The prover algorithm takes as inputs a common random string crs € {0,1}¥,
statement and witness pair (X,W) € R, and outputs a proof m or a special symbol L denoting abort.

Verifyo(crs,X,ﬂ') — T/L: The verifier algorithm takes as inputs a crs, a statement X and a proof m, and
outputs either T (accept) or L (reject).

We denote by L := {X | 3IW,(X,W) € R} the language induced by R.

We require an NIZK proof system to satisfy several properties. Below, we always assume probabilities
are also taken over the random choices of the random oracle. We first consider correctness.

8Unlike conventional definition of “gap” soundness, we do not require R C Rgap to hold. The NIZK is useful as long as Rgap
defines a hard language.
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Definition 2.7 (Correctness). An NIZK proof system Tnizk is correct if for all A € N, crs € {0,1}* and
(X, W) € R, the probability of Proveo(crs,X,W) outputting L is at most negl(\), and we have

Pr [ 7 <& Prove® (crs, X, W) : Verify© (crs, X, ) = T ‘ﬂ' # J_} =1.

We consider the standard notion of zero-knowledge, except that we assume that an adversary only obtains
at most two proofs per statement. This is sufficient for blind signatures and simplifies our proof for zero-
knowledge in the QROM (see Footnote 11 for more detail). Note that for (deterministic) Fiat-Shamir-based
signature schemes in the QROM [KLS18, Kat21], it suffices to assume that the adversary can receive a single
proof per statement.

Definition 2.8 (Zero-Knowledge). An NIZK proof system Ilnizk is classically (resp. quantumly) zero-
knowledge if there exists a PPT zero-knowledge simulator Sim = (Simg, Simy) consisting of two algorithms
Simg and Simy with a shared state such that for any PPT (resp. QPT) adversary A, we have

AdvﬁﬁZK (A) := ’Pr [A|O>’P'°"e(crs) = 1} —Pr [A‘Sim°>’s(crs) = 1} ‘ = negl(A),
where Prove and S are prove oracles that on input (X, W) return L if (X,W) & R and otherwise return
Prove® (crs, X, W) or Simq(crs, X), respectively. The probability is also taken over the randomness of sampling
crs < {0,1}. Here, we assume A queries the same statement X to Prove or S at most twice.

We define proof of knowledge which is a stronger property than soundness. Informally, we require the
existence of an extractor algorithm Extract such that for any adversary outputting a valid statement and proof
pair, Extract can extract a corresponding witness. We can consider several flavors for proof of knowledge.
Below, we consider two types: single-proof extractability and multi-proof (straight-line) extractability. While
the latter is a stronger property compared to the former, the former allows for more efficient constructions.

The following single-proof extractability definition is identical to the standard definition of (non-adaptive)
proof of knowledge.

Definition 2.9 (Single-Proof Extractability). An NIZK proof system nizk is classically (resp. quan-
tumly) single-proof extractable if there exists a PPT (resp. QPT) extractor Single-Extract, constants c1, ca,
e, and a non-negligible polynomial p(\) such that for any crs € {0,1}, any X € L, any Qu = poly()\), and
PPT (resp. QPT) adversary A that makes at most Qu random oracle queries with

Pr[r & A9 (crs, X) : Verify© (crs, X, 7) = T] > pu(N),

we have,

) 1
Pr| W & Single-Extract™(crs,X) : (X,W) € Rgap | = ————== - 1(A)* — negl(\),
p(N) - Qf

where the runtime of Single-Extract is upper bounded by co - Time(A) and we assume one oracle access to A
takes Time(A).

For instance, in the classical setting, if we compile a sigma protocol with the Fiat-Shamir transform,
then we have (c1,c2,e) = (2,2,1) and p(A) = 1 via the forking lemma [PS00, BN06]. In the quantum
setting, [DFMS19, LZ19] showed that (c1,c2,€) = (3,2, 6) for some non-negligible p(\) if the sigma protocol
is additionally collapsing (see Appendix B for more details).

We additionally rely on a stronger type of extractability where we can directly extract from multiple
statement and proof pairs output by the adversary. Unlike the above definition, the adversary is further
allowed to chose the statement adaptively. To perform such strong form of extraction, the common random
string crs is simulated and the extractor is provided with a special trapdoor corresponding to crs.
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Definition 2.10 (Multi-Proof Extractability). An NIZK proof system Tz is classically (resp. quan-
tumly) multi-proof extractable if there exists a PPT (resp. QPT) oracle simulator Ses and a PPT (resp.
QPT) extractor Multi-Extract with the following properties:

CRS Indistinguishability. For any PPT (resp. QPT) adversary A, we have

AdVEE (A) = ‘Pr[crs & 10,13 : A9 (crs) = 1] — Pr[(cFs, 7) & Ses(1?) 1 Al (cTs) = 1]‘ = negl(\).
Straight-Line Extractability. There exists constants c, ey, ea and polynomial p(\) such that for any Qu =
poly(A\) and PPT (resp. QPT) adversary A that makes at most Qu random oracle queries with

Pr [ (675,7) € Sas(1)){(X, ) biclan) & A7) (&79) : Vi € [Qs], Verify© (675, X;, mi) = T| = (),
we have,

s, 7) ¢ Sers (1), {(Xi, ™) Viejas) ¢~ A9 (cs), Vi € [Qs], (Xi, Wi) € Rgap

Pr (crs, T)
{W; ¢ Multi-Extract(1*, Qu, Qs, 1/, 7, Xi, mi) Yiejqs) A Verify?(crs, Xi,mi) = T

= 5 (A) — negl(A).

1
2

Moreover, the runtime of Multi-Extract is upper bounded by Q' - Q< - /% “p(A).

We show that for our NIZK, we have (¢, e1,e2) = (1,1,0) in the classical setting where p(A) is roughly the
time it takes to perform a standard PKE decryption. In the quantum setting, we instead have (c,eq,es) =
(1,2,1).

Remark 2.11 (Regarding Common Random String). We only require a common random string crs for multi-
proof extraction, and thus omit crs from the syntax for simplicity when only requiring single-proof extraction.
Looking ahead, in the context of blind signatures, the crs is simply generated as an output of the random
oracle since it is a common random string.

2.3 Lattices

Rings and Gaussian Measures. For a power of 2 integer d and a prime ¢, let R, denote the polynomial
ring Zy[X]/(X?+1). Throughout this paper we view ring elements a = Z?;(Jl ;X' € Z[X]/(X9+1) as row
vectors (g, -+ ,a4-1) € Z% interchangeably. For integers a and b such that a < b, [a,b]_ .4 C R, denotes
the set of all polynomials in R, with coefficients in [a, b]. For a positive real o, let Dz , denote the discrete
Gaussian distribution over Z?. For any x € Z%:

L elx]3/(20)
oo ) = = (v [2/@0%)

yEZA

To simplify notations, we occasionally use a < D, to mean that the coefficient vector of a € R, is sampled
from Dga ,. The definitions naturally extends to vectors a € RF by viewing a as a vector in Z’;d. Finally,
for a matrix R € Z"*™ we denote by s1(R) its spectral norm. We extend the notion to matrices over R by
considering the coefficient embedding into Z.

The following is the rejection sampling lemma by [Lyul2, Lemmas 4.3, 4.6].

Lemma 2.12 (Rejection Sampling). Let V C Z™ in which all elements have €o-norm less than T, h be
a probability distribution over V', ¢ a positive real, err a positive real smaller than 1, and set o = ¢-T. Now
sample € <~ h and r < Dzm ,, set z =e+r, and run b < Rej(z, e, ¢, T, err) in Fig. 1. Then, the probability

that b =T is at least (1 — err)/u(¢, err) for u(o,err) = eXP( ’QIéZierr . % + ﬁ) and the distribution of

(e,z) conditioned on b= T is within statistical distance of err/ (¢, err) of the product distribution h X Dzm .
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Rej(z7e’ ¢7 T7 err)
1w [0,1)
2
2. if u > m - exp (%) then return L

3: else return T

Figure 1: Rejection sampling.

As a concrete example that is often used, by setting ¢ = 11 and err = 27199 we get (¢, err) ~ 3. We can

also set for example ¢ = 14 and err = 27256 to obtain (¢, err) ~ 4 if we want better statistical bounds.
The following establishes useful lemmas to bound the norm of an element sampled from some discrete
Gaussian distribution [MR04, Lyul2, ABB10a).

Lemma 2.13. For any real t > 0 and t' > 1, we have

loge ‘t2

Prix <& Dzn o ||X[loo > to] < 2n-27 2 1

Pr[x <& Dzn o : ||X||2 > toy/n] < on-(F55 (1-t%)+logt)

Lemma 2.14. Let k,q be positive integers larger than 2, a € RZ, u € Ry, Tq € RFXE be an arbitrary
basis for At(a), and o > | Tallcs - w(vIogkd). Then, if we sample a vector e <+ Dpt(a),or we have

Pr[|le|s > Vkdo] < negl(d).

The following states that with overwhelming probability, the MSIS problem has several solutions. The
proof is a simple adaptation of [Lyul2, Lemma 5.2.] to the structured lattice setting.

Lemma 2.15. Let d, k,q,A be positive integers and Ry = Z[X]/(X? 4+ 1). For any a € RF and s &
[—A, A]" ., the probability that there does not exist s' € [—A, A]foefF such that s' #s and as” = as'" is at

coeff?

most ¢¢/(2 - A + 1)*.

Hardness Assumptions. We define several hardness assumptions used in this paper. We first define the
module short integer solutions (MSIS) and module learning with errors (MLWE) assumption. Below, we
assume the assumptions are difficult for QPT adversaries by default.

Definition 2.16 (MSIS). For integers d = d(\),n = n(A\),k = k(d,n),q = q(d,n) > 2, B= B(d,n), and an
algorithm A, the advantage of the module short integer solutions MSISy ,, k. 5.4 problem of A is defined as
follows:

AdyMSBankBa( ) = PrlA(A) w e: 0 < |les < BAAe" =0 mod ¢]

wherej & R'[;Xk. We say the MSISy ., k. B, assumption holds if the above advantage is negligible for all
QPT A.

Definition 2.17 (MLWE). For integers d = d(A\),n = n(X\), k = k(d,n),q = q(d,n) > 2, an error distribution
x = x(d,n) over R, = Z4[X]/(X?+ 1), and an algorithm A, the advantage of the module learning with
errors MLWEg », i v,q problem of A is defined as follows:

AdvMWELrkxa(A) = [Pr[A(A,AsT +e') — 1] — Pr[A(A,b") — 1]|,

where A < RI7F s ExF e X", and b & Ry . We say the MUIWE p, k. x,q assumption holds if the above
advantage is negligible for all QPT A.

Finally, we define the decisional small matriz ratio (DSMR) assumption [CPST20, Kat21] that generalizes
the decisional small polynomial ratio (DSPR) assumption used by [HPS98, LTV12, SXY18]. The latter
underlies the hardness of the NTRU encryption scheme.
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Definition 2.18 (DSMR). For integers d = d(\), k = k(d),p = p(d),q = q(d) > 2 such that p and q are
coprime, an error distribution x = x(d) over R, = Z,[X]/(X%+ 1), and an algorithm A, the advantage of
the decisional small matrix ratio DSMRg . v.q.p Problem of A is defined as follows:

AdyPSMRa k. x.a.p (A) = ‘Pr[A(p SV - F_l) — 1] — Pr[A(h) — 1]

)

where (v,F) «+ x* x x¥** conditioned on F being invertible over mod q and mod p, h + R’;. We say the
DSMRy i x.q.p assumption holds if the above advantage is negligible for all QPT A.

Sampling Algorithms. Chuengsatiansup et al. [CPST20] shows how to generate a lattice trapdoor
based on the DSMR assumption. Although we can generate a lattice trapdoor without any computational
assumptions or using only the MLWE assumption, e.g. [GPV08, MP12], relying on the DSMR assumption
results in better parameters.

Lemma 2.19 (Trapdoor Generation). Let R, = Z,[X]/(X? + 1) with d a power of 2, ¢ a prime, and
k > 2 a positive integer. Let x := Dz, for o < O(q*) for which the DSMRy_1. .41 assumption holds.
Then, there exists a randomized algorithm TrapGen(1¥?, q) that outputs a vector a := [1 | a'] € RE and a

full-rank matriz Ty € RF** where Ty is a basis for A*+(a). Moreover, | Tallcs = O(¢"/*) and a’ € RE1 s
indistinguishable from random based on the DSMRy k—1,y,q,1 assumption.

Using a lattice trapdoor, we can perform the following types of discrete Gaussian sampling [ABB10a,
CHKP10, CHKP12, MP12]. We modify SampleRight from [MP12] so that the so-called “MP-trapdoor” R*
can be large in a controlled manner. We believe this may have other applications and provide a proof sketch
in Appendix A.1.

Lemma 2.20 (Trapdoor Sampling). Let R, = Z,[X]/(X? + 1) with d a power of 2, q a prime, and
k, k' k1, ko positive integers such that k, k' > 2 and k1 + ko = k'. Then, we have the following.

— SampleLeft(a, b, u, Ta,0) — e : There exists a randomized algorithm that, given vectors a € R’; and
b € Rf;, with k' = k1 + k2, a ring element u € Ry, a basis Ta € R** for At(a), and a Gaussian

parameter o > || Tallgs - w(v/Iogkd), outputs a vector e € RF* sampled from a distribution which is
negl(d)-close to DAi([a“)D’U'

— SampleRight(a, g, (R, ¢, R’),t,u, Tg,0) — e: There exists a randomized algorithm that, given vectors
a e R’q“l, g < R’;, matrices R € RF*F and R’ € RF2*F invertible elements c,t € Ry, a basis Tg for

1%/] c Rk:’ ><k’

outputs a vector e € R +k sampled from a distribution which is negl(d)-close to Dy (ja)aR* +t-g]),0-

A (g), and a Gaussian parameter o > s1(cR*) - || Tgllcs - w(v/Iog kd), where R* = {

In the above SampleRight algorithm, it is conventional to set g as the so-called “gadget matrix” [MP12].
For any integer b > 2, g :=[1|b|--- | b*7] € RF, where k = [log;(¢)]. The size of g is parameterized by b.
Moreover, there exists a public known trapdoor Tg € R*** such that || Tglles < Vb2 + 1.

2.4 Commitments

We provide a minimal definition for a commitment scheme in the common random string model. Below, we
do not define the blinding property as it will be implicitly handled by the trapdoor-sampling-compatibility
notion that we define in Section 3.1.

Definition 2.21 (Commitment Scheme). A commitment scheme Ilcom with message space M, random-
ness space R and common random string crs with length £(X\) consists of the algorithm Com defined as
follows:
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Com(crs, M;rand) — com : The commitment algorithm takes as input the common random string crs, a mes-
sage M € M, and randomness rand € R, and outputs a commitment com. We may omit rand when we
do not require the randomness to be explicit.

We require the commitment scheme to satisfy hiding.

Definition 2.22 (Hiding). A commitment scheme with message space M is classically (resp. quantumly)
hiding if for any PPT (resp. QPT) algorithm A, we have

crs <& {0,1}, (Mg, My) & A(crs), b & {0,1}

Ad hide A) =
Vitean (A) com < Com(crs, M), b < A(crs, com)

Pr

1b= b'] - ;| = negl(\).

2.5 Quantum Related Tools

Quantum Computation. We briefly give some background on quantum computation. We refer to [NC00]
for more details. A state |¢)) of n qubits is expressed as >, (o1} @ |2) € C?" where {0y }re(o,1}n IS a
set of complex numbers such that 7 o 1yn |@a|® = 1 and {|2)}se(0,1)» is an orthonormal basis on c?"
(which is called a computational basis). If we measure |¢) in the computational basis, then the outcome
is a classical bit string € {0,1}" with probability |a,|?, and the state becomes |z). The evolution of
a quantum state can be described by a unitary matrix U, which transforms |z) into U |z). A quantum
algorithm is composed of quantum evolutions described by unitary matrices and measurements. We also
consider a quantum oracle algorithm, which can quantumly access to certain oracles. The running time
Time(A) of a quantum algorithm A is defined to be the number of universal gates (e.g., Hadamard, phase,
CNOT, and 7/8 gates) and measurements required for running A.

Useful lemmata. Zhandry [Zhal2] has shown that a quantum random oracle can be simulated by a family

of 2Q-wise independent hash functions against an adversary that quantumly accesses the oracle at most Q
times.

Lemma 2.23. Any quantum algorithm A making quantum queries to random oracles can be efficiently sim-
ulated by a quantum algorithm B, which has the same output distribution, but makes no queries. Especially,
if A makes at most Q queries to a random oracle H : {0, 1} — {0,1}°, then Time(B) ~ Time(.A)—I—Q-Tffg'Wlse
where Tj(g"”ise denotes the time to evaluate a 2Q-wise independent hash function from {0,1}* to {0,1}°.

Throughout the paper, we omit the subscripts a and b when the context is clear. The following two
lemmata by Zhandry [Zhal2] roughly states that we can modify the random oracle to have range with size
polynomially related to the number of (quantum) random oracle query an adversary performs.

Definition 2.24 (Small-Range Distributions). Fiz a positive integer r and sets X and ) and a dis-
tribution D on Y. Lety = (yi, -+ ,yr) & D" and let P : X — [r] be a random function. We define a
small-range distribution with r samples of D by the distribution on Func(X,)) induced by y and P defined

as H(x) = yp(a).

Lemma 2.25. There is a universal constant Cy = (87%)/3 < 27 such that, for any sets X and Y, distribution
D on Y, any positive integer v, and any quantum algorithm A making Q queries to an oracle H: X — ),
the following two cases are indistinguishable, except with probability less than Cqy - Q3 /r:

o H(Z) = Yind(x), where y = (y1,-+ ,Yx|) ¢ DIX1 gnd ind is any bijective map from X to [|X|];
e H is drawn from the small-range distribution with r samples of D.

The following lemma by Zhandry [Zhal2] states that if each output of two oracles are independent and
computationally indistinguishable, then an efficient adversary with quantum access to the oracles can still
not distinguish them,
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Lemma 2.26. Let X and ) be arbitrary sets and let Dy and D1 be efficiently sampleable distributions on ).
For b € {0,1}, let Hp be a distribution over Func(X,)) such that when we take Hy < Hyp, for each x € X,
Hy () is identically and independently distributed according to Dy. Then if A is a QPT algorithm that makes
at most Q oracle queries such that

PrAMo) (1%) = 1] — PriAMY (1) = 1) > ¢,

where Hy < Hyp for b € {0,1}, then we can construct a QPT algorithm B with runtime similar to A that
distinguishes Do from Dy with probability at least €2/(C - Q®) for some universal constant C > 0.

Finally, Kiltz, Lyubashevsky, and Schaffner [KLS18, Lemma 2.1] establishes that it is difficult even for
an adversary with quantum access to the random oracle to find an input that satisfies a sparse relation. For
any A € [0,1], let By denote the Bernoulli distribution, i.e., Prpp, [b=1] = A.

Lemma 2.27 (Generic Search Problem with Bounded Probabilities). Let A € [0,1] and X be any
set. For any (possibly unbounded) quantum algorithm A making at most Q quantum queries to its oracle,
consider the following game between a challenger:

1. A outputs a set of reals (\y)zex;

2. The challenger checks if A, < A for all x € X. If not, abort. Otherwise, it samples by < By, and
prepares the function G : X — {0,1} such that G(z) = b, for all x € X, and finally provides A oracle
access to G;

3. Al® outputs x € X. We say A wins if G(z) =
Then, we have Adv®B”(A) := Pr[A wing < 8- X- (Q+1)2.

3 Lattice-based Blind Signature from Compatible Commitments

In this section, we provide our generic construction of a blind signature tailored to lattices. For a high level
overview of our construction, we refer the readers to Section 1.3. For simplicity, we first prove the scheme
against classical adversaries. The proof against quantum adversaries is provided in Section 5.1.

3.1 Trapdoor-Sampling-Compatible Commitments

We first explain the type of lattice-based commitments applicable to our generic construction, which we
call trapdoor-sampling-compatible commitments. For instance, the BDLOP commitment by Baum et al.
[BDL*18] is one specific instantiation. We keep this layer of abstraction as we believe this captures the
essential properties required by our generic construction and allows drop-in of different types of commitments.

Definition 3.1 (Trapdoor-Sampling-Compatibility). Let L and {eom be positive integers. Let Ucom be a
commitment scheme with message space M := RL and an Leom-bit common random string crs. com is (k, §)-
trapdoor-sampling-compatible if there exists accompanymg deterministic PT algorithms (ParseCom, ParseRand)
such that for any crs € {0,1}%n rand € R, M e M, and com = Com(crs, M; ;rand), we have the following:

e (bi)iey) C crs’, t = ParseCom(com), and (r;);c;r) = ParseRand(rand), where b; € R t € RL, and
r; € Rk,

e foreachi€ [L], t; = birlT + M; € R,, where t; is the i-th entry of t, M; is the i-th entry of I\7], and r;
satisfies s1([r] |...|r[]) < 6;

9That is, we assume the bit-representation of each b; is included in crs. Without loss of generality, we can think instead
that crs lives in (R¥)Y x {0,1}¢. Although we could have considered an algorithm ParseCRS that outputs (b;); on input
q g g p i€[L)
crs, we did not chose so since it would complicate the security proof. (See Footnote 12)
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e finally, the concatenated vector [by | -+ | by] € REF consists of elements in {0,1} C Ry or uniform

random elements in R,, where the probability is taken over the randomness of crs & {0,1}fn . Note
that when b; and b; contain duplicate entries, say the first entry of b; and b; are defined identically,
then we only consider randomness over one of them.

Roughly, § dictates the “quality” of the randomness used to hide the message. The choice of s1(-) is
arbitrary, and for instance, we can use the two-norm.

3.2 Construction of Blind Signature

Parameters. For reference, we provide in Table 1 the parameters used in the scheme and in the security
proof. We require these parameters to satisfy certain conditions for the correctness and security to hold,
which are summarized in Section 3.3. As typical with many lattice-based constructions, the parameters are
quite dense so we advise the readers to refer Table 1 only when needed.

Looking ahead, the main parameters to keep in mind are (g, d, k1, ke, k3): ¢ and d define the polynomial
ring Ry; k1 is the lattice dimension used to perform trapdoor sampling; ks is the dimension of the message
space M of the commitment scheme Ilcom; and k3 is the length of (bi)ie[L:kQ] of Tlcom. We can simply set
ki1, ko, and k3 to be equal to the maximum value of these three but we chose to parameterize them since it
allows us to fine-tune them for better concrete efficiency. For those only interested in the asymptotic, one
can safely assume they are the same value.

| Parameter | Explanation |
R, Polynomial ring R, = Z[X]/(¢, X* + 1)
Biny Any a € Ry s.t. |la]|2 < Bin is invertible
k1 Size of lattice trapdoor T € R"** (see Lemmata 2.19 and 2.20)
k2 Size of the message space M = R’;Q for Icom
(ks,0) Parameters for the trapdoor-sampling-compatible Ilcom (see Definition 3.1)
o Gaussian parameter for trapdoor sampling algorithms
(LRizk s Lecom) Length of common random string crs for Iz« and Ilcom, respectively
08P Spectral norm bound on the extracted commitment randomness used in gap relation Rg,
BS,, ¢ [3] Two-norm bound on the vector (e1, ez, e3) := e sampled by the signer
BY ., i€ [3] Two-norm bound on the real secret vector (&1, &2, €3) := & for relation R*®
BYEP € [3] Two-norm bound on the extracted vector (€1, &2, €s) := € for gap relation Rg,,
Schal C Ry Challenge set of the interactive proof system implicit in II{x
B One-norm bound on ¢ € Schal used in gap relation R,
Shash C Ryq Hashed message set with size > 2* s.t. V(c, h) € Schal X Shash, ||¢ - A2 < Binv/2
AMWE Bound on solution size of search MLWE s.t. the solution is not unique
(xmuwe, Bmuwe) Noise distribution for decision MLWE, where R & XI:AIL\T\,’EZ = s1(R) < Bmuwe w.0.p
(xDsMR, Bpsmr) Noise distribution xpsmr := Dz,Bpsur for DSMR
Buwusis Two-norm bound on the solution for MSIS

Table 1: Overview of parameters and notations. The rows following the second double horizontal line are
parameters mainly used in the security proof.

Building Blocks. Our blind signature Ilgs relies on the following building blocks. The norm bounds on
vectors and matrices are chosen with the later concrete parameter selection in mind. For the asymptotic
result, we could have simply used the two-norm.

e A commitment scheme ¢y, with message space M = R’;Q (i.e., L := ko in Definition 3.1), randomness
space R, and an feom-bit common random string crsem that satisfies hiding and (ks, d)-trapdoor-
sampling-compatiblity.
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e A NIZK proof system I1},, (without a common random string) for the relations R® and Rg,, that
satisfies correctness, zero-knowledge and single-proof extractability, where R® and R}, are defined as

gap
follows: !9

P k1 +ho+ko-k
(€1,82,83) 1= & € RFthathaks

- R* = { X = (a1,az, (bi)icry), w, h), W =& Vi € (3], |[&ill2 < B, ;
Ala|az+h-g|by| - |bglel =u
(€1,89,83) := & € Rhthathaka
— Rzap = X = (al,ag, (bi)ie[kﬂ,u,h),w = (é,C) VZ € [3], ||éz||2 S Bg:igap A\ ||CH1 S BC
Alay|ag+h-g|bi|--|bglél =c-u
e A NIZK proof system IIfj, (with a common random string comgj, ) for the relations R™ and R, that
satisfies correctness, zero-knowledge and multi-proof extractability, where R™ and Rg,, are defined as
follows:
_Rm . X = (crscom, com), (h,rand) € Shash X R, )
’ W = (h,rand) A com = Com(crseom, h - g;rand) [’
! < . / <
m % — (crsmcom), | W2 < Bo/2 A ¢, el < B
o Rgap = W= (h/ cd.c (r) ) A 51([1‘1 | o |rk2]) < o8P ’
s €5 C T )ig ko] /\ti:bi(ri/C)T—F(h//Cl)'gi
where t = ParseCom(com), (b;)ic(,] € Crscom, & = [L | b] -+ | b*>71] € Rk is the gadget matrix with

k2 = [log,(q)], and g; is the i-th element of g.

e Four hash functions Hgs, Hu, Hm, and Hs modeled as a random oracle in the security proof. The latter
two Hyn and Hs are hash functions used by the NIZK proof systems IIY;x and II},,x, respectively.
Hm : {0,1}* — R, is a hash function used to map messages to ring elements. Hcs is a special hash
function, for which we only use the input 0. Specifically, Hes(0) = (crspzk, CrScom, a2) contains the
common random strings crsgzx and crscom used by IIY,« and Ilcom, respectively, and a random vector
as € R’;?. Note that as standard practice, the four hash functions can be derived from a single hash
function by using appropriate domain separation.

Construction. The construction of our blind signature Ilgs is provided below. We assume Hs(0) =
(crspizis CrScom, a2) and (bi)ie[krz] C crscom are derived correctly by all the algorithms and omit the process
of generating them.

BSGen(1*) : Tt runs (a;, Ta,) & TrapGen(1¥1¢,¢), samples s & [—AMLWE,AMLWE]EfékaQka) and sets u =
[a1 | by | -+ | bg,]-sT € Ry, where recall a; € RF', b; € RI® for i € [ko]. It then outputs
(vk,sk) = ((as,u), Ta,).

U, (vk, M) : Tt hashes h = Hy(M), samples rand ¢~ R, and computes com = Com(crscom, h - g; rand). It then
creates a proof ™™ & Prove"™ (crsf ., (CrScom; com), (h, rand)) that proves the wellformedness of the
commitment com, and outputs the first message p; = (com,7™). Finally, it sets its state as st;; = rand.

Sa(sk, p1) : It parses (com,7™) < p; and outputs L if Verify"™ (crsi ., (crscom, com), 7™) = L. Otherwise,
it computes t ¢+ ParseCom(com) and samples a short vector e € RF1+kz+kzks guch that

a1 |az +t | by [ [ by] el =, (6)

using e & SampleLeft(a;,[as +t | by |--- | bg,],u, Ta,,0). It outputs the second message ps = e.

10With an abuse of notation, when we write (&1,8&2,83) = & € RF1Tk2tk2k3 we assume (&1,82,83) € R*1 x R*2 x RF2'k3,
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Uger (stye, p2) = Tt parses (eq, es, e3) := e < po, rand < sty,, and outputs L if either 3i € [3], ||e;]|2 > Bgi or
Eq. (6) does not hold. Otherwise, it computes t <— ParseCom(comes) and (r;);e[x,] < ParseRand(rand),
where h = Hu(M), t; = birz—»'— +h-g; € Ry, and t; and g; are the i-th entries of t and g, respectively.
It then rewrites the left hand side of Eq. (6) as follows:

[ai |as+t|by| - |by,]-e" =[a; |as+ [bir] +h-gi | | byrl +h-ge]|bi| - |by] -ef
T
€
ey

=lay |ag+h-g|by |- |bg]| e1-r{ +ej; |,

T T
€2,ko  Tg, T €34,

—=:8€ Rk1+k2+kaks3

where e3 = [es1 | -+ | e3r,] € RF2* and ey = [eg1 | -+ | e2.x,] € R¥? are parsed intro appropriate
sizes. It then creates a proof 75 & ProveHS((al, as, (b;)ic[k,], U, h), €) that proves knowledge of a short
vector é. If | + Verifst((al,aQ7 (bi)ie[ks)> us h), 7°), then it outputs ¥ = L. Otherwise, it outputs
> = 7° as the signature.

BSVerify(vk, M, X) : It parses 7° <— X, sets h = Hu(M), and returns the output of VerifyHS((al, az, (bi)icik,),
u, h), m).

Remark 3.2 (Variations of the Construction). We can consider slight variations of the above construction.
For instance, in case the commitment vectors satisfy b; = --- = by,, which is the case for our concrete
instantiation in Section 4.1, the signer can alternatively sample e such that [a; | az +t | bi]-eT = u instead
of Eq. (6). The user then parses

-
€]

[ai|as +t|bi]-e' =lai[as+h-g|bi| - |by,) . e; .
[ef |- rk2]92 +e;3
where it reconstructs a vector with a slightly larger norm but shorter dimension compared to € defined above.
Which variation offers the “best” blind signature highly depends on many factors: the criteria that we wish
to optimize (e.g., minimize the signature size, minimize the total communication cost); the concrete choice

of NIZKs and commitments we use; and other implicit parameter selections. However, regardless of which
variation is chosen, the following security proofs we provide remains identical.

3.3 Correctness and Condition on Parameters

Correctness. The following establishes the correctness of the above blind signature Ilgs.

Lemma 3.3. The blind signature Ilgs is correct if o > w(q'/* - \/logkd), Vi € [3],351- = Vkido, Vi €
2], B, = Bgi, BY 4 = (5352 + B§,3 and the two NIZKs I}, and IIY,« are correct.

Proof. By correctness of IIfj,«, the signer correctly processes the first message p; sent from the user. By
Lemma 2.19, we have ||Ta,|lcs = O(¢'/*'). Combining this with Lemmata 2.14 and 2.20 and the bound
on the Gaussian parameter o, the samples vector (ej,eq, e3) := e satisfies |le;|la < Bgi for all i € [3]
with all but negligible probability. Then, we have ||€3]l2 < |les]l2 + Zfil lea,i - rill2 < llesll2 + [lez]|2 -
si([ef]...[rf,]) OB, + BS 5 , where we use s1([r] |...[r],]) < & which follows from the (ks, §)-trapdoor-
sampling-compatibility of Ilcom. Hence, by correctness of II},;4, we conclude that Ilgs is correct with all
but negligible probability. O

Conditions on Parameters. We summarize the conditions that our parameters in Table 1 must satisfy
for the correctness and security of our scheme. These conditions are only asymptotic and mainly provided
for concreteness. We show in Section 4.5 a set of concrete parameters.
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- The MLVVEdJ’kl,l DSMRd,h*LXDSMR,qJ? and DSMRd’kaB,l
k‘1><k?2

any R & Xmiwe > we have s1(R) < Bumuwe with overwhelming probability;

1 assumptions hold, where for

sXMLWE G » sXDSMR» 45

- The MSlsd,l,k1+k2k3,BMs|5,q assumption with Bysis = Bg:i]ap+Bg:§ap+BM|_WE'Bg:gap+Bc~AM|_WE\/ k1 + koks
holds;

- TrapGen operates properly (Lemma 2.19): that is, Bpsmr < O(¢'/*1).
- SamplelLeft operates properly (Lemma 2.20): that is, o > w(q¢'/* - \/logk1d);

- SampleRight (in the security proof) operates properly (Lemma 2.20): that is, o > s1(R’) - ||Tgllcs -
w(VIog kad), where 51 (R')? < \/B. - By + 0592, and | Tglles < O(q"/5);

- Vector s sampled by BSGen retains 1-bit of min-entropy (Lemma 2.15): that is, (2¢)/ *1+*2k3) /2 < Apwe;

- Correctness holds: that is BS ; = vkido, Vi € [2], B, = BS ;, BY 3 = 0BS, , + BS 5;

- Bgi < Bg’igap and ¢ < §8% that are required implicitly by the extractability of II},;« and IIf,, respec-
tively;

- Condition on (Biny, Shash; Schal) holds: that is, any a € Ry s.t. ||a|l2 < Biny is invertible, |Shash| > 22 and
for any (¢, h) € Schal X Shash, we have ||c- hlla < Biny /2.

3.4 Proof of Blindness

Theorem 3.4. The blind signature Ilgs is classically blind under malicious keys if the commitment scheme
Hcom is classically hiding, and the two NIZKs 11}z for (R®,Rg,,) and 11z for (R™, Rg,,) are classically
zero-knowledge.

Proof. Let A be a PPT adversary against the blindness game. Below, we consider a sequence of games,
where the challenger samples coin = 0 (resp. 1) in the first (resp. last) game. For each i, let ¢; denote
the probability that A outputs coin’ = 0 in Game;. Blindness is established by showing that the differences
between the ¢; in each adjacent games are negligible.

Game; : This is the real blindness game where the challenger samples coin = 0. Specifically, (p1,0,p1,1) is
given to A as the first message. By definition, .4 outputs coin’ = 0 with probability €;.

Games : In this game, instead of running ProveHs, the challenger simulates the signature using the zero-
knowledge simulator Sim® = (Simg, Simj) for II} ;. Concretely, when A makes a random oracle query to Hs
the challenger runs Simj. When A submits (p2 0, p2,1) to the challenger, the challenger parses esp < pap
for b € {0,1} and performs the check made by Uger. If it holds, it runs 7 & Sim$(ay, ag, (bi)ie[ks]> U, hyy) for
b € {0, 1}, where hy = Hu(Mj;). If the two simulated proofs 7° are valid, then it outputs the two signatures
as (2o := 75, % := 7)) to A. Notice that by definition of the blindness game, the challenger runs Simj at
most twice per statement as required by the definition of Simj.'!

It can be checked that we can construct a PPT adversary B° that has advantage |e; — €3] in the zero-
knowledge game, where 55° internally executes .4 and simulates the challenger with its provided oracles
(O, Prove) or (Simg, S). Note that B° only queries valid statements to Prove or S due to the check performed
by Uger. Moreover, B° can answer the random oracle queries to Hes, Hu, and H,, in an on-the-fly manner.
Thus we have,

leg —ea| < Advﬁ%m (B®).

H1n standard proof of Fiat-Shamir-based signatures, this subtle condition is typically ignored since we can turn the signing
algorithm deterministic using a pseudorandom function. That is, Simj only needs to generate one proof per statement. In the
context of blind signatures, this is no longer the case since even if two users use the same statement, the proofs generated with
different randomness will be different.
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Games : In this game, instead of running Prove''™, the challenger modifies part of the first message p;
using the zero-knowledge simulator Sim™ = (Simg', Sim]") for I}, . In particular, when A makes a random
oracle query to Hy, the challenger runs Simg'. Moreover, when A submits (Mg, M;) to the challenger,
the challenger computes com, & Com(crscom, by - g) for b € {0,1}, where hy, = Hu(M,) as performed by
Uy. Tt then runs 7 < Sim{ (crsflzk, (CrScom, comy)) for b € {0,1}, and outputs the first message pairs as
(,01,0 = (COm(),ﬁ'(r)n),pl,l = (coml,ﬂ“)) to A.

Following an identically argument to above and further programming the output of Hcrs(0) to use crsyz«
provided by the zero-knowledge game of IIY,, we can construct a PPT adversary B™ such that

ZK m
|62 - 63| S AdeﬁIZK (B )

Gamey : In this game, the challenger further modifies part of the first message p;. Rather than computing
comy, & Com(crscom; by, - g) for b € {0,1}, the challenger computes com; & Com(crscom,0) for b € {0,1},
where 0 € M = R}>. By programming the output of Hes(0) to use crscom provided by the hiding game of
Ilcom, it is clear that we can construct a PPT adversary Beom such that

‘63 — €4| S 2- Advlhli(::m (Bcom)~

At this point, the distribution of the first messages (p1,0,01,1) and signatures (3o, %) given to A are
independent of the distribution coin sampled by the challenger. In other words, the adversaries advantage
remains the same even if the challenger sends (p1,1,01,0) as the first message.

Games : This is the real blindness game where the challenger samples coin = 1 and (p1,1,p1,0) is given to
A as the first message. By redoing the modifications made to move from Game; to Gamey in reverse order,
while setting coin = 1, we have |eg — €5] = |1 — €4].

Collecting all the bounds, we have |e; — €5] = negl(\) as desired. Moreover, Time(B®), Time(B™), and
Time(B™) are roughly the same as Time(A). O

3.5 Proof of One-More Unforgeability

Theorem 3.5. The blind signature llgs is classically one-more unforgeable if the two NIZKs 13,7« for
(R®, Rap) and 11z for (R™, Rg,,) are classically single-proof and multi-proof extractable, respectively, and
the MSIS4,1 k, +kaks, Buss.ar MEWEG 1k, -1 DSMRa ks 1, xosmr,q,1 @7d DSMR g, ks —1 1 problems

are hard.

sXMLWE G » s XDSMR» 4

Proof. Assume there exists a PPT adversary A with non-negligible advantage € against the one-more un-
forgeability game that makes at most Qs signature queries. Further assume .4 makes at most Qu,, (resp.
QH,,, Qu,) random oracle queries to Hy (resp. Hpy, Hs), where we assume A never repeats the same query
without loss of generality. We consider a sequence of games, where we denote E; as the event A wins in
Game; and C; as the challenger in Game;.

Game; : This is the real one-more unforgeability game. By definition, we have

Pr[E;] =e.

Games : In this game, the challenger modifies the output of Hes(0) = (crsgzx, CrScom, @2). In the previous
game, Crsy|zx & {0, I}EWIZK. In this game, the challenger runs the CRS simulator Ses provided by IIf 7«
and generates (crsyizx, T) <= Sers(11). It programs Hes(0) to output crsyzx instead of crspz. Otherwise, it
proceeds identically to Game;.

It can be checked that Game; and Gamey are indistinguishable by the CRS indistinguishability in Def-
inition 2.10. Specifically, there exists a PPT adversary Bersp  —against the CRS indistinguishability such
that

PI‘[EQ] Z PI‘[El] — A VCHrEI]IZK (Bcrsr'\n“ZK),
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where Time(Bgsn ) is Time(A) + Time(Cz), which is roughly Time(A).

NIZK

Games : In this game, the challenger uses the multi-proof extractor Multi-Extract provided by IIY, to extract
a witness in Rg,, from all the proofs included in Qs first messages (p;1);e[qs) Submitted by A. Specifically,
when A submits p; 1 = (comj, 77') to the challenger, the challenger runs W; < Multi-Extract(1*, Qn,,, Qs, 1/1,
T, Xj,Tr;-"), where p = Pr[Es] and X; = (crscom,com;). We denote by Abortesract the event that there exists
j € [Qs] such that W; ¢ Ragap- 1f Abortetract occurs, the challenger aborts the game and rewrites the forgery
of A to be L. Otherwise, it proceeds identically to Games. Conditioning on Abortegract not occurring,
the challenger extracts W; = (hf;, ¢}, cj, (vj.i)ic[ky)) € Rgap- We note that the challenger does not use the
extracted witness in this game.
We later show in Lemma 3.6 that

Pr[Es] > = - Pr[Es] — negl(\).

1
2
Note that the runtime of the challenger C3 becomes longer than that of Co since it runs the multi-proof
extractor Multi-Extract. Due to Definition 2.10, we have Time(C3) = Time(C2) + Qj. - Qe i -p(A) for
some constants (¢, e1, ea) and polynomial p(A), where p = Pr[Eo] > € —negl(\). Assuming e is non-negligible,
Time(C3) is bounded by a polynomial.

Gamey : In this game, the challenger guesses the timing on which one of the messages included in the forgery
output by A is queried to the random oracle Hy. Specifically, at the beginning of the game, the challenger
samples j* <& [Qu,] and h; & Shash for all j € [Qu,,]. When A queries M’ as its j-th (j € [Qu,]) random
oracle query to Hy, the challenger simply returns h;. The challenger performs two types of checks. First,
when the challenger extracts W; = (h, ¢, ¢j, (rji)icir,]) € Rigsp from the first message p; 1 submitted to
by A (conditioned on Aborteract nNot occurring), the challenger checks if h; / c;» # hj-, where note that by
definition ¢/ is invertible. Moreover, at the end of the game, when A outputs the forgery {(M;, ;) }ic(qs+1)5
the challenger checks if M. € {M;}iciqs41) and if {Hm(M;)}ic(qs11) are pairwise distinct. We denote by
Abortg,ess the event that either of these checks do not hold. If Abortguess occurs, the challenger aborts and
rewrites the forgery of A to be L. Otherwise, it proceeds identically to Games.

We later show in Lemma 3.7 that

1 Qf, +1
Pr|E4] > - | Pr[Eg] — —2— .
Faf = QHy < ] |Shash| )
Games : In this game, the challenger modifies the output of Hes(0) = (Crsyzk, CrScom; @2). Specifically, after
it samples j* < [Qu,,] and hj & Shash for all j € [Qn,,] at the beginning of the game, it sets a; = ap — hj«-g

where a5 & R’;Q. It then programs Hs(0) to output this as rather than ay & R’;Q as in the previous game.
It is clear that the distribution of both as are identical. Thus, we have

Pr[Es] = Pr[E4].

Gameg : In this game, the challenger gets rid of the trapdoor T,, included in the secret key sk and modifies
the way it samples the short vector e when A submits the first message p;. In particular, the challenger
modifies the output of Hes(0) and the two algorithms BSGen and S, as follows, where the modification from
the previous game is underlined in red.

Hers (0) : Tt sample (Crspizi, 7) & Sas(1Y) and R <& xFi5k2 and sets a5 = a; R, where a; is defined in BSGen
below. It then sets the output of the random oracle to be (crsyzx, CrScom, a2 = ag — hj« - g),

ki+ko+kaks

BSGen(lA) : It samples a; & R g & [_AMLWEaAMLWE]coefF

q 9
by,] - s’ € R,. It then outputs (vk,sk) = ((a1, u), (1, R)).

and sets u = [a; | a2 | by | -+ |
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Sy(sk, p1) : It parses (com,7™) & p; and outputs L if Verify'™ (cFsp s, (crscom,com), ™) = L. Oth-
erwise, it runs W < Multi-Extract(1*,Qu,,, Qs, 1/p, 7, X, ©™), where p is defined as in Gamez and
X = (crscom, com). Conditioning on event Aborte.ract N0t occurring, we have W = (', ', ¢, (ri)icir,)) €
Rgtp-  Recall that by definition of Rg,,, we have t; = b;(r;/c)" + (h'/c) - g; for all i € [ky],
where t < ParseCom(com), ||h/||2 < Bin/2, and ¢, ¢ are guaranteed to be invertible and small, i.e.,
<11, lellr < Be. It then rewrites the vector as follows:

[ bir; K bl W
[ai|az+t|by |-+ |bg,] = |a; [aiR — hj- - g+ ‘11+§'91\"'\ zckz o 9k | by || by,
bR (W -~

:a1|a1R+C+(c,—hj*>'gb]
. ~ o
:allb|[allb:|R/+(C,_hj*)'g:|'Pperm;

~ ~ R
where b = [by | -+ | b,] € REFs R =T, @ [r] |-+ | r] ] € R¥=hoxkz R/ = { 1R } € Rielhoriyt,

C
and Pperm € {0, 1}(Fithethoks)x(kitkotkahs) jg o permutation matrix that appropriately reorders the
columns. It then samples a short vector e’ € RF1Tk2Fk2ks gych that

a B{ plr s (™ _n, T 7
VB far B R+ (5 —hye ) 8| T =, 7)

using e’ & SampleRight([a | B], g, (R,c, fl)7 (W' /¢" — hj»),u, Tg, o), where note that invertibility of %/_
hj+ required by Lemma 2.20 can be checked as follows. First, we have 0 < ||’ — ¢’ - hj+||2 < Biny based

on our parameter selection (see Table 1 and Rg‘ap) and due to the condition that event Abortg,ess does

not occur. This shows that b’ — ¢’ - hj« is invertible. Then, since ¢’ - (ﬁ—,/ - hj*) =h — - hj for an
invertible ¢/, Z—,, — hj- must be invertible as well. The signer algorithm Sy finally outputs the second

. _p-1 T
message pz = €' (P o) '

We later show in Lemma 3.8 that there exists PPT adversaries Buwe, Bhgyr and Bpsmr against the
MLWEg 1 5, -1 DSMR i1 xosur.a,1> @0d DSMR 1o ks —1 xoswr.q,1 Problems, respectively, such that

S XMLWE G
PI"[EG] > PI[ES}_AdVMLWEd,l,kl—l,xMLWE,q (BMLWE) _ AdVMLWEdJ,kl—1,XDSMR,q,1 (B/DSMR)
— 2 AdyPSMRak2ka—1xpsur-a1 (Bpgyr) — negl(A)

where Time(Bmuwe), Time(Bgyr)s and Time(Bpsmr) are roughly Time(A) + Time(Cg). Assuming the hard-
ness of the MLWE and DSMR problems, we have Pr[Eg] > Pr[E5] — negl(A).

At this point, the challenger in Gameg no longer relies on a trapdoor of a;. Therefore, we are now ready
to embed an MSIS instance in the public vectors and to simulate the view of A in Gameg in order to solve
the MSIS problem. We formally show in Lemma 3.9 that there exists a PPT adversary Bysis against the
MSIS problem such that

AdVMSISd,1,k1+k2k3,BMS|S,q (BMSIS) > . PI‘[Eﬁ]Cl _ negl()\),

1
2p(A) - Qf,
where p(\) is a polynomial, and e and ¢; are constants defined in Definition 2.9. Moreover, we have
Time(Bumsis) < ¢z - (Time(A) + Time(Cs)), where ¢z is also a constant defined in Definition 2.9.

Let us check that Bysis has non-negligible advantage and runs in polynomial time to arrive at a contra-
diction. Collecting all the bounds, we have

PI‘[El]

PI‘[E@] Z 2QHM

—negl(X)

€
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where we used |Shash| > 2*. This in particular implies

1 e \“
AdVMS|Sd,1,k1+k2k3,BMS|S,q B > . ( ) — ne | )\
( MSlS) = 2]7()\) ) QPHS 2QHM g( )
which is non-negligible by assumption. Moreover, we have Time(Cs) ~ --- = Time(C3), Time(C3) =
eq ‘Q€2+1
Hm

Time(Cz) + —=2— - p(A), and Time(Cz) ~ Time(C1), where “~” hides an insignificant blow up in the
runtime and p = Pr[Es] > € — negl(\). Since Time(A) can be assumed to be larger than Time(Cy), we have

e1 ne2t1 e1  ne2+1
Time(Cg) ~ Time(A) + % -p(A), and thus, Time(Busis) < c2- O (Time(A) + % -p()x)). Since
e is non-negligible and Time(A) is polynomial, Time(Bumsis) is polynomially bounded as desired. Since this
implies a PPT adversary for the MSIS problem with non-negligible advantage, we arrive at a contradiction.
This establishes that for any PPT A, its advantage ¢ must be negligible.

To complete the proof of the main theorem, it remains to prove the following Lemmata 3.6 to 3.9.
Lemma 3.6. We have Pr[E3] > 1 - Pr[Es] — negl()).

Proof. To analyze the success probability of using Multi-Extract, we first construct a PPT adversary Bmuiti-Ext
against the straight-line extractability game (see Definition 2.10). On input (1*, crsNizk), BMmulti-Ext TUns the
Gamej challenger C3 and simulates the view of Games to A. When A makes a random oracle query to Hp,,
Bwmuiti-ext relays it to the oracle O provided by the straight-line extractability game. It simulates the other
oracle queries on-the-fly as C3. Bmulti-Ext also prepares a list L initially set to (), and when A submits the j-th
(j € [Qs]) first message p; 1 = (com;, ), Bumutti-exe updates the list L < LU (X; = (crscom, com;), ). If A
submits a valid forgery for the one-more unforgeability game, Buuii-ext Submits L as the [Qs] statement and
proof pairs.
Since A succeeds with probability Pr[Es], we have

Pr[{L = (X5 7)) }elas) € Biuea(1,65) : Vj € [Qs], Verify (75, X, 77) = T| = Pr{Ea].

Then, by Definition 2.10, the probability that A outputs a valid forgery and Multi-Extract extracts a witness
W; such that (X;, W;) € Rg,, for all j € [Qs] is at least % —negl(\). This establishes that Multi-Extract
extracts all the witnesses if the challenger runs Multi-Extract at the end of the game. It remains to check
that the challenger can run Multi-Extract during the game to arrive at the description of C3 in Gameg.

By noticing that the output of Multi-Extract is not used anywhere in Games, it is clear that the timing on
which the challenger Cs runs Multi-Extract has no effect on the computed probability. It can run it during the
game, rather than at the end of the game. Moreover, the challenger C3 may abort as soon as Multi-Extract fails
to extract a witness without altering the success probability of A in Games. This completes the proof. [

2
Lemma 3.7. We have Pr[E4] > Q— <Pr[E3] - ;t’;:) .

Proof. Let us analyze Pr[Abortgess]. Firstly, we can assume every message in {M;};cjqs4+1) Was queried to

Hwm. This is because the probability that A can create a valid signature for these messages without querying
2

Hy is at most @ Moreover, with all but probability ﬁ, we can assume no hash collision is found.
Conditioning on every messages in {M; }Ze[QS+1 being queried to Hy, we have hj- ¢ {h}/c}};ciqq and
M’* € {M;}icjqs+1) With probability at least —. This is because j* is uniform random from the view of
A and we may have Hu(M;) = h/c} for Qs- pall‘b of (i,7) € [Qs + 1] x [Qs] in the worst case. In other
words, there must exist at least one M'* = M;« € {M;}ic[qqt1) such that Hu(Mi<) & {h;/c}}jc(qq) assuming
there is no hash collision. Since the only differences between Games and Gamey are the abort condition, the
statement follows. O
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Lemma 3.8. We have Pr[Eg] > Pr[Es] — AdvMWEa 1k -1 xmwe o (Bywe ) — AdvMEVES 1k —txosur. a1 (BLg o) —
2. AdvDSMRd”‘"Z"3*1’XDSMR*Q*1(BDSMR) — negl(\), where Bmwwe, Bpsur: and Bpsumr are adversaries against the
MLWE4 1.5; -1 xmuwe.a: DSMRG k1 xosuroq,15 078 DSMRG gy ks —1.x0sur,q,1 PTOblems, respectively, with Time(Buuwe),
Time(Bhgur), and Time(Bpsur) being roughly Time(A) + Time(Cs).

Proof. The proof consists of several hybrid games defined as follows, where we define Games.; := Games.
and Games_7 := Gameg.

Games.y : The challenger modifies crscom and embeds a trapdoor in (b;)ie[r,] € CrScom. For simplicity and
without loss of generality, we assume b = by | --- | bi,] € R’;2k3 includes exactly one identity element
1 € R, and koks — 1 elements that are uniform random over R,;. Although in general, b may include more
0 and 1, and possibly contain duplicate entries, these have no effect on the concrete proof as long as the
number of uniform random elements are larger than k; — 1, which is necessary for any commitment scheme
satisfying the hiding property. R

Concretely, in this game, the challenger runs (b,Tg) & TrapGen(1F2F3e ¢) and sets crseom to include
them.'? The rest remains the same as in the previous game. Then, by Lemma 2.19, the two games remain
indistinguishable assuming the DSMRg i,k —1.yosur.q,1 @ssumption. Specifically, there exists a PPT adversary
Bbsmr, against the DSMRy i, ks —1,x0smr,g,1 Problem such that

PI‘[E5_2] > PI‘[E5_1} — AdVDSMRd’k2k371’XDSMR’q’1(BDSMR1)7

where Time(Bpsmr, ) is roughly Time(A) 4+ Time(Cg).

Games_3 : In this game, the challenger uses the trapdoor TE rather than T,, to sample the short vector e
such that R
{al lag+t|b|-e’ =u,

when it runs Ss. Due to Lemma 2.20 and our parameter selection, we have

Pr[Es.3] > Pr[Es.o] — negl(}).

Games_4 : In this game, the challenger modifies a;. Rather than generating a; along with a trapdoor
T,, using TrapGen, the challenger simply samples a; & R’;l. Due to Lemma 2.19, this modification is
indistinguishable assuming the DSMRg k, —1 ypsur,q,1 @ssumption. Specifically, there exists a PPT adversary
Bhsur against the DSMRy &, —1 ypsur,q,1 Problem such that

Pr[Es.4] > Pr[Es.s] — AdvPMREm —txosur.at (Bl ),

where Time(Bpgyg) is roughly Time(A) + Time(Cs).

Games_s : In this game, the challenger modifies ap. Rather than computing as as as — hj- - g where a, & R’;?,

the challenger samples R & X’,\“/}LWE and uses a; = a;R. Recall that the first entry of a; is the identity 1 € R,

due to Lemma 2.19. Therefore, we can simply go through ks-games to move from Games_4 to Games_s, where
each adjacent games are indistinguishable assuming the MLWE g 1, —1,ywe assumption.'® Thus, there exists
a PPT adversary Buuwe against the MLWEj 1 &, —1 yuuwe,q Problem such that

Pr[Es.5] > Pr[Es.4] — ko - AdvMVEL Lk —1xamwe - (Byywe),

where Time(Bwmuwe) is roughly Time(A)+Time(Cg). Here, note that the modification in Games_3 and Games_4
was crucial to construct Byuwe.

12This is where we implicitly use the fact that crscom directly includes (bi)ig[,@], rather than assuming some efficient function
mapping crscom t0 (bi)ic[ky]-

13We note the proof works regardless of a; including an identity element as long as it contains one invertible element in Rg,
which we can assume without loss of generality.
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Games_g : In this game, the challenger no longer uses T~ to sample the short vector e. The challenger runs
S as defined in Gameg, where it runs SampleRight using the extracted witness W; instead of SampleLeft as
in the previous game. It can be checked that s1(cR’)2 < s1(¢)% - s1(R)2 + 51(R)? < B, - Bywe + 0572,
where we used the fact that s1(R) < Buwiwe with overwhelming probability and sl(ﬁ) is bounded by §&P
by definition of Rg,,. Then, due to our parameter selection and Lemma 2.20, and conditioning on event
Aborteract and Abortg,ess not occurring, the distribution of the sampled vector remains negl(A)-close to the
previous game. Therefore, we have

PI‘[E5_6] > PI‘[E5_5] — negl(/\)
O

Games.7 : We undo the change we made in Games_ o and use a uniform random crseom (and (bi)ie[kz]). This
game is identical to Gameg. Following the same argument we made to move from Games_; to Games_o, there
exists a PPT adversary Bpswmr, against the DSMRy k, ks —1,vosur,q,1 Problem such that

PI[E5_7] > PI’[E5_6] — AdVDSMRd’kag‘_1’XDSMR’(1’1(BDSMR2>-

where Time(Bpsmr, ) is roughly Time(A) + Time(Cg).

Collecting the bounds and recalling Pr[Es] = Pr[Es.1] and Pr[Es] = Pr[Es.7], we arrive at the bound in

the statement.
Lemma 3.9. We have AdvM®'S¢152+kaks Buss.a (Bygs) > W - Pr[Eg]®* — negl()\), where Busis is an
Hs

adversary against the MSISg 1 kytkoks, Bugs.g Problem with Time(Busis) < ¢z - (Time(A) + Time(Cq)). Here,
p(A) is a polynomial, and e, c1, and co are constants defined in Definition 2.9.

Proof. Before providing the description of Busis, we first construct an adversary Bsingle-Ext against the single-
proof extractability game (see Definition 2.9). Looking ahead, Bmsis runs Bsingle-xt and Single—ExtractB Single- Ext
in order to (roughly) extract a solution to the MSIS problem.

Consider the statement of the form X = (a1, as, (b;)ie[x,], 4, k), where a; & R’;l, b, & R’;3 for i € [ko],

h & Shash, and as and u are further set as in Gameg. Denote this distribution as Dx. Then, on input X,
Bsingle-Ext Tuns the Gameg challenger Cg and simulates the view of Games to A, where Cg uses the contents
in X to run the game. In particular, Cs uses h € X instead of sampling h;- on its own. If any of the
two events AboOrteract and Abortguess occurred at some point during in the game, Bsingle-Ext outputs L.
Otherwise, when A outputs its forgery {(M;, X;) }icjqs+1), if the event Abortgyess did not occur, then we have
MZ. € {M;}iciqst1), Where recall M. is the j*-th (j* € [Qu,]) random oracle query to Hu. Let us denote
i* € [Qs + 1] as the unique M;« = M’ such that Hw(M;+) = h = h;~, and parse 7° <= X;«. Then, Bsingle ext
outputs X = (ai, ag, (bi)i[k,], u, h) and 7 = 7°.
It is easy to verify that Bsingle-Ext simulates the view to A perfectly, and we have

PrEs] = E [Prl(X,m) ¢ Biigega(X) : Verify™ (X, ) = ]|, (8)

s Single-Ext
X< Dx

where the probability is taken over the randomness used by Bsingle-Ext- Here, note that Bsingle-Ex: Uses the
provided random oracle Hg to simulate oracle queries to Hs from A, and simulates the rest of the random
oracle queries on-the-fly using its randomness. R

We are now ready to describe Busis. Given an MSIS instance d = [a; | by | -+ | bg,] = [a1 | b] €
R§2+k2k3, Busis prepares X = (a1, as, (bg)ic[k,], u, h), where as, u, and h are sampled as described above.
It then executes (X, W) < Single-Extract®smees(X). If (X, W) & Riap> then Bysis outputs L. Otherwise, it
parses ((&1,82,83) 1= &,¢) < W, where we have the following due to the definition of R,;:

Vi€ (3], |&ills < BLEP A el <B. A |aijaz+h-g|bleT =c-u. 9)
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Plugging in a; = a;R—h-g and recalling u was generated in BSGen as [a; | B]-s—r for s & [~ Amwe, AMiwe]
the right hand equation can be rewritten as

[T e ][ ]

where (s1,s3) :=s € RF1+k2ks | By subtracting both sides, we have

coeff

T T

1T (aT aTY _ .ol
[a1b}[(el —|:Re2) 8 }—0.
& —c-s]

=:z*
Buisis finally outputs z* € RF1F2ks a5 a solution to the MSISg 1 &, +k, ks Buee problem. Notice that
y p ,1,k1+k2ks,Bumsis

I2*]|2 <||é1]|2 + [[€5]l2 + IR&; [l2 + [lc - s1]l2 + [|c - ss]2
<BEEP + BEEP + 51 (R)BEEP + lclls - s | ss]lla
SBZ;:%EP + Bg,’gap + BMLWEBZX/){EEP + B - AmuweV k1 + koks = Busis,

where the first inequality follows from the triangular inequality, the second inequality follows from the bounds
lla-bllz < flally - [|b]]2, and [Mally < s1(M) - [|a],.
It remains to analyze that z* is a valid MSIS solution and that Busis outputs such z* with non-negligible
probability in polynomial time. For a fixed statement X, let us denote
u(X) = Pr{(X, 7) & BY:

Single-Ext

(X) : Verify™ (X, ) = T].

By Eq. (8), we have Pr[Eg] = E s [£(X)]. Moreover, we have

Dx

1 -
M( E [M(X)]> — negl(A)

x& Dy
1
<—<ac E [u(X)?] - negl())
P - Qi ysp,
< E [Pr[ W & Single-ExtractBsmeese(X) : (X,W) € Rgap H — negl(})
x& Dy

:PI‘[Z* & BMSIS(d) : HZ*HQ < Bumsis A d - z*T = O] - negl()\)
<2-Pr[z* & Busis(d) : 0 < ||z*|l2 < Busis Ad -z" " = 0] — negl(\),

where the first inequality is due to Jensen’s inequality, the second inequality is due to Definition 2.9, the
third follows from the definition of Bygis and the bound we established on z*, and the last inequality
(k1 +haks) h that
coeff suc
uw=1a; |ay|b]-s" =[a; |ay|b] s due to our parameter selection. Specifically, from the view of A
(and Cg by further noticing that Bysis generated u), s has at least 1-bit of min-entropy, and thus, we have
z* # 0 with probability at least 1/2. This establishes that Busis outputs a non-zero z* with the desired
probability in the statement. We further have Time(Busis) < ¢z - (Time(A) + Time(Cg)) for some constant
co from Definition 2.9.

follows from the fact that there exists at least two distinct s,8' € [—Amwe, Amiwe]

O
O
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3.6 Extension: Partial Blind Signatures

We are able to obtain a partially blind signature [AO00] with a simple modification to our blind signature
without increasing the signature size. Partially blind signatures are an extension of blind signatures where
the message can contain a common message. This can be a message agreed between the user and the signer
before the execution or a message that the signer would like to include for better system design, e.g., add an
expiration date to revoke old signatures.

Our modification is simple. To bind the signature to a specific common message 7, the signer shifts the
public syndrome u € R, to u — Hu.(7), where Hum, is a newly introduced hash function that is modeled as
a random oracle in the security proof. Since the construction and proof are almost identically, we refer the
interested readers to Appendix C for the full details.

4 Instantiating Our Generic Construction

In this section, we instantiate our generic construction of blind signature, which in particular involves con-
cretizing the building blocks laid out in Section 3.2. We respectively provide in Sections 4.1 to 4.3, our con-
crete choices for the underlying trapdoor-sampling-compatible commitment scheme Ilcem, the single-proof
extractable NIZK proof system II},,x, and the multi-proof extractable NIZK proof system IIY,«. Finally,
in Section 4.5, we explain the details on how to set the parameters for each building blocks and provide a
concrete set of parameters for our resulting blind signature scheme.

4.1 Concrete Choice for Trapdoor-Sampling-Compatible Commitments

We rely on (a slight variant of) the BDLOP commitment by Baum et al. [BDL118]. Below, we use two
different moduli ¢’ and ¢, where looking ahead, ¢ is the modulus that explicitly shows up in the blind
signature construction in the previous section. Although we can chose ¢ = ¢, it is better to chose them
differently since informally ¢’ and ¢ are used by the MSIS and MLWE problems, respectively, and we can

obtain better parameters by tuning them independently.

Construction. The commitment scheme Ilco, has message space M = Ré and randomness space R =
-1, I]ES’SFL, where recall [—1, 1] .
explain how the crscon, is viewed.

¢ C Ry denotes the set of polynomials with {—1,0, 1}-coefficients. We first

Crscom: We assume the common random string crseom is of the following form:
crscom = (bo, b1) == ( [1[bg], [O[L[bS] ) € RE? x Rye,

where (b, b}) & R’;?’*l X R§3_2. Although we assumed crseom was a random binary string of length
leom in Section 3, we can assume Crseon, is structured as above without loss of generality.

Com(crscom, M) : On input crscom = (bo, b1) € RI;? X R’;3, and messages M = (My,---,Mp) € R§7 it samples
R & [—1,1% %" and outputs

coeff
__(1|bo 0 mod ¢’ I I
Com'_<[b1}R+{M1|...|MJ modq)eRQ'XRq'

Here, the randomness used by the algorithm is rand := R..

The commitment scheme satisfies the following. We note that we do not explicitly require binding since
this is implicitly handled by the soundness of the NIZKs.

Lemma 4.1. The commitment scheme Ilcom is quantumly hiding and (ks, d)-trapdoor-sampling-compatible.

Proof. The hiding property is shown to hold under the MLIWE 3 1., —2 5, max(q,) @sSumption in [BDL*18].
It remains to check that Ilcom satisfies all the properties provide in Definition 3.1. ParseCom(com) simply

outputs the bottom half of com, i.c., t = bjR +[M; | --- | My] € RE, and ParseRand(rand) outputs the
columns of R. Since R & [—1, 1]’;5‘;{ we have that s1(R) <6 = k3L -d. O
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4.2 Concrete Choice for Single-Proof Extractable NIZK

The single-proof extractable NIZK is based on the basic Lyubashevsky’s sigma protocol [Lyu09, Lyul2],
where soundness is argued through rewinding (or the forking lemma [PS00, BN06] to be precise). One minor
difference is that we take advantage of the fact that the witness vector & € R*¥1+*2+ks has unbalanced size;

the first (k1 + k2)-entries are smaller than the last ks entries.
Construction. The prove and verify algorithms of I}, for the relations (R?, Rzap) are provided in Figs. 2
and 3, respectively. For reference, we recall below the relations (R°, RS, ) where we additionally take into

gap

consideration the unbalanced size of é&.
o ms o | X= (a1,az,b1,u,h) € RE* x Rk2 x RFs x Ry x R, Vie[3), &l <BY, A
o W—e—(el,eg,eg) Rklka?ka3 [a1 |as+h-g| b u [’

Vi € [3]]|&i]2 < BYEP

o 75— ) X=(an,as,bru.h) € Ryt x Rz x Rge x Ry x Ry Allelli < B A
gap - W = _ R Rkpl ng Rk)g Cll1 =~ D¢
( ) ( (81,92,93))6 X x x [al‘a2+h.g|b1]é—r:6'u
IT3zx : Prove™ (X, W) (Implicit Verifier): X

X := (a1,az,b1,u,h) € Ri* x Ri2 x Ri3 x Rq X Ry,
W= &= (&1,82,83) € R" x R* x R* st Vi [3],||&:] < B4, A [ai|az+h-g|bi]é =u

Foric[3]:y; & D%l

yi a=w
w:=[ai|as+h-g|bl] |y ——
yi
C Cc:= HS(X,OL) € Schal C Rq
Hiii
Forie[3]:2z;,:=c-& +Yy;
If Rej(z1,c-&1,¢,Th,err) = L
V Rej(z2,c- 2,0, Tz, err) = L s
V Rej(zs,c- é3,¢,Ts,err) = L T ;

then restart

7 = (¢, (z1,22,23))

Figure 2: Prove algorithm for the single-proof NIZK for the relations (R°, Rg,p). For better readability, we illustrate
the interactive protocol that underlies the NIZK. The dotted lines are internal to the prover, where it simulates the
verifier of the interactive protocol (denoted as implicit verifier) using the hash function Hs. The solid line is the
concrete output.

Security. The correctness of II},,x can be verified through a routine check. Below, we prove that IIfj,«
is classically zero-knowledge and single-proof extractable. The proof for the quantum setting is provided in
Section 5.2.

Zero-Knowledge.
Theorem 4.2. The NIZK I}, in Figs. 2 and 3 is classically zero-knowledge.

Proof Sketch. The proof follows from those of the multi-proof NIZK, which we show later, since the single-
proof NIZK is a major simplification of it. Moreover, the theorem is subsumed by prior results that show
quantum zero-knowledge (or the stronger notion of simulation soundness) of the NIZK based on Lyuba-
shevsky’s sigma protocol, e.g., [KLS18, Kat21]. Here, unlike Theorem 4.4, we have statistical zero-knowledge
since the underlying sigma protocol satisfies statistical honest-verifier zero-knowledge. O

Single-Proof Extractability.
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I37 : Verifyts (X, %)
X := (a1,az,b1,u,h) € Ri* x Ri2 x Ri3 X Rg X Ry,
7 = (c,(21,22,23)) € R x R*' x R x R"

Z1
w:=[a; |az+h-g|bi] |2z
z3

—C-u

|z1]l2 > Bs1
V ||z2]l2 > Bs,2

If V |lzs]l2 > Bss then return L
V ¢ # Hs(X, w)
return T

Figure 3: Verify algorithm for the simplified single-proof NIZK for the relations (R, Rgap)-

Theorem 4.3. The NIZK I}« in Figs. 2 and 3 is classically single-proof extractable with (c1,c2,€) =
(2,2,1) and p(A\) = 1.

Proof. By assumption, we have a PPT adversary A that makes at most Qu, random oracle queries such that
for any X € Lgs,
Pr[r® & AM(12, X) : Verify™ (X, %) = T] > p(N). (10)
Before describing the single-proof extractor Single-Extract, let us construct an adversary B against the
forking lemma, i.e., Lemma A.1. B is given as input par = X and (ci,--- ,cqy ) & Sechal, and internally
runs A (1%, X), where it uses ¢; to answer the i-th random oracle query made by .A. When A outputs
7°, B checks if 7° is valid and if ¢ € (¢;)ie[qy, ], Where (c, (z1,22,23)) := 7°. If not, it outputs (0,0 = L1).
Otherwise, it retrieves the smallest J € [Qu,] such that ¢ = ¢; and outputs (J,0 = (w,cy, (21,22,23))),
where w = [a; | ag + h- g | by] - [z1]Z2|z3] T — ¢ u. By Eq. (10), we have

acc = Pr{(cy, -+ ,cqy) & Sehals (J,0) & B(X,e1,- - ,eqq) : J = 1] > p(A).

We are now ready to specify Single-Extract. Single-Extract on input X € Lgs, runs (b, o1, 02) < Forkz(X)
from Lemma A.1, which it can do with only black-box access to A. If b = 0, then output L. Otherwise,
if (b,01,02) = (1, (w,cy, (21, 22,23)), (W, ¢, (Z},25,24))) for some I € [Qu,], it outputs W, where W =
(cr —cpyzy — 2,20 — 2, 23 — 75). We first check that W for b = 1 is a valid witness. If A outputs a forgery
with respect to the I-th random oracle query, then by definition of Forkg, the input w and w’ to the random
oracle must be the same since all the random oracle queries are answered identically in both runs up to the
I-query. Since both proofs are valid, we have
JT —er-u=[ai|az+h-g|bi]-[2)|z5]z5]

[ai |az +h-g|bi] - [z1]z2]23 —cpr - u.

Specifically, we have
[a) |ag +h-g|bi]-[z1 — 2|22 — 2h|zs — 25] " = (cr —c1v) - w.

Hence, W = (c; — cp/, 21 — 21, 22 — 23, 23 — 2z3) satisfies (X, W) € R, where we can set the bounds for each
elements appropriately.

Finally, by Lemma A.1, the probability that Single-Extract outputs W # L is frk > acc - (g—iC — ﬁ) >
n(A)?

55— — negl(A), if Scha is exponentially large. Hence, (c1,¢2,€) = (2,2,1) and p(A) = 1 in Definition 2.9 as
desired. 0
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4.3 Concrete Choice for Multi-Proof Extractable NIZK

The statement we want to handle is of the form {El} = [EO} R+ [hog] for private R and h. As explained
2 1 :

in the technical overview, we first (implicitly) construct a single-proof rewinding NIZK by combination of
the exact proof of Bootle et al. [BLS19] and a proof for linear relations. This allows us to prove ezact
soundness of R and relazed soundness of h. We note that it is unclear how to prove exact soundness of h
using Bootle et al.

We then rely on the Katsumata transform [Kat21] to add multi-proof straight-extractability to this base
single-proof rewinding protocol. This transform uses an extractable linear homomorphic commitment, which
is in other words, a linear homomorphic PKE with pseudo-random public keys. At a high level, the idea
is to modify the prover to further encrypt/commit the witness W = (R, h) and randomness rand used by
the underlying base protocol. Then, during in the security proof, the reduction generates the public key
with an associated decryption key and tries to decrypt the ciphertext cty, Ctyang. Unfortunately, this simple
reduction fails since the prover never proves that the ciphertexts ctw and ctang really encrypt the witness
and randomness during the real protocol. That is, there is no guarantee that the cheating prover encrypted
something useful. However, the prover does prove that the added ciphertext c - ctw + Ctyang is well formed,
where c is a challenge output by the random oracle. Informally, this means that given, possibly maliciously
generated, ciphertexts ctyw and ctyang, there should intuitively exist a non-negligible fraction of challenges
¢ for which ¢ - ctw =+ Ctrang is a valid ciphertext. Therefore, at a high level, the reduction samples many
challenges ¢ and attempts to decrypt c- ctw + ctyang rather than trying to individually decrypt ctw and ctyang.
When decryption succeeds several times, it can rely on the underlying base protocols special soundness to
extract a witness.

Although the intuition is clear, turning this idea into a formal proof requires a careful probability analysis
on the adversary’s success probability. This section includes the most non-trivial proof techniques and we
believe it has independent interest.

Preparation. Let us prepare some notations. Let Ry = Zg /(X 4 4+ 1) be a ring that fully splits and
consider the NTT over the ring Ry with NTT : Ry — (Z%)7, and NTT ' (24)" — Ry . Here, we make

it explicit that NTT and NTT ™! operates over column vectors. These notions extend naturally to matrices
over Ry, where NTT™! is only well-defined when the column length of the matrix is divisible by d. We
define @ : Ry — (Zg,)—r to be the map that sends a polynomial to its (column) coefficient vector. We
define Rot : Ry +— Zg/Xd to be the map that sends a polynomial a € Ry to a matrix whose i-th column is
® (a- X" mod (X?+1)). It can be checked that for a,b € Ry, we have Rot(a)® (b) = ® (a - b). We extend
the definition of Rot to vectors in Ry, where we have Rot(b)® (a) = ® (a - b) for (a,b) € Ry x Ry,. Here,
note that Rot(b) € Zg,” *d and ® (a) € ZZ,T. We use o for the component-wise product of matrices over Ry .
Finally, we define the matrix A € RL*% such that the first column of A is g and all the diagonal entries
except for the (1,1)-th entry is —1. Specifically, A is invertible over R, and we have gA = [1/0]- - - |0].

Construction. We consider the relations (R™, Rg,,) defined as follows:

h € Spash AR € [—1,1]F%F

X = (crscom := (bo, b1), com), coeff >
e RM:= bo 0 mod ¢’ ;
(h,ran ) A com ({bJR+[h~g] mod g
o RM X = (crscom = (bg, b1), com), 7|2 < Binw/2 A |lc]|1 < Be A t = ParseCom(com)
e 1—1
gap W = (I, ¢, (ri)ie[r)) AR e[-1, 1}fo3eXfFL A Vi€ Ll t;=bir] + (W /c)-qgT
where recall g = [1 | ¢ | --- | qLZl] € Rg is the gadget matrix. Notice the gap relation Rg,, has no
slack for the commitment randomness. It can be checked that we recover RT, in Section 3.2 by setting

gap

08 = \/k3L-d. That is, any R with {—1,0, 1}-coefficient polynomial entries has spectral norm smaller than
08P,

The prove and verify algorithms of IIfjzc for the relations (R™, Rg,,) are provided in Figs. 4 and 5,

respectively. For better readability of the proof and following prior conventions [BLS19, Kat21], we prove that
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R € [0, 2]1236?? instead, i.e., R consists of {0, 1, 2}-coefficient polynomials. This is without loss of generality
since we can add the all one matrix 1 to any R € [—1, l]fgeifj‘ to obtain a matrix in [0, Q]fg‘e?FL. The protocol
uses three polynomial rings: Ry = Zgy /(X?+1) is a fully splitting ring that is used for Bootle et al’s [BLS19]
exact proof; Ry = Z,/(X 441) is a ring where any small element is invertible and is used for the linear proof;
R = Zq/(X%+1) is used for the the multi-proof straight-line extractability as in [Kat21], and in particular,
we require the NTRU assumption to hold over this ring. The interactive protocol implicit in our NIZK is
defined with respect to two challenge spaces. The challenge space used in the second (resp. fourth) flow is
Zj, (resp. CY' X Cham, Where Ox = {X" | i € [2d]} and Ciam is the set of {0,1}-coefficient polynomials
in R, with Hamming weight smaller than B.). Specifically, we require any element with two-norm smaller
than 2B, to be invertible over R,. Here, 7 and 7" are set so that ¢" ~ (Zd)”, ~ 2128 or asymptotically
1/q" ~ 1/(2d)™ = negl()). Our protocol also relies on several different Gaussian distributions. They are
used either to perform rejection sampling or to invoke the MLWE and DSMR assumptions. The concrete
parameter selection is provided in Section 4.5.

Security. Keeping in mind that any r € R, with coefficients in {0, 1, 2} satisfy @ (r)o(® (r)—1)o(® (r)—2) =
0, the correctness of IIfj; can be verified through a routine (but tedious) check. Below, we prove that I,
is classically zero-knowledge and multi-proof extractable. The proof for the quantum setting is provided in
Section 5.3.

Zero-Knowledge.

Theorem 4.4. The NIZK Iz in Figs. 4 and 5 is classically zero-knowledge if the MIWEy 11~ @,
MLWEg11,~5.0, MIWEG 11 45,.Q, and MLWE g 41, 11 ks — (4ks+1),7e,@ PTOblems are hard.

Proof. The proof consists of two parts. In the first part, we show that the interactive protocol that underlies
our NIZK is honest-verifier zero-knowledge. That is, if we use an honest verifier instead of the hash function
H., to generate the challenges, then it is zero-knowledge. We then show that if the underlying interactive
protocol is (non-abort) honest-verifier zero-knowledge, then the resulting NIZK is zero-knowledge. More
precisely, we first show the following.

Lemma 4.5. Consider an interactive protocol as defined in Fig. 4 except that the verifier samples the chal-
lenges (c1,c¢2) & Z;/ X (C)T{'T X Cham) and the prover responds with a1 and as in the first and third flows,
respectively, and the following resp in the fifth flow:

resp := ((Zij, F1,i5:F2i)ijeirixi, 6 2 f1, fo. F1, Fy).

Here resp is the same as ©™ after removing the redundant elements included in (a1, c1, a2, c2). Let Dgfans(crstK,
X, W) be the distribution of a transcript trans := (a1, c1, as, Ca,resp) from the honest interactive protocol with
prover input (crsyzx, X, W) conditioned on not restarting/aborting. Then there exists a simulator Simiy such
that for any (X,W) € R™ and PPT (or possibly a QPT) A, we have

. l (c1,€2) & 27 x (CX™ X Cham),
(

: A(crsy ai,C1,a9,Co,resp)) =1
ai, az, resp) <= Simin:(crsi, X, c1, c2) (crstiiz (a1, €1, az, €2, resp)) ]

— Pr [trans & DEns(ersiize, X, W) = A(crsfzg, trans) = 1} ‘ = negl(A),

where the probability is also taken over the randomness of sampling crsfzx = (H, a0, (Ak)ref4])-

Proof. Below, we show in a sequence of games that the output of Simj,, is indistinguishable from an honest
non-aborting transcript. Observe the real prover algorithm in Fig. 4. At a high level, we modify this in
three steps: we first simulate the text highlighted in gray corresponding to the straight-line extractability;
we then simulate the texts in gray corresponding to the exact sound proof; finally, we simulate the texts in
black without any highlights corresponding to the proof for linear relations.

Gameg : In this game, the adversary A is given the real transcript trans. We denote by ¢y the probability
that A outputs 1.
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4
NP Prove'™n (chWIZKaan)a where crsyizx = (Hv ao, (Ak)k€[4]) € Rqg % R,chl X <R§?Xk4)

X := (crscom := (bg, b1),com :=T) € R];? x RE3 x (RqL, x RE),

b 0 mod ¢’
o L kg x L __|bo q
W := (h,rand := R) € Shash x [0,2]2257 st T = by R+ h-g| modg
For i € [7]:
v,; & 3L

q

A1E; + Y,
AgE; + NTT™ 1 (@ (R))
A3E; +Y,; 0 2NTT™ 1 (® (R)) — 3)
= A4E; + Y; 0Y; 0o (NTT"1 (& (R)) — 3)
W, := Rot(b)NTT (Y,[) e zdxL
q

3 kgxL\2

(Dy,i, D2 ;) < (D74D )
kgyxL

Vg 5= BEIDn 5 5F PO AF B € Mg

For j € [+/] : ug,i, Ug,q Ug g,
kg xL U3,i,Uyg i Wy,
S, ; + D =
i,j s N
Dy ;. Do pkaxL)? api= er e
(P1,i,5:P2,4,5) = (Poyg wh,wh,
V. = HDq : . B, . . o kg XL
iog = END g S P05, o By € K ISRV VN o
W $ K3V
G D’Yh/ _______________ —
v! & pkaxlL
Ty
wi i=boY’' € RL
wh i=b1Y'A+[n/|0]...|0] € R
FTA A 2) 2 D 2
(dy,dg,dy,dg) Ya! X v
_, -, 8 k3 XL kg x L2
/ / ’ / 3 3
(D}, D}, D), DY) & (D,YD, ) X (DV]_D, )
v/ := Hd’ + pd! +h € Rg
= Hd) + pdy + h' € Rg
= HD) +pD), + R € rP3xL
V'’ .= HD) +pD, + Y/ ¢ RQ?’XL
cp = (c)i (¢i)je(r]'=Hm(X,1,a1) € z;,
e
NTT™ L (@ (R) + Y
‘ ,,.).,(Zu,;mxu,;,.v;v )
] 2= Xy Xy
c; - A2)S; 5 o RN
—ci)o(Zg,; —2c;)0(A28; ) . __ N

—Zg,; 0 (A3S; j) + A4S ;
(B = Bi ) i yerx () B

e = (B,8") I
e =:Hm(X,2,a1,cl,a2)€CX X Cham
For i € [7]:
For j € [/]:
Zij =B Ei 855
il o) F= Fa 7 205 A il
Fo,i,j = Bi,j - D2,i +Da,j
¢:=8"-h+hn
z' =g R+Y’
(F], £5) = (B - d, + 7}, B’ - dfy +d)
(F1.Fy) := (8’ - D] + D, 8’ - Dj + Dy)
If Rei((Z4,5)4,5 (Bi,j - Ei)i,j, & Brzrem) = L
Vv Rej(Z’, 8" - R, ¢, B, gr.em) =L
V Rej(¢, B b, b, By¢oem) = L
V R((F1 4 5. F245)i,j
(/Bi,j/' Di,i) Bi,j - ]?Z,i,)i,jv,¢v By, pier) = L
V Rei((fy, Fplpepa) (B' - dy, B - Dype(e)y @ By proem = L
then restart
7™ = ((ug,i» (Uk i) pef4]: Vi Diefr] 10V et (Zo,i)ig(r]
’
€2, (Zi j F1,i,5 F2,0,5 )i e x (] & 2 Gy Flbel2) )
m

Figure 4: Prove algorithm for the multi-proof NIZK 1IN zx for the relations (R™, Rgl,). The crs for 1Y, consists of a random
element H (used for extraction) and random matrices (ao, (Ax)re(4)) (used for committing), and the crs for Ilcoy is a random
tuple (bo,b1). For better readability, we illustrate the 5-round interactive protocol that implicitly underlies the NIZK. The
dotted lines are internal to the prover, where it simulates the verifier of the interactive protocol using the hash function Hp.
The solid line is the concrete output of the NIZK. The texts in gray are used by the exact proof of [BLS19], the texts in
black without highlight are used to prove linear relations, and finally the texts highlighted in gray are used for multi-proof
straight-line extractability as in [Kat21].
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4
MRizk - VerifyHm (crsfize, X, ™), where crsyizx = (H, ao, (Ak)k€[4]) € Rg x R’<;’4 X <RZ’3Xk4>

X := (crscom := (bo, b1),com :=T) € Rs? x RE3 x (RqL, x RE),
= ((u(l,zs (Uk:,z)kG[’ﬂa Vi )iE[T]v /UI7V, ) €1, (Z(]J)TIE[T]’C% (lejv Fl,i,j,FQ,i,j )(i,j)e[‘r]x["'/]’z,’g’ (fé’Fg)be[Q] )

to
For i € [7]:
W i= Rot(bo)NTT (Zo:) — ci - @ (t1) € Z*
For j € [7']:
Vij:=HF1;;+pF2;;+Zi;—Bi; Vi€ RZ)‘IXL
X0,i,j = a0 j — Bij - Wo,i € Ri/
Xl.z,j = (Al +c; - A—Z)Z?.] + 37,,] . (Z[).L - (Ul,z +ci- UZ.L)) S RS}XL
X2, = (Zo,; — ¢i) o (Zo,i —2¢;) 0 (A2Z;i;) — Zoi 0 (AsZ; ) + AuZ;
—Bij - ((Zo‘[, —¢i) 0 (Zo,i —2¢i) o Usa; — Zo,; 0 Uz + UM) € RZfXL
wii=boZ — ' -t; € Zé‘/
wh=b1Z' A+ [C[0]...[0] — B - t2A € ZL
v i=Hfi +pfs+(—p v €Rq
V' :=HF, +pFy+Z — 3 - V' € Rg*"

{“J =T € RY x RE

ay = ((UO.,,'-,UmUz.z:,Us,uUmWi»Vn(Vz‘-,:/)jejw]);ejf]:Wﬁ-,WzJ/,f'-,V/~V’>
as = (ZO;M(XO./ﬁ,_/axl,/,,_jfXQ;/,,j>j6><{T’j> .
Sk
<l > B
V|Z'||2 > Bz

vV 3(i,5) € [7] x [7], |Zs ;|2 > Bz

V [[Fillec > B/

If V [Fa]loo > By g then return |
vV 3(i,5) € [7] X [7'], IF1,5,5llcc = B1,F

V 3(i,5) € [7] X [7'], IF2,,5llcc = Ba,r

V ¢ ?ﬁ Hm(X, 1,(11)

V ez # Hm(X,2,a1,c1,a2)

return T

m

Figure 5: Verify algorithm for the multi-proof NIZK for the relations (R™, Rg,). The texts in gray are used by the
exact proof of [BLS19], the texts in black without highlight are used to prove linear relations, and finally the texts
highlighted in gray are used for multi-proof straight-line extractability as in [Kat21].
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4
Simins(crsfizw, X, €1, ¢2) , where crsfiz = (H, a0, (A )repn) € Ra x RE x (R’;,M)

X := (crscom := (bo, b1),com :=T) € RI;?’H X R§3+1 X (Rg, X Ré)

{“J .= T e RL x R

to
(ci)ie €lr] "= C1
B = (ﬁu) ,aemx[r] B') = c2
(C & D, x D3>t

wi i=boZ'T — 't
wh = b1 Z'TA — Bt A — [¢][0] ... ||0]
(Fi: 15) & (Do)
(F1 F) & (Dl
(’UI,V,) f; RQ % Rgng
vV i=Hf{ +pfi+(=f -0
V':= HF} +pF, +Z' - §'- V'
For i € [7]:
Zo; & ZS?XL
o, & R('}
(Uk,i) ke & (R’g"24XL)4
v, & RZ“XL
W, := Rot(bo)NTT (Zo,;) —ci - D (t1) € ZZ/XL
For j € [7']:
Zi; & DEa<F
(_:Fl,i,jaFQ,i,j) & (D’%‘EDXLY
Viji=HF1;;+pFoi;+Zij—Bij -V
X0,i,j ‘= a0Zij — fPij - o
Xiij=(A14c-A)Zij+ Bij- (Z[],l — (Ui +a -U211)>
X2,i,j = (Zo,i — ¢i) © (Zo,i — 2¢i) 0 (A2Zi j) — Zo,i 0 (AsZi ;) + AuZij
—Bij - ((Zoy‘ —¢i) o (Zoi —2¢;) o Us; — Zg,; o Us; + Uy, 7)
ay = ((uo i, U1,i, U2, U3z, Uy, Wqu,(Vz,g)]e[-ﬂ] ) 7W1,w2711 7, V',V )
ag = (Zo,z,xm.j, (X115, X2,i,5) jelr ])ie[T]

resp == ((Zi,; F1,i,,F2,i5 )(ij)elrixi+1, ¢ 2, fi, 3, F1, F3 )
return (a1, az, resp)

Figure 6: Simulator for the interactive protocol underlining the multi-proof NIZK for the relations (R™, Rg,,). The
texts in gray are used by the exact proof of [BLS19], the texts in black without highlight are used to prove linear
relations, and finally the texts highlighted in gray are used for multi-proof straight-line extractability as in [Kat21].
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Game; : In thiQS game, we modify the texts highlighted ianray in Fig. 4. We sample (leﬂ}ﬁ Foij)ijeirx [7-/]:%
(B’;“DXL) for (i,7) € [7] x [7'], (f1, f%) & (Dvg/) , and (F1,F%) & (D’WCE,XL) . We then set (U',V7
(Vl-yj)(m)emx[ﬂ]) as in Fig. 6. Namely, we set these terms in reverse order while maintaining consis-

tency of the verification algorithm in Fig. 5. Due to a standard argument using the rejection sampling
(cf. Lemma 2.12), we have

leo — €1] < negl(A).

Games : In this game, we further modify the texts highlighted in gray in Fig. 4. We sample (v’, Vv, (Vi)ie[f])
uniformly random over their respective domains instead of setting them as MLWE instances. Since
((DM, Dyi)icrr), dy, dy, DY, D'2) are now distributed independently from ((FLZ—,]—, Fai i) )eirxi+] f1: f3)
Fi, F'2) due to the modification we made in Game;, we can construct PPT adversaries Bmuwe,1, Bmiwe, 2,
and Buwwe,3 against the MLIWE 1.1 5., ML(WE 411 4, @, and MLWE, 11 -, ¢ problems, respectively,
such that

ler —ea <2 AdVMLWEd’l’l”YJ”Q(BMLWE,l)
+ L - ks - AdvMVEL1 19502 (B we o)

+ 7L ky - AdVMWVELL195.@ (Bywe 3).

Games : In this game, we modify part of the text in gray in Fig. 4. We sample Zg; & R};,SXL and
Zi,j (i DséXL for (Z,]) S [7’] X [7"], We then set (Wiﬂxoﬂ',j’(X17i7j7X2,i,j)j€[7"])ie[7]
Namely, we set these terms in reverse order while maintaining consistency of the verification algorithm
in Fig. 5. Due to the modification we made in the previous game and by a standard argument using
the rejection sampling (cf. Lemma 2.12), we have

as in Fig. 6.

lea — €3] < negl(A).

Gamey : In this game, we change the rest of the text in gray as in Fig. 6. Specifically, the only differ-
ence between the prior game is that (ugi, (Ur,i)rep4)) are now sampled uniformly random, rather
than being generated as an MLWE instance. Since (E;);c[,) are distributed independently from
(VZ-, (Vi,jzi,j)jew)iem due to the modifications we made in Game, and Gamesz, we can construct
a PPT adversary Buiwe 4 against the MLWE g 45, 41 %, — (4k3+1),7e,@ Problem, such that

‘63 _ €4| <7-L- AdvMWEG 4511,k — (4k3+1),7E.Q (BMLWEA)-

Game; : In this game, we modify the texts in black without the gray highlights in Fig. 4. We sample
¢,2') & D,,, x D,’ji,,XL and then set (w), w}) as is Fig. 6. Due to the modification we made in Games
and by a standard argument using the rejection sampling (cf. Lemma 2.12), we have

les — €5] < negl(N).

Notice that the simulator in Games is identical to Sim;,; provided in Fig. 6. Moreover, the proof remains
exactly the same even against QPT adversaries. Thus, this completes the proof of Lemma 4.5. O

To finish the proof of Theorem 4.4, we provide in Fig. 7 the zero-knowledge simulator Sim = (Simg, Simy)
for II{z« that internally runs Simjn. Recall Simg simulates the hash function Hn, and Sim; simulates
the NIZK proof. At a high level, we use the simulator Sim;,; of the underlying interactive protocol to
simulate the proof. For every statement X € Lz, we sample a random challenge (c1,c2) and then execute
(a1,az2,resp) & Siminc(crspizc, X, €1,¢2).  We then “patch” the random oracle (simulated by Simg) so it
outputs ¢; and ¢y on input (X,1,a1) and (X, 2, ay, ¢y, az), respectively.
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More formally, in Fig. 7, we introduce an algorithm GetTrans, which internally runs Sim;,;. Recalling
that the adversary can obtain at most two proofs per statement (see Definition 2.8), the bit b taken as input
to GetTrans controls which p\roof to provide. The randomness used to run Sim;,; is generated by a Qy_p-wise
independent hash function HR#+-Vise wwhere Qu.p is the total number of queries the adversary makes to Hpy,
and Prove. Here, note that using QSH-P“’“SQ remains perfectly indistinguishable from a random function from
an adversary making at most Qu.p queries.'* Simg and Sim; are defined in the natural way using GetTrans,
where Simg uses an additional Qp_p-wise independent hash function HR#P-%is¢ to output random elements
when it is not queried on the patched point.'®

The only difference between having oracle access to (Simg,S) and (Hm, Prove) is whether the proof is
generated honestly or by Sim;,.. Hence, since the view of any PPT adversary A is altered (either implicitly
or explicitly) by at most Qu.p proofs, we have Advﬁﬁm (A) = negl(\) due to Lemma 4.5. Here, note that
Simj is only indistinguishable from a “non-aborting” honest prover Prove. However, since the probability
of Prove outputting | is negligible, this only negligibly alters the adversary’s advantage.

This completes the proof of Theorem 4.4. O

Simo (crspizk, X, flow, a)
X := (crscom := (bo, b1),com := T)

For b € {07 1} —~ . Siml(CI'SWQK, X; L)
(CZ,17 Clt,2: randp,int) < HgH-P-Wlse(Xy b) X := (crscom := (bo, b1),com := T)
(ap,1, p,2; resp, ) < Simint(crsfize, X, €41, €523 rands,int) —

If flow =1 then If L[X] = ¢ then

. . LIX]:=T
If a=a5, tlr:en return ¢, . return GetTrans(crsyzx, X, 0)
Elself a = aj ; then return cj ; Else

If flow = 2 then
If a = (ag1,¢0,1,00,2) then return cg ,
Elself a = (aj 1,c] 1,41 2) then return cj ,
Else return H3*P "¢ (X, flow, a)

return GetTrans(crsyzx, X, 1)

GetTrans(crsyzk, X, b)
X := (crscom := (bo, b1),com := T)

(Cb,l, Cp,2, randb,int) < HS.H’PWise (X, b)

(aZ,u alt,z: respy) <= Siminc(crspize, X, CZ,_D CZ,2§ randint)
((w0.i, Ui, Uzi, Usi, Uai, Wi, Vi, (Vi) )

Zo,i, X015, (X105, X27i,j)]'6[7’])1‘€[7-]

((Zi5,F1,05,Fa,i5) e xie:C 4 f1s f2, F1, Fy) := resp,
m ! !
return 7 := ((o0,i, (Uk,i)keja)s Vi)ier 05 V', b1, (Zo,i)iclr),

co2,(Zij, F1ij,Faij) i perxi 2, ¢ [, f2, F1, Fs)

/ Y B R 7 Y
7(r€[7_]7‘7vl7vv2vv ) U 7V7V) ‘= ap,1

= ap,2

Figure 7: Zero-knowledge simulator Sim = (Simg,Sim1) of the multi-proof NIZK for the relations (R™, Rgyp)-
HE-PYie and HRP™5° are two Qu.p-wise independent hash functions: the former maps to Z7,; the latter maps
to C’}'T/ X Cham and the randomness space used by simulator Simi,: for the simplified interactive protocol. List L,

initially set to empty, stores the number of time the adversary queries X to Simi, which is at most 2 by Definition 2.8.

Multi- Proof Extractability.

14We can rely on standard lazy-sampling strategies where the simulator samples the output of the random oracle only when
it is queried. We rely on a proof strategy that fixes the description of the ROM once and for all to make the proof consistent
with those in the QROM.

15Formally, we would need to define two Qu.p-wise independent hash functions since the output space of Hn(X,1,a1) and
Hm(X,2,a1,c1,a2) are different. We omit this subtlety without loss of generality to maintain readability.
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Theorem 4.6. The NIZK IIf,« in Figs. 4 and 5 is classically multi-proof extractable with (c1,e1,e2) =
(1,1,0) and p(\) = poly(A) if the DSMR4 1 ypeur.@.p» MSISd,1,k4,16B2,q7 and MSISq 1 k., 2(B,, +B.s59),q PTOb-
lems are hard.

Proof. CRS Indistinguishability. The simulator Ses samples (f,v) < XxBgug and (a0, (Ag)rep) €& Rg x
Rf;f‘ X (Rsf’m“f conditioned on f being invertible over Rg, and then outputs crsy;zx = (H, a0, (Ax)kep))
and 7 = (f,v), where H = p-v - f~! € Rg. This is indistinguishable from the random distribution of the
real crsyzx based on the DSMRy 1, ypsur,@,p @assumption.

Straight-Line Extractability. The proof consists of three parts. We first show in Lemma 4.7 that (roughly)
if the adversary A outputs a valid proof, then A must have been able to succeed on many challenges.
That is, the probability that A succeeds in forging a proof without a witness by guessing the output of the
random oracle is at most £ — negl(\), where p is the advantage of A outputting a valid proof. We then
show in Lemma 4.10 a spec1ﬁc form of special soundness where an extractor Extractss given the purported
proof output by A along with several specific challenges, extracts a witness in Rg,,. We finally provide the
description of our straight-line extractor Multi-Extract that internally runs Extractss and bound its success
probability.

We present our first lemma which shows that if A outputs a valid proof, then there must have been
multiple challenges for which it could have succeeded on. Formally, we define the sets {I'1 ;}ic[r) and T'
that count for how many challenges there exists a valid response, and argue that they cannot be too small.
More specifically, I'1 ; counts the number of second flow challenges c; for which there exists at least two
distinct 3; ;’s included in the fourth flow challenge with a corresponding valid response. I'; on the other
hand counts the number of 8’ included in the fourth flow challenge with a corresponding valid response.
Roughly, the former (resp. latter) set is the set of challenges for which A was able to complete the exact
proof of Bootle et al. (resp. proof of linear relation).

Lemma 4.7. Consider an interactive protocol as defined implicitly in Fig. 4. That is, the transcript is
(a1,c¢1,a9,co,resp), where c1,cq are the challenges the (honest) verifier samples uniformly at random and
resp is the response ((Zi,j, Fii,F2i5) 6 emx1, 2 C fl, fo,Fq, F’Q) sent by the prover. For any statement
X, first, second, third, and fourth flows ai,c1, as, and cs, respectively, we define the following sets for all
ie[r]:

(cir)irelr) = €1,€1 = () U (cir)ire[r\ (3}
(B = (Bir,j) ) jnem =1, B') < €2
B 35 € [7], dzstmct (B ﬂ/ ) (CX) ,
Fu(ar,e1,a2,00) == 1 & € Zy B:=(B;;)U (B )(z J )sé u)’ﬁ = (B;,) U (Bir.i) 40 1y25.0)
EI(EQ,aQ), (resp, resp’) s.t. (a1,C1,a2,Cp 1= (B, ﬁ’),@) and
(a1,€1,@5,Co = (F,B’),@’) are valid

I2(X,a1,¢1,0az,¢2) : {B/ € Cham | (B, 8') ¢ c2,37€Sp s.t. (a1, ¢1,a2,¢2 = (8,5 ),7esp) is valid }’
where we say a transcript (a1, ¢y, as, ca,resp) is valid if the proof #™ implicitly defined by (a1, c1, a2, ca, resp)
is valid for statement X.

Then, for any Qu = poly(A) and PPT adversary A that makes at most Qq random oracle queries with

Pr (N, 7) € Sers(10), G Q). Verify (@5, X 1) = T| > 1),
{Xes 7)) breras) € A (174, crsnizk )
we have,
~—m ; Vk € [Qs], Verify™ (crsgizi, X, 7p) = T
$ A ) ) y Mk
crs 5 . 1
Pr (mchNIZKyT);* «im (1)\ )Nm A= [T] |F1 Z(Xk,al k,Cl,k, 02, k,CQ k)| >3 > 5 u()\) — negl(A),
{ (X, ) relas) < AT (17, crsniz), A |T2(Xg, 1.k, €1k, 02k, C2.6)| > 55— - [Cham|
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Proof. For notational simplicity, we denote F( ) =T ;(Xg, a1k, €1k, A2k, C2,) and F( )= = To(Xk, a1k, €1 ks
as k, Ca,) for each (k,i) € [Qs] x [7]. Let T5 be a positive integer, which we define bhortly after. We denote
by ValidProofs the event that Verify™ (crsyizk, Xp, ") = T for all k € [Qs] and, when the context is clear,
we omit the sampling probability space. Then, we can rewrite A’s advantage as follows:

p < Pr[ValidProofs]
=Pr {ValidProofs A (Vk € [Qs], (Hi € [7], ‘F(lkz)

25)n (] 1)]
<s)v (] <2)

4 Pr [VandProofs A (ak € [Qs]. (Vi e 7],

1,
<Pr [Vandproofs A (Vk e [Qs, (Hi e [7‘],‘ ( ) A (‘rg’“‘ > 75))}
+ 3 Pr [ValidProofs Avi € [7], 1) | < 3} (11)
ke[Qs]
+ Y pr [VandProofs A ‘r;’“)) < TQ] (12)
k€[Qs]

<Pr [VandProofs A (Vk € [Qs, (Elz el ‘r
Q <2 | )T T
+oH (S ) Qe
2 \gq ' (d) " Chanl

where the second inequality follows from the union bound, and the third inequality is due to Corollar-
ies 4.8 and 4.9 that establish upper bounds on Egs. (11) and (12), respectively. We first finish the proof of
Lemma 4.7.

By plugging in T, := ﬁ - |Cham| in the above inequality, we obtain the following

2o n (i) zm))] 24 - % (24 )

Due to our parameter setting (i.e., % ~ (2d)" and 1/(2d)™™ = negl(\)), for any Qu = poly(\), Qn - (% +

S ED)]

Pr [Vandproofs A (Vk: € [Qs], (32 e ‘r

ﬁ)T is negligible. Thus we obtain the desired bound.

It remains to prove the following Corollaries 4.8 and 4.9.

Corollary 4.8. We have }; cq, Pr [ValidProofs AVYi €[], ngi)

)
<3 <% (2+

1 T
wi)

Proof. We further modify the equation as follows,
>~ Pr|ValidProofs A (vi € [], |1{")| < 3)]
k€[Qs]

[ ValidProofs Vi€ S, r®)
=2 X X P (e <) “ (e pnsae ¢ )
ke[Qs] Jr€[0:7]  SCr] L ’ y Cl,k,i 172‘

s.t. |S‘=J}C

<Y ¥ Y m ( Vie S e ey )’ ValidProofs ]
; (k) . )

kelasl e sc Lo VP E TS ek €T A (Vi e[| < 3)

s.t. |S|=Jk

<> Y > erf(viesaniery))

ke[Qs] Jyel0:1]  SCIT] L
s.t. |S‘:Jk

ValidProofs
A (¥i € [, )

)

40



ValidProofs

. k
P [(W € [T\ erps ¢ 1“57}) A (Vi e [r], |1

< 3) 1 (13)

where ¢ ; is the i-th element in the k-th second-flow challenge ¢, j included in 7} output by adversary .
The first inequality follows from taking the conditional probability and the second inequality follows from
the fact that the output of the random oracle is uniform and thus the distributions of each (ci1 x,i)ic[7] are
independent (even though A can freely chose which (c1,x,i)ic[7] to output). In other words, for each & € [Qs]
Y,

and ¢y = (Cl,k,i)ie[f], C1,k,i is either in ngz) of size at most 2 or not, and Jj, counts the number of ¢; 1, ; €
in ¢; .

We first consider the probability that c¢; ;. ,; € F( ) for all i € S. Let us fix k € [Qs], Jr € [0 : 7], and
S C [r] such that |S| = Ji. Since 1 € Zj, is only defined once after the adversary queries the random
oracle on input (Xg, a1,%), {€1,k,:}ics is dlstrlbuted uniformly random over qu before the adversary queries
the random oracle. For simplicity, we assume without loss of generality that the adversary always queries
(X, a1,,) to the random oracle before outputting its purported proofs and each statement X are different.

r
Then, the probability that ¢y x; € I‘ for alli € S'is Qu - [Lies < Quk- ( 2 )Jk’, where Qu . denotes

(1/

the number of random oracle queries that include (Xg,1) as a prefix and we use the fact 'ngg <2

We next consider the probability that c; ,; ¢ Fg’fi) for all ¢ € [7]\S. By definition of Fglfi), this is equivalent
to the fact that there exists only a unique (B,i ;) e[~ such that the transcript is valid. Similarly to above,
((Br,i.j)jelr))ie[)\s is distributed uniformly random over C;(Tf‘]’“) before the adversary queries the random
oracle. Then, the probability that ¢1 5 ; ¢ F(lkl) for all i € [T]\S is Qu - (ﬁyﬁjk, where Qu  denotes the
number of random oracle queries that include (Xg, 2, a1, €1,%) as a prefix and we use the fact that |Cx| = 2d.

Combining the two arguments, we upper bound Eq. (13) as follow:

Sy e () e ()

ke[Qs] Jr€[0:7] SCJ7]
s.t. |S‘ Jk

-5 .5 (e () (@)

ke[Qs] Jr€[0:7]

ZQHk QHk( (;) )T

ke[Qs]

2 2 1 T
N
2 ()

where the second equality follows from the binomial expansion and the last inequality follows from ke[Qs] (Qu,x+
QH,k) < Qp. This completes the proof. O

Corollary 4.9. We have Zke[Qs] Pr [ValidProofs A ’Fék)‘ < T2:| < Qy - I(%m\

Proof. Similarly to the proof of Corollary 4.8, j, is distributed uniformly random over Ch,m before the
adversary queries (Xy, 2, a1k, C1 5, a2,,) to the random oracle. Therefore,

‘ (k)
Iy
T:
3 Pr {ValidProofs/\ ’F;k)‘ < TQ} > Qur g < Qg 2 .
ke[Qs] k€[Qs] | ham ham
where Qu,; denotes the number of random oracle queries that include (X, 2, a1 k,¢1,%) as a prefix. O
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We next show a restricted notion of the standard special soundness for interactive protocols. Typically,
an extractor for special soundness is provided multiple valid transcripts containing the same commitments
and is asked to extract a witness from it. Below, we show that for our particular interactive protocol,
the extractor only requires one valid transcript along with several challenges for which existence of a valid
response is guaranteed. Put differently, rather than taking multiple valid transcripts as input, our extractor
only requires one transcript and the challenges included in the remaining valid transcripts. As explained in
the beginning of this section, the crux of the proof is that given a valid challenge, the extractor can extract
parts of the response by using the trapdoor 7 (i.e., NTRU decryption key).

Lemma 4.10. Consider the following 7 valid transcripts for a statement X:

o For (n,b) € [3] x 2],
trans®) = (ar, ;" == (¢ )iepr a5”, €™ = (BO) = (B pyeprixir, B): resp™™),

o tra/?s(lyo) — (a1,C§1)7aél),E§’b) — (ﬂ(l,o)’ﬁ) resp(l O))
such that there exists (i*,7j5,45,7%) € [r] x [7']? that (c E*),CE*), 53)) are pairwise distinct, (B,
(6(2,0) (2, 1)) and (6(3,0) (3,1)

it Bis i3 i gt Z-*ng) are each pairwise distinct, and 3’ # B’.
Then, there exists a deterministic PT specz'al sound extractor Extractss such that given a trapdoor T to
crsnizk, any statement X and (trans(l’o)7 (ﬁ 7:0) Bl(njl )n€[3]’ (ﬂ’ ﬁ’)) included in any of the 7 valid transcripts
n

7* le’

of the above form, Extractss outputs a witness W such that (X, W) € Rgap 07 a solution to the MSIS4,1,k4,16Bz.q'

. ka - .~
problem with respect to ag € qu‘ included in crsyzx or a solution to the MSIS 4 1,k5,2(By, +B.sw9),q PTOblem

(1,0 (1 1))
©*, g7 Pt g

with respect to by € RI(;? included in crscom-
Proof. For reference, we recall what trans(*%) contains:
® ay = ((uo,ia Ul,i7 U2,ia U3,i7 U4,7l7 Wi) Vi7 (Vi,j)jE[T'])iE[T]a Wl17 W/Qa UI? alv V/7 V/> )

o i i= (M)iep € Zr,

1 1 1 1 1
o ay) = () (xé,?,j,Xi,?,j,Xé,B,j)je[Tq),

v 16[7]7

e = (B10) = (6(,30))(i,j)€[7]><[‘r’}76/) € O%™ % Cham,

1,0 1,0) (1,0 / 1,0 (1,0 =(1,0) 1=(1,0)
i resp(LO) = ((Z( ) Fg zj)7Fg Z,J))(i,j)e[‘r]x[‘r’]vZ(l,o) 7C(Lo)af1( ) 7f2( ) vFg ) 7Fg ) )

The proof consists of three parts: in Part (A), we extract a witness that proves the linear relation (i.e.,
[tl] = {bo} R+ [ 0 ]), in Part (B), if the extracted witness from Part (A) is not in R,
t2 b1 hg gap
extract a different witness that proves the exact relation for t; (i.e., t; = bgR”); in Part (C), we show that
given two different openings to t1, we can extract a solution to an MSIS problem. Looking ahead, if Extractss
does not succeed in outputting a valid witness for Rg,, in Part (A), then it will only output a solution to
the MSIS solution in the following Parts (B) and (C). This subtle observation will be used in Section 4.4 to
optimize the proof size of our multi-proof extractable NIZK in the classical ROM.

then we further

Part (A). First observe that from trans(% we have

V4§V = HERY 4 pF8Y 209 (over Rg).

Notice the right hand side is a valid NTRU ciphertext. Namely, by using the trapdoor 7 = (f,v) such that
H=p-v-f~! (ie., secret key for the NTRU encryption scheme), Extracts can decrypt V' + - V' to recover
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the “message” Z(19)'. Formally, Z1-0" = f~1.(f- (V' + £ -V’) mod Q) mod p. Moreover, by setting the
parameters appropriately, the NTRU encyption scheme will have no decryption error. Thus, if V' + /- V'
is guaranteed to be in the above form, then the possible Z(1.0)" that can be included in resp(::?) is unique.
In other words, there can not exist a distinct Z(1:?)" in resp(1:?) such that verification still holds. The same

argument holds for the (19 component since we have 7 + ' - v/ = Hfl(l’o)/ +pf2(1’0)/ + ¢(1.0),
With this observation in mind, given trans"9 and 3/, Extract first performs NTRU decryption as follows,
which is guaranteed to succeed by assumption:

=T (VB V) mod Q) mod p,
C(l’o) = f . (f-@ + B v) mod Q) mod p.

o ~ (1,0 —(1,0
As argued above, this Z(19" and ¢(1:9) are guaranteed to be included in trans( ), where note that trans( )

—— (1,0 )
is not provided to Extractss as input. Since trans(>:%) and trans( ) are valid and share the same first flow a1,
they also satisfy the same verification equations regarding w} and w) (see Fig. 5). Extractss subtracts these
equations to remove w} and wj, and obtains the following;:

(B/ - B\,) ° tl == b() (Z(l,O)/ —_ 2(170)/) (OVer qu)’ (14)
(B = B") - taA = by (Z10 — ZAOYA 4 [¢BO O 1| ... | 0] (over R,).
By multiplying A~! from both sides in the later equation, Extracts obtains

(8" = B') - tg = by (210" — ZEO) (10 _ L0y g (15)

Due to our parameter selection, (8" — ,Cff\" ) is small and is guaranteed to be invertible over R,. Extracts
then checks if R’ := (Z( 0) _ Z(1.0) )/(ﬂ/ B")~1 consists of polynomials with {0, 1,2}-coefficients. If so,

W := (10 — ¢(10)) (8" — B}, R/) is a valid witness for Rigsp and thus Extractss outputs W. If this is not
the case, Extractss proceeds as follows. We highlight again that if Extractss does not succeed in outputting a
valid witness for Rg,, in Part (A), then it will only output a solution to the MSIS problem in the following
Parts (B) and (C).

Part (B). Following the argument from the previous part, Extract first performs the following NTRU de-
cryption for (n,b) € [3] x [2], which is guaranteed to succeed by assumption:

20 = (- (Vie gy + B0 - Vi) mod Q) mod p.

Fix € [3]. Then, since trans(" and trans!) are valid transcripts, they satisfy the same verification

(m)

equation regarding x;';. .-
%05

n € [3:

(see Fig. 5). Subtracting both sides, Extractss thus obtains the following for all

ag (279 — Z{1)) = (B0 — B )Y ug e (over Ry).

(/e g P55 P55

_ Z(n) ::ﬁ(:)_*
x50

By [BCK'14, Lemma 2.1], any difference of distinct challenges in Cx is small and invertible over R,.
Here, we note that we do not care if the inverse is small. Thus, if there exists 11,72 € [3] such that

Z("1 /ﬁ("’lj (772) /ﬂ(’h) then Extractys outputs

'Lj*?

ﬁ(n Z(Tll) B(Tll) Z(nz)

S A (s .50,

as an MSISy 1k, 16B5,q solution for ag. Otherwise, Extractss computes My ;« = Uy« — Akiﬁi’)j*/ﬁﬁﬂ)j*
wn wn
over R, for all k € [4], which is in particular independent from the choice of n € [3]. Before finishing
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explaining the description of Extractss, which we provide in Part (C), we make a detour and claim that
=be® ! (NTT (My;+)) and @~ (NTT (M) € RFs*L consists of {0, 1,2}-coefficient polynomials.

Although Extractss is not given (c E:]), Z("Z)*,X(

Li* g - )ne{2,3) as input, it is guaranteed that such elements

exist and satisfy the following verificaton equations regarding Xg Z) g for (n,b) € [3] x [2] by assumption (see
Fig. 5).

(A, +CZ(17) A )Z(" ,b) +5(n’ Z(()"Z)* Xgnz) J: +ﬂ nb) (Up +cz(»i7) Uy

1]*

For each 7 € [3], we can subtract the equations for b = 1 and 2 to remove (the unknown) X" as follows:

1,3* ]
(Ay+ P AHZD *+B§F}j;- ”*_/8“’). A(Upge + 7 Uy )

Further substituting the commitment openings for Uj ;« and Usg ;» with the appropriate choice of n € [3],
we obtain

(Ar+c? - A)ZY + B 2 = MZie gy + B Mue s + o7 - (AoZie gy + B - Mo sz ).

Routine calculation shows that Z(()?i)* = My« + c(i’) My ;-. Performing the exact same argument on the

verification equations regarding Xé"i)* j (see Fig. 5), we obtain the following for each 7 € [3].
" dn

(2§, — i) o (Z{1). — 2¢{) 0 (ALZY.) = 2. o (AsZY).) + A4ZY).

* *
K i

= Bfl’fj (ZS. — i) o (2. — 2¢M) 0 Uy e — ZY. 0 U e + Uy-)

Z

By substituting the commitment openings for Us ;+, Us ;», Uy ;+ with the appropriate choice of 1 € [3] and
Z(()t'i)* =My ;- + cg*) My i, we further obtain
(MLi* oMy i+ 0 Mg+ — My 4» 0 M3 ;+ + M4)i*)
+ e (M 0 (2Maie — 3) — Mg -) 0 My ;)
+ (Cl@)2 - (Mg,i+ © (Mg 3+ — 1) o (Mg 3« — 2)) = 0 (over Ry).
Since this degree two polynomial evaluates to zero on three distinct (c 5*))716[3] C Zg, we must have Mg ;« o

(Mg i+ —1)0 (Mg« —2) = 0 over Ry. Applying the NTT transform, this implies NTT (Mg ;) € {0, 1, 2}@*s*L,
Finally, from the verification equation regarding W ., we have

Rot(bg) (NTT(Z{!).) = NTT(Z{).)) = (¢! = i?) - @ (t1) (over Z,).
Plugging in Z(()i]i)* =My ;- + CE*) Mg ;» and dividing by (c;s M _ c . ) # 0 (over Z,), we obtain
ROt(bo)NTT (Mgﬂ'*) =& (tl) (OVGI‘ qu),

which is equivalent to bg® ! (NTT (Mg ;+)) = t;. Since we established that NTT (Mg ;) € {0,1,2}ksxL
this implies that ®~1 (NTT (Mg +)) € R*3*E consists of {0, 1,2}-coefficient polynomials as desired.
Part (C). If Extractss has yet to output anything, then it has computed from Part (A), (5 — ﬁA’) and

(Z-0)" — Z(10)') such that Eq. (14) holds but (Z(10)" — Z10)) /(5 — B")~1 does not consist of {0,1,2}-
coefficient polynomials. Moreover, from Part (B), it has Computed My ;« such that =1 (NTT (Mg,;+)) consists
of {0,1,2}-coefficient polynomials and t; = be®~! (NTT (Mg;+)). Combining the two, we get

bo ((z<170>’ —ZOOY (g = ) - @ L (NTT (MM))) =0 (over Ry),

=:S/
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Assume S’ = 0 over Ry . Then, (Z(LO)/ - 2(1’0)/) = (B —B) - L(NTT (Mg 4+)) over R, . Since both sides
consist only of small elements, this equation holds over Z. Thub it also holds over R,. Since (8’ — BA’ ) is
invertible over R, we can divide both sides to obtain (Z1" —Z1:0)") /(5 — ﬁA’)‘ &=L (NTT (Mg,;-)) over
R,. However, this contradicts what we have established in Part (A); (Z(* 0 — Z(0Y )/ (B~ 4"~ does not
consist of {0,1,2}-coefficient polynomials. Therefore, we must have S’ # 0 over R, . Since we established
that S’ has a small norm, Extractss simply outputs S’ # 0 as a solution to the MSISy 1 1, 2(B,, +B.se),¢
problem for by. [

Multi-Extract(1*, Qu, Qs, 1/p, 7, X, 7™)

T = (f,v) € [~ Bntru, Btru]” such that p-v- f~' = H € crsnizk,

X := (crscom := (bo, b1),com :=T) € R'? x RS x (RL x RY),

™ = ((wo,s, (Uk,i)kepa), Vi)iepr), v, V', €1, (Zoi)iclr)s €2, (Zi g, F1ig, Fai ) . pyeixie), 5 ¢ (o, i )ve2))
// Recover (a1, az) by running Verify ™ (crspzx, X, 7™) (cf. Fig. 5)

// and proceed as follows using the computed (w7, wh, (vi’j)(i’j)eh—]x[T/],E/,v/)

(GoodChally, GoodChallz) := {3’} x 0

BadChall, := {3}

resp := ((Z a]7F1727J7F2,17])(z NHE[TIx[T']> 7C f17f27 /17Fl2)
trans := (a1, 1 = (¢i)iepr), 02, €2 = (B = (Bi) (i,j)elrx (], B'), resp)
t:=0

While £ < Tyax := 222 v [GoodChall,| < 1
Bi € Cham\BadChall,
G o= ff1 (f- (@ + B -v') mod Q) mod p
Zi = - (f - (V' + 8- V') mod Q) mod p
I Gl < B A |Zil < Bz A wh = bzl — Bt
A Wy =b1ZiA+ [¢]0]---|0] — Bi - t2A then
GoodChall; + GoodChall; U {8;}
Else
BadChall «+— BadChall U {3;}
t—t4+1
If |GoodChall;| =1 then
return = L
For i’ € [7]
For j' € [7']
For 5 € Cx
Zpi g =f - (f-(Viy+B-Vy) mod Q) mod p
If ||Zﬁ,i/,j’H2 < Bz then
GoodChallz[i'] +— GoodChallz[i'] U {8}
If |GoodChallz[i']| > 2 then
For (8%, gD C GoodChall[i'] s.t. Vn € [3], 8570 # gD

i\ jn m,)ne[s] = * 74 g '\ Jn
W« Extracts: (7, X, (81, 8"}))) | _., GoodChally)
If (X,W) € Rg, then
return W
Else return L

Figure 8: The multi-proof straight-line extractor. We assume without loss of generality that 7™ is a valid proof.

We are finally ready to finish the proof of Theorem 4.6. The full description of our multi-proof extractor
Multi-Extract is provided in Fig. 8. The goal of Multi-Extract is to collect the necessary inputs to invoke
Extracty defined in Lemma 4.10.

At a high level, Multi-Extract first goes over the challenges in Chay to find another 3] for which there

exists a valid response. Concretely, it decrypts (v’ + 3;-v') and (V/ + ;4 V') and searches for a pair ((;, Z})
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that satisfies ||Cilla < B A ||Zj]]2 < Bzr A Wi =boZ, — (3, -t1 A wh =Db1Z;A +[¢|0]---|0] — 5] - t2A.
If this is satisfied, resp, = ((Zi)j,F]_,i)]’,FQ,i)j)(i’j)e[T]X[71]7ZQ,Ct,f{,fé,F/l,F/Q) is guaranteed to be another
valid response where the fourth flow challenge is ca;, = (8, ;). Note that this corresponds to @s\p(l’o) and B’
in Lemma 4.10. In the following argument, we condition on |GoodChall;| # 1; that is GoodChall; = {,6’,3’}
for some ' # /3.

Multi-Extract then goes over all the challenges in Cx, which it can do since |Cx| = 2d = poly(}).
Concretely, for all 3 € Cy, it decrypts (Vs ;o + B+ Vi) for all (i/,5') € [7] x ['], and checks if it correctly
decrypts to some “message” Zg ;o such that |Zg /|| < Bz. Note that unlike for the above set of
challenges in Cl,y, this check itself does not guarantee that there exists a valid transcript for challenge
B € Cx. This is because the fact that a valid Zg s j» exists does not imply that there exists an associated
valid third flow as. However, the main observation is that if a valid transcript for challenge 5 € Cx exists,
then (Vi + B+ V) must decrypt to Zg s j such that ||Zg s j/||l2 < Bz. Specifically, GoodChall[i'] is
guaranteed to collect all the f € Cx for which there exists a corresponding valid transcript (and some 3
such that ||Zg ||z < Bz but does not have an associated valid transcript).

Finally, Multi-Extract is ready to run Extractss. It runs through all three pairs of distinct challenges

(ﬁi(,??}?]), 552}1’))176[3] from GoodChally[i'] (where each pair can be the same), and executes Extractss (T, X, (Bi(f?fl),

Bl
i’ \jn ) nel3]
must be in the specified form explained in Lemma 4.10. Thus, assuming the MSIS problem is difficult,
Extractss (and thus Multi-Extract) extracts a witness W in Rg,, as desired.

It remains to analyze the success probability and runtime of Multi-Extract. We first analyze the success
probability. From Lemma 4.7, with probability at least 5§ — negl(A), we have |[a(Xy, a1k, €1k, a2k, C2.1)| >
36; * |Cham|. By the above argument, we have 8; € GoodChall; if and only if 8} € I'o(Xy, a1,k, €1,k, a2,k, C2,)-

Therefore, if Tiax = A'iQ“, the probability that |GoodChall;| = 2 for all k£ € [Qs] is at least 1 — Qs - 27,

We also have that for all k& € [Qs],|T'1:(Xk, a1k, €1k, G2,k C25)| > 3. Then, by definition of I'; ; and
our above argument, Extractsgs must be invoked on the required inputs specified by Lemma 4.10 for at
least one ¢/ € [r]. That is, for some ¢’ € [r], we have |I'1;(Xg, @1k, €1,k a2k, C2%)| > 3, and for each
¢ € I'1 i (X, a1k, €1,k a2k, C2,), Multi-Extract succeeds in extracting all the possible ;s ;/’s that can be
included in a valid transcript, which by definition of I'y ;» is more than two. Therefore, by Lemmata 4.7
and 4.10, with probability at least & —negl()), Multi-Extract extracts a witness W € Rgap 0or an MSIS solution.
Assuming the MSIS problem is difficult, Multi-Extract extracts a witness W € Rg,, with probability at least
£ — negl(A) as desired.

We finish by analyzing the runtime of Multi-Extract. Multi-Extract takes at most time Tmayx - polyytru ()

when running through the challenges in Chay, where Tiax = )"iQ“ and polyytry(A) is roughly the time it

,GoodChaIIl). We show that with non-negligible probability, one of the set of inputs to Extractss

takes to perform an NTRU decryption. Moreover, it takes 7 - 7" - polyytry(A) to compute GoodChally, and
since GoodChally[i’] has size at most |Cx| = 2d for each i’, Multi-Extract executes Extractss at most (2d)5-
times. Since it takes polyg, ;. (M) to run Extractss, which is in particularly independent of the runtime of the

adversary A, the total runtime of Multi-Extract is bounded by (% +7-7") - poly(A) 4 polygyrace, (A) -7+ (2d)°.

Hence, the runtime of Multi-Extract is upper bounded by % - p(A) for some polynomial p(\) independent of
A as desired. =

4.4 Optimization in the Classical ROM

In the context of blind signatures, we notice that we do not require the full straight-line extraction ca-
pability of our multi-proof 1If,« . Specifically, we can reduce the proof size by removing the Katsumata
transform [Kat21] applied to the exact proof of Bootle et al. [BLS19]. These components are the first
block of texts highlighted in gray in Fig. 4, where the prover commits to (E;, (S; ;);e[+1)ie[-] by the NTRU
commitment/encryption scheme.

To explain why we can remove this part, we first recall Lemma 4.10 where we constructed a restricted
special sound extractor Extractss. As we mentioned during in the proof of Lemma 4.10 Extractss can only

extract a valid witness in Rg,, during Part (A). After Part (A), we know Extractss can only extract an MSIS
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solution. Moreover, notice in Part (A) that we never used components related to the exact proof of Bootle
et al. [BLS19]. Namely, focusing only on Part (A), we can think of another extractor Extractss that only

takes (trans(H9) (3, B’)) as input, rather than (trans(l’o), (51(77]0;), 51‘(17:;‘1:3)776[3]7 G 3’))

Now, looking back at our blind signature, the only moment we used the straight-line extraction property
was during in the proof of one-more unforgeability in Theorem 3.5. Taking a closer look, the only reason
why we required a straight-line extractor was because the simulation needed to extract the witness in Rg,,
to perform the simulation. If it failed to extract a witness in Rg,,, then there is no point for the reduction
to continue simulating the rest of the game to the adversary.

Combining the two observations, it is easy to see that during the proof of one-more unforgeability, the
reduction only needs the capability of running Extractgg rather than Extractss. In case Extractgg fails, then
by the observation made during in the proof of Lemma 4.10, we know that Extractss would have failed to
output a witness for Rg,; as well. Therefore, once Extractgg fails, the reduction terminates the simulation
of the one-more unforgeability proof and then switches to extract an MSIS solution from the adversary via
rewinding as it is done in the original proof of Bootle et al. [BLS19].

In summary, the reduction only needs to collect the inputs required to run Part (A) of Extracts in a
straight-line fashion. If Part (A) fails, then it can resort to rewinding-type extractions. This allows to
remove all the components related to the Katsumata transform [Kat21] applied to the exact proof of Bootle
et al. [BLS19], which is a huge efficiency gain. We chose to provide the NIZK with full straight-line extraction
capability since it is not obvious if this idea works against quantum adversaries in the QROM. This is mainly
because rewinding quantum adversaries is generally a non-trivial process and the reduction requires to also
extract the MSIS solution without rewinding. We leave it as an interesting question whether this optimization
applies in the quantum setting.

4.5 Putting Everything Together

| Parameter | Value |
50
(;]/ ~ 324
D ~ 932
Q ~ 266
T 6
7’ 2
K 2
d 2048
k1 3
ko 5
ks 4
ka 19
B. 36
o 926
YDSMR, YD, VD', YE 1

Table 2: Concrete parameters for our scheme.

For reference, we give, in Figure 9, an instantiation of the blind signature of Section 3 using the primitives
defined in this section. Note that instead of considering a straight line extractor which relies on RLWE we will
consider one that relies on MLWE, e.g. we will encrypt randomness R by computing V' = Z';Zl H lel,j +
pD, + R this way we can argue zero-knowledge using MLWE in dimension « and use a much smaller modulus
Q. To set parameters we consider all the constraints listed in Annexe D. For 128 bits of security we use
a root-Hermite factor of §o = 1.00454 to be consistent with the LWE-Estimator from [APS15]. When
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Mgs : S"(vk = (a1, u),sk = Ta,) U (vk, M)
Crspizk; CrScom, A2) := H(‘crs’||0), where (a1, as,u) € RE' x R%2 x R

q q q
CrScom ‘= (bO,bl) S RI;? X R§3

h:=Hmn(M)
R & [-1, )"

(com, ™) __|to] ._ |bo 0
com = t| = |b, R+ hg

7™ & Provel™ (crsfizk, (crscom, com), (h, R + 1))
If Verify™™ (crsSz«, (crScom, com), 7™) = L
then return L e
e & SampleLeft(ai, [az + t | bi],u, Ta,,0)

(e1,e2,€3) =€ € R’;l X R’;z X R’;S
Check:

vi € [3], [leill < BS,

and [a; |az +t | bi]- e’ =u

el
el = e;
Rej +e;

& Prove™((aj,az2, b1, u, h), &)
return 7°

Figure 9: Blind signature protocol using the building blocks of Section 4. In above, 1 denotes the all one matrix.

estimating the hardness of the MSISy ,, k. B,q problem we use the root-Hermite factor defined as

It should be noted that by ignoring some columns in the MSIS instance one can consider any dimension
k' < k when computing the root-Hermite factor. We thus use the value obtained by considering the maximal
dg obtained when varying the dimension k, which is

log? B
60 — 2 4dnloggq |

We first set the modulus ¢ as well as the dimensions (d, k1, k2, k3) by considering the constraints on the
hiding property of the commitment, the unforgeability of the blind signature and the quality of the three
corresponding trapdoors, while taking into account that R must only split once modulo ¢ to ensure that
small messages will be invertible. The parameters of Figure 2 give §g = 1.00262 and §y = 1.00443 for
the corresponding MLWE 2 ,—2,55.q and MSISg 1 i, 4 ks, Busis,¢ Problems resulting in respectively 242 and 131
bits of security, where Ss is the uniform distribution over [—1,1] . C Ry. We then fix p and @ so that
decryption of the NTRU encryption (used by the straight-line extractor) always succeeds, consequently we
set k and k4 so that the MLWE instances corresponding to the zero-knowledge property of the multi-proof
extractable NIZK are hard. With the parameters of Table 2 we obtain a root-Hermite factor of o = 1.00286
for the aforementioned MLWE 1 s o /., 4Q instances corresponding to 218 bits of security. We can then

set ¢/, 7,7’ to guarantee that the multi-proof extractable NIZK is sound, while making sure that R splits
completely modulo ¢/, we obtain MSISy 1k, 1684, and MSIS4,1,k5,2(By,, + B.s9),q instances with §o < 1.0021,
corresponding to 320 bits of security. We also check that the hiding property of the commitment holds for
the modulus ¢’ which is clear since ¢’ < q.

We recall that the matrix [al | ag + hg | bl] contains two one elements corresponding to the two NTRU
instances and a zero element in b;. Using the technique of Bai-Galbraith [BG14] we can reduce the dimension
of the signature by 2. We consider that Gaussians can be encoded in log(20) bits by using the encoding of
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e.g. [PFHT18]. The size of the resulting signature is
102.6 KB.

We note that the first flow does not need to explicitly contain t since it is already part of the zero-knowledge
proof. We get a first flow of size 34 MB, but considering the optimization presented in Section 4.4 we can
reduce this first flow to 851 KB.

Possible optimizations. We first consider optimizations to obtain a smaller signature size. As one can
observe reading this section, the hardness of the various problems given varies from 128 bits to more than
300 bits of security. Ideally we would like to reduce the appropriate parameters to obtain problems which all
give similar security guarantees and smaller signatures. We could reduce the signature size by reducing k;
and k3 to get a tighter MLWE security than the 242 bits given above, however taking k1 = 2 or ks = 3 lowers
this security directly to less than 100 bits. We could circumvent this issue by using matrices A, Ao, By
instead of aj,as, by and lowering the degree d to e.g. 512, this way we would have better granularity when
modifying parameters, however we would need a module-NTRU trapdoor on the matrix A; which is not
constructed in [CPST20] and seems nontrivial to obtain. Another solution would be to lower the size of
the randomness R to get an MLWE instance of hardness around 128 bits, but the analysis of such a very
sparse randomness has not been studied well enough to have reasonable security estimates (for example the
LWE-Estimator from [APS15] gives 141 bits of security for a standard deviation of 10~# which in practice
would clearly be insecure since the matrix R would be all zeroes with overwhelming probability). Even
assuming we could use a very sparse randomness R this would only slightly improve parameters since the
bound 8% would be unchanged. To get a real improvement on the multi-proof extractable NIZK, we would
need to additionally prove the sparseness of R, which we could consider by proving statements about the
hamming weight of R but that would make the protocol much more complicated. Using either of these
improvements we could lower the signature size to around 50 KB.

Another possible avenue for improvement would be reducing the size of the first flow by considering a
better exact ZKP. In particular Esgin et al. [ENS20] successfully divide the size of the proof of Bootle et
al. [BLS19] nearly by a factor 8. In all likelihood using the same proof would give the same improvement
and bring the size of the first flow down to around 120 KB. However using this zero-knowledge proof is not
completely straightforward as extraction is more complicated and the arguments used in Lemma 4.10 might
not apply any more, especially when considering extraction in the QROM.

We leave further optimized instantiation of our generic construction as an interesting future work.

5 Security in the QROM

In this section, we show that our blind signature I1gs in Section 4 is also secure in the QROM. In particular,
we show the following three items in the subsequent subsections.

1. The (semi-)generic construction in Section 3 is also secure in the “QROM?”.

2. The single-proof extractable NIZK 11}, provided in Section 4.2 is also secure against a “QPT” adver-
sary.

3. The multi-proof extractable NIZK IIfj,,« provided in Section 4.3 is also secure against a “QPT” adver-
sary.
5.1 Item 1: QROM Security of the Generic Construction

The blind signature IIgs in Section 3 can be shown to be secure in the QROM following a similar proof assum-
ing the underlying NIZKs are secure against QPT algorithms. The main noticeable difference lies in the proof
of the one-more-unforgeability game. In the classical setting, the challenger guessed the hashed message h ;-
included in the forgery (see Gamey of Theorem 3.5) with probability 1/Qp,, but the same naive argument
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no longer holds in the QROM since the probability that the guess succeeds becomes 1/ |R,| < 1/ 2*. Note
that the previous proof will not hold even under the subexponential hardness of the MLWE problem since
the complexity leveraging we need to perform depends on the parameter used by the MLWE problem.

We first show that Ilgs is quantumly blind under malicious keys.

Theorem 5.1. The blind signature Ilgs in Section 3.2 is quantumly blind under malicious keys if the com-
mitment scheme Ilcom is quantumly hiding, and the two NIZKs 1137 for (R®, Rg,,) and Iz« for (R™, Rg,,)
are quantumly zero-knowledge.

Proof Sketch. Assuming the underlying NIZKs are quantumly zero-knowledge, the proof of blindness under
malicious keys is almost identical to the classical case. The only difference is that we modify the challenger
to use 2Qu,./2Qn,, /2Qn,/2Qu, -wise independent hash functions with appropriate domains and codomains
to implement the QROs Hers/Hm/Hs/Hm, respectively, where Qp_./Qn,, /Qn./Qn,, are the respective numbers
of random oracle queries performed by the adversary. By Lemma 2.23, this produces the same distribution
to the adversary, while the challenger’s runtime slightly increases since it needs to compute the Q-wise
independent hash functions. The reason for this modification is so that the adversary against the hiding of
IIcom and the zero-knowledge of 11}, and 11z« can efficiently simulate the challenger. Observe that unlike
a classical RO, a QRO cannot be lazily simulated since the adversary may query the entire input space in a
superposition. Other than this modification, the proof is exactly identical to that of Theorem 3.4. O

We next show that Ilgs is quantumly one-more-unforgeable.

Theorem 5.2. The blind signature Ilgs is quantumly one-more unforgeable if the two NIZKs II},z« for
(R®, Rap) and Iz for (R™, Rg,,) are quantumly single-proof and multi-proof extractable, respectively, and
the MSISda1¢k1+k2k'3,BMSIS,Q’ MLWEd117k1711XMLWE»q? DSMRd,k‘l*LXDSMR,q,l and DSMRd’kaS*LXDSMRaQal problems

are hard.

Proof. The high level structure of the proof remains the same as for the classical case but there are several
subtle differences. Below, we provide the full proof for completeness.

Assume there exists a QPT adversary A with non-negligible advantage ¢ against the one-more unforge-
ability game that makes at most Qs (classical) signature queries. Further assume A makes at most Qu,
(resp. Qu.., Qu,, Qn,) (quantum) random oracle queries to Hy (resp. Hes, Hm, Hs). We consider a sequence
of games, where we denote E; as the event A wins in Game; and C; as the challenger in Game;.

Game; : This is the real one-more unforgeability game. By definition, we have

Pr[E;] = e

Gamey : In this game, the challenger uniformly samples 2Qu_./2Qmu,,/2Qn./2Qn, -wise independent hash
functions to implement the QROs H¢s/Hm/Hs/Hm, respectively. Throughout the proof, we assume without
loss of generality that these Q-wise independent hash functions are sampled from a set of all possible functions
with an appropriate domain and codomain. We denote these hash functions simply as Hes/Hm/Hs/Hm. By
Lemma 2.23, this produces the same distribution to the adversary. Thus we have,

Pr[Es] = Pr[E4].
Moreover, we have Time(C2) = Time(C1) + > ge fers Mom. s} Qstr ° T2Qu-wise  ywhere recall T®W*¢ denotes the
time to evaluate a Q-wise independent hash function, which is O(Q) for a typical choice.

Gameg : In this game, the challenger modifies the description of the function Hes. It first samples a random
2Qp.,.-wise independent hash function H. . as in the previous game and further runs the CRS simulator Ses

crs crs
provided by T}, and generates (crsyzi, 7) & Ses(1?). Tt then sets the function Hey as

H., () otherwise.

Hcrs(x) — { (a:érl\TI]IZKy ClScom) a2) if x = 07 (16)

50



Otherwise, the challenger proceeds identically to Game;.

It can be checked that Gamey and Games are indistinguishable by the CRS indistinguishability in Def-
inition 2.10. Specifically, there exists a QPT adversary Besp —against the CRS indistinguishability such
that

PI‘[Eg] Z PI‘[EQ] - AdV%E;IZK (BchEIZK),

where Time(Bersn . ) is Time(A) + Time(Cz). Note that Besn —can efficiently simulate Co due to the modifi-
cation made in Gamey. Assuming CRS indistinguishability, we have Pr[Es] > Pr[Es] — negl(\).

Gamey : In this game, the challenger uses the multi-proof extractor Multi-Extract provided by Il to extract
a witness in Rg,, from all the proofs included in Qs first messages (pj,1)jelqs) submitted by A. Specifically,
when A submits p; 1 = (comj, 77;“) to the challenger, the challenger runs W; <« Multi-Extract(1*, Qu,,, Qs, 1/1,
T, Xj,Tr;-"), where p = Pr[Ez] and X; = (crScom, com;). We denote by Abortesract the event that there exists
j € [Qs] such that W; ¢ Rg"ap. If Aborteytract Occurs, the challenger aborts the game and rewrites the forgery
of A to be L. Otherwise, it proceeds identically to Gamez. Conditioning on Abortegract not occurring,
the challenger extracts W; = (hf, ¢}, cj, (v)i)ic[ky)) € Rgap- We note that the challenger does not use the
extracted witness in this game.

An identical argument to the classical case (see Lemma 3.6) shows that
1
Pr[E4] > 3 - Pr[Es] — negl()).

In this game, the runtime of the challenger C4 becomes longer than that of Cs since it runs the multi-proof
extractor Multi-Extract. Due to Definition 2.10, we have Time(C4) = Time(C3) + Q. - Qett. i -p(\) for
some constants (c, e, e2) and polynomial p()), where p = Pr[Es] > e —negl()\). Assuming e is non-negligible,
Time(C4) is bounded by a polynomial.

Games: In this game, the challenger checks if all the messages {M;};c[qs+1] in the adversary’s forgery satisfy

Hm(M;) # Hu(M;) for i # j € [Qs + 1], where we denote the event that a collision is found by Abort,

If Abort’guess occurs, the challenger aborts the game and rewrites the forgery of A to be 1. Otherwise,
it proceeds identically to Gamey. By [Zhal5], any (possibly unbounded) quantum algorithm making Qpu,,
queries can find a collision with probability at most C’ - (Qu,, + 1)/ |Shash| for some universal constant C’.

Therefore, we have

guess*

C" - (Quy +1)°

Pr[Es] > Pr[E4] — Soaet]

Gameg : In this game, the challenger replaces the function Hy : M — Shash C Ry by a small-range distri-
Co-Q3
m, where p/ = Pr[Es] and Cj is defiend as in Definition 2.24. It then

w
samples h = (hy, -+, hy) & (Shash)” and P < Func(M, [r]), and defines Hy as Hu(z) = hp(y). Since Hy is
drawn from the small-range distribution with r samples from the set D = Shaspn, Lemma 2.25 asserts that

Co- Q
Pr[Eg] > PrlE;] — %Q“M - % - Pr[Es].

bution. Specifically, it sets r =

Here, since sampling and computing P takes time |M|, which is in general exponential in A, the challenger
instead uses a T2~ independent hash function Hp to simulate P. By Lemma 2.23, Hy(z) = hHp ()
produces the same distribution to the adversary, and thus, the above bound on Pr[Es] remains the same.

2:Co-Q}

Moreover, we have Time(Cs) = Time(Cs) + r - poly()), where r = (L,QHM7 ' = Pr[Es], and poly(}) is the
time it takes to uniformly sample from Shasp- Note that the time to compute Hp does not show up explicitly
since Cs also computes a similar hash function. Assuming p’ is non-negligible and Time(Cs) is polynomial,

Time(Cg) is also polynomial.

Gamey : In this game, the challenger samples a uniformly random index j* < [r] at the beginning of the game

and performs two types of checks. First, when the challenger extracts W; = (h;, c}, i, (ji)iclks]) € Rewp
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from the first message p; 1 submitted to by A (conditioned on Abortessract N0t occurring), the challenger checks
if h’;/c; # hj+, where note that by definition c} is invertible. Moreover, at the end of the game, when A
outputs the forgery {(M;, X;) }ic(qs+1], the challenger checks if hj- € {H(M;) }icjqs+1) and if {Hm(M;) }iers+1]
are pairwise distinct. We denote by Abortgess the event that either of these checks do not hold, where note
that event Abortg,ess includes event /—\bort;uess. If Abortg,ess occurs, the challenger aborts and rewrites the
forgery of A to be L. Otherwise, it proceeds identically to Gameg.

We later show in Lemma 5.3 that

1
PT[E’” Z ? . PT[E6]7
2:Co-Qj) , . . . .
where recall 7 = ——" and y’ = Pr[Es]. Finally, it can be checked that Time(C7) = Time(Cs).

Gameg : In this game, the challenger modifies a, in the output Hes(0) = (crsyzx, €rScom, @2). Specifically,
after it samples j* < [r] at the beginning of the game, it sets ap = as — hj- - g where a, & Rf;', and sets Heps
as in Eq. (16). Since the distribution of ag in both games are uniform over R’;, we have

Pr[Eg] = Pr[E7].

Gameg : In this game, the challenger gets rid of the trapdoor T,, included in the secret key sk and modifies
the way it samples the short vector e when A4 submits the first message p;. We omit the details as it is defined
identically to Gameg of the classical case in Theorem 3.5. Following the same argument as in the classical case
(see Lemma 3.8), there exists PPT adversaries Bmuwe, Bhgur @nd Bpsmr against the MLWEG 1k, —1 yuuwe.q»
DSMRg k1 ,xosur.q,1, and DSMRg .5, —1 1 problems, respectively, such that

sXDSMR» 4

Pr[Eg] > Pr[Eg]—AdvM Bt k=t omes (Byiye) — AdvMHVES LR —txwosurea 1 (Blygye)

- 2. /A\dVDS’\/lR”l’k?’“3'71”"35'V'R"7’1 (BDSMR) — negI(A)

where Time(Bwuwwe), Time(Bpsyr), and Time(Bpswr) are roughly Time(A) + Time(Cy). Assuming the hard-
ness of the MLWE and DSMR problems, we have Pr[Eg] > Pr[Es] — negl()\).

At this point, the challenger in Gameg no longer relies on a trapdoor for a;. Therefore, we are now ready
to embed an MSIS instance in the public vectors and to simulate the view of A in Gameg in order to solve
the MSIS problem. Following an identical proof to the classical case (see Lemma 3.9), there exists a QPT
adversary Bysis against the MSIS problem such that

AdVMSISd,1,k1+k2k3,BMS|s,q (BMSIS) > . Pr[Eg]Cl _ neg|()\)7

2p(N) - Qf,

where p()\) is a polynomial, and e and ¢; are constants defined in Definition 2.9. Moreover, we have
Time(Bumsis) < ¢z - (Time(A) + Time(Cy)), where ¢z is also a constant defined in Definition 2.9.

Let us check that Bysis has non-negligible advantage and runs in polynomial time to arrive at a contra-
diction. Collecting all the bounds, we have

/ 2

1 7 €
Pr[Eg] > — - Pr[E;] — (A = ————— e —negl(A\) > ——— — negl(A
r[Eo] > 3 r[E1] — negl()) 16-Co - QF, € —negl(\) > 3 qQ, negl(}),
A 2:Co-Qjy l 1
where we used the fact |Shasn| > 2%, r = — =", 1’ = Pr[Es], Pr[Es] > 7 - € — negl(}), and Cp < 27 from

Lemma 2.25. This in particular implies

AdVMS|Sd,1,k1+k2k3,BMs|5,q (BMSIS) Z

1 €2 “ 10
w0 Q \m2q,) W
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which is non-negligible by assumption. Moreover, we have Time(Cy) =~ --- ~ Time(Cg), Time(Cs) =
Time(Cs)+7-poly()), Time(Cs) = Time(Cs)+ Q. -Qgﬁl-%-p()\), Time(Cy) = Time(Cl)+Zstr€{crs$,\,|,m’s} Qstr
T2Qs-wise wwhere = Pr[Ez] > € — negl(\) and “~” hides an insignificant blow up in the runtime. Since
Time(A) can be assumed to be larger than Time(Cy), we have

1CoQ, Qg Qe

EC

Time(Cg) =~ Time(.A) + poly()\) + p()\) + Z Qstr - T2an—wise7

stre{crs,M,m,s}

where recall poly(A) is the time it takes to uniformly sample from Shash. Assuming e is non-negligible,
Time(Cy) is polynomial. Combining this with Time(Busis) < ¢z - (Time(.A) 4+ Time(Cy)) for constant ca, we
have Time(Busis) is polynomial as desired. Since this implies a QPT adversary for the MSIS problem with
non-negligible advantage, we arrive at a contradiction.

To complete the proof of the main theorem, it remains to prove the following Lemma 5.3.

Lemma 5.3. We have Pr[E7] > 5= - Pr[Eg).

1
2r
Proof. Let us analyze Pr[Abortgyess]. Notice the worst case is achieved when A outputs a forgery {(M;, X;) }icjqs+1)»

where {;/¢}}jciqs) € {HM(M;)}iciqs41)- Conditioned on event Aborty,., we are guaranteed that {Hw(M;)}iciqst1]
is of size Qs + 1. Therefore, since j* is distributed uniformly random over [r] from the view of A, we have

Qs
1 1 1 1
Pr[Abortgyess| > (1 — ) o> Qs > —
r roor

where we use the fact r > 2Qs. This is without loss of generality since we can always include in Qp,, the
number of hash queries performed by the challenger to run the verification algorithm, which is Qs + 1. Since
the only differences between Gameg and Game; are the abort conditions, the statement follows. O]

O

5.2 Item 2: QROM Security of I}«

We consider the same single-proof extractable NIZK II},,« for relations (R*, R
The following is the main theorem of this section.

S

2ap) Provided in Section 4.2.

Theorem 5.4. The NIZK II3,,« in Figs. 2 and 3 is quantumly single-proof extractable with (c1,co,e) =
(3,2,6) and p(\) = poly(\). Moreover, it is quantumly zero-knowledge.

Since zero-knowledge against quantum adversaries follows from previous work (see the discussion in
Theorem 4.2), we only focus on proving single-proof extractability against quantum adversaries.

Unlike in the classical case, we cannot simply rewinding the cheating prover to extract the witness since it
may disrupt the quantum prover’s internal state. That is, we cannot rely on the standard argument to lower
bound the probability that the prover succeeds again after being rewound with similar advantage. We thus
rely on recent results on QROM secure NIZKs based on the Fiat-Shamir transform [LZ19, DFMS19, DFM20].

For completeness, we provide all the necessary tools to argue single-proof extractability of II},,x in Ap-
pendix B. In short, if the underlying sigma protocol implicit in II},,« (see Fig. 2) has an associated instance
generator 1Gen (see Definition B.1) and a (7, v)-compatible separable function CSF.Gen (see Definition B.5),
then II} 7« with an associated 1Gen is single-proof extractable with parameters (ci,c2,e) = (3,2,6) and
p(A) = (1 — v)?/4 by Theorem B.4. This establishes Theorem 5.4.

Informally, 1Gen generates a statement-witness pair for which the adversary must provide a proof. In the
context of blind signature, 1Gen is supposed to output a statement X which is distributed as Dy, as used in
the proof of Lemma 3.9. Concretely, for II§,zx to be useful in our context, we define IGen as follows, where
recall the parameters are defined in Table 1.
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kl ng
MLWE >

u & R4, and h & Shah. It further samples (possibly inefficiently) a random & := (&1,83,83) €
RFvtkatks such that for all i € [3], [|&lla < BY,, and [a; [az+h-g|b]é" = u. It finally output a

statement-witness pair (X = (ay,ag, b,u, h), W = &) such that (X,W) € (R*, Rg,,)-

e IGen(1%) : On input the security parameter 1%, it samples a; & {1} x R’;l_l,b & R’;B, R &y

It remains to show that the sigma protocol for relations (R*®, Rg,,) with an associated instance generator
IGen has a (7, u)-compatible separable function. The following proof follows closely [LZ19, Section 5] which
showed that Lyubashevsky’s sigma protocol [Lyu09, Lyul2] over non-structured lattices has a compatible
separable function. We extend their results to the case of structured lattices.

Lemma 5.5. The sigma protocol for relations (R° Rg,,) (implicit in Fig. 2) with an associated instance
generator 1Gen has a (7(\),v()\))-compatible separable function, where 7(\) = 0.19 and v(\) = 1/¢* (resp.
v(X) =0) when q is odd (resp. even) assuming the hardness of the MUIWEg 1 i, 4y ks xmwe,q» Where XMLwe =

Dzo and 0 -3 13 VkiBsi < q/5.

Proof. The sigma protocol implicit in Fig. 2 uses o := w € Ry, 8 :=c¢ € Schai, and y:=1z € Rkitkatks a5 the
first, second, and third flow, respectively. We define the compatible separable function CSF.Gen as follows:

e CSF.Gen(1*,X,a = w,3 = c¢,mode = preserving): When mode is preserving, it samples (s,x) <

XYMLWE X X,’fﬁ,ﬁé‘*‘“ and d & R,, and outputs the function f: RF+katks 5 £0 11 defined as

f(z):= Lcoeffl ((8 lai Jag +h-g|b]+x) z' + d)J la/21

where coeff; (a) outputs the first coefficient a1 of @ € Ry, when viewing a as a polynomial of degree d
with coefficients in {0,1,.---,¢—1}, and |a1]|, /o) outputs a1/ [¢/2]] € {0,1} for ay € Zq and g > 2.
Here, |x] outputs the nearest largest integer, e.g., |1.5] = |2.4] = 2, and |x| outputs the nearest
integer 2’ such that 0 < |z] — 2’ < 1, e.g.,, |1] =[1.9] = 1.

e CSF.Gen(1*, X, = w, B = ¢, mode = separating): When mode is separating, it samples v < R§+k'+kC°m
and d & R,, and outputs the function f : RFi+k2+ks — 0 1} defined as

f(z) == |coeff; (vz' +d)] la/2]°

Now, for any (o, 8) = (w,¢) € Ry X Schal, the set of all valid third flow Vi o s is defined as

[ai |az+h-g|blz" =w+c-u }CRk1+k2+k3_

VX,a,,B = {7 = Z = (Zl,Zg,Zg) A VZ c [3]7 ||ZZ||2 S Bg_ri

Below we prove the properties required from compatible separable functions defined in Definitions B.5
and B.6.

Preserving Mode. Fix any X € Lgs and (a, 8) = (w,¢) € Ry X Schal such that |Vx o | > 1. For a random

choice of f & CSF.Gen(1*, X, w, ¢, preserving) and for any v = z € VX a,8, We have

f(ZhZz)

|[coeff, ((s-[a1 |az+h-g|b]+x)z" +d)| lg/2]

coeffy | s- (w+c-u)+d+xz'

=ipub T Ly
By definition of a valid third flow z, pub is identical for z € Vx,a,5. Let A =037, V'k;Bs. i, which is
smaller than ¢/5 by assumption. Since coeff; (pub) is distributed uniformly random over Z, for a randomly
chosen f, coeff; (pub) falls into [A, |¢/2] — A] or [|q/2] + A, ¢ — A] with probability 1 —4A/q > 1/5. By
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Lemma 2.13, we have ‘sz’ <o0o- ZiG[B} VkiBs,; for all z € Vx4 5 with probability at least 1 — negl()),
where x & il Hence, we have |{f(z) | z € Vx,a,5}| = 1 with probability at least 2 — negl(\) > 0.19.
Separating Mode. For any distinct z,z" € Vx o 3, the differences between coeff; (VZT) and coeff; (VZ/T) are

uniform over Z, for v & R’;1+k2+k3. Then, further considering the randomness over d < Ry, (coeffy (vzT + d) ,
coeffy (vz'" +d)) is distributed uniform over Zy x Zq. Therefore, for any distinct 2,2z’ € Vx 4,3, we have

1 e
5 if ¢ is even
1

1+ 2 . .
% if ¢ is odd

Pr(f(z) = f(2)] = 1 - == lg/2] - (¢ — a/2]) {

q2

where the probability is take over f ¢ CSF.Gen(1*, X, a, 3, separating). Therefore, when ¢ is even, v()\) =
&(A) = 0 and when ¢ is odd, then v(A) = &(\) = q% as desired.

Mode Indistinguishability. This is a direct consequence of the MIWE g 1 i, 4k +k5,xmuwe,q @Ssumption. O

5.3 Item 3: QROM Security of Il

We consider the same multi-proof extractable NIZK II},,« for relations (R™, R
The following is the main theorem of this section.

m

gap) Provided in Section 4.3.

Theorem 5.6. The NIZK II¥,« in Figs. 4 and 5 is quantumly multi-proof extractable with (c1,c2,€) =
(1,2,1) and p(A) = poly(\). Moreover, it is quantumly zero-knowledge.

The proof is a consequence of the following Theorems 5.7 and 5.8.

Zero-Knowledge.

Theorem 5.7. The NIZK 1IY;« in Figs. 4 and 5 is quantumly zero-knowledge if the MIWEy 11~ @,
MLWE11~5.0, MIWEG 11 45, .Q, and MLWE g 4p, 11k, — (ks +1),7s,@ PTOblems are hard.

Proof. Assume there exists a QPT adversary A with advantage e, where the zero-knowledge simulator
Sim := (Simg,Simy) is as defined in Fig. 7. Let us define two distributions Ho and H; over X and Y,
respectively, such that X := R™ x {0,1}, where R™ is the space of statement-witness pair, and ) is the
space of all possible transcripts (a1, c1, ag, 2, resp) of the implicit 5-round interactive protocol of I}, (see
Lemma 4.5 to recall their definition). Concretely, we define Ho and H; as follows:

e When we take Hy <& H,, for each (X, W, b) € X, Ho(X, W, b) is identically and independently distributed
according to the distribution Déans(crsr,\',‘,ZK, X, W) defined in the statement of Lemma 4.5.

e When we take H; & #,, for each (X, W,b) € X, H;(X, W, b) is identically and independently distributed
according to the distribution Dgm(crsfz, X) defined as sampling (c1,cg) < Zi x (C%™ % Cham) and

$ . .
(@1, az, resp) < Simine(crspzk, X, €1, €2), and outputting (a1, c1, ag, ca, resp).

We now consider a QPT adversary B with oracle access to either Ho or H; that simulates the view to A.
Notice that B can plug in #Hy and H; in place of the GetTrans algorithm in Fig. 7, where observe that the
description of Simg can be rewritten using GetTrans rather than Sim;,.. If B is provided Hg, then it perfectly
simulates (Hpm, Prove) to A.'6 On the other hand, If B is provided H1, then it perfectly simulates (Simg,S)
to A. B outputs whatever A output.

Then, B makes at most Qu.p queries and satisfies

Pr[BHo)(1%) — 1] — Pr[BHY (1Y) = 1]| > e,

16To be precise, we require Ho to output L with negligible probability to be consistent with the real-world prover that may
abort with negligible probability. However, we omit this for simplicity as it makes negligible difference.
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where Qu.p is the total number of queries A makes to H, and Prove. Then, by Lemma 2.26, we can
construct a QPT algorithm B’ that distinguishes DZ, . from Dgm with probability at least €2 /(C - Qu.p)
for some universal constant C' > 0. However, by Lemma 4.5, we must have ¢2/(C - Qu.p) = negl(\), which
establishes € = negl(\) as desired. O

Multi-Proof Extractability.

Theorem 5.8. The NIZK II¥,« in Figs. 4 and 5 is quantumly multi-proof extractable with (c1,e1,e2) =
(1,2, 1) andp()\) = p0|y()\) zfthe MI—WEd,l,l,'yf,,Qy MI-WEd,l,l,'ydv,Q; MLWEdJJ,’YﬁI-,Q’ and MLWEd,4k3+1,k4—(4k3+1),'yE,Q
problems are hard.

Proof. Due to the way we organized the proof of Theorem 4.6 in the classical ROM, we are able to reuse
most parts of the proof. To start, the proof of CRS indistinguishability is identical to those provided in
Theorem 4.6.

Regarding the proof of straight-line extractability, the only part that requires a tailored argument for
QROM security is in the proof of Lemma 4.7, which established that if a classical PPT adversary A outputs
a valid proof, then there must have been multiple challenges for which it could have succeeded on. For a
quantum polynomial time adversary A, we must take into account that it can make quantum random oracle
queries to the hash function. Otherwise, the proof of Lemma 4.10 and the rest of the proof of straight-line
extractability remains intact since they are purely statistical arguments which hold regardless of being in
the classical or quantum ROM.

Our goal is to thus to modify the proof of Lemma 4.7 to the following Lemma 5.9 so that the claim holds
even against QPT adversaries. We note that since the lower bound on I'; is altered, the runtime of our

2
straight-line extractor Multi-Extract will be proportional to O(%) rather than O(%) as in the classical
setting.

Lemma 5.9. Let us define the transcript (a1, cy,as,Ca,resp) and sets (T'1,4)iefr) and Ty as in Lemma 4.7.
Then, for any Qu = poly(A\) and QPT adversary A that makes at most Qu (quantum) random oracle queries
with

(EFSRTIZKa T) & Sch(lA)»

Pr m
{(Xk77rz1)}k€[Qs] & A‘Hm>(1>\acr5NIZK)>

:Vk € [Qs), Verify"™ (cfs, Xe, 7f') = T | > (),

we have,

Vk € [Qs], Verify"™ (crsnizi, Xe, ) = T
A i € [7],|T1,i Xk, a1k, €1,k, G2,%, C2,1)| > 3 >

A |T2(Xk, a1,k, C1,k, G2,k, C2,x)| > W - |Cham|

(EERI‘.IZKy T) <i Scrs(l/\)y

Pr '
{(Xi, ) Yeeraq) & AM™ (17, crspizg),

1
5BV — negl(\).
Proof. The only difference between the proof in the classical and quantum setting is how we upper bound
Corollaries 4.8 and 4.9 in Lemma 4.7. For notational simplicity, we denote I’glfi) =T1,(Xg, 01,5, €1k, G2,k C2 k)

and ng) = T'9(Xg, a1,5, €1k, G2,k C2 1) for each (k,i) € [Qs] x [7]. Let Tz be a positive integer, which we

define shortly after. We denote by ValidProofs the event that Verify™™ (crsyzic, Xi, 7") = T for all k € [Qs],

and when the context is clear, we omit the sampling probability space. Then, we can rewrite A’s advantage

as follows:

p < Pr[ValidProofs]
=Pr {ValidProofs A (Vk € [Qs], (5” € [r], \FE'?

5) 0 (1] )
<5) (] <))
5)n ([ > )

+ Pr {ValidProofs A (Ek‘ € [Qs], (Vi e [7], ngz)

<Pr {ValidProofs A (Vk € [Qs], (Hi e [7], ‘F(lkz)
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+ 3 Pr {ValidProofs/\Vie (7], |4 <3} (17)
ke[Qs]

+ 3 Pr [ValidProofs/\‘Fék)’ <T2} (18)
ke[Qs]

< Pr {ValidProofs/\ (Vk; € [Qs], (Hi e [7], ‘F(l’j;? > 3) A (‘rg’“)‘ > sz
2 1\’ T

4. Qe - D i T . Qe - 1)2. =2

+6 QS (QH+ ) (q, + (2d)7./> +8 QS (QH+ ) ‘Cham|7

where the second inequality follows from the union bound, and the third inequality is due to Corollaries 5.10
and 5.11 that establish upper bounds on Egs. (17) and (18), respectively. We first finish the proof of
Lemma 5.9.

By plugging in T, := W - |Cham| in the above inequality, we obtain the following

zg)A(’rg’” ETQ))}ZH64'QS'(QH+1)4'(2+ ! )T.

(k)
J R
L 2 qg (24

Pr [ValidProofs A (Vk € [Qs], (Eli € [7],

Due to our parameter setting (i.e., %/ ~ (2d)" and 1/(2d)™7 = negl()\)), for any Qs = poly(\) and
Qn = poly()), the term being subtracted from £ is negligible. Thus we obtain the desired bound.
It remains to prove the following Corollaries 5.10 and 5.11.

Corollary 5.10. We have Zke[Qs] Pr [ValidProofs AVi € [1], ’I‘Y?’ < 3} <64-Qs-(Qu+1)*- (% + ﬁ) .

Proof. We further modify the equation as follows,

S Pr {ValidProofs/\ (Vi € [7], < 3)}
ke[Qs]
[ ValidProofs Vie S, e cT®
:Z Z Z Pr A(Vie[f] F(’“?<3) A(y-e[]\glu ,gélfz(k))
kelQsl el sci L T PETIASCLE F DL
s.t. IS‘:Jk

I

Vie S, el pq GF(k)
S § E 2 Pr . » 2Lk, l,z(k)
ke[Qs] Jr€[0:7] slg[‘f] _( Vi€ [T\S, c1k,i ¢ T )
s.t. |S|=Jk

ValidProofs
A (\ﬁ e [7], [T

<3)]
<3)]

ValidProofs
A (\ﬁ e 7], [T

< Z Z Z Pr (Vi €S,c1ki € ngz))

ke[Qs] Jp€[0:7]  SCI7] L
s.t. |S|=Jk

ValidProofs
A (Vi e [7], |7

. Pr [(Vz e [T\S,c1 ks ¢ FYZ'))

< 3) ] (19)

where c; 1 ; is the i-th element in the k-th second-flow challenge c; j included in 7} output by adversary
A. The first inequality follows from taking the conditional probability and the second inequality follows
from the fact that the output of the random oracle is uniform and thus the distributions of each (c1,x,i)ic[s

are independent (even though A can freely chose which (c1,i)ic[r) to output). In other words, for each

k€ [Qs] and c1x = (c1,k,i)ic[r], C1,k,i is either in Fg’? of size at most 2 or not, and J; counts the number of

k) .
Clk,i € I‘gz) in c; .
We use Lemma 2.27 to bound Eq. (19). That is, given a (possibly unbounded) quantum adversary A, we
construct quantum adversaries By and By against the generic search problem with bounded probabilities.
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Constructing By. Let us fix (k, Ji, S) in the summand. We first bound the probability that c; ; € Fglfi) for
all ¢ € S. We assume the domain D of the function G, which B; will be given oracle access to, to be the
same as that of Hy,. B; then prepares the set of reals (A;).ep as follows: if z = (X, 1,a), then define

N HLEYEARY

J !
Lyt q
otherwise, A, := 0, where we use the fact |I"f7i| < 2 for all s € S. It then outputs (A;).ep to the challenger.

By setting A\ 1= (%)J’“, it is clear that this is a valid input for the generic search problem. Define the sets

I:= ®jcy)Zq and Ipaqg := (®Z-€SI‘1(-?) ® (®ie[r)\sZq' ), where we assume the latter is properly reordered with
respect to ¢ € [7]. By then samples random functions RF;, RFy, and RF3 with domain D and range the same
as Hp, conditioned on RF;(z) € I\I,ag and RF3(z) € Ihag for all inputs z of the form (X, 1,a1). Finally, By
simulates A by using its oracle G. Specifically, to simulate an oracle query to Hy(2), if 2z is not of the form
(X,1,a1), then it returns RF5(z). Otherwise, it returns RF;(z) if 0 <— G(z) and returns RFz(z) if 1 < G(2).
Here, note that B; can perform this computation on superpositions )« |z), where «, is the amplitude.
When A outputs a proof 7}, By extracts (X, ax) and then outputs z = (Xg, 1, ag).

Let us analyze B;. First of all, it can be checked that B; simulates the view to A perfectly since the
output distribution of H,, is perfectly simulated using G. Moreover, if A succeeds in outputting a valid proof
7 such that (¢;, k,1) € ngl) for all ¢+ € S, then the z that By extracts must satisfy Hn(z) = RF2(2) € Ipad-
Therefore, by definition G(z) = 1, and in particular, the success probability of B; is the same as 4. Then,
assuming the hardness of the generic search problem with bounded probabilities, we must have

ValidProofs

Pr A (Vi e [r], [0

(Vi €S,c1ri € F&’f))

A

<3) ] S8'(QH+1)2.)\:8.(QH+1)2.<q2l>J,€.

Constructing Ba. We next bound the probability that ¢y, ¢ r§’? for all ¢ € [7]\\S. By definition of Fg{?,

if c1p: ¢ Fglfi), then there is only one set of 8; := (5,%1-7]-)]46[7/] S C’; that can be included in a valid
transcript containing ¢y ;. That is, if trans := (a1, ¢1 = (¢;)ic[r), a2, c2 = (B, 8’), resp) is a valid transcript,

then B; is guaranteed to be included in B. Let (8:)icr)\s C C’ggﬂl")'# denote those unique challenges
corresponding to {ci i }ier)\s- We are now ready to describe By against the generic search problem with
bounded probabilities. Let us fix (k, Ji,S). We assume the domain D of the function G, which By will
be given oracle access to, to be the same as that of Hy,,. By then prepares the set of reals (\).cp as

follows: if z = (X,1,a1,¢1,a2) and ¢4, ¢ ngl) for all i € [r]\S, then define X, := (ﬁ)TﬁJ’“, and

otherwise, X, := 0, where recall |Cx| = 2d. It then outputs (\,).cp to the challenger. Define the sets
I = (®i€[7] (®j€[quX)) and I} 4 = (®ieS (®j€[7/]CX)) ® (®i€[7’]\S{/8i})7 where we assume the latter
is properly reordered with respect to i € [r]. By then samples random functions RFy, RFy, and RF5 with
domain D and range the same as Hp, conditioned on RF;(z) € I'\I},, and RFs(2) € I}, for all inputs z of the

form (X, 1, a1, c1,az) such that ¢1 4, ¢ ngg for all ¢ € [7]\S. Finally, By simulates A by using its oracle G.

Specifically, to simulate an oracle query to H(z), if z is not of the form (X,1,a1,¢1,a2) and ¢1 4, ¢ Fg’,? for all
i € [7]\S, then it returns RF5(z). Otherwise, it returns RF;(z) if 0 <— G(z) and returns RF3(z) if 1 « G(z).
Here, note that By can perform this computation on superpositions ), o |z), where a is the amplitude.
When A outputs a proof 77, By extracts (X, ax, €15, a2) and then outputs z = (Xg, 1, ax, €1 5, a2).

Let us analyze Bs. First of all, it can be checked that By simulates the view to A perfectly since the
output distribution of H,, is perfectly simulated using G. Moreover, if A succeeds in outputting a valid proof
mp such that (c;, k,1) ¢ I‘g’? for all i € [7]\S, then the z that B extracts must satisfy Hn(2) = RF2(2) € I{ 4.
Therefore, by definition G(z) = 1, and in particular, the success probability of By is the same as 4. Then,
assuming the hardness of the generic search problem with bounded probabilities, we must have

ValidProofs

Pr A (\ﬁ e [7], [Tt

. k
(W € [TI\S,c1r: & Fgf) <3

)] =5 @ s ()
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Combining the two arguments, we upper bound Eq. (19) as follow:

9 Jr 1 T—Jk
YOy Y s (2) (L
q (2d)
ke[Qs] Jr€[0:7]  SCI7]
s.t. |S|:Jk

-sovaer( 2 ()G) (@r)

ke[Qs] Ji €[0:7]
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where the second equality follows from the binomial expansion. This completes the proof. O

Corollary 5.11. We have ZkE[Qs] Pr [ValidProofs A ’Fé’f)’ < T2:| <8-Qs-(Qu+1)?- |CTh:m|'

Proof. Similarly to the proof of Corollary 5.10, we can use the generic search problem with bounded proba-
bilities to clam the following:

T T
Z Pr {ValidProofs/\ ‘Fék)‘ < TQ} < Z 8 (Qu+1)% —2 =8-Qs- (Qu+1)2 —2—.
k |Cham| |Cham|
€[Qs] ke[Qs]
O]
O]
O]
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A Omitted Preliminaries

A.1 Proof Sketch of Modified Trapdoor Sampling

Let us rewrite a € R’;’ as [aj|as], where a; € R’;l and ag € R’;Z. LetI e R’;/Xk' denote the identity matrix.
Then observe we have

—c-R R —cR
[alaR* +¢-g] | —R' | = [al as|([a|ag) {1-R’} —I—t-g] -R'|=c-t-g
c-1 c c-I

This has the desired form required to run the almost identical sampling algorithm provided in [MP12,
Section 5.4]. At a high level, given any u € R,, we can sample a short vector z € R* such that gz’ =
(c-t)~' - u by using the public trapdoor Ty of g, where recall ¢ and ¢ are invertible over R,. Then,

—c-R
e = | —R’ | z' is short and satisfies [alJaR* +t-g]e’T = u. However, since €’ does not yet have a spherical
c-1
Gaussian distribution, we cannot output this. [MP12] shows how to correct this idea by using the convolution
technique from [Peil0]. It can be checked that all the arguments made in [MP12] holds for our case, where
the only difference is that our Gaussian parameter increases by a factor of c.

A.2 Forking Lemma

The forking lemma was originally introduced by Pointcheval and Stern [PS00] in the context of signature
schemes. The lemma was later reformulated by Bellare and Neven [BN0OG] which extracts the purely proba-
bilistic nature of the forking lemma.

Lemma A.1 (Forking Lemma). Fiz an integer ¢ > 1 and a set H of size h > 2. Let A be a randomized
algorithm, where on input par, hy,--- , hq, algorithm A returns a pair; the first element is an integer in the
range (0,---,q) and the second element o is what we refer to as a side output. Let |G be a randomized
algorithm called the input generator. The accepting probability of A, denoted acc, is defined below:

acc = Pr[par <~ IG, (hy,- -+ ,hy) <& HY, (J,0) <& A(par,hy, -+ hy) : J > 1].

The forking algorithm Fork 4 associated to A is a randomized algorithm that takes input par and proceeds as
in Fig. 10, where €1 and €2 are arbitrary strings. Let

frk = Pr[par < 1G; (b, (01, 02)) < Fork4(par) : b= 1].

Then,

frk > acc- (aqcc — i) . (20)
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Algorithm Fork 4 (par)

Pick coin p for A at random.
(hi,- - ,hq) & Ha
(I,0) = A(par,h1,--- , hg; p)
If I =0 then
return (0, (L, 1))
(R, hy) & oI+t
(I',0") := A(par,hy, -+ ,hy_1,h7,-- - his p)
If I=1 A h; # b then
return (1, (01,02))
Else
return (0, (L, L))

Figure 10: Description of the forking algorithm Fork 4.

A.3 Partially Blind Signature

We provide the definition of partially blind signatures [AO00]. For simplicity, we give a definition focusing
on round-optimal (i.e., two-round) partially blind signatures.

Definition A.2 (Partially Blind Signature). A round-optimal partially blind signature scheme gs with
message space M and common message space M. consists of PPT algorithms (BSGen, U, Sa, Uger, BSVerify)
defined as follows:

BSGen(1*) — (vk,sk): The key generation algorithm takes as input the security parameter 1* and outputs a
verification key vk and a signing key sk.

Uy (vk, v, M) — (p1,sty): This is the user’s first message generation algorithm that takes as input a verifica-
tion key vk, a common message v € M., and a message M € M and outputs a first message p1 and a
state sty .

Sa(sk, v, p1) = pa: This is the signer’s second message generation algorithm that takes as input a signing
key sk, a common message v € M., and a first message p1 as input and outputs a second message ps.

Uder(Stu, p2) — Xt This is the user’s signature derivation algorithm that takes as input a state sty and a
second message p2 as input and outputs a signature X.

BSVerify(vk,v,M,X) — T or L: This is a deterministic verification algorithm that takes as input a verifi-
cation key vk, a common message v € M., a message M € M, and a signature X3, and outputs T to
indicate acceptance or L to indicate rejection.

Definition A.3 (Correctness). A partially blind signature is correct if for any A € N, v € M., and
M e M, we have

(vk, sk) <~ BSGen(1*)
(p1,stu) < Us (vk, 7, M)
P2 <i 82(Sk777p1)

¥ & Uger(stu, p2)

Pr : BSVerify(vk,v,M,X) = T | =1 — negl()).

Definition A.4 (One-More Unforgeability). A partially blind signature is one-more unforgeable if for
any Q = poly(\) and QPT adversary A that for each common message v, it makes at most Q (classical)
queries containing the same ~y to the singer oracle, we have

(vk, sk) <~ BSGen(1*)

AdvOMY (A4) := Pr s
Hes (7, {(M3, ) biejquy) € AT (vk)
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BSVerify(vk,v,M;,%;) =T foralli e [Q+1] | _ negl(\)
AN M }iciq+1) s pairwise distinct = Neg
where we say that {M;}iciqi1) @5 pairwise distinct if we have M; # M; for all i # j.

Definition A.5 (Partial Blindness Under Malicious Keys). To define partial blindness, we consider
the following game between an adversary A and a challenger.

Setup. A is given as input the security parameter 1*, and sends a verification key vk, a common message
v, and a pair of messages (Mg, M1) to the challenger.

First Message. The challenger generates (pyp,styp) < Ui (vk,y,My) for each b € {0,1}, picks coin <
{07 1}’7 and gives (pl,coim pl,lfcoin> to A.

Second Message. The adversary sends (p2,coins P2,1—coin) to0 the challenger.

Signature Derivation. The challenger generates %y, <~ Uger(Stu b, p2.) for each b € {0,1}. If BSVerify(vk, 7,
My, Xp) = L for either b =0 or 1, then the challenger gives (L, 1) to A. Otherwise, it gives (X9, %1)
to A.

Guess. A outputs its guess coin’.

We say that A wins if coin = coin’. We say that a partially blind signature is partially blind against malicious
senders if for any QPT adversary A, we have

Advii™d(A) =

Pr[A wins] — ;‘ = negl(\).

B Tools to Argue Single-Proof Extractability of NIZKs in the QROM

In this section, we provide known techniques to argue single-proof extractability of NIZKs in the QROM.
Unlike the classical case, we cannot simply rewind the cheating prover to extract the witness since it may
disrupt the quantum prover’s internal state. Specifically, we cannot rely on the standard argument to lower
bound the probability that the prover also succeeds after being rewound with non-negligible advantage. The
contents of this section are prior results but we decided to create a new section rather than including it in
Appendix A for better readability.

B.1 Sigma Protocol

We recall the definition of sigma protocol. In the following, we consider the statement X to be generated by
some instance generator 1Gen. We note that a sigma protocol defined with respect to an instance generator
IGen can be thought of as an identification protocol (with slightly different security definitions).

Definition B.1 (Sigma-Protocol). A sigma-protocol Ils; for relations (R, Reap) is defined by a tuple of
algorithms (Prove = (Provey, Proves), Verify), where Verify is a deterministic polynomial time algorithm. We
assume the relation R defines the set of all commitments ComSet, challenges ChSet, and responses ResSet.
A sigma-protocol proceeds as follows:

1. The prover, on input (X,W) € R, runs (a,st) < Prove; (X, W) and returns o € ComSet to the verifier;
2. The verifier then samples a challenge B <~ ChSet and returns it to the prover;

3. The prover sends a response vy < Proves(X, W, (av, 8,st)) to the verifier, where v € ResSet U {1} and
L ¢ ResSet is a special symbol indicating failure. Finally, the verifier runs Verify(X, (o, 8,7)) and
outputs T for acceptance and L for rejection.
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The transcript (o, 8,7) is called a valid transcript if Verify(X, (o, 8,7)) = T. Finally, we define an instance
generator |Gen such that on input the security parameter 17, it outputs a pair (X, W) € R.

We typically require a sigma-protocol to satisfy correctness, (non-abort) honest-verifier zero-knowledge,
and special soundness. Below we only define special soundness since the implicit sigma protocols appearing
in our NIZK constructions are indirectly proven to satisfy correctness and (non-abort) honest-verifier zero-
knowledge.

Definition B.2 (Relaxed Two-Special Soundness). A sigma-protocol Iy, has relaxed two-special sound-
ness if there is a deterministic PT algorithm Extractss such that given any two valid transcripts (o, {(Bs, ) Yiej2))
for any statement X € Lg with B1 # B2, it outputs a witness W such that (X, W) € Rgap.

We can use the Fiat-Shamir transform to make a sigma protocol non-interactive. Formally, the prover
generates the challenge 8 by H(X, «) and finishes the sigma protocol on its own. Classically, we know that
if the if the underlying sigma protocol is (relaxed) two-special sound, then the resulting NIZK is single-proof
extractable [PS00, BNOG]. Unfortunately, it is known that in general, this does not hold true in the quantum
setting [ARU14]. We define a stronger property for sigma protocol below.

Definition B.3 (Quantum Proof of Knowledge). A sigma-protocol Iy, has a quantum proof of knowl-
edge with respect to an instance generator 1Gen, if there exists a QPT extractor Extracts, constants ¢y, ca,
and polynomial p(\) such that for any QPT adversary A (that may output a quantum state st) with

(X, W) & 1Gen(1*)
(a,st) <& A(X)
B < ChSet
v & AX, a, B, st)

Verify(X, (o, 8,7)) =T | = p(N),

we have

(X, W) < 1Gen(1*)
W’ & Extractd (X)

L

br p(N)

(X, W) € Ryap | > - p(N) — negl(M),

where the runtime of Extracty, is upper bounded by co - Time(A) and we assume one oracle access to A takes

Time(A).

It was shown in [LZ19, DFMS19] (which was further refined in [DFM20]) that if a sigma protocol is
a quantum proof of knowledge, then the Fiat-Shamir transform provides an NIZK that is single-proof ex-
tractable even against quantum cheating provers.

Theorem B.4 (Sigma Protocol with QPoK to NIZK with Single-Proof Extractability). Let us
define a slight variant of the single-proof extractability provided in Definition 2.9, where the statement is
not quantified for all X € Lz but rather a random X sampled by the instance generator |Gen. Then, if a
sigma-protocol Ils, for relations (R, Rgap) with an associated instance generator 1Gen is a quantum proof of
knowledge with parameters (c1,c2) and p(X), then the NIZK proof system Tz obtained by performing the
Fiat-Shamir transform on Ily is single-proof extractable in the QROM with parameters (c1,c2,2 - ¢1) and

p(A).

B.2 Compatible Separable Function

In general, it is not an easy task to check whether a sigma protocol is a quantum proof of knowledge. Liu
and Zhandry [LZ19] provided a tool called compatible separable function that allows to prove certain type
of sigma protocols to be quantum proofs of knowledge in a “classical” fashion.
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Definition B.5 (Compatible Separable Function). Let Il5; be a sigma-protocol for relations (R, Rgap)
with an associated instance generator |Gen. Let (T(X\),v(X)) be polynomials such that 7(A) and 7(X\)—v(A) are
non-negligible. Then, a (7,v)-compatible separable function for Iy, consists of the PPT algorithm CSF.Gen!”
defined as follows:

CSF.Gen(1*, X, a, B, mode) — f: The algorithm, on input the security parameter 1*, statement X € Lg,
a first flow commitment o € ComSet, a challenge 5 € ChSet, and a mode € {preserving, separating},
outputs a description of an (classically) efficiently computable function f with binary outputs.

Moreover, depending on the mode, we have the following, where Vx o 3 is defined as the set of all valid third
flow {v | Verify(X, (e, 8,7)) = T} (which is possibly empty):

e (mode = preserving) For any X € Lr and (o, ) € ComSet x ChSet such that |Vx o g] > 1, we have

Pr {f & CSF.Gen(l)‘,X7a,B, preserving) : [{f(7) | 7 € a8} = 1|} >7(A).

e (mode = separating) For any X € Lx, («, 8) € ComSet x ChSet, there exists a (possibly negative valued)
polynomial £(X) such that £(X) < v(X) and for every pair of distinct v, € Vx a,3, we have

Pr [f & CSF.Gen(1*, X, a, 3, separating) : f(v) = f('y’)} = 1+T§(>\)

Definition B.6 (Mode Indistinguishability). To define mode indistinguishability, we consider the fol-
lowing game between an adversary and a challenger.

e The challenger generates (X, W) < 1Gen(1*) and sends X to A.

o A sends a pair (o, B) € ComSet x ChSet to the challenger.

e The challenger choses a random bit coin < {0,1} and gives A the function f < CSF.Gen(1*,X, o, 3,
preserving) if coin = 0, and f < CSF.Gen(1*, X, v, 3, separating) otherwise.

o A outputs its guess coin’.

We say that A wins if coin = coin’. We say that a (7,v)-compatible separable function is mode indistinguish-
able if for any QPT adversary A, we have

Ade;de(A) = ‘Pr[A wins| — ;‘ = negl(\).

The following proves that a sigma protocol with a compatible separable function is a quantum proof of
knowledge. Combining this with Theorem B.4, it suffices to show that a sigma protocol has a compatible
separable function to check if the resulting NIZK is single-proof extractable in the QROM. The following
is a compilation of [LZ19, Lemma 1, Lemma 3, Theorem 1, Theorem 2]. Note that our definition of a
sigma protocol is akin to the definition of an identification protocol in [LZ19] since we consider an instance
generator |Gen. However, unlike identification protocols, we require a proof of knowledge (thus the following
is a result of merging the proof of [LZ19, Theorem 1, Theorem 2]).

Theorem B.7. Let Il be a sigma protocol for relations (R, Reap) with an associated instance generator |Gen
and a (T,v)-compatible separable function, where (T(X\),v(X)) are functions such that 7(X) and 7(A) — v(X)
are non-negligible. Then, if Iy has relaxed two-special soundness, then it is a quantum proof of knowledge

2
with respect to |Gen, where (c1,¢2) = (3,2) and p(A) = (M) .

7The original definition of CSF.Gen given in [LZ19] also takes as input the witness W. However, we observe that this is not
used anywhere in the proof so we intentionally remove it.
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C Lattice-based Partially Blind Signature

In this section, we show how to slightly modify our blind signature in Section 3 to turn it into a partially
blind signature. The construction is almost identical to our blind signature construction, where the only
difference is how we bind the signature to the common message v € M, by a hash function.

C.1 Construction of Partially Blind Signature

Construction. We use all the building blocks provided in Section 3.2 with two minor differences. The hash
function Hw used to hash messages M € {0,1}* to ring elements h € R, is modified to take a message and
common message pair as input (M, ) € {0,1}* x M, instead. Moreover, we introduce a new hash function
Hme : M = R,. As with the hash functions in Section 3.2, they are modeled by a random oracle in the
security proof with appropriate domain separation.

In the following, we highlight by a red underline the differences between the partially and non-partially
blind signature constructions.

BSGen(1*) : It runs (ai, Ta,) & TrapGen(1%19 ¢), samples s & [fAMLWE,AMLWE]Egé;_kzka) and sets u =

a; | by | --- | by,] s’ € R,, where recall a; € R*' b, € R for i € [ko]. It then outputs
2 q q q
(vk,sk) = ((a1, u), Ta,).

U, (vk, M) : Tt hashes h = Hy (M), samples rand < R, and computes com = Com(crscom, h - g; rand). It then
creates a proof ™™ & Prove"™ (crsf i, (Crscom; com), (h, rand)) that proves the wellformedness of the
commitment com, and outputs the first message p; = (com,7™). Finally, it sets its state as sty; = rand.

Sa(sk, p1) : It parses (com,7™) & p; and outputs L if Verify"™ (crsi ., (crscom, com), 7™) = L. Otherwise,
it computes t ¢+ ParseCom(com) and samples a short vector e € RF1+k2+kzks gych that

[a1|32+t|b1""‘bkz]'eT:u_HMc(PY)a (21)
using e & SampleLeft(a;,[ag +t | by |-+ | br,],u — Hue(7), Ta,, o). It outputs the second message
p2 = €.

Uder (stye, p2) = Tt parses (eq, es, e3) 1= e < pa, rand < sty,, and outputs L if either 3i € [3], ||e;||2 > Bgi or
Eqg. (6) does not hold. Otherwise, it computes t <— ParseCom(comes) and (r;);ex,] < ParseRand(rand),
where h = Hy(y, M) and t; = bir;r—i—hgi € R,, where t; and g; are the i-th entry of t and g, respectively.
It then rewrites the left hand side of Eq. (6) as follows:

au [+t by | [ b, e = [ay | ag + [bir] +h-gi |+ [ bi,r], +hogi] | by | by,] e

=[ai|ay+h-g|bi| - |bg]| e1-r{ +e5, |,

T T
€2,k Ty, + €34,

—:8€c RF1+ka+kok3

where e3 = [e31 | -+ | e3x,] € R¥*2 and ey = [eaq | -+ | e2.k,] € R*? are parsed intro appropriate
sizes. It then creates a proof 75 & Prove™((ay, ay, (bi)ic[ks]> v — Hme(7), h), €) that proves knowledge

of a short vector & If L <« Verify™((aj,ay, (bi)ieka), v — Hme (), h),7°), then it outputs ¥ = L.
Otherwise, it outputs X = 7° as the signature.

BSVerify(vk, M, X) : Tt parses 7° & X, sets h = Hu (7, M), and returns the output of VerifyHS((al7 az, (bs)ie[k,];
U — HMC(FY)a h)v ﬂ_s).
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Correctness. We omit the proof of the following lemma as it can be argued to be almost identically to
Lemma 3.3.

Lemma C.1. The partial blind signature Tgs is correct if ¢ > w(q'/** - \/logkid), Vi € [3],351 = Vk;do,
Vi e [2],B%7i = Bii, Bg’?) = 63‘5)2 + B§73 and the two NIZKs I}« and II{,« are correct.

C.2 Security of Partially Blind Signature

In this section, we show that the partially blind signature satisfies partial blindness under malicious keys
and one-more unforgeability. Partial blindness is established by the following theorem.

Theorem C.2. The blind signature Ilgs is classically (resp. quantumly) blind under malicious keys if the
commiatment scheme Icom s classically (resp. quantumly) hiding, and the two NIZKs 11}« for (R°, R3.,)

gap
and 7 for (R™, Ragy,) are classically (resp. quantumly) zero-knowledge.

Proof Sketch. Observing that the common message v is provided in the clear, the proof for partial blindness
is almost identical to that of the blind signature (cf. Theorem 3.4 for the classical proof and Theorem 5.1
for the quantum proof). The only difference is that the reduction replaces all occurrence of u by u — Hp(7)
in the security proof. O

One-more unforgeability is established by the following theorem.

Theorem C.3. The blind signature lgs is classically (resp. quantumly) one-more unforgeable if the two
NIZKs [T}z for (R®, Rgap) and Iz for (R™, Rg,,) are classically (resp. quantumly) single-proof and multi-
proof extractable, respectively, and the MSISg 1k, +koks, Busis,ar MEWEG 1 k1 —1 yanwe,a» DPSMRa k1 —1,x0smr,9,1 01d

DSMR{ ks ks —1,x0sur,q,1 Problems are hard.

Proof Sketch. The classical (resp. quantum) proof is almost identical to those in Theorem 3.5 (resp. The-
orem 5.2). Below, we provide a proof sketch of the classical proof. We only highlight the games that are
different from those in Theorem 3.5, where we further make the assumption that A makes at most Qu,,_
random oracle query to Hy,.

Game; to Games: These are defined identically to those of Thm. 3.5 of the full version.

Gamey: This is almost identical to that of Thm. 3.5 of the full version. The only difference is that we
take into consideration the common message 7. When A queries (7/,M}) as its j-th (j € [Qu,]) random
oracle query to Hy, the challenger returns h;. Moreover, at the end of the game, when A outputs the

forgery {7, (Mi, %) }icjqs 1], the challenger checks if (v,M}.) € {(v,M;)}icqsr1) and if {Hmvy, Mi}icqer1)
are pairwise distinct. Otherwise, the game is identical to that of Thm. 3.5 of the full version. It is easy to
check that Lem. 3.7 of the full version holds without any modification.

Games to Gameg: These are defined identically to those of Thm. 3.5 of the full version.

Gamey: This is the only part that deviates from the proof of Thm. 3.5 of the full version. In this game, when
A queries the random oracle Hy,, the challenger samples s’ & X,]\“AILWE and returns u = a;s’’ € R, rather

than v <& R,. Recalling that a; = [1 | a}] € R (see Lemma 2.19), it is clear that the Games and Game;
are indistinguishable assuming the MLWE assumption. Namely, there exists an efficient adversary B, we
against the MLWE problem such that

Pr[E7] > Pr[E¢] — Qny, 'AdVMLWEd’l’klfl’XMLWE’q(B;\ALWE)

where Time(Bjy we) is roughly Time(A) + Time(Cr).

Using an almost identical proof to Lemma 3.9, we are able to turn A4 in Game; into an MSIS solver. The
only difference is that we get the following instead of Eq. (9).

Vi 3] el < BYEP A el <Be A [an[as+hog|Blel = o (u—Hu ). (22)
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where v is the common message included in the forgery. Due to the modification we made in Gamey,
Hwme(y) = a;s’" for some s’ € R** such that ||s’||s < Bmuwe. The procedure of extracting an MSIS solution
from Eq. (22) is identical to that of Lemma 3.9, where the bound on the extracted solution is increased by
BC . BMLWE due to s’.

This completes the proof of the classical version of the theorem. We note that the proof of the quantum
version is almost identical. The only difference is that we use Lemma 2.26 to program the output of Hy,. to
be MLWE instances rather than uniform random elements over R,. O

D Reference for Setting the Parameters

We list all the constraints on the various parameters and derive concrete parameters from them in Section 4.5.

Trapdoor-Sampling-Compatible Commitments.
e Correctness: § > v/ksd + kod.

e Hiding: MLWE 2,2 5, max(q,q’), Where S3 is the uniform distribution over [—1,1] .4 C R,.

e Binding: The requirements on binding are subsumed by the MSIS instance extracted in the multi-proof
extractable NIZK.

Single-Proof Extractable NIZK.
e Correctness: Vi € [3], Bgfap = 11B.VkidBY ;.
e Zero-knowledge: Holds statistically.

e Soundness: Subsumed by the constraint for the one-more unforgeability of the blind signature.

Multi-Proof Extractable NIZK.

o Correctness: Bz = vkadys, Bz = Vksdyy, B = Vdyw, Bir = Bop = 127p, Biy = Boy =
12’}/]3/. With s = 1lBT7Z = 11\/ k’4]€3d’}/E, VY = 1lBT’z/ = 11.BCBR, Yo' = 1lBr,C = 11.BCB}L7
Yo = 11B, g = 11Vksksdyp, 75 = 11B, g = 11B./ksksdyp/. Where Br and B}, are upper bounds
on the norm of R and h and can be taken as \/koksd and 2v/d to be always true or can be smaller if
we assume that the prover samples R and h until they are below the appropriate bounds. We consider
Br = Vkad + ksd, By, = Vd, we verify experimentally that the prover has probability more than
1/2 that both of these bounds are correct. We also require 0%°° to be an upper bound on the spectral
norm of any ternary matrix in R¥***2 hence §8P = \/koksd.

° Zero—knowledge: MLWEd,4k3+1,k4—(4k3+1),'yE,Qa MLWEd,l,l,’yﬁ,Qa MI—WEd,l,n,'yﬁ,,Qy MLWEdJ?,.{’»yd,,’Q.

e Soundness: DSMRy 1 ypsur,@.p- MSISa1.k4,16B2,¢/ MSISa 1 ks.2(B,, +B.sew),- The decryption of the

NTRU encryption requires that ||[pvF}] + pfFj|lc < % where H = pv/f with f,v & D.y,,.. Hence
we need ) > 4d(By, ¥ + B2 F/)pypsmr (similarly we need @ > 4d(By r + B2,y )pypsmr). For correct
decryption we also require that [[vZ|. < &, hence we take p > 5ypsmrv/k3dBz: (similarly we need

P > 5ypsmrV kadBz).
Blind Signature.

e Trapdoor sampling: o = maX(l.l?neqﬁ, 1-177741%7776 Zuwe + 5§apq1/k2). With dmuwe = ymuwe (Vi1 d+

Vkad), dgap = Vk2ksd and 7. the smoothing parameter which we consider to be 7. = 2 using the anal-
ysis of e.g., [CPST20] .

e Relation between e and &: Vi € [2], B%J = Bg,i, Bg,3 = 5352 + Bg,g. This results in the bounds on
the norm of e: Vi € [3], Bii = Vk;do.
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e Blindness: Holds based zero-knowledge of the single-proof and multi-proof extractable NIZKs.

e One-more unforgeability: MSIS; 1 k,+ks. Buss, With Bumsis = Bg:fap + 6Bg:§ap + Bg:gap + BA(Vkid +
VEsd).

e Lemma 3.9: MLWEd;Lkl—leMLWE)Q’ DSMRd:kS;XDSMR,Q'

Note that since by = [0|1|b}] € RE?, for many parameters we can consider the dimension of by to be ks — 1
instead of k3 (e.g. when bounding s1(R)). This is reflected in the chosen parameters.
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