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Abstract

In this paper, we design unconditionally-secure multi-party computation (MPC) protocols in the
asynchronous communication setting with optimal resilience. Our protocols are secure against a compu-
tationally unbounded malicious adversary characterized by an adversary structure Z, which enumerates
all possible subsets of potentially corrupt parties. We present protocols with both perfect-security, as well
as with statistical-security. While the protocols in the former class achieve all the security properties in
an error-free fashion, the protocols belonging to the latter category achieve all the security properties
except with a negligible error.

Our perfectly-secure protocol incurs an amortized communication of O(|Z|?) bits per multiplica-
tion. This improves upon the protocol of Choudhury and Pappu (INDOCRYPT 2020) with the least
known amortized communication complexity of O(|Z|?) bits per multiplication. On the other hand,
our statistically-secure protocol incurs an amortized communication of O(|Z]) bits per multiplication.
This is the first statistically-secure asynchronous MPC protocol against general adversaries. Previously,
perfectly-secure and statistically-secure MPC with an amortized communication cost of O(|Z|?) and
O(|Z]) bits respectively per multiplication were known only in the relatively simpler synchronous com-
munication setting (Hirt and Tschudi, ASTACRYPT 2013).

1 Introduction

Secure multi-party computation (MPC) [134} 20, 15 132]] is a fundamental problem in secure distributed com-
puting. Consider a set of n mutually-distrusting parties P = { P}, ..., P, }, where a subset of parties can be
corrupted by a computationally-unbounded malicious (Byzantine) adversary Adv. Informally, an MPC pro-
tocol allows the parties to securely compute any function f of their private inputs, while ensuring that their
respective inputs remain private. The most popular way of characterizing Adv is through a threshold, by
assuming that it can corrupt any subset of up to ¢ parties. In this setting, MPC with perfect security (where
no error is allowed in the security properties) is achievable if and only if ¢ < n/3 [3]. On the other hand, if
a negligible error is allowed in the security properties, then one can tolerate up to ¢ < n/2 corruptions [32].
Protocols of the latter class are statistically-secure.

Hirt and Maurer [23]] generalized the threshold model by introducing the general-adversary model (also
known as the non-threshold setting). In this setting, Adv is characterized by a monotone adversary structure
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Z =1{7Z,...,Z,} C 2F, which enumerates all possible subsets of potentially corrupt parties, where Adv
can select any subset of parties Z* for corruption, where Z* € Z. The monotonicity of the adversary
structure here implies that if some Z € Z, then every subset of Z also belongs to Z. Modelling the distrust
in the system through Z allows for more flexibility (compared to the threshold model), especially when P
is not too large. Following the terminology of [23]], given P’ C P, we say that Z satisfies the Q(¥) (P, 2)
condition, if the union of any k subsets from Z, does not cover the entire set of parties in P’. That is, if for
every Z;,, ..., Zi, € Z,the following condition holds:

P/ZZilu...UZik.

In the general-adversary model, MPC with perfect security is achievable if and only if Z satisfies the
Q®) (P, Z) condition, while statistical security is achievable if and only if Z satisfies the Q(?)(P, Z) con-
dition [23} 28]

Following the seminal work of [5] all generic perfectly-secure MPC protocols follow the paradigm of
shared circuit-evaluation. In this paradigm, it is assumed that f is abstracted as a publicly-known arithmetic
circuit ckt over some finite field F. The problem of securely computing f then boils down to “securely
evaluating” the circuit ckt. To achieve this goal, the parties jointly and securely evaluate each gate in ckt
in a secret-shared fashion, where each value during the circuit-evaluation remains secret-shared. In more
detail, each party first secret-shares its input for f, with every party holding a share for each input, such that
the shares of the corrupt parties reveal no additional information about the underlying shared values. The
parties then maintain the following gate-invariant for each gate in ckt:

Given the gate-inputs in a secret-shared fashion, the parties get the gate-output in a secret-shared fashion
without revealing any additional information about the gate-inputs and gate-output.

Finally, the function-output (which is secret-shared) is publicly reconstructed. Intuitively, security follows
because the adversary does not learn any additional information beyond the inputs of the corrupt parties and
the function output, since the shares learnt by Adv are independent of the underlying values.

How the above gate-invariant is maintained depends on the type of gate and the type of secret-sharing
used. Typically, the underlying secret-sharing is linear, such as Shamir’s [33] for the case of threshold
adversaries, and replicated secret-sharing [25, 28] for the case of general adversariesE] Consequently, main-
taining the invariant for linear gates in ckt is “free” (completely non-interactive). However, to maintain the
gate-invariant for non-linear (multiplication) gates, the parties need to interact. Consequently, the commu-
nication complexity (namely, the total number of bits communicated by uncorrupted parties) of any generic
MPC protocol is dominated by the communication complexity of evaluating the multiplication gates in ckt.
Hence, the focus is to improve the amortized communication complexity per multiplication gate. The amor-
tized complexity is derived under the assumption that the circuit is “large enough”, so that the terms that are
independent of the circuit size can be ignored.

In terms of communication efficiency, MPC protocols against general adversaries are inherently less
efficient than those against threshold adversaries, by several orders of magnitude. Protocols against thresh-
old adversaries typically incur an amortized communication of n®() bits per multiplication, compared to
|Z \0(1) bits per multiplication required against general adversaries. Since |Z| could be exponentially large
in n, the exact exponent is very important. For instance, as noted in [24], if n = 25, then | Z| is around
one million. Consequently, a protocol with an amortized communication complexity of O(|Z|?) bits per
multiplication is preferred over a protocol with an amortized communication complexity of O(|Z|?) bits.
The most efficient perfectly-secure MPC protocol against general adversaries is due to [24], which incurs

'A secret-sharing scheme is called linear, if the shares are computed as a linear function of the secret and the underlying
randomness used in the scheme.



an amortized communication of O(|Z|? - (n®log [F| 4+ n®) + | Z| - (n" log [F| + n®)) bits per multiplica-
tion The work of [24] also presents the most efficient statistically-secure MPC protocol, with an amortized
communication of O(| Z| - n® log |F|) bits per multiplication.

Our Motivation and Results. All the above results hold in the synchronous setting, where the parties are
assumed to be globally synchronized, with strict upper bounds on the message delay. Hence, any “late”
message is attributed to a corrupt sender party. Such strict time-outs are, however, extremely difficult to
maintain in real-world networks like the Internet, which are better modelled by the asynchronous commu-
nication setting [7]. Here, no timing assumptions are made and messages can be arbitrarily (but finitely)
delayed, with every message sent being delivered eventually. Furthermore, messages need not be delivered
in the order in which they were sent. Apart from modelling real-world networks better, asynchronous pro-
tocols have the advantage of running at the “actual speed” of the underlying network. More specifically,
in a synchronous protocol, the participants have to pessimistically set the global message delay, say A, to
a large value, to ensure that all the messages sent by the different parties at the beginning of a round are
delivered within time A. However, if the actual message delay of the network § is such that § << A, then
the protocol fails to take advantage of the faster network and its running time will still be proportional to A.

Unfortunately, asynchronous protocols are inherently more complex and less efficient by several orders
of magnitude when compared to their synchronous counterparts. This is because, in any asynchronous
protocol, a slow (but uncorrupted) sender party cannot be distinguished from a corrupt sender party who
does not send any message. Consequently, to avoid an endless wait, the parties cannot afford to wait to
receive messages from all the parties, which results in unknowingly ignoring messages from a subset of
potentially honest parties. The resilience (fault-tolerance) of asynchronous MPC (AMPC) protocols is poor
compared to synchronous MPC protocols. For instance, perfectly-secure AMPC against threshold adver-
saries is achievable if and only if ¢ < n/4 [4], while statistically-secure AMPC is achievable if and only if
t < n/3[6,[1]. Against general adversaries, perfectly-secure and statistically-secure AMPC require Z to
satisfy the Q) (P, Z) and Q©®) (P, Z) conditions respectively.

Although more practical when compared to synchronous MPC protocols, AMPC protocols are not very
well-studied [4), 6, 13, 130} [13]], especially against general adversaries. To the best of our knowledge, the
most efficient perfectly-secure AMPC protocol against general adversaries is due to [[12], which incurs an
amortized communication of O(| Z|3-(n" log [F|+n°-(log n+log | Z))) bits per multiplication. On the other
hand, there exists no statistically-secure AMPC protocol against general adversaries. In [12], it was left as an
open problem to further improve the (amortized) communication complexity of their protocol and to bridge
the efficiency gap between the communication complexity of synchronous and asynchronous MPC protocols
against general adversaries. In this work, we make efforts towards solving this problem by presenting
novel perfectly-secure and statistically-secure AMPC protocols against general adversaries. The amortized
communication complexities of these protocols per multiplication are O(|Z|? - n” log [F| + | Z| - n? log n)
and O(|Z| - n° log |F|) bits respectively. The amortized efficiency of our protocols are comparable with
the most efficient perfectly-secure and statistically-secure MPC protocols against general adversaries in
the synchronous communication setting [24]], especially if we focus on the exponent of |Z|. Our results
compared with relevant existing results are presented in Table [I]

1.1 Technical Overview

Our protocol is designed in the pre-processing model, where the parties first generate secret-shared random
multiplication-triples over I of the form (a, b, ¢), where ¢ = ab. The triples can be generated in a function-
independent per-processing phase. The triples are used later to efficiently evaluate the multiplication gates

>The complexity is derived by substituting the broadcasts done in their protocol through the reliable broadcast protocol of [18],
as referred in [24]).



Setting Security | Necessary Condition | Reference Communication Complexity
Synchronous | Perfect Q¥ (P, 2) 24] O(Z|? - (n®log [F| + n®) + | Z| - (n" log [F| + n®))
Synchronous | Statistical QY (P, 2) [24] O(|Z] - n° log |F))

Asynchronous | Perfect QW (P, 2) (2] O(Z)* - (n" log [F| +n® - (logn + log|Z])))
Asynchronous | Perfect QW (P, 2) This work O(|Z)? - n" log|F| + | 2| - n° logn)
Asynchronous | Statistical Q¥ (P, 2) This work O(|Z] - n° log |F|)

Table 1: Amortized communication complexity per multiplication of different MPC protocols against gen-
eral adversaries

in ckt using Beaver’s method [2]. At the heart of our pre-processing phase lies efficient asynchronous
multiplication protocols to securely multiply two secret-shared values. The protocols closely follow the
synchronous multiplication protocols of [24]. However, there are several non-trivial challenges (discussed
in the sequel) while adapting these protocols to the asynchronous setting.

1.1.1 Perfectly-Secure Multiplication Protocol of [24] and Challenges in the Asynchronous Setting

The perfectly-secure MPC protocol of [24] as well as ours is based on the secret-sharing used in [28]]. The
secret-sharing is based on a given sharing specification S, which is a collection of the complement of every
subset from the underlying adversary structure Z. That is, given Z, the corresponding sharing specification
is defined as
s 15, =P\ 2,7, € 2}.

Then a value s € [ is said to be secret-shared with respect to S if both the following holds.

— There exist shares s1,...,ss) € Fsuchthats = s + ...+ sg3

— Forq =1,...,[S|, the share s, is known to every (honest) party in 5.
A secret-sharing of s as above is denoted by [s], where [s], denotes the ¢! share. Note that if the shares [s],
are selected randomly from [F, then the probability distribution of the shares learnt by the adversary will be
independent of s. This is because the set S consists of at least one subset, which excludes all the corrupt
parties among P, such that the corresponding share (which is selected randomly) is unavailable with the
adversary. We now describe the perfectly-secure synchronous multiplication protocol of [24].

The Perfectly-Secure Multiplication Protocol of [24]. The protocol assumes that the Q) (P, Z) condi-
tion holds, and takes as input secret-sharings [a], [b] of a and b respectively to securely generate a random
sharing [ab]. Note that the following holds:

ab = > [al[b]g-

(P @) €{L,[S[F>{1,....|S[}

The main idea is that since S, NSy # 0, a publicly-known party from S, NS, can be designated to secret-
share the summand [a],[b],. For efficiency, every designated “summand-sharing party” can sum up all the
summands assigned to it and share the sum instead. If no summand-sharing party behaves maliciously, then
the sum of all secret-shared sums leads to a secret-sharing of ab.

To deal with maliciously-corrupt summand-sharing parties, [24]] first designed an optimistic multiplica-
tion protocol Ilgptmule, Which takes an additional parameter Z € Z and generates a secret-sharing of ab,
provided Adv corrupts a set of parties Z* C Z. The idea used in Ilgpemyle is the same as above, except
that the summand-sharing parties are now “restricted” to the subset P \ Z. Since (S, N S;) \ Z will be
non-empty (as otherwise Z does not satisfy the Q(®) (P, Z) condition), it is guaranteed that each summand
[a]p[b]q can be assigned to a designated party in P \ Z. Since the parties will not know the exact set of



corrupt parties, they run an instance of Ilopemule, once for each Z € Z. This guarantees that at least one
of these instances generates a secret-sharing of ab. By comparing the output sharings generated in all the
instances of Iloptmult, the parties can detect whether any cheating has occurred. If no cheating is detected,
then any of the output sharings can serve as the sharing of ab. Else, the parties consider a pair of conflicting
IToptmule instances (whose resultant output sharings are different) and proceed to a cheater-identification
phase. In this phase, based on the values shared by the summand-sharing parties in the conflicting Iloptmult
instances, the parties identify at least one corrupt summand-sharing party. This phase necessarily requires
the participation of all the summand-sharing parties from the conflicting IIoptmyie instances. Once a corrupt
summand-sharing party is identified, the parties disregard all output sharings of Ilgptmulc instances involv-
ing that party. This process of comparing the output sharings of IIgpimyie instances and identifying corrupt
parties continues, until all the remaining output sharings are for the same value.

Challenges in the Asynchronous Setting. There are rwo main non-trivial challenges while applying the
above ideas in an asynchronous setting. First, in Ilopemur, @ potentially corrupt party may never share the
sum of the summands designated to that party, leading to an indefinite wait. To deal with this, we notice
that since Z will now be satisfying the Q%) (P, Z) condition (since we are in the asynchronous world), each
(Sp N Sy) \ Z contains at least one honest party. So instead of designating a single party for the summand
[a]p[blg. each party in P\ Z shares the sum of all the summands it is “capable” of, thus guaranteeing that
each [a]p[b], is considered for sharing by at least one (honest) party. A special care is taken to ensure that a
summand is not shared multiple times.

The second challenge is that once the parties identify a pair of conflicting Iloptmyre instances, the po-
tentially corrupt summand-sharing parties from these instances may not participate further in the cheater-
identification phase, leading to an indefinite wait. To get around this problem, the multiplication protocol
proceeds in iterations, where in each iteration, the parties run an instance of the asynchronous Ilopimult
(outlined above) for each Z € Z and then compare the outputs from each instance. They then proceed to
the respective cheater-identification phase if the outputs are not the same. However, the summand-sharing
parties from previous iterations are not allowed to participate in future iterations until they participate in the
cheater-identification phase of all the previous iterations. This prevents the corrupt summand-sharing par-
ties in previous iterations from acting as summand-sharing parties in future iterations, until they clear their
“pending tasks”, in which case they are caught and discarded forever. We stress that the honest summand-
sharing parties from pending cheater-identification phases are eventually “released”, so that they can act
as summand-sharing parties in future iterations. Thus, even if the corrupt summand-sharing parties from
previous iterations are “stuck” forever, the parties eventually progress to the next iteration, if the current
iteration “fails”. Once the parties reach an iteration where the outputs of all the IIppemyie instances are the
same (which happens eventually), the protocol stops.

Even though the above modifications (for the asynchronous setting) might look trivial, realizing them
is highly challenging and technical. Hence, we defer to Section (3| for a more detailed overview and formal
details.

1.1.2 Statistically-Secure Multiplication Protocol of [24] and Extension in the Asynchronous Setting

Since, in the (synchronous) statistical setting, Z satisfies only Q® (P, Z) condition, reconstructing a value

s which is secret-shared with respect to the sharing specification S = {P\ Z|Z € Z} may not be robust.
This is because there may not be sufficiently many honest parties in the sets S, € S and hence the parties
may fail to get the correct share [s],. To get rid of this problem in the statistical setting, [24] “enhances” the
secret-sharing by ensuring that the share held by each party in S is “authenticated” by every other party in
Sq. The authentication mechanism is achieved by deploying unconditionally-secure Information-Checking



(IC) signatures [32], for which an information-checking protocol (ICP) tolerating general adversaries is
presented in [24]. They then present an optimistic multiplication protocol, which takes as input enhanced
secret-sharings [al, [b] of a and b, and outputs an enhanced secret-sharing of [ab] provided no cheating
occurs. The idea behind the optimistic multiplication is similar to the perfectly-secure protocol, where each
summand [a],[b], is designated to a single party in S, N S, (since Z satisfies the Q)(P, Z) condition,
Sp NSy # (), who secret-shares [a],[b],. Once again for efficiency, each summand-sharing party secret-
shares the sum of all the summands designated to it.

Note that unlike the case of perfect security, the optimistic multiplication protocol does not take into
account any subset Z € Z. This is because (S, N S;) \ Z may be empty and consequently, there may
not be any party outside the set Z which can be designated to secret-share the summand [a],[b],. Thus,
instead of running |S| instances of the optimistic multiplication protocol (one instance corresponding to
every Z € S), only a single instance is executed. However, if the corrupt parties behave maliciously during
the instance, then the end result will not be a secret-sharing of ab. To detect any cheating that may have
occurred, the parties deploy probabilistic checks. If any cheating is detected, the parties publicly identify
at least one corrupt party by reconstructing all the values involved in the protocol. The identified corrupt
party(ies) are discarded and the whole process is repeated again, till no cheating is detected. Note that in
case the process is repeated, then values a and b from failed instances are not considered towards generating
the shared random multiplication-triples. Any subsequent instance of the optimistic multiplication protocol
runs with fresh, independent secret-shared a and b values jointly generated by the parties.

Extension in the Asynchronous Setting. To the best of our knowledge, no prior work has presented
a statistically-secure AMPC protocol against general adversaries. Thus, to extend the above ideas to the
asynchronous setting (where Z now satisfies the Q) (P, Z) condition), we have to start from “scratch”. We
first design an asynchronous information-checking protocol (AICP) against general adversaries. Equipped
with this AICP, we then design a statistically-secure asynchronous verifiable secret-sharing (AVSS) scheme.
The AVSS protocol allows us to generate a secret-sharing of a value with respect to the sharing specification
S in an asynchronous network. We then design an optimistic multiplication protocol. However, the challenge
is that, now, no single party can be designated to secret-share the summands [a],[b],, since potentially corrupt
parties may never secret-share the sum of the required summands. To get rid of this problem, we use an idea
similar to what is used in our perfectly-secure protocol. That is, every party secret-shares the sum of all
possible summands that it is capable of, while taking special care to ensure that no summand is shared more
than once. This is followed by the parties probabilistically checking whether any cheating has occurred. In
case any cheating is detected, the parties publicly identify and discard the corrupt party(ies). This is done
by publicly reconstructing all the values involved. Upon discarding the corrupt party, the whole process is
repeated again.

2 Preliminaries and Existing Asynchronous Primitives

We assume that the parties in P = { Py, ..., P, } are connected by pair-wise secure channels. The adversary
Adv is assumed to be malicious and static, and decides the set of corrupt parties at the beginning of the
protocol execution. Parties not under the control of Adv are called honest.

We assume that the parties want to compute a function f represented by a publicly known arithmetic
circuit ckt over a finite field F consisting of linear and non-linear gates, with M being the number of
multiplication gates. Without loss of generality, we assume that each P; € P has an input () for f, and
that all the parties want to learn the single output y = f (x(l), e ,x(”)). We follow the asynchronous
communication model of [4} [7]. The model does not put any restriction on the message delays and only
guarantees that every message sent is delivered eventually. The sequence of message delivery is controlled



by a scheduler, which is under the control of the adversary. Unlike the previous unconditionally-secure
AMPC protocols [6, 13,130, 13} [12]], we prove the security of our protocols using the UC framework [8,[19, 9],
based on the real-world/ideal-world paradigm. the details of which are presented next.

2.1 The Asynchronous Universal Composability (UC) Framework

The work of [[15] has rigorously formalized the asynchronous network model with eventual message de-
livery in the UC framework, starting with the basic task of (asynchronous) point-to-point communication
and formalizing asynchronous MPC. The same model was also followed in the work of [14], though the
treatment was slightly less formal to avoid notational clutter and to make the protocols and proofs easier to
understand. We also follow the same treatment of the UC model as [14] and recall the high-level descrip-
tion of the framework followed in [[14]. Interested readers are referred to [26, [15] for the complete formal
details

The work of [[14] describes the asynchronous UC framework against threshold adversaries. We adapt
the framework for the case of general adversaries. Informally, the security of a protocol is argued by “com-
paring” the capabilities of the adversary in two separate worlds. In the real-world, the parties exchange
messages among themselves, computed as per a given protocol. In the ideal-world, the parties do not in-
teract with each other, but with a trusted third-party (an ideal functionality), which enables the parties to
obtain the result of the computation based on the inputs provided by the parties. Informally, a protocol is
considered to be secure if whatever an adversary can do in the real protocol can be also done in the ideal-
world.

The Asynchronous Real-World. An execution of a protocol II in the real-world consists of n interac-
tive Turing machines (ITMs) representing the parties in P. Additionally, there is an ITM for representing
the adversary Adv. Each ITM is initialized with its random coins and possible inputs. Additionally, Adv
may have some auxiliary input z. Following the convention of [7], the protocol operates asynchronously by
a sequence of activations, where at each point, a single ITM is active. Once activated, a party can perform
some local computation, write on its output tape, or send messages to other parties. On the other hand, if
the adversary is activated, it can send messages on the behalf of corrupt partiesE]

To model the worst-case scenario, the adversary is given the provision to schedule the delivery of the
messages exchanged between the parties. Once Adv delivers a message to some party, this party gets ac-
tivated. The adversary cannot omit, change or inject messages. However, the adversary can reorder the
messages sent by the honest parties. That is, it can decide which message will be delivered and when.
Moreover, even though the adversary can delay the delivery of the messages arbitrarily, it cannot delay
them indefinitely. That is, every message sent by a party is eventually delivered. These requirements on
adversarial scheduling are formalized using the eventual-delivery secure message-transmission ideal func-
tionality in [15] ]

The protocol execution is complete once all honest parties obtain their respective outputs. We let
REAL1 Ady(z),z+ (Z) denote the random variable consisting of the output of the honest parties and the view

3We stress that even though we prove the security of our protocols in the model proposed in [14], the proofs can be easily
reworked to fit in the actual UC model proposed in [15].

“In [13], the order of activation is maintained and tracked in the protocols and proofs. However, doing so in the context of our
protocols will make the proofs hard to read and understand and so we avoid doing that. However, we confirm that this will not
violate the correctness of our UC claims and their proofs.

SIn [13]], while describing their protocols, the authors have used this functionality to capture the point-to-point communication
between the parties. However, this brings in a lot of additional technicalities and notations. In the context of our protocols,
sending every message through the asynchronous message-transmission functionality will make the protocols harder to read and
understand. Hence, as done in [14], we will avoid communicating the messages in the protocol through the ideal asynchronous
message-transmission functionality. However, we confirm that this will not violate the overall UC-security of our protocols.



of the adversary Adv during the execution of a protocol II. Here, Adv controls parties in Z* during the
execution of protocol IT with inputs & = (33(1), . ,x(”)) for the parties (where party P; has input (), and
auxiliary input z for Adv.

The Asynchronous Ideal-World. A protocol in the ideal-world consists of n dummy parties Py, ..., Py,
an ideal-world adversary S (also called simulator) and an ideal functionality Fapmpc. We consider static
corruptions such that the set of corrupt parties Z* is fixed at the beginning of the computation and is known
to S. The functionality Fampc receives the inputs from the respective dummy parties, performs the desired
computation f on the received inputs, and sends the outputs to the respective parties. The ideal-world ad-
versary does not see and cannot delay the communication between the parties and Fapmpc. However, it can
communicate with Fappc on the behalf of corrupt parties.

Since Fampc models the desired behaviour of a real-world protocol which is asynchronous, ideal func-
tionalities must consider some inherent limitations to model the asynchronous communication model with
eventual delivery. For example, in a real-world protocol, the adversary can decide when each honest party
learns the output since it has full control over message scheduling. To model the notion of time in the
ideal-world, [26] uses the concept of number of activations. Namely, once Fampc has computed the output
for some party, it does not ask “permission” from S to deliver it to the respective party. Instead, the cor-
responding party must “request” Fampc for the output, which can be done only when the concerned party
is active. Moreover, the adversary can “instruct” Fampc to delay the output for each party by ignoring the
corresponding requests, but only for a polynomial number of activations. If a party is activated sufficiently
many times, the party will eventually receive the output from Fampc and hence, ideal computation even-
tually completes. That is, each honest party eventually obtains its desired output. As in [14], we use the
term “Fampc sends a request-based delayed output to P;”, to describe the above interaction between the
Fampc,S and P;.

Another limitation is that in a real-world AMPC protocol, the (honest) parties cannot afford for all the
parties to provide their input for the computation to avoid an endless wait, as the corrupt parties may decide
not to provide their inputs. Hence, every AMPC protocol suffers from input deprivation, where inputs of a
subset of potentially honest parties (which is decided by the choice of adversarial message scheduling) may
get ignored during computation. Consequently, once a “core set” of parties CS provide their inputs for the
computation, where P \ CS € Z, the parties have to start computing the function by assuming some default
input for the left-over parties. To model this in the ideal-world, S is given the provision to decide the set CS
of parties whose inputs should be taken into consideration by Fampc. We stress that S cannot delay sending
CS to Fampc indefinitely. This is because in the real-world protocol, Adv cannot prevent the honest parties
from providing their inputs indefinitely. The formal description of Fampc is available in Fig

{ Functionality Fam pc}

Fampc proceeds as follows, running with the parties P = { Py, ..., P,,} and an adversary S, and is parametrized
by an n-party function f : F* — F and an adversary structure Z C 2.

1. For each party P; € P, initialize an input value z(¥) = 1.
2. Upon receiving a message (inp, sid, v) from some P; € P (or from S if P; is corrupt), do the following:

* Ignore the message if output has already been computed;
* Else, set 2(*) = v and send (inp, sid, P;) to SEI

3. Upon receiving a message (coreset, sid, CS) from S, do the followingﬂ

* Ignore the message if (P \ CS) ¢ Z or if output has already been computed,;




o Else, record CS and set (9 = 0 for every P; & CS

4. Tf CS has been recorded and the value z(%) has been set to a value different from L for every P; € CS, then

compute y def f(xM™ ... 2(™) and generate a request-based delayed output (out, sid, (CS,y)) for every

P, eP.

“If P; is corrupt, then no need to send (inp, sid, P;) to S as the input has been provided by S only.

S cannot delay sending CS indefinitely; see the discussion before the description of the functionality.

“It is possible that for some P; ¢ CS, the input has been set to a value different from 0 during step 1 and 2*) is now reset
to 0. This models the scenario that in the real-world protocol, even if P; is able to provide its input, P;’s inclusion to CS finally
depends upon message scheduling, which is under adversarial control.

Figure 1: The ideal functionality for asynchronous secure multi-party computation for session id sid.

Similar to the real-world, we let IDEAL £, .. (2,7« (¥) denote the random variable consisting of the
output of the honest parties and the view of the adversary S, controlling the parties in Z*, with the parties
having inputs & = (m(l), . ,x(”)) (where party P; has input x;), and auxiliary input z for S.

We say that a real-world asynchronous protocol II securely realizes Fampc with perfectly-security if
and only if for every real-world adversary Adv, there exists an ideal-world adversary S whose running time
is polynomial in the running time of Adv, such that for every possible Z*, every possible Z € F" and every
possible z € {0, 1}*, it holds that the random variables

{REALpguz (@)} and  {IDEALS, e 5.2 (®))

are identically distributed. That is, the random variables are perfectly-indistinguishable.

For statistically-secure AMPC, the parties and adversaries are parameterized with a statistical-security
parameter x, and the above random variables (which are viewed as ensembles, parameterized by k) are
required to be statistically-indistinguishable. That is, their statistical-distance should be a negligible function
in K.

The Universal-Composability (UC) Framework. While the real-world/ideal-world-based security paradigm
is used to define the security of a protocol in the “stand-alone” setting, the more powerful UC framework

[8, 9] is used to define the security of a protocol when multiple instances of the protocol might be running in
parallel, possibly along with other protocols. Informally, the security in the UC-framework is still argued by
comparing the real-world and the ideal-world. However, now, in both worlds, the computation takes place in
the presence of an additional interactive process (modelled as an ITM) called the environment and denoted

by Env. Roughly speaking, Env models the “external environment” in which protocol execution takes place.
The interaction between Env and the various entities takes place as follows in the two worlds.

In the real-world, the environment gives inputs to the honest parties, receives their outputs, and can
communicate with the adversary at any point during the execution. During the protocol execution, the
environment gets activated first. Once activated, the environment can either activate one of the parties by
providing some input or activate Adv by sending it a message. Once a party completes its operations upon
getting activated, the control is returned to the environment. Once Adv gets activated, it can communicate
with the environment (apart from sending messages to the honest parties). The environment also fully
controls the corrupt parties that send all the messages they receive to Env, and follow the orders of Env. The
protocol execution is completed once Env stops activating other parties, and outputs a single bit.

In the ideal-model, the environment Env gives inputs to the (dummy) honest parties, receives their
outputs, and can communicate with S at any point during the execution. The dummy parties act as channels
between Env and the functionality. That is, they send the inputs received from Env to functionality and
transfer the output they receive from the functionality to Env. The activation sequence in this world is



similar to the one in the real-world. The protocol execution is completed once Env stops activating other
parties and outputs a single bit.

A protocol is said to be UC-secure with perfect-security, if for every real-world adversary Adv there
exists a simulator S, such that for any environment Env, the environment cannot distinguish the real-world
from the ideal-world. On the other hand, the protocol is said to be UC-secure with statistical-security, if
the environment cannot distinguish the real-world from the ideal-world, except with a probability which is
a negligible function in the statistical-security parameter &.

The Hybrid Model. In a G-hybrid model, a protocol execution proceeds as in the real-world. However,
the parties have access to an ideal functionality G for some specific task. During the protocol execution, the
parties communicate with G as in the ideal-world. The UC framework guarantees that an ideal functionality
in a hybrid model can be replaced with a protocol that UC-securely realizes G. This is specifically due to
the following composition theorem from [} 9.

Theorem 2.1 ([8, 9]). Let II be a protocol that UC-securely realizes some functionality F in the G-hybrid
model and let p be a protocol that UC-securely realizes G. Moreover, let 11° denote the protocol that is
obtained from 11 by replacing every ideal call to G with the protocol p. Then 11?7 UC-securely realizes F in
the model where the parties do not have access to the functionality G.

2.2 Secret Sharing

In our protocols, we use a secret-sharing based on the one from [28]], defined with respect to a sharing

specification S = {S1,...,Sh} et {P\ Z|Z € Z}, where h = |S| = | Z|. This sharing specification S is

Z-private, meaning that for every Z € Z, there is an S € S such that Z NS = (). Moreover, if Z satisfies
the Q) (P, Z) condition, then S satisfies the Q(*) (S, Z) condition. That is, for every Z;,, Zi,, Zi, € Z and
every S € S, the following holds:

S < Zi, U Zi, U Zig-

In general, we say that S satisfies the Q(¥)(S, Z) condition if for every Z;,,...,Z; € Z and every S € S,

the following holds:
S g Zil U...UZik.

Definition 2.2 ([28]). A value s € F is said to be secret-shared with respect to S, if there exist shares
51, .., 85| € F, such that all the following hold.

- s=51+t...t38g;

— For g =1,...,|S|, the share s, is known to every (honest) party in S,,.

The vector of shares corresponding to a secret-sharing of s is denoted by [s], where [s], denotes the ¢
share. Note that a party P; may hold multiple shares from [s]|, depending upon the number of subsets in
S in which it is present. Specifically, P; will hold the shares {[s],}p,cs,.- The above secret-sharing is
linear, as [c181 + cas2] = ci1[s1] + ca[se] for any publicly-known ¢1,co € F. In general, the parties can
non-interactively compute any linear function of secret-shared values, by applying the corresponding linear
function on their respective shares of the function inputs.

Default Secret-Sharing. The perfectly-secure protocol Ilpepefsh takes a public input s € F and S to
non-interactively generate [s], where the parties collectively set [s]; = s and [s]z = ... = [s]|g| = 0.

2.3 Existing Asynchronous Primitives

We next discuss the existing asynchronous primitives used in our protocols.

10



Asynchronous Reliable Broadcast (Acast). An Acast protocol allows a designated sender Ps € P to
identically send a message m € {0, 1}5 to all the parties. If Pg is honest, then all honest parties eventually
output m. On the other hand, if Pgs is corrupt and some honest party outputs m*, then every other honest
party eventually outputs m*. The above requirements are formalized by an ideal functionality Facast, pre-
sented in Fig[2] The functionality, upon receiving m from the sender Pg, performs a request-based delayed
delivery of m to all the parties. Notice that if Pg is corrupt, then the functionality may not receive any mes-
sage for delivery, in which case parties obtain no output. This models the fact that in any real-world Acast
protocol, a potentially corrupt Ps may not invoke the protocol, in which case the (honest) parties obtain no
output.

{ Functionality J—"Acast}

Facast proceeds as follows, running with the parties P = {Py, ..., P,} and an adversary S, and is parametrized
by an adversary structure Z C 2. Let Z* denote the set of corrupt parties, where Z* € Z.
e Upon receiving (sender, Acast, sid, m) from Pg € P (or from § if Ps € Z*), do the following:

— Send (Ps, Acast, sid, m) to Sﬂ

— Send a request-based delayed output (Ps, Acast, sid, m) to each P, € P\ Z* (no need to send m to the
parties in Z*, as S gets m on their behalf).

“If Ps € Z*, then no need to send (Ps, Acast, sid, m) to S, as in this case m is received from S itself.

Figure 2: The ideal functionality for asynchronous reliable broadcast for session id sid.

In [27], a perfectly-secure Acast protocol Ilacas is presented with a communication complexity of
O(n?¢) bits, provided Z satisfies the Q©®) (P, Z) condition. The protocol is shown to be UC-secure in [11]].

Remark 2.3. We note that the functionality Facast is “one shot” per session id. That is, it allows the sender
Ps to send at most one message per session id and a potentially corrupt Ps cannot send multiple messages
for delivery to the functionality within the same session id. This is ensured by letting Facast implicitly
accepting at most one message from Pg for delivery for a given session id.

We also note that we implicitly assume that the identity of the designated sender Pg is known to all the
participants. In our higher-level protocols where the parties will be calling Facast, the identity of Pg will be
publicly known. To distinguish apart the messages exchanged during the various calls to Facast With respect
to different sender parties, one could tag all the messages exchanged with respect to a particular instance of
Facast With the identity of the corresponding sender party.

Asynchronous Byzantine Agreement (ABA). In a synchronous BA protocol [31]], each party participates
with an input bit to obtain an output bit. The protocol guarantees the following three properties.

— Agreement: The output bit of all honest parties is the same.

— Validity: If all honest parties have the same input bit, then this will be the common output bit.

— Termination: All honest parties eventually compute an output.
In an ABA protocol, the above requirements are slightly weakened, since all (honest) parties may not be
able to provide their inputs to the protocol, as waiting for all the inputs may turn out to be an endless wait.
Hence the decision is taken based on the inputs of a subset of parties CS, where P \ CS € Z. Moreover,
since the adversary can control the schedule of message delivery, it has full control in deciding the set CS.

The formal specification of an ideal ABA functionality is presented in Fig[3] which is obtained by gener-

alizing the corresponding ideal functionality against threshold adversaries, as presented in [[15)]. Intuitively,
it can be considered as a special case of the ideal AMPC functionality (see Fig[I), which looks at the set of
inputs provided by the set of parties in CS, where CS is decided by the ideal-world adversary. If the input
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bits provided by all the honest parties in CS are the same, then it is set as the output bit. Else, the output
bit is set to be the input bit provided by some corrupt party in CS (for example, the first corrupt party in
CS according to lexicographic ordering). In the functionality, the input bits provided by various parties are
considered to be the “votes” of the respective parties.

{ Functionality .FABA}

Fapa proceeds as follows, running with the parties P = {Py,..., P,} and an adversary S, and is parametrized
by an adversary-structure Z C 27. Let Z* denote the set of corrupt parties, where Z* € Z and let H = P \ Z*.
For each party P;, initialize an input value (") = 1.

1. Upon receiving a message (vote, sid, b) from some P; € P (or from S if P, is corrupt) where b € {0, 1}, do
the following:

e Ignore the message if output has been already computed;
e Else, set () = band send (vote, sid, P;, b) to SEI

2. Upon receiving a message (coreset, sid, CS,b*) from S where b* € {0, 1}, do the followingﬂ

e Ignore the message if (P \ CS) ¢ Z or if output has been already computed;
e Else, record CS.

3. If the set CS has been recorded and the value z(*) has been set to a value different from L for every P; € CS,
then compute the output y as follows and generate a request-based delayed output (decide, sid, (CS,y)) for
every P; € P.

o If 2V = pholds for all P; € (% NCS), then set yy = b.
e Elseif CSN Z* # 0, set y = (9, where P; is the party with the smallest index in CS N Z*.
— Else set y = b*.

“If P; € Z*, then no need to send (vote, sid, P;, b) to S as the input has been provided by S only.
»As in the case of the AMPC functionality Famec, S cannot delay sending CS indefinitely.

Figure 3: The ideal functionality for asynchronous Byzantine agreement for session id sid.

From [17], every (deterministic) ABA protocol must have some non-terminating runs, where the parties
may run the protocol forever, without obtaining any output. To circumvent this result, randomized ABA
protocols are considered and the best we can hope for from such protocols is that the parties eventually
obtain an output with probability 1, if they continue running the protocol (this property is called the almost-
surely termination property). In [[12f], a perfectly-secure ABA protocol is presented, provided Z satisfies the
QW (P, Z) condition, which holds for our perfectly-secure AMPC protocol. In the protocol, all honest par-
ties eventually compute their output with probability 1 and the protocol incurs an expected communication
of O(|Z] - (n®log|F| + n®(logn + log|Z|))) bits. We will use this ABA protocol for securely realizing
Faga in our perfectly-secure AMPC protocol.

Recently, [[I1]] presented a perfectly-secure ABA protocol, provided Z satisfies the Q(%) (P, Z) con-
dition, which holds for our statistically-secure AMPC protocol. In the protocol, all honest parties even-
tually compute their output with probability 1 and the protocol incurs an expected communication of
O(|Z| - (n"log |F| + n®logn)) bits. We will use this ABA protocol for securely realizing Fapa in our
statistically-secure AMPC protocol.

We note that the security of the ABA protocols of [12, [11]] are not proved in the UC model. This is
because their main goal is to show the feasibility of ABA against generalized adversaries. However, we
confirm that UC security proof of these protocols can be provided by bringing in additional technicalities,
especially given the fact that we are considering static adversaries.
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2.4 Some Asynchronous Ideal-World Functionalities

We end this section by discussing a few asynchronous ideal-world functionalities, which we later securely
realize through various protocols.

Verifiable Secret-Sharing (VSS). A VSS protocol allows a designated dealer Pp € P to verifiably secret-
share its input s € F. If Pp is honest, then the honest parties eventually output [s]. The verifiability property
guarantees that if Pp is corrupt and some honest party completes the protocol, then all honest parties eventu-
ally complete the protocol with a secret-sharing of some value. These requirements are formalized through
the functionality Fyss (Fig[). The functionality, upon receiving a vector of shares from Pp, distributes the
appropriate shares to the respective parties. The dealer’s input is defined implicitly as the sum of provided
shares. Looking ahead, we will use Fyss in our protocols as follows: Pp on having the input s, sends a
random vector of shares (s1, ..., 3|S|) to Fyss where s1+...+sj5) = s. If Pp is honest, then the probability
distribution of the shares learnt by Adv will be independent of the dealer’s input, since S is Z-private. Note
that if Pp is corrupt, then it may not provide any vector of shares to the functionality, in which case the
honest parties obtain no output. This models the fact that in the asynchronous setting, the honest parties
need not have any output in the real-world VSS protocol, if a potentially corrupt Pp does not invoke the
protocol in the first place.

We note that in the functionality Fyss, we let the dealer Pp select the shares, corresponding to its input
s, instead of the functionality picking the shares. One could instead consider a variant of Fyss, where if Pp
is honest, then it provides its input s to the functionality, who then picks random shares corresponding to s
and distributes them to the respective parties. And if Pp is corrupt, then the functionality receives the full
vector of shares from Pp and distributes themE] Looking ahead, our VSS protocol can be easily modified
to securely realize even this variant of Fyss. The reason we let Pp provide the full vector of shares is
that it “unifies” the case of both honest as well as a corrupt Pp, since Fyss will be performing the same
set of actions, irrespective of Pp. As mentioned earlier, the way we will invoke the functionality Fyss
in our higher-level protocols, it will be guaranteed that if Pp is honest, then its input s will be randomly
secret-shared, since Pp will be providing a random vector of shares for distribution to Fyss. So it makes no
difference whether an honest Pp provides a random vector of shares for its secret or whether the functionality
Fvss picks random shares on the behalf of an honest Pp. In either case, the full vector of shares will be
randomly distributed, subject to the condition that they sum up to s.

{ Functionality J-'vss}

Fvss proceeds as follows for each party P; € P and an adversary S, and is parametrized by the adversary structure
Z, sharing specification S = {S1,....5,} = {P\ Z|Z € Z} and a dealer Pp € S. Let Z* € Z be the set of
corrupt parties.

— On receiving (dealer, sid, Pp, (s1, ..., sp)) from Py (or from S if Py € Z*), do the following.

— Sets = Zq:l,...,h Sq.

— Forq=1,...,h,set[s]; = s4.
- If Pp € Z*, then generate a request-based delayed output (share, sid, Pp, {[s],} p,es,) for each P; &
Z*.

— Else generate a request-based delayed output (share, sid, Pp, {[s]4} p,cs,) for each P; € P.

“If Pp is corrupt, then S may not send any input to Fyss, in which case the functionality will not generate any output.

Figure 4: The ideal functionality for VSS for session id sid.

%1n the latter case, we cannot let the functionality pick random shares on behalf of Py’s input. This is because in the real-world
VSS protocol, a corrupt Pp may not select random shares for secret-sharing its input.
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Remark 2.4. We note that the functionality Fyss is “one shot” per session id. That is, it allows the dealer
to send at most one set of shares per session id. A potentially corrupt dealer cannot send multiple sets of
shares to the functionality within the same session id. This is ensured by JFyss implicitly accepting at most
one set of shares from the dealer for processing for a given session id.

We also note that we implicitly assume that the identity of the designated dealer Pp is known to all the
participants. In our higher-level protocols where the parties will be calling Fyss, the identity of Pp will be
publicly known. To distinguish apart the messages exchanged during the various calls to Fyss with respect
to different dealers, one could tag all the messages exchanged with respect to a particular instance of Fyss
with the identity of the corresponding dealer.

Triple-Generation Functionality. The ideal functionality Fryiples (Fig[5) models the pre-processing phase
of our AMPC protocols. The functionality generates secret-sharing of M random multiplication-triples
over I, which are random from the point of view of the adversary[] The functionality allows the ideal-
world adversary to specify the shares for each of the output triples on the behalf of corrupt parties. The
functionality then “completes” the sharing of all the triples randomly, while keeping them “consistent” with
the shares specified by the adversary

{ Functionality ]:Triples}

Friples proceeds as follows, running with the parties P and an adversary S, and is parametrized by an adversary-
structure Z, a Z-private sharing specification S = {S1,...,S,} = {P \ Z|Z € Z} and the number of multipli-
cation gates M in ckt. Let Z* € Z denote the set of corrupt parties.
— If there is a set of parties A such that P \ A € Z and every P, € A has sent the message (triples, sid, P;),
then send (triples; sid, .A) to S and prepare the output as follows.
e Generate secret-sharing of M random multiplication-triples. To generate one such sharing, randomly
select a,b € F, compute ¢ = ab and execute the steps labelled Single Sharing Generation for a, b
and c.
o Let {([aD],[6®], [c"])}seqa,..,ary be the resultant secret-sharing of the multiplication-triples. Send
a request-based delayed output (tripleshares,sid, {[a()]4, (0], []g}req1,... vy, Pies,) to each
P; € P\ Z* (no need to send the respective shares to the parties in Z*, as S already has the shares
of all the corrupt parties).
Single Sharing Generation: Do the following to generate a secret-sharing of a given value s.
e Upon receiving (shares, sid, {Sq}SqﬂZ*yéVJ) from S, randomly select s, € F corresponding to each

Sy € S for which S, N Z* = (), such that Z 5q + Z sq = sholds. [|Forg =1,...,h,
SqNZ*#£0 SqNZ*=0

set [s]q = sq.

“S cannot delay sending the shares on the behalf of the corrupt parties indefinitely as, in our real-world protocol, the
adversary cannot indefinitely delay the generation of secret-shared multiplication-triples.

Figure 5: Ideal functionality for asynchronous pre-processing phase with session id sid.

3 Perfectly-Secure Pre-Processing Phase Protocol with Q*)(7-2) Condition

In this section, we present a perfectly-secure protocol for securely realizing the functionality Fyiples. For
designing the protocol, we need two building blocks: a perfectly-secure VSS protocol and a perfectly-secure
multiplication protocol, which we discuss next.

"Recall that M is the number of multiplication gates in the circuit ckt.
8This provision is made because in our pre-processing phase protocol, the real-world adversary will have full control over the
shares of the corrupt parties corresponding to the random multiplication-triples generated in the protocol.
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3.1 Perfectly-Secure Verifiable Secret Sharing (VSS)

In [12], a perfectly-secure VSS protocol was presented. We recall and present the protocol here for two
reasons. Firstly, we will show how to slightly modify the protocol to improve its communication complexity.
Secondly, and more importantly, in [12], the UC-security of the protocol was not proved. Since we are
aiming to prove the UC-security of our AMPC protocol where the VSS protocol will be used, we give a
proof of the UC-security of the VSS protocol.

In the perfectly-secure VSS protocol ITpyss, the input for the dealer Pp is a vector of shares (s1, . .., Sp),

. . . d
the goal being to ensure that the parties output a secret-sharing of s e/ s1+ ...+ sp, such that [s]; = s,

for each S; € S. The protocol guarantees that even if Pp is corrupt, if some honest party completes the
protocol, then every honest party eventually completes the protocol such that there exists some value which
has been secret-shared by Pp.

The high-level idea of the protocol is as follows: the dealer gives the share s, to all the parties in the
set Sy € S. To verify whether the dealer has distributed the same share to all the parties in S, the parties
in S, perform pairwise consistency tests of the supposedly common share and publicly announce the result.
Next, the parties check if there exists a subset of “core” parties C,, where S, \ C; € Z, who have confirmed
the pairwise consistency of their supposedly common share. Such a subset C, is guaranteed for an honest
dealer, as the set of honest parties in .S, always constitutes a candidate set for C,. To ensure that all honest
parties have the same version of the core sets Cy, . .., Cp, the dealer is assigned the task of identifying these
sets based on the results of the pairwise consistency tests, and making them public. Once the core sets are
identified and verified, it is guaranteed that the dealer has distributed some common share to all honest parties
within Cy. The next goal is to ensure that even the honest parties in S, \ C, get this common share, which is
required as per the semantics of our secret-sharing. For this, the (honest) parties in S, \ C, “filter” out the
supposedly common shares received during the pairwise consistency tests and ensure that they obtain the
common share held by the honest parties in C,. Protocol Ilpyss is presented in Fig @

—[ Protocol IIpyss (S)]

o Distribution of Shares by P : If P; is the dealer Pp, then execute the following steps.

1. On having the shares s1, ..., s, € I, send (dist, sid, Pp, g, [s],) to all the parties P; € S, corresponding

to each S, € S, where s s +. . +syand [s]q = sq-

o Pairwise Consistency Tests and Public Announcement of Results : For each S, € S, if P; € S, then
execute the following steps.

1. Upon receiving (dist, sid, Pp, ¢, 5¢;) from D, send (test, sid, Pp, ¢, s¢;) to every party P; € S,.
2. Upon receiving (test, sid, Pp, g, s4;) from P; € S, send (sender, Acast, sidEfD’q), OK, (4, ) to Facast
if 841 = 54, where sid{1>? = sid|| Po||q]lil|j ]
o Constructing Consistency Graph : For each S, € S, execute the following steps.

1. Initialize C, to (). Construct an undirected consistency graph Géi) with S, as the vertex set.
2. For every ordered pair of parties (P;, P;) where P;, P, € Sy, keep requesting for an output from Facast

with sidg.l,:D’Q), till an output is received.
3. Add the edge (P;, Py) to Gt(f) if outputs (Pj,Acast,sidg.llzt”q),OKq(j7 k)) and (Pk,Acast,sid,(C?D’q),
OK,(k, j)) are received from Facast With sidy;D’Q) and Facast With sing"I) respectively.

o Identification of Core Sets and Public Announcements : If P; is the dealer Pp, then execute the following
steps.

1. For each S, € S, check if there exists a subset of parties W, C S,, such that S, \ W, € Z and the
parties in WV, form a clique in the consistency graph GE. If such a W, exists, then assign Cq == W,.
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2. Upon computing non-empty sets Cy,...,Cp, send (sender, Acast,sidp,, {Cy}s,es) t0 Facast, Where
SidpD = SidHPD.

e Share Computation : Execute the following steps.
1. Foreach S, € S such that P; € S, initialize [s], to L.

2. Keep requesting for an output from Facast With sid p, until an output is received.

3. Upon receiving an output (sender, Acast, sidp,, {C, } 5,cs) from Facase with sid p,, wait until the parties
in C,4 form a clique in G,(;), forg=1,..., h. Then, verify if S; \ Cq € Z, foreachg =1,...,h. If the
verification is successful, then proceed to compute the output as follows.

i. Corresponding to each C, such that P; € C, set [s]4 = Sg;.
ii. Corresponding to each C, such that P; & C,, set [s], := s4, where (test, sid, Pp, g, s4) is received
from a set of parties C; such that C, \ C; € Z.

4. Once [s], # L foreach S, € S such that P; € S, output (share, sid, Pp, {[s],} p,es,)-

“The notation sidEfD’Q) is used here to distinguish among the different calls to Facast Within the session sid.

Figure 6: The perfectly-secure VSS protocol for realizing Fyss in the Facasi-hybrid model. The above steps are
executed by every P; € P.

Remark 3.1. We stress that if Pp is corrupt, then the honest parties may not get any output in the protocol
Ilpyss, if Pp does not make public valid core sets. This is fine as per the semantics of the functionality
Fvss, since the functionality Fyss is not “obliged” to distribute any shares to the honest parties if Pp is
corrupt. On the other hand, if Pp is honest, then it will eventually compute and broadcast valid core sets,
since the set of honest parties will eventually satisfy all the required conditions of valid core sets.

We next prove the security of the protocol IIpyss.

Theorem 3.2. Consider a static malicious adversary Adv characterized by an adversary-structure Z, satis-

fying the QU (P, Z) condition and let S = {S4, ..., Sy} et {P\ Z|Z € Z} be the sharing specification.

Then protocol llpyss UC-securely realizes the functionality Fyss with perfect security in the Facast-hybrid
model, in the presence of Adv.

Proof. Let Adv be an arbitrary adversary corrupting a set of parties Z* € Z. Let Env be an arbitrary
environment. We show the existence of a simulator Spyss, such that for any Z* € Z, the outputs of the
honest parties and the view of the adversary in the protocol Ilpyss is indistinguishable from the outputs
of the honest parties and the view of the adversary in an execution in the ideal world involving Spyss and
Fvss. The steps of the simulator will be different depending on whether the dealer is corrupt of honest.

If the dealer is homnest, then the simulator interacts with Fyss and receives the shares of the corrupt
parties corresponding to the sets S, € S which they are part of. With these shares, the simulator then plays
the role of the dealer as well as the honest parties, as per the steps of Ilpyss, and interacts with Adv. The
simulator also plays the role of Facast- If Adv queries Facast for the result of any pairwise consistency test
involving an honest party, the simulator provides the appropriate result. In addition, the simulator records
the result of any test involving corrupt parties which Adv sends to Facast- Based on the results of these
pairwise consistency tests, the simulator finds the core sets for each .S, and sends these to Adv upon request.

If the dealer is corrupt, the simulator plays the role of honest parties and interacts with Adv, as per the
steps of IIpyss. This involves recording shares which Adv distributes to any honest party (on the behalf of
the dealer), as well as performing pairwise consistency tests on their behalf. If Adv sends core sets for each
Sq € Sas input to Facast, then the simulator checks if these are valid, and accordingly, sends the shares held
by honest parties in these core sets as the input shares to Fyss on the behalf of the dealer. The simulator is
presented in Figure
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—[ Simulator Spvss]

Spyss constructs virtual real-world honest parties and invokes the real-world adversary Adv. The simulator simu-
lates the view of Adv, namely its communication with Env, the messages sent by the honest parties and the interac-
tion with Facast- In order to simulate Env, the simulator Spyss forwards every message it receives from Env to Adv
and vice-versa. The simulator then simulates the various phases of the protocol as follows, depending upon whether
the dealer is honest or corrupt.

Simulation When Py is Honest
Interaction with Fyss: The simulator interacts with the functionality Fyss and receives a request based delayed
output (share, sid, Po, {[s]¢}s,nz++0), on the behalf of the parties in Z*.

Distribution of Shares by Pp: On the behalf of the dealer, the simulator sends (dist, sid, Pp, ¢, [s],) to Adv, corre-
sponding to every P; € Z* N S,,.

Pairwise Consistency Tests: For each S, € S such that S; N Z* # (), corresponding to each P; € S, N Z*, the
simulator does the following.

— On the behalf of every party P; € S, \ Z*, send (test, sid, Pp, g, S4;) to Adv, where s,; = [s],.

— If Adv sends (test, sid, Pp, g, 5¢;) on the behalf of P; to any P; € S, then record it.
Announcing Results of Consistency Tests:

— If for any S, € S, Adv requests an output from Facast With sidEfD’Q) corresponding to parties P; € S, \ Z*
and P; € S, then the simulator provides output on the behalf of Facas: as follows.

o If P; € S, \ Z*, then send the output (P;, Acast, sidl(»fD’Q), OKq(i,7)).

o If P; € (S, N Z*), then send the output (P;, Acast, sidng’Q), OK,(4, 4)), if the message (test, sid, Pp,

q, 5¢;) has been recorded on the behalf of P; for party P; and s; = [s], holds.
— Ifforany S, € S and any P, € S, N Z*, Adv sends (P;, Acast, sidl(.fo’q)7 OKy (i, 7)) to Facast With sidgfo’q)
on the behalf of P; for any P; € S, then the simulator records it. Moreover, if Adv requests for an output

Z(-fD’q), then the simulator sends the output (P;, Acast, sidl(-fD’q)7 OK, (%, 7)) on the behalf

from Facast With sid
of Facast-
Construction of Core Sets and Public Announcement:
— Foreach S, € S, the simulator plays the role of Pp and adds the edge (P;, P;) to the graph G? over the vertex
set .Sy, if the following hold.
e PP RS Sq.
e One of the following is true.
o P,Pje S, \Z".
o If P, € S,NZ*and P; € S, \ Z*, then the simulator has recorded (P;, Acast, sidE}DD’q), OK,(4,4))

sent by Adv on the behalf of P; to Facast With sidgf[”q), and recorded (test, sid, Pp, g, 4;) on the
behalf of P; for P; such that s¢; = [s].

o If P, P; € S, N Z*, then the simulator has recorded (P;, Acast, sidl(-jq-)7 OK,(4, 7)) and (P;, Acast,
sidlgg), OK,(7,1)) sent by Adv on behalf P; and P; to Facast With sidEfD’Q) and sid§f°’q> respec-
tively.

— For each S, € S, the simulator finds the set C, which forms a clique in GP, such that S, \ C, € Z. When
Adv requests output from Facast With sidp,, the simulator sends the output (sender, Acast, sidp,, {Cq}s,es)
on the behalf of Facast.

Simulation When FPp is Corrupt
In this case, the simulator Spyss interacts with Adv during the various phases of IIpyss as follows.

Distribution of shares by Pp: For ¢ = 1,..., h, if Adv sends (dist, sid, Pp, ¢, v) on the behalf of Py to any party
P; € Sy \ Z*, then the simulator records it and sets s,4; to be v.

Pairwise Consistency Tests: For each S, € S such that S, N Z* # (), corresponding to each party P, € S, N Z*
and each P; € S, \ Z*, the simulator does the following.
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— If s4; has been set to some value, then send (test, sid, Pp, ¢, s4;) to Adv on the behalf of P;.
— If Adv sends (test, sid, Pp, g, 54;) on the behalf of P; to P;, then record it.
Announcing Results of Consistency Tests:

— If for any S; € S, Adv requests an output from Facast With sidng’ corresponding to parties P; € S, \ Z*
and P; € Sy, then the simulator provides the output on the behalf of Facas: as follows, if s4; has been set to
some value.

o If P; € S, \ Z*, then send the output (P;, Acast, sidgfo’q)7 OK,(4, 7)), if s4; has been set to some value
and s4; = s4; holds.
e If P; € S, N Z*, then send the output (P;, Acast, sidl(-f[”q)7 OKq(7,7)), if (test,sid, Pp,q, sq;) sent by
Adv on the behalf of P; to P; has been recorded and s,; = s,4; holds.
— Ifforany S, € S and any P; € S, N Z*, Adv sends (P;, Acast, sidng’q), OK, (4, 7)) to Facast With sid 19

on the behalf of P; for any P; € S, then the simulator records it. Moreover, if Adv requests for an Oljltput
from Facast With sidng’Q), then the simulator sends the output (P;, Acast, sidz(-fD’{I), OK,(4, j)) on the behalf
of fAcast-
Construction of Core Sets: For each S, € S, the simulator plays the role of the honest parties P; € S, \ Z* and
adds the edge (P;, Py) to the graph G((Ii) over vertex set .S, if the following hold.
- Pj7 JS Sq.
— One of the following is true.
o If P;, P, € S, \ Z*, then the simulator has set s,; and s, to some values, such that s,; = sq.

o If P € S;NZ*and P, € S, \ Z*, then the simulator has recorded (P;, Acast, sidg.lk)')’q), OK, (4, k)) sent

by Adv on the behalf of P; to Facast With sidgff”q), and recorded (test, sid, Pp, g, 4;) on the behalf of
P; for Py, and has set 54, to a value such that s,; = sq.

o If P;, P, € S; N Z*, then the simulator has recorded (P;, Acast, sid;l,:["'q)7 OK,(4,k)) and (P, Acast,
sing’q), OK,(k, j)) sent by Adv on behalf of P; and Py respectively to Facast With sid%mq) and

Facast With sidlgfo’q).
Verification of Core Sets and Interaction with Fss:

e If Adv sends (sender, Acast, sidp,, {Cy}s,es) t0 Facast With sidp, on the behalf of Pp, then the simulator
records it. Moreover, if Adv requests an output from Facast With sidp,, then on the behalf of Facaet, the
simulator sends the output (Pp, Acast, sidp,, {Cq}s,e5)-

e If simulator has recorded the sets {C, } 5, es. then it plays the role of the honest parties and verifies if C1, ..., Cy

q)

are valid by checking if each S, \ C; € Z and if each C, constitutes a clique in the graph fo) of every party
P; € P\ Z*. IfCy,...,Cy are valid, then the simulator sends (share, sid, Pp, {s,}s,es) to Fyss, where s,
is set to s,; corresponding to any P; € C, \ Z*.

Figure 7: Simulator for the protocol IIpyss where Adv corrupts the parties in set Z* € Z.

We now prove a series of claims which will help us prove the theorem. We start with an honest Pp.

Claim 3.3. If Pp is honest, then the view of Adv in the simulated execution of Ilpysg with Spysg is
identically distributed to the view of Adv in the real execution of 1Ipyss involving honest parties.
Proof. Let S* = {Sq €S| SyNZ* # 0}. Then the view of Adv during the various executions consists of
the following.

— The shares {[s],} s cs+ distributed by Pp: In the real execution, Adv receives [s], from Pp for each
Sy € S*. In the simulated execution, the simulator provides this to Adv on behalf of Pp. Clearly, the
distribution of the shares is identical in both the executions.

— Corresponding to every S, € S*, messages (test, sid, Pp, ¢, s4;) received from party P; € S,\ Z*,
as part of pairwise consistency tests, where s,; = [s],: While each P; sends this to Adv in the
real execution, the simulator sends this on the behalf of P; in the simulated execution. Clearly, the
distribution of the messages is identical in both the executions.
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— For every S, € S and every P;, P; € S, the outputs OK,(P;, Acast, sidgb’q), OK,(i, 7)) of the

pairwise consistency tests, received as output from Fu,s; With sid f f b:a). T, compare the distribu-

tion of these messages in the two executions, we consider the following cases, considering an arbitrary
Sq € S and arbitrary P;, Pj € S,,.
- P;, Pj € S\ Z*: In both the executions, Adv receives OK,(P;, Acast, sidg-jD’Q), OK,(i, 7)) as the

(Pp,q)

ij .

- P e S;\ Z*,P; € (S,N Z*): In both the executions, Adv receives OK,(F;, Acast,sidgf')’q),
OK, (%, 7)) as the output from Fac,se With sidl(-fD’q) if and only if Adv sent (test, sid, Pp, ¢, Sq;)
on the behalf of P; to P; such that s;; = [s], holds.

- Py € (S;N Z*): In both the executions, Adv receives OK, (P, Acast,sidg), OK,(4,j)) if and
only if Adv on the behalf of P; has sent (P;, Acast, sidl(-fD’q), OK,(%,7)) to Facast With sidl(fD’q)
for P;.
Clearly, irrespective of the case, the distribution of the OK, messages is identical in both the execu-
tions.
— The core sets {C, } 5,cs: In both the executions, the sets C, are determined based on the OK; messages
delivered to Pp. So the distribution of these sets is also identical.

output from Fac,st With sid

O]

We next claim that if the dealer is honest, then conditioned on the view of the adversary Adv (which is
identically distributed in both the executions, as per the previous claim), the outputs of the honest parties are
identically distributed in both the executions.

Claim 3.4. If Pp is honest, then conditioned on the view of Adv, the outputs of the honest parties during
the execution of IIpyss involving Adv has the same distribution as the outputs of the honest parties in the
ideal-world involving Spyss and Fyss.

Proof. Let Pp be honest and let View be an arbitrary view of Adv. Moreover, let {s,} s,nz+0 be the shares
of the corrupt parties, as per View. Furthermore, let {s,} s,nz+=¢ be the shares used by Pp in the simulated

execution, corresponding to the set S, € S, such that S, N Z* = (). Let s et Z Sq+ Z s4. Then
SqNZ* 0 SqNZ*=0

in the simulated execution, each honest party P; obtains the output {[s],} p,cs, from Fyss, where [s]; = s,.

We now show that P; eventually obtains the output {[s],} p,es, in the real execution as well, if Pp’s inputs

in the protocol IIpyss are {s,}s,es.

Since Pp is honest, it sends the share s, to all the parties in the set S;, which is eventually delivered. Now
consider an arbitrary S, € S. During the pairwise consistency tests, each honest P, € S, will eventually
send s, = S4 to all the parties in .S,. Consequently, every honest P; € S, will eventually broadcast the
message OK, (74, k), corresponding to every honest P, € S,. This is because sq; = sq = 54 Will hold.
These OK,(j, k) messages are eventually received by every honest party, including Pp. This implies that
the parties in S, \ Z* will eventually form a clique in the graph G((;) of every honest P;. This further implies
that Pp will eventually find a set C, where S, \ C; € Z and where C, constitutes a clique in the consistency
graph of every honest party. This is because the set S, \ Z* is guaranteed to eventually constitute a clique.
Hence Pp eventually broadcasts the sets {C,}s,cs, which are eventually delivered to every honest party.
Moreover, the verification of these sets will eventually be successful for every honest party.

Next, consider an arbitrary honest P; € S,. If P; € Cg, then it has already received the share s, from
Pp and sq; = s4 holds. Hence, P; sets [s], to sq. So consider the case when P; ¢ C,. In this case, P;
sets [s], based on the supposedly common values s,; received from the parties P; € S, as part of pairwise

19



consistency tests. Specifically, P; checks for a subset of parties C(’I C Cy, where C, \Cé € Z, such that every
party P; € C; has sent the same s,; value to P; as part of the pairwise consistency test. If F; finds such a set
C,» then it sets [s], to the common s,;. To complete the proof, we need to show that P; will eventually find
such a set Cé, and if such a set C,; is found by P;, then the common s is the same as s,,.

Assuming that P; eventually finds such a C, the proof that the common s,; is the same as s, follows
from the fact that C; is guaranteed to contain at least one honest party from C,, who would have received the
share s,; = s, from Pp and sent to F; as part of the pairwise consistency test. This is because Z satisfies
the Q) (P, Z) condition. Also, since the Q) (P, Z) condition is satisfied, the set of honest parties in Cq
namely the parties in C, \ Z*, always constitute a candidate C(’I set. This is because every party P; € Cy \ Z*
would have sent s,; = s, to every party in S, during the pairwise consistency test, and these values are
eventually delivered. O

We next prove certain claims with respect to a corrupt dealer. The first claim is that the view of Adv in
this case is also identically distributed in both the real as well as simulated execution. This is simply because
in this case, the honest parties have no inputs and the simulator simply plays the role of the honest parties
exactly as per the steps of the protocol IIpyss in the simulated execution.

Claim 3.5. If Pp is corrupt, then the view of Adv in the simulated execution of IIpyss with Spyss is
identically distributed as the view of Adv in the real execution of IIpyss involving honest parties.

Proof. The proof follows from the fact that if Pp is corrupt, then Spyss participates in a full execution of
the protocol Ilpyss, by playing the role of the honest parties as per the steps of IIpyss. Hence, there is a
one-to-one correspondence between simulated executions and real executions. O

We finally claim that if the dealer is corrupt, then conditioned on the view of the adversary (which
is identical in both the executions as per the last claim), the outputs of the honest parties are identically
distributed in both the executions.

Claim 3.6. If D is corrupt, then conditioned on the view of Adv, the output of the honest parties during
the execution of Ilpysg involving Adv has the same distribution as the output of the honest parties in the
ideal-world involving Spyss and Fyss.

Proof. Let Pp be corrupt and let View be an arbitrary view of Adv. We note that whether valid core sets
{Cq} s,es have been generated during the corresponding execution of IIpyss or not can be found out from
View. We now consider the following cases.

— No core sets {Cy}s,cs are generated as per View: In this case, the honest parties do not obtain any
output in either execution. This is because in the real execution of IIpyss, the honest parties compute
their output only when they get valid core sets {C,} s, es from Pp’s broadcast. If this is not the case,
then in the simulated execution, the simulator Spyss does not provide any input to Fyss on behalf of
Pp; hence, Fyss does not produce any output for the honest parties.

— Core sets {Cy}s,es generated as per View are invalid: Again, in this case, the honest parties do not
obtain any output in either execution. This is because in the real execution of IIpyss, even if the sets
{Cqy}s,es are received from Pp’s broadcast, the honest parties compute their output only when each
set Cg4 is found to be valid with respect to the verifications performed by the honest parties in their
own consistency graphs. If these verifications fail (implying that the core sets are invalid), then in
the simulated execution, the simulator Spyss does not provide any input to Fyss on behalf of Pp,
implying that Fyss does not produce any output for the honest parties.

— Valid core sets {Cy} s,cs are generated as per View: We first note that in this case, Pp has distributed
some common share, say s,, determined by View, to all the parties in C, \ Z* during the real execution
of IIpyss. This is because all the parties in C, \ Z* are honest, and form a clique in the consistency
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graph of the honest parties. Hence, each P;, P, € C, \ Z* has broadcasted the messages OK, (7, k)
and OK(k, j) after checking that s,; = sg, holds, where s4; and s, are the shares received from Pp
by P; and P}, respectively.
We next show that in the real execution of IIpyss, every party in S, \ Z*, eventually sets [s], = s,.
While this is true for the parties in C; \ Z*, we consider an arbitrary party P; € S, \ (Z* UC,). From
the protocol steps, P; checks for a subset of parties C(’I C C, where C; \ Cé € Z, such that every party
P; e C</1 has sent the same s,; value to P; as part of the pairwise consistency test. If P; finds such a
set C(lz’ then it sets [s], to the common s,;. We next argue that P; will eventually find such a set Cé and
if such a set C; is found by P;, then the common s,; is the same as s,. The proof for this is exactly
the same, as for Claim (3.4
Thus, in the real execution, every honest party P; eventually outputs {[s], = s,}p,es,. From the
steps of Spyss, the simulator sends the shares {s } S,¢es to Fyss on the behalf of Pp in the simulated
execution. Consequently, in the ideal world, Fyss will eventually deliver the shares {[s], = s} p,es,
to every honest F;. Hence, the outputs of the honest parties are identical in both worlds.

O

The proof of the theorem now follows from Claims3.3}3.6| U

Computational Complexity of the Protocol Ilpyss. In IIpyss, the most computationally-expensive step
is to compute the core sets. This can always be done with computation complexity O(poly(n, |Z])). For
instance, to check for the existence of a core set Cy, the dealer Pp can do the following after every update in
its consistency graph GqD: for every Z; € Z, check if there exists an edge in the graph G2, between every
pair of parties in S, \ Z;. This may require iterating over the entire Z and within each iteration, checking
for the presence of a clique will further require O(poly(n)) computational effort. Since there can be O(n?)
updates in the graph G('I3 , the existence of C, can be verified with O(poly(n, | Z|)) computational effort.

Reducing the Broadcast Complexity of the Protocol IIpyss. Protocol Ilpyss, as presented in Fig [6]
has a broadcast complexity proportional to the size of Z. More specifically, in the protocol, Pp needs to
compute a core set C, corresponding to each S, € S. For finding these core sets, every (honest) party needs
to broadcast an OK, message for every other (honest) party by calling Facast. This results in the number of
bits broadcasted being proportional to [S|, where |[S| = | Z] in our case. A small modification to the protocol
can make the broadcast complexity independent of | Z|. The idea is to let every party broadcast a single OK
message for every other party if the pairwise consistency test with that party is successful across all the sets
S, to which both the parties belong. In more detail, party P; sends an OK (3, j) message to Facast, only after
checking whether s;; = s4; holds corresponding to every S, € S, such that P; € S, holds. Consequently,
Pp now checks for the presence of a single core set C, such that all the following holdﬂ

— For every P;, P; € C, the messages OK(4, j) and OK(j, ) have been received from the corresponding

FAcast Instances.

— Forg=1,...,[S[,CC S,

—Forqg=1,...,[S|,5,\C € Z.
Upon finding such a C, the dealer broadcasts it by sending it to Facast- Note that such a set C is eventually
obtained for an honest Pp. This is because the set of parties (S1\ Z*)N...N(S,\ Z*) constitutes a candidate
C for an honest Pp, where Z* is the set of corrupt parties. The rest of the steps of the protocol remain the
same. With these modifications, the communication complexity of the protocol Ilpyss is computed as
follows. The dealer needs to send the share 59 to all the parties in Sy, and every party in S, has to send
the received share to every other party in .S, during pairwise consistency tests. This incurs a communication

°Checking for the existence of such a C can be always performed with O(poly(n, | Z|)) computational effort.
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of O(|Z] - n?log |F|) bits, since each |S,| = O(n) and each share 5(%) can be represented by log |F| bits.
There will be total O(n?) OK messages broadcasted, where each message can be represented by O (log n)
bits, since it represents the index of two parties. Moreover, Pp will broadcast a single core set C of size
O(nlogn) bits. Based on this discussion, we next state the following theorem for the modified version of

IIpyss.

Theorem 3.7. Consider a static malicious adversary Adv characterized by an adversary-structure Z, satis-

fying the QU (P, Z) condition and let S = {S4, ..., Sy} ot {P\ Z|Z € Z} be the sharing specification.

Then protocol llpyss UC-securely realizes the functionality Fyss with perfect security in the Facast-hybrid
model, in the presence of Adv. The protocol makes O(n?) calls to Facast with O(logn) bit messages, one
call to Facast with O(nlogn) bit message and additionally incurs a communication of O(|Z| - n?log |F|)
bits.

By replacing the calls to Fpacast With protocol lacast, the protocol incurs a total communication of
O(|Z] - n?log |F| + n*logn) bits.

3.1.1 Asynchronous Reconstruction Protocols

Let s be a value which is secret-shared with respect to some sharing specification S = {51, ..., S|g|}, such
that S satisfies the (@(2) (S, Z) condition. We first present a protocol Ilperecshare Which allows all parties
in P to reconstruct a single share [s], corresponding to any designated set S, € S. In the protocol, every
party in .S, sends the share [s], to all the parties outside S,, which then “filter” out the potentially incorrect
versions of [s], and output [s],. Protocol IIperRecShare is formally presented in Figure

—[ Protocol HPerRecShare(q)}

o Sending Share to All Parties: If P; € S, then execute the following steps.

1. On having the share [s],, send (share, sid, g, [s],) to all the parties in P \ S,,.
o Computing Output: Based on the following conditions, execute the corresponding steps.

1. P; € S;: Output [s],.
2. P; ¢ Sy Upon receiving (share, sid, ¢, v) from a set of parties S;, C S, such that S, \ S € Z, output
[slg = v.

Figure 8: Perfectly-secure reconstruction protocol for session id sid to publicly reconstruct the share [s], correspond-
ing to S, € S. The public inputs are P, Z and S. The above steps are executed by every P; € P

Lemma 3.8. Let Z be an adversary structure and let S = {51, ... ,S‘§|} be a sharing specification, such
that S satisfies the Q(z) (S, Z) condition. Moreover, let s be a value, which is secret-shared as per S.
Then for any q € {1,...,|S|} and any adversary Adv corrupting a set of parties Z* € Z, all honest

parties eventually output the share [s)q in the protocol IlperRecshare- The protocol incurs a communication
of O(n?log |F|) bits.

Proof. Consider an arbitrary honest party P; € P. We consider two cases.
— P; € S, In this case, P; outputs [s],.

— P; ¢ Sy In this case, P; waits for a subset of parties S{J C S, where S \ S(/; € Z, such that every
party P; € S; has sent the same share v to P;. If P; finds such a set Sy, then it outputs v. To complete
the proof, we need to show that P; will eventually find such a set S{] and if such a set S(’I is found by
P;, then the common value v is the same as [s],.
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Assuming that P; eventually finds such a common S/, the proof that the common value v is the same
as [s], follows from the fact that Sy is guaranteed to contain at least one honest party from S, who
would have sent the share [s], to P;. This is because the Q(?)(S, Z) condition is satisfied. Also, since
the Q(?)(S, Z) condition is satisfied, the set of honest parties in S,, namely the parties in S, \ Z*,
always constitute a candidate Sy, set. This is because every party P; € S, \ Z* would have sent [s],
to P; and these values are eventually delivered to F;.

The communication complexity follows from the protocol steps. O

We now present the protocol Ilperrec (Fig E]), which allows all parties in ‘P to reconstruct a secret shared
value s. The idea is to run an instance of Ilperrecshare for each S, € S, and to sum up the shares obtained as
the output from each instance.

Protocol HperRec}

o Reconstructing Shares: For each S, € S, participate in an instance Ilpe;Recshare(¢) With sid to obtain the
output [s].
e Output Computation: Output s = Z [s]q-
S,€S

Figure 9: Perfectly-secure reconstruction protocol for session id sid to reconstruct a shared value s. The public inputs
of the protocol are P, S and Z. The above steps are executed by every P; € P

The properties of the protocol Ilperec are stated in Lemma [3.9] which follow from the protocol steps
and Lemma[3.8]

Lemma 3.9. Let Z be an adversary structure and let S = {51, ... ,S‘§|} be a sharing specification, such
that S satisfies the Q(2) (S, Z) condition. Moreover, let s be a value which is secret-shared as per S. Then for
every adversary Adv corrupting a set of parties Z* € Z, all honest parties eventually output s in the protocol

perRecshare- The protocol incurs a communication of O(|S| - n?log |F|) bits, which is O(|Z| - n?log |F|)
bits if |S| = | Z|.

3.2 Perfectly-Secure Multiplication Protocol

We next present a perfectly-secure multiplication protocol which takes input {([a(¥)], b))} =1 u
and outputs {[c“)]}gzl,”_7 ar, where ¢© = aDp® without revealing any additional information about
{a(e), b }e=1,....m- We first explain and present the protocol assuming M = 1, where the inputs are [a] and
[b] and the goal is to securely generate a random sharing [ab] of ab. The modifications to handle M pairs of
inputs are straightforward.

We briefly recall the high-level idea behind our multiplication protocol which had been discussed in
detail in Section @ We first design an asynchronous optimistic multiplication protocol IIopemyie Which
takes as input a set Z € Z and generates a secret-sharing of ab, provided Adv corrupts a set of parties
Z* C Z. Using protocol Ilgpemylt, the parties then proceed in iterations, where in each iteration, the parties
run an instance of the asynchronous Ilopmyre for each Z € Z. They then compare the outputs from each
instance to detect if the corrupt parties cheated in any of the instances, and proceed to the respective cheater-
identification phase if any cheating is detected. An iteration “fails” if cheating is detected in the form of
a pair of “conflicting” Ilgpmyle instances, where the resultant secret-shared outputs are different. If this
happens, then the parties temporarily “wait-list” all the parties who have shared any summand during the
conflicting instances of Ilgptmulc for that iteration. The summand-sharing parties stay on the waiting-list till
they complete all their supposed tasks in the corresponding cheater-identification phase, after which they
are “released” to participate in instances of Ilopemyle in future iterations. This mechanism ensures that if
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an iteration fails, then the cheating parties from that iteration cannot participate in future iterations till they
participate in the pending cheater identification phase of the failed iteration, in which case they are eventually
discarded by all honest parties. This process is repeated till the parties reach a “successful” iteration where
no cheating is detected (where the outputs of all the IIgpimyie instances are the same). We will show that
there will be at most t(tn + 1) + 1 iterations within which a successful iteration is reached, where ¢ is the
cardinality of the maximum-sized subset in Z.

Based on the above discussion, we next present protocols Iloptmule; IImuicct and e Protocol Iyyiecy
(multiplication with cheater-identification) represents an iteration as discussed above. In the protocol, the
parties run an instance of Ilgpemyle for each Z € Z. 1f a pair of conflicting Ilgpemyle instances with different
outputs are identified, then the parties proceed to execute the corresponding cheater-identification phase.
Protocol Il iteratively calls Iy, ic) multiple times till it reaches a “successful” instance of Ilyyici,
where the outputs of all the instances of Iloptmule are the same. Across all the instances of these protocols,
the parties maintain the following dynamic sets:

- i(tle)r: Denotes the parties wait-listed by P; corresponding to instance number iter of ITyyc) during
IIpuie. If P; detects any cheating during the instance number iter of Iy, With a pair of conflicting
IToptmurt instances, then all the summand-sharing parties from the conflicting instances are included

in Wi?gr. These parties are removed from Wigci},

corresponding cheater-identification phase.

as and when they execute their respective steps of the

- £Di(tZ e)r: The set of parties from Wi(tZe)r which are locally discarded by P; during the cheater-identification
phase of instance number iter of Iy ey in Hpye.
— GD: Denotes the set of parties, globally discarded by all (honest) parties across various instances of
Tmuiect in protocol My
Looking ahead, these sets will be maintained in such a way that no honest party is ever included in the GD
and LDi(,:e)r sets of any honest P;. Moreover, any honest party which is included in the Wig set of any
honest P; will eventually be removed. Consequently, it will be ensured that each honest party is allowed
to eventually participate in all the instances of IIoptmurie and hence all the instances of Ilopemure €ventually

produce some output and never get stuck forever.

3.2.1 Optimistic Multiplication Protocol

Protocol Igpimule 1s executed with respect to a given Z € Z and iteration number iter. The inputs of
the protocol are [a] and [b]. The protocol is guaranteed to eventually generate an output, which will be
[ab] if no party outside the set Z behaves maliciously. The idea behind the protocol is as follows. Since
ab = 3 e, s x{1,...Is/3 [alp[blg. a secret-sharing of ab can be computed locally from secret-sharing

of the summands [a], [b],, owing to the linearity property of the secret-sharing. If Z satisfies the QY) (P, Z)
condition, each (S, N S,) \ Z contains at least one honest party. Since the parties may not know the identity
of the honest parties in the set (S, N.S;) \ Z, every party in (S, N.S;) \ Z tries to secret-share the summand
[a]p[b]q. For the sake of efficiency, instead of sharing a single summand, each party in P \ Z tries to act as
a summand-sharing party and shares the sum of all the summands it is “capable” of. To ensure that each
summand [a],[b], is secret-shared exactly by one party, the parties select distinct summand-sharing parties
in hops. The summands whose sum has been shared by the elected party are “marked” as shared, ensuring
that they are not considered in future hops. To agree on the summand-sharing party of each hop, the parties
execute an instance of the agreement on common subset (ACS) primitive [4], where one instance of ABA is
invoked on the behalf of each candidate summand-sharing party. While voting for a candidate party from

10The reason for two different discarded sets is that the various instances of cheater-identification corresponding to the failed
IImurect instances are executed asynchronously, thus resulting in a corrupt party to be identified by different honest parties during
different iterations.
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P\ Z during a hop, the parties ensure that the candidate has indeed secret-shared some sum and additionally
satisfies the following conditions:
— The candidate party has not been selected in an earlier hop.
— The candidate party does not belong to the waiting list or the list of locally-discarded parties of any
previous iteration.
— The candidate does not belong to the list of globally-discarded parties.

—[ Protocol Hopeuu:(P, 2, S, [a], [b], Z, iter)

)
— Initialization
e Initialize summand-index-set of indices of all summands : SIS 7 iter) = {(P, @) }p.g=1,...,5/-
o Initialize the summand-index-set corresponding to P; € P\ Z : SISEJZ) iter) = {(p, @)} Pes,ns,-

e Initialize the set of summands-sharing parties : Selected 7 jter) = 0.
o Initialize the hop number hop = 1.

— While SIS iter) 7 0, do the following:
e Sharing Sum of Summands:

1. If P, ¢ Z and P; ¢ Selected  jter), then compute cEiZ),iter) = Z [a],[b]4. Randomly
(Pa)ESIS(Y i)

select the shares cEiZ)’iter)l, ceey CEiZ),iter)h’ such that ng,iter)l +...+ cEiZ)’iter)h = CEiZ),iter)' Call Fyss

with (dealer, sidhop,,iter, z (cEiZ),iter)l, ce CgiZ),iter)h))’ where sidnop ; iter, z = hopl||sid||i]|iter]| |ZH

2. Keep requesting for an output from Fyss with sidhop j iter, 7, corresponding to every P; € P \ Z,
till an output is received.

o Selecting Summand-Sharing Party Through ACS:

1. Forj=1,...,n,send (vote, Sidhop,j,iter,z, 1) to FaBa, if all the following conditions hold:
- P; ¢ GD;
— Pj ¢ Z;
— Pj ¢ Selected(z jter):
— Viter' < iter, P; ¢ W), and P; ¢ £LD,;

iter iter’?
An output (share,sidnop,j iter. 2z, Fj, {[CEJZ)Jter)]q}Piesq) is received from Fyss, with
Sidhop, jiter, Z -

2. Forj =1,...,n, request for an output from Fapa With sidnep j iter, z, until an output is received.

3. Upon receiving (decide, sidhop.jiter,z, 1) from Faga Wwith sidhop jiter,z corresponding to any
P; € P, corresponding to each P, € P for which no vote message has been sent yet, send
(vote, sidhop, k,iter, 2, 0) t0 Fapa With sidhop  iter, 2 -

4. Once an output (decide, sidhop,j iter,z, ;) is received from Faga With sidnop jiter,z for all j €
{1,...,n}, select the least indexed P}, such that v; = 1. Then set hop = hop + 1 and update the
following.

— Selectedz jter) = Selected(z itery U { P; }.

— SIS(zen) = SIS(zten \ SIS

Z iter)"

~ VP; € P\ {Z USelected 7ter) }1 SIS'5): ) = SIS{S iiery \ SIS e

— VP; € P\ Selected  jter), participate in an instance of Iperpersh With input CEJZ) iter) = 0.
1 n def (1 n
— Output {[CEZ),iter)]q’ Tt [CEZ),iter)}q’ [C(Zaite')]q}Pi €S> where C(Z,iter) = CEZ),iter) +.ot CEZ),iter)’

“The notation Sidhop, ,iter, z is used to distinguish among the different calls to Fvss and Faga within each hop.

Figure 10: Optimistic multiplication in (Fyss, Faga )-hybrid for iteration iter and session id sid, assuming Z to be
, and £, for all

iter’

corrupt. The above code is executed by each P;, who implicitly uses the dynamic sets GD, Wu(t?r
iter’ < iter
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We next formally prove the properties of the protocol Ilppemure. While proving these properties, we

will assume that Z satisfies the Q) (P, Z) condition. This further implies that the sharing specification

S = {S1,...,51} = {P\ Z|Z € Z} satisfies the Q©)(S, Z) condition. Moreover, we assume that for

every iter, the following conditions hold.
— No honest party is ever included in the set GD;
— All honest parties are eventually removed from the Wi(tgr,, £Di(t2r,
iter’ < iter
Looking ahead, these conditions are guaranteed in the protocols IIyyic) and Iy, (wWhere these sets are
constructed and managed), where Ilopimur is used as a subprotocol (see Lemma[3.27)and Claim [3.31]later).

sets of every honest P; for every

Claim 3.10. Forevery Z € Z and every ordered pair (p, q) € {1,...,[S|}x{1,...,[S|}, the set (S,NSy)\Z
contains at least one honest party.

Proof. From the definition of the sharing specification S, we have S, = P \ Z, and S, = P\ Z,, where
Zp, Zq € Z. Let Z* € Z be the set of corrupt parties during the protocol Hoptmuie. If (Sp N Sq) \ Z does
not contain any honest party, then it implies that ((S, N S;) \ Z) € Z*. This further implies that P C
ZyU Z,UZU Z*, implying that Z does not satisfy the Q¥ (P, Z) condition, which is a contradiction. [

Claim 3.11. For every Z € Z, if all honest parties participate during the hop number hop in the protocol
IToptmute, then all honest parties eventually obtain a common summand-sharing party, say P;, for this hop,
)

(Z,iter)
summand-sharing party selected for any hop number hop’ < hop.

such that the honest parties will eventually hold [c ]. Moreover, party P; will be distinct from the

Proof. Since all honest parties participate in hop number hop, it follows that SIS jter) 7# () at the beginning
of hop number hop. This implies that there exists at least one ordered pair (p, ¢) € SIS ier). From Claim
there exists at least one honest party in (S, S;) \ Z, say P, who will have both the shares [a], as well
as [b], (and hence the summand [a],[b],). We also note that P, would not have been selected as the common
summand-sharing party in any previous hop’ < hop, as otherwise, P, would have already included the

summand [a], [b], in the sum cE shared by P, during hop number hop’, implying that (p, ¢) & SISz jter)-

(k)
(Z,iter)

Fvss, and every honest P; will eventually receive an output (share, sidnop k.iter, z> P> {[cg?iter)}q} Pies,)
from Fyss with sidnop kiter,z. Moreover, Py will not be present in the set GD and if P} is present in the

sets Wi(tgr,, EDi(Qr, of any honest P; for any iter’ < iter, then will eventually be removed from these sets
We next claim that during the hop number hop, there will be at least one instance of Faga corresponding to
which all honest parties eventually receive the output 1. For this, we consider two possible cases:

— At least one honest party participates with input 0 in the Faga instance corresponding to Py: Let P; be
an honest party, who sends (vote, sidhop iter, z, 0) to Faa With sidnep k. iter,z- Then from the steps of
Ioptmult, it follows that there exists some P; € P, such that P; has received (decide, sidhop j.iter,z, 1)
as the output from Faga with sidpep jiter,z. Hence, every honest party will eventually receive the
output (decide, sidhop j.iter,z, 1) as the output from Faga with sidhop j iter, 7

— No honest party participates with input 0 in the Fapp instance corresponding to Py: In this case, every
honest party will eventually send (vote, Sidhop 1 iter,z, 1) t0 Fapa With Sidhop . iter,z and eventually
receives the output (decide, sidhop  iter, 7, 1) from Faga.

Now, based on the above claim, we can further claim that all honest parties will eventually participate with
some input in all the n instances of Faga invoked during the hop number hop and hence, all the n instances

Ziter)

Now, during the hop number hop, party P, will randomly secret-share the sum ¢ by making a call to

"Recall that we are assuming that no honest party is ever included in the set GD and all honest parties are eventually removed
from the W, £D'

iter’? iter’

sets of every honest P; for every iter’ < iter.
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of Fapa during the hop number hop will eventually produce an output. Since the summand-sharing party
for hop number hop corresponds to the least indexed Fapa instance in which all the honest parties obtain 1
as the output, it follows that eventually, the honest parties will select a summand-sharing party. Moreover,
this summand-sharing party will be common, as it is based on the outcome of Fagp instances.

Let P; be the summand-sharing party for the hop number hop. We next show that the hon-

(4) }
(Z,iter)1

the summand-sharing party, at least one honest party, say P;, must have sent (vote,sidhop jiter,z, 1)
to Faga Wwith sidhep jiter,z. If not, then Faga with sidhop jiter,z Will never produce the output
(decide, Sidhop,j,iter, Z s 1) and hence, P; will not be the summand-sharing party for the hop number
hop. Now since P; sent (vote,sidhop jiter,z; 1) t0 Fapa, it follows that P; has received an output

est parties will eventually hold [c For this, we note that since P; has been selected as

(share, sidhop j iter, 2, Pjs {[cEQiter)}q}piegq) from Fyss with sidnhop jiter,z. This implies that P; must have
(CEth)er,Z)l’ T Cgijt)er,Z)h
every honest party will eventually receive their respective outputs from Fyss with sidyep jiter,z and hence,
the honest parties will eventually hold [CEJZ),iter)]'

Finally, to complete the proof of the claim, we need to show that party P; is different from the summand-
sharing parties selected during the hops 1, ..., hop — 1. If P; has been selected as a summand-sharing party
for any hop number hop’ < hop, then no honest party ever sends (vote,sidhopJ,iter’Z, 1) to Faga with
Sidhop,j iter,z- Consequently, Faga With sidpop jiter,z Will never send the output (decide, sidhop j iter, 7, 1)
to any honest party and hence P; will not be selected as the summand-sharing party for hop number hop,

which is a contradiction. O

sent the message (dealer, sidhop j iter, 7, )) to Fyss with sidhop j iter, z. Consequently,

Claim 3.12. In protocol IIgptmurt, all honest parties eventually obtain an output. The protocol makes O(n?)
calls to Fyss and Faga.

Proof. From Claim and[3.11] it follows that the number of hops in the protocol is O(n), as in each hop
a new summand-sharing party is selected and if all honest parties are included in the set of summand-sharing
parties Selected 7 jter), then SIS 7 iier) becomes (). The proof now follows from the fact that in each hop,

there are O(n) calls to Fyss and Fapa. O
Claim 3.13. In protocol Ilopimyk, if no party in P \ Z behaves maliciously, then for each P; €
Selected jter), the condition cEzZ)’iter) => (pa)esist) [a]p[b]q holds and ¢ jter) = ab.

(Z,iter)

Proof. From the protocol steps, it follows that Selectedyjtery N Z = (), as no honest part ever votes
for any party from Z as a candidate summand-sharing party during any hop in the protocol. Now since
Selectedzjtery € (P \ Z), if no party in P \ Z behaves maliciously, then it implies that every party
(4)

(Z,iter)

en = O lalplbl,

(p,q)€5|5§iz),ite,)

P; € Selected 7 iter) behaves honestly and secret-shares ¢ by calling Fyss, where

Moreover, from the protocol steps, it follows that for every Pj, Py, € Selected 7 jter):

j k
SISgJZ),iter) N SISEZ),iter) = (Z)

To prove this, suppose P; and P, are included in Selectedy i) during hop number hop; and hop, respec-
tively, where without loss of generality, hop; < hop;,. Then from the protocol steps, during hop;, the parties
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would set SISEQiter) = SISEQiter) \ SISEQiter). This ensures that during hop,,, there exists no ordered pair

j k
() € {1, [S[} x {1,...,[S|}, such that (p, q) € SIS, NSIS{H. ..
If all the parties P; € Selected 7 ier) behave honestly, then from the protocol steps, it also follows that :

U SIS = {00 pomrois)

P;€Selected 7 jter)

Finally, from the protocol steps, it follows that VP; € P\ Selected  jter), the condition CEQ,iter) = 0 holds.
Now since ¢z iter) = cng)iter) + ...+ cE?iter), it follows that if no party in P \ Z behaves maliciously, then
C(Z,iter) = ab holds. L]

Claim 3.14. In Ilopemuie. no additional information about a and b is leaked to Adv.

Proof. Let Z* € Z be the set of corrupt parties. To prove the claim, we argue that in the protocol, Adv does
not learn any additional information about the shares {[aly, [b],}g,nz+—¢- For this, consider an arbitrary

summand [a],[b], where S, N Z* = () and where ¢ € {1, ...,|S|}. Clearly, the summand [a],[b], will not be
available with any party in Z*. Let P; be the party from Selected 7 iter). sugh that (p, q) € SISEJZ)’iter);
summand [a],[b], is included by P; while computing the summand-sum cEJZ)Jter). Clearly P; is honest, since

1.e. the

P; ¢ Z*. In the protocol, party P; randomly secret-shares the summand-sum CE]Z) ter
()
(Z,iter)

{[CEQ7iter)]r} s,nz*0 learnt by Adv in the protocol will be independent of the summand [a],,[b], and hence,
independent of [a],. Using a similar argument, we can conclude that the shares learnt by Adv in the protocol
will be independent of the summands [a]4[b], (and hence independent of [b],), where S, N Z* = (), and

where ¢ € {1,...,|S|}. O

) by supplying a random

vector of shares for ¢ to the corresponding Fyss. Now, since S is Z-private, it follows that the shares

The proof of Lemma|3.15/now follows from Claims|3.1043.14]

Lemma 3.15. Let Z satisfy the QW (P, Z) condition and let S = {P \ Z|Z € Z}. Consider an arbitrary
Z € Z and iter, such that all honest parties participate in the instance Ilopmur (P, Z,S, [al, [b], Z, iter).

Then all honest parties eventually compute [c(y jter)], [Cglz),iter)}v cel [cgrzl)’iter)] where ¢(zjter) = Cglz),iter) +

(n) '

o T C G tery provided no honest party is included in the GD and EDi(tZe)r, sets and each honest party in the

(i) . . . ..
Wi, oy sets of every honest P is eventually removed, for all iter’ < iter. If no party in P \ Z acts maliciously,
then ¢(zitery = ab. In the protocol, Adv does not learn anything additional about a and b. The protocol

makes O(n?) calls to Fyss and Fapa.

We end this section by claiming an important property about the protocol Ilgpemyle. This will be useful
later when we analyze the properties of the protocol I, where Ilgptmule i used as a sub-protocol.

Claim 3.16. For every Z € Z and every iter, all the following hold for every P; € Selected z jter) during
the instance Hopmuie (P, Z, S, [al, [b], Z, iter).
— There exists at least one honest party P; such that P; will not be present in the Wi(tgr, and LD
of P; for any iter’ < iter.
— P; will not be present in the set GD.

(@)

iter’ sets

Proof. Consider an arbitrary P; € Selected 7 jter), such that P; is included in Selected 7 i) during the hop
number hop in the instance Iopmui (P, Z, S, [al, [b], Z, iter). We prove the first part of the claim through
a contradiction. Let H be the set of honest parties and for every P; € H, let there exist some iter’ < iter,
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such that either P; € Wi(tgr, or P; € ﬁDi(tZe)r,. This implies that during hop number hop, no P; € H will
send (vote, sidhop jiter,z, 1) t0 Fapa With sidpgp jiter,z. Consequently, Faga With sidngp j iter,z Will never
return the output (decide, sidhop j iter,z, 1) for any honest party and hence, P; will not be selected as the
summand-sharing party for hop number hop, which is a contradiction.

The second part of the claim also follows using a similar argument as above. Namely, if P; is present in
the set GD, then no P; € H will send (vote, sidnop j,iter,z, 1) t0 Fapa With sidngp ;i iter,z and consequently,

P; will not be selected as the summand-sharing party for hop number hop, which is a contradiction. O

Protocol Ilgpimulc for M Pairs of Inputs.  Protocol Ilgpimuie can be easily modified if there are M pairs
of inputs. In each hop, every party will now be sharing M/ number of summations, by calling Fyss M times.
Thus, the total number of calls to Fyss will be O(n?M). While voting for a candidate summand-sharing
party in a hop, the parties check whether it has shared M values. In this way, the number of calls to Fapa
can be restricted to only O(n?), independent of M.

3.2.2 Multiplication Protocol with Cheater Identification

Based on protocol I1opemuie, We next present the protocol Ivyicc with cheater identification (Fig @) The
protocol takes as inputs an iteration number iter and [al, [b]. If no party behaves maliciously, then the
protocol outputs [ab]. In the protocol, parties execute an instance of Iloptmuie for each Z € Z and publicly
compare the outputs. Since at least one of the Ilopemyie instances is guaranteed to output [ab], if all the
outputs are the same, then it implies that no cheating has occurred. Otherwise, the parties identify a pair
of conflicting Ilopemule instances with different outputs, executed with respect to the sets, say Z, 7'e Z.
Note that this process of publicly comparing the outputs of the Ilgpemyle instances and identifying a pair of
conflicting instances does not reveal any additional information about a and b to the adversary, apart from
the differences between various outputs, which will be known beforehand to the adversary.

Let Selected 7 iter) and Selected 7 ier) be the summand-sharing parties in the conflicting Hopemurt in-
stances. The parties next proceed to a cheater-identification phase to identify at least one corrupt party from
the set Selected(z jter) U Selected z jer). For this, each summand-sharing party P; € Selected iter) is
made to re-share the sum of the summands, overlapping with the summands whose sum has been secret-
shared by summand-sharing parties P, € Selected z jter) and vice-versa. The re-shared secret-shared sums
are “compared” with the summations secret-shared earlier by the summand-sharing parties during the in-
stances of Iloptmyle. This is to prevent a corrupt summand-sharing party from re-sharing different sums
than what had been secret-shared earlier. Next, these “partitions” are compared, based on which at least one
corrupt party in Selectedz jter) U Selected (7 jier) 1s guaranteed to be identified provided all the parties in
Selected 7 iter) U Selected 7/ jter) secret-share the required partitions.

The cheater-identification phase will be “stuck” if the corrupt parties in Selected 7 jter) USelected 7/ jter)
do not participate and secret-share the required partitions. To prevent such corrupt parties from causing fu-
ture instances of ITyyiecy to fail, the parties wait-list all the parties in Selected( jter) U Selected( jter). A
party is then “released” only after it has re-shared all the required values as part of the cheater-identification
phase. Notice that every honest party from Selected  jter) U Selected z iter) is eventually released from the
waiting-list of every honest party. This wait-listing guarantees that corrupt parties will be barred from acting
as summand-sharing parties as part of the Ilopimule instances of future invocations of Ilyyicy, until they
participate in the cheater-identification phase of previously failed instances of IIp,ic). Since the cheater-
identification phase is executed asynchronously, each party maintains its own set of locally-discarded par-
ties, where corrupt parties are included as and when they are identified.
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—[ Protocol Hyici(P, Z,S, [a], [0], iter)]

e iver = 0 and flagi(tie)r = J_H Fix some (publicly-known) Z' € Z.
— Running Optimistic Multiplication and Checking Pair-wise Differences:
e For each Z € Z, participate in the instance Hopemure (P, Z,S, [al, [b], Z, iter) with session id sid. Let

{[e ElZ)lter)]q’ cee [CE;),iter)]q’ [c(z,iter))q } P,e5, be the output obtained. Moreover, let Selected 7 jer) be

set of summand-sharing parties and for each P; € Selected jter) let SIS(]Z iter) be the summand-index-
set of ordered pairs of indices corresponding to the summands whose sum has been secret-shared by
P;, during this instance of Iloptmult-
e Corresponding to every Z € Z where Z # 7', participate in an instance of ITpe/rec to publicly recon-
StruCt (7 iter) — C(2',iter)-
— Output in Case of Success: If ¢(7 iter) — C(z/ itery = 0 for every Z € Z, then do the following.

e Set ﬂagi(,:gr =0;
e Qutput {[C(Z’,iter)]q}PiESq-
— Waiting-List and Cheater Identification in Case of Failure: If there exists a Z € Z such that ¢(z jter) —

C(zitery 7 0, then let Z be the first set from Z such that ¢ iter) — (27 iter) 7 0. Set the conflicting-sets to

— Initialization: Initialize W.") = £D?

be Z, 7', set flag-(i = 1 and proceed as follows.

iter
e Wait-listing Parties: Set W.(te)r = Selected(z jter) U Selected 7/ iter)-

e Re-Sharing Partition of the Summand-Sums:

1. If P; € Selected(yz jter), then for every P; € Selectedz jter), compute:

A ey = > [a][b]g-

(4) )
(p:q)ESIS(ZZ ner)mSIS(]Z’ iter)

Randomly pick d'¥ di , such that a9 + ..+ d( Ziter), = di Send

(z, |ter)1 © (4 iter) (Z,iter) 1 (Z,iter)
(dealer, sid; j iter. z, (dEZZJ,)iter)l’ ey dgg)lter ) to Fyss, where sid; j iter,z = sid|i ||]|||ter\|Z.

2. If P; € Selected 2 jter), then for all P; € Selected(zﬁer), compute:

e\F ey = 3 [l [Bl-

(p,q)esIsty),  nsistd)

(2! ,iter) (Z,iter)
Randomly pick eEZZ],) iter) 17" 762121/) iter) such that eélzj,)yiter)l + ...+ eggliter)h = eEZZJ,),iter). Send
(dealer, sid; j iter, 2, (€ EZJ/) iter) 17 Eg/) iter) ) to Fyss, where sid; j ier, 22 = sid|[||]|iter|| Z".

3. Corresponding to every P; € Selected( Z,itery and every Py, € Selected 7 jter), keep requesting for
an output from Fyss with session id sid; 1 iter, 7, till an output is obtained.

4. Corresponding to every P; € Selected z iter) and every Py € Selected z jter), keep requesting for
an output from Fyss with session id sid; 1 iter, z/, till an output is obtained.

o Removing Parties from Wait List: Set wi = Wt

or vor \ {5 }, if all the following criteria pertaining to
P; hold:

. . ik . .

1. P; € Selected(z i) : if an output (share, sid; y iter,z, P;, {[dE]Z’i)ter)}q}piesq) is received from
Fyss with session id sid; j iter, z, corresponding to each Py, € Selected(z,,iter),

2. P;j € Selected(y jer) : if an output (share, sid; i iter, 2/, P, {[ €z, |ter)] }p,es,) is received from
Fvss with session id sid; 1 iter, z/, corresponding to every Pk S Selected(z7ite,).

e Verifying the Re-Shared Summand-Sum Partitions and Locally Identifying Corrupt Parties:
1. For every P; € Selectedy i), participate in an instance of IIpeRec to reconstruct the following
difference value: ) )
J J
(Z iter) Z d(Z,iter)'

Py €Selected 77 ey
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If the difference is not 0, then set £D|ter £D|(tZer u{P;}.
2. For every P; € Selected z jter), participate in an instance of Ipe/rec to reconstruct the following

difference value:

(4) k)
C(Z/,iter) B Z (Z’ iter)
Py, €Selected (7 iter)
If the difference is not 0, then set EDlter EDl(te)r U{P;}.

3. For each ordered pair (P;, P,) where P; € Selected  jer) and P, € Selectedz jter), participate
in an instance of Ilperec tO reconstruct the following difference value:

(k) _ _(k4)
(Z,iter) (Z',iter)"

If the difference is not 0, then do the following:

i. Participate in instances of [Ipg rec t0 reconstruct dEJZklter and eglg)iter).
il. Participate in instances of IIperrecshare to reconstruct the shares [a], and [b],, such that (p, ¢) €
(k)
SIS(Z iter) N SIS(Z’ |ter)

iii. Compute the sum f(lter)’ where:

ik

File) = > [a] [0l
(p7Q)eSISEQ,iteV)mSISEkZ)’ iter)

. k) k i
iv. If f((ier) # dE]ZJ)ter), then set CDl(te)r EDl(ter U{P;}.

iter

v If f0) el then set £D) = £DL) U {Py}.

©)

“The variable flag;,, will be used later as an indicator if any cheating is detected during the instance iter of ITmyicci.

Figure 11: Code for P; for multiplication with cheater identification for iteration iter and session id sid, in the Fyss-
hybrid

For a better understanding of the various sets and values computed during the protocol Ilyici, we
pictorially illustrate them in Fig

We next proceed to prove the properties of the protocol Iy, ic). While proving these properties, we
will assume that Z satisfies the Q%) (P, Z) condition. This further implies that the sharing specification

S={S1,...,5} = {P\ Z|Z € Z} satisfies the Q1) (S, Z) condition. Moreover, we will also assume
that no honest party is ever included in the set GD, which will be guaranteed in the protocol IIp,; where
the set GD is constructed and managed, and where Iy ¢c) is used as a sub-protocol.

We first give the definition of a successful Iy ¢ instance, which will be used throughout this section
and the next.

Definition 3.17 (Successful I1yy,ic; Instance). For an instance i1 (P, Z, S, [a], [b], iter), we define the
following.
— The instance is called successful if and only if for every Z € Z where Z # Z', the value C(Z,iter) —
(7 iter) = 0, where Z " € Z is the fixed set used in the protocol.
— If the instance is not successful, then the sets Z, Z’ are called the conflicting-sets for the instance, if Z
is the smallest indexed set from Z such that ¢(z jter) — ¢(2 iter) 7 0-

We first show that any instance of Iy, wc Will be eventually found to be either a success or a failure by
the honest parties.

Claim 3.18. For every iter, any instance Hyyici(P, Z, S, [a], [b], iter) will eventually be deemed to either
succeed or fail by the honest parties, provided no honest party is ever included in the GD and £Di(t2r, sets,
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(6)) (k)
Sls(z iter) ‘ d(z iter)
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SIS(Z iter) v HC))
(z iter)

(B) (©) ” Selected(Z/’ iter)

Figure 12: Pictorial depiction of the various values and sets computed during the protocol ITyyieci. Fig-
ure (A) shows the pair of conflicting IIopimyic instances corresponding to sets Z, 7' € Z, with differ-
ent secret-shared outputs ¢(z jter) and ¢(z jter). The figure also shows the set of summand-sharing parties
Selected (7 iter) and Selected (s jier) during the two Iloptmure instances. Moreover, for every summand-
EJZ) iter)’
pair of indices whose corresponding summands have been summed to cg Z)Iter) and secret-shared by P;
during the corresponding IIgpemyic instance. Figure (B) denotes the waiting-list maintained by party F;,
which has all the summand-sharing parties from the conflicting IIoptmure instances. Figure (C) denotes
the common summands (whose indices are highlighted in yellow), held by both P; € Selected i) and

(7k) (k7)
(Z,iter (Z' iter)

®
Witer

Selected (z.iter)

sharing party P; € Selected(y jer), there is a summand-index-set SIS denoting all the ordered

Py € Selected( jter), Whose corresponding sums d’ are re-shared by P; and P respec-

tively, during the cheater-identification phase.

)ande

and all honest parties are eventually removed from the W( ), sets of every honest P; for every iter’ < iter.
Moreover, for a successful instance, the parties output a sharlng of ab. If the instance is not successful, then
the parties identify the conflicting-sets Z, Z' for the instance.

Proof. Let Z* € Z be the set of corrupt parties. If the lemma conditions hold, then it follows from
Lemma | that corresponding to every Z € Z, the instance Hopmuie (P, Z, S, [a], [b], Z, iter) eventu-

ally completes with honest parties obtaining the outputs [c E Z) |ter)} [cg?iter)], [¢(Z,iter)]> WheTe ¢z ier) =
(n)

CEIZ),iter) + ...+ C(Z,ter)" Moreover, in the Iloptmule instance corresponding to Z*, the output ¢(zx jery Will
be the same as ab, since all the parties in P \ Z* will be honest.

Since S satisfies the Q(3) (S, Z) condition, it follows that with respect to the fixed Z’ € Z, the honest
parties will eventually reconstruct the difference ¢(z iter) — ¢(z iter)» COIresponding to every Z € Z. Now
there are two possibilities. If all the differences ¢z iter) — ¢(7/,jiter) turn out to be 0, then the IImyic) instance
will be considered to be successful by the honest parties and the honest parties will output [C( Z/,iter)], which
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is bound to be the same as ab. This is because (7 jter) — €(z+ iter) = 0 and hence ¢(z/ jter) = €(z+ jter) = ab
holds. The other possibility is that at least one of the differences is not zero, in which case the instance
IIpmuiecr will not be considered successful by the honest parties. Moreover, in this case, the parties will
set (Z,Z') as the conflicting-sets for the instance, where Z is the smallest indexed set from Z such that

C(Z,iter) — (2 jter) 7 0- O

We next prove a series of claims regarding any Iy ¢ instance which is not successful. We begin by
showing that if any instance of IIytc) is not successful, then every honest party in eventually removed from
the waiting-list of the honest parties for that instance. Moreover, no honest party will be ever included in the
LD set of any honest party for that instance.

Claim 3.19. For every iter, if the instance Iyvurci (P, Z, S, [al, [b], iter) is not successful, then every honest

party from the set Selected jter) USelected 7 iter) is eventually removed from the waiting set Wl(t e)r
(4)

honest party F;. Moreover, no honest party is ever included in the £Diter

of every

set of any honest party P;.

Proof. Suppose that the instance IIpmyirci (P, Z, S, [a], [b], iter) is not successful. This implies that the parties
identify a pair of conflicting-sets (Z, Z’), such that C(Zjiter) — C(7',tery # 0. From the protocol steps,

every honest party P; initializes W|(te) to Selected 7 ier) U Selected (7 jier). Let P; be an arbitrary honest

party belonging to Selected jter) U Selected 7/ jter)- From the protocol steps, party P; secret-shares all the

required values dEJZk)t 0 € E]ij?iter) by calling appropriate instances of Fyss and eventually, these values are

secret-shared, with every honest P; receiving the appropriate shares from corresponding Fyss instances.

(@)

Consequently, P; will eventually be removed from the set VVIt or

(7k) (Jk)
d(JZ iter)’ e(jZ/,iter)

the EDl(tgr set of any honest party P; will fail. That is, if P; € Selected( jter), then the parties will find that

the following holds:
) (k) _
C(]Z,iter) - Z d(]Z,iter) =0.

Py, ESelected 5/

Moreover, since P; is an honest party, the

values shared by P; will be correct and consequently, the conditions for including P; to

Jiter)

On the other hand, if P; € Selected( jter), then the parties will find that the following holds:

(4) (3k) _
C(JZ’,iter) - Z e(JZ’,iter) =0.

PkESeIected(Z,;ter)

Moreover, if there exists any Py, € Selected 7 jter) U Selected 7 jter) such that either dEJZkl)ter) =+ eglg)iter
(gjl ter) #* EJZk/)ner then after reconstructing the values shared by P; and the shares held by P}, the parties

will find that P; has behaved honestly and hence, P; will not be included to the LD set of any honest

iter

P;. O

)OI'

We next give the definition of a conflicting-pair of parties, which is defined based on the partitions of
the summand-sum, re-shared by the summand-sharing parties.

Definition 3.20 (Conflicting-Pair of Parties). Let [Iyyc)(P, Z,S, [a], [b], iter) be an instance of ITyyicy
which is not successful and let Z, Z’ be the corresponding conflicting-sets for the instance. A pair of parties
(P}, Py) is said to be a conflicting-pair of parties for this IIpycy instance if all the following hold:

— Pj € Selected 7 jter);

- P, € Selected(zz iter)

( k)
(JZ iter) 7& Z’ Jiter)”
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We next show that if an instance of Ilpmyicc) 18 not successful, then certain conditions hold with re-
spect to the summand-sums and the respective partitions shared by the summand-sharing parties during the
underlying instances of Ilgptmule and the cheater-identification phase of the Ipycci instance.

Claim 3.21. Let ke (P, Z, S, [al, [b], iter) be an instance of IIpyirc) which is not successful and let
Z, 7' be the corresponding conflicting-sets for the instance. Moreover, let Z* be the set of corrupt parties.
Then, one of the following must hold true for some P; € Z*.

i. P; € Selected 7 iter) and CEJZ) iter) Z dEjZki)ter) # 0.
Py ESeIected(Z/’iter)
ii. Pj € Selected(z jter) and cEjZ), iter) Z 65?/)“”) # 0.

Py €Selected 7 jter)
iii. There is some P € Selected(y jter)USelected 7 jter) such that either (P;, P;) or (P, Pj) constitutes
a conflicting-pair of parties.

Proof. Since the instance of Iy, cc) is not successful and Z, Z’ constitute conflicting-sets, it follows that
C(Z,iter) 7 C(2 jter)- Assume for the sake of contradiction that the none of the conditions in the claim is true.
Then, we can infer the following.

_ )
C(Z,iter) = Z C(jZ,iter)

P; eSeIected(Z,iter)
(jk)
Z d(Z,iter)

Pj€Selected 7 iter) Pk ESeIected(Z/ Jiter)

(k3)
Z e(Zj’,iter)

Pj€Selected 7 iter) PrESelected 5/ i)

(k3)
Z e(ZJ’,iter)

P €Selected 5/ oy PjESelected 7 jrer)

- Z cgl;)’,iter)

Py ESeIected(Z/

I I |
[ 20 £

Jiter)

= C(Z7iter)s

where the first equation follows from the definition of ¢z jter), the second equation holds because, as per

our assumption, cEQiter) — Z dgjélf?ter) = 0 for every P; € Selected  ter), the third equation

Py €Selected 7 ey
holds because, as per our assumption, there is no conflicting-pair of parties, the fifth equation holds because

as per our assumption CE?, iter) Z eg’;{)iter) = 0 for every P, € Selected(y jter) and the last
Pj€Selected 7 iter)
equation follows from the definition of ¢ jter). HoWever, ¢(z iter) = ¢z jter) 1S @ contradiction. 0

We next define a characteristic function with respect to the partitions of the summands-sum shared by
the summand-sharing parties, to “characterize” instances of IIpyci which are not successful. Looking
ahead, this will be helpful to upper bound the number of failed Iy tc| instances in the protocol ITpyj;.

Definition 3.22 (Characteristic Function). Let Iy,ici(P, Z, S, [al, [b],iter) be an instance of Iy
which is not successful and let Z, Z’ be the corresponding conflicting-sets for the instance. Then the char-
acteristic function fcna, for this instance is defined as follows.
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— If there is some P; € Selectedy ) such that e - Z a7k

(Z,iter) (Z,iter) 75 0, then

P €Selected ;7 i)

fenar(iter) =l (P}, Py), where Py, is the smallest-indexed party from P \ {P]}

— Else, if there is some P; € Selected(z jter) such that CEJZ), iter) Z eEZ’)lter = 0, then
Py ESelected (7 jter)
fehar(iter) = (Pk, P ), where Py, is the smallest-indexed party from P \ {P; }.

— Else, fchar(iter) = (Pj, Py), where (Pj, P) is a conflicting-pair of parties, corresponding to the
IIpuitcy instance

Before we proceed, we would like to stress that if f.n,, is defined either with respect to the first or the
second condition, then party P in the pair (P;, P;) serves as a “dummy” party. This is just for notational
convenience to ensure uniformity so that fn,, is always a pair of parties irrespective of whether it is defined
with respect to the first, second or third condition.

From the definition, it is easy to see that if fcp,,(iter) = (P, Py), then at least one party among P;, P,
is maliciously-corrupt. We next claim that the characteristic function is well defined.

Claim 3.23. Let (P, Z, S, [al, [b], iter) be an instance of IIy,irci which is not successful and let
Z, 7' be the corresponding conflicting-sets for the instance. Then fepq, (iter) is well defined.

Proof. Proof follows from Claim[3.21 0

We next prove an important property by showing that if fch,(iter) = (P;, Pj) for some instance of
IIpmuiccr which is not successful, and if both P; and Py have been removed from the waiting-list of some
honest party for that instance, then the corrupt party(ies) among P;, P, will eventually be discarded by all
honest parties.

Claim 3.24. Let [Ty (P, Z,S, [al, [b], iter) be an instance of IIpycy Which is not successful and let

Z, 7' be the corresponding conflicting-sets for the instance. Moreover, let fcha,(iter) = (Pj, Py). If both
(h)

iter

will eventually be included in the set EDi(t gr of every honest P;.

Pj and Py, are removed from the set YW, .~ of any honest party P, then the corrupt party(ies) among P;, P,

Proof. Let fepar(iter) = (P, Py), where without loss of generality, P; € Selectedyjwr) and Py, €
Selected 7/ jter). From the definition of characteristic function (Def [3.22), one of the following holds for
Pj and Py:

— (P}, Py) constitutes a conflicting-pair: In this case, d’

GR) (k) Since the honest P, has

(Z,iter) e(Z’Jter)‘
removed both P; and P, from W( ) from the protocol steps, the outputs (share, sid; i iter,z, FPj,

iter?
k kj .
{[dE]Z’i)ter)]q}phesq) and (share, sidy, ; iter, 7/, Pr, {[eEZJ,?iter)]q}phegq) have been obtained by P, from
Fvss with sid; . iter,z and sidy, j iter, 7/ Tespectively. Consequently, each honest party will eventually

receive its respective share corresponding to [dgék?ter)] and [e E?)' te )] from the corresponding Fyss
(7k) (kj)

instances. Hence, each honest party will be able to locally compute its share of d( Z.iter) ~ €2 iter)

participate in the instance of Ilpe,rec to reconstruct the difference. Since S satisfies the Q(3) (S, 2)

and

condition, all honest parties will eventually reconstruct dE 7 |)ter) — eglg,). 0 and find that the difference

"If there are multiple parties P; satisfying this condition, then we consider the P; with the smallest index.
1If there are multiple parties P; satisfying this condition, then we consider the P; with the smallest index.
14If there are multiple conflicting-pairs, then we consider the one having parties with the smallest indices.
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is not 0. Consequently, the honest parties will participate in appropriate instances of IIpe,rec to recon-

struct the values dg 7 |)ter) eglg)l ter)? and instances of HperRecShare to reconstruct the shares [a],, and [b],,

such that (p, q) € SISEJZ) iter) () SISE?, iter) NOW, either aY ther £ f .]t]:r) ore ’;]’)ner £ f(.Jtl;)) where:
k)
o = > [aly[Bla,

9) (k)
(p,q)ESIS(]Z Iter)ﬁSIS(Z, tter)

(7K) (k7)

as otherwise d(Z iter) = ©(Z" iter)

will hold, which is a contradiction. Consequently, every honest party

P; will eventually add the corrupt party(ies) among P;, Py, to EDl(te)r

— The condition CEJZ) iter) Z dEJZkl)ter) # 0 holds: Since the honest Pj, has removed

P €Selected 7 jery

P; from W( )

ter» then from the protocol steps, corresponding to every Py € Selected y: jter), party

Py, has received the output (share, sid; 1 iter. 7, P;, {[dEJZklter)] }p,es,) from Fyss with sid;  iter, 2.

Consequently, for every P, € Selectedy jtr), all honest parties eventually receive their respec-
tive shares corresponding to [déJZki)ter)] from the respective JFyss instances. In the protocol, all
honest parties participate in an instance of IIperec With their respective shares corresponding to

[CEQ,iter)] - Z [ngZk i)ter)] to reconstruct the difference cEQiter) - Z dgjélf?ter).

P €Selected 5/ i) PpeSelected ;7 i)

(4)

Now since the difference is not 0, each honest F; will eventually include the corrupt P; to EDlter

— The condition CE?’,iter) — Z eg??iter) # 0 holds: This case is symmetric to the previous
Pj€Selected 7 iter)

case and using a similar argument as above, we can conclude that each honest P; will eventually
include the corrupt P, to DY

iter’

O
We next claim that the adversary does not learn anything additional about ¢ and b in the protocol.
Claim 3.25. In Iy, Adv does not not learn any additional information about a and b.

Proof. From Claim Adv does not learn any additional information about a and b from the in-
stances of Iloptmuie executed in Ilyyic). Corresponding to every Z € Z, Adv learns the difference
C(Z,iter) — C(2',tery Which are all 0, unless the adversary cheats. In case of cheating, the reconstructed
differences ¢z jter) — (2 iter) depend completely upon the inputs of the adversary and hence learning these
differences does not add anything additional about a and b to the adversary’s view. Next, corresponding
to every honest P; € Selected(y iter) U Selected( jier), the shares corresponding to dé Zl)t ;) Or eélg,?iter)
learnt by Adv will be distributed uniformly, since S is Z-private and hence, these shares do not add any-

thing additional about a and b to the adversary’s view. Moreover, for every honest P; € Selected (7 iter) U

Selected 7/ jter), Adv will know beforehand that the differences CEJZ) iter) Z dgjzk?ter) as
P €Selected 5/ ery
well as cEjZ), iter) — Z Ejzk,)lt er) will be 0 and hence, learning these differences does not add

Py €Selected 7 jter)
anything additional about a and b to adversary’s view. On the other hand, for every corrupt P; €
Selected 7 iter) U Selected( 7 jter), the above differences completely depend upon the adversary’s inputs and
hence, reveal no additional information. Finally, if for any ordered pair of parties (P}, Py), the condition
dE]Zki)ter) %+ eglg,)iter) holds, then at least one among P; and Py, is corrupt. Consequently, the shares [a], and
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[b], where (p, q) € SISEQ iter) 1 SISE?, irer) Teconstructed in this case are already known to the adversary, and
do not add anything new to the view of the adversary regarding a and b. O

Claim 3.26. Protocol ITy:ci needs O(| Z| - n?) calls to Fyss and Fapa and incurs an additional commu-
nication of O(|Z|? - n?log |F| + | Z| - n* log |F|) bits.

Proof. In the protocol, corresponding to each Z € Z, an instance of Ilgpemyle 18 executed. From Lemma
3.15| this will require O(|Z] - n?) calls to Fyss and Fapa. There are O(|Z|) instances of IpeRec to
reconstruct O(|Z]) difference values for checking whether the instance is successful or not, incurring a
communication of O(|Z|? - n?log |F|) bits. If the instance is not successful, then there are O(n?) calls
to Fyss to share various summand-sum partitions. To check whether the correct partitions are shared,
(’)(n2) values need to be publicly reconstructed through these many instances of IIpe,rec, Which incurs a
communication of O(| Z| - n* log |F|) bits. O

The proof of Lemma[3.27 now follows from Claims [3.18}{3.26]

Lemma 3.27. Let Z satisfy the Q(4) (P, Z) condition and let all honest parties participate in Iyyc) (P,
Z.S, [a], [b],iter). Then, Adv does not learn any additional information about a and b. Moreover, the
following hold.

— The instance will eventually be deemed to succeed or fail by the honest parties, where for a successful

instance, the parties output a sharing of ab.

— If the instance is not successful, then the honest parties will agree on a pair Z,7' € Z such that
set of any honest party P;
will eventually be removed and no honest party is ever included in the EDi(th set of any honest P;.
Furthermore, there will be a pair of parties Pj, Py, from Selected 7 ter) USelected 7/ jter), with at least

C(Zjiter) — (2 jter) 7 0. Moreover, all honest parties present in the )/Vi(tie)r

one of them being maliciously-corrupt, such that if both P; and P), are removed from the set W(h) of

iter

any honest party Py, then eventually the corrupt party(ies) among Pj, Py, will be included in the set
EDi(tZe)r of every honest P,.

— The protocol makes O(|Z| - n?) calls to Fyss and Fapa and additionally incurs a communication of
O((|1Z? - n? + | Z| - n*) log |F|) bits.

Protocol 1y .c| for M Pairs of Inputs. The modifications to the protocol IIyyc| for handling M pairs
of secret-shared inputs {[a(?)], [b(9)] }e=1,....0 are simple. The parties now run instances of IIopemyre handling

M pairs of inputs. Corresponding to every pair (Z, Z'), the parties reconstruct M differences. If any of
(0)
(Z,curr)

) # 0. The parties then proceed to the cheater identification phase with respect to (Z, Z') and

these differences is non-zero, the parties focus on the smallest-indexed ([a()], [b()]) such that ¢
()

c

(Z',curr
([a©], [b®)]). The protocol will require O(M - |Z| - n?) calls to Fyss, O(|Z]| - n?) calls to Faga and
additionally incurs a communication of O(M - |Z|? - n?log |F| + |Z| - n* log |F|) bits.

3.2.3 Robust Multiplication Protocol

Protocol Iy (Fig[13) takes inputs [a], [b] and securely generates [ab]. The protocol proceeds in iterations,
where in each iteration, an instance of IIpyic) is invoked. If the iteration is successful, then the parties
take the output of the corresponding Iy :c) instance. Else, they proceed to the next iteration, with the
cheater-identification phase of failed IIpy ) instances running in the background. Let ¢ be the cardinality
of maximum-sized subset from Z. To upper bound the number of failed iterations, the parties run ACS
after every tn + 1 failed iterations to “globally” discard a new corrupt party. This is done through calls to
FaBa, where the parties vote for a candidate corrupt party, based on the LD sets of all failed iterations. The
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idea is that during these tn + 1 failed iterations, there will be at least one corrupt party who is eventually
included in the LD set of every honest party. This is because there can be at most ¢n distinct pairs of
“conflicting-parties” across the tn + 1 failed iterations (follows from Lemma [3.27)). At least one conflicting
pair, say (P, P), is guaranteed to repeat among the tn + 1 failed instances, with both P; and P} being
removed from the previous waiting-lists. Thus, the corrupt party(ies) among FP;, P is eventually included
to the LD sets. There can be at most ¢(tn + 1) failed iterations after which all the corrupt parties will
be discarded and the next iteration is guaranteed to be successful, with only honest parties acting as the
candidate summand-sharing parties in the underlying instances of Iloptmult-

— Protocol (P, 2.5, [a), 1)

— Initialization: Set t = max{|Z| : Z € Z}, initialize GD = ) and iter = 1.
— Multiplication with Cheater Identification: Participate in the instance IImyici (P, Z, S, [a], [b], iter) with
sid.
e Positive Output: If flagi(;)r
e Negative Output: If flagi(;)r is set to 1 during the Il ¢y instance, then proceed as follows.

o Identifying a Cheater Party Through ACS: If iter = k - (tn + 1) for some k > 1, then do the

is set to 0, then output the shares obtained during the IIpy:c) instance.

following.

1. Let £LDY be the set of locally-discarded parties for the instance Iyuici(P, Z, S, [a], [b], 7).
forr = 1,...,iter. For j = 1,...,n, send (vote, sid; iter,k, 1) t0 Faga Where sid; jter s =
sid||||iter| |k, if for any 7 € {1, ... iter}, party P; is present in LD and P; ¢ GD.

2. For j = 1,...,n, keep requesting for an output from Fapa with sid; iter,x, until an output is
received.

3. Upon receiving (decide, sid; jter &, 1) from Faga with sid; jter,x corresponding to some P; € P,
send (vote, sidy jter i, 0) to Fapa With sidy jter 1, for each P, € P, corresponding to which no
vote message has been sent yet.

4. Once an output (decide, sidy jter,x, v¢) is received from Faga with sidy jter,; for every £ €
{1,...,n}, select the minimum indexed party P; from P, such that v; = 1. Then set
GD = GD U {P;}, set iter = iter + 1 and go to the step labelled Multiplication with
Cheater Identification.

o Else set iter = iter + 1 and go to the step Multiplication with Cheater Identification.

Figure 13: Multiplication protocol in the (Fyss, Faga)-hybrid for sid. The above code is executed by every party P;

For a better understanding, a flowchart for the protocol IIp is presented in Fig
We next proceed to prove the properties of the protocol IIy,. While proving these properties, we

will assume that Z satisfies the Q(*) (P, Z) condition. This further implies that the sharing specification

S={S,...,5} et {P\ Z|Z € Z} satisfies the Q©)(S, Z) condition.

We begin with the definition of a successful iteration in protocol Ilyyt.

Definition 3.28 (Successful Iteration). In protocol IIy,, an iteration iter is called successful if every
M —9 during the corresponding instance Iy,ic1 (P, Z, S, [a], [b], iter) of ITpyc)-

iter

honest P; sets flag

We next claim that during each iteration of the protocol IIpyt, the honest parties will know whether the
iteration is successful or not.

Claim 3.29. For any iter, if all honest parties participate in iteration number iter of the protocol 1Ip and
if no honest party is ever included in the set GD, then all honest parties will eventually agree on whether the
iteration is successful or not.

Proof. We prove the claim through induction on iter. The statement is obviously true for iter = 1, since

during the instance Ivurci (P, Z, S, [al, [b], 1), all honest parties P; will eventually set ﬂaggz) to a common
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obtained during
multiplication

Successful

Multiplication with
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Failure

Number of failed
multiplications a
multiple of

t(tn + 1)?

Identify new corrupt
parties through ACS
and update GD

Figure 14: Flowchart for the protocol IIy. Here ¢ denotes the cardinality of the maximum-sized subset
from Z

value from {0, 1} (follows from Lemma [3.27). Assume that the statement is true for iter = 7. Now
consider iter = r 4 1 and let all honest parties participate in iteration number r + 1 by invoking the instance
mucc (P, Z,S, [a], [b], + 1). From the protocol steps, since the honest parties participate in iteration
number r 4 1, it implies that none of the previous r iterations were successful. From Lemma all
honest parties from the sets W{i), e Wr(i) will eventually be removed for every honest P;. Moreover, no
honest party will ever be included in the sets L’D(li), . ,EDQ). Furthermore, as per the lemma condition,
no honest party is ever included in the set GD. It now follows from Claim [3.18and Lemma that during
the instance myieci(P, Z, S, [a], [b], 7 + 1), all honest parties P; will eventually set fIagEfJrl to a common
value from {0, 1} and learn whether the iteration is successful or not. O

We next claim that if any iteration of Iy is successful, then honest parties output [ab] in that iteration.

Claim 3.30. If the iteration number iter in [T, is successful, then honest parties output [ab] during iteration
number iter.

Proof. Let iteration number iter in ITy,; be successful. This implies that every honest P; sets flagi(,:‘e)r =
0 during the corresponding instance Ipyici(P, Z,S, [a], [b], iter) of IIpmyircr and hence this instance of

IImurecy is successful. The proof now follows from Lemma O

We next prove that after every tn + 1 unsuccessful iterations of IIp, @ new corrupt party is globally
discarded.

Claim 3.31. Lett max{|Z| : Z € Z}. In Iy, for every k > 1, if none of the iterations (k — 1)(tn +
1)+1,...,k(tn+1) is successful, then eventually, a new corrupt party is included in the set GD. Moreover,
no honest party is ever included in the set GD.
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Proof. Let Z* € Z be the set of corrupt parties during the execution of Ily;. We prove the claim through
strong induction over k.

Base case: k = 1. We first note that from the protocol steps, the condition GD = () holds for each of the
iterations 1, . .., tn+ 1, during the corresponding instance of ITyy, | in these iterations. Consequently, from
Claim [3.29] for the iterations 1, ..., tn + 1, the honest parties agree on whether the iteration is successful
or not. Let none of the iterations 1,...,tn + 1 be successful. This implies that for iter = 1,...,tn + 1,
none of the instances IIpyici (P, Z,S, [a], [b], iter) of IIpmyieci is successful. This further implies that for
every iter € {1,...,tn + 1}, there exists a well-defined unordered pair of parties (P;, Py), such that
fenar(iter) = (Pj, Py), with at least one among Pj, P, being maliciously-corrupt (follows from Claim
[3.23). Let C denote the set of all pairs of “characteristic parties” for the first tn + 1 instances of IIpmyieci-

That is,
def

C = {(Pj, Pr) : fehar(iter) = (Pj, Py) anditer € {1,...,tn+ 1}.

It then follows that |C| < ¢n. This is because |Z*| < ¢, implying that there can be at most ¢n distinct
(unordered) pairs of parties, where at least one of the parties in the pair is corrupt. Since the cardinality of
C is smaller than the number of failed Il instances, from the pigeonhole principle, we can conclude
that there exist at least two iterations 7,7’ € {1,...,tn + 1} where r < r/, such that fepar(r) = fehar(77) =
(PJ ) P k)

Now, let us focus on the failed instances IIyyieci(P, Z,S, [a], [b], ) and Tpyrci (P, Z,S, [a], [b], 7)),
corresponding to iteration number r and 7’ respectively in Iy, Let Wr(i) and ﬁDg) be the dynamic sets
maintained by every party P; during the instance Iy, (P, Z, S, [al, [b], ). Note that at the time of initial-

izing Wq@, both P; as well as P, will be present in Wr(i) (this follows from the protocol steps of IIpyiect)-
Let Z, Z' € Z be the conflicting-sets for the failed instance Iyuici (P, Z,S, [a], [b], 7). From the definition
of characteristic function fchar, it follows that Pj, Py, € Selected ..y USelected 4 , . Hence, P; (resp. Py)
is selected as a summand-sharing party in at least one of the instances Ioptmuie(P, Z,S, [al, [b], Z, ") or
optmute (P, Z,S, [a], [b], Z',r"). This further implies that there exists at least one honest party, say P}, such

that both P; as well as P}, are removed by P, from the set Wﬁh). This is because if both P; as well as P

are still present in the Wﬁi) set of all honest parties during the instances Ilopmuie (P, Z,S, [al, [b], Z, ') and
HMoptmuit (P, Z,S, [a], [b], Z', '), then neither P; not P, will be selected as a summand-sharing party and

hence Pj, Py, ¢ Selected(z ) U Selected 7 ,/) (follows from Claim 3.16), which is a contradiction. Now, if

both P; and P}, are removed from Wﬁh), then from Claim the corrupt party(ies) among F;, P, will be
eventually included in the EDgai) set of every honest P;. For simplicity and without loss of generality, let P;
be the corrupt party among P;, Py.

In the protocol IIpy, once the parties find that iteration number tn+ 1 has failed, they run an instance of
ACS to identify a cheating party across the first ¢n + 1 failed instances, where the parties vote for candidate
cheating parties based on the contents of their local LD sets. To complete the proof for the base case, we
need to show that ACS will eventually output a common corrupt party for all the honest parties. The proof
for this is similar to that of Claim Namely, as argued above, the corrupt party P; from the pair (P, Pj)
above will be eventually included in the EDQ) set of every honest ;. We first show that there will be at
least one instance of Faga, corresponding to which all honest parties eventually receive the output 1. For
this, we consider two possible cases:

— At least one honest party participates with input 0 in the Fapa instance corresponding to P;: Let P;
be an honest party, who sends (vote, sid; n41,1,0) to Fapa with sid; ¢,11,1. Then from the steps of
Iy, it follows that there exists some P, € P, such that P; has received (decide, sidg ¢, 41,1,1) as
the output from Faga with sidg;,41.1. Hence, every honest party will eventually receive the output
(decide, sidg ¢r+1,1, 1) as the output from Faga with sidg ,41,1-
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— No honest party participates with input 0 in the Faga instance corresponding to Pj: In this case,
every honest party will eventually send (vote, sid; ;n11,1, 1) to Fapa With sid; 4, 41,1. This is because

P; will be eventually included in the ﬁDg) set of every honest P;. Consequently, every honest party
eventually receives the output (decide, sid; ¢, 11,1, 1) from Faga.
Now based on the above argument, we can further infer that all honest parties will eventually participate
with some input in all the n instances of Faga invoked after the first tn + 1 failed iterations and hence, all
the n instances of Faga will eventually produce an output. Let P, be the smallest indexed party such that
FaBa With sidy, ¢r,+1,1 has returned the output (decide, sidy;, tr+1,1, 1). Hence, all honest parties eventually
include P, to GD.
Finally, it is easy to see that P,, € Z*. This is because if P, ¢ Z*, then P,, is honest. From Claim
it follows that P,, will not be included in the DY of any honest P; for any iter € {1,...,tn +

iter
1}. Consequently, no honest P; will ever send (vote,sidy, tn+1.1,1) to Faga with sidy, ¢,+1,1. Hence,
Faga with sidy, tr,4+1,1 Will never return the output (decide, sidy, tn+1.1, 1), which is a contradiction. This

completes the proof for the base case.

Inductive Step. Let the statement be true for k = 1,...,k’. Now consider the case when k = k' + 1. Let
GD1,...,GDy be the set of discarded cheating parties after the iteration number tn + 1,...,k'(tn + 1)
respectivelyE] From the inductive hypothesis, GD1 C Dy C ... C GDj and no honest party is present in
GDyy. Consequently, from the protocol steps and from Claim 3.29) for the iterations k' (tn+1)+1, ..., (K'+
1)(tn + 1), the honest parties agree on whether the iteration is successful or not. Let none of the iterations
K(tn+1)+1,...,(kK"+ 1)(tn + 1) be successful. This implies that for iter = k'(tn + 1) + 1,..., (k' +
1)(tn + 1), none of the instances myici (P, Z,S, [a], [b], iter) of IImyrc is successful. In the protocol,
once the parties find that the iteration number (£’ + 1)(¢n + 1) is not successful, they proceed to select a

common cheating party through ACS. Let L’Di(tzgr, Wi(tze)r
across the iterations 1,..., (k" + 1)(tn + 1).

We first note that none of the parties from GDj will be selected as a summand-sharing party in any of the
underlying Iopemuie (P, Z, S, [al, [b], Z, iter) instances, for any iter € {k/'(tn+1)+1,...,(K'+1)(tn+1)}
and any Z € Z (this follows from Claim [3.16). We also note that there will be at least one party from Z*,
which is not present in GDy; i.e. GDyr C Z*. If not, then only honest parties will be selected as summand-
sharing parties in all the underlying instances of IToptmyie during the iteration number £'(tn + 1) + 1 and
hence, the iteration number &’(tn + 1) + 1 in Iy would be successful, which is a contradiction. Since
the iteration number £'(tn + 1) + 1,..., (K" 4+ 1)(¢tn + 1) constitutes ¢tn + 1 failed iterations, by applying
the same pigeonhole-principle based argument as applied for the base case, we can infer that there exists
a pair of iterations r,r" € {K'(tn + 1) + 1,..., (K + 1)(tn + 1)} where » < 7/, such that fepa(r) =
fehar (") = (P;, Py,), with at least one among P; and P, being maliciously-corrupt. Moreover, the corrupt
party(ies) among Pj, P, will be from the set Z* \ GDyy, since the parties from GDj, will not be selected
as a summand-sharing party during the iteration number r and r’. Next, following the same argument
as used for the base case, we can infer that the corrupt party(ies) among P; and P will be eventually

be the dynamic sets maintained by each party P;

included in the ED,@ set of every honest P;. This will further imply all the n instances of Faga with
Sid1, (k£ 1) (tn+1), (k' +1) > - - - » SIn (W £ 1) (in+1), (k1) Will eventually return an output for all the honest parties,
such that at least one of the Fapa instances with sidy (/. 1)(¢tn41),(k+1) corresponding to the party P, will
return an output (decide, sid 0,(K/+1) (tn 1), (K +1) 1). Let P,, be the smallest indexed party corresponding to
which the Fapa instance with sid,, (/1) (tn41),(k'+1) Teturns the output (decide, sid,, (/1) (tn+1),(k'+1), 1)-
Hence the honest parties will update GD to GDyU{ P,,, }. To complete the proof, we need to show that P,,, ¢

15Recall that in the protocol, ACS is executed after every block of tn + 1 failed iterations and GD gets updated through ACS. In
the context of the given scenario, the parties would have run ACS after iteration numbers tn + 1,2(tn + 1),..., (k' — 1)(tn + 1)
and k' (tn + 1) to update the set GD. The set GDy denotes the updated GD set after the ACS instance number k'

41



GD;s and P, € Z*. The former follows from the fact that if P,,, € GD;, then it implies that then no honest
party ever sends (vote, Sid (k' 41) (tn41), (K +1) 1) to Faga with Sidy, (k' 4+1)(tn+1),(k'+1) and consequently,
Faga With sid,, (1 1)(tn+1),(k/+1) Will never return the output (decide, sid,, (4/41)(tn+1),(k'+1), 1)- On the
other hand, P,,, € Z* follows using a similar argument as used for the base case. O

An immediate corollary of Claim is that there can be at most ¢(¢n + 1) consecutive failed iterations
in the protocol ITpt.

Corollary 3.32. In protocol T\, there can be at most t(tn + 1) consecutive failed iterations, where
% max{|z|: Z € 2}.

We next claim that it will take at most ¢(¢n + 1) + 1 iterations in the protocol IIpy: to guarantee that
there is at least one successful iteration.

Claim 3.33. In protocol Iy, it will take at most ¢(¢n + 1) + 1 iterations to ensure that one of these
iterations is successful.

Proof. Follows easily from Claim [3.29|and Corollary U
We next claim that the adversary does not learn anything additional about @ and b in the protocol.
Claim 3.34. In protocol Iy, Adv does not learn anything additional about a and b.

Proof. Follows directly from the fact that in every iteration of Iy, Adv does not learn anything additional
about a and b, which in turn follows from Claim [3.23] O

Lemma [3.35] now follows from Claim [3.33] Claim [3.30] and Claim [3.34] where the communication
complexity follows from the communication complexity of Iy i and the fact that there are t(tn+1)+1 =
(’)(n3) instances of Iy :c) executed inside the protocol IIpyt.

Lemma 3.35. Ler Z satisfy the Q¥ (P, Z) condition and let S = {P\ Z|Z € Z}. Then Iy takes
at most t(tn + 1) iterations and all honest parties eventually output a secret-sharing of [ab], where t =
max{|Z| : Z € Z}. In the protocol, Adv does not learn anything additional about a and b. The protocol

makes O(|Z|-n®) calls to Fyss and Fapa and additionally incurs a communication of O(| Z|? -n° log |F| +
|Z|-n" log |F|) bits.

Protocol Iy, ; for M Pairs of Inputs. The modifications to the protocol Iy for handling M pairs of
secret-shared inputs {[a()], [b(é)]}gzlw" w are simple. Now, the instances of Iy i) are executed with M
pairs of inputs in each iteration. This requires O(M - |Z| - n®) calls to Fyss, O(| Z| - n®) calls to Faga and
additional communication of O((M - |Z|? - n® + | Z| - n") log |F|) bits.

3.3 The Pre-Processing Phase Protocol

The perfectly-secure pre-processing phase protocol Ilperriples 1S standard. We first explain the protocol for
generating a random secret-sharing of one multiplication-triple. The modifications to generate M secret-
shared multiplication-triples are straightforward.

The protocol consists of two stages. In the first stage, the parties jointly generate a secret-sharing of
a random pair of values and during the second stage, the parties securely generate a secret-sharing of the
product of these values. For the first stage, each party secret-shares a pair of random values. The parties then
run an instance of ACS to agree on a common subset of parties whose selected pair of values are eventually
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secret-shared, such that an honest party is guaranteed to be included in the subset. The sum of the secret-
sharing of the pairs of values shared by the parties in the subset is considered the output of the first stage.
For the second stage, the parties simply run an instance of Iyt over the output pair of secret-shared values
obtained at the end of the first stage.

Protocol Ilpe,Triples for securely realizing Fryiples With M = 1 in the (Fyss, Fapa)-hybrid model is
formally presented in Fig

—[ Protocol Ipe riipies (P, Z, S)}

— Stage I: Generating a Secret-Sharing of Random Pair of Values.
e Sharing Random Pairs of Values:

1. Randomly select a(®,b(* € F and shares (agi), . .,a,(f)) and (bgi), . .7b§f)), such that agi) +
ot a? = a®and b 4 .+ 0P = b, Call Fyss with (dealer,sid; 1, (al”,. .., al"))

and Fyss with (dealer,sid; o, (b{",...,b{")) for sid; ; and sid; 5, where sid;; = sid||i||1 and
Sidi,g = SIdHZ||2

2. For j = 1,...,n, keep requesting for an output from Fyss with sid; ; and sid; o, till an output is
received.

e Selecting a Common Subset of Parties Through ACS

1. Upon receiving (share, sid; 1, Pj, {[a")],} p,cs,) and (share,sid; 2, P;, {[b],} p,es,) from Fyss

with sid; 1 and sid; o respectively, send (vote, sid;, 1) to Faga, where sid; def sid||7.

2. For j = 1,...,n, request for output from Faga with sidj, till an output is received.

3. Upon receiving (decide, sid;, 1) from Faga with sid; corresponding to every P; € GP; for any subset
of parties GP; such that P \ GP; € Z, send (vote, sid;, 0) to Faga with sid; corresponding to
every P;, for which no message has been sent yet.

4. Once (decide,sid;, v;) is received from Faga for j = 1,...,n,set CS = {P; : v; = 1}.

5. Leta ™ Z a,b = Z ). Locally compute the shares {lal¢}pies, and {[bl¢} Pies,-

P;ecs P;ecs
— Stage II: Generating the Product.
e Participate in the instance IImuit(P, Z, S, [al, [b]) with sid and compute {[c|,} p,es,. Output {[a]q, [b]4,
[clq} Pies,-

Figure 15: A perfectly-secure protocol to securely realize Frriples With M = 1 in (Fyss, Faga)-hybrid model for
session id sid. The above code is executed by every party P;

Protocol Ilpe riples for Generating M/ Multiplication-Triples. The modifications in Ilpe Triples to gener-
ate M multiplication-triples are straight forward. During the first stage, each party secret-shares M pairs of
values, by calling Fyss 2M number of times. While running ACS, a party votes “positively” for party P;,
only after receiving an output from all the 2M instances of Fyss corresponding to P;. During the second
stage, the instance of IIpx will now take M pairs of secret-shared inputs.

We now prove the security of the protocol Ipe/Tyiples in the (Fyss, Fapa)-hybrid model. While proving

these properties, we will assume that Z satisfies the Q¥ (P, Z) condition. This further implies that the

sharing specification S = {S1, ..., S)} ol {P\ Z|Z € 2} satisfies the Q©®)(S, Z) condition.

Theorem 3.36. If Z satisfies the Q%) (P, Z) condition, then Ilpertriples is a perfectly-secure protocol for
securely realizing Frviples With UC-security in the (Fyss, Fasa)-hybrid model. The protocol makes O(M -
|Z|-nd) calls to Fyss, O(|Z] - n®) calls to Fapa and additionally incurs a communication of O(M - | Z|? -
n®log |F| + |Z| - n" log |F|) bits.

Proof. The communication complexity and the number of calls to Fyss and Faga follow from the protocol
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steps and the communication complexity of the protocol IIy,. So we next prove the security. For ease of
explanation, we consider the case where only one multiplication-triple is generated in IlpeTriples; i.6. M =
1. The proof can be easily modified for any general M.

Let Adv be an arbitrary adversary, attacking the protocol Ipe,Triples by corrupting a set of parties Z* €
Z, and let Env be an arbitrary environment. We show the existence of a simulator SperTriples (Fig , such
that for any Z* € Z, the outputs of the honest parties and the view of the adversary in the protocol IlperTriples
is indistinguishable from the outputs of the honest parties and the view of the adversary in an execution in
the ideal world involving SperTriples and Friples-

The high level idea of the simulator is as follows. Throughout the simulation, the simulator itself per-
forms the role of the ideal functionality Fyss and Faga whenever required. During the first stage, whenever
Adv sends a pair of vector of shares to Fyss on the behalf of a corrupt party, the simulator records these
vectors. On the other hand, for the honest parties, the simulator picks pairs of random values and random
shares for those values, and distributes the appropriate shares to the corrupt parties, as per Fyss. During
ACS, to select the common subset of parties, the simulator itself performs the role of Faga and simulates
the honest parties as per the steps of the protocol and Faga. This allows the simulator learn the common
subset of parties CS. Notice that the secret-sharing of the pairs of values shared by all the parties in CS will
be available with the simulator. While the secret-sharing of pairs of the honest parties in CS are selected
by the simulator itself, for every corrupt party P; which is added to CS, at least one honest party F; should
participate with input 1 in the corresponding call to Faga. This implies that the honest party P; must have
received some shares from Fyss corresponding to the vector of shares which P; sent to Fyss. Since in the
simulation, the role of Fyss is played by the simulator itself, it implies that the vector of shares used by P;
will be known to the simulator.

Once the simulator learns CS and the secret-sharing of the pairs of values shared by the parties in CS,
during the second stage, the simulator simulates the rest of the interaction between the honest parties and
Adv as per the protocol steps, by itself playing the role of the honest parties. Moreover, in the underlying
instances of Iloptmult, IIMulecr and Iy, the simulator itself performs the role of Fyss and Faga whenever
required. Notice that simulator will be knowing the values which should be shared by the respective parties
through Fyss during the underlying instances of Ilgptmule and IIyvyieci. This is because these values are
completely determined by the secret-sharing of the pairs of values shared by the parties in CS, which will be
known to the simulator. Consequently, in the simulated execution, the simulator will be knowing which in-
stances of IIpyicct are successful and which iterations of 1Ty, are successful. Once the simulated execution
is over, the simulator learns the shares of the corrupt parties corresponding to the output multiplication-triple
in the simulated execution. The simulator then communicates these shares on the behalf of the corrupt par-
ties during its interaction with Fripjes. This ensures that the shares of the corrupt parties remain the same in
both the worlds.

In the steps of the simulator, to distinguish between the values used by the various parties during the
real execution and simulated execution, the variables in the simulated execution will be used with a ~sym-
bol.

—[ Simulator Spemimes}

SperTriples constructs virtual real-world honest parties and invokes the real-world adversary Adv. The simulator
simulates the view of Adv, namely its communication with Env, the messages sent by the honest parties, and the
interaction with Fyss and Faga. In order to simulate Env, the simulator Spertyiples forwards every message it
receives from Env to Adv and vice-versa. The simulator then simulates the various stages of the protocol as follows.
— Stage I: Generating a Secret-Sharing of a Random Pair of Values.
e Sharing Random Pairs of Values:
e The simulator simulates the operations of the honest parties during this phase by picking random
pairs of values and random vector of shares for those values on their behalf. Namely, when Adv
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requests for output from Fyss with sid; ; and sid; » for any P; ¢ Z*, the simulator picks random
values @), b) € F and random shares (@), ..., @) and (b(]) ., b9), such that @t 4. .. +
@ =G and 87 + ...+ =9, The simulator then sets [a(J)]q =a¢) and pW], = bé 7
for ¢ = 1,...,h, and responds to Adv with the output (share, sid; 1, P;, {[a\)], }s,nz+20) and
(share, sid; 2, P; {[ 0, }s,nz++0) on the behalf of Fyss with sid; 1 and SIdJ o respectively.

e Whenever Adv sends (dealer,sid; 1, (ag ), . Ef))) and (dealer, sid; o, (Z ,. . b( ))) to Fvss
with sid; 1 and sid; » respectively on the behalf of any P; € Z* the simulator sets [a( )]q = Zil(f)
and [0, =Y for g = 1,..., h, where (¥ = a4+t a ) and 5 < B +g§f)

e Selecting a Common Subset of Parties (ACS): The simulator s1mulates the interface to ]-"ABA for Adv
by itself performing the role of Faga and playing the role of the honest parties, as per the steps of the
protocol. When the first honest party completes this phase during the simulated execution, SperTriples

learns the set CS. It then sets @ </ Z a9y = Z bY), computes [a] = Z [@7)] and

Pjecs P;eCs P;eCs
pl= > b9
P;ecs

— Stage II: Generating the Product. The simulator plays the role of the honest parties as per the protocol
and interacts with Adv for the instance Iy (P, Z, S, [a], [b]), where during the instance, the simulator uses
the shares {[al,, [E]q} pes, on the behalf of every P; ¢ Z*. Moreover, during this instance of IImy, the
simulator simulates the interface to Faga for Adv during the underlying instances of Ilopimyre and during
cheater identification, by itself performing the role of Faga, as per the steps of the protocol. Furthermore,
during the underlying instances of Iloptmule and Hmuieci, whenever required, the simulator itself plays the
role Fyss.

— Interaction with Fripes: Let {[c];}s,nz+20 be the output shares of the parties in Z*, during the instance

My (P, Z,S, [d), [b]). The simulator sends (shares, sid, {[a > [E]q, [clq}s,nz*#0) tO Frriples, on the behalf
of the parties in Z*.

Figure 16: Simulator for the protocol Ilperrriples With A/ = 1 where Adv corrupts the parties in set Z* € Z

We now prove a series of claims, which will help us to finally prove the theorem. We first claim that in
any execution of IlperTyiples, @ set CS is eventually generated.

Claim 3.37. In any execution of IIpe,Triples, @ common set CS is eventually generated where P \ CS € Z,
such that for every P; € CS, there exists a pair of values held by P;, which are eventually secret-shared.

Proof. We first show that there always exists some set Z € Z such that in the Fagp instances corresponding
to every party in P \ Z, all honest parties eventually obtain an output 1. For this, we consider the following
two cases.

— If some honest party P; has participated with vote input 0 in any instance of Faga during step 3 of the
ACS phase: this implies that there exists a subset GP; for P; where P\ GP; € Z, such that P, receives
the output (decide, sid;, 1) from Faga with sid;, corresponding to every P; € GP;. Consequently,
every honest party will eventually receive the same outputs from these Fapa instances. Since P \
GP,; € Z, we get that there exists some set Z € Z such that the Faga instances corresponding to
every party in P \ Z responded with output 1, which is what we wanted to show.

— No honest party has participated with vote input 0 in any instance of Faga: In the protocol, each party
P; & Z* sends its vector of shares to Fyss with sid; 1 and sid; > and every honest party eventually
receives its respective shares from these vectors as the output from the corresponding instances of
Fvss. Hence, corresponding to every P; € Z*, all honest parties eventually participate with input
(vote, sid s 1) during the instance of Faga with sid j» and this Fapa instance will eventually respond
with output (decide, sid;, 1). Since Z* € Z, it then follows that even in this case, there exists some
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set Z € Z such that the Faga instances corresponding to every party in P \ Z responded with output
1.
We next show that all honest parties eventually receive an output from all the instances of Faga. Since
we have shown there exists some set Z € Z such that the Fapa instances corresponding to every party in
P\ Z eventually returns the output 1, it thus follows that all honest parties eventually participate with some
vote inputs in the remaining Faga instances and hence will eventually obtain some output from these Faga
instances as well. Since the set CS corresponds to the Faga instances in which the honest parties obtain 1 as
the output, it thus follows that eventually, the honest parties obtain some CS where P \ CS € Z. Moreover,
the set CS will be common, as it is based on the outcome of Fapga instances.
Now consider an arbitrary P; € CS. This implies that the parties obtain 1 as the output from the Gt
instance of Faga. This further implies that at least one honest party P; participated in this Faga instance
with vote input 1. This is possible only if P; received its respective shares from the instances of Fyss

with sid; 1 and sid; o, further implying that P; has provided some vector of shares (agj ), . ,a(j )) and
(bgz), cee b;f)) as inputs to these Fyss instances. It now follows easily that eventually, all honest parties will

have their respective shares corresponding to the vectors of shares provided by P;, implying that the honest
parties will eventually hold [a?)] and [b()], where () = agj) +.. .+a§Lj) and b < bgj) +.. .+b§lj). O

We next show that the view generated by SperTriples for Adv is identically distributed to Adv’s view
during the real execution of Ilpe/Triples-

Claim 3.38. The view of Adv in the simulated execution with SperTriples is identically distributed as the view
of Adv in the real execution of Ipe,Triples-

Proof. We first note that in the real-world (during the real execution of Ilpe,Triples), the view of Adv consists
of the following:

(1) The vector of shares (agj), e ,a(j)) and (bgi), e ,bg)) (if any) for Fyss with sid; 1 and sid; » respec-
tively, corresponding to P; € Z*.

(2) Shares {[a"7)],, [b(‘j)]q}sqmz*¢®, corresponding to P; ¢ Z*.

(3) Inputs of the various parties during the Faga instances as part of ACS and the outputs from the Faga
instances.

(4) The view generated for Adv during the instance of IIpyt.

The vectors of shares in (1) are the inputs of Adv and hence they are identically distributed in both the
real as well as simulated execution of Ilpe/Triples, SO let us fix these vectors. In the real execution, every
P; & Z* picks its pair of values randomly and the vectors of shares for Fyss, corresponding to these values,

uniformly at random. On the other hand, in the simulated execution, the simulator picks the pair of values

and their shares randomly on the behalf of P;. Now since the sharing specification S = (S1,...,5p) =

{P\ Z|Z € Z} is Z-private, it follows that the distribution of the shares in (2) is identical in both the real,
as well as the simulated execution. Specifically, conditioned on the shares in (2), the underlying pairs of
values shared by the parties P; ¢ Z* are uniformly distributed. Since the partial view of Adv containing (1)
and (2) are identically distributed, let us fix them.

Now conditioned on (1) and (2), it is easy to see that the partial view of Adv consisting of (3) is iden-
tically distributed in both the executions. This is because the outputs of the Fapa instances are determined
deterministically based on the inputs provided by the various parties in these Fapa instances. Furthermore,
the inputs of the parties in these Fapa instances depend upon the order in which various parties receive
outputs from various Fyss instances, which is completely determined by Adv, since message scheduling is
under the control of Adv. Since in the simulated execution, the simulator provides the interface to various
instances of Faga to Adv in exactly the same way as Faga would have been accessed by Adv in the real
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execution, it follows that the partial view of Adv containing (1), (2) and (3) is identically distributed in both
the executions and so let us fix this. This also fixes the set CS, which according to Claim[3.37] is guaranteed
to be generated.

Let [a] and [b] be the secret-sharing held by the honest parties after stage I, conditioned on the view of
Adv in (1), (2) and (3). Note that in the simulated execution, the simulator will be knowing the complete
sharing [a] and [b]. This is because [a] and [b] are computed deterministically based on the secret-sharing of
the pairs of the values shared by the parties in CS, all of which will be completely known to the simulator in
the simulated execution. To complete the proof of the claim, we need to show that the partial view of Adv
consisting of (4) is identically distributed in both the executions (conditioned on (1), (2) and (3)). However,
this follows from the privacy of IToptmuie, Hmutect and gy (Claims [3.14] [3.25]and [3.34)) and the fact that
in the simulated execution, simulator plays the role of the honest parties during the instance of IIp,; exactly
as per the steps of Iy, where the simulator will be completely knowing the shares of both [a] and [b]
corresponding to both the honest as well as corrupt parties. Consequently, it will be knowing the shares with
which different parties have to participate in the underlying instances of Ilgptmule and Ipmyiec). Moreover,
in the simulated execution, the simulator honestly plays the role of Fyss and Faga in these Iloptmuie and
IIpmuiecr instances. This guarantees that the view of Adv during the real execution of the Iy, instance is
exactly the same as the view of Adv during the simulated execution of ITyyt. O

Finally, we show that conditioned on the view of Adv, the outputs of the honest parties are identically
distributed in both the worlds.

Claim 3.39. Conditioned on the view of Adv, the output of the honest parties are identically distributed
in the real execution of Ilpe,Triples involving Adv, as well as in the ideal execution involving SpeTriples and

]:Triples-

Proof. Let View be an arbitrary view of Adv, and let {([a)], [b¢)])} pyecs be the secret-sharing of the
pairs of values as per View, shared by the parties in CS. Note that CS is bound to have at least one honest
party. This is because P \ CS € Z and if CS C Z*, then it implies that Z does not satisfy the Q) (P, 2)
condition, which is a contradiction. From the proof of Claim [3.38] it follows that corresponding to every
honest P; € CS, the pairs (a(j ), pU )) are uniformly distributed conditioned on the shares of these pairs, as
determined by View. Let us fix these pairs.

We show that in the real-world, the honest parties eventually output ([a], [b], [c]), where conditioned on

View, the triple (a, b, c) is a uniformly random multiplication-triple over F. From the protocol steps, the
def

parties set [a] = Z [a)], [b] = Z [b)]. Since corresponding to every P; € CS, the honest parties
P;ecs P;ecs

eventually hold [¢()] and [b1)] (follows from Claim , it follows that the honest parties eventually
hold [a] and [b]. Moreover, since [c] is computed as the output of the instance Iy, (P, Z,S, [al, [b]), it
follows from Lemma that the honest parties will eventually hold [c|, where ¢ = ab. We next show
that conditioned on View, the multiplication-triple (a, b, ¢) is uniformly distributed over F. However, this
follows from the fact that there exists a one-to-one correspondence between the random pairs shared by the
honest parties in CS and (a, b). Namely, from the viewpoint of Adv, for every candidate pair (a/), b0))
shared by the honest parties P; € CS, there exists a unique (a, b) which is consistent with View. Since
the pairs shared by the honest parties P; are uniformly distributed and independent of View, it follows that
(a, b) is also uniformly distributed. Since ¢ = ab holds, it follows that (a, b, ¢) is uniformly distributed.

To complete the proof, we now show that conditioned on the shares {([aly, [b]g; [clq) }s,nz*20 (Which
are determined by View), the honest parties output a secret-sharing of some random multiplication-triple in
the ideal-world which is consistent with the shares {([a]q, [b]4, [c]q)} 5,nz*-0- However, this simply follows
from the fact that in the ideal-world, the simulator SperTriples sends the shares {([alg, [bl4, [c]q) }s,nzx20 tO
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Friples on the behalf of the parties in Z*. As an output, Fryiples generates a random secret-sharing of some

random multiplication-triple consistent with the shares provided by SperTriples- ]
The proof of Theorem now follows from Claim|3.38|and Claim [3.39 O

4 Statistically-Secure Pre-Processing Phase Protocol with Q©®)(P, Z) Con-
dition

In this section, we present a statistically-secure protocol for securely realizing Fryiples, provided Z satisfies
the Q) (P, Z) condition. We first design a statistically-secure VSS protocol, for which we present an AICP
with Q) (P, Z) condition.

4.1 Asynchronous Information Checking Protocol (AICP)

An ICP [32,16] is used for authenticating data in the presence of a computationally-unbounded adversary.
An AICP [10, 29] extends ICP for the asynchronous setting. In an AICP, there are four entities, a signer
S € P, an intermediary | € P, a receiver R € P and all the parties in P acting as verifiers (note that S, |
and R also act as verifiers). An AICP has two sub-protocols, one for the authentication phase and one for
the revelation phase.

In the authentication phase, S has some private input s € [F, which it distributes to | along with some
authentication information. Each verifier is provided with some verification information, followed by the
parties verifying whether S has distributed consistent information. The data held by | at the end of this
phase is called S’s IC-Signature on s for intermediary | and receiver R, denoted by 1CSig(S, I, R, s). Later,
during the revelation phase, | reveals ICSig(S, |, R, s) to R, who “verifies” it with respect to the verification
information provided by the verifiers and decides whether to accept or reject s. We require the same security
guarantees from AICP as expected from digital signatures, namely correctness, (if S, | and R are all honest,
then R should accept s), unforgeability (a corrupt | should fail to reveal an honest S’s signature on s’ # s)
and non-repudiation (if an honest | holds some ICSig(S, I, R, s), then later an honest R should accept s, even
if S is corrupt). Additionally, we will need the privacy property guaranteeing that if S, | and R are all honest,
then Adv does not learn s.

Our AICP is a generalization of the AICP of [29]], which was designed against threshold adversaries.
During the authentication phase, S embeds s in a random t-degree signing-polynomial F(x), where t is
the cardinality of maximum-sized subset in Z, and gives F'(z) to |. In addition, each verifier P; is given
a random verification-point (o, v;) on F(z). Later, during the revelation phase, | is supposed to reveal
F(x) to R, while each verifier P; is supposed to reveal their verification-points to R. R then accepts F'(z)
if it is found to be consistent with “sufficiently many” verification-points. The above idea achieves all
the properties of AICP, except the non-repudiation property, since a potentially corrupt S may distribute
“inconsistent” data to | and the verifiers. To deal with this, during the authentication phase, the parties
interact in a “zero-knowledge” fashion to verify the consistency of the distributed information. For this, S
additionally distributes a random ¢-degree masking-polynomial M (x) to |, while each verifier P, is given a
point on M () at cv;. The parties then publicly check the consistency of the F'(x), M (z) polynomials and the
distributed points with respect to a random linear combination of these polynomials and points. The linear
combiner is randomly selected by | only when it is confirmed that S has distributed the verification-points
to sufficiently many supporting verifiers in a set SV. This ensures that S has no knowledge beforehand
about the random combiner while distributing the points to SV and hence, any inconsistency among the
data distributed by a corrupt S will be detected with a high probability.
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—| Protocol AICP
Protocol ITauh(P, Z,S, I, R, s)

— Distributing the Polynomials and the Verification Points: Only S executes the following steps.
e Randomly select t-degree signing-polynomial F(x) and masking-polynomial M (x), such that F'(0) = s,
where t = max{|Z| : Z € Z}.
e Forj=1,...,n,randomly select o; € F \ {0} and compute v; = F(a;), m; = M(c;).
e Send (authPoly, sid, F'(z), M (z)) to I.
e Forj=1,...,n,send (authPoint,sid, (a;, v;, m;)) to party P;.
— Confirming Receipt of Verification Points: Each party P; (including S, | and R) upon receiving (authPoint,
sid, (a;,v;, m;)) from S, sends (Received, sid, ) to I.
— Announcing Masked Polynomial and Set of Supporting Verifiers:

e |, upon receiving (Received, sid, j) from a set of parties SV where P \ SV € Z, randomly picks d €

F \ {0} and sends (sender, Acast, sidy, (d, B(x),SV)) to Facast» Where sid; = sid||l and B(z) =

dF (z) + M (x).
e Every party P; € P keeps requesting for output from Facast With sidj until an output is received.
— Announcing Validity of Masked Polynomial:
e S, upon receiving an output (I, Acast, sid;, (d, B(x),SV)) from Facast With sid,, checks if B(z) is a t-
degree polynomial, P \ SV € Z and dv; + m; = B(a;) holds for all P; € SV.
— If all the above conditions hold, then S sends (sender, Acast, sids, OK) to Facast, Where sids =
sid||S;
— Else, S sends (sender, Acast, sids, NOK, s) to Facast-
e Every party P; € P keeps requesting for output from Facas: With sids until an output is received.
— Deciding Whether Authentication is Successful: Every party P; (including S,| and R) upon receiving

(1, Acast, sidy, (d, B(z),SV)) from Facas: With sidy, sets the variable auth CompletedéSild,’g) to 1 if either of the

following holds.
e (sender, Acast, sids, NOK; s) is received from Facast With sids. In this case, P; also sets ICSig(S, |,
R,s) = s.
e (sender, Acast, sids, OK) is received from Facast With sids. Here, P; sets 1CSig(S, I, R,s) = F(x), if
P =If]

Protocol Tgeyveal (P, Z,S, 1, R, s)
— Revealing Signing Polynomial and Verification Points: Each party P; (including S, | and R) does the fol-
lowing, if authCompIetedS'ﬁ,’-\f) is set to 1 and 1CSig(S, I, R, s) has not been publicly set during ITa,h.
e If P, = | then send (revealPoly,sid, F'(x)) to R, where ICSig(S, |, R, s) has been set to F'(x) during
Mauth.
e If P, € SV, then send (revealPoint, sid, (c;, v;, m;)) to R.
— Accepting or Rejecting the IC-Sig: The following steps are executed only by R, if authCom pletedé‘f',‘j;; ) is
set to 1 by R during the protocol ITah (P, Z,S,1, R, s), where R = P;.
— If R has set ICSig(S, I, R, s) = s during ITah, then output s.
— Else, wait till (revealPoly,sid, F'(x)) is received from |, where F'(x) is a t-degree polynomial. Upon
receiving, proceed as follows.

1. Upon receiving (revealPoint, sid, (¢j, vj, m;)) from any P; € SV, accept (o, v;, m;) if either of
the following holds:
- v; = F(aj); or
— B(«j) # dvj + m;, where B(x) is received from Facase With sid), during IIayh.

2. Wait till a subset of parties SV’ C SV is found, such that SV \ SV’ € Z and for every P; € SV,
the corresponding revealed point (¢, v;, m;) is accepted. Then output s = F(0).

“If S broadcasts s along with NOK, then ICSig will be set publicly to s, while if S broadcasts OK then only | sets ICSig to
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Figure 17: The asynchronous information-checking protocol against general adversaries for session id sid in the
Facast-hybrid

We next formally prove the properties of our AICP. While proving these properties, we assume that Z
satisfies the Q(®) (P, Z) condition. We first show that when S, | and R are honest, all honest parties set
the local bit indicating that the authentication has completed to 1. Furthermore, R will accept the signature
revealed by .

Claim 4.1 (Correctness). If S, | and R are honest, then each honest P; eventually sets authCom pIetedg'ﬁg )
to 1 during I1a,. Moreover, R eventually outputs s during IIgeyeal-

Proof. Let S, | and R be honest and let H be the set of honest parties among P. Moreover, let Z* € Z be
the set of corrupt parties. We first show that each honest party P; eventually sets authCom pIeted(ss"chll’?Z )01
during I ayth. During Iaueh, S chooses the signing-polynomial F'(x) such that s = F'(0) holds. S will then
send the signing-polynomial F'(z) and masking-polynomial M (z) to |, and the corresponding verification-
point («a;,v;, m;) to each verifier P;, such that v; = F'(a;) and m; = M («;) holds. Consequently, each
verifier in H will eventually receive its verification-point and indicates this to I. Since P \ H = Z* € Z,
it follows that | will eventually find a set SV, such that P \ SV € Z, and where each verifier in SV has
indicated to | that it has received its verification-point. Consequently, | will compute B(z) = dF(z)+ M (x),
and broadcast (d, B(x),SV), which is eventually delivered to every honest party, including S. Moreover,
S will find that B(«;) = dv;j + my; holds for all the verifiers P; € SV. Consequently, S will broadcast an
OK message, which is eventually received by every honest party P;, who then sets authCom pletedé‘TF’; ) to
1. Moreover, | will set ICSig(S, I, R, s) to F'(x).

During IReyeal, | Will send F'(z) to R, and each verifier P; € H N SV will send its verification points
(a4, v;,m;) to R. These points and the polynomial F'(z) are eventually received by R. Moreover, the
condition v; = F'(«ay;) will hold true for these points, and consequently these points will be accepted. Since
SV \ (HNSV) C Z* € Z, it follows that R will eventually find a subset SV’ C SV where SV \ SV’ € Z,
such that the points corresponding to all the parties in SV are accepted. This implies that R will eventually
output s = F'(0). O

We next show that when S, | and R are honest, the adversary does not learn anything about s during
either ITath or IlReveal-

Claim 4.2 (Privacy). If S, | and R are honest, then the view of adversary Adv throughout ITath and Treyeal
is independent of s.

Proof. Lett = max{|Z| : Z € Z} and let Z* € Z be the set of corrupt parties. For simplicity and
without loss of generality, let [Z*| = ¢. During Iauh, the adversary Adv learns ¢ verification-points
{(a,vi,m;)} p,ezx. However, since F'(x) is a random ¢-degree polynomial with F'(0) = s, the points
{(ci,v;)} pez+ are distributed independently of s. That is, for every candidate s € F from the point of view
of Adyv, there is a corresponding unique ¢-degree polynomial F'(x), such that F'(«;) = v; holds correspond-
ing to every P; € Z*.

During IIayth, the adversary Adv also learns d and the blinded-polynomial B(z) = dF(z) + M(x),
along with the points {(a;, vi)}p,cz+. However, this does not add any new information about s to the
view of the adversary. This is because M (x) is a random ¢-degree polynomial. Hence for every candidate
M (x) polynomial from the point of view of Adv where M («;) = m, holds for every P; € Z*, there is
a corresponding unique ¢-degree polynomial F'(x), such that F'(c;) = v; holds corresponding to every
P; € Z*, and where dF'(x) + M (z) = B(z). We also note that in ITa ¢, the signer S does not broadcast s,
which follows from the Claim Finally, Adv does not learn anything new about s during IIgeyeal, Since
the verification-points and the signing-polynomial are sent only to R. 0
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We next prove the unforgeability property.

Claim 4.3 (Unforgeability). If S, R are honest, | is corrupt and if R outputs s’ during ITReyeal, then s’ = s
holds, except with probability at most ‘Fﬁl

Proof. Let H be the set of honest parties in P and let Z* be the set of corrupt parties. Since R outputs s’
during I1Reyeal, it implies that during I1ah, the variable authCompIetedS'ﬁ,’{) issetto 1 by R, if R = P,
This further implies that S has broadcasted either an OK or an NOK message during I1ayn, which further
implies that | has broadcasted some blinded-polynomial B(x) during I . Now there are now two possible
cases.

— S has broadcasted NOK along with s during I1a:h: In this case, every honest party including R would
set ICSig(S, I, R, s) to s during ITauh. Moreover, during TIgeveal, the receiver R outputs s. Hence, in
this case, s’ = s holds with probability 1.

— S has broadcasted OK during TIaun: This implies that during ITaun, | had broadcasted a t-degree
blinded-polynomial B(x), along with the set SV. Furthermore, S has verified that P \ SV € Z
and B(«;) = dv; + m; holds for every verifier P; € SV. Now during Ilgeyeal, if | sends F'(x) as
ICSig(S, 1, R, s) to R, then again s’ = s holds with probability 1. So consider the case when | sends
F'(z) as ICSig(S, I,R,s) to R, where F'(z) is a t-degree polynomial such that F’( ) # F(z) and
where F’(0) = s'. In this case, we show that except with probability at most \FI 1» the verification-

point of no honest verifier from SV will get accepted by R during Ilgeyeal, With respect to F’(x).
Now assuming that this statement is true, the proof follows from the fact that in order for F”(z) to
be accepted by R, it should accept the verification-point of at least one honest verifier from SV with
respect to F/(z). This is because R should find a subset of verifiers SV’ C SV whose corresponding
verification-points are accepted, where SV \ SV’ € Z. So clearly, the set of corrupt verifiers in SV
cannot form a candidate SV'. This is because since Z satisfies the Q©®)(P, Z) condition, it satisfies
the Q?(SV, Z) condition as P \ SV € Z. This further implies that Z satisfies the Q(V)(SV’, 2)
condition as SV \ SV’ € Z. Hence, any candidate for S}’ must contain at least one honest party from
SV.

Consider an arbitrary verifier P; € H N SV from which R receives the verification-point (o, v;, m;)
during IIReyear- This point can be accepted only if either of the following holds.

e v; = F'(«;): This is possible with probability at most ‘F‘ 7. This is because F”(x) and F'(x), be-
ing distinct t-degree polynomials can have at most ¢ points in common, and since the evaluation-
point «; corresponding to P;, being randomly selected from F — {0}, will not be known to .

e dv;+m; # B(«;): This is impossible, as otherwise S would have broadcasted s and NOK during
IIauth, which is a contradiction.

Now as there could be up to n — 1 honest verifiers in SV, it follows from the union bound that except
with probability at most the polynomial F’(x) will not be accepted.

\F\ r
O

We next prove the non-repudiation property.

Claim 4.4 (Non-Repudiation). If S is corrupt and |, R are honest and if | has set ICSig(S, [,R,s) during
ITauth, then R eventually outputs s during IIreyeal, €Xcept with probability at most IFI -

Proof. Let ‘H be the set of honest parties in P and Z* € Z be the set of corrupt parties. Since | has set
ICSig(S, I, R, s) during ITa,p, it implies that that it has set the variable authCompIetedS'ﬁF’:) to 1 during
ITauth, if | = P;. This further implies that | has broadcasted a blinded-polynomial B(x), the linear combiner
d and the set SV, where B(z) = dF'(z) + M (x) and where F'(x) and M (x) are the signing and masking

polynomials received by | from S. Moreover, S has broadcasted either an OK message or an NOK message.
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Consequently, all honest parties P;, including R, eventually set authCompIetedS'ﬂ’{ ) to 1. Now there are
two possible cases.

o S has broadcasted NOK, along with s during Ilaun: In this case, all honest parties, including | and
R, set ICSig(S, I, R, s) to s during IIauh. Moreover, from the steps of ITreyeal, R outputs s during
IIReveal- Thus, the claim holds in this case with probability 1.

e S has broadcasted OK during Tauh: In this case, | sets ICSig(S, I, R, s) to F(x), where F'(0) = s.

During ITrevear, | sends F'(z) to R. Moreover, every verifier P, € H N SV eventually sends its
verification-point (a;, v;, m;) to R. We next show that except with probability at most '+, all these
verification-points are accepted by R. Now assuming that this statement is true, the proof follows
from the fact that H N SV = SV \ Z*. Consequently, R eventually accepts the verification-points
from a subset of parties SV’ C SV where SV \ SV’ € Z and outputs s.
Consider an arbitrary verifier P; € H N SV whose verification-point (v, v;, m;) is received by R
during ITgeyveal. Now there are two possible cases, depending upon the relationship that holds between
F(a;) and v; during ITp,eh.

— v; = F(a;) holds: In this case, according to the protocol steps of IIgeyeal, the point (o, v;, m;) is
accepted by R.

— v; # F(«) holds: In this case, we claim that except with probability at most Wl*‘\%l’ the condition
dv; + m; # B(a;) will hold, implying that the point (v, v;, m;) is accepted by R. This is
because the only way dv; + m; = B(«;) holds is when S distributes (o, v;, m;) to P; where
v; # F(a;) and m; # M (o) holds, and | selects d = (M (a;) —m;) - (v; — F(a;))~!. However,
S will not be knowing the random d from F \ {0} which | picks while distributing F'(x), M (x)
to |, and (o, v;, m;) to P;.

Now, as there can be up to n — 1 honest verifiers in SV, from the union bound, it follows that except
n

with probability at most F=T> the verification-point of all honest verifiers in SV are accepted by R.
O

We next derive the communication complexity of IIa,h and Ilreyeal-

Claim 4.5. Protocol IIayh incurs a communication of O(n - log |F|) bits and makes O(1) calls to Facast
with O(n - log |F|)-bit messages. Protocol IIgeyeal requires a communication of O(n - log |IF|) bits.

Proof. During ITph, signer S sends ¢-degree polynomials F'(x) and M (z) to |, and verification-points to
each verifier. This requires a communication of O(n-log |F|) bits. Intermediary | needs to broadcast B(x), d
and the set SV, which requires one call to Facast With a message of size O(n - log |F|) bits. Moreover, S
may need to broadcast s, which requires one call to Facast With a message of size O(log |F|) bits. During
ITReveal, | may send F'(x) to R, and each verifier may send its verification-point to R. This will require a
communication of O(n - log |F|) bits. O

Lemma 4.6 now follows from Claims (4. 1H4.3]

Lemma 4.6. Let Z satisfy the QB (P, Z ) condition. Then the pair of protocols (ILpyth, HReveal) satisfy the

d
following properties, except with probability at most epjcp ief mf‘l—il, where t = max{|Z|: Z € Z}.

— Correctness: If'S, | and R are honest, then each honest P; eventually sets authCompIetedgszdg )10 1

during I auh. Moreover, R eventually outputs s during IlReyeal.

— Privacy: If S, | and R are honest, then the view of adversary remains independent of s.

— Unforgeability: If S, R are honest, | is corrupt and if R outputs s' € F during IlReyeal, then s’ = s
holds.

— Non-repudiation: If S is corrupt and |,R are honest and if | has set 1CSig(S, |, R, s) during aguh,
then R eventually outputs s during IlRreyeal-
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Protocol Uayn requires a communication of O(n - log |F|) bits and makes O(1) calls to Fpcast with O(n -
log |IF|)-bit messages. Protocol UReyeal requires a communication of O(n - log |F|) bits.

Before proceeding further, we introduce certain notations for our AICP, which will be used when we use
our AICP in our statistically-secure VSS protocol.

Notation 4.7 (Notation for Using AICP). We use the following terms while invoking (IIayth, [Ireveal):

— “P; gives 1CSig(sid, P;, Pj, Py, s) to P;” to mean that P; acts as S and invokes an instance of the
protocol ITa,:, with session id sid, where P; and Py, plays the role of | and R respectively.

— “Pj receives |CSig(sid, P;, Pj, Py, s) from P;” to mean that Pj, as |, has set authCompIeted(PS;fjl%%Pk to
1 during protocol I1a, With session id sid, where P; and Py, plays the role of S and R respectively.

— “Pjreveals 1CSig(sid, P;, Pj, Py, s) to P;,” to mean P}, as |, invokes an instance of ITreyeal With session
id sid, with P; and Py, playing the role of S and R respectively.

— “Py accepts 1CSig(sid, P;, Pj, Py, s)” to mean that Py, as R, outputs s during the instance of IIreyeal
with session id sid, invoked by P; as |, with F; playing the role of S.

4.2 Statistically-Secure VSS Protocol with Q©® (P, Z) Condition

The high level idea behind our statistically-secure protocol Ilsyss (Figure is similar to that of the
perfectly-secure VSS protocol Ilpyss (see Fig @) In Ipyss, dealer Pp, on having the shares (s1, ..., sz),
sends s, to the parties in S, € S. This is followed by the parties in S, performing pair-wise consistency tests
of their supposedly common shares and publicly announcing the results. Based on these results, the parties
identify a core set C; C S, where S, \ C;, € Z, such that all the (honest) parties in C, have received the
same share s, from Pp. Once such a C, is identified, then the honest parties in C,, forming a “majority”, can
“help” the (honest) parties in .S, \ C, get this common s,. However, since Z now satisfies the Q® (P, 2)
condition, C, may have only one honest party. Consequently, the “majority-based filtering” used by the
parties in S, \ C, to get s, will fail.

To deal with the above problem, the parties in S, issue IC-Signatures during the pair-wise consistency
tests of their supposedly common shares. The parties then check whether the common share s, held by the
(honest) parties in C, is “(P;, Pj, Py )-authenticated” for every P;, P; € C, and every P, € Sy; i.e. P; holds
ICSig(P;, Pj, Py, sq). Now, to help the parties P, € S, \ C,4 obtain the common share s, every P; € C,
reveals IC-signed s, to Py, signed by every P; € C,. Since C is bound to contain at least one honest party, a
corrupt P; will fail to forge an honest P;’s IC-signature on an incorrect s,. On the other hand, an honest P;
will be able to eventually reveal the IC-signature of all the parties in C; on the share s4, which is accepted
by Pj. Protocol Ilsyss is formally presented in Fig

—[ Protocol IIsyss (S)}

— Distribution of Shares: Pp, on having input (si,...,sp), sends (dist,sid, g, sq) to all P; € S, for ¢ =
1,...,h.
— Pairwise Consistency Tests on IC-Signed Values: For each S, € S, each P; € S, does the following.

o Upon receiving (dist, sid, g, s4;) from D, give ICSig(sidgf;DI;Q), P;, P;, Py, s54;) to every P; € S, corre-
sponding to every Py, € S,, where sidl(.f;'?,;Q) = sid|| Pp]|q]|i]|7]| k.

e Upon receiving ICSig(sidgif’,;Q), P;, P;, Py, sq4;) from P; € S, corresponding to every party P, € S,
if sq; = sq; holds, then send (sender, Acast, sidgf;D’Q),OKq(i,j)) to Facast, Where sid,gf;-D’{I) =

sid|| Po ][]
— Constructing Consistency Graph: For each S; € S, each P; € P executes the following steps.
e Initialize a set C, to (). Construct an undirected consistency graph G((;) with S, as the vertex set.

e For every P;, P, € S,, keep requesting for an output from Facast With sidﬁ[”q), until an output is
received.
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e Add the edge (P}, P;) to GY if (P;, Acast, sid(PD’q) OK,(j, k)) and (P;C,Acast,sidéi'?’q),OKq(k:,j))

is received from Fpcast With 5|d§ 0.9 ang Sld( D’q) respectively.
— Identification of Core Sets and Public Announcements Pp executes the following steps to compute the
core sets.
e For each S, € S, check if there exists a subset of parties YW, C S, such that S; \ W, € Z, and the
parties in WV, form a clique in the consistency graph GqD. If such a W, exists, then assign C, := Wq
e OnceCy,...,Cp, are computed, send (sender, Acast, sidp,, {Cy }5,e5) t0 Facast, Where sidp, = sid|| Pp.
— Share computation: Each P; € P executes the following steps.
o Keep requesting for output from Facast With sid p, until an output is received.
e Upon receiving an output (sender, Acast, sidp,, {Cq}s,cs) from Facast With sidp,, wait until the parties

in C; form a clique in G, corresponding to each S, € S. For ¢ = 1,..., A, verify if S, \ C, € Z.
If the verification is successful, then proceed to compute the shares corresponding to each .S, such that
P; € S, as follows.

Po,q)

1. If P, € C, then set [s], = s,4; and corresponding to every signer P; € C,, reveal |CSIg(SIdJ in s P

P;, Py, sq;) to every receiver party P, € S, \ Cy.
2.If P, ¢ (g then wait till P ﬁnds some P; € C(C, such that P; has accepted

ICSig(sid ,f;’;q Py, Pj, P;, s4;) revealed by the intermediary P;, corresponding to every signer

Py, € C,. Then set [s]q = Sqj-

e Upon computing {[s],} p,es, . output (share,sid, Pp, {[s]¢} p,es, )-

“Similar to the protocol ITpyss, the existence of the core sets can be verified with O(poly(n, | Z|)) computational effort (see
the discussion on the computational complexity of the protocol IIpyss).

Figure 18: The statistically-secure VSS protocol for session id sid for realizing Fyss in the Facast-hybrid model

Remark 4.8. We stress that similar to the protocol IIpyss, the honest parties may not get any output in the
protocol Ilsyss, if Pp does not make public valid core sets. On the other hand, if Pp is honest, then it will
eventually get and broadcast valid core sets, since the set of honest parties will eventually satisfy all the
required conditions of valid core sets.

We next prove the properties of the protocol IIsyss, stated in Theorem [4.9]

Theorem 4.9. Let Z satisfy the Q(3) (P, Z) condition. Then Ilsyss UC securely realizes Fyss in the Fpcast-
hybrid model, except with probability | Z|-n>-eaicp, where eaicp ~ |1F| The protocol makes O(| Z|-n3) calls

10 Facast With O(n - log |F|) bit messages and additionally incurs a communication of O(|Z| - n*log |F|)
bits.

By replacing the calls to Fpacast With protocol lacast, the protocol incurs a total communication of
O(|Z| - n®log |F|) bits.

Proof. In the protocol, the dealer needs to send the share s, to all the parties in Sy, and this requires
communication of O(|Z| - nlog|F|) bits. An instance of IIa,th and IIRreveal is executed with respect to
every ordered triplet of parties P;, Pj, P, € S, leading to O(|Z] - n3) instances of ITayueh and ITreyeal being
executed. The communication complexity now follows from the communication complexity of IIa,, and
ITReveal (Claim{.5)) and from the communication complexity of the protocol IIacast.

We next prove the security of the protocol. Let Adv be an arbitrary adversary, attacking the protocol
IIsyss by corrupting a set of parties Z* € Z, and let Env be an arbitrary environment. We show the
existence of a simulator Ssyss, such that for any Z* € Z, the outputs of the honest parties and the view of
the adversary in the protocol Ilsysg is indistinguishable from the outputs of the honest parties and the view
of the adversary in an execution in the ideal world involving Ssyss and Fyss, except with probability at most
|Z]|- n3 - eaicp, where eaicp ~ % (see Lemma. The simulator is very similar to the simulator Spysg for
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the protocol IIpyss (see Fig[7)), except that the simulator now has to simulate giving and accepting signatures
on the behalf of honest parties, as part of pairwise consistency checks. In addition, for each S; € S, the
simulator has to simulate revealing signatures to the corrupt parties in S, \ C, on the behalf of the honest
parties in C,. The simulator is formally presented in Figure

—[ Simulator Ssvss]

Ssvss constructs virtual real-world honest parties and invokes the real-world adversary Adv. The simulator
simulates the view of Adv, namely its communication with Env, the messages sent by the honest parties and the
interaction with Facast. In order to simulate Env, the simulator Spyss forwards every message it receives from Env
to Adv and vice-versa. The simulator then simulates the various phases of the protocol as follows, depending upon
whether the dealer is honest or corrupt.

Simulation When P is Honest
Interaction with Fyss: the simulator interacts with the functionality Fyss and receives a request based delayed
output (share, sid, Po, {[s]¢}s,nz++0), on the behalf of the parties in Z*.

Distribution of Shares: On the behalf of the dealer, the simulator sends (dist, sid, Pp, ¢, [s]4) to Adv, corresponding
toevery P; € Z* N S,.

Pairwise Consistency Tests on IC-Signed Values:
— Foreach S; € Ssuch that S;NZ* # (), corresponding to each P; € S,NZ*, the simulator does the following.
e On the behalf of every party P; € S, \ Z* as a signer and every P, € Sy as a receiver, perform the role
of the signer and the honest verifiers as per the steps of IIa,, and interact with Adv on the behalf of
the honest parties to give ICSig(sidgif’,;Q)7 P;, P;, Py, 54;) to P;, where sq; = [s],.
e On the behalf of every P;, P, € S, as intermediary and receiver respectively, perform the role of the

honest parties as per the steps of IIauh and interact with Adv on the behalf of the honest parties, if Adv
gives the signature I(:Sig(sidl(.f;D,;q)7 P;, P;, Py, s4i) to P; on the behalf of the signer P;. Upon receiving
the signature ICSig(sidgf;D,;q), P;, P;, Py, 54;) from P, record it.

— For each S, € S and for every P;,P; € S, \ Z* the simulator simulates P; giving

ICSig(sidEl;D];Q), P, P;, Py,v) to P}, corresponding to each P, € Sy, by playing the role of the honest parties
and interaé:fing with Adv on their behalf, as per the steps of I, in the respective I1ayh instances. Based
on the following conditions, the simulator chooses the value v in these instances as follows.

e S, N Z* # (): Choose v to be [s],.

e S, N Z* = (: Pick a random element from F as v.

Announcing Results of Pairwise Consistency Tests:

— If for any S, € S, Adv requests an output from Facast With sidESD’Q) corresponding to parties P; € S, \ Z*
and P; € S, then the simulator provides the output on the behalf of Facas: as follows.

o If P; € S, \ Z*, then send the output (P;, Acast, sidgf;D’Q), OK,(i,7)).

o If P € (S N Z*), then send the output (P;,Acast, sidgﬁD’Q), OKq(4,4)), if
ICSig(sid;?'?,;q), P;, P;, Py, sq4;) has been recorded on the behalf of P; as a signer, correspond-
ing to the intermediary P; and every P, € .S, as a receiver, such that s,; = [s], holds.

— If forany S, € S and any P; € S, N Z*, Adv sends (P;, Acast, sidgﬁD’Q), OKy (4, 4)) to Facast With sidEﬁD’Q)
on the behalf of P; for any P; € S, then the simulator records it. Moreover, if Adv requests an output from
Facast With sidEED’q), then the simulator sends the output (P;, Acast, sidz(-f;[”q)7 OK,(4, 7)) on the behalf of
fAcast-

Construction of Core Sets and Public Announcement:

— For each S; € S, the simulator plays the role of Pp and adds the edge (P;, P;) to the graph GéD) over the

vertex set Sy, if any one of the following is true.

1. Pi,Pj qu\Z*.
2. IfP, € S;NZ*and P; € S, \ Z*, then the simulator has recorded (P;, Acast, sidgf;D’q), OK,(4,)) sent
by Adv on the behalf of P; to Facast With sidgﬁD’Q), and has recorded ICSig(sidl(»l;D,f), P;, P;, Py, 54i)
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on the behalf of P; as a signer and P; as an intermediary corresponding to every party P, € S, as a

receiver, such that sg; = [s], holds.

3. If P;, P; € S,N Z*, then the simulator has recorded (P;, Acast S|d§qj ,OKy(i, 7)) and (Pj,Acast,5|d§q2),
,OK,(4,1)) sent by Adv on behalf P; and P; respectively, to Facast With S|dE§D’Q) and Facast With
Sid(-RD’Q)

jé

— For each S, € S, the simulator finds a set C;, which forms a clique in G2, such that S, \ C; € Z. When Adv
requests output from Facast With sidp,, the simulator sends the output (sender, Acast, sidp,, {Cq}s,es) on
the behalf of Facast-

Share Computation: Once Cy, .. ., C, are computed, then for each S; € S, simulator does the following for every
P, € (Sy\Cy) N Z* and every P; € C, \ Z*.

— Simulate the revelation of the signature ICSig(S|d( D’Q) , Py, Pj, P;, sq1) to P; on the behalf of the intermedi-
ary P; corresponding to every signer P, € Cq, where Sqk = [8]q» by playing the role of the honest parties as
per ITreveal and interacting with Adv.

Simulation When FPp is Corrupt
In this case, the simulator Ssyss interacts with Adv during the various phases of IIsyss as follows.

Distribution of Shares: For ¢ = 1,..., A, if Adv sends (dist,sid, Pp,q,v) on the behalf of Py to any party
P; € S, \ Z*, then the simulator records it and sets s4; to v.

Pairwise Consistency Tests on IC-Signed Values:
— For each S, € S such that S, N Z* # (), corresponding to each party P; € S, N Z* and each P; € S, \ Z*,
the simulator does the following.
e If 5,; has been set to some value, then simulate giving |CSIg(SIdJ ik ,P P, Py, sq45) to Adv on the
behalf of P; as a signer, corresponding to every P, € P as receiver, by playing the role of the honest
parties as per the steps of HAuth

e Upon receiving ICSlg(Sld PZ7 Pj, Py, s4;) from Adv on the behalf of P; as a signer, corresponding

7, k ’
to P; € S as an intermediary and P}, € S, as a receiver, record ICSig(&dE?D,;Q), P, P;, Py, sqq;).

— For each S, € S, corresponding to each party P;, P; € S, \ Z*, the simulator does the f0110w1ng.

o Upon setting s4; to some value, simulate P; giving ICSlg(Sld (Po, q) , Pi, Pj, Py, s4i) to Pj, corresponding
to every receiver P, € Sy, by playing the role of the honest partles and interacting with Adv as per the
steps of ITayth.

Announcing Results of Pairwise Consistency Tests:

— If for any S; € S, Adv requests an output from Facast With Sld( jD ) corresponding to parties P; € S, \ Z*
and P; € Sq, then the simulator provides the output on the behalf of Facast as follows, if s4; has been set to
some value

o If P; € S, \ Z*, then send the output (P;, Acast, sidg;b"n7 OK,(4, 7)), if s4; has been set to some value
and s4; = s4; holds.

o If P; € S,NZ*, then send the output (P;, Acast, sidEED’Q), OK, (3, 5)). if ICSig(ydij,;q ,Pj, Pi, Pi, Sq5)
has been recorded on the behalf of P; as a signer for the intermediary P;, corresponding to every
Py, € S, as areceiver, such that s,; = s4; holds.

— Ifforany S, € S and any P; € S, N Z*, Adv sends (P;, Acast, sidgf;D’q), OK; (4, 7)) to Facast With sidE?D’q)
on the behalf of P; for any P; € S, then the simulator records it. Moreover, if Adv requests for an output
from Facast With sidl(-f;D’Q), then the simulator sends the output (P;, Acast, sidl(-f;'D’Q)7 OK, (4, j)) on the behalf
of fAcast-

Construction of Core Sets: For each S, € S, the simulator plays the role of the honest parties P; € S, \ Z* and
adds the edge (P}, P) to the graph G,(f) over vertex set S, if any one of the following is true.

o If P;, P, € S, \ Z*, then the simulator has set s,; and s, to some values, such that s;; = s¢, holds.

o If P, € S,NZ*and P, € S, \ Z*, then all the following should hold.

— The simulator has recorded (P}, Acast, sid;i[”q), OK,4(j, k)) sent by Adv on the behalf of P; to Facast

56




with Sld(PD 9.

— The simulator has recorded ICSig(S|d( ch;qu)7 Pj, Py, P, sq;) on the behalf of P; as a signer and P, as an

intermediary, corresponding to every receiver P, € S¢;
— The simulator has set s4, to a value such that s,; = 541 holds.

o If P;j,P, € S, N Z* then the simulator has recorded (Pj,Acast,sidﬁf’q),OKq(j,k)) and
(P, Acast, sid(P'?’Q) OK,(k, j)) sent by Adv on behalf of P; and Py, respectively, to Facast With sidgiD’Q)

and Facast With 5|d(PD 2
Verification of Core Sets and Interactlon with Fyss:

e If Adv sends (sender, Acast, sidp,, {Cy}s,es) t0 Facast With sidp, on the behalf of Pp, then the simulator
records it. Moreover, if Adv requests for an output from Facast With sid p, then on the behalf of Facast, the
simulator sends the output (Pp, Acast, sidp,, {Cq}s,es)-

e If simulator has recorded the sets {C,}s,es. then it plays the role of the honest parties and verifies if for
g = 1,...,h, the set C, is valid with respect to S, by checking if S, \ C, € Z and if C, constitutes a

clique in the graph G((f) of every party P, € P\ Z*. If Cy,...,C, are valid, then the simulator sends
(share, sid, Pp, {s4}s,es) to Fyss, Where s is set to s4; corresponding to any P; € C, \ Z*.

Figure 19: Simulator for the protocol Ilsyss where Adv corrupts the parties in set Z* € Z

We now prove a series of claims, which helps us to prove the theorem. We start with an honest Pp.

Claim 4.10. If Pp is honest, then the view of Adv in the simulated execution of Ilgyss with Spyss is
identically distributed to the view of Adv in the real execution of Ilgyss involving honest parties.

Proof. LetS* = =

following.

{8, €S |S,NnZ* # 0}. Then the view of Adv during the two executions consists of the

— The shares {[s],} s, cs+ distributed by Pp: In the real execution, Adv receives [s], from Pp for each
Sq € S*. In the simulated execution, the simulator provides this to Adv on behalf of Pp. Clearly, the
distribution of the shares is identical in both the executions.

— Corresponding to every S, € S* and every triplet of parties P;, P;, P, where P; € S, \ Z*,
P, € S;N Z* and P, € S, the signature ICSig(sidg.f'?k’q), P;, P;, Py, s4;) received from P; as part
of pairwise consistency tests: While P; sends this to Adv in the real execution, the simulator sends
this on the behalf of P; in the simulated execution. Clearly, the distribution of the messages learnt by
Adv during the corresponding instances of Iy, is identical in both the executions.

— Corresponding to every S, € S, every pair of parties P, P; € S, \ Z* and every P, € S, the
view generated when F; gives ICSlg(Sld,EI;Dk’Q) P;, P;, P, v)) to Pj: We consider the following two
cases.

e S, € S* : In both the real and simulated execution, the value of v is [s],. Since the simulator sim-
ulates the interaction of honest parties with Adv during the simulated execution, the distribution
of messages is identical in both the executions.

o 5 ¢ S* : In the simulated execution, the simulator chooses v to be a random element from T,
while in the real execution, v is [s],. However, due to the privacy property of AICP (Claim
, the view of Adv is independent of the value of v in either of the executions. Hence, the
distribution of the messages is identical in both the executions.

— For every S, € S and every P;, P; € S,, the outputs (P;, Acast, sud( Fo.q) ,OKg(i,7)) of the pair-

wise consistency tests, received from Fp.,o; with sid! JD’q) To compare the distribution of these
messages in the two executions, we consider the following cases, considering an arbitrary S; € S and
arbitrary F;, P; € S,.
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- P, P; € S;\ Z*: In both the executions, Adv receives (B-,Acast,sidng’q),OKq(i,j)) as the

output from Facast With Sld( Po.q),

- P e S\Z*,Pj € (SyNZ*): In both the executions, Adv receives (P;, Acast, Sld( Fo.0) ,OKq (1, 7))
as the output from Facast With Sld( Po.2) if and only if Adv gave ICS|g(5|dP'f’,3, P , P, Py, 545) on
the behalf of P; to F;, correspondmg to every P, € Sy, such that s,; = [ ] holds

— P; € (84N Z*): In both the executions, Adv receives (P, Acast, Sld(q) OK,(i, 4)) if and only if
Adv on the behalf of P; has sent (P;, Acast, Sld( Po.q) ,OK,(7,7)) to Facast with Sld( Po,2) o P;.

Clearly, irrespective of the case, the distribution of the OK messages is identical in both the executions.

— The core sets {C, } 5,cs: In both the executions, the sets C, are determined based on the OK, messages
delivered to Pp. So the distribution of these sets is also identical.

— Corresponding to every S, € S*, for every triplet of parties P;, P;, P, where P, € C, \ Z*, P; €
(Sq\ Cqy) N Z* and P, € C,, the signatures ICSig(sid,I:[Z?:]q., Py, P;, Pj, sq1;) revealed by party P; to P,
signed by party Pi: We note that the distribution of core sets C, is the same in both the executions. In the

real execution, P;, upon receiving ICSlg(Sld 1 P, P, Pj, sqi) during IIauth, checks if sy = sq; holds,

ki ]’
before adding the edge (FP;, Py) in Gg. Since Pp is honest, s4; = [s],. In the simulated execution as well,
the simulator reveals ICSig(sid/,I;[Z’.:;]7 Py, P;, Pj, sq1) to Adv, where sy, = [s]y. Hence, the distribution of
messages is identical in both executions. O

We next claim that if the dealer is honest, then conditioned on the view of the adversary Adv (which is
identically distributed in both the executions, as per the previous claim), the outputs of the honest parties are
identically distributed in both the executions.

Claim 4.11. If Pp is honest, then conditioned on the view of Adv, the output of the honest parties during
the execution of IIsyss involving Adv has the same distribution as the output of the honest parties in the
ideal-world involving Spyss and Fyss, except with probability at most |Z| - n” - eajcp, Where eajcp ~ | |

Proof. Let Pp be honest and let View be an arbitrary view of Adv. Moreover, let {s,} g,z be the shares
of the corrupt parties, as per View. Furthermore, let {s,} s,nz+=¢ be the shares used by Pp in the simulated

execution corresponding to the set S, € S, such that S;NZ* = (). Let s et Z Sq+ Z sq- Then,

SqNZ*£0 SqNZ*=0
in the simulated execution, each honest party P; obtains the output {[s],} p,cs, from Fyss, where [s]; = s,.
We now show that except with probability at most |Z| - n3 - eaicp, each honest P; eventually obtains the
output {[s],} p,es, in the real execution as well, if Pp’s inputs in the protocol Ilsyss are {s,} s, es.
Since Pp is honest, it sends the share s, to all the parties in the set .S;, which is eventually delivered.
Now consider any S, € S. During the pairwise consistency tests, each honest P, € S, will eventually

send ICSig(S|d§C D;g), Py, Pj, Py, sqi;) to all the parties P; in Sy, with respect to every receiver P, € P,
where s4, = s4. Consequently, every honest P; € S, will eventually broadcast the OK,(j, k) message,
corresponding to every honest P, € S;. This is because, by the correctness of AICP (Claim .1), P; will
receive sqk, and sg; = sq = s4 will hold. So, every honest party (including Pp) eventually receives the
OK, (4, k) messages This implies that the parties in S, \ Z* will eventually form a clique in the graph G,(f)
of every honest P;. This further implies that Pp will eventually find a set C; where S, \ C, € Z and where
C, constitutes a clique in the consistency graph of every honest party. This is because the set S, \ Z* is
guaranteed to eventually constitute a clique. Hence, Pp eventually broadcasts the sets {C,}s,es, which
are eventually delivered to every honest party. Moreover, the verification of these sets will eventually be

successful for every honest party.
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Next consider an arbitrary S, and an arbitrary honest P; € S;. If P; € C,, then it has already received the
share s,; from Pp and s4; = s, holds. Hence, P; sets [s], to s,. So consider the case when P; ¢ C,. In this
case, P; waits to find some P; € C, such that P; accepts the signature ICSig(sid;i.[fzfq), Py, Pj, P;, s4;) from
intermediary P;, corresponding to every signer P, € C, and upon finding such a P}, party P; sets [s], to s4;.
We show that except with probability at most n-eajcp, party F; will eventually find a candidate P; satisfying
the above condition. Moreover, if P; finds a candidate P; satisfying the above condition, then except with
probability at most n - eacp, the condition s4; = s4 holds. As P; can have up to O(n) candidates for Pj,
it will follow from the union bound that except with probability at most n? - ea;cp, party P; will eventually
compute [s],. Now assuming these statements are true, the proof follows from the union bound and the fact
that .S, can be any set out of | Z| subsets in S and for any S, there could be upto O(n) honest parties P; in
Sy \ Cy4. We next proceed to prove the above two statements.

Since S satisfies the Q(?)(S, Z) condition and S, \ C, € Z, it follows that Z satisfies the Q1) (C,, Z)

condition and hence C, contains at least one honest party, say Pj,. Consider any arbitrary P, € C,. From

the protocol steps, P, has broadcasted the OK,(h, k) after receiving ICSig(S|d§C f'f ’lq), Py, Py, P;, sq1;) from

Py, during ITauen and verifying that s, = sgp holds, where s, = s4. It then follows from Lemma

that except with probability at most eajcp, party P; will accept the signature ICS|g(S|d§qj ,E’ ’Zq), Py, Py, P, s41,)
revealed by P},. Hence, except with probability at most n-eajcp, party P; will eventually accept the signature

ICSlg(Sld,(C }?;q)’ Py, Py, P, s45) corresponding to all Py, € Cg, revealed by P,.

Finally, consider an arbitrary P; € Cy, such that P; has accepted the signature ICSig(sid,(fZ'?’i’q), Py, P;,
P;, sq;) corresponding to all P, € C,4 and sets [s], to s4;. Now one of these signatures corresponds to the
signer P, = Py,. If P; is corrupt, then it follows from Lemma that except with probability at most
eaicp, the condition sq; = s45, holds. As there can be up to O(n) honest parties P, in C, it follows that P;
will fail to reveal signature of any honest party from C, on any s,; # s4, except with probability at most
n - eaicp. Since there can be up to O(n) corrupt parties P; € Cy, it then follows from the union bound that
except with error probability n? - epicp, no corrupt party from C,4 will be able to forge the signature of any

honest party from C, on an incorrect s,,. O

We next prove certain claims with respect to a corrupt dealer. The first claim is that the view of Adv in
this case is also identically distributed in both the real as well as simulated execution. This is simply because
in this case, the honest parties have no inputs and the simulator simply plays the role of the honest parties,
exactly as per the steps of the protocol IIsyss in the simulated execution.

Claim 4.12. If Pp is corrupt, then the view of Adv in the simulated execution of IIsyss with Spyss is
identically distributed to the view of Adv in the real execution of IIgyss involving honest parties.

Proof. The proof follows from the fact that if Pp is corrupt, then Spyss participates in a full execution of
the protocol Ilsyss by playing the role of the honest parties as per the steps of IIsyss. Hence, there is a
one-to-one correspondence between simulated executions and real executions. O

We finally claim that if the dealer is corrupt, then conditioned on the view of the adversary (which
is identical in both the executions as per the last claim), the outputs of the honest parties are identically
distributed in both the executions.

Claim 4.13. If D is corrupt, then conditioned on the view of Adv, the output of the honest parties during
the execution of Ilgyss involving Adv has the same distribution as the output of the honest parties in the
ideal-world involving Spyss and Fyss, except with probability at most |Z| - n” - eajcp, Where eajcp ~ ﬁ
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Proof. Let Pp be corrupt and let View be an arbitrary view of Adv. We note that it can be found out from
View whether valid core sets {Cy}s,es have been generated during the corresponding execution of Ilsyss
or not. We now consider the following cases.

— No core sets {Cy}s,cs are generated as per View: In this case, the honest parties do not obtain any
output in either execution. This is because in the real execution of Ilsyss, the honest parties compute
their output only when they get valid core sets {C,} s, es from Pp’s broadcast. If this is not the case,
then in the simulated execution, the simulator Spyss does not provide any input to Fyss on behalf of
Pp; hence, Fyss does not produce any output for the honest parties.

— Core sets {Cy}s,es generated as per View are invalid: Again, in this case, the honest parties do not
obtain any output in either execution. This is because in the real execution of IIsyss, even if the sets
{Cq}s,es are received from Pp’s broadcast, the honest parties compute their output only when each
Cy set is found to be valid with respect to the verifications performed by the honest parties in their
own consistency graphs. If these verifications fail (implying that the core sets are invalid), then in
the simulated execution, the simulator Spyss does not provide any input to Fyss on behalf of Pp,
implying that Fyss does not produce any output for the honest parties.

— Valid core sets {C,}s,cs are generated as per View: We first note that in this case, Pp has distributed
some common share, say s, as determined by View, to all the parties in C; \ Z*, during the real
execution of IIsyss. This is because all the parties in C, \ Z* are honest, and form a clique in the
consistency graph of the honest parties. Hence, each P;, P, € C, \ Z* has broadcasted the messages
OK,y(j, k) and OK,(k, j) after checking that s;; = sg holds, where s4; and s, are the values
received from Pp by P; and P, respectively.

We next show that in the real execution of IIsyss, except with probability at most n3 - eaicp, all honest
parties in S, \ Z* eventually set [s], to s,. While this is obviously true for the parties in C, \ Z*, the
proof when P; € S, \ (Z* UC,) is exactly the same, as in Claim4.11]

Since [S| = | Z|, it then follows that in the real execution, except with probability at most n? - eaicp,
every honest party P; eventually outputs {[s], = 54} p,es,. From the steps of Spyss, the simulator
sends the shares {s,} s,¢€s to Fyss on the behalf of Pp in the simulated execution. Consequently, in
the simulated execution, Fyss will eventually deliver the shares {[s]; = s} p,es, to every honest I.
Hence, except with probability at most | Z| - n3 - eaicp, the outputs of the honest parties are identical
in both the executions.

The proof of the theorem now follows from Claims [4.T10H4.13]

4.2.1 Statistically-Secure VSS for Superpolynomial | Z|

The error probability of ITsyss depends linearly on |Z| (Theorem [4.9), which is problematic for a large-
sized Z. The reason for the error probability being dependent on | Z| is that the protocol involves Q(|Z])
probabilistic checks and during each of these checks, a party who has behaved maliciously, might remain
undetected with probability eajcp. In more detail, in each invocation of I1a,th/IIReveal, @ cheating attempt of
a malicious party is not detected with probability eajcp. As there are ©(|Z|) invocations of ITauen/TIReveal
per instance of IIsyss, the resulting error probability depends linearly on | Z|. To avoid this, we use the idea
of local dispute control to deal with detected cheaters, which was also used in the synchronous statistical
VSS protocol of [24] to deal with superpolynomial sized adversary structures. This will ensure that the error
probability of IIsyss is only n3-eaicp, irrespective of the size of Z and the number of invocations of IIgyss.

In the dispute-control framework, the parties locally discard corrupt parties the moment they are caught
cheating during any instance of IIauth/IIReveal- And once a party P; is locally discarded by some hon-
est party P;, then P; “behaves” as if P; has certainly behaved maliciously in all “future” instances of
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ITauth/IReveals irrespective of whether this is the case or not. Consequently, the adversary now will have
only a “fixed” number of attempts to cheat and the total error probability of arbitrary many instances of
ITauth/IIReveal Will no longer depend on | Z|. In the sequel, we first discuss the modifications in the AICP to
handle the disputes, followed by the modifications needed in the protocol Ilgyss.

Each party P; now maintains a list of locally-discarded parties LD which it keeps populating across
all instances of 1Ia,th and IIReveal, as soon as P; identifies any party cheating. The way P; discards parties,
it will be guaranteed that an honest P; never discards an honest party. We first present the modifications
made in the protocol ITah to locally discard parties.

Modifications in [Iah. In any instance of I1ap, if P; is present in the corresponding set of supporting
verifiers SV (i.e. P; € SV), then P; includes the corresponding signer P; of the IIah instance to LD if
both the following conditions hold.

— P; broadcasts an OK message during the Il instance;

— The linear combination dv; + m; of the verification point (v;, m;) of P; with respect to the linear com-

biner d, does not lie on the masked polynomial B(x), broadcasted by the corresponding intermediary.

The idea here is that if F; is honest and if the above conditions hold during any IIa instance, then clearly
the corresponding signer P; is corrupt. This is because if P’; was honest, then it should have broadcasted an
NOK message, after finding that the point dv; + m; does not lie on the polynomial B(x).

Once P; discards Pj, then in any pair of (ITayth, [IReveal) instance involving the signer Pj, if P is
present in the corresponding set SV, then in the IIReyea instance, instead of revealing the verification point
received from P}, party P; reveals a special publicly-known “dummy” point to the corresponding receiverm
Upon receiving the special dummy point, the receiver always accepts it, irrespective of what polynomial is
revealed by the corresponding intermediary.

The above modification ensures that if in any instance of Il involving a corrupt signer P; and an
honest intermediary, if P; distributes an inconsistent verification point to an honest verifier P; from the cor-
responding SV set and still broadcasts an OK message during ITah, then except with probability epcp, the
signer will be locally discarded by the verifier P;. From then onward, in all the instances of (IIauth, [IReveal )
involving the signer P;, if the verifier P; is added to the SV set, then verification point revealed by the verifier
P; during IlReveal Will always be considered as accepted, irrespective of what verification point it actually
receives from the signer. We stress that the above modification does not help a corrupt intermediary to forge
an honest signer’s signature towards an honest receiver, with the help of potentially corrupt verifiers.

Modifications in [Ige.ea. We next discuss the modifications needed in the protocol Ilreyes to handle
disputes. Consider an instance of IIgeyeal, Where P; is the receiver. If P; is sure that the corresponding
intermediary P; has tried to forge an incorrect signature, then P; adds P; to £D% . From then onward,
in any instance of Ilreveal involving P; as intermediary and F; as the receiver, P; rejects the IC-signature
revealed by P, irrespective of what data is revealed by P;.

To check whether P; has tried to forge an incorrect signature or not during an instance of IIreyeal, party
P; has to be sure that it has not accepted the verification-point of some honest verifier belonging to the
corresponding set SV. To achieve this goal, P; now additionally checks during Ilgeyes if there exists a
subset of verifiers SV’ C SV, where SV \ SV” € Z, such that the verification-points received from all the
parties in SV are not accepted. If such a subset SV exists, then clearly the intermediary P; has cheated,
since the subset V" is bound to contain at least one honest verifier. And if the verification point of an
honest verifier is not considered as accepted, then clearly P; is corrupt.

The above modification ensures that if in any instance of IIreyeal involving an honest signer, a corrupt
intermediary P; and an honest receiver P;, if P; tries to reveal an incorrect signature during IIgeyeal, then

'5This dummy point serves as an indicator for the receiver that P is in conflict with P;.
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except with probability eajcp, the intermediary P; will be locally discarded by the receiver F;. And from
then onward, in all the instances of (ITayth, ITReveal), involving P; as the intermediary and P; as the receiver,
the signature revealed by P; during Ilreyeal Will always be rejected, irrespective of what data is actually
revealed by P;.

Modifications in Ilsyss. Recall that in our modified 11a, protocol, an honest verifier will be able to
locally catch and discard a corrupt signer, only when the signer broadcasts an OK message during ITayth,
even after distributing an inconsistent verification point to the verifier. Taking this into account, we make the
following modifications in the IIsyss protocol, when parties exchange the signed versions of the supposedly
common share during the pairwise-consistency tests, where the parties now invoke instances of the modified
ITauth protocol to verify the consistency of the data distributed by the underlying signer parties. Consider
an arbitrary ordered pair of parties (P;, P;). If Pj, P; € S, then during the pairwise consistency test
corresponding to Sy, party P; broadcasts an OK, (7, j) message, only if P; finds both the following conditions
to be true with respect to P;.

— The signed value s,; received by FP; from P; is the same as the value s,; received from the dealer.

— In all the instances of I1a,:, Where P; plays the role of the signer and FP; plays the role of the interme-

diary, party P; has broadcasted only OK messages

The rest of the protocol steps of IIsyss remains as it is. The above modifications in ITa,ih, IIReveal, along
with the way pairwise consistency tests are now performed in the IIsysg protocol, it will be ensured that if
a corrupt signer party P; in any core set C, gives an incorrect verification-point to any honest verifier P,
with respect to any honest intermediary P, € C4, during any instance of I, then P; will be caught and
locally discarded by P;, except with probability eaicp. And from then on, P; will not have any chance of
cheating the verifier P; in any IIa, instance. By considering all possibilities for a corrupt signer and an
honest verifier and an honest intermediary, it follows that except with probability at most n? - eacp, the
verification-points of all honest verifiers will be accepted by every honest receiver during all the instances
of IlReveal in any instance of IIsyss. And consequently, except with probability at most n3 - eaicp, the
signatures revealed by all honest intermediary parties will always be accepted.

On the other hand, if any corrupt intermediary P; in any core set C, tries to forge the signature of an
honest signer P, from C, to any honest receiver P;, then except with probability eajcp, P; will be discarded
by P;. And from then on, F; will always reject any signature revealed by P;. Hence, by considering
all possibilities for a corrupt intermediary, honest signer and honest receiver, it follows that except with
probability at most n> - epcp, no corrupt intermediary will be able to forge an honest signer’s signature to
any honest receiver in any instance of Ilsyss.

Based on the above discussion, we state the following lemma.

Lemma 4.14. The modified Tsyss has an error probability of n> - epcp, independent of the number of
invocations.
4.3 Statistically-Secure Multiplication Protocol

We next proceed to design our statistically-secure multiplication protocol with Q(3) (P, Z) condition, which
will be used in our statistically-secure pre-processing phase protocol. We first start with a non-robust opti-

'"Recall that in the original ITsyss protocol, apart from checking the pairwise consistency of the signed s,; and s, party does
not check for anything additional, for broadcasting the OK (i, 7) message. Specifically, if P;, P; € S, then while receiving
the signatures ICSig(sid;if’*’Q), Pj, P;, %, sq;) from Pj, party P; as an intermediary, does not care whether P; as a signer has
broadcasted OK or NOK during the underlying ITa.h instances. But now in the modified protocol, along with Sy, for every other
subset S, € S where P;, P; € Sy, in all the instances of IIaun involving P; as the signer and P; as the intermediary, P; checks
whether P; has issued the required signatures to P; and that too, by broadcasting OK messages in the underlying IIauh instances,

while giving signatures to P;.
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mistic multiplication protocol.

4.3.1 The Basic Multiplication Protocol

Our starting point is the basic multiplication protocol of [24] in the synchronous setting. The protocol takes
[a], [b], along with a set of globally-discarded parties GD which are guaranteed to be corrupt, and outputs
[c]. In the protocol, each summand [a],[b], is assigned to a publicly-known designated party from P \ GD.
Every designated summand-sharing party then secret-shares the sum of all the assigned summands, based
on which the parties compute [c]. If no summand-sharing party behaves maliciously, then ¢ = ab holds.

Similar to IToptmurt, the main challenge while running the above protocol in the asynchronous setting is
that a potentially corrupt summand-sharing party may never share the sum of the summands assigned to it.
To deal with this issue, similar to what was done for Iloptmuit, We ask each party in P\ GD to share the sum
of all possible summands it is capable of, while ensuring that no summand is shared twice. The idea here is
that since Z now satisfies the Q3 (P, Z) condition, for every summand [a],[b],, the set (S, N S,) \ GD is
guaranteed to contain at least one honest party who will share [a],[b],. Based on this above idea, we design
a protocol Ilg,sicmuie Which is executed with respect to a set GD, and an iteration number iter. The protocol
is almost the same as the protocol Ilgpimule, €Xcept that it does not take any subset Z € Z as input
Consequently, the various dynamic sets and session ids maintained in the protocol will not be annotated
with Z (unlike the protocol Iloptmuit)-

The protocol proceeds similar to how Ilopimule (Fig @[) does for the perfect setting. In the protocol,
each party in P \ GD shares the sum of all the summands it is capable of sharing. The protocol proceeds
in “hops”, and a distinct summand-sharing party is selected in each hop. While voting for a candidate
summand-sharing party, the parties ensure that the candidate has indeed secret shared some sum, that it was
not selected in an earlier hop, and this it is not a part of GD (see Fig[20|for the formal details).

—[ Protocol Ilgascvur (P, Z, S, [al, [b], GD, iter)}

— Initialization:
® SISiter = {(P; @) }prg=1,...|5/5
o Selectedier = 0
e hop=1,;
e Corresponding to each P; € P\ GD, SISI(tJe)r ={(p,9)}pes,ns,-
— While SIS;ier # @, do the followmg
(4)

e Sharing Summands: Same as in Ilopmuir, except that P; randomly secret-shares c.., =
Z [a],[b]4 by calling Fyss with sidnep ; =l sid||hop||i, provided P; ¢ Selectediter.

(p,q)€SIS.?)
o Selecting Summand-Sharing Party Through ACS: Same as in Iopemuie, €xcept that (vote, sidnop,j, 1)

is sent to Fapa with sidnep ; corresponding to any P; € P, if all the following hold:

- Pj ¢ GD;

— P; ¢ Selectedii; and

— An output (share, sidhop,j, Pj, {[ci(t]e)r]q} p,es, ) is received from Fyss with sidyop, j, corresponding to

the dealer P;.
If P; is selected as common summand-sharing party for this hop, then update the following.
— Selectediter = Selected.ter U{Pp;}.

— SISiter = SlSiter \ SISY

|ter

— VP, € P\ {GD U Selectedite, }: SIS = 15\ 5150).
— hop = hop + 1.
'8This is because there may not be any honest party in the set (S, N S,) \ Z, possessing the shares [a], as well as [b],, who can
secret-share the summand [a], [b]4, since we are now working w1th the Q(d)( , Z) condition.
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— For every P; € P\ Selectedit, participate in an instance of IIperpersh With public input 9 = 0.

— Output: Output {[ci(t?r]q, cee [ci(tzz]q, [Citer|q } Pi€ S, » WheTe Citer def ci(t?r + ...+ )

iter *

Figure 20: Non-robust basic multiplication protocol in the (Fyss, Faga )-hybrid model for session id sid. The above
code is executed by every party P;

We next formally prove the properties of the protocol Ilg,gicmule- While proving these properties, we

will assume that Z satisfies the Q%) (P, Z) condition. This further implies that the sharing specification

S =(5,...,5) = {P\ Z|Z € Z} satisfies the Q) (S, Z) condition. Moreover, while proving these

properties, we assume that no honest party is ever included in the set GD. Looking ahead, the latter condition
will be ensured in our next protocol IIrandmultcl, Where Ilgasicmult 1S used as a subprotocol and where the
set GD is maintained. We first show that the intersection of any two sets in S contains at least one honest
party outside GD.

Claim 4.15. Forevery Z € Z and every ordered pair (p, q) € {1,...,h}x{1,..., h}, theset (S,NS,)\GD
contains at least one honest party.

Proof. From the definition of the sharing specification S, we have S, = P \ Z, and S, = P\ Z,, where
Zp, Zq € Z. Let Z* € Z be the set of corrupt parties during the protocol Ig,sicmue. Now, S, NSy =
(P\Z,)N(P\ Z;) =P\ (Z,U Z,). This means that (S, N .S;) U Z,U Z, = P.If (S, N S,;) C Z*, then
P C Z*UZ,U Z,. This is a violation of the Q) (P, Z) condition, and hence, S, N S, contains at least one
honest party. Since GD contains only corrupt parties, (S, N Sq) \ GD contains at least one honest party. [

We next claim a series of properties related to protocol Ilgasicmule Whose proofs are almost identical to
the proof of the corresponding properties for protocol Ilopimure. Hence, we skip the formal proofs.

Claim 4.16. For any iter, if all honest parties participate during the hop number hop in the protocol
Mgasiemuit (P, Z,'S, [a], [b], iter), then all honest parties eventually obtain a common summand-sharing party,
say Pj, for this hop, such that the honest parties will eventually hold [cl(t]gr] Moreover, party P; will be dis-
tinct from the summand-sharing party selected for any hop number hop’ < hop.

Proof. The proof is identical to that of Claim [3.11] except that we now use Claim to argue that for
every ordered pair (p, ¢) € SISiter, there exists at least one honest party in (S, N S,) \ GD, say Py, who will
have both the shares [a], as well as [b;] (and hence the summand [a],[b],). O

Claim 4.17. In protocol Ilg,sicmule, all honest parties eventually obtain an output. The protocol makes
O(n?) calls to Fyss and Faga.

Proof. The proof is similar to that of Claim[3.12 0

Claim 4.18. During protocol Ilg,sicmurt, Adv learns nothing about a and b.

Proof. The proof is similar to that of Claim [3.14] O
Claim 4.19. In Ig,gicmurt, if no party in P \ GD behaves maliciously, then for each P; € Selectedite,, the
condition ¢t = Z [a][b]4 holds, which further implies that ¢ = ab holds.

(p.a)ESIS{L,
Proof. The proof is similar to that of Claim[3.13 O

Lemma[4.20l now follows from Claims 4.19
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Lemma 4.20. Let Z satisfy the Q) (P, Z) condition and let S = (S1,...,S,) = {P\ Z|Z € Z}.
Consider an arbitrary iter, such that all honest parties participate in the instance gasicmuit(P, Z, S,

[a], [b],GD,iter). Then all honest parties eventually compute [cie,] and [ci(tle)r], ce [C.(t?r] where Citer =
Cior + ...+ i, provided no honest party is ever included in the GD. If no party in ehaves
() () provided no h ' included in the GD. | in P\ GD beh

maliciously, then citer = ab holds. In the protocol, Adv does not learn any additional information about a
and b. The protocol makes O(n?) calls to Fyss and Fapa.

We claim another property of IIgasicmurt, Which will be useful later while analyzing the properties of
IIRandMultcl, where Ilgasicmult 18 used as a sub-protocol.

Claim 4.21. For any iter, if P; € Selectedi, during the instance Ilg,sicmule (P, Z, S, [al, [b], GD, iter), then
P; ¢ GD.

Proof. The proof is similar to that of Claim O

We finally end this section by discussing the modifications to the protocol Ilgasicmuie for handling M
pairs of inputs.

Protocol Ilggicmuie for M pairs of inputs. Protocol Ilg,gicmuir can be easily modified if executed with
input {([a9], [6®)])}s=1. . The modifications will be along similar lines to those done for opemult-
Consequently, there will be O(n? M) calls to Fyss, but only O(n?) calls to Fapa.

4.3.2 Protocol IIr,ngmuitc) for Detectable Random-Triple Generation

Based on Ilg,gicmult, we design a protocol IIrandmultct, Which takes as input an iteration number iter and
an existing set of corrupt parties GD. If no party in P \ GD behaves maliciously, then the protocol outputs
a random secret-shared multiplication-triple [aiter], [Diter], [Citer]- Else, except with probability ﬁ, the par-
ties update GD by identifying at least one new corrupt party among P \ GD. The protocol is based on a
synchronous protocol from [24] with similar properties.

In the protocol, the parties first generate secret-sharing of random values diter, biter, bi’ter and 7jter. While
aiter and bite, are the candidate pair of values for the multiplication triple returned by IIrandmultct, the values
b... and rit, are used to identify if any cheating has occurred. Two instances of Ilgasicmuie With inputs

iter
[aiter] [Diter] and [@iter], [Dl;e,] are run to obtain [citer] and [c/,.,| respectively. The parties then reconstruct

iter
the “challenge” riter and publicly check if [Giter|(Titer [Diter] + [Vite,]) = (Titer[Citer] + [Cite,]) holds, which
should be the case if no cheating has occurred during the instances of Ilgasicmui- If the condition holds,
then the parties output [aiter|, [Diter], [Citer], Which is guaranteed to be a multiplication-triple, except with

probability ﬁ. Otherwise, the parties proceed to identify at least one new corrupt party by reconstruct-
ing [aiter), [Diter|, [biter)s [Citer], [Cite,) and the sum of the summands shared by the various summand-sharing
parties during the instances of IIgasicmult-

Protocol IIgandmuitct 1s formally presented in Fig

—[ Protocol Ilg.ngmuicc (P, Z.S,GD, iter)}

— Generating Secret-Sharing of Random Values: The parties jointly generate [aiter], [Diter], [0

/
where diter, biter, biter

i/ter] and [riter] ’

and rite, are random from the view-point of Adv, by using a similar procedure as in
HperTriples- For this, each P; € P acts as a dealer, picks random ol bl p® ri(tle)r

iter? “iter? Yiter?
random [ai(;)r}, [bi(tzgr], [bllt(;)] and [ri(tgr], by making calls to Fyss. The parties then agree on a common subset

of parties CS through ACS as in Ilperrriples, such that P\ CS € Z and for each P; € CS, the honest parties

from F and generates
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eventually hold [a{)], [b)], (5] and [r")]. The parties then set

def i def i def ] def
aned N 0D] el €T DL W] E ST )] and e EOST L

P;eCs P;eCS P;eCS P;eCs

— Running Multiplication Protocol and Reconstructing the Random Challenge:

e The parties participate in instances Igasicmuit (P, Z, S, [aiter], [biter], GD, iter) and Mgasicmure (P, Z,S,

[aiter], [Vle, ], GD, iter) to get outputs {[c\)], ..., [ckn)], [cier]} and {[0], .., [h], [che,]} respec-

tively. Let Selectediter,. and Selectediter, .- be the summand-sharing parties for the two instances respec-

tively. Moreover, for P; € Selectediter ., let SISI(tJer . be the set of ordered pairs of indices corresponding

to the summands whose sum has been shared by P; during the instance gasicmuie (P, Z, S, [Giter], [biter],

gD, iter). Similarly, for P; € Selecteditr,c, let SISIter .- be the set of ordered pairs of indices corre-
sponding to the summands whose sum has been shared by P; during the instance Igasicmue (P, Z, S,
[iter], [biyer, G, iter).
e Once the parties obtain their respective outputs from the instances of IIg,sicmurt, they participate in an
instance of ITperec With shares corresponding to [rite], to reconstruct rite, .
— Detecting Errors in Instances of IIgagcmule:

e The parties locally compute [ejier] def Titer [biter] + [Dlrer

with shares corresponding to [€jier], to reconstruct ejie,.

| and then participate in an instance of Ipe/Rec

e The parties locally compute [dite] def Eiter [Qiter] — Titer[Citer] — [Cle,] and then participate in an instance
of Ilpe,rec With shares corresponding to [dite], to reconstruct djte,-

e Output Computation in Case of Success: If diio, = 0, then every party P; € P sets the Boolean

variable ﬂagi(tle)r = 0 and outputs {([Giter]q, [Diter]q: [Citer]q) } P,e5, -

— Cheater Identification in Case of Failure: If di., # 0, then every party P; € P sets the Boolean

variable flagi(tie)r = 1 and proceeds as follows.
e Participate in instances of Ilpe;Recshare t0 reconstruct the shares {[aiter]q, [biter]gs [Biser] ¢ } 5,5 and in

(1) (n) /(1) /(n)
instances of Ilperrec 1O TECONSITUCE Cjyeyy - - - 5 Civer s Citer - - + » Citer -

o Set GD = GD U {P;}, if P; € Selectediter,c U Selectediter - and the following holds for P;:

Titer - clter + clter 7 Titer - Z [aiter]p[biter}q + Z [aitef}P[bi/ter](J'

(p,q)€sISt) (p,q)esISt?

iter, ¢ iter, ¢

Figure 21: Detectable triple generation protocol in the (Fyss, Faga)-hybrid model

We now formally prove the properties of the protocol IIrangmuirci- While proving these properties,

we will assume that Z satisfies the Q(3)(P, Z) condition. This further implies that S = (S, ..., S}) =

{P\ Z|Z € Z} satisfies the Q) (S, Z) condition.

We first claim that the honest parties eventually compute [aiter|, [Diter], [Dlye,] and [Titer]

|ter]

Claim 4.22. Consider an arbitrary iter, such that all honest parties participate in the instance IIrandmureci (P,
Z.S,GD, iter), where no honest party is present in GD. Then the honest parties eventually compute

[aiter]7 [biter]a [blter] and [ |ter]-
Proof. The proof is similar to the proof of Claim [3.37] O

We next claim that all honest parties will eventually agree on whether the instances of Ilgagicmuir in
IIRandMultct has succeeded or failed.

Claim 4.23. Consider an arbitrary iter, such that all honest parties participate in the instance IIrandmureci (P,
Z.S,GD, iter), where no honest party is present in GD. Then all honest parties eventually reconstruct a

(common) value dje,. Consequently, each honest P; eventually sets flag-(i)

vy to either O or 1.
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Proof. From Claim the honest parties eventually hold [aiter], [biter], [V

lter]
4.20), it follows that the honest parties eventually hold the outputs {[c (1)] . [c(")] [Citer] } and {[c () | P

|ter |ter
I(n
[¢;

and [riter]. From Lemma

or |» [Cire,] } from the corresponding instances of IIgasicmuie. From Lemma (3.9} the honest parties even-
tually reconstruct rj, from the corresponding instance of IIpe,rec. From the hneanty property of secret-
sharing, it then follows that the honest parties eventually hold [ejte] and hence eventually reconstruct ejier
from the corresponding instance of Ilpe,rec. Again, from the linearity property of secret-sharing, it follows
that the honest parties eventually hold [dite|, followed by eventually reconstructing djte, from the corre-
(4)

sponding instance of IIpe;rec. Now based on whether diter is 0 or not, each honest P; eventually sets flag;,.,

to either O or 1. ]

We next claim that if no party in P \ GD behaves maliciously, then the honest parties eventually hold a
secret-shared multiplication-triple.

Claim 4.24. Consider an arbitrary iter, such that all honest parties participate in the instance IIgandmutect (P,
Z.S,GD, iter), where no honest party is present in GD. If no party in P \ GD behaves maliciously, then
diter = 0 and the honest parties eventually hold ([iter|, [Diter], [Citer])» Where Citer = Giter * Diter holds.

Proof. If no party in P \ GD behaves maliciously, then from Lemma the honest parties eventually
compute [citer] and [c],.,] from the respective instances of gasicMuit, such that citer = diter - biter and /., =
iter NOIds. From Clalm - the honest parties will eventually reconstruct die,. Moreover, since
Citer = Qiter * biter and cIter = Qiter * bIter holds, the value djie, will be 0 and consequently, the honest parties

will output ([aiter], [biter], [Citer])- O

Giter - bl

We next show that if diter # 0, then the honest parties eventually include at least one new maliciously-
corrupt party in the set GD.

Claim 4.25. Consider an arbitrary iter, such that all honest parties participate in the instance IIrandmureci (P,
Z,S,3GD, iter), where no honest party is present in GD. If diter # 0, then the honest parties eventually
update GD by adding a new maliciously-corrupt party in GD.

Proof. Let djter # 0 and let Selected;ie, be the set of summand-sharing parties across the two instances of

. . d .
IIgasicmule executed in IIRanamuiicr; i.€. Selected;ier e Selectediter . U Selectediter - Note that there exists
no P; € Selectedter such that P; € GD, which follows from Claim [4.21] We claim that there exists at least
(4) /(5)

iter iter?

Titer * cl(tjer + Cltir) 7é Titer - Z [aiter]p[biter]q + Z [aiter]}?[bi/ter]q-
(P, Q)€S|S(J) (p, q)ESIS(])

iter,c iter, c!

one party P; € Selected;ter, such that corresponding to ¢;;/. and c,;, the following holds:

Assuming the above holds, the proof now follows from the fact that once the parties reconstruct djter 7#
0, they proceed to reconstruct the shares {[Giter]q, [biter]qs [0 }s,es through appropriate instances of

IIperRecShare and the values cl(tle)r, e ci(t?r, C:t(elr) e ft(er) through appropriate instances of IIperec. Upon
reconstructing these values, party P; will be eventually included in the set GD. Moreover, it is easy to see

that P; is a maliciously-corrupt party, since for every honest P; € Selectedii, the following conditions

hold:
Ci(tje)r = Z [Giter|p[biter];  and C./t(iz = Z [aiter]p[bfter](r
(p, q)ESIS(J) (p, q)GSIS(]) ,

iter,c iter,c

|ter]
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We prove the above claim through a contradiction. So let the following condition hold for each P; €
Selected;ier:

Titer Ci(tje)r + C:t(ir) = Titer Z [aiter]p[biter]q + Z [aiter]p[bi,ter]Q'
(p.a)€SISY) . (p.)€sIS)

iter,c/

Next, summing the above equation over all P; € Selected;tr, we get that the following holds:

Z Titer - Ci(tjgr + Cllt(ir) = Z Titer * Z [aiter]p[biter]q + Z [aiter]p[bfter](r

P; €Selected;ier ID]'ESe|eCtediter (p7q)ES|S_(tJe;) (p,q)€S|S_(j)

r,c iter,c/

This implies that the following holds:

Titer * Z Ci(tjgr + Cft(ir) = Titer * Z Z [aiter]p[biter]q + Z [aiter]p[bfter]Q‘

PjGSeIectediter Pj €Selectediter (p,q)ESIS-w (p,q)€S|S_(j)

iter,c iter,c/

/

/
Now based on the way Giter, iter; bipers Citer and Cjyq,

are defined, the above implies that the following holds:
Titer * Citer T Cfter =T - Giter * Diter + Giter - bi,ter

This further implies that

/ /
Titer * Citer T Citer — (Titer : biter + biter) * Qiter
. . def ’ . .
Since in the protocol ejter = Titer * biter + bjyq,» the above implies that
/ /
Titer * Citer T Citer = Eiter * Qiter = Eiter * Qiter — Titer * Citer — Citer — 0 = diter = 07

. . def
where the last equality follows from the fact that in the protocol, diter = Eiter - Giter — Titer * Citer — Ciger-
However dijte, = 0 is a contradiction, since according to the hypothesis of the claim, we are given that
diter 7é 0. L]

We next show that if the honest parties output a secret-shared triple in the protocol, then except with
probability Ifll’ the triple is a multiplication-triple. Moreover, the triple will be random for the adversary.

Claim 4.26. Consider an arbitrary iter, such that all honest parties participate in the instance ITrandmuieci (P,
Z.S,GD, iter), where no honest party is present in GD. If diter = 0, then the honest parties eventually output
([aiter], [Diter], [Citer])» Where except with probability ﬁ, the condition Cjter = Giter - biter holds. Moreover,
the view of Adv will be independent of (aiter, biter, Citer)-

Proof. Let dite, = 0. Then from the protocol steps, the honest parties eventually output ([aiter], [biter], [Citer])-

def , def ’ .
In the protocol diter = €iter - Giter — Titer * Citer — Citers WHETE €iter = Titer * biter + Dite,- Since diter = 0 holds,

it implies that the honest parties have verified that the following holds:
Titer(aiter - biter — Citer) = (Cfter — Qiter * b{ter)-

We also note that i, Will be a random element from F and will be unknown to Adv till it is publicly
reconstructed. This simply follows from the fact there will be at least one honest party P; in the set CS, such
that the corresponding value ri(,fe)r shared by P; will be random from the view-point of Adv. We also note that
Titer Will be unknown to Adv, till the outputs for the underlying instances of Ilg,sicmure are computed, and
the honest parties hold [citer| and [¢f,,]. This is because in the protocol, the honest parties start participating
in the instance of IIpe rec to reconstruct rjter, only after they obtain their respective shares corresponding to
[citer] and [cf,.,]. Now we have the following cases with respect to whether any party from P \ GD behaved
maliciously during the underlying instances of IIgasicmult-
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— Case I: Citer = Giter * biter and Ci,ter = Qiter + b
triple.

— Case II: Citer = Giter * biter, DUt ¢, # aiter - b, — This case is never possible, as this will lead to the
contradiction that iter (Giter * Diter — Citer) 7 (Clyey — Giter - blyo,) holds.

— Case IIL: cjter # Giter - biter, but c{ter = Qjter* b{ter — This case is possible only if 7, = 0, as otherwise
this will lead to the contradiction that Titer (Giter - biter — Citer) # (Chey — Giter - Uye,) holds. However,
since rijter 1S a random element from F, it implies that this case can occur only with probability at most

ey — In this case, (Giter, biter, Citer) is @ multiplication-

iter

1
7

- C‘a‘lse IV: Citer # Giter - biter as well as ¢/, # diter - U, — This case is possible only if 7iter =
(Clrer — Giter - Ulyor) - (Giter - biter — Citer) "', as otherwise this will lead to the contradiction that 7ier (Giter -

biter — Citer) 7 (Clyey — Qiter - blye,) holds. However, since riter is a random element from F, it implies

that this case can occur only with probability at most Wll'
Hence, we have shown that except with probability at most Tl\’ the triple (aiter, iters Citer) 1S @ multiplication-
triple. To complete the proof, we need to argue that the view of Adv in the protocol, will be independent of
the triple (Giter, Diter, Citer)- For this, we first note that ajier, biter and bi’ter will be random for the adversary.
The proof for this is similar to that of Claim [3.39 and follows from the fact that there will be at least one
honest party P; in CS, such that the corresponding values ai(t]e)r, bi(tjgr and bllt(éz shared by P; will be randomly
distributed for Adv. From Lemma Adv learns nothing additional about diter, biter and b7, during the
two instances of I1g,sicmult. While Adv learns the value of ejter, Since bi’ter is a uniformly distributed for Adv,
for every candidate value of b/, from the view-point of Adv, there is a corresponding value of bjte, consistent
with the ejie, learnt by Adv. Hence, learning eji, does not add any new information about (aiter, biter, Citer )
to the view of Adv. Moreover, Adv will be knowing beforehand that dj., will be 0 and hence, learning this

value does not change the view of Adv regarding (aiter, iter; Citer )- O

We next derive the communication complexity of the protocol IIrandmultcl-

Claim 4.27. Protocol Ilrangmuicct requires (’)(n2) calls to Fyss and Faga, and additionally incurs a com-
munication of O(|Z| - n3log |F|) bits.

Proof. Follows from the communication complexity of the protocol Tlgsicmure (Claim and the fact
that if dite, # 0, then the parties proceed to publicly reconstruct O(n) values through instances of IlperRrec
and publicly reconstruct O(|S|) number of shares through instances of IIperRrecShare, Where |S| = | Z] for our
sharing specification S. 0

The proof of Lemma |4.28|now follows from Claims [4.2214.277

Lemma 4.28. Let Z satisfy the Q) (P, Z) condition and let S = (S1,...,5,) = {P\ Z|Z € Z}.
Consider an arbitrary iter, such that all honest parties participate in the instance ranamurci(P, Z, S,
GD, iter), where no honest party is present in GD. Then each honest P; eventually sets ﬂagi(tzgr to either (
or 1. In the former case, the honest parties output (|Giter|, [biter], [Citer]), Such that with probability at least
1-— ﬁ, the condition Citer = Giter - biter holds. Moreover, the view of Adv will be independent of the triple
(Giters Diters Citer)- In the latter case, the honest parties will eventually include at least one new maliciously-
corrupt party Pj to GD. The protocol makes O(n?) calls to Fyss and Faga, and additionally incurs a
communication of O(| Z| - n3log |F|) bits.

Protocol IIgangamurcct for M Triples. The extension of IIgangmuirct for generating M triples is straightfor-

ward. The parties first generate M random shared tuples {([a(g) p®

ivor)> [Dier)s [bft(Q])}gle and a single random

challenge [riter]. The parties then run 2M instances of IIgasicmuie to compute {([ci(tﬁgr], [cft(ﬁZ])} ¢=1,....M, fol-
lowed by probabilistically checking if all the instances of Ilg,sicmuie are executed correctly, by using the
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same rier for all the instances. If cheating is detected in any of the instances, then the parties proceed
further to identify at least one new maliciously-corrupt party and update GD, as done in IIrangmulrct- The
protocol makes O(n? - M) calls to Fyss and O(n?) calls to Fapa, and additionally incurs a communication
of O((M - |Z|-n?+ |Z|-n3)log|F|) bits.

4.4 Statistically-Secure Pre-Processing Phase Protocol

The statistically-secure pre-processing phase protocol Ilse,¢Triples proceeds in iterations, where in each iter-
ation an instance of IIrandmulect 1S invoked, which either succeeds or fails. In case of success, the parties
output the returned secret-shared multiplication-triples. Else, they continue to the next iteration. As a new
corrupt party is discarded in each failed iteration, the protocol eventually outputs shared multiplication-
triples. Protocol IlstatTriples for generating a single shared multiplication-triple is formally presented in Fig
[22] The only modification to generate M secret-shared triples will be to call ITrandmutect for generating M
random triples.

—[ PrOtOCOI 1_IStatTripIes (P7 Z7 S)}

— Initialization: Parties initialize GD = () and iter = 1.
— Detectable Triple Generation: Parties participate in an instance Iranamuiect (P, Z,S, GD, iter) with session

id siditer def sid||iter. Each P; € P then proceeds as follows.

e Positive Output: If flagi(tie)r is set to 0 during the instance ranamurci(P, Z,S, GD, iter), then output the
shares {([@iter]q; [biter] > [Citer]q) } P, 5, Obtained during the instance of ITranamultci-

e Negative Output: If flagi(;)r is set to 1 during the instance Iganamuieci (P, Z,S, GD, iter), then set iter =
iter + 1 and go to the step Detectable Triple Generation.

Figure 22: A statistically-secure protocol for Fryipies With M = 1 in (Fyss, Faga)-hybrid for session id sid
We next prove the security of the protocol IlsiatTriples in the (Fyss, Fapa)-hybrid model.

Theorem 4.29. Let Z satisfy the @(3) (P, Z) condition. Then IlsatTriples UC-securely realizes Friples in
the (Fyss, Fasa)-hybrid model, except with error probability of at most I%I‘ The protocol makes O(n- M)

calls to Fyss and O(n?) calls to Faga, and additionally communicates O((M - |Z|-n3 + | Z| - n*) log [F|)
bits.

By replacing the calls to Fyss with protocol llsyss (along with the modifications discussed in Section
, protocol UsiaiTriples UC-securely realizes Friiples in the Fapa-hybrid model, except with error prob-
ability n3 - eacp. The protocol makes O(ng) calls to Faga and additionally incurs a communication of
O(M -|Z|-n"log |F|) bits.

Proof. The communication complexity and the number of calls to Fyss and Faga simply follow from the
communication complexity of IIrandmuitci and the fact that there might be O(n) instances of IIrandMultcy in
the protocol. This is because from Lemma [4.28] if any instance of IIrandmuict fails, then at least one new
corrupt party is globally discarded and included in GD. Once all the corrupt parties are included in GD,
then from Claim[zr_ﬂ[, the next instance of IIrandmurtc 1S bound to give the correct output.

We next prove the security. For the ease of explanation, we consider the case where only one
multiplication-triple is generated in IIsiatTriples; 1.6. M = 1. The proof can easily be modified for any
general M.

Let Adv be an arbitrary adversary, attacking the protocol IlsiatTriples Dy corrupting a set of parties Z*
Z, and let Env be an arbitrary environment. We show the existence of a simulator SsiatTriples (Fig ,
such that for any Z* € Z, the outputs of the honest parties and the view of the adversary in the protocol
IIstatTriples 1s indistinguishable from the outputs of the honest parties and the view of the adversary in an
execution in the ideal world involving SstatTriples and Fviples, €xcept with probability at most %.
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The high level idea of the simulator is very similar to that of the simulator for the protocol IlperTripies
(see the proof of Theorem [3.36). Throughout the simulation, the simulator itself performs the role of the
ideal functionalities Fyss and Faga whenever required and performs the role of the honest parties, exactly
as per the steps of the protocol. In each iteration, the simulator simulates the actions of honest parties during
the underlying instance of Ilrangmuirct by playing the role of the honest parties with random inputs. Once
the simulator finds any iteration of IIgangmurtct to be successful, the simulator learns the secret-sharing of

the output triple of that iteration and sends the shares of this triple, corresponding to the corrupt parties to
FTriples> on the behalf of Adv.

—[ Simulator SStatTripIes}

SstatTriples constructs virtual real-world honest parties and invokes the real-world adversary Adv. The simulator

simulates the view of Adv, namely its communication with Env, the messages sent by the honest parties, and the

interaction with Fyss and Faga. In order to simulate Env, the simulator SsiatTriples forwards every message it

receives from Env to Adv and vice-versa. The simulator then simulates the various stages of the protocol as follows.
— Initialization: On behalf of the honest parties, the simulator initializes GD to ) and iter to 1.

— Detectable Triple Generation: The simulator plays the role of the honest parties as per the protocol and in-

teracts with Adv for an instance Iranamuici (P, Z, S, GD, iter). During this instance, the simulator simulates

the interface for Faga and Fyss for Adv during the underlying instances of Ilgasicmut, by itself performing

the role of Faga and Fyss. Next, based on whether the instance is successful or not, simulator does the

following.
o If during the instance I amuicci (P, Z, S, GD, iter), simulator has set fla gi(;)r = 0, corresponding to
any P; ¢ Z*: In this case, let ([Gier], [Eter], [Giter]) be the output of the honest parties from the instance

of TTrandmuitci- The simulator then sets { [@iter]q; [Biter|q, [Citer]q } 5,n 2+ 0 to be the shares corresponding
to the parties in Z* and goes to the step labelled Interaction with Fripjes.

o If during the instance Iranamurci(P, Z, S, GD, iter), simulator has set flagi(tie)r = 1, corresponding

to any P, ¢ Z*: In this case, the simulator sets iter = iter + 1 and goes to step labelled Detectable
Triple Generation. _

— Interaction with Friyes: Let {[a]g, [b]g, [¢]q}s,nz+0 be the shares set by the simulator corresponding to the

parties in Z*. The simulator sends (shares, sid, {[a]4, [b]4, [¢]}s,nz*0) tO Friples, on the behalf of Adv.

Figure 23: Simulator for the protocol Ilsiatriples Where Adv corrupts the parties in set Z* € Z

We now prove a series of claims which will help us to finally prove the theorem. We first show that the
view generated by SsiatTriples for Adv is identically distributed to Adv’s view during the real execution of
HStatTripIes-

Claim 4.30. The view of Adv in the simulated execution with SpeTriples is identically distributed as the view
of Adyv in the real execution of IIs¢atTriples-

Proof. In both the real as well as simulated execution, the parties run an instance of IIrandmuirc) for each

iteration iter, where in the simulated execution, the role of the honest parties is played by the simulator,
including the role of Fyss and Faga. Now, in either execution, if ﬂagi(tzgr is set to 0 during some iteration
iter corresponding to any honest P;, then from Lemma the view of Adv will be independent of the
underlying triple and hence, will be identically distributed in both the executions. Else, in both executions,
at least one new corrupt party gets discarded and the parties proceed to the next iteration. Hence, the view
of Adv in both executions is identically distributed. O

We now show that conditioned on the view of Adv, the output of honest parties is identically distributed
in the real execution of IlstatTriples involving Adv, as well as in the ideal execution involving SstatTriples and
F- Triples-
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Claim 4.31. Conditioned on the view of Adv, the output of the honest parties is identically distributed in
the real execution of Ils¢,tTriples involving Adv and in the ideal execution involving SstatTriples and Fyipless
except with probability at most ﬁ.

Proof. Consider an arbitrary view View of Adv, generated as per some execution of Ilsi¢Triples: From
Lemma in the real execution of IlstatTriples» during each iteration, all honest parties either obtain
shares of a random multiplication triple, or discard a new maliciously-corrupt party. Since |Z*| < n, it will
take less than n iterations to discard all the maliciously-corrupt parties. Furthermore, once all parties in Z*
are discarded, from Claim [4.24] the next instance of ITranamutec Will output a secret-shared multiplication-
triple for the honest parties. Consequently, within n iterations, there will be some iteration iter, such that all
honest parties P; eventually set ﬂagi(tzgr to 0 and output a secret-shared triple ([aiter], [biter], [Citer]). Moreover,
from the union bound, it follows that except with probability at most \%\’ the triple (aiter, biter, Citer) Will be
a multiplication-triple. Furthermore, from Lemma §.28] the triple will be randomly distributed over F.

To complete the proof, we show that conditioned on the shares {([Giter]q, [biter]qs [Citer]q) } S NZ* 0
(which are determined by View), the honest parties output a secret-sharing of some random multiplication-
triple in the simulated execution, which is consistent with the shares {([Giter]q; [biter]q, [Citer]q) } SyNZ*AD-
However, this simply follows from the fact that in the simulated execution, SsiatTriples Sends the shares
{([aiter)q> [biter]q [Citer]q)}sqmz*?g@ to FTriples ON the behalf of the parties in Z*, and as an output, Frriples

generates a random secret-sharing of some random multiplication-triple consistent with these shares. O
The theorem now follows from Claim 4.30/ and Claim O

S MPC Protocols in the Pre-Processing Model

The MPC protocol IIampc in the pre-processing model is standard. The parties first generate secret-shared
random multiplication-triples through Fyiples in a pre-processing phase. Each party then randomly secret-
shares its input for ckt through Fyss in an input phase. To avoid an indefinite wait, the parties agree on a
common subset of parties CS where P \ CS € Z, whose inputs are eventually secret-shared, through ACS.
The parties will eventually obtain some CS, since the set of honest parties constitute a candidate CS. Once
CS is decided, for the remaining parties the parties take a default-sharing of 0 as the corresponding input.
The next phase is the circuit-evaluation phase, where the parties jointly evaluate each gate in ckt in a secret-
shared fashion by generating a secret-sharing of the gate-output from a secret-sharing of the gate-input(s).
Linear gates are evaluated non-interactively due to the linearity of secret-sharing. To evaluate multiplication
gates, the parties deploy Beaver’s method [2f], using the secret-shared multiplication-triples generated by
Friples- Finally, the parties publicly reconstruct the secret-shared function output.

In the protocol, all honest parties may not reconstruct the function-output at the same “time” and dif-
ferent parties may be at different phases of the protocol, as the protocol is executed asynchronously. Con-
sequently, a party, upon reconstructing the function-output, cannot afford to terminate immediately, as its
presence and participation might be needed for the completion of various phases of the protocol by other
honest parties. A standard trick to get around this problem in the AMPC protocols [21} 22, [14]] is to have
an additional fermination phase, whose code is executed concurrently throughout the protocol to check if a
party can “safely” terminate the protocol with the function output.

Protocol HAMPCJ

Pre-Processing Phase

1. Send (triples, sid, P;) to the functionality Frriples.
2. Request output from Friiples until an output (tripleshares, sid, {[a(")],, [b“)],, [c(z)]q)}46{17._,1\4}7&65(1) is re-
ceived from Frriples.
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Input Phase

Once the output from Friples is received, then proceed as follows.

e Secret-sharing of the Inputs and Collecting Shares of Other Inputs:
1. Upon having the input () for the function f, randomly select the shares xgi), e ,xg) € T, subject to
the condition that z(? = xgl) +...+ ng). Send (dealer, sid;, P;, (xgz), . ,ng))) to Fyss, where
., def . .
sid; = SIC|||ZH

2. For j =1,...,n, request for output from Fyss with sid; corresponding to P;, until an output is received.
e Selecting Common Input-Providers:

1. Upon receiving (share, sid;, P;, {[z)],} p,es,) from Fyss with sid;, send (vote,sid;, 1) to Faga with

. ., d . .
sid;, where sid; =/ Sld||j
2. For j =1,...,n, keep requesting for output from Faga with sid; until an output is received.

3. Upon receiving (decide, sid;, 1) from Faga with sid; corresponding to each P; € GP; such that P\GP; €
Z, send (vote, sid;, 0) to every Faga with sid; for which no input has been provided yet.

4. Once (decide, sid;, v;) is received from Fapa with sid; forevery j € {1,...,n},setCS = {P; : v; = 1}f]

5. Wait until (share, sid;, P;, {[z\9)],} p,cs,) is received from Fyss for every P; € CS. For every P; ¢ CS,
participate in an instance of 1Ipe,pefsp With public input 0 to generate a default secret-sharing of 0.

Circuit-Evaluation Phase

Evaluate each gate g in the circuit according to the topological ordering as follows, depending upon the type of g.
o Addition Gate: If g is an addition gate with inputs z,y and output 2, then corresponding to every S, such
that P; € S, set [z], = [z]q + [y]q as the share corresponding to z. Here {[x],}p,cs, and {[y],}p,cs, are
P;’s shares corresponding to gate-inputs x and y respectively.
e Multiplication Gate: If g is the /** multiplication gate with inputs z, y and output z, where £ € {1,..., M},
then do the following:

1. Corresponding to every S, such that P; € S, set [d(*)], ) (2], — [aD], and [e*)], = [yly — 0P,

where {[z],}p,es, and {[y]q} p,cs, are P;’s shares corresponding to gate-inputs = and y respectively
and {([a9],, 6], [¢"]4)} p,es, are P;’s shares corresponding to the ¢*" multiplication-triple.

2. Participate in instances of IIperec With shares {[d©)],}p,es, and {[e],} p,cs, to publicly reconstruct
d® and e®), where d(©) “ oy~ a® and e® y —blh).

4. Upon reconstructing d© and e(?), corresponding to every Sy such that P; € S, set [z], = d® e 4
d® O], +e® - [a®], + [cP],. Set {[2]4} pes, as the shares corresponding to z.

e Output Gate: If g is the output gate with output y, then participate in an instance of Ilperec With shares
{[¥lq} Pes, to publicly reconstruct y.

Termination Phase

Concurrently execute the following steps during the protocol:

1. Upon computing the circuit-output y, send the message (ready, sid, P;, y) to every party in P.

2. Upon receiving the message (ready, sid, P}, y) from a set of parties A such that Z satisfies QM (A, Z) condi-
tion, send (ready, sid, P;, y) to every party in P.

3. Upon receiving the message (ready, sid, P;, y) from a set of parties WV such that P \ W € Z, output y and
terminate.

“The notation sid; is used here to distinguish among the n different calls to Fyss.

5The notation sid ; is used here to distinguish among the n different calls to Faga.

“The parties need not have to explicitly check if P \ CS € Z, since the way CS is computed, it will be ensured that
P\CS e Z.
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Figure 24: The perfectly-secure AMPC protocol in the (Fryiples, Fvss, Fasa)-hybrid model. The public inputs of

the protocol are P, ckt, Z and the sharing specification S = {S1,...,Sp} = {P\ Z|Z € Z}. The above steps are

executed by every P; € P

Intuitively, protocol IIampc eventually terminates as the set CS is eventually decided. This is because
even if the corrupt parties do not secret-share their inputs, the inputs of all honest parties are eventually
secret-shared. Once CS is decided, the evaluation of each gate will be eventually completed: while the
addition gates are evaluated non-interactively, the evaluation of multiplication gates requires reconstructing
the corresponding masked gate-inputs which is eventually completed due to the reconstruction protocols.
The privacy of the inputs of the honest parties in CS will be maintained as the sharing specification S is
Z-private. Moreover, the inputs of the corrupt parties in CS will be independent of the inputs of the honest
parties in CS, as inputs are secret-shared via calls to Fyss. Finally, correctness holds since each gate is
evaluated correctly. We next rigorously formalize this intuition by giving a formal security proof and show
that the protocol IIampc is perfectly-secure, if the parties have access to ideal functionalities Fyiples, Fvss
and -7:ABA-

Theorem 5.1. Protocol ampc UC-securely realizes the functionality Fampc for securely computing f (see
Fig with perfect security in the (FTyiples, FVss, FABA)-hybrid model, in the presence of a static malicious
adversary characterized by an adversary-structure Z satisfying the Q) (P, Z) condition. The protocol
makes one call to Fryiples and O(n) calls to Fyss and Fapa and additionally incurs a communication of
O(M -|Z|-n?log |F|) bits, where M is the number of multiplication gates in the circuit ckt representing f.

Proof. The communication complexity in the (Frriples; Fvss, FaBa)-hybrid model follows from the fact
that for evaluating each multiplication gate, the parties need to run 2 instances of the reconstruction protocol
[perrec-

For security, let Adv be an arbitrary real-world adversary corrupting the set of parties Z* € Z and let
Env be an arbitrary environment. We show the existence of a simulator Sapmpc, such that the output of
honest parties and the view of the adversary in an execution of the real protocol with Adv is identical to
the output in an execution with Sapmpc involving Fampc in the ideal model. This further implies that Env
cannot distinguish between the two executions. The steps of the simulator are given in Fig[25]

The high level idea of the simulator is as follows. During the simulated execution, the simulator itself
performs the role of the ideal functionalities FTviples, Fvss and Faga whenever required. Performing the
role of Fryiples allows the simulator to learn the secret-sharing of all the multiplication-triples. During
the input phase, whenever Adv secret-shares any value through Fyss on the behalf of a corrupt party, the
simulator records this on the behalf of the corrupt party. This allows the simulator to learn the function-input
of the corresponding corrupt party. On the other hand, for the honest parties, the simulator picks arbitrary
values as their function-inputs and simulates the secret-sharing of those input values using random shares,
as per JFyss. To select the common input-providers during the simulated execution, the simulator itself
performs the role of Faga and simulates the honest parties as per the steps of the protocol and Faga. This
allows the simulator to learn the common subset of input-providers CS, which the simulator passes to the
functionality Fampc. Notice that the function-inputs for each corrupt party in CS will be available with the
simulator. This is because for every corrupt party P; which is added to CS, at least one honest party P;
should participate with input 1 in the corresponding call to Faga. This implies that the honest party P; must
have received the shares P; sent to Fyss from Fyss. Since in the simulation, the role of Fyss is played by
the simulator, it implies that the full vector of shares provided by P; to Fyss will be known to the simulator.
Hence, along with CS, the simulator can send the corresponding function-inputs of the corrupt parties in
CS to Fampc. Upon receiving the function-output, the simulator simulates the steps of the honest parties
for the gate evaluations as per the protocol. Finally, for the output gate, the simulator arbitrarily computes
a secret-sharing of the function-output y received from Fapmpc, which is consistent with the shares which
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corrupt parties hold for the output-gate sharing. Then, on the behalf of the honest parties, the simulator
sends the shares corresponding to the above sharing of y during the public reconstruction of y. This ensures
that in the simulated execution, Adv learns the function-output y. For the termination phase, the simulator
sends y on the behalf of honest parties.

—[ Simulator SAMPC}

Sampc constructs virtual real-world honest parties and invokes the real-world adversary Adv. The simulator sim-
ulates the view of Adv, namely its communication with Env, the messages sent by the honest parties, and the
interaction with various functionalities. In order to simulate Env, the simulator Sampc forwards every message it
receives from Env to Adv and vice-versa. The simulator then simulates the various phases of the protocol as follows.

Pre-Processing Phase

Simulating the call to FTiles: The simulator simulates the steps of Friples by itself playing the role of Fryiples.
Namely, it receives the shares corresponding to the parties in Z* for each multiplication-triple from Adv and then
randomly generates secret-sharing of M random multiplication-triples {(5(2),5“),?:(5))}13:1,___7 M consistent with
the provided shares. At the end of simulation of this phase, the simulator will know the entire vector of shares
corresponding to the secret-sharing of all multiplication-triples.

Input Phase

e The simulator simulates the operations of the honest parties during the input phase, by randomly picking 5(?' )
as the input, for every P; ¢ Z*, selecting random shares AR ,%Ef) such that 70) = 7 + . + 37,
and setting [70)), = ), for g = 1,..., h. When Adv requests output from Fyss with sid; on the behalf of
any party P; € Z*, then the simulator responds with an output (share, sid;, P;, {{)],} p,cs,) on the behalf
of ]:VSS . ) )

e Whenever Adv sends (dealer, sid;, P;, (:cgl), . ,acgz))) to Fvss on the behalf of any P; € Z*, the simulator
records the input z() </ 2 4 4 2\ on the behalf of P; and sets [()] = (2\", ... 2\").

e When the simulation reaches the “Selecting Common Input-Providers” stage, the simulator simulates the
interface of Faga to Adv by itself performing the role of Faga. When the first honest party completes the
simulated input phase, Sampc learns the set CS.

Interaction with Fapvpc: Once the simulator learns CS, it sends the input values 2™ that it has recorded on the
behalf of each P; € (Z* NCS), and the set of input-providers CS to Fampc. Upon receiving the output y from
Fampc, the simulator starts the simulation of circuit-evaluation phase.

Circuit-Evaluation Phase

The simulator simulates the evaluation of each gate g in the circuit in topological order as follows:

o Addition Gate: Since this step involves local computation, the simulator does not have to simulate any
messages on the behalf of the honest parties. The simulator locally adds secret-sharings corresponding to the
gate-inputs and obtains a secret-sharing corresponding to the gate-output.

e Multiplication Gate: If ¢ is the £** multiplication gate in the circuit, then the simulator takes the complete
secret-sharing of the ¢*" multiplication triple (@(*), b ,¢¥)) and computes the messages of the honest parties
as per the steps of the protocol (by considering secret-sharing of the above multiplication-triple and secret-
sharing of the gate-inputs), and sends them to Adv on the behalf of the honest parties as part of the instances
of IIperrec protocol. Once the simulation of the circuit-evaluation phase is done, the simulator will know a
secret-sharing corresponding to the gate-output.

e Output Gate: Let [y] = (¥1,...,yn) be the secret-sharing corresponding to the output gate, available with
Sampc during the simulated circuit-evaluation. The simulator then randomly selects shares y, . ..,y such
thaty; + ... +y, = y and y, = y, corresponding to every S, € S where S, N Z* # (). Then, as part of
the instance of Iperrec protocol to reconstruct the function output, the simulator sends the shares {y,} 5,€8
to Adv on the behalf of the honest parties.

Termination Phase
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The simulator sends a ready message for y to Adv on the behalf of P, ¢ Z*, if in the simulated execution, P; has
computed y.

Figure 25: Simulator for the protocol ITampc where Adv corrupts the parties in set Z* € Z

We next prove a sequence of claims, which helps us to show that the joint distribution of the honest
parties and the view of Adv is identical in both the real, as well as the ideal-world. We first claim that in any
execution of IIapmpc, a set CS is eventually generated. This automatically implies that the honest parties
eventually possess a secret-sharing of M random multiplication-triples generated by Friples, as well as a
secret-sharing of the inputs of the parties in CS.

Claim 5.2. In any execution of IIampc, a set CS is eventually generated where P \ CS € Z, such that for
every P; € CS, there exists some 2U) held by P; which is eventually secret-shared.

Proof. As the proof of this claim is similar to the proof of Claim we skip the formal proof. O

We next show that the view generated by Sampc for Adv is identically distributed to Adv’s view during
the real execution of IIapmpc.

Claim 5.3. The view of Adv in the simulated execution with Sampc is identically distributed to the view of
Adv in the real execution of ITapmpc.

Proof. Itis easy to see that the view of Adv during the pre-processing phase is identically distributed in both
the executions. This is because in both the executions, Adv receives no messages from the honest parties
and the steps of Fryiples are executed by the simulator itself in the simulated execution. Namely, in both
the executions, Adv’s view consists of the shares of M random multiplication-triples corresponding to the
parties in Z*. So, let us fix these shares. Conditioned on these shares, during the input phase, Adv learns
the shares {[2()],} Pj¢z* (S,nz*)#0 during the real execution corresponding to the parties P; ¢ Z*. In the
simulated execution, it learns the shares {[:E(J g} Py ¢ 2+ (4N Z*) 40 Singe the sharing specification S is Z-
private and the vector of shares (:t:gj ), acgf) ) as well as (59 ) ,Eg)) are randomly chosen, it follows
that the distribution of the shares {[:c(j)]q}pj @7+ (S,nz+)20 as well as {[f(j)}q}pj @2+ (S,nz*)£0 18 identical
and independent of both () as well as ZU), so let us fix these shares. Since the role of Faga is played by
the simulator itself, it follows easily that the view of Adv during the selection of the set CS is identically
distributed in both the real as well as the simulated execution.

During the evaluation of linear gates, no communication is involved. During the evaluation of mul-
tiplication gates, in the simulated execution, the simulator will know the secret-sharing associated with
gate-inputs and also the secret-sharing of the associated multiplication-triple. Hence, the simulator correctly
sends the shares corresponding to the values d(©) and e®) as per the protocol on the behalf of the honest
parties. Moreover, the values d® and e will be randomly distributed for Adv in both the executions,
since the underlying multiplication-triple is randomly distributed, conditioned on the shares of the corrupt
parties. Thus, Adv’s view during the evaluation of multiplications gates is identically distributed in both the
executions.

For the output gate, the shares received by Adv in the real execution from the honest parties correspond to
a secret-sharing of the function-output y. From the steps of Sampc, it is easy to see that the same holds even
in the simulated execution, as Sampc sends to Adv shares corresponding to a secret-sharing of g, which are
consistent with the shares held by Adv. Hence, Adv’s view is identically distributed in both the executions
during the evaluation of output gate. Finally, it is easy to see that Adv’s view is identically distributed in
both the executions during the termination phase. This is because in both the executions, every honest party
who has obtained the function output y, sends a ready message for y. O
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We next claim that conditioned on the view of Adv (which is identically distributed in both the executions
from the last claim), the output of the honest parties is identically distributed in both the worlds.

Claim 5.4. Conditioned on the view of Adv, the output of the honest parties is identically distributed in the
real execution of IIapmpc involving Adv, as well as in the ideal execution involving Sampc and Fampc.

Proof. Let View be an arbitrary view of Adv, and let CS be the set of input-providers determined by View
(from Claim such a set CS is bound to exist). Moreover, according to View, for every P; € CS, there
exists some input 2@ such that the parties hold a secret-sharing of 2. Furthermore, from Claim if
P; € Z* then the corresponding secret-sharing is included in View. For P; ¢ Z*, the corresponding z*) is
uniformly distributed conditioned on the shares of (") available with Adv as determined by View. Let us
fix the 2(*) values corresponding to the parties in CS and denote the vector of values z(9), where () = 0 if
P, ¢ CS, by 7.

It is easy to see that in the ideal-world, the output of the honest parties is y, where y = f(Z). This
is because Sampc provides the identity of CS along with the inputs () corresponding to P; € (CSNZ*)
to Fampc. We now show that the honest parties eventually output y even in the real-world. For this,
we argue that all the values during the circuit-evaluation phase of the protocol are correctly secret-shared.
Since the evaluation of linear gates needs only local computation, it follows that the output of the linear
gates will be correctly secret-shared. During the evaluation of a multiplication gate, the honest parties will
hold a secret-sharing of the corresponding d*) and e(®) values, as during the pre-processing phase, all the
multiplication-triples are generated in a secret-shared fashion, since they are computed and distributed by
Friples- Since S satisfies the Q®)(S, Z) condition, the honest parties eventually get d©) and e(® through
the instances of I1pe,rec. This automatically implies that the honest parties eventually hold a secret-sharing
of y and reconstruct it correctly, as y is reconstructed through an instance of Ilpe,rec. Hence, during the
termination phase, every honest party will eventually send a ready message for y, while the parties in Z*
may send a ready message for 3/ # y. Since Z* € Z, it follows that no honest party ever sends a ready
message for y/. Hence no honest party ever outputs 3/, as it will never receive the required number of ready
messages for y//. Since the ready messages of the honest parties for y are eventually delivered to every honest
party, it follows that eventually, all honest parties receive sufficiently many ready messages to obtain some
output, even if the corrupt parties does not send the required messages.

Now let P; be the first honest party to terminate the protocol with some output. From the above ar-
guments, the output has to be y. This implies that P; receives ready messages for y from a set of parties
P\ Z, for some Z € Z. Let H be the set of honest parties whose ready messages are received by P;. It
is easy to see that H ¢ Z, as otherwise, Z does not satisfy the Q) (P, Z) condition. The ready messages
of the parties in H are eventually delivered to every honest party and hence, each honest party (including
P;) eventually executes step 2 of the termination phase and sends a ready message for y. It follows that
the ready messages of all honest parties P \ Z* are eventually delivered to every honest party (irrespective
of whether Adv sends all the required messages), guaranteeing that all honest parties eventually obtain the
output y. O

The theorem now follows from Claims [3.21{5.4] O

If Z satisfies the Q(4) (P, Z) condition, then we can replace the calls to Fryiples and Fyss with perfectly-
secure protocol Ipertriples and Ilpyss respectively and the calls to Faga with the ABA protocol of [12].
The resultant protocol then achieves perfect security in the plain model. On the other hand, if Z satis-
fies the Q(?’) (P, Z) condition, then we can replace the calls to Frriples and Fyss with statistically-secure
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protocols IlsiatTriples and Ilsyss respectively and the calls to Fapa with the ABA protocol of [1 HE The
resultant protocol then achieves statistical security in the plain model. To bound the error probability of the
statistically-secure protocol by 27, we select a finite field F such that [F| > n?2*. Based on the above
discussion, we get the following corollaries of Theorem [5.1]

Corollary 5.5. If Z satisfies the Q(4) (P, Z) condition, then Iampc UC-securely realizes Fampc in plain
model. The protocol incurs a total communication of O(M - (|Z|? - n"log [F| + | Z| - n%logn) + |Z]? -
(n'tlog [F| +n'3 - (logn + log | Z|))) bits, where M is the number of multiplication gates in ckt.

Corollary 5.6. If Z satisfies the Q® (P, Z) condition, then IIampc UC-securely realizes Fampc in the
Fasa-hybrid model with statistical security. If |F| > n®2" for a given statistical-security parameter &,
then the error probability of the protocol is at most 2%, The protocol incurs a total communication of
O(M -|Z|-n?log|F| + |Z| - (n'®log |F| +n'llogn)) bits, where M is the number of multiplication gates
in ckt.
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