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Abstract: In this paper, we investigate the cardinality, denoted by (j1, jo, j3,ja)2, of the
intersection of (Cj(f) -1)n (Cj(.j) -2)N (CJ(»? -3)N (Cj(f) —4) for j1,j2,73,74 € {0,1}, where
C(()Q),Cf) are the cyclotomic classes of order two over the finite field IFy», p is an odd prime
and n is a positive integer. By making most use of the results on cyclotomic classes of orders
two and four as well as the cardinality of the intersection (Ci(f) -1)nN (Cg) -2)N (Ci(f) —-3),
we compute the values of (j1,j2,73,74)2 in the case of p = 5, where iy,i2,i5 € {0,1}. As
a consequence, the power function 57 +2 over F5» is shown to be differentially 3-uniform

and its differential spectrum is also completely determined.
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1 Introduction

Substitution box (S-box for short) is an important nonlinear component of symmetric cryp-
tosystems. The functions used to design S-boxes should have good cryptographic properties in
order to resist various kinds of cryptanalytic attacks. Differential attack is one of the most fun-
damental cryptanalytic approaches targeting symmetric key primitives and the first statistical

attack for breaking iterated block ciphers [1].

The differential uniformity of S-boxes, which was introduced by Nyberg in [10], can be used
to measure the ability of a given function to resist the differential attack. Let F,» be the finite
field with p™ elements and Fj. denote its multiplicative group, where p is a prime and n is a

positive integer. For a function F'(z) from Fyr to Fyn, a € Fyn and b € Fpn, define

dp(a,b) = #{x € Fpn | F(x + a) — F(x) = b}.
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The differential uniformity of F'(x), denoted by Ap, is defined as
Ap = max{dr(a,b)|a € Fyn, b€ Fyn}.

If Ap =9, then F(z) is called the differentially §-uniform. A function is called perfect nonlinear
(PN for short) if Ap =1 and almost perfect nonlinear (APN for short) if Ap = 2.

Power functions with low differential uniformity have been extensively studied in the past
decades due to their strong resistance to differential attacks and low implementation cost in
hardware. For a power function F(z) = 2¢, it can be readily verified that dz(a,b) = §p(1, a%)
for any a € Fjn and b € Fyn. In order to further investigate the differential properties of power

functions, Blondeau et al. defined the differential spectrum of F(z) = z? as the multiset

S = {’LU(),'UJl, o ,U)AF},

where w; = #{b € Fpn |0p(1,b) = i} and 0 < i < Ap[2].

the differential spectrum of power functions with low differential uniformity which is useful to

It is an interesting topic to obtain

analyse the resistance of the cipher to differential attacks. Hence, the study of the differential
spectrum of power functions has attracted a lot of attention. However, it is usually a hard work
to obtain the differential spectrum for a given power function, and therefore there are only a few
classes of power functions with known differential spectrum, see Table 1 for odd characteristics.

d

Table 1: Power functions F(x) = 2% over Fpn (p is odd) with known differential spectrum

d ‘ Conditions ‘ Ap ‘ References ‘

2.3"7 +1 p =3, nis odd 4 5]

pk;l ged(n, k) =e L orpf + 1 4]

5:;111 + pﬂ% p =3(mod4), m|n, nis odd pm2+1 [4]

p* —pk+1 ged(n, k) = e, 2 is odd pe+1 8,16]
p"—3 any n <5 [13,15]
P+ 2 p>3,n=2m 4 [9]

P p=>5 4or5 [14]
5n2_1 +2 p=>5 3 This paper

Among the study of power functions with low differential uniformity, the differential unifor-

mity of F(x) = pn27_1 + 2 was discussed in [6].

Theorem 1. ([6, Theorem 3]) Let p be an odd prime and F(x) = 2%, where d = pnT_l +2. Then



the differential uniformity of F satisfies

1, ifp=3 andn is even;
Arp <4 3, ifp#3andp” = 1(mod4);
4,  otherwise.
n—1+1

Clearly, F'(z) = 25742 is affine equivalent to 22 due to ged(3"71,3" — 1) = 1. Then

n_1

the differential spectrum of 2”2 2 has been determined in [4,7]. To the best of our knowledge,
except for the case of p = 3, the differential spectrum of 2572 over F» has not been discussed

in other characteristics.

n_q
In this paper, we aim to determine the differential spectrum of 27z 12 for p = 5. To

solve this problem, we study the cardinality, denoted by (j1, jo, j3,j4)2, of the intersection of
€@ —1nE? -2 nE? —3)n (€ 1) for ji, 2,3, ja € {0,1}, where 57, ¢} are the
cyclotomic classes of order two over Fy». Consequently, the values of (ji, jo, j3,j4)2 for p =5
are determined by means of the known results on the cyclotomic number of order four and the
cardinality of the intersection of (Ci(lz) - 1n (Cg) -2)N (Ci(f) — 3), where 1,492,735 € {0,1}.
With the help of certain techniques over finite fields, we completely determined the differential

5"—1
spectrum of 2~ 2 T2 over Fyn.

2 Preliminaries

In this section, some basic results on the cyclotomic class and cyclotomic number of order
four over finite fields are given. Let p be an odd prime, n be a positive integer, and 1 denote
the quadratic multiplicative character over Fy», i.e., n(z) = 1 if x is a square, n(0) =0if 2 =0
and n(xz) = —1 if x is a nonsquare. It is well known that n(—1) = 1 if and only if p"” = 1 (mod 4)
and 7(2) = 1 if and only if p" = +1 (mod 8).

Let e and h be positive integers such that eh + 1 = p" and o be a primitive element of Fyn.

The cyclotomic class CZ.(E) in I is defined as
C) = (ot |s=0,1,---  h—1},
where 0 < i < e — 1. The cyclotomic number (i, 7). is defined as the cardinality of the set
c)=cncl —1)={zeFp|zec” andz+1ec},

where 0 < 7,5 < e — 1, the cyclotomic matrix M(®) is defined as the matrix whose entry in

position (i 4+ 1,7 4 1) is the constant (i, j)e.

The cyclotomic matrix M® is given as below, which will be useful for proving our results.



Lemma 1. ([12]) Let e = 4, s and t be integers such that p"* = s? + 4t> and s = 1 (mod 4).
Then p™ = 1 (mod4) and we have the following conditions.

(i) If h is even, i.e., p" =1 (mod38), then

A B C D
wo_| B D EE |

C E C E

D E E B

where 16A = p™ — 11 — 6s, 168 = p"™ — 3 + 25 + 8¢, 16C = p"™ — 3 + 25, 16D = p" — 3+ 25 — 8¢
and 16E = p™ + 1 — 2s.

(i) If h is odd, i.e., p" = 5 (mod8), then

A B C D
wo_| B E DB |

A E A E

E D B E

where 16A =p™" — 7+ 2s, 16B =p" +1+2s — 8¢, 16C = p" + 1 —6s, 16D = p" + 1+ 2s + 8¢
and 16E = p™ — 3 — 2s.

3 On the intersection of some particular cyclotomic classes

Let (i1,42,13)2 be defined as the cardinality of the intersection ( 1 -1)n C () -2)N (C»(Z) -3),

12 3

and (j1, jo, Js, ja)2 denote the cardinality of the intersection (C( ) -1)n (C](? 2)N (CJ(-? -3)N

(Cj(f) —4), where i1, 12,13, j1, J2, J3, Ja € {0, 1}. Clearly, we have
(i1,i2,03)2 = #{z € Fpn|n(z +1) = (=1)" fort = 1,2,3},
(1. J2:73,51)2 = #{z €Fpn|n(z+1t) = (-1)" fort =1,2,3,4}.
The values of (i1,19,13)2 for i1,1i9,i3 € {0,1} are given in the following lemma.

Lemma 2. ([11]) Let p be an odd prime, n be a positive integer. When p™ = 1(mod4), let
p" = s + 412, where s and t are integers such that s = 1 (mod 4).

(i) If p* = —1 (mod 8), then
n_7
(0,0,0)2 = (1,0,0)5 = (1,1,0)y = (1,1,1)y = 2 —
n41
(0,0,1)2 = (0,1,0)2 = (0,1,1), = (1,0,1); = 2 ;



(i) If p™ = 1 (mod 8), then

(0,0,1)2 = (0,1,0)2 = (1,0,0)2 = (1,1,1); = p’“r%’
(0,1,1)2 = (1,0,1)2 = (1,1,0)2 = (0,0,0)3 + 2 = Pnl#.
(ii) If p" = —3 (mod 8), then
(0,0.1)2 = (0,1,0)5 = (1,0,0)p = (1,1,1) = =222,
P25 +1

(07 17 1)2 = (17 170)2 = (1>O> 1)2 +1= (0a070)2 +1= 3

(iv) If p* = 3 (mod8), then (i1,i,i3)2 = L5 for all iy, ia, i3 € {0, 1}.
According to Lemma 2 and the cyclotomic number of order four, we can determine the values
of (41,72, 73, j4)2 in the case of p =5 as follows.

Theorem 2. Let p =5, s and t be integers such that s = 1 (mod4) and p" = s> + 4t>. Then

we have the following results.

(i) If n is even, then (0,0,0,0)y = E=105=39

16
"+ 6s—7
(0,0,0,1)2 = (0,0,1,0)2 = (0,1,0,0)2 = (1,0,0,0)2 = (1,1,1,1)2 = %
and (j1, j2, j3, ja)2 = L=t otherwise.
i ; "4105+1
(i) If n is odd, then (0,1,1,0)y = 7=,
" — 6541
(0,0,1,0)2 = (0,1,0,0)2 = (1,0,0,1)2 = (0,1,1,1)2 = (1,1,1,0)2 = %
and (j1, jo, j3, ja)2 = P2 otherwise.

Proof. (i) If p =5 and n is even, then n(—1) = n(2) = n(3) = 1. It can be verified that
#{z € Fpr In(z+1) = (-1)", n(z +2) = (=12, n(z +3) = (1), n(z +4) = (1)}
= #{x €Fpn 02z +2) = (-1)7, n(2z +4) = (=1)7, n(2z + 1) = (=1)%, n(2z + 3) = (—1)’*}
= #{z eFp [nBx+3) = (1), Bz +1) = (=1)7, n(3z +4) = (-1)*, n(3z + 2) = (—1)’*}
= #{x eFpn[n(dz +4) = (1), n(da + 3) = (=1)72, n(dx +2) = (—=1)%, n(dz + 1) = (-1)’*}
which implies (j1, j2, 73, J4)2 = (J3,J1, 74, J2)2 = (J2, j4, J1,J3)2 = (Ja, J3, j2, j1)2. More precisely,
we have (0,1,1,0)2 = (1,0,0,1)2 and
(070707 1)2 = (07 07 170)2 = (07 17070)2 = (1707070)2
(0,0, 1, 1)2 = (1, 0, 1,0)2 = (0,1,0, 1)2 =(1,1,0,0)
(0,1,1,1)2 = (1,0,1,1)2 = (1,1,0,1)2 = (1,1, 1,0),.



Note that 1 € (C2 —1)n (P —=2)n (P = 3) and -1 € (P —2)n (P —3)n (c? — 4).
From the definitions of (i1,1i2,43)2 and (j1, j2, J3, J4)2, we get the following equalities:

(0,0,0); = (0,0,0,0)2 4 (0,0,0,1)3 +1 = (0,0,0,0)2 + (1,0,0,0)7 + 1
(0,0,1)2 = (0,0,1,0)2+(0,0,1,1)3 = (0,0,0,1)3 + (1,0,0, 1),
(0,1,1)2 = (0,1,1,0)2+ (0,1,1,1)3 = (0,0,1,1)3 + (1,0,1,1)s
(1,1,1)2 = (1,1,1,0)3+ (1,1,1,1)3 = (0,1,1,1)g + (1,1,1, 1),

which indicates (0,1,1,0)2 = (0,0,1,1)2. By Lemma 2 (ii), we have (0,0,1)2 = (1,1,1)2 =
PE2523 and (0,1,1)2 = (0,0,0)2 + 2 = =21 This leads to (0,0,0,1)2 = (0,1,1,1)2 + 5%

It can be readily obtained that

#{rx eFp [n((z+1)(x+2)(z+3)(x+4)) = -1}

= #{z €Fpn (! —1) = ~1}

= (0,0,0,1)2 + (0,1,0,0)2 + (0,0,1,0)2 + (1,0,0,0)2
+(0,1,1,1)2 + (1,1,0,1)2 + (1,0,1,1)2 + (1,1,1,0)2

= 8(0,1,1,1)5 +2(s — 1).

(
(

Let y = 74— 1, from n(y) = —1, we have y € Cﬁlg U C:E:lg. By Lemma 1 (i), one has
" 2s—3
#{o € By |n(a = 1) = —1} = 4((1,0)4 + (3,000) = 222

due to ged(4,5™ — 1) = 4. Therefore, one gets (0,1,1,1)y = % and (0,0,0,1) =2 +65
This together with the relationships between (i1,i2,43)2 and (ji,j2,73,J4)2, we further have
(0,0,0,0)5 = £°=105=39 10 0,1,1)p = 222 and (1,1,1,1)p = 24027,

(ii) For odd n, we have n(—1) = 1, n(2) = n(3) = —1 and then
(j17j27j37j4)2 = (6(j3)76(j1)76(j4)76(j2>)2 - (6(j2)7€(j4)76(j1)76(j3))2 = (j47j37j27j1>27
where €(0) = 1 and ¢(1) = 0. This implies (0,0,0,0)2 = (1,1,1,1)2 and

(0707071)2 = (17 1707 1)2 = (1707 17 1)2 = (1707070)2
(0,0,1,0)2 = (0,1,1,1)2 = (1,1,1,0)2 = (0,1,0,0)2
(0,0,1,1)2 = (0,1,0,1)2 = (1,0,1,0)2 = (1,1,0,0),.

Obviously, 1 € (€ —1)n (€ —=2)n (P =3) and —1 € (Y —2)n (€? —3)n (€ — 4).



Similarly as the proof of (i), one has

(0,0,0)2 = (0,0,0,0)2 4 (0,0,0,1)2 = (0,0,0,0)2 + (1,0,0,0)s

(0,0,1)2 = (0,0,1,0)2 + (0,0,1,1)2 = (0,0,0,1)5 + (1,0,0,1),

(0,1,1); = (0,1,1,0)2 4 (0,1,1,1)3 = (0,0,1,1)3 + (1,0,1,1)5 + 1

(1,1,1); = (1,1,1,0)2 4 (1,1,1,1)2 = (0,1,1,1)2 + (1,1,1,1)s.
From Lemma 2 (iii), we have (0,0,1)2 = (1,1, ) = 2222523 and (0,1,1); = (0,0,0)2 + 1 =
%, which leads to (1,0,1,1)2 = (0,0,1,0)2 +

By ged(4,5™ — 1) = 4 and Lemma 1 (ii), we further have
#{$ € ]FP" |77($4 - 1) = _1} = 8(07 0, 170)2 + 2(8 - 1)7

which equals 4((1,0)4 + (3,0)s) = 222, Then (0,0,1,0)2 = =1 and (1,0,1,1)s

M. From the relationships between (i1,1i2,i3)2 and (ji, j2,J3,ja)2, one has (0,0,0,0)s =

(0,0,1,1)p = 2527 1 (1.,0,0,1)5 = 2205 and (0,1,1,0), = 205

The proof is completed. O

Remark 1. (i) Let s and t be integers such that s = 1(mod4) and p" = s* + 42, where p is
an odd prime and n is a positive integer. From [3] and [12], we know that the above conditions
determine s uniquely, and t up to sign. Similarly as the method used in [14], it can be verified

that s = ,ijo(fl)k(;c)Z% forp=5.

(i) Numerical data show that the number of different values of (ji, j2, j3,ja)2 is equal to 3
for p =5 and no less than 4 or 5 for p = 7,11,13. Thus we need more equalities to determine
the values of (ji1,j2,J2,Ja)2 for a general prime p > 5. Moreover, the calculations in the proof
of Theorem 2 rely on the characteristic p =5, and therefore new methods should be proposed to

compute the values of (j1,j2,j3,74)2 in other characteristics.

+2

4 The differential spectrum of "7+ over Fsn

,1+2

In this section, we determine the differential spectrum of >3 over Fs»n by making use of

the cardinalities of the intersections of some particular cyclotimic classes of order two.

According to the definition of differential spectrum of a power function F'(z), we have

S =3 "
w; = 1 W; = .
i=0 i=0 i =P
,1+2

Then by Lemma 2 and Theorem 2, the differential spectrum of 5 over F5» can be deter-

mined as follows.



Theorem 3. Let F(z) = z2¢ be a power function over Fsn, where d = WT_I + 2. Then the

differential spectrum of F is

pt—2s+1 9p" +145—7 p" —2s+1 p"—25+1}

{w07w17w27w3} = { 4 5 16 5 ] ) 16

if n is even, and

pt4+2s+1 9" —6s—7 p"—6s+1 p*"+10s+1
4 ’ 16 ’ 8 ’ 16

{wo, w1, wa, w3} = {

if n is odd.

Proof. To determine the differential spectrum of F(x), it is sufficient to consider the number of

the solutions of
(z+1)1—zl=b (1)
for any b € Fpn. Clearly, z = 0 gives b =1 and = = —1 gives b = —1 since d = Lgl + 2 is even.

Suppose z(x 4+ 1) # 0, then (1) becomes
(n(z + 1) = n(x))z” + 2n(z + D +n(z +1) — b= 0. (2)

Note that Fy.\{—1} = C(()?g U Cé?l) U Cfg U Cﬁ) . Then we divide the discussions in the following

four cases.

Case I: z € C((fo), ie, n(z) =n(x +1) = 1. Then (2) becomes 2z + 1 — b = 0, which leads to

x = b_Tl. Therefore (2) has at most one solution in C((fg and z = b_Tl € C(()?g if b belongs to

Dy = {be By |n((b—1)/2) = n((b+ 1)/2) = 1}.

CaseIl: z € Cfl), i.e, n(z) =n(x+1) = —1. In this case, (2) can be reduced to 2z +1+b = 0,

which leads to z = —ZH'TI. Therefore (2) has one solution in Cﬁ) if b belongs to

Dy = {beFp|n(=(b+1)/2) =n(=(b-1)/2) = -1}
= {beFp[n((b—-1)/2) =n((b+1)/2) = —1}.

Case III: = € Cé?l), ie, n(x) =1and n(z+ 1) = —1. Then (2) is equivalent to
2% + 22 +b+1=0. (3)

In can be computed that the discriminant of (3) is equal to Az = —4(2b+ 1). If Az = 0,

then z = —3 ¢ C(g?l) due to p = 5. If n(A3) = 1, then (3) has two solutions in Fy.\{-1},
which can be represented as x3, 25 = Zlbv—2b—1 V2_2b_1. Clearly, 3 +1 = —zf, 25 + 1 = —x3 and



z3(z3 + 1) = —25L. Due to 5(—1) = 1, one obtains that n(z3) = n(z} + 1), n(z}) = n(zs + 1)
(2)

and (3) has at most one solution in Cy7. Thus (3) has exactly one solution in C(()?l) it b € Ds,
where D3 = {b € Fyn | n(A3) =1, n(xs(x3 + 1) = —1)} which can also be written as

Dy ={beFy|n2b+1)=1,n((b+1)/2) = —1}.

Case IV: x € C%, ie., n(x) = —1 and n(z + 1) = 1. In this case, (2) becomes
202 +224+1—-b=0. (4)

Then the discriminant of (4) equals Ay = 4(2b —1). If Ay =0, then x = § ¢ Cé?l) for p="5. If
n(A4) = 1, then (4) has two solutions in Fy.\{—1}, which can be written as x4, ) = —ly2b-1 52{’_1.
Obviously, x4 + 1 = —af), 2, + 1 = —z4 and x4(z4 + 1) = b_Tl. Due to n(—1) = 1, one obtains
that (4) has at most one solution in Cfg, and (4) has exactly one solution in Cfg if b € Dy,

where Dy = {b € Fypn | n(A4) =1, n(xz4(zs + 1) = —1)}. Equivalently,

Dy = {b€ By [n(2b—1) = 1, (b — 1)/2) = ~1}.

Clearly, b = £+1 §7§ D1UDsUD3U Dy, Dlﬂ(DQUD3UD4) = and DsNDy = DyN D3N Dy.

Therefore, (2) has at most three solutions in Fy» and the number of solutions of (1) is

3, ifbe DynN D3N Dy;

2, ifbe ((D2ND3)U (DyNDy))\(D2 N DsN Dy);

op(1,0) =< 1, if b€ (DyUD3UDy)\((D2N D3)U(DyN Dy)U(DyN D3N Dy)),
orbe Dy, or b= =+1;

0, otherwise.

From the definitions of (iy1,1i9,43)2 and (jo, j2, J3, ja)2, We get

#(D2ND3) = b€ Fpe [n(26+1) =1, n((b+1)/2) = n((b - 1)/2) = —1}
= #{beFp|n2b+1)=1,n(2b+2)=n(2b+3) = -1}
= (0,1,1),,

#(DaNDy) = b Fpn [n(2b—1) =1, 9((b+1)/2) = n((b-1)/2) = -1}
— #{beFy|n(2b+2) =n(2b+3) = —1, n(2b+4) = 1}
= (1,1,0)2,
#(DyN D3N D) = #{bE By |n(2b+1) = 0@ — 1) = Ln((b+ 1)/2) = n((b— 1)/2) = ~1}
= #{beFp|n2b+1)=n20+4) =1,1n(20+2) =n(2b+3) = -1}
= (0,1,1,0)s.



By Lemma 2 and Theorem 2, we have wz = (0,1,1,0)2 = 5’% ( %) if n is even

(resp. n is odd) and wy = (0,1,1)2 + (1,1,0)2 — 2(0,1,1,0)s = E=25L (vesp. 255y if gy s

even (resp. n is odd). Then the results follow from wg + w1 + we + wg = w1 + 2wy + 3wz = p".

resp.

The proof is completed. O

5 Conclusions

In this paper, we completely determined the differential spectrum of 2" +2 for p =5
by means of the cardinalities of the intersection of (Ci(f) —-1)n (Cif) —-2)N (Ci(f) — 3) and the
intersection of (C\2) — 1) N (CY) —2) N (€Y — 3) N (€'Y — 4) for iy, iz, i3, j1, j2, j3, j1 € 10,1},
where C(()Q),Cf) are the cyclotomic classes of order two over Fj». For a general prime p > 5, new

pn71 +2

approaches will be needed for investigating the differential spectrum of x 2 over Fpn.
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