Multi-Server PIR with Full Error Detection and
Limited Error Correction

Reo Eriguchi'*, Kaoru Kurosawa?*, and Koji Nuida®*

! Graduate School of Information Science and Technology,
The University of Tokyo, Tokyo, Japan
reo-eriguchi@g.ecc.u-tokyo.ac. jp
2 Research and Development Initiative, Chuo University, Tokyo, Japan
kaoru.kurosawa.kk@vc.ibaraki.ac. jp
3 Institute of Mathematics for Industry, Kyushu University, Fukuoka, Japan
nuida@imi.kyushu-u.ac. jp
4 National Institute of Advanced Industrial Science and Technology, Tokyo, Japan

Abstract. An f-server Private Information Retrieval (PIR) scheme al-
lows a client to retrieve the 7-th element a, from a database a =
(a1,...,an) which is replicated among ¢ servers. It is called t-private
if any coalition of ¢ servers learns no information on 7, and b-error cor-
recting if a client can correctly compute a, from ¢ answers containing b
errors. This paper concerns the following problems: Is there a t-private
£-server PIR scheme with communication complexity o(n) such that a
client can detect errors with probability 1 — € even if £ — 1 servers re-
turn false answers? Is it possible to add error correction capability to
it? We first formalize a notion of (1 — €)-fully error detecting PIR in
such a way that an answer returned by any malicious server depends on
at most ¢ queries, which reflects ¢t-privacy. We then prove an impossi-
bility result that there exists no 1-fully error detecting (i.e., ¢ = 0) PIR
scheme with o(n) communication. Next, for € > 0, we construct 1-private
(1—e)-fully error detecting and (£/2—O(1))-error correcting PIR schemes
which have n°® communication, and a ¢-private one which has O(n)
communication for any ¢ > 2 and some constant ¢ < 1. Technically, we
show generic transformation methods to add error correction capability
to a basic fully error detecting PIR scheme. We also construct such basic
schemes by modifying certain existing PIR schemes which have no error
detection capability.

1 Introduction

Private Information Retrieval (PIR) was introduced by Chor, Goldreich, Kushile-
vitz, and Sudan [7]. In an ¢-server PIR scheme, a client can retrieve the 7-th
element a, of a database a = (a1, ...,a,) replicated among ¢ servers without
revealing any information on the index 7 to the servers. A trivial solution is that
servers send the entire database to the client. However, it results in communica-
tion complexity O(n), which is shown to be optimal in the information-theoretic
setting when ¢ = 1 [7]. To get around this, Chor et al. [7] considered ¢-server



PIR schemes for ¢ > 2 in which servers do not collude. More generally, a PIR
scheme is called ¢-private if any coalition of ¢ servers learns no information on 7.

Since then, many f-server PIR schemes have been developed to improve com-
munication cost [1,4,3,6,7,10,11, 14, 23]. Currently, the most communication-
efficient schemes are 1-private 29(")-server PIR schemes with sub-polynomial
(in n) communication complexity £,[1/r, O,(1)] [6,10], where L,]s,c] denotes
a function exp(c(logn)*(loglogn)!=*) and the notation O,.(-) hides constants
that depend on r only.® To achieve t-privacy for ¢t > 2, Woodruff and Yekhanin
[21] proposed a t-private {-server PIR scheme with communication complexity
nlEE=D/t17 g0 for any 1 < k < L.

As more servers are involved, there is a higher possibility that servers are
malicious or fault, or that the databases are not updated simultaneously. It is
then important to enable a client to detect or even correct errors when part of
servers return false answers. Beimel and Stahl [5] introduced b-error correcting
PIR, which enables a client to retrieve a correct value a, even if b (or less)
servers return false answers. They showed that a b-error correcting PIR scheme
can be generically obtained from any k-server PIR scheme if b < (¢ — k)/2 while
the time complexity of error correction is proportional to (f;) Kurosawa, [15]
proposed a more time-efficient error correction algorithm specialized for the t-
private PIR scheme in [21] and as a result, it performs | ({—k)/2]-error correction
in polynomial time in £ for any 1 < k < /.

However, as pointed out in [5], b-error correcting PIR is possible only if
b < £/2. 1t is therefore important to consider a weaker notion of error detecting to
tolerate more malicious servers. Specifically, we define (1—¢)-fully error detecting
PIR as the one which enables a client to detect errors with probability 1 — e even
if £ — 1 out of £ answers are false. To the best of our knowledge, there are no
fully error detecting PIR. schemes in the literature except for the trivial scheme
or the one implicitly used in [22] both of which have communication cost O(n).
This paper concerns the following problem:

Is there a t-private (1 —e€)-fully error detecting £-server PIR scheme with
communication complexity o(n)? Is it possible to add error correction
capability to it?

1.1 Our Results

We first formalize the notion of (1 — €)-fully error detecting PIR. We then prove
an impossibility result that there exists no 1-fully error detecting (i.e., e = 0) PIR
scheme with o(n) communication. Next, for € > 0, we construct 1-private (1 —¢)-
fully error detecting and (£/2 — O(1))-error correcting PIR schemes with n°(")
communication. For ¢ > 2, we also propose a t-private (1 —¢)-fully error detecting
and (£/2 — O(1))-error correcting PIR scheme with O(n®) communication for
some constant ¢ < 1. Here, we ignore a factor of log e in communication cost.
Our constructions are based on the following technical contributions:

5 If ¢ = O(1), Lu[l,¢] is polynomial in n and £,[0,c] is polylogarithmic in n. For
0 < s <1, Ly[s,c] is sub-polynomial in n.



— We prove that the transformations [5], which add error correction capability
to PIR schemes, preserve full error detection capability and even reduces the
probability of failure.

— We construct (1 — e)-fully error detecting PIR schemes by modifying certain
existing schemes.

In what follows we briefly discuss each of these contributions.

Formalization of Fully Error Detecting PIR. Let I be a t-private {-server
PIR scheme. In our model, a set of at most £—1 malicious servers 7' is partitioned
into pairwise disjoint subsets T' = T7 U - -- U Ty, such that |T}| < t for any h,
and servers in each T} can collude to generate their false answers. Our model is
natural since due to the t-privacy, no malicious server is allowed to see more than
t queries and hence its false answer should not depend on more than ¢ queries.
We say that IT is (1 — e)-fully error detecting if a client can detect errors with
probability 1 — € for any T' = T7 U - - - U T}, satisfying the above condition. We
prove that there exists no 1-fully error detecting (i.e., ¢ = 0) PIR scheme with
o(n) communication (Theorem 1). This implies that it is necessary to consider
(1 — ¢)-fully error detecting PIR with e > 0.

Transformation to Increase Robustness of Fully Error Detecting PIR.
To transform a k-server PIR scheme IT to an | (£—k)/2]-error correcting ¢-server
PIR scheme IT’, Beimel and Stahl [5] presented a naive method, which executes
an independent instance of II for each group of k servers, and a more refined
method, which uses perfect hash families.® We prove that the two transformation
methods preserve full error detection capability and even reduces the probability
of failure. Therefore, they can be used to add | (¢ — k)/2|-error correction capa-
bility to a fully error detecting PIR scheme.More specifically, the method using
a perfect hash family transforms a 1-private (1 — ¢)-fully error detecting k-server
PIR scheme IT to a l-private (1 — €)-fully error detecting ¢-server PIR scheme
II" (Theorem 2). The overhead in communication cost is 2°*)¢log £. The naive
method can be used to transform a ¢-private (1 —e)-fully error detecting k-server
PIR scheme IT to a t-private (1 — e™)-fully error detecting f-server PIR scheme
I, where M = [({ —k+1)/(k+t—2)] (Theorem 3). The communication cost
of IT" is (i) times larger than 7. Although the method in Theorem 2 is more
communication-efficient for large k, the naive transformation in Theorem 3 has
the following advantages:

— From any 1-private 2-server (1 — €)-fully error detecting PIR scheme, we can
obtain a 1-private ¢-server (1 — €)-fully error detecting one which has lower
communication cost by a factor of O(log ¢) than if Theorem 2 is applied.

— It works for any ¢ > 1, where ¢ is the number of servers who can collude.

5 We note that their method shown in [5, Section 3.1] is a special case of the latter
based on perfect hash families.



Constructions of Fully Error Detecting PIR Schemes.

1-Private two-server PIR scheme. Dvir and Gopi [10] showed a 1-private 2-
server PIR scheme with communication complexity £,[1/2,0(1)] by using a
matching vector family and a kind of polynomial interpolation. Based on their
scheme, we construct a 1-private (1 —e¢)-fully error detecting 2-server PIR scheme
with communication complexity £,[1/2,0(1)] - loge~! (Theorem 4). Our tech-
nical novelty is modifying the scheme [10] in such a way that a client chooses
interpolation points at random and carefully analyzing its error detection capa-
bility. By applying the naive transformation in Theorem 3, we obtain a 1-private
L-server (1 — e)-fully error detecting and | (£ —2)/2]-error correcting PIR scheme
with communication complexity £,[1/2,0(1)] - floge=* (Corollary 1).

1-Private £-server PIR scheme for larger £. We show that the communication
complexity of fully error detecting PIR can be further reduced by increasing the
number of servers. We invoke a basic PIR scheme based on a matching vector
family shown in [9], which uses Lagrange interpolation to retrieve a.. We care-
fully choose parameters for the matching vector family and let a client choose
interpolation points at random. As a result, for any fixed r > 2, we obtain a
1-private (1 — €)-fully error detecting k,-server PIR scheme with communica-
tion complexity L£,[1/r,O.(1)] - loge™!, where k, is a constant depending on
r (Corollary 2). By applying the transformation in Theorem 2, we obtain a 1-
private (1 —e)-fully error detecting and | (¢—k,.)/2|-error correcting ¢-server PIR
scheme with communication complexity £,[1/r,0,(1)] - 2°**)¢log Lloge~" for
any ¢ > k, (Corollary 3). By setting r = 3, we obtain a (1 —¢)-fully error detect-
ing (-server PIR scheme with communication cost £,[1/3,0(1)] - £log ¢loge*
for ¢ > 217,

t-Private {-server PIR scheme fort > 2 and £ > 2. Our construction for ¢ > 2
is based on the best known t-private | (¢ — k)/2]-error correcting f(-server PIR
scheme [21] with communication complexity O(dn?llog¢), where 1 < k < ¢
and d = |(2k — 1)/t]. Their scheme uses Hermite interpolation [18] to retrieve
a,. By choosing interpolation points randomly, we obtain a t-private (1 — €)-
fully error detecting and |(¢ — k)/2|-error correcting ¢-server PIR scheme with
communication complexity O(dn'/?¢log¢loge™!) (Theorem 6). We note that
the polynomial-time error correction algorithm [15], which was originally pro-
posed for the scheme [21] with no error detection, is applicable to our fully
error detecting scheme. Hence, this scheme achieves error correction without the
transformations in Theorems 2 and 3.

1.2 Related Work

Beimel and Stahl [5] introduced (k, ¢)-robust PIR, which allows a client to re-
trieve a correct value from answers of any k out of ¢ honest servers. They pre-
sented generic transformations from any k-server PIR scheme to (k,¢)-robust



PIR scheme. They also showed that any (k,¢)-robust PIR scheme achieves b-
error correction for b < (¢ — k)/2 while the time complexity of error correction
is proportional to (f;) Any (k,£)-robust PIR scheme implies an f-server PIR
scheme that detects errors if at most ¢ — k servers are malicious, by letting the
client recover data from answers of every k servers and check the consistency.
However, it cannot be better than the trivial scheme if there are £ — 1 malicious
servers.

Yang, Xu, and Bennett [22] proposed a PIR scheme which achieves b-error
correction by performing error detection for all subsets of servers of size b + 1
for b= [ (£ — 1)/2]. Their scheme satisfies our definition of fully error detecting
PIR. However, the communication complexity is O(n) and it is not better than
the trivial scheme downloading the whole database. Although it can be reduced
to O(y/n) by the balancing technique of [7], the communication complexities of
our schemes are still lower than theirs.

Goldberg [12] proposed a list decodable ¢-server PIR scheme with commu-
nication complexity O(y/n), in which a client outputs a list including a correct
value instead of just one. However, the scheme tolerates at most ¢ — [v/¢] mali-
cious servers and hence it cannot detect errors in the presence of £ — 1 malicious
servers. Devet, Goldberg, and Heninger [8] considered a different scenario where
a client performs multiple queries and runs a decoding algorithm on multiple an-
swers simultaneously. In this setting, they proposed a list decodable ¢-server PIR
scheme for ¢ — O(1) malicious servers with communication complexity O(y/n).

Sun and Jafar [19,20] and Banawan and Ulukus [2] considered error correc-
tion in the setting where the size of each block of a database is very large, and
hence only the download cost is of interest.

2 Preliminaries

Notations. For m € N, define [m] = {1,...,m}. For a vector x, let z; denote
the i-th entry of @. Let f € Fy[Xy,...,X,] be an m-variate polynomial over a
finite field F, of size q. We say that f is a degree-d polynomial if its total degree
is at most d. Define the partial derivative of f with respect to X; as

8Xjf: Z Ceer;jil H Xfi

e=(ei)iem €l ie[m]\{s}

if f =3 ccsCe Hie[m} X[, where ¢, € F, and [ is a finite set of m-tuples of non-
negative integers. For a univariate polynomial f, we denote by Jf the derivative
of f with respect to its unique variable. We write u <—sf if u is randomly chosen
from a set U. For two vectors * = (2i)icim], ¥ = (Yi)icjm) Over a ring U, we
define (u,v) = 2, uivi and wt(u) = [{i € [m] : u; # 0}|. Let L,[s, ¢] denote
the function of n defined as

Ln[s, c] = exp(c(logn)®(log n)lfs)

where 0 < s < 1 and ¢ > 0. Note that if ¢ = O(1), £,[1, ] is polynomial in n
and £,[0, ] is polylogarithmic in n. For 0 < s < 1, £,[s, ¢] is sub-polynomial in
n.

)



2.1 Lagrange and Hermite Interpolation

Lagrange interpolation recovers a polynomial using its values on given points.
Let ¢ € N and IF,, be a prime field such that p > £+1. Let oy, . . ., a; be £ pairwise
distinct non-zero elements of F,, and let y; € F, for each j € [¢]. Then, there
exists an explicit formula for finding a unique polynomial g € F,[X] such that
degg < ¢ —1 and g(a;) = y; for all j € [¢]. For variables T and X = (X;);c[g,
define polynomials as follows:

P;(0, X)

P(T, X) = H (T - X;), Li(X) = P(X, X) (1)

JEN{i}
It then holds that
¢
9(0) = > Li(as, ..., ar)g(a) (2)
i=1
for any polynomial g of degree less than /.

Hermite interpolation is a generalization of Lagrange interpolation, which
recovers a polynomial using its derivatives and values on given points. Let y; ., €
F, for each j € [¢] and w € {0,1}. Then, there exists an explicit formula for
finding a unique polynomial g € Fp,[X] such that degg < 2¢—1 and g(c;) = yj0
and Jg(a;) = y;1 for all j € [¢] [18]. For variables T' and X = (X;);c[q, define
polynomials as follows:

Q. x)= [ T-x;)2

JElN{a}
_ T-X1)---(T-X
0.1 X) = orQur, x) =2 S T2 To X gy
= (T = X)(T = X) _
JElN{i} ue[f\{i}
(0, X) Q,;(X;, X)X;
HO (x) = L0X) <1+1 : , 3
i (X) Qi(X;, X) Qi(X;, X) ®)
) Qi(0, X)X;
H'(X)=——1"—-%-"—. 4
According to [18], it holds that
9(0) = > (H (e, anglai) + H (.. a)dglai)) ()
i=1
for any polynomial g of degree less than 2¢.
3 Private Information Retrieval (PIR)
3.1 Definitions
In an f-server PIR scheme, each server has a copy of a database a = (a1, ...,a,) €

{0,1}"™. A client can obtain a, by interacting with ¢ servers without revealing
any information on 7 to the servers.



Definition 1 (Syntax). An {-server PIR scheme II consists of three algo-
rithms II = (Q, A, R), where Q is probabilistic while A and R are deterministic.

— A query algorithm Q takes T € [n] as input and outputs £ queries quey, ..., que,
together with auziliary information aux. A client computes

Q(7;7) — (quey, ..., que,; aux)

and then sends que; to the i-th server for i € [{], where r is a random string.
— An answer algorithm A takes as input an index i € [¢], a query que; and a
database a = (a1, ...,a,) € {0,1}™, and outputs an answer ans;. The i-th
server computes
A(i,que;, a) — ans;

and then returns ans; to the client.
— A reconstruction algorithm R takes as input £ answers ansy,...,ans; and
auziliary information aux, and outputs a € {0,1}. The client computes

R(ansy,...,ansgaux) = a
and outputs a.

We say that II is correct if for any database a = (ay,...,a,) € {0,1}" and
any T € [n], it holds that R(ansy, ..., ansy; aux) = a,, where (quey, ..., que,y; aux)
Q(7) and ans; « A(i,que;, a) fori € [€]. The (total) communication complexity
of IT is given by Zle |que;| + Zle lans;|, where |que;| and |ans;| are the bit
lengths of que; and ans;, respectively.

We say that an f-server PIR scheme is t-private if any t servers learn no
information on the client’s secret index 7 even if they collude. Formally,

Definition 2 (¢-Privacy). An ¢-server PIR scheme IT = (Q, A, R) is said to

be t-private if for any t indices iy,...,ix € [¢] and any T,7" € [n], the joint
distributions of (que;,,...,que;,) and (quej ,...,que] ) are perfectly identical,
where (que, ..., quey;aux) <— Q(7) and (quel, ..., quej;aux’) < Q(7').

Beimel and Stahl [5] introduced the notion of robust and error correcting
PIR.

Definition 3 (Robust PIR). An {-server PIR scheme II is said to be (k,{)-
robust if for any K = {i1,...,ix} C [f], there exists an algorithm Ry that
correctly computes a, from k answers ans;,,...,ans;, .

Definition 4 (Error correcting PIR). An {-server PIR scheme II = (Q, A, R)
is said to be b-error correcting if R can correctly compute a, even if b (or less)
answers among (ansy, ...,ansy) are false.

In [5, Theorem 6.2], it is shown that a (k, £)-robust PIR scheme is | ({—k)/2]-
error correcting while the time complexity of error correction is proportional to

(f;) since R needs to perform Ry for all subsets K of size k.



3.2 Known Transformation from k-Server PIR to (k, £)-Robust PIR

Beimel and Stahl [5] showed a generic transformation from any k-server PIR
scheme [T into a (k, £)-robust PIR scheme I1’ for any ¢ > k. Their transformation
is based on a minimal perfect hash family.

Definition 5. Let ¢ > k. An (£, k)-minimal perfect hash family H = {h1, ..., hy}
is a family of functions of the form h; : [{] — [k] such that for each A C [{] of
size k, there exists an index j such that hj(A) = [k].

Let IT = (9, A, R) be any k-server PIR scheme and H = {hq,...,hy} be an
(¢, k)-minimal perfect hash family. Beimel and Stahl [5] construct a (k, £)-robust
PIR scheme II' = (Q', A, R);) where R, is a reconstruction algorithm for a set
K of k servers, as follows:

Q'(1). To obtain a, a client executes w times IT independently and generates w

query vectors quel?) = (q uegj), ceey que,(cj))7 J € [w] along with auxiliary infor-

mation aux\?). For each i € [/], the client sends que; = (quegll)(i), ce quegz)(i))
to the ¢-th server.

A’(i,que;,a). The i-th server replies to each query ¢ = queﬁi_)(i) for j € [w] as
the h;(i)-th server would reply to ¢ in the original k-server PIR scheme IT.
The i-th server returns ans; = (A(h;(4), quegi_)(i), a))jew to the client.

R (ans;,,...,ans;, ;aux). If the client receives answers from a set of k servers
K ={i1,...,ix} C[{], let hj € H be a function such that h;(K) = [k]. Due
to the correctness of II, the client can obtain a, from {A(h; (%), quegi_)(i), a)tiek

and aux(9).

A construction of H with w = 29®) log¢ is also given in [5]. Therefore,
the communication complexity of IT’ is ¢ - 29(®F)¢1og ¢ if IT has communication
complexity ¢ per server. Since each execution of II is independent, if IT is t-
private, so is IT'.

4 Matching Vector Family

4.1 Definitions and Constructions

Definition 6. Let m € Z and S C Z,, \ {0}. We say thatU = (uq,...,uy) and
V = (vy,...,v,), where u;,v; € Z  form an S-matching vector family if the
following condition is satisfied:

- <ui7'ui> =0 for every i € [n] ;
— (u;,v;j) € S for every i # j.

We say that an S-matching vector family is d-bounded if s < d for all s € S in
terms of the usual order on Z.

There exists an explicit construction of a matching vector family.



Proposition 1 ([13]). Let p < q be two primes and set m = pq. For any
integer n > 1, there exist a constant 0,, depending on m only and an S-matching
vector family U =V = (uy,...,uy) over Z! such that h = L£,[1/2,0,,] and
S=A{p.ap+dq}

There also exists an explicit construction of a bounded matching vector fam-
ily.
Proposition 2 ([9]). Let p1,...,p, be r > 2 pairwise distinct primes and set
m = py---pp. Let u,w be positive integers such that u > w. For each i € [r],
let e; be the smallest integer such that p§' > w'/7. Set ¢ = max;cp, p;- and
d= mZz‘e[r] pi_l. Then, there exists a d-bounded matching vector family of size
n over LI, such that n = (1) and h = (%)) :=>7_o (%)

m A

4.2 Basic PIR Based on a Matching Vector Family
Following [9], we can construct a (d+1)-server PIR scheme IT = (Q, A, R) based

on a d-bounded S-matching vector family U = (uq,...,u,) and ¥V = (vq,...,v,)
over Z! as follows. Let ¢ be a prime such that ¢ = 1 mod m. Let v be an m-
th root of unity of F,. Let a1,...,aq41 be distinct elements of Z,,. Let a =

(a1,...,ayn) € {0,1}™ be a database.

Q(7). To obtain a,, the client chooses w € Z" randomly. He then computes
pi = (pi1s---,pin) = W+ a;u,, sends que; = (y#1,...,vP*) to the i-th
server for ¢ € [d + 1], and stores aux = w.

A(i,que;, a). The i-th server returns

ans; = & = Z Ao (YP1) V7L - (P ) Ooh = Z ag,y<pi,vg>
o€ln] o€[n]

to the client for ¢ € [d + 1], where v,; is the j-th coordinate of v,.
R(ansy,...,ansqy1;aux). The client computes a, from &;,...,&411 as follows.

Note that
& = Z ag,y(puvd
o€[n]

Z aa,y(w+aiur,va)

o€[n]

— aT7<w,vT> + Z aa,y<w,vg),yai<u7,va)
oFT

=co+ Z cs(v)®

seS

where ¢, = ZoG[n]:{m,m):s aey{®?) for each s € S and ¢y = a,y(Wur),
Let f(x) = co+)_,cg cs2®. The degree of f is at most d and & = f(y*) for
i € [d+ 1]. By using Lagrange interpolation (see Section 2.1), the client can
compute f(0) = ¢y = a,y®%) from &, ..., €441 and obtain a,.



5 Formalization of Fully Error Detecting PIR

5.1 Definitions

We formally define error detecting PIR. In a t-private PIR scheme, any t servers
learn no information on 7 even if they collude, where 7 is the secret index of
the client. In a t-private error detecting ¢-server PIR scheme, we require that
the client can detect errors even if £ — 1 servers return false answers. We allow
only ¢ servers to collude when computing their false answers, which is the same
condition as that for ¢-privacy. Namely a set of malicious servers T is given by a
union of pairwise disjoint subsets T'= Ty U- - -UT,, in such a way that |T| < £—1,
|T}| < t for h € [m] and the servers in each T}, can collude. We formalize such
malicious servers by using a tampering function f such that

f(queq,...,quey a) = (ansy, ..., ansy), (6)

where que; is a query sent to the i-th server and a = (aq,...,a,) € {0,1}" is a
database.

Definition 7 (Tampering function). Let Ty, ..., T,, C [¢] be pairwise disjoint
subsets. We say that a function f given by Eq. (6) is a tampering function for
an £-server PIR scheme II = (Q, A, R) with respect to (Ty,...,Ty) if for each
i € [{], it holds that

eﬁfs‘— A(ivqueiva); ZfZ¢T1UUTm,
i fi{auey }ier;,a), ifi €T} for some j € [m],

(7)

for some function f;. We denote the family of all such tampering functions by
NS

Definition 8 (Error detecting PIR). We say that an {-server PIR scheme
I = (9Q,AR) is (1 — €)-error detecting with respect to (Th,...,Ty) if II is
correct and

Pr[EDp(a,7,f)=1]>1—c¢

for any database a = (aq,...,a,) € {0,1}", any 7 € [n] and any f € fgy_,,,Tm,
where the experiment EDr(a, T, f) is defined as follows:

1. Let (queq,...,queyaux) < Q(7);
2. Let f(queq,...,quey,a) = (ansy,...,ansy);
3. Return 1 if R(ansy,...,ansg;aux) € {a,, L} and return 0 otherwise.

We say that a t-private £-server PIR scheme IT is (1 — €)-fully error detecting if
it is (1 — €)-error detecting with respect to any tuple of pairwise disjoint subsets
(T1, ..., Twm) such that [Ty U---UT,| <€—1 and |T;| <t fori € [m].

Remark 1. Although tampering functions are supposed to be deterministic, it
can be seen that they capture randomized behavior of malicious servers. This is
because the success probability is considered over a random string of Q, which
is independent of servers’ randomness, and also because servers are assumed to
be computationally unbounded.

10



Remark 2. In a t-private fully error detecting PIR scheme, incorrect answers are
allowed to depend on at most ¢ queries. In particular, if ¢ = 1, this means that
the incorrect answers are generated independently. We note that this somewhat
restricted adversarial model is still practically important. For example, consider
a situation where a database a is updated frequently. If an honest server i has
an old database b # a, then it returns an incorrect answer A(i, que;, b). Such
errors can be detected by a 1-private fully error detecting PIR scheme.

5.2 Impossibility of 1-Fully Error Detecting PIR

The trivial scheme clearly achieves 1-full error detection, i.e., € = 0. Theorem 1
shows that we cannot do better than the trivial scheme in the case of € = 0.

Theorem 1. Let IT = (Q, A, R) be a 1-private 1-fully error detecting £-server
PIR scheme for a universe of databases {0,1}™. Then, the bit length of an answer
of any server is at least n.

Proof. Suppose that A outputs a ¢-bit string and the set of random strings for Q
is {0,1}*. We show that ¢ > n. Let () € {0,1}” be any random string for Q and

let (qgl), R qél); aux(M) = Q(1;7(M). Since IT is 1-private, for any 7 € [n] \ {1},
there exists (7 € {0,1}* such that qY) = qgl), where (qu), .. .,qéT);aux(T)) =
Q(1;7(™)). We define ¢; := qgl) = qu) =...= q%n).

We define a function ¢ : {0,1}" — {0,1}¢ as ¢(a) = A(1, ¢1, a). It is sufficient
to show that ¢ is injective. Assume that A(1,q1,a) = A(1,q1,b) for some a #
b € {0,1}"™. Let 7 € [n] be such that a, # b,. Then, we have that A(1, qlT), a) =

.....

such that
@ a7 a) = (AL a1, a), (AG, ¢, b))ier).

Consider the experiment ED(a, 7, f) in Definition 8. If (") is chosen, we have
that Q(1;7(7)) = (qu), c qéT); aux(7)) at Step 1. At Step 2, it holds that ans; =
A(l, qy), a) and ans; = A(i, qlm, b) for i € T. Then, EDf(a, 7, f) returns 0 since

R(ans1, (ans; )icr; aux™) = R(A(1,¢{”, @), (A(i,¢!”, b))icr; aux(™)
= R(A(1,¢\7,b), (A(i,¢\”, b))ser; auxD)
=b, ¢ {a,, L}

Hence Pr[EDy(a, 7, f) = 0] > Pr[r(” «={0,1}*] > 0, which contradicts the
1-full error detection of II. O

In view of Theorem 1, we will consider (1 — €)-fully error detecting PIR with
€ > 0 in the following sections.
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6 Transformation to Increase Robustness of Fully Error
Detecting PIR

Beimel ans Stahl [5] presented two generic transformations from a k-server PIR
scheme IT to (k,¢)-robust (and hence |(¢ — k)/2]-error correcting) PIR scheme
IT'. One is based on a perfect hash family and the other simply executes IT
for all groups of k servers. We prove that these methods preserve full error
detection capability and can be used to add error correction capability to fully
error detecting PIR schemes. Specifically, let IT be a (1 — €)-fully error detecting
k-server PIR scheme and II’ be an |(¢ — k)/2]-error correcting ¢-server PIR
scheme obtained by applying one of the transformations [5] to II. We prove that
IT" is (1 — €)-fully error detecting for a certain ¢ < e. Although the method
based on a perfect hash family is more communication-efficient for large k, the
naive method has the following advantages:

— From any 1-private 2-server (1 — €)-fully error detecting PIR scheme, we can
obtain a 1-private ¢-server (1 — €)-fully error detecting one which has lower
communication cost by a factor of O(log ¢) than if Theorem 2 is applied;

— It works for any ¢ > 1, where ¢ is the number of servers who can collude.

First, we consider the transformation based on a perfect hash family H =
{hi : [¢] = [K] : i € [w]} (see Definition 5). In IT’, a client executes w inde-
pendent instances Iy, ..., II,, of II and sends to Server i € [{] a query sent to
Server h;(i) € [k] in II; for all j € [w]. We show that if Server ¢ is honest, for
any subset S C [{] of size k containing ¢, the (1 — €)-full error detection of II’
follows from that of I, where j is an index such that h;(S) = [k]. We note
that this transformation does not provide a t-private (1 —e)-fully error detecting
l-server PIR scheme for ¢ > 2, that is, IT’ is not necessarily t-private (1 — €)-fully
error detecting even if IT is. Roughly speaking, this is because the answer of a
malicious server may depend on the query which is sent to an honest server. In
summary the followng theorem holds. See Appendix A for the proof.

Theorem 2. Suppose that there exists a 1-private (1 — €)-fully error detecting
k-server PIR scheme I = (Q, A, R) such that the communication complezity
is ¢ per server. Then, for any { > k, there exists a 1-private (1 — €)-fully error
detecting (-server PIR scheme IT' with communication complezity c-2°%*)¢log (.
Furthermore, IT' is (k,£)-robust and hence | (¢ — k)/2]-error correcting.

Second, the naive transformation executes p = (ﬁ) independent instances of

1T for all groups S, ...,S, of k servers. Let T be a set of £ — 1 malicious servers.
Suppose that T is partitioned into pairwise disjoint subsets T'=Ty U ---UT),
such that |T,| < ¢ for any h and servers in each T}, can collude. For ¢ € [p], we
show that if |S; N T| < k — 1, the (1 — ¢)-full error detection of II’ follows from
that of the instance of IT corresponding to S;. More generally, based on the fact
that a client’s randomness for S;, S; (i # j) are independent, we show that I’ is
even (1 — eM)-fully error detecting if there are M subsets S, , ..., S;,, such that
for every pair S;, .S, servers in §; and in S; do not receive the same query. We
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formalize that condition in a combinatorial way and show that the maximum
number of M is at least ({ — k + 1)/(k +t — 2). As a result, II’ is t-private
(1 — €)-fully error detecting for ¢ = €. See Appendix B for the proof.

Theorem 3. Suppose that there exists a t-private (1 —e€)-fully error detecting k-
server PIR scheme IT = (Q, A, R) with communication complexity c. Let { > k.
Set
M- V —k+ 1—‘
k+t—2

and € = eM'. Then, there exists a t-private (1 —¢€)-fully error detecting £-server
PIR scheme IT" with communication complexity c- (f;) Furthermore, IT" is (k, {)-
robust and hence | (£ — k)/2|-error correcting.

7 1-Private Fully Error Detecting PIR with
Sub-polynomial Communication

In this section, we show 1-private (1 — €)-fully error detecting ¢-server PIR
schemes IT{ and I} such that:

— For any ¢ > 2, I} is | (£ — 2)/2]-error correcting and has the communication
complexity £,[1/2,0(1)] - £loge~!.
— For any r > 2 and any £ > k := 727 +2r=3 4 1, I} is | (£ — k)/2]-error cor-

recting and has the communication complexity £,,[1/r,2°()]-¢log ¢loge?.

7.1 How to Construct IT]

In this subsection, we show a 1-private (1 — €)-fully error detecting 2-server PIR
scheme IT; with communication complexity £,,[1/2,O(1)]-log ™. We can obtain
I by applying Theorem 3 to II;. The scheme IT; is a variant of the 1-private
2-server PIR scheme of Dvir and Gopi [10] with communication complexity
L,[1/2,0(1)]. Their scheme uses a matching vector family given by Proposi-
tion 1 with p = 2 and ¢ = 3, and does a sort of polynomial interpolation with
fixed points B; = 7° and B, = 7!. On the other hand, II; uses a matching
vector family with p > 3 and ¢ = 1 mod p, and does polynomial interpolation
with random points 51 = v** and By = v*2 where a1, as are randomly chosen
from {0,1,...,p—1}. A more formal description of IT; is shown in Figure 1. We
obtain the following theorem. See Appendix C for the proof.

Theorem 4. For any € > 0, Il is a 1-private (1 — €)-fully error detecting 2-
server PIR scheme with communication complezity L,[1/2,0(1)] - loge™!.

By applying Theorem 3 to the (1—¢)-fully error detecting 2-server scheme IIy,
we obtain a (1 — €®®))-fully error detecting ¢-server scheme IT|, which means
that the overhead in communication cost is only O(¢). Note that if we apply
Theorem 2 to IT;, then the overhead is O(¢log¥¢).

13



Notations.
— A positive integer A
— Two primes p < ¢ such that ¢ =1 mod p
— m = pq and a {p,q,p + q}-matching vector family U, V over Z% given by
Proposition 1
— A primitive root § € Fy and v = sla—v/p
— The ring homomorphism ¢ : Z,, — F, defined as ¢(z) = z mod ¢

— Polynomials Fy € Fylz1,...,21] and Ga € (FI)[z1,..., 2] associated with
a = (ai,...,an) € {0,1}" defined as Fa(z1,...,2n) = 3 cpyarz™ o 2,7",
and Ga(z1,...,20) = 20 ¢y ard(vr)2™ -+~ 2z, where we assume a € Fy,

vr; is the j-th coordinate of v, € Z",, and ¢ is applied on vectors entry-wise.

Q(7). Given an input 7 € [n]:
1. For each j € [\]:
a) Choose two distinct elements a(J), o) e 0,1,2,...,p — 1} randomly.
' 1 2
(b) Choose w9 «sZ",.
c) Let (p;1,---,pP =wY 4+ au, € 2" for i e {1,2}.
L 5{) 5]) (9) 5]) 7§ 1.9

[€)] (3)
2. Output que;, = ('ypli ,...,'y”“]l )jey for @ € {1,2} together with aux =

(@, a$) e, (WD) e, wr, vr).

A(i,que;, a). Given i € {1,2}, a query que;, and a database a € {0,1}":
€] )
1. Parse que; = (’ypll RN oii )i€lA]-
[€)) () ; €] (7
2. For each j € [], let 55]) = Fo(y71,..., 4" ) and ¢ = Ga(yPil ... yPin).
3. Output ans; = (557),@(]))]-69] o
R(ahs1, ansy; aux). Given two answers ans; = (£, ¢V ein € (FPH* and auxiliary
i i JEM] q
information aux = ((agj), agj))jem, (w(j))jem,uﬂ'vf):
1. Let £ =10.
2. For each j € [A:
~ =5 i [€)]
(a) Let 71" = (¢(us), ") and B =" fori € {1,2}.
(b) Deﬁne an invertible matrix M

L1g” Y
W _|0op 0 pBY ax4
MP =] a0 a0 | €Fa
2 2
0p 0 ppg’

(c) Find &,e7, &7 ) € F, such tha

Cptq

po N o~ o\ T
M@ (~<a> & ) ) ) (éJ) 79 g9) 175”)

(d) Add & ) 7<“’(7) v to Lif ¢ A{J) 7<w(7) vr) € {0,1}. Otherwise, output L.
3. If L. ={s} for some s € {0, 1}, output s. Otherwise, output L.

Fig. 1. A 1-private (1 — ¢)-fully error detecting 2-server PIR scheme II;
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Corollary 1. Let € > 0. For any { > 2, there exists a 1-private (1 — €)-fully
error detecting and | (£ — 2)/2]-error correcting £-server PIR scheme II{ for a
universe of databases {0,1}" such that the communication complezity is

L£a[1/2,0(1)] - Lloge™! (8)

and the time complexity of its reconstruction algorithm is polynomial in £,n and

loge™!.

7.2 How to Construct IT}

In this subsection, for » > 2 and k = prorir=3 4 1, we show a 1-private
(1—¢)-fully error detecting k-server PIR scheme II5 such that the communication
complexity is £,[1/r,2°()] - loge=!. We can obtain IT} by applying Theorem 2
to HQ.

To construct Iy, we first consider a variant of the 1-private k-server PIR
scheme of Section 4.2 such that aq, ..., ay are chosen randomly (Figure 2). The
following theorem holds. See Appendix D for the proof.

Theorem 5. Given a d-bounded matching vector family U,V of size n over Z,,
there exists a 1-private (1 — €)-fully error detecting k-server PIR scheme with
communication complexity O(khXlogm) for k> d+1 and

k-1 \"
e=—— ) .
m—k+1
In Appendix E, we present a matching vector family that is suitable for the

scheme in Theorem 5. The following corollary can be obtained by combining
Theorem 5 and that matching vector family. See Appendix E for the details.

Corollary 2. Letr > 2 and ¢ > 0. Set k = proritor=3 + 1. Then, there exists
a function ng = no(r) = exp(O(27r)) such that the following holds: For any
n > ng, there exists a 1-private (1 —€)-fully error detecting k-server PIR scheme
II5 for a universe of databases {0,1}™ such that the communication complexity
is L,[1/7,20M)].klog e~ and the time complexity of its reconstruction algorithm
is polynomial in k, n and loge™!.

By applying Theorem 2 to the k-server PIR scheme I15, we obtain a (1 — ¢)-
fully error detecting ¢-server PIR scheme I1) while the overhead in communica-
tion cost is 20)¢1log (.

Corollary 3. Letr > 2 and € > 0. Set k = "2 *2"=3 L 1. For a sufficiently
large n (depending on r only) and any ¢ > k, there exists a 1-private (1 —€)-fully
error detecting and | (£ — k)/2]-error correcting -server PIR scheme II} for a
universe of databases {0,1}™ such that the communication complexity is

Ln[1/r,200]. 200 p1og £log et

and the time complexity of its reconstruction algorithm is (f;) -poly (k, n,loge! )
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Notations.
— Positive integers k, d, A
— m > k and a d-bounded S-matching vector family U = (u1,...,un), V =
(v1,...,vn) over zh
A prime field F,; such that ¢ = 1 mod m
— A primitive root § € F; and v = sla—b/m
— A polynomial Fy, associated with a = (a1,...,a,) € {0,1}" defined as

Fo(z1,...,2n) = Z arzy™t oz € Fyla, ..., 2,
T€[n]

where we assume a € ]FZ and vr; is the j-th coordinate of v, € an

Q(7). Given an input 7 € [n]:
1. For each j € [A]:
(a) Choose k pairwise distinct random elements agj), ce agf) € Zm.
(b) Choose w9 «sZ".
(¢) Let (o7, -, pi7)) = w9 + o ur € Z2, for i € [k].

i

@) €]

2. Output que; = (P, P ) e for i € [k] together with aux =
((O[<1])7 ey a](gj>)j€[>\]7 (w(J))jG[z\]v 'U-,—).
A(i,que;, a). Given i € [k], a query que,, and a database a € {0,1}":
[€)] [€)]
1. Parse que; = (’ypijl ,...,’7"#1 )ielr]-
1 (€] (4)

2. For each j € [A], let Ci(]) = Fa(wf’ii 7,,,771% ).

3. Output ans; = (Cim)jem-
R(ansy,...,ansg;aux). Given k answers ans; = (Ei(j))je[k] € F) and auxiliary informa-

tion aux = ((a(lj), ey al(c]))jGP\]’ ('w(j))je[,\], '07—):
1. Let £ = 0.

2. Choose any subset A C [k] of size d + 1.
3. For each j € [A]:
(a) Compute a degree-d polynomial §¥) (z) € F,[z] such that g\ (’yagj)) = Efj)
for all ¢ € A, using Lagrange interpolation.
®) Add gO )y~ @) to £ if (P = gD () for all i ¢ A and
§(j)(0)'y_<“’(j)’”f> € {0,1}. Otherwise, output L.
4. If £ = {s} for some s € {0, 1}, output s. Otherwise, output L.

Fig. 2. A 1-private (1 — ¢)-fully error detecting k-server PIR scheme IT
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If we set r = 3, for any £ > 27, there is a l-private (1 — ¢)-fully er-
ror detecting f-server PIR scheme such that the communication complexity is
L,[1/3,0(1)] - £log £1log e~ !, which is lower than the communication complexity
(8) of Corollary 1 as functions of n.

8 t-Private Fully Error Detecting PIR with Polynomial
Communication

In this section, we show a t-private (1 — e)-fully error detecting and | (¢ — k)/2]-
error correcting PIR scheme IT with polynomial (in n) communication. Our
scheme IT is the same as the ¢-private f-server PIR scheme [21] except that
it uses Hermite interpolation with random points «; to achieve error detection
(Figure 3). Note that IT has in common with the scheme [21] that a client can
compute {(g(;),0g9(;)) : @ € B} for the unique polynomial g with g(0) = a,,
where B is a set of honest servers. This property implies that the polynomial-
time error correction algorithm of [15] is applicable to IT. We obtain the following
theorem. See Appendix F for the proof.

Theorem 6. Let € > 0 and £ > k > t > 1. Set d = |(2k — 1)/t|. Then,
there exists a t-private (1 — €)-fully error detecting and |(¢ — k)/2]-error cor-
recting (-server PIR scheme for a universe of databases {0,1}" such that the
communication complexity is O(dn'/%loglloge™") and the time complexity of

its reconstruction algorithm is polynomial in ¢, n and loge™!.
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Notations.

7)
— uf = Hj:E(T)J:I uj for u = (u;) epm), where E(7)

A prime field F, such that p > ¢+ 1.

A positive integer k

d=[(2k —1)/t] and m € N such that (7}) >n

An injection E : [n] — {0,1}™ such that wt(E(7)) =d
= (E(7)j)jeim]

A polynomial F, associated with a = (a1,...,ar) € {0,1}" defined as

Fo(z1,- s 2m) = Z a, 2" ¢ Fplz1, .-, 2m],
T€E[n]

where z = (z1,..., 2m) and we assume a € Fy

Q(7). Given an input 7 € [n]:

SR o=

Choose ¢ pairwise distinct random non-zero elements aq,...,ap € Fp.
Choose v1,...,vs sy,

Let ¢; = E(T) + ayv1 + - - + alv, for i € [{].

Set w; = v1 + 205V + - - - + ta vy,

Output que; = gq; for i € [{] together with auxiliary information aux =
((ai)ieres (wi)iely)-

A(i,que;, a). Given i € [{], a query que; = g;, and a database a € {0,1}":

1.
2.

Let Ci(o) = Fo(q;) and {i(jw = 0.; Fa(q:) for j € [m].

Output ans; = (Q(O): (Ci(;))je[m])'
(1)

R(ansi,...,ans;;aux). Given £ answers ans; = (Ei(o), (¢i;)iem) € Fptt and auxiliary
information aux = ((au)iefe), (Wi)iep):

1.

2
3.
4

Let ¢V = (¢7,..., ') for all i € [¢)].

. Let 51(0) = gi(o) and 51) = <Ei(l>,wi> for all ¢ € [€].

Choose any subset A C [{] of size at least (td 4 1)/2.

. Compute a polynomial g(z) € F,[z] of degree at most ¢d such that .‘50) =g(a;)

and 51) = 0g(ay) for all i € A, using Hermite interpolation.

. Output g(0) if f:(o) = g(a;) and f:(l) = 9g(a;) for all + ¢ A and g(0) € {0,1}.

Otherwise, output L.

Fig. 3. A t-private (1 — €)-fully error detecting ¢-server PIR scheme
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A Proof of Theorem 2

Let @', A’ be the query and answer algorithms of the f-server PIR scheme ob-
tained by applying the generic transformation based on a minimal perfect hash
family to IT (see Section 3.2). Let H = {hy,...,hy} be the (¢, k)-minimal per-
fect hash family used in the transformation. Let II; denote the instance of II
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corresponding to the function h; for j € [w]. Let quel) = (quegj),...,que,g]))
denote a query vector corresponding to the j-th execution of IT for j € [w]. Fix
S1,...,5¢ C [f] such that ¢ € S; and |S;| = k for any i € [¢]. For each i € [{], let
Ji € [w] be an index such that hj, (S;) = [k].

We define the reconstruction algorithm R’ as follows:

1. Let ans; = (eﬁfsgl), .. .,aﬁsgw)) be an answer returned by the i-th server,
() (4)

where ans;”’ is supposed to be A(h; (i), quehi (i) a) if the i-th server is honest;

2. For each i € [¢], R’ runs R on input {a’ﬁ/sff") cu €S}

3. If R outputs the same value a for every i € [¢], then R’ outputs a. Otherwise
R’ outputs L.

Then it is clear that IT" = (Q', A", R’) is correct. As noted in Section 3.2, the
communication complexity of IT’ is clw = ¢2°®)¢log¢ and II’ is 1-private. It
also follows that it is (k, £)-robust and hence |(¢ — k)/2]-error correcting.

We prove that IT" is (1 — €)-full error detection. Without loss of generality,
we may assume that the first server is honest and all the other servers are
malicious. We assume that there is no collusion. During the execution of II;, the

client generates Q(7;7;) — ({quegj)}ie[k}; aux\9)); where r; is a random string.
The i-th server then receives que; = {quegj)(i)}je[w]. For each i € [(], the p-th
server with pu € S; returns

ans

—~ (i) _ {ans(lji) = A(hji(l)vquegji)(l), a), ifu=1,
L=

f;(L Ai)(que,“ a), otherwise

for some function ffbji), where a = (a1,...,a,) is a database. It then follows
from our definition of R’ that

Pr[R’ outputs some o’ € {a,, L}]
<Pr {R(ansgjl)7 {aanle)}MeSl\{l}; aux\1)) ¢ {aT,J_}} .

Therefore it is enough to show that
po :=Pr [R(ansyl), {ans Y uesi s anx)) ¢ {aT,l}} <e

Now fix 7" = (7) jejw)\{j,} arbitrarily. Then quegi) is a fixed constant for any

i€ [0\ {1} and p € [¢] \ {1}. Therefore, for p € S; \ {1}, we can write

eﬁ'fsl(jl) — fﬁjl)(queu,a) = Gur’ (quel(%];l)

(uy @)
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using some function g, , . Let X denote the random variable which represents
r = (Tj)je[w]\{jl}. Then we have

po = Pry. {R(ans?l), {ans? Y ues, 1y aux) & {ar, 1}

= ZPr[X =1']Pr,, {R(ansgjl), {ﬁsgl)}uesl\{l};aux(jl)) Z{ar, L}
/r./

<Y Prlx=r]xe

=€

since IT is (1 — €)-fully error detecting with respect to a tampering function
(gu,r’)uesl-

Obstacle to Extension to ¢ > 2. This transformation [5] can be generalized
to construct a t-private (k,£)-robust PIR scheme from a ¢-private k-server PIR
scheme for ¢ > 2. However, we cannot use it to construct a t-private (1 — e)-fully
error detecting ¢-server PIR scheme from a t-private (1 — €)-fully error detecting
k-server PIR scheme. The transformed f-server PIR scheme II’ generates w
instances IIq,...,II, of the k-server PIR scheme II. Then it can happen that
there exist some instance II; and a set of k servers such that the answer of a
malicious server depends on the query which is sent to an honest server. This
prevents us from reducing the security of IT’ to that of IT.

We show an example. Let t = 2, £k = 3 and £ = 5. Assume that Server 1 is
honest and all the other servers are malicious with 77 = {2,4} and T» = {3, 5}.
Consider a perfect hash family H = {hq,..., hy} such that (h1(1),...,h1(5)) =
(1,2,3,1,2) and the client uses h; when reconstructing a, from the answers of
Servers 1, 2 and 3. Note that hy(1) = h1(4) = 1. In an instance II; which uses

h1, the client generates (quegl)7 quegl)7 queél)) and Server 2 returns

—~ (1 1 1 1 1 1 1
ans; ) - 2( )(queél)(g),queél)(@aa) = f2( )(queé )aqueg )7a)

for a function f2(1). The client then computes a’ = ’R(ansgl), zﬁfsél), eﬁfsél); aux(V).
Now, the (1 — e€)-full error detection of IT; does not imply that o’ € {a,, L} with

probability 1 — € since a/nvsgl) depends on quegl) sent to Server 1 who is honest.

B Proof of Theorem 3

We first show a lemma used in the proof of Theorem 3.

Lemma 1. Let Ty,...,T,, be m pairwise disjoint subsets of [¢] such that Ty U
< UT, =[O\ {1} and |T;| <t for all i € [m]. Consider the following conditions
on a family F = {S1,...,Sn} of subsets of [¢]:

1. Foranyi € [{], |Si|=k and 1 € S;;
2. For any h € |m], there exists at most one i € [N] such that Ty, N S; # 0.
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Define M be the mazimum size of F satisfying the above conditions. Then,

é—k+1—‘

M>M=|—>"_
k+t—2

Proof (of Lemma 1). It is sufficient to construct a family F with |F| > M’
satisfying the conditions 1 and 2. We consider the following algorithm to generate
a sequence uj, Uz, ... in [m]:

1. Set i =1 and ug = 0;
2. Repeat the following:
(@) I >, yichem |Thl =k —1, let u; be the smallest element such that
| T, y41] + | Tuy_ 42| + -+ |Tw,| = k — 1. Otherwise, go to Step 3.
(b) Set i+ i+ 1.
3. Output uy,...,u;_1.

Let ug = 0,uq,...,uny be an output of the above algorithm. For each i € [N],
choose any subset S/ of size k — 1 such that S, C T, ,+1 U---UT,,. We define
F ={S/U{1}:i € [N]}. It easily follows from the definition that F satisfies the
conditions 1 and 2. Since 7, ey, 1 [Th| <k —2 and [Ty, | < ¢, it holds

that >0, 1<n<y, [Th] < k+t—2 for any i € [N]. By adding them up, we have
that o

(=1— Y |Tul= ) ITW<N(k+t-2)

un+1<h<m 1<h<un
and hence
f—k+1
Fl=N>——
| | “k+t—2
since Y2, 1 1<nem | Thl <k —2. O

We consider a PIR scheme I’ = (Q', A’,R’) where (Q’, A’) runs (}) inde-
pendent instances of (Q,.A) between a client and every subset of k servers. The
communication complexity of IT" is ¢ - (f;) Since each execution of Q(7) is done
independently, IT’" is also t-private. Furthermore for each execution of (Q,.A),
R’ runs R on the corresponding input. If R outputs the same value a for every
execution, then R’ outputs a. Otherwise R’ outputs L. Then it is clear that
IT’ is correct. It also follows that it is (k, £)-robust and hence |(¢ — k)/2|-error
correcting.

We prove that [T’ is (1 — €')-fully error detecting. Without loss of generality,
suppose that the first server is honest and all the other servers are malicious.
Consider pairwise disjoint subsets 71, ..., Ty, such that Ty U... UT,, = [(]\ {1}
and |Tj| <t for h € [m]. We assume that all the servers in each T}, can collude.

Let p = (i) and let S1,...,S, be all k-sized subsets of [¢]. Let F be a family
of subsets of [¢] with |F| = M > M’ given by Lemma 1. By rearranging the
order, we may assume that F = {S1,...,Sum}. Let II; denote the instance of IT

22



executed by the client and servers in .S;. During the execution of II;, the client
generates Q(7;71;) — ({queEJ) : 4 € S;};aux)), where 7; is a random string
(4)
i
que; = {quegj) : j € [p] with ¢ € S;}. In each II;, the i-th server with i € S
returns

and que;”’ is sent to the i-th server for i € S;. The i-th server then receives

K2

) ansgj) = .A(l,quegj),a)7 ifi=1,
f9(quel Yier, @),  ifieT,

for some function fi(j ), where a = (ay, ..., a,) is a database. It then follows from
our definition of R that

Pr[R’ outputs some a' & {a,, L}]
<Pr [\ﬁ € [M]: R(anst”, {ans};cq. 1):aux?)) ¢ {aT,l}} .

Since eM < ¢, it is enough to show that

po := Pr [Vj € [M] :R(ans(lj),{fmﬁj)}iesj\{l};aux(j)) ¢ {aT,J_}} <M,

Now fix ' = (*ar41,...,7p) arbitrarily. Then quegj) is a fixed constant for

any j € {M+1,...,p} and i € Sj. Let j € [M], i € S; \ {1} and let h € [m] be
the unique index such that i € T},. Since F satisfies the condition 2 in Lemma 1,
we have that T, N S; = 0 for any j' € [M]\ {j}. Therefore, we can write

ans”) = ) ({que} }ver, . a) = gir({auel }ier, . a)
using some function g, ,. In particular, {ﬁsgj)}ies_j\{l} and {aanZ(j/)}ieSj,\{l} are

independent if j # j' € [M]. Let X denote the random variable which represents
" = (rs41,...,7p). Then, for any fixed v = (rarq1,...,7p), we have that

Prry s |77 € [M]: R(anst”, {3 bics 13 aux 7)) & {ar, L} [ X =7 |

< IJ e, [R(ans§j>,{fm,gj)}iesj\{l};auxm) ¢ {ar, L} | X = r'}
JE[M]

<M

since IT is (1 — €)-fully error detecting. Therefore, it holds that

po = Y Pr[X = 1'|Pry, oy, [V € [M] s R(ans”, {as }ics, s aux))  {ar, L} | X =7 |
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C Proof of Theorem 4

Using the notations in Figure 1, the 1-privacy of II; follows from the fact that
a random vector w'/) masks u, for each j € [)].
First we show the correctness of IT;. Fix a database a = (a1, ..., a,) € {0,1}"

and a client’s index 7. Note that 50 ) at Step 2 of A in Figure 1 is computed as

= a4 S el

o€[n] se{p,q,p+q}

(4)

for each j € [A], where ¢; v

(j)v'Ua>

) and cgj) _ Zae[n] 00y ag»y<
Similarly, Ci(j ) at Step 2 of A is written as

C(]) Z (b ,UU (w(ﬂ))fu (J)<u77va)

o€ln]

- any<’w

Hence, 77(]) at Step 2(a) of R is computed as follows:

n? = (u,),¢7)

) o)

= 3 ar((tr,vp))y @ 0 (g0 )

o€(n]

w@ v _ L)
:a7—¢)(0)'y< J , -r> + Z ng)qﬁ(s)(,y i )
se{p,q,p+q}
; @

= Y ey

se{p,q,p+q}

On the other hand, the matrix M) computed by R is written as

L@y ) (BY))pta

) — [ 08BV 6(a)(B) 6p + a) (57
1By <ﬂ§“> (B ypra
0 p(p)(BY)P B(a) (BT ¢lp+ q) (B )P+
)

since (8)7 = ()" =1, (87)1 = B in Fy, and ¢(p) = p, é(q) = 0,6(p +
q) = p due to the definition of ¢. We therefore have that

0 (6
J J
MOl ™| 9)
2]\
pj+q s

Furthermore, it holds that det M) = p (ﬁ(j) (j))2 # 0 since agj) # aéj)

Therefore R correctly recovers c(()] ), c](,J ), c(gj ), z(>j+)q for each j € [A]. Hence £ =

{a;} and R outputs a,. Thus the correctness of II; holds.
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We next show that IT; is (1 — €)-fully error detecting. The reconstruction
algorithm R computes co, ¢p, Cq, Cp+q such that

J ~U
G) | ¢» I
MO | = & (10)
q 2
e/ N\

for all j € [A\. Without loss of generality, we may assume that (ﬂj),ﬁ§j)) =

(E%j),ny)) and (Eéj),ﬁéj)) # (géj);néj)). Namely the first server is honest and
the second server is malicious. From Egs. (9) and (10), it holds that

Ef)j) _ C(()j) 0
=) _ (5 0

MG [ T | h | (Ve A
Egg) —Cl(;]) M(éj; (Vj € [A)
Eggq - Cz(Qq vy’

where ,uéj) = égj) —§§j) and Véj) = ﬁéj) —néj). By multiplying the adjugate matrix

adj(M ) from the left, we obtain the first entry as
(det M@ = i) = MiF s + MY (v € ),
where M) is the (k, £)-entry of adj(M©@). Let & = a'v®"”*7) and define

A:=d —a, and §0) ;= (@ w7) By calculating the adjacent matrix adj(M©))
directly, we have

P8 = 87269 = (pug — (8 - 858y (1)
for any j € [A]. Let 21 = §j) = vo‘gj). Then we have
(1 — 892269 — (pu§ — v (a1 — B )ar =0
and hence
p(er = B5) (0489 = pp§?” + v§")ay - pAs D557 ) = 0.
Since x1 = Bij) =+ ,Béj), it must hold that
(pA6D) — pps?) + )21 — pASD ) = 0. (12)

Now suppose that A = a’—a, # 0. Then it must hold that pA§©) fpu(Qj) +I/§j) +

0 since pA§U )Béj ) # 0. Furthermore x1 # ﬁéj ) is randomly chosen independently
from the other values in Eq. (12). Therefore Eq. (12) holds for all j € [\] with
probability at most (p—1)~*. This means that R adds a’ # a, to £ at Step 2(d)
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with probability at most € = (p—1)~* since A takes at most one value. Therefore
our PIR scheme is (1 — €)-fully error detecting.

Finally, a prime ¢ satisfying ¢ = 1 mod p can be chosen as ¢ = p°™) from
Linnik’s theorem [16]. It then holds that Alogg = O(Alogp) = O(loge™!) and
the communication complexity is given by O(hAlogq) = L£,[1/2,0,,] - loge™!
from Proposition 1, where 6, is a constant depending on m = pq only. Since
m = pq can be chosen as a constant, we conclude that the communication
complexity is £,[1/2,0(1)] - loge1L.

D Proof of Theorem 5

Consider a PIR scheme II shown in Figure 2. Since a prime ¢ satisfying ¢ =
1 mod m can be chosen as ¢ = m?®) from Linnik’s theorem [16], the communi-
cation complexity of IT is O(A(hlogm + logq)) = O(hAlogm) per server. The
1-privacy of IT follows from the fact that a random vector w(/) masks w, for
each j € [A].

Fix a database a and a client s index 7. For each j € [A\] and s € S, we define

j )

W) = ZUE[ bt o) ag'y<“’ )ws) and g9 (z) = ayw? v "fzses ) s
F,[x]. At Step 2 of A, it holds that ans; = (Ci(]))jE[A] = (g(J)(*y i ))je[/\] since

i () (4)
Cz(]) = Fa(Vp“ PR 7,71)% )

— Z gy (@ we) o (ur o)

o€ [n]

= a7y ()UT>+ZC (J)
ses
N o
=gV (7).
Since (U,V) is d-bounded, the degree of g is at most d < k — 1. Also, we
have that g(j)(O) —(wP ) = a,. If all servers are honest, R correctly recovers
gY) = gl for each j € [A]. Hence, we have that £ = {a,} and R outputs a,.

The correctness of IT then follows.
We show that IT is (1 — e€)-fully error detecting. We may assume that the first

server is honest, i.e., aj) = C{j) for every j € [A]. Observe that Eq. (2) implies

Q@) QW) a® w® oy
ST Ly e )¢ = a7 (i e ). (13)

Define 6§j) = Ei(j) - CZ-(j) for i # 1. If R outputs a value a’ € {0,1} \ {a-}, R

should compute a polynomial 1) of degree at most d such that gt )(*y SJ)) = Ei(j )

for all 4 € [k] and g\)(0) = a'yw"”07) Tt then holds that

RO ol wnv .
ST Ly 0 )G = ) (vj € () (14)
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due to Eq. (2). It follows from Egs. (13) and (14) that

NORNE) NONRe w@ v _
ST Ly 403 )0 = Ay (v e ), (15)
where A := o’ — a,. We show that Eq. (15) holds with probability at most
((k—1)/(m — k+1))*. Then, the probability that R outputs an incorrect value
is at most ((k—1)/(m—k+1))* = e since A takes at most one value. In particular,

we upper bound the probability that Eq. (15) holds when fixing oz(j) ...,ag)

and w®). That is, the randomness is taken over random choices of ozgj ) (j €

[A]), each of which is uniformly distributed over Z,, \ {a(] ). al )} Note that
) G ) c, 0 () are also fixed since they are determined by p(] ) e pg ), which are
in turn determined by a(]) ce ,(C ) and w9, Let BZ-(J denote 7 7 fori € [\{1}

and j € [A]. For each j € [/\]7 we define polynomials F(j)(xl),G(j)(xl) € Fylx1]
as

FO@) = [ (o= 50,
pelk\ {1}

GO (xy) = F9(ay) <ZL v, B, B A’Y<w(j)’”7>>.

We show the following claim.
Claim: For each j € [A], GU)(2;) is a non-zero polynomial of degree at most
k—1.
Proof: By using the notations in Section 2.1, for any i # 1, it holds that

FO) () _ [Licpp gy (@1 — Bi)
Pz, 89,8 (B _xl)HMe[k]\{l,i}(Bi(J) D)
=" I @ -89, (16)
relk\{1,i}

where n(j ) € F, is a non-zero element. In particular, this is a polynomial of
degree k — 2. Since Pi(O,xl,ﬁéj), . ,,B,ij)) is a polynomial of degree 1, GU) is a
polynomial of degree at most k — 1 due to Eq. (1).

1f 69 = 0 for any i € [k] \ {1}, then G (1) = —FU) (z;) Ay wr) £ g,
If 510) # 0 for some 4 € [k] \ {1}, then since the polynomial of Eq. (16) vanishes
on rq = ,Bl(,j) for v # i, it holds that

GO =600 T 6789 TI (-8) — FOE) a0

nelk\{1,3} pelRN\{1}
=00 I 67 -89 11 87
pelk\{1,i} pelk\{1}

£0
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and hence GU) is a non-zero polynomial. [ |

The polynomial G) has at most k — 1 roots in F,. Since agl), ey ag’\) are
independent and each a\”) is randomly chosen from Z,, \ {o%, ..., ag )}, the

probability that G(j)('y"‘gﬂ) =0 (Vj € [N]) is at most ((k —1)/(m — k + 1))*.
Thus, we can see that Eq. (15) holds with probability at most

NG : ' ‘ .
> Pr[G() =0 (%) € )| Pr[(@f, .., wl)jeqy
(@0 w@) ;e
k1 A ) (4) 1
s 2 <m—(k—1)> Pr((@f,....af,w®) e ]
(aéﬂ),,,.7a£7>,’w(j))f€[’\]

(k=1 \"
T \m—-k+1/
Dol

where the sum ranges over all possible tuples of (a5, ..., ,w(j))jem.

E Proof of Corollary 2

We first prove the following theorem.

Theorem 7. For any r > 2, there exists a function ng = ng(r) = exp(O(27r))
such that the following holds: For any n > ng, there exists a d-bounded matching
vector family of size n over Z!, such that:

— Tt oy < oS,
— d < rr2rtH=3 <R
— h= exp(0 r(log ) log ) /" (g log n)'~1/7).

Proof. 1t follows from Bertrand’s postulate [17, Theorem 5.8] that w(2M) —
m(M) > M/(3log(2M)) for any positive integer M, where 7(M) is the number
of primes up to M. Let M = r2"+2. Since M/(3log(2M)) > r if r > 2, we
can choose r pairwise distinct primes pq,...,p, such that M < p; < 2M for all
i € [r]. Define m =py---pr and d=m3} ;.\ p; . Tt then holds that

P = MT < m < (2M)T = pr2r
m
=

s
and d = Zpl e PiiiDig1 Dr < r(2M)T*1 _ Tr2r2+2r—3 <
i=1

Let M’ = 4M/r = 2" and define ng = no(r) as ng = exp(M’log M"). Note
that ng > 8 if 7 > 2. We have that ng = exp (2"7*(r +4)log 2) = exp(O(2"7)).
It also holds that
2

r

logng  M'log M’ >%’
-2

= >
loglogng  log(M'log M') -
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and that logn/loglogn > 2M/r for any n > ng since logn/loglogn is mono-
tonically increasing if n > 8.
To apply Proposition 2, we set parameters as follows:

— let w = 2rlogn/loglogn for n > ng. We have that w > 2r - (2M/r) = 4M.
We also have that w* > n" since

log nlogloglogn
loglogn

wlogw — rlogn = rlogn — 2r + w(logr + log 2)

1
r—87 (loglogn — 2logloglogn)
loglogn

> 0.

— Let e; be the smallest integer such that p{* > w!'/" for each i € [r]. Set
¢ = maX;e[ Py -
— Let u = w! /7,

We then have that w!'/" < ¢ = max;e|,] (pfi_1 -pi) <w'/"-2M. Since w > 4M,
it also holds that

u

U ¢

2M

2

o 8

>

(SIS

> cC.

It follows from Proposition 2 that there exists a d-bounded matching vector
family of size () over Z! for h = (). Since (%) > (u/w)* = (w/")¥ > n, it
implies a matching vector family of size n. Since ¢ < u/2, it holds that

e . itl/r ¢
<(c+1)-e-w
= exp (clogw + ¢+ logc + O(1))

< exp (O(Mwl/T 10gw)>
< exp (O(MZl/Trl/r(log n)'/" (loglog n) ~'/" (log log n) (log r)))

< exp (O(er(log r)(logn)'/" (log log n)l_l/r)) ,

where e denotes the Napier’s constant. a
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Now, we can show Corollary 2 by combining Theorems 5 and 7.

Let ng be a function of r given in Theorem 7 and for any n > ng, let (U, V)
be a d-bounded matching vector family over Z" of size n given in Theorem 7.
It holds that hlogm = exp(2°() (logn)'/"(loglogn)'~1/7). We also have that
d+ 1<k and that

k=1 _ ms 1
m—k+1~ m-m/8 7

since d < m/8. We then choose A = O(loge™!) such that 7-* < e. The state-
ments follow from Theorem 5.

F Proof of Theorem 6

By using the notations in Figure 3, assume that ¢ = (3¢ — 3)/(p — ¢) < 1.
It is sufficient to show that the scheme IT described in Figure 3 is a t-private
(1—¢)-fully error detecting ¢-server PIR scheme with communication complexity
O(dn'/*log p).

Since an integer m satisfying (7}) > n can be chosen as m = O(dn'/?) [21],
the communication complexity of IT is O(mlogp) = O(dn'/?logp) per server.
The t-privacy of II easily follows from the fact that ¢ random vectors vy, ..., v,
make any set of ¢ queries independent of 7.

Fix a database a and a client’s index 7. At Step 1 of A, it holds that Fj,(q;) =
Fo(E(T) +a;v1 +- - -+ alvy). Define g(x) = Fo(E(T) +zv1 +- - +2tvy) € Fplz].
The degree of g is at most dt < 2k—1 < 2{—1since wt(E(0)) =d = [(2k—1)/t]
for any o € [n]. Let & = ¢/ = Fa(@), ¢V = (¢)jeim) = (0, Fa(@))jeim
and 51-(1) = (C;l),wﬁ for i € [£]. Tt then holds that g(a;) = §§0) and dg(«;) = 51-(1)
for all ¢ € [¢]. It also holds that g(0) = Fo(FE(7)) = a,. If all servers are honest,
R correctly recovers ¢ = g and hence obtain ¢g(0) = a,. The correctness of IT
then follows.

We show that IT is (1 —e€)-fully error detecting. We may assume that the first

server is honest, i.e., ?O) = 5;0) and EF’ = 5;1). Observe that Eq. (5) implies

Sl (o, a)€® + H (an,.. an)e)) = ar. (17)
i=1

Define 5;0) = 50) - 51(0) and 5§1) = Ei(l) — fi(l) for ¢ # 1. If R outputs a value
a’ € {0,1} \ {a,}, R computes a polynomial § of degree at most ¢d such that
gloy) = £ and 0g(a;) = fil) for all ¢ € [¢] and g(0) = @’. It then holds that

X3

S H (1,08 + HY (on, . a0)€l)) = o (18)

%
i=1
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due to Eq. (5). It follows from Egs. (17) and (18) that
Sl (on,. . a8 + H (an,. . an)o)) = 4, (19)

where A := o' — a,. We show that Eq. (19) holds with probability at most
(3¢ —3)/(p — £). Then, the probability that R outputs an incorrect value is at
most (3¢—3)/(p—{) = e since A takes at most one value. In particular, we upper
bound the probability that Eq. (19) holds when fixing s, ..., ap and vy, ..., v;.
That is, the randomness is taken over a random choice of oy, which is uniformly
distributed over F,, \ {0, o, ..., ay}. Note that 51(0) and 5§1) are also fixed since
they only depend on ga, . .., ge. We define polynomials F(z1), G(z1) € Fy[z1] as

Fl)= [[ @@ -a)’,
rel\{1}
14

G(x1) = F(a1) <Z(H§°>(x1, ag, ..., a)” + HY (21, 09, ... )6 — A) .

=2

We show the following claim.
Claim: G(z1) is a non-zero polynomial of degree at most 3¢ — 3.

Proof: By using the notations in Section 2.1, for any i # 1, it holds that

F(x1) _ [eeigny (@1 — o)’
Qi(i, 1, 0am,. .., aé) (ai - $1)2 Hne[l}\{l,i}(ai - am)z
=¢ H (1 — ) (21 — ), (20)
re[\{1,i}
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where ¢; € F,, is a non-zero element. In particular, this is a polynomial of degree
3¢ — 5. Also, for any i # 1, it holds that

F(xl)@i(aiaxlv Qg, ..., 046)
Qi(ai;x17 Qg,..., a4)2

Hn#l(ml - aﬁ)g
a; — x1)* Hﬁg{u} (@i — a)?
Hn%{l,i}(ml —ax)?

= Q,(a;,x1,02,...,04) " (

= Q, (04,1, 00,...,00) -d;
Qz( 1 2 é) (O[,L — .’,C])
=2 H (a; — ) + Z (i — 1) H (i — ay)
Ag{1,i} rg{1,i} Ag{1,i,k}
3
(1 — ay
c(oi—a) [] (o —an)- e 1y (1 ) d
. (041' - $1)
reON\{1,i}
=d, H (1 — ax)?
r¢{1,i}
x| (ai—a1) Y I (@-an+ [ (@i-an)|, (@1

rg{1,i} A¢{1,i,x} Ag{1,:}

where d;,d; € F), are non-zero elements. In particular, this is a polynomial of
degree at most 3¢ — 5. Since @Q;(0, 21, aq,...,ar) is a polynomial of degree 2, G
is a polynomial of degree at most 3¢ — 3 due to Eqs. (3) and (4).

1£ 6% = 61 = 0 for any i € [(]\ {1}, then G(z1) = —F(21)A £ 0. 1f 6 #£0

for some ¢ € [f] \ {1}, then since the polynomials of Egs. (20) and (21) vanish
on x1 = o for j # i, it holds that

Gla)=d; [[ (ai—an® J[ (ai—an)- 8" - F(a;)A

r¢{1,i} A¢{1,i}
=d; H (i — ) H (a; — ay) - 650)
r¢{1,i} A¢{1,i}

£0

and hence G is a non-zero polynomial. Assume that 65-0) =0 for any j € [(]\ {1}
and 6§1) # 0 for some i € [{] \ {1}. Then, G(z1) = X ;¢\ (1} FH§1)6§1) —FA
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and

G' (1) = Gle)
Hne[l]\{l}(xl — a)
= _ Z 5J(-1)Qj(0,x17a2, C ) aGc H (x1 — ozﬁ)2
JEN{1} w€E[N\{1,5}
— H (z1 —ag)?- A
wE[O\{1}
Therefore,
G (o) = =6 ()2 H (—ae)? - aici H (i —ax)?#0
rEN\{1,i} rEN\{1,i}
and hence G is a non-zero polynomial. |

The polynomial G has at most 3¢/ —3 roots in FF,,. Since «; is randomly chosen
from F,\{0, s, ..., ay}, the probability that G(a;) = 01is at most (3(—3)/(p—¥).
Thus, we can see that Eq. (19) holds with probability at most

Z Procl «$F,\{0,c2,...,a0} [G(al) = 0} Pr [a27 s, (g, V1, 7”75]

Q2,500 VT, UL

30 -3
< Z ﬁpf[az,---,aeavh--w’vt]

Q2,500 VL, UL

-3
==
where the sum ranges over all possible tuples of as, ..., ap, v, ..., v;.

Finally, we show that IT is |(¢ — k)/2]-error correcting. Let B be a set of
honest servers and assume that |[¢] \ B| < (¢ — k)/2. Observe that 50) = 51(0) =
g(o;) and 5}1) = ffl) = 0g(oy;) for any ¢ € B. Since |B| > (¢ + k)/2 and degg <
2k — 1, g is the unique polynomial such that |[{(g(a;),dg(c)) # (50), Agl)) (i€
[} < (£ —k)/2. The algorithm proposed in [15] enables the client to recover
the unique polynomial ¢ and hence g(0) = a, in polynomial time in ¢ from

{(€9,e) i e [0}
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