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Abstract. If everyone were to use anonymous credentials for all access
control needs, it would be impossible to trace wrongdoers, by design. This
would make legitimate controls, such as tracing illicit trade and terror
suspects, impossible to carry out. Here, we propose a privacy-preserving
blueprint capability that allows an auditor to publish an encoding pky
of the function f(z,-) for a publicly known function f and a secret input
x. For example,  may be a secret watchlist, and f(z,y) may return y if
y € z. On input her data y and the auditor’s pk,, a user can compute an
escrow Z such that anyone can verify that Z was computed correctly from
the user’s credential attributes, and moreover, the auditor can recover
f(z,y) from Z. Our contributions are:

— We define secure f-blueprint systems; our definition is designed to
provide a modular extension to anonymous credential systems.

— We show that secure f-blueprint systems can be constructed for all
functions f from fully homomorphic encryption and NIZK proof sys-
tems, or from non-interactive secure computation and NIZK. These
results are of theoretical interest but is not efficient enough for prac-
tical use.

— We realize an optimal blueprint system under the DDH assumption
in the random-oracle model for the watchlist function.

1 Introduction

It is a reasonable concern that information technology might enable totalitar-
ian control and favor dystopian rather than utopian societies. Cryptography
offers powerful answers on how to strike a balance between privacy and account-
ability. The study of anonymous credentials [28I55/T8I5AT20/3] has given us
general practical tools that make it possible to obtain and prove possession of
cryptographic credentials without revealing any additional information. In other
words, users can obtain credentials without revealing who they are, and then
prove possession of credentials in a way that is unlinkable to the session where
these credentials were obtained and to other sessions in which they were shown.
Anonymous credentials can be shown a limited number of times (compact e-
cash) [16], or at a limited rate total or per verifier [I5I7]. Anonymous creden-
tials are compatible with identity escrow [52l4], where an appropriate trusted
authority can establish the identity of the user when needed.

In this paper, we extend the state-of-the-art on anonymous credentials by
adding a new desirable feature: that of a privacy-preserving blueprint capability:
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even a malicious authority cannot learn anything about a user other than what’s
revealed by comparing the blueprinted data with the user’s data.

Consider anonymous e-cash with a secret watchlist as a motivating applica-
tion. In anonymous e-cash [26]2729/16], we have a Bank that issues e-coins (cre-
dentials), Users who withdraw and spend them, and Vendors (or Verifiers) that
verify e-coins and accept them as payment in exchange for goods and services.
Some small number of users are suspected of financial crimes, and, unbeknownst
to them, a judge has placed them on a watchlist. We need a mechanism that
allows an auditor to trace the transactions of these watchlisted users without
violating the privacy of any other users, and also while keeping the contents of
the watchlist confidential from everyone.

A high-level definition of a privacy-preserving blueprint. We have three types of
participants: the users, the verifiers, and the auditor who ultimately learns the
desired output. On input x (for example, a watchlist), the auditor prepares a
blueprint pk, that the users and verifiers will need.

Next, the user and the verifier engage in an anonymous transaction; we don’t
actually care what else happens in this transaction; the user might be proving to
the verifier that they are authorized, or it may be an e-cash transaction. What
we do care about is that, as a by-product of this transaction, the user and the
verifier have agreed on a cryptographic commitment C' such that (1) the user
is in possession of the opening of C; and (2) the transaction that just occurred
guarantees that the opening of C' contains user data y that is relevant for the
auditor’s needs. For example, imagine that x is a watchlist consisting of names of
individuals of interest, and y contains a user’s name; then this user is of interest
to the auditor if y € z.

To enhance this anonymous transaction with privacy-preserving blueprint
capability, the user runs the algorithm Escrow to compute a value Z that is an
escrow of the opening of the commitment C'; from Z, the auditor will be able to
recover the information relevant to him, and no other information about the user.
Specifically, in the watchlist scenario, the auditor will recover y if y € z, but will
learn nothing about the user if y ¢ . More generally, in an f-blueprint scheme,
the auditor will recover f(z,y) and no additional information. The verifier’s job
is to verify the escrow Z against C' using VerEscrow and only let the transaction
go through if, indeed, it verifies.

It is important that even a malicious auditor cannot create a blueprint that
corresponds to an unauthorized input x. To capture this, we also require that
there is a publicly available cryptographic commitment Ca. Outside of our pro-
tocol, we expect a mechanism for arriving at an acceptable (but secret) input «
and the commitment Ca to z. For example, a judge may publish a commitment
to a secret watchlist, and privately reveal the opening to the auditor; or several
authorities may be responsible for different components of a watchlist and the
auditor aggregates them together in a publicly verifiable fashion; or another dis-
tributed protocol can be agreed upon for arriving at the commitment Ca such
that its opening (i.e., z) is known to the auditor. To ensure that only such an
authorized secret input x is blueprinted, a secure blueprint scheme must include
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an algorithm VerPK that verifies that pk, indeed corresponds to the value to
which Cjp is a commitment.

Our security definition mandates that the following properties hold: (1)
correctness, so that honestly created blueprints and escrows pass VerPK and
VerEscrow, respectively, and the escrow Z correctly decrypts; (2) soundness of
VerEscrow that ensures that if, for a commitment C, escrow Z is accepted, then
it correctly decrypts to f(z,y) where x is the opening of Ca and y is the open-
ing of C; (3) blueprint hiding, i.e., the blueprint pk, does not reveal anything
about = other than what the adversary can learn by forming valid escrows and
submitting them for decryption; (4) privacy against a dishonest auditor that
ensures that even if the auditor is malicious, an honest user’s escrow contains no
information beyond f(z,y), where z is the opening of Ca and y is the opening of
C; and finally (5) privacy with an honest auditor that ensures that an adversary
who does not control the auditor learns nothing from the escrows. We give a
precise formal definition of an f-blueprint scheme in Sect. [3]

Our results. Our first result is a blueprint scheme specifically for watchlists;
more precisely, it is an f-blueprint scheme for

y Hy=uylyandy, €x
f(.’L'7 y) = { .
1 otherwise

where y; denotes O(log A) most significant bits of y. This first scheme is secure in
the random-oracle model under the decisional Diffie-Hellman assumption. The
size of pky is optimal at O(An) where X is the security parameter, which is linear
in the number of bits needed to represent a group element; and the watchlist x
consists of n elements of Z,, where ¢ (logg = ©())) is the order of the group.
The size of the escrow Z is also O(An).

Our second result consists of two constructions of f-blueprint schemes for
any f. The first construction is from fully homomorphic encryption (FHE) and
non-interactive zero-knowledge proofs of knowledge (NIZKPoK). The second is
from non-interactive secure computation (NISC) [51] and NIZKPoK.

Technical roadmap. We obtain the results above via the same general method: by
first defining (Sect. [4) and then realizing (Sections [6} [] and [8) a homomorphic-
enough cryptosystem (HEC) for the function f. We can think of a homomorphic-
enough cryptosystem as a protocol between Alice and Bob that works as follows:
first, Alice uses the HECENC algorithm to encode her input z into a value X,
and she also obtains a decryption key d for future use; next, Bob uses HECEVAL
to compute an encryption Z of z = f(z,y) from Alice’s encoding X and his
input y. Finally, Alice runs HECDEC to recover z from Z. To be useful for
our application, an HEC scheme must be correct even when the inputs to the
algorithms are chosen maliciously, and it also must ensure that X hides xz, and
that X and Z together hide the inputs x and y. Additionally, it must allow for
an algorithm HECDIRECT that computes an encryption Z of z directly from
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X and z = f(«,y), such that its output is indistinguishable from the output of
HECEVAL, even if Alice is malicious.

A HEC combined with an appropriate non-interactive zero-knowledge (NIZK)
proof system gives a generic construction of an f-blueprint:. The auditor ob-
tains (X,d) < HECENC(z), and an NIZK proof ma that X was computed
correctly in a way that corresponds to the opening of Ch; he sets the blueprint
as pkp = (X, ma). Verifying this blueprint amounts to verifying ma. To compute
the escrow Z, the user obtains Z’ + HECEVAL(X,y) and then a proof 7z that
7' was computed correctly from X and the opening of C; then set Z = (Z/,7z).
Verifying the escrow amounts to verifying 7. Finally, in order to recover f(x,y)
from the escrow Z, the auditor uses the decryption key d to run HECDEC(d, Z').

Given this roadmap, our theoretical construction that works for any f is
relatively straightforward: in Section [7| we show that HEC can be realized from
circuit-private fully homomorphic encryption [7J60J36] which, in turn, can be
realized from regular fully homomorphic encryption [A7JTTII0/4S8]. The circuit-
privacy guarantee ensures that Z hides Bob’s input y from a malicious Alice. In
Section[8] we explore how it can also be realized for any f from a related primitive
of non-interactive secure computation (NISC) [51]. Since here we don’t aim for
efficiency, general (inefficient) simulation-extractable NIZK PoK can be used for
the proofs.

Our practical construction for watchlists under the decisional Diffie-Hellman
assumption is not as straightforward: first, it requires that we construct a prac-
tical homomorphic enough cryptosystem based on DDH, and next we need effi-
cient non-interactive zero-knowledge proof systems for computing and verifying
wa and 7z. Let us give a brief overview.

Our HEC construction uses the ElGamal cryptosystem [37I65] as a building
block. Suppose as part of setup we are given a group G of order ¢ in which the
decisional Diffie-Hellman assumption holds. Let g be a generator of G. In order
to encode her input z = (ay,...,a,), Alice’s HECENC algorithm first generates
an ElGamal key pair (pk,sk). She then picks a random s < Z} and computes
the coefficients c¢y,...,c, of the n-degree polynomial p(x) = s[[(x — a;) for
which aq,...,a, are the n zeroes. The encoding X are ElGamal encryptions
Co,...,Cy of the values g%, .-, g°» under the ElGamal public key pk, so the
output of HECENC is X = (Cy,...,Cy, pk), and d = sk.

Bob’s algorithm HECEVAL computes Z as follows: first, it parses y = y1|y2
(recall that y; denotes the first O(log A) bits of y). Then Bob obtains an ElGa-
mal encryption E of ¢g?(¥2) from the encrypted coefficients Cy, . .., Cp: since the

ElGamal cryptosystem is multiplicatively homomorphic, E = CoC{*CY : e Cﬁg
is the desired ciphertext (for an appropriate multiplication operation on ElGa-
mal ciphertexts). Next, let F' be an encryption of ¢¥; finally, Bob obtains the
ciphertext Z = F'E", i.e., Bob uses F to mask the encryption of ¢¥; if F is an
encryption of 0, the mask won’t work and Z will decrypt to g¥.

This is reminiscent of the private set intersection construction of Freedman,
Nissim and Pinkas [43], but with a subtle difference: the polynomial encoded
as part of X has an additional random coefficient, s. Thus, even if Bob knows
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Alice’s entire input z, he still does not know p(a) for a ¢ x. This ensures that in
the event that f(z,y) = L, Bob cannot set r in such a way that Z will decrypt
to a value of his choice; instead, it will decrypt to a random value.

Finally, HECDEC(d, Z) decrypts the ElGamal ciphertext Z to some group
element v € G, and for each a; € z, and for all possible values for y;, checks
whether ¢g¥1% = . If it finds such a pair, it outputs it; else, it outputs L.

Plugging in this HEC scheme in our generic construction gives us an efficient
blueprint scheme for watchlists as long as we can also find efficient instantiations
of the NIZK proof systems for computing the proofs ma and 7z. As was already
well-known [452458], we can represent the statement that a given ElGamal
ciphertext encrypts g% such that a given Pedersen [62] commitment C is a com-
mitment to a as a statement about equality of discrete logarithm representations;
moreover, we can also represent statements about polynomial relationships be-
tween committed values (i.e., that C), is a commitment to the value p(aq, ..., ar)
where p is a polynomial, and commitments C1,...,Cy are to values ay,...,ay)
as statements about equality of representations. Using this fact, as well as the
fact that efficient NIZK proofs of knowledge for equality of discrete logarithm
representations in the random-oracle model are known [4544I32], we can also
efficiently instantiate the NIZK proof system in the random-oracle model.

A subtlety in using these random-oracle-based proof systems, however, is that
generally such proof systems’ knowledge extractors require black-box access to
the adversary and involve rewinding it. In situations where the adversary expects
to also issue queries to its challenger, and a security experiment or reduction
must extract the adversary’s witness in order to answer them, using such proof
systems runs into the nested rewinding problem. One could opt to use straight-
line extractable proofs instead (in such proofs, the knowledge extractor does not
need to rewind the adversary); however, known techniques to achieve straight-
line extraction come either at a w(log\) multiplicative cost [I4J40] or require
cumbersome setup assumptions [22].

A more efficient technique is to have a common random string (CRS) and
interpret it as an ElGamal public key. There is an efficient X-protocol [32] for
proving that the contents of two ElGamal ciphertexts under two different keys are
equal; it can be converted into a non-interactive zero-knowledge proof using the
Fiat-Shamir heuristic [39] in the random-oracle model. If one of these public keys
comes from the CRS, then the soundness of the proof system allows for straight-
line extraction that uses the corresponding secret key as the extraction trapdoor.
Here we give a formalization of this previously used (e.g. [2I]) approach.

Specifically, we formulate a new flavor of NIZK proof of knowledge systems:
black-box extractability with partial straight-line (BB-PSL) extraction, and give
an efficient NIZK BB-PLS PoK proof system for equality of discrete-logarithm
representations. This proof system allows straight-line extraction (i.e. extraction
from the proof itself, without rewinding the adversary) of a function of the wit-
ness (for example, instead of extracting w the extractor computes g*); this gives
the security experiment enough information to proceed. Although this approach
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is somewhat folklore, we believe our rigorous formulation and instantiation in
the random-oracle model (Sect. [2.2) may be of independent interest.

How our scheme builds on the anonymous credentials literature. Note that, as
stated so far, neither the definitions nor the schemes concern themselves with
credentials. Instead, the user and the verifier agree on a commitment C' to the
user’s relevant attribute y. Out of band, the user may have already convinced the
verifier that she has a credential from some third-party organization attesting
that y is meaningful. For example, if y is the user’s name, then the third-party
organization might be the passport bureau. Indeed, this is how anonymous cre-
dentials work in general [54JT9I20/3], and therefore this modeling of the problem
allows us to add this feature to anonymous credentials in a modular way. More-
over, our ElGamal-based scheme is compatible with literature on anonymous
credentials [BATII2003] and compact e-cash and variants [I6T7IT5] because Ped-
ersen commitments are used everywhere.

Related work. Group signatures and identity escrow schemes [301235226] al-
low users to issue signatures anonymously on behalf of a group such that an
anonymity-revoking trustee can discover the identity of the signer. The differ-
ence between this scenario and what we are doing here is that in group signatures
the signer’s identity is always recoverable by the trustee, while here it is only
recoverable if it matches the watchlist.

Group signatures with message-dependent opening [63] and bifurcated [53],
multimodal and related signatures [5935l42] allow a tracing authority to recover
a function of the user’s private information that’s known to the user at the time of
group-signing or credential showing. In contrast, in a secure blueprinting scheme,
the user knows only one of two inputs to this function.

Another related line of work specifically for watchlists is private set inter-
section (PSI) [4325]. Although techniques from PSI are helpful here, in general
PSI is an interactive two-party protocol, while here, the Auditor who knows the
watchlist x is offline at the time when the user is forming the escrow. Private
searching on streaming data [61] allows an untrusted proxy to process streaming
data using encrypted keywords. The resulting encrypted data does not come
with any assurance that it was correct. In contrast, in our scenario, the verifier
and the auditor can both verify that Z was computed correctly.

A series of recent papers explored accountable law enforcement access sys-
tem [49/4TJ64150]. None of them, however, consider integration with anonymous
credential systems for privacy-preserving authentication. Break-glass encryption
by Scafuro [64] realizes a mechanism in which the auditor can decrypt Alice’s
ciphertexts simply be reliably revealing that he did so, i.e., that he broke the
glass. The choice of which messages are to be leaked can happen even after Al-
ice’s public key is generated. Scafuro achieves this in certain strong models, such
as those of hardware tokens and existence of a blockchain. In abuse-resistant law
enforcement access systems (ARLEAS) [50], a law enforcement agency with a
valid warrant can secretly place a user Alice under surveillance. They will be able
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to decrypt messages that are encrypted to Alice’s public key, but not those en-
crypted to other users for whom surveillance has not been authorized. Moreover,
ARLEAS make it possible for an email server to enforce compliance by verifying
that an encrypted message indeed allows lawful access by law enforcement; and
(in a nutshell) all participants can verify the validity of all warrants even though
they are unable to tell who is under surveillance. In our view, ARLEAS follows
principles that are similar to ours: finding a way to reconcile the need to monitor
illegal activity with privacy needs of the law-abiding public. However, since AR~
LEAS concerns itself with encryption, while we worry about privacy-preserving
authentication, our technical contributions are somewhat orthogonal.

2 Preliminaries

The ElGamal Cryptosystem and Its Security. Let KGen be an algorithm that,
on input a description of a group G with generator g of prime order ¢ in which
the discrete-logarithm problem is hard for PPT (in the security parameter 1*)
adversaries, outputs (1) a public key pk consisting of an element y <s G; and
(2) a secret key sk = s such that g° = y. The encryption algorithm Enc encrypts
a message m € G by sampling r <$ Z, and outputting the ciphertext ¢ =
(¢g",my"). The decryption algorithm Dec decrypts ¢ = (a,b) € G? by computing
ba=*. We use ¢ < Enc(pk,m) and Enc(pk,m;r) to specify the randomness used
in the encryption.

ElGamal is semantically secure under the decisional Diffie-Hellman assump-
tion [66]. In this paper, we use the equivalent notion of security against chosen
plaintext attack (IND-CPA) formulated by Boneh and Shoup [8]. In their se-
curity game, the adversary continuously interacts with either the O-encryption
oracle that always encrypts the first of the two messages the adversary sends it,
or with the 1-encryption oracle that always encrypts the second message. Their
security definition is more convenient for us because it allows us to avoid an
additional hybrid argument.

Let @ : G2 x G®> — G2 be the operator for the homomorphic composition
of two ElGamal ciphertexts ¢; = (a1,b1) € G?,¢2 = (a2,bs) € G? such that:
c1®co := (ay - ag, by - by) where - is the group operator of G. We also write ¢* as
shorthand for repeated operation of ¢ with itself a times.

Definition 1 (Statistically hiding non-interactive commitment). A pair
of algorithms (CSetup, Commit) constitute a statistically hiding non-interactive
commitment scheme for message space M pqr and randomness space Rcper if
they satisfy (1) statistical hiding, i.e., for any cpar output by CSetup(1*), for
any mo, m1 € Mepqer, the distributions D(cpar, mo) and D(cpar,m1) are statis-
tically close, where D(cpar,m) = {r <= Rcpqr : Commitcper(m;7)}; and (2) com-
putational binding, i.e. for any PPT adversary A, there exists a negligible v such
that Pr[cpar < CSetup(1*); (mo, ro, m1,7m1) < A(cpar) : Commitepar(mo; o) =
Commitcpg,r(ma;71) Amg # ma] = v(X)
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We will use the Pedersen commitment scheme which employs a cyclic group G
of prime order q. Let g, h1, ho, ..., h, be generators of G and my, mo,...,m, €
Zy, then Commity, ny... ki, .g(M1, Mo, ..., my) samples r <$ Z, and computes
g" TT_, hi"*. This scheme is binding under the discrete logarithm assumption in
G. We write Commity,, . 4, q(m1,...,my;7) to specify the randomness for the
commitment.

2.1 Non-interactive Zero Knowledge

Let R be a polynomial-time verifiable binary relation. For a pair (x,w) € R, we
refer to x as the statement and w as the witness. Let £ = {x | Fw : (x,w) € R}.

A non-interactive proof system for R consists of a prover algorithm P and
verifier algorithm V both given access to a setup S. The setup can either be a
random oracle or a reference string—we show later how we abstract over the
differences in their interfaces. P takes as input a statement x and witness w,
and outputs a proof 7 if (x,w) € R and L otherwise. V takes as input (x,)
and either outputs 1 or 0.

Definition 2 (NIZK). Let S be the setup, and (P, V) be a pair of algorithms with
access to setup S. ® = (S,P,V) is a simulation-sound (optionally extractable)
non-interactive zero-knowledge proof system for relation R C X x Y if it has the
following properties:

Completeness: For all (x,w) € R, Pr|m + P3(x,w) : V3(x,m) = 0] = 0.

S is a stateful oracle that captures both the common-random-string setting and
the random-oracle setting. In the random-oracle setting, S responds to a query
m by sampling a random string h of appropriate length ¢ (clear from context).
In the common-reference-string (CRS) setup, it samples a reference string on
the first invocation, and from then onward returns the same reference string to
all callers.

Zero-knowledge: The zero-knowledge property requires that no adversary can
distinguish the real game in which the setup is generated honestly and an honest
prover computes proofs using the correct algorithm P, from the simulated game
in which the proofs are computed by a simulator that does not take witnesses as
inputs, and in which the setup is also generated by the simulator. More formally,
there exist probabilistic polynomial time (PPT) simulator algorithms (Sim$S, Sim)
such that, for any PPT adversary A interacting in the experiment in Fig. [2:1]
the advantage function v(\) defined below is negligible:

AdVNZE(\) = ‘Pr{lew"O(m - o} - Pr[NIZKA’l(l’\) - o} ‘ =v())
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NIZKA0(1%) Os(m) Op(x, w)

return AS(')’PS("')(lA) state, h, Tee < SimS(state, m) if (x,w) ¢ R : return L
NIZKA1 (1Y) return h state, 7 <— Sim(state, x)

return 7

return A%s():0p(:) (1/\)

Fig.2.1: NIZK game

SimS shares state with Sim modeling both RO programming and CRS trapdoors.
Additionally there is an extraction trapdoor 7g, that will be used below to define
simulation extractability.

Soundness: A proof system is sound if no adversary can fool a verifier into
accepting a proof of a false statement. It is simulation sound if the adversary
cannot do so even given oracle access to the simulator — of course in that case
the adversary is prohibited from outputting statement-proof pairs for which the
proof was obtained from the simulator. It is a proof of knowledge if a knowledge
extractor algorithm can compute the witness given appropriate access to the ad-
versarial prover’s algorithm. We explore various flavors of simulation soundness
in Appendix but here we focus on just one of them: the flavor of a proof of
knowledge that allows for (partial) straight-line extraction.

2.2 NIZK Proof of Knowledge

Simulation Extractability: A proof system is extractable (also often called a
proof of knowledge, or PoK for short) if there exists a polynomial-time extractor
algorithm that, on input a proof m for a statement x that passes verification,
outputs the witness w for x. In order to reconcile extractability with the zero-
knowledge property, it is important that the extractor algorithm Ext have some
additional information that is not available to any regular participants in the
system. This information depends on the setup S: in the CRS setting, it is a
trapdoor that corresponds to the CRS; in the random-oracle setting it comes
from the ability to observe the adversary’s queries to the random oracle. Note
that, in addition, trapdoors can be embedded by programming the random ora-
cle. Further, a proof system is simulation-extractable if the extractor algorithm
works even when the adversary has oracle access to the simulator and can thus
obtain simulated proofs.

Let Q denote the simulator’s query tape that records all the queries the
adversary A made to the simulator. Qs denotes the setup query tape that records
the queries, replies, and embedded trapdoors of the simulated setup; this is
explicitly recorded by Os and Os. As we will discuss below, Os additionally
reveals to A the extraction trapdoor Tg.; this captures adaptive extraction from
many proofs.
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An attractive definition of simulation extractability is the one of straight-line
extractability [40]: the extractor obtains the witness just from Qs and the pair
(x,m). A weaker definition allows for black-box extractability, where the extrac-
tor additionally obtains black-box access to A4, i.e. it can reset it to a previous
state. By BB(.A) we denote this mode of access to A, and by ExtB84)(Qg, x, )
we denote an extractor algorithm that, in addition to its inputs, also has this
access to A. See Appendix [A2] for additional discussions and the definition of
the black-box simulation extractability game NISimBBExtract.We now propose
a notion that falls between straight-line and black-box simulation extractability.

Black-Box with Partial Straight Line (BB-PSL) Simulation Extractabil-
ity: Sometimes, it is good enough that a straight-line extractor be able to learn
something about the witness, say some function f(w), not necessarily the entire
witness. For such a scenario, it is convenient to have two extractors: Ext that
is a black-box extractor that extracts the entire witness given black-box access
to the adversary, and ExtSL that extracts some function of that witness in a
straight-line fashion. The reason this is good enough for some proofs of security
is that, in a reduction, f(w) may be enough information for the reduction to
know how to proceed, without the need to reset the entire security experiment.
This is similar to f-extractability [5].

Let us now formalize BB-PSL simulation extractability; let & = (S,P,V)
be an NIZK proof system satisfying the zero-knowledge property above; let
(SimS, Sim) be the simulator. Let f be any polynomial-time computable function.
@ is f-BB-PSL simulation-extractable if there exists a pair of polynomial-time
extractor algorithms (Ext, ExtSL) such that for any PPT adversary A participat-
ing in the game defined in Fig. the advantage function v(\) defined below
is negligible. As mentioned before, Q denotes the query tape. Qg, denotes the
setup query tape that records the queries, replies, and embedded trapdoors of
the simulated setup; this is explicitly recorded by Os.

AdylySImBBPSLEXtract () — py [ f-NISimBBPSLExtract*(1*) = 1| = v())

for some negligible function v.
More on the simulator and extractor. In the games NIZK, NISimSound,
and NISimBBPSLExtract the simulator initializes and updates the setup using
SimS and then responds to queries from A for simulated proofs using Sim. Note
that the two halves of the simulator, SimS and Sim, share state information,
and update it when queried. This captures both the CRS and the random-oracle
settings. In the CRS setting, SimS computes the reference string S so that it can
pass the corresponding simulation trapdoor to Sim via the shared state. In the
random-oracle (RO) setting, SimS programs the random oracle (computes the
value h that the random oracle will return when queried on m) and uses the
shared state in order to memorize the information that Sim will need to use h in
the future. Similarly, in the random-oracle mode, Sim has the ability to program
the random oracle as well and memorize what it did using the state variable.
In the simulation extractability experiments, the extractor Ext takes Qg as
input. In the CRS model, Qs will contain the extraction trapdoor corresponding
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f-NISimBBPSLExtract(1*)

10 Q,Qs «+ []

2 (x,m) ¢ A%OOsmO) (1)

3: w Ext®®W(Qs x, m)

4: w' < ExtSL(Qs,x, )

5: return VOS(x,m) A (x,7) € QA (x,w) € RAW # f(w)

Os(m) Os(m) Osim (x)

1: state, h, 7Tex ¢ SimS(state,m) 1: state, 7w < Sim(state, x)
2: Qs.add((m, h, Text)) 2: Q.add((x,m))

3: return h, Tex 3: returnw

Fig.2.2: f-NISimBBPSLExtract game

to the CRS. In the RO model, Qs also contains information that the simulator
algorithms Sim$S generated, such as how the RO was programmed and where the
adversary queried it. It does not, however, contain the simulation trapdoor or
give the extractor the ability to program the RO.

Our definition requires successful extraction even when all information in Qs,
in particular 7gy, is available to the adversary. This allows the adversary to run
Ext itself, and thus allows for extraction from multiple proofs.

Instantiating Simulation Extractable proofs. While simulation-extractable
proof systems exist for all NP relations [34], there are multiple ways to realize
non-interactive zero-knowledge (NIZK) proof systems more efficiently. One of
them is to start with X-protocols and convert them into a NIZK proof in the
random oracle model, e.g. using the techniques of [39I38/56]. As we will elabo-
rate below, X' protocols are particularly suitable for proving knowledge of group
isomorphisms such as discrete logarithm representations; see, e.g. [57]. They can
also efficiently prove disjunctive statements [31]. This has been used for range
proofs.

Bulletproofs [I3] is a practically efficient NIZK proof system for arithmetic
circuits, specifically optimized for range-proofs. Recent work shows that Bullet-
proofs are simulation extractable [46] and can be integrated with X-protocols [12].

Bernhard et al. [7, Theorem 1] state that Fiat-Shamir X-protocols are black-
box simulation extractable with respect to expected polynomial-time adversaries.
To show partial straightline extractability we use a theorem of [38, Theorem 2]
that shows that X-protocols compiled using Fiat-Shamir are simulation-sound
and adapt the theorem of [33] Theorem F.1] which shows how to transform
simulation-sound into simulation-extractable NIZK, by encrypting the witness
to the sky. Our approach differs from their approach in that we only encrypt a
partial witness and can thus use groups for which computing discrete logarithms
is hard.
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In Sect. we give a construction from X-protocols of a proof system ¥
for equality of discrete logarithm representation relations and prove that it is
an f-BB-PSL simulation-extractable NIZK proof system in the random-oracle
model for an appropriate f.

Notation. When using NIZK proofs of knowledge in a protocol, it is convenient
to be able to compactly specify what exactly the prover is proving its knowledge
of. We shall use the notation:

T POKQ{W : R(x,\w)}

to indicate that the proof m was computed as follows: the proof system ¥ =
(S,P,V) for the relation R was used; the prover ran P3(x,w); to verify 7, the
algorithm V®(x, ) needs to be run. In other words, the value w in this notation
is the witness the knowledge of which the prover is proving to the verifier, while
x is known to the verifier. A helpful feature of this notation is that it describes
what we need ¥ to be: it needs to be a NIZK PoK for the relation R.

2.3 X-protocol for proof of equality of discrete logarithm
representations

Let Regrep be the following relation: Reqrep (X, W) accepts if x = (G, {z;, {gi1,- - -,
Gim}}i1) where G is the description of a group of order ¢, and all the z;s and
gi,js are elements of G, and witness w = {w;}72; such that z; = [[]", g;”U]’

P—V On input the (x, W) € Reqrep, the Prover chooses ej - Z, for 1 < j <m

and computes d; = ]_[;":1 ngJ for 1 <4 < n. Finally, the Prover sends to the

Verifier the values com = (dy,...,d,).

P+V On input x and com, the Verifier responds with a challenge chal = ¢ for
¢4 Ly

P—V The Prover receives chal = ¢ and computes s; = e; + cw; mod ¢ for
1 <4 <m, and sends res = (s1, ..., $m) to the Verifier.

Verification The Verifier accepts if for all 1 <17 <n, d;a§ = H;nzl gf’], rejects
otherwise.

Simulation On input x and chal = ¢, the simulator chooses s; < Z, for 1 <
j < m, and sets d; = (H:r;l gffj)/xf for 1 < i < n. He then sets com =
(di,...,dy) and res = (81,...,8m)-

Extraction On input two accepting transcripts for the same com = (dy,...,d,),
namely chal = ¢, res = (sy,...,5,,), and chal’ = ¢/, res’ = (s},...,s!,), out-
put w; = (s; — 8j)/(c — ) mod g for 1 < j <m.

2.4 From X-protocols to BB simulation extractable NIZK PoK via
Fiat-Shamir

Let Wegrep = (Seqrep, Pegreps Veqrep) be the proof system we get from the X-protocol
described in Sect. via the Fiat-Shamir heuristic. Specifically, Seqrep is a ran-
dom oracle.
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We use a theorem of [38, Theorem 2] that shows that X-protocols compiled
using Fiat-Shamir are simulation-sound; moreover, it follows from a theorem of
[, Theorem 1] and the proof of [38, Theorem 3] that it is in fact black-box
simulation extractable.

Recall that the notation 7w < PoK%qrep{w ¢ Regrep (X,W)} denotes that the

proof 7 is the output of Pegrep.

2.5 ¢g®-BB-PSL simulation extractable NIZK from Weqep

Now we want a BB-PSL simulation extractable proof system for Reqrep such
that, in a straight-line fashion, a function of w can be extracted. Specifically,
recall that x = (G,{zi,{gi,1,---,9im}}i=1) and w = {w;}72, such that x; =
H;'n=1 gff; .

Consider the following proof system ¥ = (S,P,V) for the relation Reqrep
and for the function f(J,-), defined as follows. Let g be the generator of G
included in the description of G. Let J be a subset of the set of indices [m]. Let
f(lw)={g"7 : jeJ}

S is a random oracle, but we interpret its output as follows: On input the
description of a group G with generator g of order ¢, outputs a random element
h of G; we can think of this h as the public key of the ElGamal cryptosystem.

P works as follows: on input x = (G, {z;,{gi1,---,9im}}ly) and w =
{w;}7y, it first obtains h = S(G) and then forms the ElGamal ciphertexts
of g*ir for each ji € J: (cx,1,ck2) = (g7, g™ h™), for 1 < k < |J|.

It then forms x’ and w’ that allow us to express the following relation R as
a special case of Reqrep:

R= {X/’W/ ‘ x' = (Xv {(Cjk»17cjk12)}) and

w’ = (w,w") where w" = (ry,...,r;) such that

for 1 <k <|J|, (ck1,crz2) = (g™, g" i h™)

In order to express x’ and w’ as a statement and witness for Regrep, form
them as follows: x' = (G, {#}, {9} 1, - ,ggym/}}?;l), where

n' =n+2lJ], M =m+|J|

For 1 <i<mn,z;=m;,and for 1 <j <m, g ; = g; j, and for m < j <m+|J|,
g;,j =1L

For 1 <k <|J|, x;+2(k—1)+1 = Cp1, g;+2(k_l)+17m+k =g, and for £ # m + k,
1<t<m+|J], 9;+2(k—1)+1,e =1

For 1 < k < |J|, 2 0p = k2, Grionjy = 9 Iniokmek = N and for £ ¢
{Jk.m+k} 1< L<m+|J|, 9;+2(k71)+1,z =1

S

Set w = (w1, ..., Wm,"1,...,7). Using the algorithm Peqreps COMPUte Teqrep <

Png,eqrep{W’ : Reqrep(x’,w’)}, and output ™ = ({(¢k,1,¢k,2)}, Teqrep)-

V works as follows: on input the statement x, and the proof 7 = ({(ck,1,¢k,2)},
Teqrep); first compute x' exactly the same way as the prover’s algorithm P did.
Then output Vsqrep (x', Teqrep)-
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Theorem 1. Let the relation Reqrep = {(x, W)} be an equality of discrete loga-
rithm representations relation. For any J C [m], let f(J,w) = {¢g"7 : j € J}.
The proof system W = (S,P,V) is an f(J,-)-BB-PSL simulation-extractable
NIZK proof system in the random-oracle model.

Proof (Sketch). We need to describe the setup simulator, the proof simulator,

the extractor trapdoor and the two extractors.

SimS(state,m) — (state, h/, 7ext): On input the description of a group G with
generator g of order ¢, sample Tex < Z4 and output the hash value that
will be interpreted as the element g™ of G; we can think of this as the
public key of the ElGamal cryptosystem for secret key 7g4. On other inputs
simulate the random oracle faithfully.

Sim(state,x) — (state,7): On input x, the simulator extends x with random
ElGamal ciphertexts to x’, chooses ¢ <= Zg, sj < Zg for 1 < j < m+ |J|,
and sets d; = ([]7" 23 /x¢ for 1 < 4 < m + 2|J|. He then sets com =

j=1 i
(di,...,dpy2)g)), stores H[x,com] = c in state, sets chal = ¢, and res =
(81,...,8m) and return (chal, res).

ExtBB(A)(Qs, x,7) — w: Parse 7 as (chal, res) and compute com as Sim. Rewind
BB(A) to the point where it queried the random oracle on (x,com) and
provide it fresh random results. Repeat until it obtains two accepting tran-
scripts for the same com = (dy,...,d,42) and then run the extractor of
the X-protocol to obtain w’. Remove the last k elements to obtain w.

ExtSL(Qs,x,m) — f(J,w): Parse x as (G, {xi,{gi’h...,gi,m}}?ifm), obtain
Text from the entry (G, h, Tex) of Qs. Interpret the last 2|.J| elements z; as
ElGamal ciphertext and decrypt them to obtain f(.J, w). O

3 Definition of Security of f-Blueprint Scheme

Our scheme features three parties: an auditor, a set of users, and a set of recip-
ients. It is tied to a non-interactive commitment scheme (CSetup, Commit); let
cpar be the parameters of the commitment scheme output by CSetup.

The auditor A has private input  and publishes a commitment Ca = Commitcpq, ().
The user has private data y and publishes a commitment C = Commit pa,(y).
For example, x could be a list and y could be the user’s attributes in a credential
system.

The auditor creates a key pair (pka,ska) corresponding to its input z, and
the user can escrow its private data y under pk, to obtain an escrow Z. We
require that Z decrypts (with the help of ska) to f(z,y) for a function f that all
parties have agreed upon in advance. In the definition, we do not restrict f: it
can be any efficiently computable function. Moreover, an escrow recipient R can
verify that indeed Z was computed correctly for the given pk, and C'. Similarly,
a privacy-conscious user can verify that indeed pk, was computed correctly for
the given warrants data commitment Ch.
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Definition 3. An f-blueprint scheme tied to a non-interactive commitment
scheme (CSetup, Commit) consists of the following probabilistic polynomial time
algorithms:

Setup(1*, cpar) — A: is the algorithm that sets up the public parameters A. It
takes as input the security parameter 1* and the commitment parameters
cpar output by CSetup(1?); to reduce the number of inputs to the rest of
the algorithms, A includes 1* and cpar; we will also write Commit instead
of Commit,p,, to reduce notational overhead.

KeyGen(A,z,7a) — (pka,ska): is the key generation algorithm for auditor A. It
takes in input 1%, parameters A, and values (x,7a), and outputs the key
pair (pkp,ska). The values (z,7a) define a commitment Ca. This allows to
integrate KeyGen into larger systemsﬂ

VerPK(A, pka, Ca) — 1 or 0: is the algorithm that, on input the auditor’s public
key pka and a commitment Chp, verifies that the warrant public key was
computed correctly for the commitment Ch.

Escrow(A, pka,y,r) — Z: is the algorithm that, on input the values (y,r) outputs
an escrow Z for commitment C' = Commit(y;r).

VerEscrow(A, pka, C, Z) — 1 or 0: is the algorithm that, on input the auditor’s
public key pka, a commitment C, and an escrow Z, verifies that the escrow
was computed correctly for the commitment C'.

Decrypt(A,ska,C, Z) — f(x,y) or L: is the algorithm that, on input the audi-
tor’s secret key sk, , a commitment C and an escrow Z such that VerEscrow(A,
pka, C, Z) = 1, decrypts the escrow. Our security properties will ensure that
it will output f(z,y) if C' is a commitment to y.

Definition 4 (Secure blueprint). An f-blueprint scheme Blu= (Setup,KeyGen,
VerPK, Escrow, VerEscrow, Decrypt) tied to commitment scheme (CSetup, Commit)
constitutes a secure f-blueprint scheme if it satisfies the following properties:

Correctness of VerPK and VerEscrow: Values (cpar,pka, Ca,C, Z) are gen-
erated honestly if: (1) cpar is generated by CSetup(1*); (2) A is generated by
Setup(1*, cpar); (3) pky is the output of KeyGen(A, x,74); (4) Ca = Commit par(
z;ra); (B) C = Commiteper(y;7); (6) Z is generated by Escrow(A, pka,y, 7).
For honestly generated values (cpar, pka,Ca, C, Z), we require that algorithms
VerEscrow and VerPK accept with probability 1.

Correctness of Decrypt: Similarly, we require for honestly generated (cpar, pka,
ska, C, Z) that with overwhelming probability Decrypt(4,ska,C, Z) = f(z,y).
Soundness: Let Ca and C' be commitments whose openings (x,ra) and (y,r) are
known to the adversary. Let (pka,skp) < KeyGen(A,z,ra) be honestly derived
keys. Soundness guarantees that any pka, Z pair that passes VerEscrow(A, pka,
C, Z) will decrypt to f(z,y) with overwhelming probability. More formally, for
all PPT adversaries A involved in the experiment in Fig. 3] there exists a

negligible function v such that: Adviﬁ”é’,ﬂ (A\) =Pr [Sound’é‘,u N = 1} =v(A)

3 E.g., A can prove that = does not contain journalists, but does contain all Russian oli-
garchs on the OFAC’s sanctions list. https://home. treasury.gov/policy-issues/
financial-sanctions
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Soundg, (\)

1: cpar CSetup(l)‘)
2: A<« Setup(lA7 cpar)
z,ra — A1, A)
(pka,ska) < KeyGen(A,z,ra)
(C.y,r, Z) < Alpka)
return [C = Commit(y;r)A
VerEscrow (A, pka, C, Z) A Decrypt(A, sk, C, Z) # f(x,y)]

N O ot W

Fig. 3.1: Experiments Soundg), ()

Blueprint Hiding: We want to make sure that pk, just reveals that x is a
valid first argument to f (i.e. this may possibly reveal the size of x or an upper
bound on its size). Otherwise, x is hidden even from an adversary who (1) may
already know a lot of information about x a-priori; and (2) has oracle access to
Decrypt(A, skp, -, -).

We formalize this security property by requiring that there exist a simula-
tor Sim = (SimSetup, SimKeygen, SimDecrypt) such that a PPT adversary can-
not distinguish between the following two games: the “real” game in which
A is chosen honestly, the public key pk, is computed correctly for adversari-
ally chosen z,ra, and the adversary’s decryption queries (C,Z) are answered
with Decrypt(A,ska, C, Z); and the “ideal” game in which A is computed using
SimSetup, the public key pky is computed using SimKeygen independently of x
(although with access to the commitment Ca), and the adversary’s decryption
query Z; is answered by first running SimDecrypt to obtain enough information
about the user’s data y; to be able to compute f(x,y;). When we say “enough
information,” we mean that SimDecrypt obtains y; = ¢(y;) for some function g
such that f(x,y) = f*(x,g(y)) for an efficiently computable f*, for all possible
inputs (z,y

More formally, for all probabilistic poly-time adversaries A involved in the
game described in Fig. the advantage function satisfies:

AVl (V) = | Pr[BHrealdl, (1) = 0] — Pr[BHidealzl, 5i(3) = 0| = v(3)

for some negligible v.

Privacy against Dishonest Auditor: There exists a simulator such that the
adversary’s views in the following two games are indistinguishable:

4 For example, if « is a list (x1,...,%,) and f(z,y) checks if y = x; for some i, g(y)
can be a one-way permutation: in order to determine whether y is on the list, it is
sufficient to compute g(z;) and compare it to y* = g(y).
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BHrealg), (\) BHidealg}, sim())

1: cpar + CSetup(1™) 1: cpar < CSetup(1?)

2: A+ Setup(l/\, cpar) 2: (A, state) + SimSetup(l)‘7 cpar)

3: (x,7a,state ) < A1}, A) 3: (x,7a,state ) < A1, A)

4: 4: dsim < (|z|, Commit(z;7a))

5:  (pka,sky) < KeyGen(A,z,ra) 5: (pka,ska) < SimKeygen (17, state, dsim)

00 (Pkaska, - .
6: return A%Psa) (ol state) . return AC!(PRasEte, ) (pk,, state ,)

Oo(pka,ska, C, Z) O1(pka, simtrap, x,C, Z)

1: if =VerEscrow(A, pka, C, Z) 1: if =VerEscrow(A, pka, C, Z)

2: return | 2: return |

3: return Decrypt(A,ska,C,Z) 3: y* « SimDecrypt(state, C, Z)
4: return f(z,y) = f*(z,y")

Fig. 3.2: Experiments BHreal4, (\) and BHideaI“é,uSim()\)

1. Real Game: The adversary generates the public key and the data x cor-
responding to this public key, honest users follow the Escrow protocol using
adversarial inputs and openings.

2. Privacy-Preserving Game: The adversary generates the public key and
the data x corresponding to this public key. Next, for adversarially cho-
sen inputs and openings, the users run a simulator algorithm that depends
only on the commitment and f(z,y) but is independent of the commitment
openings.

More formally, there exists algorithms Sim = (SimSetup, SimEscrow) such that,
for any PPT adversary A involved in the game described in Fig.[3-3] the following
equation holds for some negligible function v:

AR sim(X) = | Pr[PADAZ g, (V) = 1] = Pr[PADAG g (0) = 1] = v(Y)

Privacy with Honest Auditor: There exists a simulator Sim such that the
adversary’s views in the following two games are indistinguishable:

1. Real Game: The honest auditor generates the public key on input x pro-
vided by the adversary, and honest users follow the Escrow protocol on input
adversarially chosen openings.

2. Privacy-Preserving Game: The honest auditor generates the public key
on input z provided by the adversary. On input adversary-generated com-
mitments and openings, the users run a simulator that is independent of y
(although with access to the commitment C') to form their escrows.



18 Markulf Kohlweiss, Anna Lysyanskaya, and An Nguyen

PADAG sim (M)

1: cpar + CSetup(1™)

2: Ao+ Setup(lA7 cpar); (A1, state) «— SimSetup(lA, cpar)
3: (x,ra, pka, state ;) A(l’\,Ab)

4: if VerPK(Ay, pky, Commit(z;ra)) =0 : return L

5: return A%®") (state ;)

Oo(y, ) O1(y,r)
1: return Escrow(Ao, pka,y,7) 1: return SimEscrow(state, A1, pky, Commit(y;r),
2: f(z,y)

Fig. 3.3: Game PADAS"())

In both of these games, the adversary has oracle access to the decryption algo-
rithm.

We formalize these two games in Fig. We require that there exists a
simulator Sim = (SimSetup, SimEscrow) such that, for any PPT adversary A
involved in the game described in the figure, the following equation holds:

AQVER () = | Pr[PWHAZ Y, (1) = 0] = Pr[PWHAZ g, (1) = 0] | = v(3)

for some negligible function v.

4 Homomorphic Enough Encryption

Definition 5 (Homomorphic-enough cryptosystem (HEC) for a func-
tion family). Let F' = {f | f : domaing, x domainy, — range;} be a set
of polynomial-time computable functions. We say that the set HEC of algo-
rithms (HECseTuP, HECENC, HECEVAL, HECDEC, HECDIRECT) constitute a
homomorphic-enough cryptosystem (HEC) for F if they satisfy the following
input-output, correctness, and security requirements:

HECSETUP(1*) — hecpar is a PPT algorithm that, on input the security pa-
rameter, outputs the parameters hecpar; in case there is no HECSETUP
algorithm, hecpar = 1*.

HECENC(hecpar, f,z) — (X,d) is a PPT algorithm that, on input the param-
eters hecpar, a function f € F, and a value x € domaing ., outputs an
encrypted representation X of the function f(z,-), and a decryption key d.

HECEvAL(hecpar, f, X,y) — Z is a PPT algorithm that, on input the parame-
ters hecpar, a function f € F, an encrypted representation of f(z,-), and a
value y € domainy,,, outputs a ciphertext Z, an encryption of f(z,y).
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1: cpar + CSetup(1™)

2: Ao+ Setup(lA, cpar); Ay < SimSetup(lA, cpar)
3: M« |[]

a: x,ra — ALY, A)

5: (pka,skas) < KeyGen(Ay, z,7a)

Escrow . .y oDecrypt .
6: return A% ()0 (Aoskars )(PkA)

Ogscrow(y, T') Olliscraw(y7 T')

1: return Escrow(Ag, pka,y,7) 1: C = Commit(y;r)
2: Z < SimEscrow(state, A1, pky, C)
3: M[C, Z] < f(z,y)
4

return Z

PPt (A, sky, C, Z)

1: if M[C,Z] is defined return M[C, Z]
2: return Decrypt(Ai,sky, C, Z)

Fig. 3.4: Game PWHAZ ¢, ())

HECDEC(hecpar,d, Z) — z is a polynomial-time algorithm that, on input the
parameters hecpar, the decryption key d, and a ciphertext Z, decrypts Z to
obtain a value z.

HECDIRECT (hecpar, X, z) — Z is a PPT algorithm that, on input hecpar, an
encrypted representation X of some function, and a value z, outputs a
ciphertext Z.

HEC correctness. For a given adversary A and HEC, let Advypc 4(A) be
the probability that the experiment HECCORRECT in Fig. accepts. HEC is
correct if Advypc 4(A) is negligible for all PPT algorithms A.

Security of x, security of r and y from third parties, and security of
DirectZ. Consider Fig. For a given HEC and an adversary A, and for b €
{0,1}, let piﬁgx()\) be the probability that A outputs 0 in experiment SECX{‘,
let pi{fgxy(}\) be the probability that A outputs 0 in experiment SECXYbA7 and
let pﬂlngCTZ()\) be the probability that A4 outputs 0 in experiment DIRECTZ{;‘.

HEC provides security for x if or any PPT A, |p§£8x()\) — pE‘F‘EX()\)\ is neg-
ligible. HEC provides security for x and y from third parties if or any PPT A,
|p§ﬁ8XY()\) - piﬁ‘l’XY()\ﬂ is negligible. HEC provides security of DIRECTZ if or
any PPT A, |p3{%ECTZ(/\) — paﬁECTZ (M)] is negligible.
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HECCORRECT () SECXY#(N)

1: hecpar < HECSETUP(A) 1: hecpar + HECSETUP(1)

2: (f,x,state) « A(1*, hecpar) 2: (f,xo,z1,state) < A(1%, hecpar)
3: if f e F,xz € domaing , 3: if f € F,xo,21 € domaing .

4 (X,d) + HECENC(hecpar, f, ) 4: X, _ < HECENC(hecpar, f,zp)
5: (y,72) < A(state, X) 5 (yo, y1, state) « A(X, state)

6 if y € domainy,, 6: if yo,y1 € domainy,,

7: 7 < HECEvVAL(hecpar, f, X ,y;rz) 7 7 <+ HECEVAL(hecpar, f, X, yp)
8 if HECDEC(hecpar,d, Z) # f(z,y)  8: return A(Z, state)

9 return 1 9: return A(L, state)

10 : return 0 10: return A(L,state)

11: return 0

DIRECTZ7 ())

12: return 0
1: hecpar + HECsETUP(1%)

SECX{' (V) 2: (f,x,y,rx,state) < A(1*, hecpar)

1: hecpar + HECsETUP(1%) 3: if f € F,x € domaing .,y € domaing
2: (f,mo,x1,state) « A(1*, hecpar) 4: X,_ = HECENC(hecpar, f,x;rx)

3: if f € F,xo,z1 € domaing , 5: Zy + HECEvAL(hecpar, f, X,y)

4: X, _ <+ HECENC(hecpar, f, ) 6 : 71 < HECDIRECT (hecpar, X, f(z,y))
5 return A(hecpar, X, state) 7: return A(hecpar, Zy, state)

6: return A(L,state) 8: return A(L,state)

Fig.4.1: HEC correctness and security games

Remark. Why do we need HECDIRECT? It allows us to directly form a cipher-
text Z that will decrypt to a specific value z. If the function f is not one-way
and it is easy, given z, to sample x and y such that z = f(x,y), then we can de-
rive such Z by computing (X, d) = HECENC(hecpar, f, ) and then computing
Z = HECEvVAL(hecpar, f, X,y). But in general, it is helpful (for some appli-
cations) to have a separate algorithm HECDIRECT (hecpar, X, z) such that, if
X = HECENC(hecpar, f,x), then Z = HECDIRECT (hecpar, X, z) decrypts to z
using the decryption key that corresponds to X, i.e. z = HECDEC(hecpar,d, Z).

5 A Generic f-Blueprint scheme from HEC

We construct a privacy-preserving blueprint scheme using a commitment scheme,
a homomorphic-enough cryptosystem, as well as two NIZK proof systems as
building blocks. The scheme consists of the following six algorithms:

Setup takes A and a commitment setup as input and generates hecpar and
assigns the NIZK oracles S; and S;. Note that when instantiated using real
hash functions or reference strings both RO and CRS setups can be represented
as bit-strings in implementations. KeyGen uses the HEC scheme to compute an
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encrypted representation of the function f(z,-) and proves that it was computed
correctly. VerPK verifies that pk, was computed correctly with respect to the
auditor’s commitment Ca. Escrow homomorphically evaluates f(x,-) on y to
obtain a ciphertext and proves that it was formed correctly. VerEscrow verifies
the ciphertext with respect to the user’s commitment C, and Decrypt decrypts.

Our construction in Fig. uses VerPK as a subroutine in Escrow and
VerEscrow. To be consistent with the syntax we add Ca to pk,. Similarly, we use
VerEscrow in Decrypt and add pkp to ska.

Setup(A, cpar) Escrow(A, pky,y,7)
hecpar <+ HECSETUP(IX) parse A = (), cpar, hecpar,S1,S2)
return A = (), cpar, hecpar,S1,S2) parse pky, = (X, Cha,-)

if VerPK(A4, pky,Ca) =0
KeyGen(A, z,7a) return 0
parse A = (), cpar, hecpar,S1,S2) 2 HECEVAL(hecpar, f, X, )
(X,d) & HECENC(hecpar, f,z) C = Commitepar (y;7)

Ca = Commitepar (z;74) . POK%;{(% rry)

PoK3, { : 5
ma 4= PoKy, (2, d,7x,ma) Z = HECEVAL(hecpar, f, X, y;75)

X = HE ;
(X,d) CENC(hecpar, f,x;7x) AC = Commitcpar(y;r)}

ACh = Commitcpmv(x; TA))} return (Z TI'U)

pka < (X, Ca,ma);sky < (Pka,d)
return (pky,sk,) VerEscrow(A, pka, C, Z = (Z,ﬂ'u))

parse A = (), cpar, hecpar,S1,S2)
VerPK(A, pky, Ca) parse pky = (, Ca, )
A — = ’ =,

parse A = (), cpar, hecpar,S1,S2) return VerPK (A, pky, Ca)
p— ! A

return V?l ((X, hecpar, f,Ca, cpar), wa)
A (Ch = Ch) Decrypt(A, sky, C, Z = (Z,7y))

parse A = (), cpar, hecpar,S1,S2)

parse sk, = (pka,d)

if VerEscrow(A, pka,C,Z) =0
return 0

return HECDEC(hecpar, d, Z)

Fig.5.1: Construction of generic f-blueprint scheme
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Theorem 2. If HEC is a secure homomorphic-enough cryptosystem, the com-
mitment scheme is binding, and the NIZK PoKs ¥, and Wy are zero-knowledge
and BB-PSL simulation extractable then our generic blueprint scheme is a secure
f-blueprint scheme.

Note that, our formal security theorem does not require the commitment
to be hiding. It only shows, using simulation, that no additional information
besides the commitment is revealed. To benefit from the hiding and privacy
properties of the blueprint scheme it is, however, crucial that the transaction
system employing it uses a hiding commitment scheme.

We prove correctness of VerEscrow and VerPK, correctness of Decrypt, sound-
ness, blueprint hiding, privacy against dishonest auditor, and privacy with honest
auditor in separate lemmas.

Lemma 1. Ifthe NIZK PoKsW; and Wy are complete, then the generic blueprint
scheme satisfies correctness of VerEscrow and VerPK.

Proof. Consider VerPK as defined in Fig. Suppose the same VerPK returns
0 in the experiment in Fig. ??. Then either (Ca # C4) or V3*(pka) = 0. Since
Cp = C) = Commitpg,(y;7), the later must be true. However, this contradicts
completeness of the NIZK scheme because the proof ma in pk, is generated by
KeyGen on a valid statement and witness pair.

Similarly, consider VerEscrow as defined in Fig. We know that VerPK
returns 1, so VerEscrow only returns 0 if V;Z (Z, hecpar, f, X, C, cpar) = 0. How-
ever, similar to the case of VerPK, Z was generated using P3* on a valid statement
and witness pair. This again contradicts completeness of the NIZK PoK schemes.

Lemma 2. If the NIZK PoKs ¥, and Wy are complete and the HEC' is correct,
then the generic blueprint scheme satisfies correctness of Decrypt.

Proof. Consider Fig. ??7. By Lemma [, we get that Escrow and in extension
Decrypt will not return 0, as that requires VerEscrow and VerPK to reject on
correct inputs. This tells us that any parts of DecCorrect that relates to the
NIZK does not affect the output of the algorithm. Omitting these lines results
in:

DecCorrect’ (A, x, A, Y, T)

1: hecpar +— HECsETUP(1)

2: (X,d) & HECENC(hecpar, f, x)
3. 2¢& HECEVAL(hecpar, f, X, y)
4: m < HECDEC(hecpar, d, Z)

5: return [m = f(z,y)]

Fig. 5.2: Experiment DecCorrectgy (A, x,ra, y, ) with all NIZK parts removed
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which is the definition for correctness of our HEC scheme for adversaries that
hardcode f,z,y and sample r, at random. Assuming HEC is correct, DecCorrect’
returns 1 with overwhelming probability, and so does DecCorrect.

Lemma 3. Let W, be a BB extractable NIZK scheme, let (CSetup, Commit) be a
computationally binding commitment scheme, and HEC be correct with adver-
sarial evaluation randomness, then our proposed scheme achieves Soundness.

Proof. Consider Fig.[3.1] Suppose, for the sake of contradiction, that there exists
a PPT adversary A such that Adviﬁ‘é’]ﬂ()\) = v() is non negligible. Let Z, one

of the adversary’s output in the experiment, be divided into Z and a proof 7 to
validate Z.

The events where A outputs 1 can be divided into three: (i) when C =
Commit(y; ), C = Commit(y/;r') and Z = HECEVAL(hecpar, f, X, y';ry) for
y # v/, (ii) when C' = Commit(y; ) and Z = HECEVAL (hecpar, f, X,y;ry) for
some 7, where in both (i) and (ii) X is a part of pk,, and (iii) the case where
neither of these equalities holds. Let the probability of these events be expressed
with functions v(\), v1(A), and va(\) respectively. Since v(\) is non negligible
and these three events covers all cases where A would output 1, at least one of
vo(A), 1 (), or vo(\) must be non negligible.

Suppose v2(A) is non negligible. The adversary produced a proof of a false
statement and we can construct a reduction B to the BB extractable NIZK sys-
tem. B runs A the same way as Sound, see Fig. but outputs (Z, hecpar, f, X, C,
cpar),my) instead. By BB extractability of the NIZK, Pr[B wins| of extraction
failure is negligible, which contradicts our assumption that () is non negligi-
ble.

We now assume that the BB extractor extracts a witness (y',7’,7;), such
that Z = HECEVAL(hecpar, f, X,y';7;) and C = Commit par(y'577).

Suppose vp(A) is non negligible. In this event, we break the computational
binding property using a reduction that outputs (y,r,y’,r’).

Suppose v1(A) is non negligible. In this event, we get a situation where both
pky and Z were generated correctly with adversarial randomness r, but the
output of decrypt is incorrect. We can construct a reduction B using A to HEC
correctness with adversarial evaluation randomness. B runs A, in the same way
as Sound, see Fig. but instead of returning a bit at the end, it outputs the

tuple (y,75).

Lemma 4. Let ¥y be a NIZK with simulation algorithms (SimS,Sim) and W
be a g*-BB-PSL extractable NIZK with extraction algorithms (Ext, ExtSL) along
with an efficiently computable f* such that f*(x,g*(y)) = f(x,y). Let HEC be
correct with adversarial evaluation randomness and satisfy security of x. Then
our proposed scheme achieves Blueprint Hiding.

Proof. Consider the game in Fig. We shall define SimSetup, SimKeygen, and
SimDecrypt as follows:
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— SimSetup runs HECSETUP, but also sets up state; to contain the state and
query list Qs; of the simulated PoK setup Os, available to A, P;, and V;,
for i € {1,2}. The state; will additionally be programmed by Sim while Qs,
will be used for extraction.

— SimKeygen first parses dsim as (¢,Ca), samples 2’ < domains, with the
same size ¢ as x, and computes X + HECENC(hecpar, f,z’). Then it runs
Sim(statey, (X, Ca)) to produce a simulated proof ma that X is generated
honestly and corresponds to Ca. Finally, it produces pk, that contains A,
X, Ca, and the simulated proof.

— SimDecrypt splits Z into Z and the proof 7y, then runs ExtSL(Qs,, (Z, C), my)
to obtain y*.

Consider the following games:

— Game 0: The left blueprint hiding game BHreal as described in Fig. |3.2

— Game 1: In this game, we replace Setup with SimSetup, and run a modified
version of KeyGen that generates the proof ma using Sim instead.

— Game 2: Functions identically to the last game, but with Decrypt swapped

with SimDecrypt that outputs y* and returns f*(z,y*).

Game 3: We replace our modified KeyGen with SimKeygen, that is we replace

z with a randomly sampled z’. This game is identical to the game BHideal.

Let A be a fixed probabilistic polynomial time adversary. We denote the inter-
action with the adversary 4 in Game ¢ as BH;“. We claim that

‘Pr{BH;‘()\) - 0} - Pr{BHfH(A) - 0] ’

is negligible with respect to A for j € [0, 2].

For 57 = 0, we can show this via a reduction to the Zero-Knowledge property
of the NIZK PoK system. We can construct a reduction B to the NIZK game
described in Fig. B receives two oracles from its challenger, denoted (S', P’)
and uses S’ to answer queries to the S; oracle, and P’ to generate the proof in
the modified KeyGen. Otherwise, B interacts with A as if it is A’s challenger in
the blueprint security games, and output whatever A outputs. Notice that, when
in the experiment NIZK®°, B functions identically to A’s challenger in Game 0.
Similarly, when in experiment NIZK®!, B acts identically as A’s challenger in
Game 1. Therefore, we get that:

’Pr[BHa“(ﬁ) - o} - Pr{BHf(ﬂ) - 0} ‘
- ‘Pr[MZKB’O(ﬂ) - o} - Pr[NIZKB’l(lA) - o} ‘ —u(\)

for negligible function v, as required.

For j = 1, let us propose a Game 1.5 that is identical to Game 1, but
instead of running only Decrypt or SimDecrypt, it runs both. When Decrypt and
SimDecrypt agrees, the decryption oracle returns their output. Otherwise, the
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experiment is halted and @ is returned. We claim that this event occurs with
negligible probability.
Let v(\) = Pr[BHf5(l>‘) = (D]. We can separate this into the event Ey with

probability v9(\) that captures the event where the output is ) and extraction
fails (i.e. when the output of ExtSL used in SimDecrypt does returns a y* for
which there does not exists valid witness y such that g*(y) # y* for the relation
in the proof in 7a), and event E; with probability 14 () that captures all other
cases where the experiment would output 0.

vo(A) must be negligible, otherwise we can construct a reduction B to the
g*-BB-PSL extractability property of the NIZK described in Fig. [2:2] B receives
two oracles Os and Ogim and uses Og to answer A’s queries to the Osg, oracle.
Otherwise, B acts identically as A’s challenger in Game 1.5, except that it out-
puts the statement Z and proof ma when of the first decryption query for which
Decrypt and SimDecrypt disagrees.

If the event Ey occurs, then B succeeds in its reduction. However, by ¢g*-BB-
PSL simulation extractability, we know that B succeeds with negligible proba-
bility. This gives us:

Pr[E1] = vo()) < Pr|NISimBBPSLExtract®(1*) = 1} = u(\)

for some negligible p.

Assume the BB extractor succeeds in extracting a witness (y,r,75), such
that Z = HECEVAL(hecpar, f, X, y;r,) and C = Commitcpa, (y;7).

v1(\) must also be negligible, otherwise we get a situation where both pk, and
Z were generated correctly with adversarial randomness 7, but the output of
decrypt is incorrect. We can construct a reduction B using A to HEC correctness
with adversarial evaluation randomness. B first outputs f, x that it receives from
A, and uses the X, d that it receives from its challenger to simulate KeyGen.
Then it behaves in the same way as BH; 5, but instead of answering an invalid
decryption oracle, it outputs the tuple (y,7,).

For j = 2, we can construct a reduction B to the HEC Security of x game
in Fig. B functions identically to the challenger in Game 2, but instead of
running KeyGen, it generates the public key pk, using by first sampling 2’ <
domaing . It then outputs (f,z,z’) to its challenger and receives X back. B
then obtains the simulated ma by running Sim(X). At the end, it outputs what
the adversary outputs.

We see that B acts identically to A’s challenger in Game 2 if its challenger
chose b = 0, and identically to A’s challenger in Game 3 otherwise. Since the
encryption scheme is HEC secure, we get that B has negligible distinguishing
advantage, and so does A.

Lemma 5. Let (CSetup, Commit) be a computationally binding non-interactive
commitment scheme. Let W1 be a BB extractable NIZK with extraction algorithms
Ext, and Wy be a NIZK with simulation algorithms (SimS,Sim). Let HEC sat-
isfy security of HECDIRECT. Then our proposed construction achieves privacy
against dishonest auditor.
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Proof. We shall construct SimSetup and SimEscrow for the PADA game as fol-
lows:

1. SimSetup(cpar, state) runs HECSETUP, but also sets up state; to contain the
state and query list Qg, of the simulated PoK setup Os, available to A, P;,
and V;, for ¢ € {1,2}. The state, will additionally be programmed by Sim
while Qs, will be used for extraction.

2. SimEscrow(state, Ay, pky, Commit(y; ), f(x,)) first runs Z < HECDIRECT(
hecpar, X, f(x,y)). Afterwards, it creates my using the ZK simulator. Finally
it outputs Z = (Z,my).

Consider the following games:

1. Game 0: The privacy against dishonest auditor game defined in Fig.
where b = 0.

2. Game 1: In this game, we change from using Setup to using SimSetup.
Additionally, in the Escrow function, instead of using Ps to generate my, we
use Sim.

3. Game 2: Instead of using the modified Escrow procedure, we use SimEscrow.
This is effectively the game defined in Fig. with b= 1.

Let A be a fixed PPT adversary, and let PADA;* denote A’s interaction in Game
i. We claim that ‘Pr {PADAB“(I’\) - 0} - Pr[PADAg‘(lA) - 0} ‘ = v()\) for some
negligible function v.

First, we show that ‘Pr[PADA;;‘(H) - 0} ~Pr [PADA{‘(l’\) - 0} ’ is negligi-
ble by a reduction B to the NIZK zero-knowledge game in Fig. B functions
as follows:

1. B obtains two oracles (S’, P’) from its challenger in the NIZK game. It then
functions as A’s adversary in the PADA game, with minor tweaks.

2. In setup, B runs SimSetup but assigns Sg < S'.

3. When its escrow oracle is queried, it generates Z using HECEVAL similar to
Escrow, but obtains 7y using P’ with input Z.

Now B functions identically to A’s challenger in Game b for b defined in the
NIZK game. We know that NIZK; is zero-knowledge, therefore B’s advantage is
negligible and we get:

Pr[PADAA( A = o} Pr[PADAA (1% = ”
‘Pr[NIZKB’O(l’\):O} Pr[NIZKBll’\ ”

for some negligible function v, as desired.

Further, we have to show that ‘Pr [PADA{(1%) = 0] — Pr[PADAZ'(1*) = 0] ’
is negligible.

The event where A outputs x, ra, pka can be divided into three: (i) when Ca =
Commit(x;7a), Ca = Commit(a’; 7)) and X, = HECENC(hecpar, f,z';rx) for
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x # ', (ii) when Ca = Commit(z;ra) and X, - = HECENC(hecpar, f,z;rx) for
some 7, where in both (i) and (ii) X is a part of pk,, and (iii) the case where
neither of these equalities holds.

Let the probability of these events be expressed with functions vg(\), v1(A),
and o () respectively. Since v(\) is non negligible and these three events covers
all cases of A outputting these values, at least one of vy(A), v1(\), or vo(A) must
be non negligible.

Suppose v5(A) is non negligible. The adversary produced a proof of a false
statement and we can construct a reduction B to the BB extractable NIZK
system. B runs A, but outputs (X, hecpar, Ca, cpar), wa) instead of continuing
the game. By BB extractability of the NIZK, Pr[B wins] is negligible, which
contradicts our assumption that v5(A) is non negligible.

Assume the BB extractor succeeds in extracting a witness (2, d, rx, 774 ), such
that Ca = Commit(z’; 7)) and X, d = HECENC(hecpar, f,z';7rx).

Suppose v5(A) is non negligible. In this event, we break the computational
binding property of the commitment scheme using a reduction that outputs
(x,ra, &', Th).

Suppose that it is only v4(A) that is non negligible. Further, suppose A is
allowed £(\) queries to the encryption oracle where £ is a polynomial. We use a
hybrid reduction B to the security of HECDIRECT that shows that

Pr{PADA{‘(l’\) - o} —Pr [PADA;‘(P) - o} ‘

is negligible. In hybrid 4, the first ¢ queries the adversary makes to the oracle
are answered as it would in PADA{, and the rest are answered as it would be in
PADA,.

The reduction functions as follows:

1. B obtains hecpar from its challenger, It then uses it in the generation of A
in SimSetup.

. When given (z,ra, pka) by A, it runs the BB extractor to obtain (x,rx)

. It samples j «+${0,1,...,4(\) — 1}.

. For the first j queries that A makes, B answers as it would in PADA,.

. For query j, B sends (f,z,rx,y) to its challenger and obtains Z and runs
Sim(Z) for my.

6. For the rest of the queries, B answers as it would in PADA;.

T W N

If we are in DIRECTZ( and extraction succeeds, then the adversary’s view is
identical to hybrid j. Similarly, the adversary’s view is identical to hybrid j + 1
if B is in DIRECTZ;. Note that hybrid 0 is PADA; and hybrid ¢()\) is PADA,. By
the hybrid argument, we get that:

vi(\) = () |Pr[DirectZ?°(1*) = 0] — Pr[DirecTZ? ! (1*) = 0] |
(M)

for some negligible function v, since HECDIRECT is secure. This is still negligible.

=/
=/
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Lemma 6. Let ¥ = (S1,P1,V1) be a NIZK proof system and Ws = (Sa,Po,
V3) be a g*-BB-PSL simulation extractable NIZK along with an efficiently com-
putable f* such that f*(x,g*(y)) = f(z,y). Let HEC be correct with adversarial
evaluation randomness and satisfy secure of x and y from third parties. Then
our proposed construction achieves privacy with honest auditor.

Proof. Let (SimSy1,Sim;) be the setup and simulator functions that satisfies
soundness and zero-knowledge for ¥y, and (SimSs, Sims) be the setup and simu-
lator functions along with extractor pairs (Exts, ExtSLy) that satisfies black-box
with partial straight line simulation extractability for g* for Wy where ExtSLo
is the straightline extractor for ¢g*. Recall that f* is an efficiently computable
function such that f*(z,g*(y)) = f(z,y).

We shall construct SimSetup and Sim as follows:

1. SimSetup(cpar, state) runs HECSETUP, but also sets up state; to contain the
state and query list Qs, of the simulated PoK setup Os, available to A, P;,
and V;, for i € {1,2}. The state; will additionally be programmed by Sim;
while Qs, will be used for extraction.

2. SimEscrow(state, A1, pkp, Commit(y; )) first samples y < domainy , and ob-
tains Z <« HECEVAL(hecpar, f, X,y). Afterwards, it runs Simy to generate
mu. Finally it outputs Z = (Z,my).

Consider the following games:

— Game 0: The privacy with honest auditor game defined in Fig. [3.4] where
b=0.

— Game 1: Here, we change O5*"(y, ) to do the following:

1. First, it runs Z < Escrow(A, pka,y,7)
2. Then, it sets M[C, Z] = f(z,y) and returns Z
Essentially, this caches every OFs" result for decryption.

— Game 2: In this game, we exchange Setup with SimSetup. Then, we change
oracle OF*™" of the game to run an algorithm identical to Escrow, but instead
of generating my with Po, it generates it by running Sims.

— Game 3: We change OP*"Pt to an alternate algorithm O’PeYPt similar to
O; in the blueprint hiding game described in Fig. 3.2

1. First check if M[C, Z] exists, and if so return M[C, Z]. This handles the
simulated escrows.

2. Then check if VerEscrow(A, pky, C, Z) = 0, and if so return L.

3. Then it obtains « using ExtSL

4. Finally, it returns f*(z, a).

— Game 4: In this game, we use Sim; to simulate the proof ma. Everything
else stays the same.

— Game 5: In this game we change to using Ofsrow,

— Game 6: Now, we change to using Py to generate the proof ma.

— Game 7: Now, we change back to using OP"Pt. Notice that this is identical
to the privacy with honest auditor game defined in Fig. [3.4 where b = 1.
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Let A be a fixed PPT adversary, and let PWHAZ denote A’s interaction in
Game 7. We claim that ‘Pr [PWHAg‘m) - o} —Pr [PWHA{‘(l'\) - o” = v(\)
for some negligible function v.

For Game 0 and Game 1, we claim that the output of OP*<Pt in both games
agree with overwhelming probability, which can be shown via a reduction to
soundness of the construction defined in Fig. Consider a Game 0.5 where
we use the following decrypt oracle:

1. Runs g + Decrypt(A,sky, C, Z)
2. Check if M[C, Escrow], and if g # M[C, Escrow| then halts and return .
3. Otherwise, return g.

Additionally, instead of only recording f(x,y) in M, it also records y, r but does
not use this in any computation and M[C, Z] should only return f(z,y). We see
that if Game 0.5 does not end with @, then its behavior is identical to Game 0

or Game 1. We claim that the probability Pr [PWHAé5(1)‘) = @} is negligible by

a reduction B to the the soundness game in Fig. B functions identically to
A’s challenger in Game 0.5 with the following modifications:

1. Upon receiving A from its challenger, it passes that to A.

2. When receiving (z,ra) from A, it passes it to the challenger.

3. When about to return (), instead give its challenger the values (C,y,r, Z)
that was used to call QPecryPt,

We see that A’s view of this game is identical to that of Game 0.5. Additionally,
B succeeds in the reduction (produce an escrow where verification passes but
decrypts to an incorrect value) if it would have outputted @) in Game 0.5. How-
ever, we know that B’s probability of success must be negligible by Lemma

and so does Pr{PWHA(%(l)‘) = (Z)}_
For Game 1 and Game 2, we can construct a reduction B to the zero knowl-

edge game for NIZK; as described in Fig. 2.1} B acts as the challenger in Game
1 except the following modifications.

1. B receives (S',P’) from its challenger and in S, it assigns So + S'.

2. When performing Escrow in OFs% instead of computing my with Py, B
runs my <+ P'((pky, Z, Commit(y; ), A), (y,7, 7)) where ' is the value used
to compute Z.

If B is interacting in NIZKAC, then A is interacting with its challenger in Game
1. Similarly, when B is interacting in NIZKA’I7 then A is interacting with its
challenger in Game 2. Note that, although the challenger in Game 2 simply runs
Simg, the challenger for B will always pass the if check in Op because we always
provide it a valid witness-statement pair. We get that:

‘Pr {PWHA{‘(P) - 0} —Pr {PWHA;‘(P) - 0}

Pr[NIZKB’O(l’\) - o} —Pr [N|ZK5J(1*) - o}
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for some negligible function v as required, since NIZKj is zero-knowledge.

For Game 2 and Game 3, we claim that .4 cannot cause the output of QPecrypt
and O'PeYPt to disagree with non negligible probability. Consider a Game 2.5
where the challenger instead of running just QPP or Q’PeeYPt it yuns both
and outputs the answer if both agrees, or ends the game and output () otherwise.
We claim that Pr [PWHA;S(l”\) = (Z)} is negligible.

For the sake of simplicity, we assume that all queries A made to the de-
cryption oracle contains (C, Z) such that VerEscrow(A, pky, C,Z) = 1. This is
something that A itself can check, and if a query is made that does not fit this
description, then the O will return with L as both OPeYPt and Q’Pec¥Pt runs
this verification and return L when it fails. Consider two cases where () is the
output: when extraction succeeds and when it fails.

We know by simulation extractability of ¥, that the later occurs with negligi-
ble probability. Otherwise, we can construct a reduction B to black-box partial
straightline simulation extractability of Ws. B runs exactly as the challenger
in Game 2.5, but when O’Pe™Pt returns L, it halts execution and return the
corresponding (A, Z, C, pk,) tuple that cases extraction to fail. We know &5 is
simulation extractible, so B’s advantage is negligible, and so is the probability
of failure in Game 2.5 as long as the adversary is probabilistic polynomial time.

Consider the case where ) is returned and extraction does not fail, denoted
Epadproof- This happens when Decrypt does not return f(z,y) where y is the
result of running Ext in O'Pe¥Pt. We claim that this happens with negligible
probability. Otherwise, we can perform a reduction B to the correctness of HEC.
B functions the same as the challenger in Game 2.5, with the following modifi-
cations:

1. It receives hecpar from its challenger, and uses it in generating A.

2. Tt receives (z,ra), passes f,x to its challenger and uses the returned X, d to
generate (pkpa,skpa)-

3. Upon a decryption oracle query with values (C, Z) where extraction does not
fail but the outputs disagrees, it pauses execution of A. Further, 15 uses Exts
to extract values (y,r,r;) from Z via rewinding, Then, it returns (y,7,) to
the challenger.

Notice that, up to the point that the event in interest occurs, B acts identically
as A’s challenger in Game 2.5. Additionally, when the event occurs, B returns a
valid reduction. By correctness of HEC, we get that:

Pr[Evadproo) = Pr[HECCORRECT® (1Y) = 1] = v(\)

for some negligible function v, as required.

Therefore, the decryption oracle in Game 2.5 agrees with that of Game 2 and
Game 3 with overwhelming probability.

The logic for Game 3 and 4 is similar to that of Game 1 and Game 2 — a
reduction to the zero knowledge property of ¥; described in Fig. effig:NIZK.
Here, B receives (S',P’) and assigns Sy « S’ in SimSetup. When computing the
proof ma, it uses P’. At the end, it outputs whatever A outputs.



Privacy-Preserving Blueprints 31

When B is in NIZKB?, B acts as A’s challenger in Game 3. Likewise, it acts
as A’s challenger in Game 4 if B is in NIZKB1. Therefore, we get:

‘Pr[PWHAA(A)—o} Pr{PWHAA —0”

‘Pr[NIZKB’O(/\) — 0] —Pr[NIZK®' () = 0] | =

for some negligible function v as required, since NIZK; is zero-knowledge.

For Game 4 and Game 5, we can show the adversary performs negligibly
different by a series of hybrid arguments. Suppose A is allowed to submit £())
queries to the Escrow oracle where ¢ is a polynomial. Let Hybrid ¢, denoted
PWHA, ;, defined for ¢ € [0, £¢(k)] be the same as Game 5, but for the first ¢
calls to OFc*%_ the challenger answers with OF*% and for subsequent calls it
answers with O’ We see that Game 4 is the same as PWHA, o and Game
5 is the same as PWHA y(»).

Consider the following reduction B to the security of (z,y) as described in

Fig.

1. B receives hecpar and uses it in generating A.

2. B outputs (f,z,z) to the challenger when it receives (x,ra) and receives X.
It then uses Sim; to generate ma corresponding to X and computes pky =
(A, X, Ca = Commit(x;ra), 7a)-

3. B then samples j < [0, £(\)) uniform randomly.

For the first j queries to OF™_ it computes Z as HECEVAL(hecpar, f, X, y).

5. For the (j + 1) query, B samples y' <$ domaing,, and outputs (y/,y) to its

e~

challenger. It then receives Z from the challenger, and computes my using
Simy on this Z.
6. For the next queries, it computes Z with Sim the same way as in QFscrow,

We see that, in SECXYE, B is identical to A’s challenger in PWHA, ;. In
SECXY?, B is identical to A’s challenger in PWHA, ;1. By a hybrid argument,
we get that:

|
J

(\)[Pr[SECX Y (1*) = 0] — Pr[SECXYT(1*) = 0]|

Pr[PWHAA( A = 0} Pr[PWHAA(

0
0

) =
Pr[PWHA;ﬁO(m = o} —Pr {PWHA;‘Z(A)(F)

ooy

for some negligible function v since HEC is secure. This is still negligible, as
required.
The argument for Game 5 and 6 is identical to that of Game 3 and Game 4.
The argument for Game 6 and 7 is identical to that of Game 2 and Game
3, except the reduction would make use of the simulator SimS used in OQFscrow,
Everything else about the reduction stays the same.
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6 HEC from the ElGamal Cryptosystem

For a binary string y (or an integer which can be interpreted as a binary string)
and an integer k, let lobits;(y) = v mod 2*; i.e., lobits;(y) denotes the k least
significant bits of y (or, equivalently, the corresponding integer). Let domaing , =
{0,1}". Let us use bold font to indicate that x is a set of values; let Wy = {x |
x C domaing,y, |x| = €}. Let the function family F; = {fi}, where fi : W, x
domaing , — domaing , is defined as follows:

]y lobitsk(y) € x
Jelxy) = {@ otherwise

In other words, the function reveals y if lobitsi(y) € x, and nothing otherwise.

In this section, we will use the ElGamal cryptosystem in order to construct
an HEC for f, € F, for any k, ¢ such that ¢ and 2/v—* are polynomial in A. Our
cryptosystem will use a group G of prime order ¢ > 2%,

6.1 The ElIGamalHEC Construction and Its Security

The idea of our construction EIGamalHEC for a HEC for the aforementioned
functions fi € Fy, is that HECENC outputs the ElGamal ciphertexts of the
coefficients of a random polynomial P of degree ¢ = |x| whose roots are elements
of x. More precisely, P = s HL};H(X_%‘)’ that is P = ZL’;IO P;x*. The randomness
in P comes from the choice of the leading coefficient s. HECENC outputs the
ciphertexts C; <— Enc(g”) that encrypt the coefficients P; of P; these ciphertext
are part of X.

Using these ciphertexts {C;} and the homomorphic properties of ElGamal,
HECEVAL computes an encryption of ¢g"F(°bitss(1))+¥ for a random r. Note that
if lobits,(y) € x, this is just an encryption of g¥; otherwise, it is an encryption
of a random element of G. Thus, HECDEC can use the ElGamal decryption
algorithm to obtain some group element ¢g*, and then use the fact that ¢ and
2lv=F 10 either recover y with exhaustive search, or determine that fi(x,y) = 0.

Fig. describes our construction, EIGamalHEC. Here, (KGen, Enc, Dec) are
the key generation, encryption, and decryption algorithms of ElGamal. Recall
that @ is the homomorphic operator for ciphertexts.

Theorem 3. Under the decisional Diffie-Hellman assumption, EIGamalHEC con-
stitutes a homomorphic-enough encryption for fi. any k,€ such that £ and 2'v—F
are polynomial in X\, for any fr € Fy.

The theorem follows from Lemmas [ and [10] below.

Lemma 7. Under the decisional Diffie-Hellman assumption, EIGamalHEC sat-
isfies the correctness property of HEC for fi.
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HECENC(hecpar, fi, X) HECEVAL(hecpar, fi, X, y)
1: (pkg,sky) < KGen(1*) 1: parse X = (pkg, Co,...,Cx))
2: S§<¢% Z; x|

x|

2: eval @(Ci)bbits’“(y)i
3: PesH(X—xi) i=0
1=1

3: enc <+ Enc(pkg,g¥)
4: for i in{0,...,|x|} 4: 1824
5: C; + Enc(pkg,g"") 5: return Z = eval” @ enc

6: return (X = (pkg, Co,...,Cx),
( (Pkiz, Co <I) HECDIRECT (hecpar, X , z)

Te A= (ke fu)
1: parse X = (pkg,Co,...,Clx)
HECDEC(hecpar,d = (skg, fx,%x), Z) 2: ifz=10
1: D < Dec(sky, Z) 31 P8l
2: for y in domains, Alobitsy(y) €x  4: return Enc(pky, ¢°)
3 if g¢ =D 5: return Enc(pky,g”)
4: return y
5: return ()

Fig.6.1: Our Construction EIGamalHEC

Proof. Let A be a PPT adversary playing the HEC correctness game with
ElGamalHEC. Let e4(1) be the probability that the challenger accepts. Below,
we (1) provide modified games Go and G; such that the probability that the chal-
lenger in Gy accepts is also €4(1%); (2) prove that the probability €/,(1*) that
the challenger in G; accepts is negligible; (3) give a reduction Bygc that breaks
the security of the ElGamal cryptosystem with advantage € 4(1*) — ¢/, (1*). Since
the ElGamal cryptosystem is secure under the DDH assumption, it follows that,
under the DDH assumption, € 4(1*) is negligible.

(1) First, consider the following game Gy, which is the same as the HEC cor-
rectness game with our ElGamal instantiation, except that actual polynomial
evaluation instead of homomorphic evaluation. Gy first obtains (f,x,state) +
A(1*, hecpar); if f € F,x € domaing , then it computes X as HECENC(hecpar,
fx,X), except that it renames P into Py and s into s, i.e., it computes a poly-
nomial Py(x) = so H‘Z’il(x — x;), where {z;} = x. Next, it invokes .4 again to
receive (y,rz) < A(state, X); from it, it computes y' < Py(lobits(y))rz + .
If (lobits(y’) € x) A (lobits(y) ¢ x), accept. That is, instead of a homomorphic
evaluation of Py using the ciphertexts Cy, ..., C|x|, followed by decrypting the
resulting ciphertext, it performs an actual evaluation of Py. Observe that the
probability that the challenger in Gy accepts is the same as in the original cor-
rectness game due to the correctness of homomorphic polynomial evaluation.
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Second, consider the game G that proceeds similarly to Gy: in addition to
polynomial Py it computes a polynomial Pj(x) = s1 Hl’il(x — x;) with its own
random value s; that it uses within HECENC (instead of Py). Thus, X consists of
the ciphertexts that correspond to coefficients of P;. Running HECEVAL followed
by HECDEC on input y would correspond to homomorphically evaluating P; (y);
instead, G, (like G) uses Py to compute 3" < Py(lobitsg (y))rz + y and accepts
if (lobits(y’) € x) A (lobits(y) ¢ x).

(2) Let us prove that the probability €/4(1*) that the challenger in Gy accepts
is negligible. The challenger will accept only if lobits(y) ¢ x, so let us consider this
case. Then Py(lobits,(y)) # 0, and, since s¢ is random, y' = FPy(lobits,(y)) # 0
is independent of A’s view. Thus, for any = € x, Pr[lobits(y’) = x] ~ 27%, thus
the probability that G accepts is ~ |x|27F.

(3) We construct the reduction Bygc to the security of the ElGamal cryp-
tosystem. Recall that, under the DDH assumption, the ElGamal cryptosystem
is CPA-secure using the formulation of Boneh and Shoup (see Sect. ; we use
this version of (multi-instance) CPA-security in our reduction (this makes the
proof simpler as it avoids the hybrid argument). Bygc creates both polyno-
mials P; « s; le);l1(X —x;), j € {0,1}. Let P;; be their coefficients. It ob-
tains the encryption of the coefficients of one of these polynomials via the El-
Gamal challenger: C; < Op(gF0¢, g™ ¢). This is described in more detail in
Fig. 7?7. Observe that, ng(é") (1*, pk;) creates the same view for A as G},. There-
fore, Pr[IND-CPAg,.,0(1*) = 0] = €4(1*) and Pr[IND-CPAg,,.1(1*) = 0] =
€¢/4(1*). Since ElGamal is CPA-secure under the DDH assumption, €4(1%) —
6:4(1)‘) < Pr[IND-CPABHEC)O(l)‘) = 0] —Pr [IND—CPABHECJ(V‘) = 0] is negligi-
ble as required. a

Lemma 8. E/GamalHEC satisfies Security of x

Proof. As in the proof of Lemmal[7] we will use Boneh and Shoup’s multi-use for-
mulation of CPA security. Let A be a PPT algorithm. Consider the reduction Bx
described in Fig. it is constructed so that piﬁ‘éx(/\) = Pr[IND-CPAg, ,(1*) =
Since ElGamal is secure under the DDH assumption, under the DDH assump-
tion, \pf’fgx(A)—pifclx(A)| = | Pr[IND-CPAg, o(1*) = 0] —Pr[IND-CPAg, 1 (1*)
v(A) for a negligible function v. a

Lemma 9. E/GamalHEC achieves security of x and y from third parties.

Proof. Let A be a PPT algorithm. Consider the reduction B%’é"')(l)‘, pkg) in
Fig. To prove the lemma, it is sufficient to show that B?{’}S"')(l’\, pkg) acts
identically to the challenger SECXY{)4 that A interacts with in the SECXY game
in Fig. [£I] To see that this is the case, observe that X is computed identically
to how A’s challenger would compute it (for both b = 0 and b = 1). Note that in
both experiments, Z is a random ElGamal encryption of the value z;, which is g¥»
if yp € xp and a random element of G otherwise. Thus The value Z as computed
by B?f;”')(lA, pky) is distributed identically to that computed by SEcXY7'. O
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Lemma 10. E/GamalHEC achieves security of DIRECTZ.

Proof. (Sketch) Consider the experiments DIRECTZZ! and DIRECTZ! (in Fig. [4.1)
for any PPT A, instantiated with EIGamalHEC. In DIRECTZ()“, Z is computed
from X and y by homomorphic evaluation that ensures (by the correctness of
homomorphic evaluation @), that Z is an encryption of ¢¥ if fi(x,y) = y or
of a random element of G otherwise. In DIRECTZf‘7 Z is computed by directly
encrypting ¢¥ if fr(x,y) = y, and a random element of G otherwise. Thus, in
the two experiments, Z is distributed identically. a

6.2 From ElGamalHEC to an Efficient Secure Blueprint Scheme

In order to use our HEC construction in Fig. to construct our Generic f-
blueprint scheme in Fig. we need a BB simulation extractable proof system
for ¥ to prove knowledge of the witness in the following relation:

{x = (X, hecpar, f, Ca, cpar),

(X,d) = HECENC(hecpar, f,x;7x) /\}
W = (X7 da TerA)

Ca = Commit pqr (X;74)

The building blocks of this relation are statements about the message and ran-
domness of ElGamal encryption and the opening of Pedersen commitments that
can be expressed as statements about discrete logarithms representations in
Regrep- By Theorem m we have a BB simulation-extractible NIZK proof system
for Regrep and in extension ¥;.

For our specific construction, we assume that the auditor’s commitment Cp
contains commitments to coefficients of the polynomial P’ = H‘Z’jl(x — X;).
To prove that we encrypted some polynomial P = sP’ involves proving that
P = sP’. We first prove that we have properly encrypted the coefficients of P’.
Then, we can exponentiate these encrypted values by s, effectively multiplying
the coefficients by s.

See Appendix [B] for more details.

Additionally, we require that there exists a f’-BB-PSL simulation extractable
proof system for ¥, such that there exists an efficiently computable function f*
where f*(x, f'(y)) = f(x,y) for all (f,x,y) € F x domainsx x domaing . Recall
that W5 is used to prove the following relation:

{x = (Z, hecpar, f, X, C, cpar), 7 = HECEVAL(hecpar, f, X, y;75) /\}
w = (y,7,75) C = Commit par (y;7)

We need a range proof to prove that lobitsy (y) is used to generate Eval in Z. This
can be done using Bulletproofs [I3]. The rest of the building blocks for the rela-
tion involves statements about ElGamal encryption and Pedersen commitments,
we can again be expressed as eqrep relation statement.

Theorem [l| guarantees a f(J, -)-BB-PSL simulation extractable NIZK system
for eqrep, and in extension W,. Recall that f(J,w) = {¢g%7 : j € J}. Here, if we
choose J to be a singleton containing just the index corresponding to y in w, we
get a g¥-BB-PSL simulation extractable NIZK system. Luckily, knowing x and
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y is sufficient to compute f(x,y). Here, f*(x,g¥) can be computed similar to
HECDEC in Fig. [6.1] We first iterate over all y’ values such that lobits(y’) € x.
If g = g, we return y'. If no such value exists, we return (). Since |x|2l—F is
polynomial in A, f* is efficiently computable.

See Appendix [B] for more details.

7 HEC for any f from Fully Homomorphic Encryption

Definition 6 (Circuit-private (CP) fully homomorphic encryption
(FHE)). A tuple of algorithms (FHEKeyGen, FHEEnc, FHEDec, FHEEval) con-
stitute a secure fully homomorphic public-key encryption scheme [JIITII0[]8]
if:

Input-output specification: FHEKeyGen(1*, A) takes as input the security
parameter and possibly system parameters A and outputs a secret key FHESK
and a public key FHEPK . FHEEnc(FHEPK | b) takes as input the public key
and a bit b € {0,1} and outputs a ciphertext c. FHEDec(FHESK, ¢) takes as
input a ciphertezt ¢ and outputs the decrypted bitb € {0,1}. FHEEval(FHEPK,

D,cy,...,cn) takes as input a public key, a Boolean circuit & : {0,1}"™ —
{0,1}, and n ciphertexts and outputs a ciphertext cg; correctness (below)
ensures that cg is an encryption of (b, ..., by,) where ¢; is an encryption
Of b1

Correctness of evaluation: For any integer n (polynomial in \) for any cir-
cuit @ with n inputs of size that is polynomial in X, for all x € {0,1}", the
event that FHEDec(FHESK , C) # ®(x) where (FHESK , FHEPK) are output
by FHEKeyGen, c1, ..., ¢, are ciphertexts where ¢; < FHEEnc(FHEPK , x;),
and cg = FHEEval(FHEPK ,®,c1, ..., cy), has probability 0.

Security: FHE must satisfy the standard definition of semantic security.

Compactness: What makes fully homomorphic encryption non-trivial is the
property that the ciphertext ce should be of a fized length that is indepen-
dent of the size of the circuit @ and of n. More formally, there exists a
polynomial s(\) such that for all circuits @, for all (FHESK , FHEPK) out-
put by FHEKeyGen(\) and for all input ciphertexts c1,...,c, generated by
FHEEnc(FHEPK,:), cy generated by FHEEval(FHEPK ,®,cy,...,¢y,) is at
most s(\) bits long.

An FHE scheme is, additionally, circuit-private [J7160[9I36] for a circuit
family C if for any PPT algorithm A |pao — pai| = v(1) for a negligible v,
where for b € {0,1}, pay is the probability that the following experiment outputs
0:
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FHECircHideExpt(1*)
(R, @0, ®1, (x1,71), ..., (Tn,70)) — A1)
if &0 ¢CV D1 ¢CV Do(x1,...,2n) # Pi(x1,...,2n) : reject
(FHEPK , FHESK) = FHEKeyGen(1*; R)
forie{l,...,n}:
¢i = FHEEnc(FHEPK , x;;73)
Zo < FHEEval(FHEPK &g, c1,. .., cn)
7y < FHEEval(FHEPK &1, c1,. .., cn)
return A(Z)

Bibliographic note. Definitions of circuit-privacy in the literature come in differ-
ent flavors; we chose the formulation that makes it easiest to prove Theorem
below. The strongest, malicious circuit-privacy [60U36], is strictly stronger than
what we give here; therefore, constructions that achieve it automatically achieve
the definition here. Constructions of circuit-private FHE from regular FHE have
been given by Ostrovsky et al. [60] and by Déttling and Dujmovié [36].

Similarly, we chose to formulate correctness as perfect correctness, rather
than allowing a negligible probability (over the randomness for the key genera-
tion, encryption, and evaluation) of a decryption error. Our construction below
also achieves HEC from schemes that are strongly correct, i.e. where the prob-
ability of a decryption error is non-zero, but with high probability, no efficient
adversary can find a public key and a set of ciphertexts and a circuit that will
cause a decryption error. Achieving strong correctness from the more standard
notion of correctness with overwhelming probability can be done with standard
techniques, see Appendix [C]

Construction of HEC for any f from CP-FHE. For a Boolean function
g @ {0,1}% x {0,1}% ~ {0,1}, an £,-bit string y and a value z € {0,1}2, let
@9 _(z) be the Boolean circuit that outputs g(z,y) if z; = 0, and 23 otherwise.

Recall that our goal is to construct a secure f-HEC scheme with a direct
encryption algorithm; suppose that the length of the output of f is £; for 1 <

j < ¢, let fj(z,y) be the Boolean function that outputs the j™ bit of f(z,y).

Suppose we are given an FHE scheme that is circuit-private for the families of

circuits {C;} defined as follows: C; = {@572(96) : y€{0,1}%, 2 €{0,1}2}.

HECSETUP(1*) — A : Generate the FHE parameters A, if needed.

HECENC(1, A, f,2) — (X, d) : Generate (FHESK , FHEPK ) < FHEKeyGen(1*,
A). Let |x| = n; set ¢; «+ FHEEnc(FHEPK , z;). Output X = (FHEPK ¢y,
..., ¢n), and decryption key d = FHESK.

HECEvAL(hecpar, f, X,y) — Z : Parse X = (FHEPK, cy,...,c,). For j =
1 to £, compute Z; < FHEEvaI(FHEPK,@i{OO,cl,...,cn). Output Z =
(Z1y..., Zp).

HECDEC(hecpar,d, Z) — z : Output (FHEDec(d, Z,), ..., FHEDec(d, Z;)).
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HECDIRECT (hecpar, X,2z) — Z : Parse X = (FHEPK,c¢y,...,c¢,). For j =
1 to ¢, compute Z; < FHEEval(FHEPK, &) | ,c1,...,¢c,). Output Z =
’ J
(Z1,...,Zy).

Theorem 4. If (FHEKeyGen, FHEEnc, FHEDec, FHEEval) is a fully-homomorphic
public-key encryption scheme that is circuit-private for circuit family {ij : f€
F'} defined above, then our construction above constitutes a homomorphic-enough
encryption for the family F.

Proof. (Sketch) Correctness follows from the perfect correctness of FHE. Secu-
rity of = by semantic security of FHE. Security of # and y from third parties is
also by semantic security. Finally, the security of the direct encryption algorithm
follows by circuit privacy. a

Combining the fact that circuit-private FHE exists if and only FHE exists,
and (as we saw earlier) the fact that HEC and simulation-extractable NIZK [34]
give us a secure blueprint scheme, we have the following result:

Corollary 1. If fully homomorphic encryption and simulation extractable NIZK
exist, then for any function f, secure f-blueprint scheme is realizable.

8 HEC for any f from Non-Interactive Secure
Computation

We show how to construct HEC from non-interactive secure computation as
defined by [1] and adapted by [50].

Definition 7 (Non-interactive secure computation (NISC) [1]). A tuple
of algorithms N = (GenCRS, NISCy, NISC;, Evaluate) constitute a secure (multi-
sender) non-interactive secure computation (NISC) scheme for a function f :
X x Y — Z, if protocol s (defined below) using these algorithms emulates the
ideal functionality Fy (also defined below) in the Feps-hybrid model.

T uses a common reference string crs generated using GenCRS. The receiver
takes as input x € X and runs NISCy(crs, f,x;r) to learn the first message X
and NISCprivate. A sender takes as input a value y and runs NISCy(crs, f,y, X)
to learn Z. Finally the receiver runs Evaluate(crs, Z, NISCprivate) to learn the
result.

Fr accepts x € X from the receiver and y; € Y from the i" sender, and
outputs f(x,y;) to the receiver; senders receive no output. If y; = L is a special
input error, then the output to the receiver is L.

Construction of HEC for any f from NISC.

Recall that our goal is to construct a secure f-HEC scheme with a direct
encryption algorithm. Let f(x,y) be any function, expressed as a circuit. Define
the corresponding function f/(z,y’) as follows: if y’ = Ooy, then f'(x,y’) returns
f(z,y). Else, parse y' = loz, and return z. (This may require that y’ be padded or
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truncated appropriately to account for the length of the output of f; without loss
of generality, let us assume that f is such that |z| = |y|.) Suppose we are given an
NISC scheme that is secure for the function family F’ = {f’ such that f € F'};
from it, we construct an HEC for the function family F', as follows:

HECSETUP(1*) — A : Generate the NISC reference string crs using GenCRS.
Output A = ers.

HECENC(1M A, f,z) — (X,d) : Generate (X, NISCprivaze) < NISCy(crs, f/, 2).
Output X and decryption key d = NISCprivate-

HECEVAL(hecpar, f, X,y) — Z : Compute Z <+ NISCy(hecpar, f',0 o y, X).
Output Z.

HECDEC(hecpar,d, Z) — z : Output Evaluate(hecpar, Z, d).

HECDIRECT (hecpar, X, z) — Z : Compute Z <+ NISCy(hecpar, f',1 0 2z, X).
Output Z.

Theorem 5. If (GenCRS, NISCy, NISC,, Evaluate) is a secure NISC scheme for
function family F', then our construction above constitutes a homomorphic-enough
encryption for the family F.

Proof. (Sketch) Correctness follows: if correctness didn’t hold, then an adver-
sarial environment interacting with an honest sender and receiver evaluating f’
in NISC would distinguish the real world (in which the receiver’s output is not
f(z,y) = f'(x,0 0 y) with non-negligible probability) from the ideal world (in
which the receiver’s output is always f(x,y)).

Security for x follows: consider three experiments: Realy, Ideal and Real;. In
the Real), experiment, the adversary is given A <~ HECSETUP (1) = crs, selects
f € F, z9 and z1, and obtains the X part of the output of HECENC(1*, A, f, z3,) =
NISCy(ers, f', xp). In the Ideal experiment, crs as well as X are generated using
the simulator that must exist because we know that N UC-realizes F;. If the
adversary distinguishes Real, from Ideal for either b, then N does not UC-realize
Fy. Therefore, the adversary cannot distinguish Realy and Real; and so security
for = holds.

Security for x and y from third parties: Let S be the ideal adversary (sim-
ulator) that, when interacting with the functionality F for f’. Consider the
value Z generated as follows: Z is the value S puts on the channel where the
environment observes messages from the honest sender to the honest recipient
as a result of their running the protocol. Since both the sender and the recip-
ient are honest, this value is generated independently of their inputs = and y.
Let SimZ be the algorithm that outputs Z in this manner. Security for x and
y from third parties follows because for all pairs (zg, %), (1,¥1), the output
of SimZ is indistinguishable from the output of HECEVAL(hecpar, f, Xy, yp) for
X, + HECENC(1M A, £, 2) for b € {0,1}.

Security of HECDIRECT holds: if the property doesn’t hold, then an adver-
sary that forms X correctly can distinguish either the real world with 3/ = 0oy
from the ideal world, or the real world with ¢’ = 1 o z from the ideal world. O

As HEC and simulation-extractable NIZK [34] give us a secure blueprint
scheme, we have the following result:
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Corollary 2. If NISC and simulation extractable NIZK exist, then for any func-
tion f, secure f-blueprint scheme is realizable.
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Note that the standard definition for IND-CPA only allows an adversary
to query the oracle once. It can be shown that our definition for IND-CPA is
equivalent [g].

A.2 Simulation Soundness and Simulation Extraction

Simulation Soundness Let & = (S,P,V) be an NIZK proof system satisfying
the zero-knowledge property above; let (SimS, Sim) be the simulator. ¢ provides
simulation soundness if for any PPT adversary A participating in the game
defined in Fig. the advantage function v(A) defined below is negligible. In
Fig. [A2] Q denotes the query tape that records the instances x for which A
has obtained proofs 7 via oracle access to the simulator Sim; this is explicitly
recorded by Ogim.

AV (3) = Pr[NISimSound (1) = 1] = ()

for some negligible function v.

Straight-Line (SL) Simulation Extractability Let & = (S,P,V) be an
NIZK proof system satisfying the zero-knowledge property above; let (SimS, Sim)
be the simulator. @ is simulation-extractable if there exists a polynomial-time
extractor algorithm Ext such that for for any PPT adversary A participating
in the game defined in Fig. the advantage function v(\) defined below is
negligible.

AdeSimEXtraCt(A) =Pr [NISimExtractA(lA) = 1} =v(}\)

In Fig.[A73] Q denotes the simulator query tape. Qs denotes the setup query
tape that records the queries, replies, and embedded trapdoors of the simulated
setup; this is explicitly recorded by Os and Os. As discussed below, Og addition-
ally reveals to A the extraction trapdoor 7g,; this captures adaptive extraction
from many proofs.
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NISimExtract*(1*)

10 Q,Qs <[]

2 (x,m) ¢ A%OOsmO) (1)

3: w ¢+ Ext(Qs,x,7)

4: return VoS (x,m) A (x,7) € QA (x,w) € R

Os(m) Os(m) Osim (x)

1: state, h, Texe < SimS(state,m) 1: state, 7 < Sim(state, x)
2: Qs.add((m, h, Text)) 2: Q.add((x, 7))

3: return h, Tex 3: returnw

Fig. A.3: NISimExtract game: 7g is only returned by Os (m)

Black-Box (BB) Simulation Extractability Let & = (S,P,V) be an NIZK
proof system satisfying the zero-knowledge property above; let (SimS,Sim) be
the simulator. @ is black-box simulation-extractable if there exists a polynomial-
time extractor algorithm Ext such that for any PPT adversary A participating
in the game defined in Fig. the advantage function v()\) defined below is
negligible. As before, Q denotes the query tape. Qg,: denotes the setup query
tape that records the queries, replies, and embedded trapdoors of the simulated
setup; this is explicitly recorded by Os. In fact, the game here is identical to that

in Fig. except now Ext also gets access to BB(A).

AdVI{SmEEEIE () — Pr NISimBBExtract™ (1)

for some negligible function v.
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NISimBBExtract™(1*)

10 Q,Qs <[]

2 (x,m) ¢ A%OOsmO) (1)
3: w Ext®®W(Qs x, m)

4: return VOS(x,m) A (x,7) € QA (x,w) € R

Os(m) Os(m) Osim ()

1: state, h, Tex ¢ SimS(state,m) 1: state, 7w < Sim(state, x)
2: Qs.add((m, h, Text)) 2: Q.add((x, 7))

3: return h, Tex 3: returnw

Fig. A.4: NISimBBExtract game: 7g,; is only returned by Os(m)

It is straightforward to see that black-box simulation extractability is as
strong or weaker than regular simulation extractability, because anything that an
extractor can do without black-box access to A it can also do with it (it just won’t
use it). It is somewhat less obvious that in fact the resulting flavor of knowledge
extraction is inferior, in the sense that a protocol that uses regular simulation
extractability may have better security properties than one that uses the black-
box flavor. The problem arises when the proof of security of such a protocol tries
to use the extractor: this extractor needs BB(A), which requires resetting the
adversary to a previous state and replaying its view. Sometimes (in some proofs
of security) that also requires resetting the overall security experiment, which
is something that a security reduction may not always be able to do. For that
reason, regular (straight-line) extraction is preferred, when it can be achieved.

B Technical Details of the NIZK proof systems for
ElGamal Instantiation of Generic f-blueprint Scheme

Recall that in our Generic f-Blueprint scheme from HEC in Fig. we need a
BB-extractible NIZK system for the following relation for ¥;:

{x = (X, hecpar, f, Ca, cpar),

(X,d) = HECENC(hecpar, f,x;rx) /\}
w = (z,d,7x,TA)

Ca = Commitcpm" (I; T/-\)

In our instantiation found in Fig. [6.1] in HECENC we first compute an ElGamal
key pair using KGen. Then, we sample some s € Z; \ {O, 1,...,2F — 1}. Finally,

we encrypt coefficients of the polynomial P = (x — s) H‘;ll(x —x;).

Recall also that we assume the commitment Ca contains commitments to
coefficients of P’ = ‘;‘1 ;. More formally, let P/ denote the i coefficient of
P’, Then we have commitments Ca = Commit pe, (P, P, . .. ’Pl/xl-s-l; TA).
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Let ¥ be a NIZK proof system for Reqrep, We can construct ¥; with Py,
as described in Fig. [B:I}] We assume rx can be split into rg used in generating
pky and r; used in generating the additional root s to the polynomial, and r; for
i €0,...,|z| used in encrypting C;. In ¥, we have a commitment to P’, but have
to prove that we have encrypted (x—s)P’. We can express P; = P/_, —sP/, which
gives us P/_; = P; + sP/ that we can use to compute encryptions to coefficients
of P’. We use this to compute an encryption of P’ from the encryption of P and
the root s and publicize it (effectively including it in the proof), along with proof
that it was computed from encrypted coefficients of P. This does not give away
information about s, otherwise we would violate the DDH assumption. Observe
that, other than proving s > 2*, which can be done using Bulletproofs, all other
components of our proof system involves proof of equivalent discrete logarithm
representation.

Recall that ¥, is used to prove the following relation:

{x = (2, hecpar, f, X, C, cpar), 7 = HECEVAL(hecpar, f, X, y;75) /\}
w = (y,r,75) C = Commit par (y;7)

In our instantiation found in Fig. in HECEVAL we first evaluate our private
input y on the encrypted polynomial C to obtain eval. Then, we encrypt g¥ to
enc, and sample r <$ Z,. Finally, we output eval” ® enc. Our proof system ¥y,
detailed in Fig. also goes through its steps in this order, and again utilizes
W for Regrep- The verifier V;z works by first verifying the proof 7, then verify:

R |z|+1 |z|+1
Z=UX [] ¢t V'yz I 5
i=0 i=0

And that (U,0) and (U’,0’) are openings to XHLZ'SJ R; and YZ Hlﬂ:{l R
respectively, both under base (g, k).

Let’s walk through Pg,. We deal with proving a = lobits (y) by first proving
a < 2%, then a = y mod 2, which is captured by 1 = g¥=%(¢g2")~™. Next, the
idea is that we are computing Pedersen commitments A to a’r, that can later
be used to compute commitments to components of C?lr composed with some
added noise (t”f‘,tp;). Additionally, we compute Pedersen commitments X, Y,
and Z where (X,Y Z) correspond to Enc(pkg, y; 7Enc) composed with some noise
(t7x ¢y T72). After line we reveal the cumulated noise’s exponents U and
U’, which allows Z to be revealed. This still perfectly hides our witness, since
a Pedersen commitment is hiding. To prove that the U and U’ we reveal are
indeed the cumulated noise, we generate Pedersen commitments of the old noise
captured in U and U’, and reveal the cumulative new noise O and O’, and we
can verify that (U, O) and (U’,O’) are openings to the composition of the new
Pedersen commitments.

When we refer to published commitments correctly computed in PoK, we are
indicating that whenever P runs publish on a committed value of the form
A + Commitg ¢(D, E), we include the line A = Commitg ¢(D; E) in the PoK
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statement on Line [38] In most of our calls to Commit, the arguments are all
either public or members of the witness, so we can directly including them in
the PoK statement. There is a slight nuance involving proving that G;“R and
HAE are correctly computed. Here, we know that AF = Commita, »(7'; 3;) can
be expressed as AX = Commit, ,(a'r; 3; + Z;‘:o «;), which can be proven by
induction on i. We can instead construct a sigma protocol for equality of rep-
resentation of two Pedersen commitments, which also reduces to an instance of
Reqrep and therefore can be included in our proof.

Apart from the one range proof we need to use at the start to ensure a is
within range, the rest of the statements within the proof are instances of eqrep.
Therefore, this construction gives us a f(J,)-BB-PSL simulation extractable
NIZK proof system by Theorem [T}

C Achieving strongly correct FHE

The correctness requirement as stated in Definition [f] is stronger than stan-
dard correctness. Namely, we need to ensure that, for the specific circuit @
used in our construction, the probability that the adversary can find random
coins R for FHEKeyGen, and inputs z1,...,x,, and randomness rq,...,r, for
FHEEnc such that FHEDec(FHESK,C) # &(x) where FHEPK, FHESK) =
FHEKeyGen(1*; R), ¢; = FHEEnc(FHEPK , x;;7;) and C = FHEEval(FHEPK , ®,
Cly---5Cn), 180, i.e., the scheme is perfectly correct. Known constructions of FHE
either have perfect correctness or can be adapted to achieve it by bounding the
amount of random noise, and therefore stating correctness this way is justifiable.

If we allow a negligible probability that an adversary can make a decryption
error happen, then we get another correctness notion, let us refer to it as strong
correctness. It is easy to see that strong correctness is good enough for our
construction of HEC from CP-FHE: Strong correctness ensures that even in the
event when the adversary controls the choice of the keys and input ciphertexts,
as long as he is following the protocol, he cannot (with more than negligible
probability) create a situation in which decryption is incorrect; and therefore an
incorrect decryption event cannot leak information about the inputs.

Regular (not perfect or strong) correctness requires only that a decryption
error occurs negligibly often when keys are ciphertexts are selected honestly.
In the common-random-string model, strong correctness can be achieved from
regular correctness by standard techniques, which we describe here. Here is a
standard technique first seen in Naor’s commitment scheme. Let the circuit @ be
fixed. Suppose that for a random public key and a random set of n ciphertexts,
the probability of incorrect decryption is p < 1/10. By the Chernoff bound,
repeated encryption and taking the majority when decrypting, we can transform
this cryptosystem into one whose probability (over the choice of randomness
for the public key and the set of input ciphertexts) of incorrect decryption is
2—(n+2)(>\+1).

Let the common random string consist of n+ 1 random strings po, p1,- - -, Pn-
po has length lryekeyGen, Where frHEKeyGen 1S an upper bound on the number of
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random bits needed for FHEKeyGen. For 1 < i < n, p; has length ¢gyggnc, where
CEHEEN is an upper bound on the number of random bits needed for FHEEnc.

In order to generate a public key, sample a A-bit random seed sg, and let R =
G(s0) @ po; output (FHEPK, FHESK ) = FHEKeyGen(1*; R) where G is a PRG
with appropriate lengths. In order to generate a the i*" ciphertext, sample a \-
bit random seed s;, and let r; = G'(s;) ® p;; output ¢; = FHEEnc(FHEPK , x;;r;)
where G’ is a PRG with appropriate lengths. Note that there are only 2(+1DG+1)
ways of setting these random strings, and for each of them the probability that
truly random pls are chosen so as to lead to a decryption error is 2~ (n+2)(A+1)
(since that’s the probability of a decryption error). Thus, by the union bound,
the probability that there exists a way to set the randomness for key generation
and ciphertexts so as to lead to a decryption error is 2(?TDA+1) 9= (n+2)(A+1) —
272~1 and the resulting FHE is strongly correct.



Privacy-Preserving Blueprints

Op (-,
Boel) (1, pk)

BV (12, pkig)

hecpar < HECsETUP(1%)

(f,xo0,x1, state) < A(hecpar)

if f € F,x0,x1 € domaing x
S0 <5 Zyg; 51 48 Zy

x|

P() < So H(X — XO,i)

=1
x|

P+ 51 H(X — Xl,z‘)
=1

for ¢ in{0, |xo]|}

Ci « Oy(g™",g"™")
X « (pkg, Co,...,Cix|)
(yo,y1,state) < A(X, state)
if yo,y1 € domaing

eval Ob(pkE,gPO(IObitsk(yO)),

gP1 (lobits, (y1 )))

enc < Oy (pkg, Yo, y1)
T 4% Zq
Z « eval” @ enc
return A(Z, state)
return A(L, state)
return A(L, state)

1: hecpar < HECSETUP(\) 1:
2 (f,x,state) < A(1*, hecpar) 2:
3: if f € F,x € domaing x 3
41 S0 <8 ZLy; 81 8 Z, 4
x|
5 P0<—80H(X—$i) 5t
i=1
||
6: P1e81H(X*$i) 6:
1=1
7 for i in {0,...,|z|} 7
8: C; «+ Oy(g™0i, g™ri) 8:
9: X < (pkg, Co,...,Clx)) 9:
10 : (y,rz) + A(state, X) 10 :
11: if y € domaing, 11:
12: parse Tz = (T, TEnc) 12
13 : y' « Po(lobitsy(y))r +vy 13
14 if (lobits(y') € x) 14
15 : A (lobitsk (y) ¢ x) 15 -
16 : return 1 16 :
17 : return 0 17
18 : return 0 18 ¢
19: return 0 19 :
B (1, pkyp)
1: hecpar < HECSETUP(\)
2: (f,x,x',state) < A(hecpar)
3: S0 8 Zy; s1 48 Z,
<]

x|
4: P:soH(Xfxi);
=1
5: for ¢ in{0, x|}
6:  Ci=0u(g",g")
7 X:(pkE,Co,...,C|x‘)
8: return A(hecpar, X, state)

P =% H(X

=1

~x)

Fig. 6.2: Reductions Bygc, Bx and Bxy for the proof of Theorem
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IND-CPAg (1) Oy (pk g, mo, m1)

1: (pky,sky) <8 KGen(1%) 1: return Enc(pkg,ms)

2: return BOPE ) (17 pk,,)

B ) (12 pky,) from A attacking security of x of ElGamalHEC

1: hecpar < HECSETUP()\)

2: (f,x,x/,state) + A(hecpar)
3: s 87y

4: 81487

x|

5: PZSOH(X_Xi)
i=1

[l

6: P/:sln(x—xi)

i=1
7: for ¢ in{0, x|}

s: Ci=04(g",¢")

9: X:(pkE,CQ,...,C‘x‘)
10: return A(hecpar, X, state)

Fig.6.3: Reduction from security of X to IND-CPAfor the proof of Lemma
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IND-CPACJ,(IA) Ob(pkE,mo,ml)
1: (pkg,sky) <3 KGen(1%) 1: return Enc(pkg,ms)
2: return C%®*# ) (17 pk,,)

BOC)(1, pkyy)

=

[ N GV I V)

10 :
11:
12

13:
14 :
15 :
16 :
17
18 :
19 :

hecpar < HECsETUP(1%)
(f,xo0,x1, state) < A(hecpar)
if f € F,x0,x1 € domaing x
S0 5 Zy
51 48 Zy

|

P() < So H(X — XO,z’)
=1

x|

P+ s H(X — X1,i)
=1

for i in{0, |xo|}
Ci + Op(g™", g™)
X + (pky, Co, .., Cpy|)
(yo, y1, state) < A(X, state)
if yo,y1 € domaing
eval  Op(pk p, gTo(obitskw0)) | g P1(obitsi(41))
enc < Ou(pkg, g¥°, g"")
T <% Zq
Z + eval” @ enc
return A(Z, state)
return A(L, state)
return A(L, state)

Fig.6.4: Reduction from security of XY to IND-CPA
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NISimSound“(1*)

1: Q<[]

20 (x,m) 4 A% Osim() (12

3: return VOS(x,7m) A (x,7) € QA Vw.(x,w) € R
Os(m) Osim (x)

1: state, h, Tex < SimS(state,mm) 1: state, 7 < Sim(state, x)
2: return h 2: Q.add((x,m))

3: returnmw

Fig. A.2: NISimSound game
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PS'/l ((hecpar, f7 cpar, X7 CA), (‘T7 d7 X, TA))

10 :
11:
12
13 :
14 :

15 :

16 :

17

18 :

19 :

20 :

parse X = (pkg, Co,...,Cjz4+1)
parse rx = (rg,Ts)
parse cpar = (9o, - .-, 9|z, H)
e 2 Zq
(pkg,skg) < KGen(hecpar;Tg) = ((g,h = g%), €)
s&Zq\{o,...ﬂ’“—l}
||
P =][(x—=)
i=1
P=(x—sr
sz\ = Clajt1
Tla = Tlal+1
for i € {|z| - 1,...,0}
C; =Cit1 @ (Cip1)°
TP =Tip1+ S Ty

publish (Cj, ..., Clx/)

T4 PoKw{\w: (Pé,...,P{IMTO,...,T‘I‘H,ré,...,rfz‘,s,m,e):
=
h=g"Ns>2"ANCa=H™]]g:" A
i=0

C, = (grg,gp'{hré) for i € {0,...,|z|}A
Co=(Co)’NC; =Ci_; ®(Cj)"° foriec {1,...,|z|}

i

return 7w, any published values

Fig. B.1: Instantiation of ¥; for ElGamal
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PY, (Z, hecpar, f, X, C, cpar), (y,r,74))

Py, continued

N O Ot s W N

2]

10 :

11:
12
13 :
14 :
15 :
16 :
17
18 :
19 :
20 :
21 :
22
23 :
24

parse r, = (r',rEnc)

parse X = (pkg, Co,...,Cjz41)
parse pk, = (g, 1)

t<sG

(a0, .-, Q21415 Bos - - -5 Blaj+1
007---»P\m|+17067--->/ﬂx\+1
60,...76|x‘+1,66,...,5"w‘+1

YX,VY Y2, (SX, (Sy7 6Z) —3 Zé\leo

a < lobitsk (y)
m | ]
publish R <— Commit, (r")
publish Ag <= Commity 5 (1; ao)
publish Af' = Commity,,(r'; Bo)
forie{l,...,|z|+ 1}
publish A; = Commita, , n(a; )
publish AF = Commita, 1 (r'; )
forie {1,...,|z| + 1}
parse C; = G;, H;

publish G{*™ « Commitg, (a’r’; pi)

publish H*™ « Commitg, +(a'r'; p})

publish X < Commitg,¢(Tenc; Yx)
publish Y < Commitg. +(y; vy)
publish Z + Commity, ¢ (Tenc; v2)

24 :

25

26 :
27
28
29 :
30 :
31:

32 :

33 :

[z|+1

publish U < yx + »_ ps
i=0
[z|+1
publish U’ + ~y + vz + Z o
i=0
forie{1,...,|z|}
publish R; + Commity,4(pi, d;)
publish R; +— Commity,4(p;, 5;)
publish X < Commit¢,4(vx,dx)
publish Y <— Commit¢ ¢ (v, dy)
publish Z < Commit 4(vz,0z)

|| +1
publish O =dx []
1=0

|| +1

publish O' = 6vd, []

=0

T4 Pngp{\w = (y,ra,7,
Tenc, @, m, and all greek letters) :
k
a<2®Al1= gyfa(g2 YA
C = Commiteper (y; 7a)A

i

return 7, any published values

published commitments correctly computed

Fig. B.2: Instantiation of ¥, for ElGamal
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