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Abstract
The subset cover problem for k > 1 hash functions, which can be seen as an extension of
the collision problem, was introduced in 2002 by Reyzin and Reyzin to analyse the security of

their hash-function based signature scheme HORS. The security of many hash-based signature
schemes relies on this problem or a variant of this problem (e.g. HORS, SPHINCS, SPHINCS+,

Recently, Yuan, Tibouchi and Abe (2022) introduced a variant to the subset cover problem,
called restricted subset cover, and proposed a quantum algorithm for this problem. In this work,

_ 2k 2k _1
we prove that any quantum algorithm needs to make ((k + 1) 2FFT-1 . N2F¥T-1 | queries to

the underlying hash functions with codomain size N to solve the restricted subset cover problem,
which essentially matches the query complexity of the algorithm proposed by Yuan, Tibouchi
and Abe.

We also analyze the security of the general (r, k)—subset cover problem, which is the under-
lying problem that implies the unforgeability of HORS under a r-chosen message attack (for
r > 1). We prove that a generic quantum algorithm needs to make Q (N k/ 5) queries to the
underlying hash functions to find a (1, k)—subset cover. We also propose a quantum algorithm
that finds a (r, k)—subset cover making O (N k/ (2+2T)) queries to the k hash functions.

1 Introduction

Cryptographic hash functions are functions mapping arbitrary-length inputs to fixed-length outputs
and are one of the central primitives in cryptography. They serve as building blocks for numerous
cryptographic primitives such as key-establishment, authentication, encryption, or digital signa-
tures. In particular, one-time signatures — i.e. in which the signing key can be used only once —
based only on hash functions were proposed by Lamport as soon as in 1979 [9]. The basic idea is
to evaluate a cryptographic hash function on secret values to generate the public verification key
and to authenticate a single message by revealing a subset of those secret pre-images.

With the development of quantum technologies, which may bring drastic attacks against widely
deployed cryptographic schemes based on the hardness of integer factorization or the discrete loga-
rithm [12], hash-based signatures have regained interest within the realm of ”post-quantum” cryp-
tography and the recent NIST standardization process. In particular, the SPHINCS+ candidate [3]
has been selected in 2022 for standardization by NIST and other constructions are standardized
by IETF/IRTF. The SPHINCS+ signature scheme and its predecessor SPHINCS [2] make use of a
Merkle-hash tree and of HORST, a variant of a hash-based scheme called HORS [11]. HORS (for
“Hash to Obtain Random Subset”) uses a hash function to select the subset of secret pre-images
to reveal in a signature and the knowledge of these secrets for several subsets may not be enough
to produce a forgery, a property that makes HORS a few-time signature scheme.
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More concretely, the security of HORS (and HORST) relies on the hardness of finding a subset
cover (SC) for the underlying hash function. More formally, to define the (r, k)-SC problem, we

consider the hash function as the concatenation of k£ > 1 hash functions hy, ..., hg (with smaller
outputs) and the problem is to find, for some integer » > 1, 4+ 1 elements g, z1 . . ., x, in the hash
function domain such that xg ¢ {z1,...,2,}, and
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The hardness of this problem for concrete popular hash functions has not been studied in depth
but Aumasson and Endignoux [I] proved in 2017 a lower bound on the number of queries to hash
functions for the SC problem in the Random Oracle Model (ROM). However, the exact security of
HORS (and more generally HORST, SPHINCS and SPHINCS+) with respect to quantum attacks
is still not clear. Since quantum computing provides speedups for many problems (e.g. Grover’s
search algorithm [§] and Brassard, Hgyer, and Tapp [6] collision search algorithm), it is important
to provide lower bounds in a quantum world.

1.1 Our results

In this paper, we explore the difficulty of finding subset cover for idealized hash functions for
quantum algorithms. We also consider a variant called the k-restricted subset cover (k—RSC)
problem where, given k functions hy,...,hx : X — ) such that N = |Y|, one has to find k + 1
elements xg, 7 ..., x; such that:

V1 <i <k, hi(zo) = hi(z;)

and xg ¢ {x1,...,x;}. This variant was defined recently by Yuan, Tibouchi and Abe [14], who
showed a quantum algorithm to solve it. The main contributions of this work are:

2k 2k 1

1. Lower bound on k—RSC: we prove that Q (k4 1) 2FF1-1. N2’“+1—1) quantum queries to

the idealized hash functions are needed to find a k~RSC with constant probability.

(Theorem

2. Lower bound on (1, k)—SC: we prove that ((k!)_1/5 . Nk/5) quantum queries to the ide-
alized hash functions are needed to find a (1, k)-SC with constant probability.

(Theorem

3. Upper bound on (r,k)-SC: we present a quantum algorithm that finds a (r, k)-SC with
constant probability with O (N k/ (2+2T)) queries to the hash functions when k is divisible by
r+1,and O (Nk/(2+27")+1/2) otherwise.

(Theorem

1.2 Technical Overview

To prove our lower bounds on the query complexity, we use the technique called compressed random
oracle model introduced by Zhandry in [I5]. Its goal is to record information about the queries of an
adversary A in the quantum random oracle model and it permits “on-the-fly” simulation of random
oracles (or lazy sampling) by considering the uniform superposition of all possible random oracles
instead of picking a single random oracle at the beginning of the computation. The technique uses
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a register to keep a record of a so-called database of the random oracle and this register is updated
whenever A makes a query to the random oracle. At the end of A’s computation, the reduction
can measure the register of the database, and the distribution of the outputs is uniformly random,
as if we had chosen a random oracle at the beginning of its computation. This new register that
contains the database is at the gist of our lower bounds.

In Section (3, we prove the lower bound on the query complexity to solve the RSC problem. We
consider an algorithm A after ¢ quantum queries to the random oracle and call its state at this
moment [1;). Our goal is to compute an upper bound for the value |P5¢ |y;) |2, where PFSC is
the projection onto the databases that contain a k~RSC. Computing such a bound leads to a lower
bound on the number of queries needed for solving k—RSC with constant probability. To prove
our bound, we proceed by induction: assuming we proved a bound for the ¥~RSC problem for all
k' < k, we prove a bound for the k~-RSC problem. The analysis is naturally divided into two parts:
whenever A finds a k—RSC after ¢ quantum queries, it means that either:

1. A finds it after i — 1 quantum queries;
2. or A finds it with the i** quantum query.

The first case is recursive and it remains to bound |PF5¢ [¢;)| in the second case. Here, the
database (after i — 1 quantum queries) must contain a certain number of k£'~RSC (for some k' < k),
in order for A to find k-RSC with the i query. Using this strategy, we obtain a recursive formula
from which we can deduce the bound on [P/ |4;) |.

In Section we prove a lower bound for the (1,k)-SC problem. The idea of the proof is
similar to the proof for the lower bound of the £&~RSC problem but we have to compute a bound
for another problem that we define: the j—repetition problem.

Finally in Sections and we design a family of quantum algorithms for finding a (r, k)-
—SC. These algorithms are inspired by the algorithm from [14] to solve the k~RSC problem and
[10]’s algorithm for finding multi-collisions. These algorithms are recursive and take as input two
parameters ¢, k' € N and perform the following:

1. Find ¢ distinct (r — 1, k")-SC;
2. Find the (r, k)-SC.

The parameters ¢ and k' are chosen in order to optimize the complexity of the algorithm. The
first step is done by applying r — 1 times the algorithm for the value k’, and the second step uses
Grover’s algorithm.

1.3 Related works, discussion and open problems

Collision-finding. The link between finding a multi-collision and finding a subset cover was
first discussed in [14], since their algorithm is inspired from the one for finding multi-collisions in
[10]. In the latter, they also show a lower bound for finding multi-collisions, and our proof of lower
bounds uses the same technique they used. We make use of the compressed oracle technique, first
introduced by Zhandry in [I5], and generalize the proof of the lower bound on multi-collisions to
the RSC and SC problems.

Restricted Subset Cover. There is currently only one quantum algorithm for finding RSC [14].

Our lower bound for finding a RSC matches their upper bound when k, the number of functions,
2k 1
is constant. However when k is not a constant, their algorithm makes O (k: - N 2R+ 1—1> queries to
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hi, ..., kg, which roughly leaves a k3/2 gap between the best known attack and our lower bound.
To the best of our knowledge, this is the first lower bound on the RSC problem for a quantum
algorithm, and there are no such result for classical algorithms. It would be interesting to see if we
can close this gap further.

Tighter bounds for (1,%k)—SC. When k is constant, the lower bound for (1, %)-SC is Q (Nk/5),
while our algorithm for this problem makes O (N k/ 4) queries to the oracle (when k is even). It
would be interesting to tighten this gap, especially since the results for (1,k)-SC are probably
necessary to prove the lower bounds (r, k)-SC for r > 2.

For non-constant k, our lower bound for (1, £)-SC is (C’k_l/5 : Nk/5), where C), = Z?:Q (jfll)! <

k!-e. Notice that this term cannot be neglected for large values of k. For example with k£ = log(N),
~1/2
) <

we have C}, > N. In comparison, our best algorithm for (1, k)-RSC, the factor in & is ( (
o(k+1)/2

tighten this gap.

k
k+1)/2
which is very far from our bound on Cj. It would also be interesting to see if we can

Bounds for (r,k)—SC. Unfortunately, expanding our result for the (r, k)-SC problem is much
more complicated than the case » = 1 and actually even proving the case r = 2 is not simple.
To prove such a result, one would need a bound for the problem of finding j distinct (1,%)-SC
problem. While proving such a bound is challenging, it is also unclear what the problem of finding
j distinct (1, k)-SC is. Indeed, an important property for our technique in the first lower bound
proofs is that by making one query to the oracle, the adversary cannot find two or more k—RSC.
The same property must hold for the problem of finding j distinct (1, k)-SC, and this definition
and subsequent analysis remain open.

Security of SPHINCS and SPHINCS+.  The signature scheme SPHINCS relies on the
HORST scheme (for “HORS with trees”) which adds a Merkle tree to the HORS scheme to compress
the public key. The security of HORST also relies on the (r, k)-SC problem but the security of
SPHINCS rely on different security notions of the underlying hash functions. In particular, it
depends on a variation of the SC problem classed the target subset cover (TSC) problem [I1].
The main difference comes from the fact that the message signed using HORST is an unpredictable
function of the actual message and this prevents an attacker to construct a subset cover beforehand.

Nevertheless, the authors of [2] stated an existential unforgeability result for SPHINCS [2]
Theorem 1] under gs-adaptive chosen message attacks. The success probability in such attacks is
roughly upper-bounded by:

Z min <2T(logqrh)+h, 1) - Sucecq((r, k) — SO,
r=1

where h is the height of the tree used in SPHINCS, and Succa((r, k) — SC) denotes the success
probability of an adversary A to find a (r, k)-SC. The authors made the assumption that this term
is negligible for any probabilistic adversary A and our quantum lower bound on the query number
to find a (1, k)—SC can be seen as a first step towards proving this assumption (for idealized hash
functions). To assess the security of SPHINCS from [2, Theorem 1] for concrete parameters such
as those proposed in [2] (namely h = 60, g5 = 23Y), it would also be necessary to upper-bound the
success probabilities Succa((2,k) — SC) and Succa((3,k) — SC), which we leave for future work.
For example, one could try to apply [13, Theorem 4.12] to get a lower bound for (r, k)-SC more
easily, but the obtained bound will most likely not be tight.
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SPHINCS+ is an enhancement of SPHINCS, which makes the scheme more efficient and its
security relies on another variant of the SC problem, namely the interleaved target subset cover
(ITSC) problem. It would also be interesting to see if our methods can be used to prove similar
bounds for the TSC and ITSC problems. At last, one could also try to design algorithms for these
two problems, as no quantum algorithms for them exist yet to the best of our knowledge.

2 Preliminaries

We assume the reader is familiar with the theory of quantum information and for completeness, we
recall Grover’s algorithm and Quantum Fourier Transform (QFT) in Appendix |[Al We denote the
concatenation by ||.

2.1 Compressed oracle technique

We now present the key ingredients of Zhandry’s compressed oracle technique, first defined in [I5]
and refined in [7]. As mentioned in the introduction, the technique uses a register to keep a record
of a so-called database of the random oracle and this register is updated whenever an adversary A
makes a query to the random oracle. This new register that contains the database is at the gist of
our lower bounds.

We consider the Quantum Random Oracle Model, first defined in [4]. In this model, we are
given black-box access to a random function H : X — ). For our model, the adversary will work
on three different registers |x,y, z). The first register is the query register, the second register is
the answer register and the third register is the work register. The first two registers are used for
queries and answers to the oracle, while the last register is for the adversary’s other computations.
We first define the unitary StO that represents the Standard Oracle and that computes as follows:

StO Z gy |2y, 2) — Z gy |z, y+ H(z), 2)

x?y7z x7y7z

This unitary corresponds to a query to H.

Now, we define Zhandry’s compressed oracle. In this model, instead of starting with a random
function H, we start with the uniform superposition of all random functions |H), where | H) encodes
the truth table of the function H. In this model, there is a register for each x € X', and the value
of this register in the state [H) corresponds to H(z). That is, we have that |[H) = @ cr [H(2)),
Let H = {H : X — Y} be the set of all possible functions H. We define a new register, the
database register |H), that starts in the uniform superposition ﬁ > mey [H). This register starts
in product state with the other registers, and Zhandry’s idea is that instead of modifying the
adversary’s register when querying the oracle, we will modify the database register instead. To do
8o, we simply consider the Fourier basis for the y and the H register before querying the Standard
Oracle.

We write this unitary O and it works as follows:

) Z Qg g2 |20, 2) ® Z Qg I:I> — Z Qg gz |20, 2) ® Z ag

z,§,% I:IEH z,9,% HeH

A6 (2,9)),

where, for any fixed z € X and z € Y, H © (z,2) : X — ) is defined as:
H(z) if o/ #x
H(z)—z ifaz =ux.

)

Ho (z,2)(2)) = {



In other words, H & (z, z) is obtained by replacing the value of H(x) by H(z) — z in H.

This unitary can be implemented by applying the QFT to the registers |y) and |H), applying
the Standard Oracle, then applying the QFT' again on the |y) and |H) registers.

Finally, we define the compression part. The idea behind the compression is that for every =
in the database mapped to ‘0>, we remap it to | L), where L is a new value outside of ). More
formally, the compression part is done by applying:

Comp = ® | L) <f)‘ + Z 19) (9]

r :970

in the Fourier basis.

Since at the start of the computation, the database will be initiated with the uniform superpo-
sition over all H possible, then after ¢ queries the state of the database can be described with ¢
vectors. In order to apply the compression as a unitary, we declare that Comp|L) = |0).

Now, we can define the Compressed Oracle:

cO = Comp o O o Comp'.

Of course the compression part inevitably creates some losses, compared to only using the
Standard Oracle. The precise characterization of these losses is given in one of Zhandry’s lemma,
and can be stated as follows:

Lemma 1 (Lemma 5 from [15]). Let A be an algorithm that makes queries to a random oracle
H:X =Y, and output (x1,...,T5,y1,...,Yx) € X¥ x Y*. Let p be the probability that ¥1 <1i < k,
H(z;) = y;. Similarly, consider the algorithm A running with the Compressed Oracle cO, and
output (z', ..., zh, Y1, ..., y) € X¥ x Y*. Let p' be the probability that V1 < i < k, H'(z}) = v,
where H' is obtained by measuring the H register at the end of the execution of the algorithm A.

Then:
k
NNV ‘/TJ}!

In the rest of the paper, we will have that ﬁ is negligible, and thus we will neglect this term.

We also have the following lemma from [7] that describes the operator cO(, gy : H — H, which
is defined as the operator applied on |H) when applying cO to |z)|y) ® |H). More formally, we
have that:

cO[z) [9) ® [H) = |} [§) ® cO(q,g) [H)

Lemma 2 (Lemma 4.3 from [7]). For any g # 0, the operator cOy,) is represented by the following
matric:

1 r

yy' (1_ﬁ)w%’+ﬁ ify/:’l“

v | /
VIV 1wy —wy o
M ify #r

For 4 =0, we have that cO(x 0) is the identity.



We also define, for any compressed H : X — Y U{Ll}, for any fixed z € X and z € ),
HU (z,z): X = ) as:
H(z) ifa #x

z if ¢/ = .

HU(z,2)(2) = {

In other words, H U (z, z) is obtained by replacing the value of H(x) by z in H.

In the following, we will model the adversary (A) as a series of computation alternating between
unitaries and oracle calls. The adversary’s quantum state will first be initialized to |0)®N. Then,
his computation will be decomposed as:

A = U,cOUy_1c0...cOU5cOU; (1)

So that, if [1;) = >, 2D Qay,2,D |z, y, z, D) is the state of the adversary after ¢ quantum queries
to cO, then U;y1 operates on the registers x,y and z only. We also define database properties:

Definition 3 (Database property). A database property is a subset of H. Any database property
D can be seen as a projector on H, as follows:

>l

deD

We write D = {I|I C H} the set of all subspaces of H, that also corresponds to the set of all
database properties.

We now state and prove two lemmas adapted from [I0] that we will use thoroughly in this
paper. The first lemma will allow us to ignore the unitaries that the adversary A applies on the
first registers of the state.

Lemma 4 (adapted from Lemma 8 from [10]). For any unitary U, any projector P, and any state

#),
(T P)-(Ual)|p)] = P)|e)

The second lemma bounds the amplitude of measuring a database that satisfies a property P
at the ¥ step of the algorithm, i.e. just after the i** query to the oracle. In this bound, the first
term captures the case where we succeed to find a database that satisfies P before the it* query.
The second term captures the case where we did not have it before the i query, but found it with
the i*" one.

Lemma 5 (adapted from Lemma 9 from [10]). Let |¢;) be the state of an algorithm A just before
the it quantum query to cO, and |;) the state of the same algorithm right after the i*" quantum
query to cO. Let P be any projector on D. We have that:

[P [¢i) | < |Pi)| + [PcO(I — P) |¢s)]

Proof.
[P [hi)| = [PcO [¢i)| = [PcO(P |di) + (I — P) |¢3))]
< [P[¢)] + [PcO(I — P) i)l
where the inequality comes from the triangle inequality and the fact that PcOP < P. O



Remark 1. In the next section and in the rest of the paper, we will consider multiple functions

hi,...,hy : X — Y for some fized k. Note that this is equivalent to considering one function
H : X — Y*, such that we interpret, for any x € X, the output H(x) as the concatenation of
values of the functions applied to x, i.e. H(x) = hi(x)||ha(x)|| - ||hx(z). Hence, in this setting,

the compressed oracle is used on the function H, and a query to any of the h; is a query to all of the
hi’s. Thus, in our results, we count the number of queries to the function H and thus the number
of queries to all of the h;’s. It may seem that we lose some accuracy in this setting, however this
1s with the same method that multiple random functions are implemented in the literature.

2.2 The problem of subset cover and its variants

We define the problem of subset cover.

Definition 6 ((r,k)-SC). Let k,r € N*. Let hy,--- ,hx : X = Y. A (r,k)-SC for (h1,--- ,hy) is

a set of r + 1 elements xg,x1,x2, -+ ,x, tn X such that:

{hi(wo)|1 < i <k} € (J {hilwj)[1 < i <k}
j=1

In other words, for each 1 < ¢ < k, there exists a 1 < 7 < r and a1 < ¢ < k such that
hz(m‘o) = hz(xj).

We notice two facts regarding the parameters of (7, k)-SC. First, we have that the problem
becomes easier when r increases. Secondly, we have that when r > k, a (r, k)-SC contains a (k, k)-
—SC. Thus finding a (r, k)-SC when r > k is the same as when r = k. For simplicity, we use k—SC
as a shorthand of (k, k)-SC.

We also define the database properties P(i % of containing a (r, k)—SC, that is the set of databases

that contains a (7, k)-SC. More formally, we have that:

_ﬁ%z{DeD

E'l’(),.’lfl,. . '7$T7Vi 7& 07330 7& CCZ‘,H(:L’()) - UH(‘TZ) } )
i=1
where for x € X, H(z) = {h1(x), ..., hi(x)}.
We follow now with the definition of a harder variation of the k—subset cover called the k-
restricted subset cover (k—RSC).

Definition 7 (k-RSC). Let k € N*. Let hy,...,hy: X — Y. A k-restricted subset cover (k-RSC)
for (hi,...,ht) is a set of k + 1 elements xo,x1,x2,...,T, in X such that:

Vi € {1, ce ,k‘},hi(l‘o) = hl($z) and xq 75 X;.

We also define the database properties P,ff C of k distinct £-RSC, that is the set of databases
that contains k distinct /~RSC. More formally, we have that:
Elx(),l, ceey 1:4,1, Vi 75 0, a;(),l 75 $i71,VZ', hi(mo,l) = hi(xi,l)
EI.'L‘O’Q, ey ZE&Q,VZ. 75 0, 1'072 75 xi,Q,Vi, hi(IL‘og) = hl (1'1'72)
piY={DeD|: (2)
30,05 To ks Vi F 0,20,k F Tige, Vi, hi(zo k) = hiTig)
Vi # J, (hi(zoi), -5 he(o,i)) # (hizo), - - he(20,5))




The problem of finding a k-RSC was introduced in [I4], in which the authors describe an
1(__1
algorithm that finds a &~RSC in O (k:N2 (1 2’”11)) quantum queries to hi,...,hy when the h;’s

are such that |X| > (k+ 1)|)|.

We discuss now the last condition in Equation . We remark that while such condition was
not explicitly imposed in [I0] for their lower bound for finding multi-collisions, this property is
implicitly and extensively used in their proof. Such a property is needed because when they count
k—collisions (that is, k distinct xy,...,z) such that H(z1) = --- = H(xy)), they are actually
interested in the number of possible images that would be helpful to reach a (k 4 1)—collision. In
particular, this is helpful since one query can only transform one k—collision (with such a property)
into a (k + 1)—collision.

In our case, the last line of ensures that the “supporting set” of the k~RSC (i.e. the set of
images of the xo; by the different random functions h1, ..., k) is unique. As in the multi-collision
case, this condition will be crucial to extend a k-RSC to a (k + 1)-RSC, and for this reason we
define it explicitly in P,ffc.

Finally, we state a result from [10], regarding the amplitude of finding j distinct 2—collisions:
Lemma 8 (adapted from [I0], Corollary 11). Given a random function h : X — Y where |[N| =Y,
let f{f;’-l be the amplitude of the D containing at least j distinct 2—collisions after i quantum queries.

Then: '
L :3/2 J
[ sy

9 j\/ﬁ

For completeness, the proof of Lemma [§ is given in Appendix The proof closely follows
the proof of Corollary 11 in [10] but we need to consider some negligible factors that incur an extra
constant factor in the statement.

3 Lower bound on the k-restricted subset cover problem

In this section, we prove a lower bound for the &~RSC problem defined in Definition |7} This section
follows closely [10]’s proof of their lower bound on finding multi-collisions. We will first prove a
lower bound for the problem when k& = 2. Then, we will prove a lower bound for finding & distinct
2-RSC, which will be necessary in our induction step. Finally, we will prove the induction step in
the last subsection and obtain a lower bound on finding s distinct k-RSC.

3.1 Finding a 2-restricted subset cover

In this section, we will prove that the number of queries necessary to find a 2-RSC is Q(N?3/7),
matching the query complexity of the quantum algorithm proposed in [14], up to a constant factor.

As presented in Definition [7] in the 2-RSC problem, we are given 2 random functions h1, ho
such that for i € {1,2}, h; : X — ). The main theorem of this subsection can be stated as follows:

Theorem 9. Given two random functions hi,hs : X — Y where |[N| =Y, a quantum algorithm
needs to make Q(N3/T) queries to hy and hy to find a 2-RSC with a constant probability.

In order to prove this theorem, we first introduce some database properties:

o P,_ ol—hy corresponds to the set of databases that contain at least ¢ distinct collisions on
hlﬂ As explained in the previous section, here we will use the fact that we cannot reach a

"We do not define the equivalent property for ho. Since both h; and ho are random functions, we can swap them
when considering database property by symmetry, thus we do not need to define more unnecessary properties.
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database containing ¢+ 2 or more collisions from a database containing ¢ collisions by making
a single query:

E'.’El, ey T, Y1, - 7W:W;h1($z‘) = hl(yz) 7é 1
Pi_coi—n, = § D € D|Vi,zi # yi

Vi # j, ha (@) # ha(x;)
® Py_.o—h, corresponds to the set of databases that contain exactly ¢ distinct collisions on hy:
Prcot—hy = P cor—ny NP1y cot—ny
® Pyreimage—h, corresponds to the set of databases that contain a preimage of 0:E|
Pyreimage—h, = {D € D|3x, hi(x) = 0}.

Finally, for ¢,¢ € N, we write:

: (3)

where [1);) is the state just after the i** query to H = (h1, he) and P%C was defined in Equation (2)).
J 1,2

For convenience, we write P, = Pf%“ in this section.

The goal here is to bound the term g;, and to achieve this we first prove a recursive formula

'L'C,(I?l - ’PK*COl*hl ’w2> ) ic,?l - ‘Plffcolfhl ‘¢l>| y9i = ‘Pll?égc ‘wl>

that involves f:-c‘t?l as well:

Lemma 10. For every i € N, we have that:

0~ 2 i—1
gi < gt |2) o Fih, A (4)

£>0

Proof. Let i € N. Let |¢;) be the state just before the i** query to H = (hy, hs), namely
|¢Z> = Z Qg 4,2,D |'1"a ga Z> b2 |D> )
$7Q7Z7D

where z is the query register, y is the answer register, z is the work register and D is the database
register. Let [¢;) be the state right after the i*" query to H, namely

1 / . N
|¢Z> = w%/ ax,g},z,D ’xa y,z> & }D U (‘Ta yl)> + CO a:v,g,z,D |=7C,yy Z) & ‘D> .
D VN2 D
b tladh) / $7A)Z7
D)=L Y D@L

From Lemma [5| we have that:

|22 [9hi)| < |P2|¢i)| + [PocO(I — P2) [¢i)] - (5)

2Note that the amplitude of finding any preimage is the same as the amplitude of finding the preimage of 0.

10



We focus now on bounding the second term:

|PycO(I = Py)¢i)| = | PO Y awgenple,d,2 D)

z,9,2
D: no 2-RSC

1 /
< | P E ﬁE Wi agg2p |z 9,2, DU (2,y))
—_ 2 9 bladhl
x7g7z N y/
D: no 2-RSC
D(z)=1

+ PQCO Z Qg 4.2,D ‘xayv Z> ® ’D>

7,2

The second term can be bounded by

PZCO Z Ay 4,2,D ’(L‘, ga Z> ® |D>

1‘7@7'2
D: no 2-RSC
D(z)#L
1 ' D(x) N
ik Z N2 (1 —wy ey y) 02D |2, 8, 2) ® [DU (2,9))
x’yVZ 4
D: no 2-RSC
D(z)#L
1 A~
=3 W Z P Z Qg,§,z,D |93,y, Z> ® ’D U (ﬂj,y,)>
Y 7,2
D: no 2-RSC
D(z)#L
3(i— 1)
- 6
SN (6)

where the first inequality comes from Lemma [2| and the fact that if the new value in the x register
is | L) or stays the same, then there is still no 2-RSC in D. The second inequality comes from the
triangular inequality and the last inequality comes from using the triangular inequality and the
fact that there is at most (i — 1) values in D such that D(z) # L.

For bounding the first term, we analyse now the possibilities for achieving a 2-RSC, considering
the different cases of the inner sum. We have four possible ways to get from D that does not have
a 2-RSC to D,y := D U (z,y') that has a 2-RSC.

e (x = x2) Here, we consider the case where there exists an xg and 1 such that hq(xzo) = hi(z1)
and we query x such that he(xg) = ha(z). If we have found ¢ collisions of hy in D, then ¢
values of ¢’ can make D,/ contain a 2-RSC, out of the N possible values for the outcome of
he (notice that the value of hq(z) is not relevant for this case).

11



e (x = x1) Similar to the previous case, but swapping the roles of h; and hs.

e (z = xp) Otherwise, we consider the case where we query = such that we have x; and z9

(w 1ch might be equal), such that hi(x) = hi(z1) and ha(x) = ha(x2). Only i — 1 values of

y" will make D,/ contain a collision on h;. Similarly, only i — 1 values of ¥ will make D,
contam a colhs1on on hs.

Thus, we have

1/2

1RO = Py)199)] < (2230 1P fo? | 4052, )

>0

and we give the details on Equation in Appendix

Let |¢;_1) be the state just after the (i — 1)** query, and let U; be the unitary such that
|¢i) = (U; @ I) |thi—1) (see Equation (I))). Note that we also have [¢;) = cO - (U; @ I) |t);—1). Using
Lemma [4] we get that:

—1
|PcO(I — Py) |¢3)| < 22 | Po—cot—ny (Ui @ I) [9i-1)| N
£>0
( , i1
< — ; .
< 22 N | Po—col—hy [%i-1) N (8)
>0
Similarly, using Lemma [4}
1Py @) = | P2 (Us @ I) [thi—1)| = | P2 |thi1)| - (9)

Then, using Equation , Equation and Equation @, and the notation from Equation ,
we have:

We will now expand this recursive formula to obtain a bound on g;.

Lemma 11. For every ¢ € N, we have that:

QZSWZ\/”S +2- 2‘95N1/8+4N

where

3/2
N J 1/8
w3 (4) —maX{Be,lON .
vIN

12



Proof. From Lemma we expand recursively Equation , and obtain (using that gy = 0):

< 4? (11)

£>p3(5)

l col
Co f] u3(j) >

] col
- Z R (12)

2
where in the second inequality, we used the fact that the term Zf>y3 ) f] 7 is equal to the

amplitude of finding at least ps(j) distinct ¢—collisions on hi, thus is exactly equal to fc"l 2

Jm3(J)
(defined in Equation ) and similarly for fCOl
It follows that

i—1 i—1 de - 32 m3(d) i1 1\ 1oNY/8 "
o) <S> = < <> < 279N, (13)
> o= () <2 ()

where the first inequality comes from Lemma [§] the second inequality comes from the definition of
p3(j) and in the last inequality we assume that i < N'/2. Indeed, otherwise A can execute [14]’s
algorithm whose query complexity for finding a k—RSC is upper-bounded by O (N 1/ 2).

Putting together Equation , Equation , Equation and Equation (13| gives the
result. O

We can now use Lemma [T1] to prove Theorem [J]

Proof of Theorem[9. Using Lemma [T}, we have for i € N:

gZSWZ\/“?’ 4 VE 2N gl

13




We can bound the first term by:

N3/4 N1/2
j:,u3(j):86~jj/ﬁ Jius(j)=10N1/8

\/ilzi M?}\(fj):\/i Z \/86]3/2 Z V1ON1/8
j=1

i—1
86]3/2 V10N1/8
S\/i Z N3/4 Z N1/2

j=1 Jus() 10N1/8
10N\, VIONIB
1z VION /7
§4fN3/4+( > ‘N N7

< 4v/eg + O(NTI/),

N3/4

where the second inequality comes from countlng the number of j such that usz(j) = 10N/®, which
is equal to the number of j such that 8¢~ \/» < 10NV/8,
Thus, we have the following bound on g;:

/4

This bound is in the compressed oracle model, and using Lemma, [I| we obtain the same bound
in the random oracle model by putting the negligible term in the O (N -1/ 48).

— + 4— +O(N~1/18),

So when i = o(N3/7), we have g; = o(1). Hence if we want g; to be constant, i.e. not o(1), we
must have i = () (N3/7). O

3.2 Finding k distinct 2-restricted subset cover

We are now interested in bounding the number of queries needed to find k£ distinct triplets that
satisfy a 2-RSC. We have the following result:

Theorem 12. Given two random functions hi,hy : X — Y where N = |Y|, a quantum algorithm
needs to make Q(k4/7-N3/7) queries to hy and ho to find k distinct 2—-RSC with constant probability,
for any k < NY/8.

To prove this theorem, we first introduce some notation. We denote P ;¢ the set of databases
that satisfies k distinct 2-RSC, and that contain exactly ¢ collisions on hj. Using the notation
from the Section and Equation , we have that Py 0 PRSC N Pr_col—h,- We denote

>

gzk = ’P]52‘SC W}z
= (h1, h2).

Our goal is to bound g;, and as in the previous subsection, we will first prove a recursive
formula stated in the next lemma.

and g;re = |Paks|ti)], where |1;) is the state just after the ith query to

Lemma 13. For every i € N, and every k € N, we have that:

1 —1
9ik < gi-1k T 22 gZ 1,k— 1g+(]v)gi—1,k—1-
>0

14



Proof. From Lemma [ we have the following inequality:

|PESC i) | < [P 10| + | PESCcOr — PESC) )] -
And we have that:

‘ RSCCO I — PRSC)|¢Z>’

< PRSC W 2, DU (z,y) i)
; ~ Z i ) i
D:k-1 2-RSC
D(z)=L1
1/2
1/2
4 2 (i —1)° 2
S 2 Z N Z ’a17@727D| + NQ Z ’azyl}>27D| ‘ |
>0 7,2 z,9,z
D:k-1 2-RSC D:k-1 2-RSC
£ collisions
on hi
1/2
1
< QZ N | Py jo—1,e |i) | +4 >| ,

>0

where the first inequality comes from the same calculations done to obtain Equation @, and the
second equality uses the same cases as for the case k = 1 in Lemma
Using Lemma [4| and previous notation (as in Lemma , we obtain that:

1/2
(i—1)
ik < gi-1k+ 2; —gr 1k—1,0 +4 N Ji-Lk-1-

O]

Following the proof from the case k = 1, we will split the sum in two using u3(j) as a threshold.
We also define a new notation that will simplify expressions:

ziﬁ(\/’“(ig 1>+\/§€]‘V1>,

Definition 14.

=0
where
£3/2 18
f) = max< 8e——, 10N .
ﬂ3( ) \/N
Before bounding g; 1, we first prove a bound on A;.
Lemma 15. For every i € N, we have that:
Z'7/4 7:2 148
Aigs\/éW+4N+O<N )

It follows that A; < 2eN/® for i < N1/2,
15



We leave the proof of Lemma [I5] to Appendix [B.3] We can now state the lemma that bounds
i k-

Lemma 16. For every i € N and k € N, we have that:

Ak
gig <y V2 2 NV*,

Proof. We write COl ‘P]{_ml_hl |di) |-

From Lemma we have that:

V2NN 7 —1
ik < Gi—1k+ |2 Z N 91‘2_17/§_1,e + 4T i1 k-1
>0

ps(i—1) i—1
Sgi—l7k+\/§< T 9i—1,k— 1+flc 1,13 (i— 1)) +4T'gi—l,k‘—1

17—
=Ygi-1k T ﬁ( M3(N

1 1—1
)+\/§N>g21k1+f I8 (i) (14)

where the second inequality comes from separating the sum in two, similar to the proof of Lemma

ini}

Following [10]’s proof for Lemma 14, by expanding the recursion we get:

Ak
gik < TH V2NN (15)
For completeness, the proof of Equation is given in Appendix Using Lemma E we
can bound the second term, and:

k

A
Gik < ﬁ+\/§ 9—N'/E,

We can now prove the main theorem of this subsection.

Proof of Theorem [13. Following from Lemma [I6, we have that:

k

A _N1/8 ArL - e k _N1/8
Gik < Ty + V22 < (=) Vet

We now use the bound on A; of Lemma

k
3/2 T4 40 42
gi,kg (86}6.]23/4—1—]:‘;\74_2'0(‘]\]_1/48)) +\/§,2—N1/8‘

So if i = o(k*7 - N3/7), then g; = o(1). Hence if we want g; . to be a constant, i.e. not o(1), we
must have i = (k:4/7 : N3/7). O
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3.3 Finding k distinct s-restricted subset cover

In this section, we generalize the result to the problem of finding & distinct s—RSC, for any s > 3
and any k > 1. We are given s random functions hq, ..., hs such that for any i € [1,s], h; : X — ).
We will prove the following theorem.

Theorem 17. Given s random functions hi,...,hs : X — ) where N = |Y|, a quantum algorithm
s 28 251

2
needs to make Q ((s +1) Fl-1 . gt N2S+1—1> queries to hy,..., hs to find k distinct s—RSC

with constant probability, for any s < log(log(N)) and any k > Ny

And naturally we have the following corollary for k = 1:

Corollary 18. Given s random functions hy,...,hs : X — Y where N = |Y|, a quantum algorithm

s

2 251
needs to make <(s +1) 2oF11 -N2S+11> queries to hi, ..., hs to find one s—RSC with constant

probability, for any s < log(log(N)).

In order to prove Theorem we first define some notations, starting with the notations for
the amplitudes. We define:

1. fi; as the amplitude of the databases D containing at least j distinct (s — 1)-RSC after ¢
quantum queries.

2. i jk as the amplitude of the databases D containing at least j distinct (s — 1)-RSC and
exactly k distinct s—RSC after i quantum queries.

3. gi 1 as the amplitude of the databases D containing exactly £ distinct s-RSC after i quantum
queries.

More formally, let |¢;) (resp. |1;)) be the state of the algorithm just before (resp. after) the it"
query to the oracle. We have:

I

RSC
fij = ‘Pj7(5—1) i)
~ RSC pRSC_ pRSC
Jigk = ‘Pj,(sq)Pk,s R4, i)

RSC_ pRSC
gik = | Pels P [0

?

We want to bound g; 1, and to do so, we define some convenient notation. We start by defining
IT, a term that appears in the bound of g; x.

Definition 19. Let Il be defined as follows:

m =1
M =1
Vs >2, Ty =25 VIO,

We define A; ; and ps(¢) as follows:

17



Definition 20.

i—1
Ai,s = Z B€,5—17
£=0

fts+1(0) ANG e\
_ . s+1 t 2:7
B = s N e <N> ! <7‘2 NT) ’

s—2_y p(2s7t-1)/2572 .
/-Ls(e) — max {Hs—l . (86)223—31 Z— 40 - 82 Iy - N1/2 } .

where

and

N(23_271)/23_2 )
We can now state the bound on g; ;, that we will need to prove Theorem

Lemma 21. For every i € N and every k € N, we have that:

k
ik < Az‘,s+1 + 0O (2(s+1)2-H5~N1/25+1>
(3 — .
’ k!

In order to prove Lemma [2I] we first prove a bound on A; ;.

—2
2°72-1 25128t

Lemma 22. A;; < (8¢) 2°72 T T I, + O (54 - N—l/(25(25—2)))

In the interest of space, we leave the proof of Lemma [22] to Appendix and we now prove
Lemma 211

Proof of Lemma[21. We prove this theorem by induction. The case s = 3 corresponds to the
Al s .
subsection 3.2 Fix s > 3. We assume that f; ; < i+ (0] <2_32'H5*1'N1/2 ) for every i € N and

Alc s+1
j € N. We will show that g, < “55 + O (2—<8+1>2~H5-N” 2

Similarly to the previous subsection, we will bound g; j, recursively. Using Lemma |5 we have
that:

|PESE )| < |BES 1oi)| + | BEECcO (I = PEC) |4)

)

where the second term can be written as:

1 /

SC N

P,fs Z Wi szy Qug2D |2 9,2, DU (z,9)) (16)
,y/

x?:’;7z
D:(k—1) distinct s—RSC

D(z)=1
+ P,ffcco Z Qp 42D |T,7,2,D)|. (17)
m’g7z
D:(k—1) distinct s—RSC
D(z)#L

To bound the term of Equation , we analyse now the possibilities for achieving a s—RSC,
considering the different cases of the inner sum. We have different possible ways to get from D
that does not have a s-RSC to Dy := D U (z,y) that has a s-RSC.

18



o (x = xg) As for the case s = 2, we consider the cases where we query z such that we have
x1,...,Ts, such that V1 < j < s, hg(x) = hs(xs). For every 1 < j < s, only i — 1 values of 3/
(i=1)*

will make D, contain a collision on h,. Thus there are at most “g5— values of ' such that
D,/ contain a new s-RSC in this case.

e (x = x4) Similarly to the case s = 2, we consider the case where there exists xg,...,Ts_1
such that zo,...,2zs—1 is a (s — 1)-RSC, and we query z such that h;(x) = h;(xg) for some
1 < j < s. If we have found ¢ distinct (s — 1)-RSC in D previously, then ¢ values of 3 can
make D,s contain a s-RSC, out of the N possible values for the outcome of h; (notice that
the values of h;(z) for i # j are not relevant for this case), and there are s different values
for j.

e However, some new terms do not appear in the case of 2-RSC. That would be the case where
the query x is equal to x;, = x4, = -+ = x;, for some r € {2,...,s} in the new s—RSC. We
bound these terms as follows: for each r, there is at most (i — 1) distinct (s — r)-RSC. For
each of these (s —r)-RSC, there are r collisions missing on some h;,, ..., h; . And exactly one
value of 3’ will make D,/ contain a collision for h;;. The values of the other hash functions
are irrelevant here. Hence using Lemma [4] we can bound the probability of this event by:

“i—1
> N g1k I (18)
r=2

where we bound the amplitude of the database containing at least one (s — r)-RSC and
k —1 distinct s—~RSC after i — 1 quantum queries by g;— x—1, the amplitude of the databases
containing only k — 1 distinct s—RSC after ¢ — 1 quantum queries.

Using Lemma |4l and as for the previous cases, by bounding the term of Equation by
5/2
3 ((z;Nl)> gi—1,k—1, we can upper bound g; ;. by

11— 1 1—1
gi—1k + SZN% L0k 1+4\/( Ns)gz1k1+ N,,gz1k1
>0 =9

i1V (i)
< gi—1,k + SZ 9i1k—1T 4( N ) +<Z NT> Gi—1,k—1, (19)

£>0 r=2

where the second term can be split in two, similar to the proof of Lemma

= prsy1(i — 1)
s Z Ngf_u,k_l <y/s: ST%—M—I + VS fictpe 1)
£>0

The term f;_1 ,,.,(i—1) can be bounded by induction hypothesis by:
APs1(1)

< i—1,s O (2_32‘HS_1AN1/2S>
fz 1,psy1(i—1) Ms—‘,—l(z — 1) + 5
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and the first term can be bounded by using Lemma [22[ and the definition of ps41(i — 1) by:

40(s+1)21L,N1/25

—2 —
2271 et-1/2 !

e(4e) 2~ vz s + O (s, N~/ (2°-2)

2s—1_1

max {(8e)zs—2 ij%)f/;ln 40(s + 1)1, - N1/25}

which is smaller than

—+o(1)

)

<1 >40(s+1)2-HS-N1/25+1

which leads to:

1
—9.84-(s4+1)2-T1,-N1/2°F
fimtpeia(i-1) <2 (1) :

Using Definition we rewrite Equation as:

—9.8.4. 1 2_HS,N1/25+1
gik < gi1k + Bes - gic1p—1+ V52 (s+1)

Then, by expanding the inequality and using the fact that gg ;1 = 0, we get:

_9.84. 217 N1/25H
Gik <Gi—1k+ Brs- gic1p—1+ /527984 (s+1)% -

i—1
_9.84-(s41 2.1‘[8.1\71/28'~'1
< (Be,s Qo1+ /5 - 27084
0

i

<(;

where we use the fact that ¢ < s-+/ N for the third inequality.
Expanding this inequality, we obtain

~
Il

1
By

s+1

IN

)

s k_1> L N2 g g oSt N

NN
I
= o

~
Il

3/2 2—9.5~4- +1)2.11,-N1/2° !
BZ,S * 90,k 1) e " ey ’
0

Aferl 3/2 A 9.5.4 D211 N1/2s+1
gl,k‘ST—Fs/ .e 1,S+1,2_-"(S+)~ s* ) (20)

For details on Equation , see Appendix
And because i < s-v/N, we have Aisi1 <8e-(s+ 1)2- 1 - N2 Using this and the fact

s+1
that s3/2 < 2s (s+1) N2 o conclude:

k
Ai7s+1 " 2*(s+1)2-HS-N1/25“
k! '

ik <

At last we bound Il to conclude the analysis.
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Proposition 23. We have for any s € N that:
II, < 4s

Proof. The statement is true for s = 1,2. Assume it is true for s > 2. Then,

Mop1 =2V /I < 2v/s - VAs <A(s+1).

Finally, we can prove Theorem
Proof of Theorem [I7. From Lemma [22] we have:

ps=2_,  4(2°-1)/2°7!
Ais < (8¢) 7 Sy T

T, +0 (34 I, - N71/<28<2872)>) .

Hence we can bound g; ;, for any 4, k, by:
Ak s+1
Gik < —’;,“ +0 <2<s+1)2-HS-N1/2 >

k
< <€ . A]:H—l) +0 (2_(8+1)2.HS.N1/25+1>

S(25H1-1)/2° e \ o k
= E(Se) > Ne oz st 0 <(S + 1) My - N7V 72»)

+0 (2—(S+1)2'HS'N1/25+1>

e gs—1_4 4(25T1-1)/2°
s—1
T (8e) 2 N@ -1z

<

k
Al 1)+ 50 (s +1)7 N—1/<25“<25“—2>>)>
+0 <24s(s+1)2-N1/23+1>

where the first inequality comes from Lemma the third inequality comes from Lemma [22] and

the last inequality comes from Proposition
25 25 251

Ifi=o0 ((s—i— 1) 2Fi-1 . f2s¥i-a -N25+11>, then g;, = o(1). Hence if we want g, to be

_ 2% 25 251
constant, i.e. not o(1), we must have i = Q (s 25FI-1 . fp2sFI1 -N25+1—1>. O

4 The (r, k)—subset cover problem

In this section, we prove some upper and lower bounds on the (r, k)-SC problem. As far as we
know, there is no quantum algorithm to find a (r, k)-SC problem, except for [14]’s algorithm when
k = r, and for the harder problem of finding a k-RSC. We first prove a lower bound on the (1, £)-SC
problem, then design new algorithms for finding a (r, k)-SC.
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4.1 Lower bound on finding a (1, k)—subset cover

In this subsection, we will prove a lower bound on the (1, k)-SC problem. We are given k random
functions hi, ..., hy such that for i € [1, k], h; : X — ). We write N = |Y| and for x € X, we write
H(x) = {hi(x)|i € [1,k]}. The goal of this subsection is to prove the following theorem.

Theorem 24. Given k random functions hi,...,hy : X — Y where N = |Y|, a quantum algorithm
needs to make ) (C’k_l/5 . Nk/5) queries to hy, ..., hg to find one (1,k)-SC with constant probability,

where Cy, = Z§:2 (jf!l)!.

To prove Theorem we introduce the problem of finding a j-repetition on h;,, ..., h;;, that
consists in finding an z € & such that h;, (x) = --- = h;,(z). More formally, we define the following

database property:

Definition 25.

VE‘] ’r'ep {DED' E]xlax277"1757VZ7V1S€§]7h1(xl):h€(xl) }

Vi 7& P, T 7é Tp
Note that we define the property only for ¢ distinct j-repetition on hq,...,h;, because by
symmetry, the probability of finding a j-repetition on hy, ..., h; is the same as finding a j-repetition
on hi17 .. '7hi£'

We also define:

1. fr?; as the amplitude of the databases D containing at least ¢ distinct j-repetitions on
hi,..., h; after i quantum queries.

2. fizzz as the amplitude of the databases D containing ezactly ¢ distinct j—repetitions on

hi,...,h; after i quantum queries.

3. ¢ir as the amplitude of the databases D containing at least one (1,%)-SC after i quantum
queries.
More formally, let |1;) be the state just after the i*" query to the oracle, then frep = ’Pmp [},

1 = | Prsr =ik 100 and g = [PEG 103

rep

Our goal is to bound g; , and for that we will bound f

Lemma 26. For alli,¢,j € N, we have that:

rep (e ¢
fiv; < SNt
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Proof. Following the proof of Lemma [I3], we have that:

2 .
frep 'rep rep + 3(71 — 1) J?Tep
il — 'L 1 Zj N] 1 —1,0—1,k N i—1,0—1,k

2
rep rep
z 1€j+4\/NJ 1 —1,4—1k

i—1
Trep
< Z 4 N fmZ 1,k
m=0
i—1 mq

1
< Z Z 4 Nj—l frezpe 2.k

IN

Z (le_1>z/2

0<my<my_1<---<m1<s

i (16 \Y?
< — | ——
A <N1—1>

_ de i ¢
=\ . NG-D2 )

where the second inequality comes from the fact that we can assume i < N9/2. O
We now bound the amplitude g; ;, with an inductive formula, as for the RSC problem.

Lemma 27. For alli € N and k € N, we have that:

1/2

1/2 !
kZ 1 k! rep 2
gzk<gz 1k+4<k Nk > ZZ k+1 F '_1)!f73—17f7j

7=24>0

Proof. For convenience, we denote P, = Pg% the projector on the databases D that contain at
least a (1, k)-SC. We write |¢;) the state just before the i'® quantum query, and |t;) the state just

after the i*" quantum query.
Using Lemma |5, and writing D,y := D U (z,y’) we have that:

71— 1
P i) < [Prloa)| + [Pe > FZwNaxyzD\xy,zDHzaW (21)
z
Dno(?{k)SC

We analyse now the possibilities for achieving a (1, k)—SC, considering the different cases of the
inner sum. We have multiple possible ways to get from D that does not have a (1,k)-SC to D,/
that has a (1, k)-SC.

e (r = x0) Here, we consider the case where we query x such that {h;(x)} C {h;(x1)}, where
x1 was queried before. Notice that there are (i — 1) possible values of x1, and for each fixed
value of x1, we have k* possible values of H(z) that would lead to this value. This leads to
k¥ (i — 1) possible values of 3 that would lead to an (1, k)-SC.
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e (x = 1) Here, we consider the case where we query x such that {h;(xo)} C {hi(z)}, where
xo was queried before.

Let us suppose that x¢ has a j-repetition on h;,, ..., h;;, for some distinct i1, ...,4;. Notice
that in this case, S := {h;(xo)} has k — j + 1 elements and we will count the number of
p0381ble H (z) that contains all of these elements. Out of the k functions hq, ..., hj, we have

(k; +1) possible ways of choosing the functions that will be filled with the values in S. When
we fix such functions, there are |S|! = (k — j 4+ 1)! ways of filling them Wlth the elements of
S, and N7~1 ways of filling the other functions. Therefore, there are ( )(k: j+1)INIE

k—j+1
values of H(x) such that {h;(xo)} C {hi(z)}. -

This gives, bounding the last term of Equation (21)) by 3 (k NF )1/ 2
1/2

1—1
Pl < [Plol +4 [ Ko ST Jawgenl

x7yA7Z
D:no k—SC
1/2
k! 2
ZZ Nk+1 ' (G —1)! Z %,Q,z,D|
j=2 £>0 ,y z
k-SC
J4 dlstlnct ] repetitions
Using Lemma [4 and our notations, we conclude:
1/2
kZ -1 k! rep 2
R Y (= R D 3) DI 0
7J=2 (>0
O
We now bound g; ;. in the following lemma.
Lemma 28. For every i € N and k € N, we have that:
i < AkR/2. - de 072
LR = NE/2 NE/2
Proof. From Lemma [27], we have that:
1/2
< 4 kkl - 1 k! rep 2
Gik = Gi-1k T ZZ Nk:+1 =G -1 /i1

7=24>0

We want to bound each term in the sum indexed by j. Fix j € {2,...,k}. We have that:

Z . k! frep _ Z rep 2
Nk+1 7 (5 —1)! i—l,m B 1 ! Nk+1_3 fiz 1,05 °
>0 >0
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Next, we have that:

Z rep 2 Z rep
Nk—i—l —j fi- 15 = Nk+1 J 1573

>0 >1
i —1 rrep 2
N -ty
i—1  [de-(i—1)\?
— Nk—i—l—] N%
(4)%(i — 1)°
Nk ’
where frep . is the amplitude of the databases D containing at least one j-repetition on hi, ..., h;

after i — 1 quantum queries. The first inequality follows since there cannot be more than i — 1
distinct j—repetitions on h1,...,h; after ¢ — 1 quantum queries. The second inequality comes from
the bound on frep - in Lemma

1,1,5
This gives:
k .
S Y e i f e
) k:+1 fi- &3 1) k/2
j= 2 >0 N - (‘] 1) N /

(i 1)\3/2
gzk<gz 1k+4 + '46 (,L 1)
Nk NEk/2
A 4e - £3/2
k/2
< 4k W73
O
We can now prove Theorem [24]
Proof of Theorem [24 From Lemma we have that:
3/2 k Kl de - §5/2
' k2l ! e-1
Gik < AR o 22 G NP
J:
Writing Cy = Zf 9 (]kl),, this rewrites as:
:3/2 e 5/2
‘ k2 17 e-1

Ifi=o (Ck_l/‘r) . Nk/E’), then g; , = o(1). Hence if we want g; ;, to be constant, i.e. not o(1), we
must haveizQ(C’k_lm-Nk/g’). O
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4.2 Algorithm for finding a (1, k)—subset cover

We now describe an algorithm that finds a (1, k)-SC, assuming |X| = |V|* = N*. We first notice
that an algorithm that finds a collision on H also finds a (1, k)-SC in an expected O(N*/3) number
of queries. We show now that there is a more efficient algorithm, as stated in the following theorem:

Theorem 29. There exists a quantum algorithm that finds a (1,k)-SC in expected O (Nk/4) quan-
tum queries if k is even, and O(N*/*F1/12) 4if k is odd.

To prove this theorem, we describe the following algorithm (which takes as parameters j and ¢,
whose values will be chosen later):

Algorithm 1. Input: j € {2,...,k} and t € N.
1. Define Fy : X — {0,1} as follows:

Fule) = {1, if hi(2) = ha(z) = - = hy(z)

0, otherwise.

(Note that an element x € X such that Fy(z) =1 is a j—repetition.)

2. FExecute Grover’s algorithm t times on Fy to find t distinct j—repetitions in H. Let T =
{x1,...,2¢} be the set of these j—repetitions.

3. Define Fy : X — {0,1} as follows:

1, if there exists xo € T such that hq(x) = hq(x0)
Fy(x) = and for 1 <m < k — j, hps1(x) = hjpm(xo)

0, otherwise.

4. Ezecute Grover’s algorithm to find an x such that Fy(z) =1
5. Find xo in T corresponding to xz, and output (x, ).

Lemma 30. Algom'thm makes an expected number of O (N<2k_j+1)/6) queries to the oracle when
j< % for t = N(k=21+2)/3,

Proof. Notice that if we consider a uniformly random function, we have that Pr[h;(z) = --- =
hj(x)] = N7+ Therefore, the expected number of elements in X' such that Fy(z) = 1 is N¥ -
NI+l = Nk=i+1 We write X1,..., Xy the random variables corresponding to Fi’s output on
each x € X, X the sum of these variables, ;1 = N*¥7J*! their mean. Chernoff bound tells us that
for any 0 < § <1,

Pr(|X —p| > pd) < e™HP%.

With 6 = 1/2, we have:
Pr <|X —ul > g) < e M2,

Nk=j+1)

Thus, unless with probability e ( /12 the number of elements z € X such that F} (x) =11is

greater than N*—7+1/2,
Hence using Theorem the second step of the algorithm is expected to make O <t <4/ NkNI;H> =

O (t . N(j_l)/z) quantum queries to the oracle.
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Notice that for a fixed value g, if we consider a uniformly random function, we have that
Prihi(z) = hi(xo) A ho(x) = hpmg1(x0) A=+ A hg—jpr1 () = hi(z)] = NI—k-1

Therefore, the expected number of elements such that Fy(z) = 1 is ¢ - N¥ . N9=F=1 = ¢. NI-L,
Similarly, using Chernoff bound, unless with probability e~V =/ 12 the number of elements such
that Fy(z) = 1 is greater than t- N7~ /2. Hence, using Theorem the fourth step of the algorithm

is expected to make O ”]VV% =0 (W) quantum queries to the oracle.
By picking t = N*#=242)/3 with j < % (otherwise t < 1), the complexity of the algorithm is
O(N(k72j+2)/3 . N(jfl)/2) — O(N(2k7j+1)/6). n

We now prove Theorem

Proof of Theorem [29. From Lemma the complexity of Algorithm [1| is O(N®@¢=7+1)/6) when
: k+2
=5

e If k is even, then we pick j = k—;Q to reach a complexity of O(N¥/4).

o If k is odd, then we pick j = % to reach a complexity of O(Nk/4+1/12).

Note that if j > %, then the second step of the algorithm is expected to make at least
0 (N%> quantum queries, which is worse than O(N*/4+1/12), O

Remark 2. Note that we do not reach the lower bound of Theorem[24), and it would be interesting
to see if the gap can be further reduced by either improving our lower bounds or designing a more
efficient algorithm.

A slightly better algorithm We describe a more efficient algorithm when £ is not constant.
The idea is to take into account the fact that we do not necessarily need the j—repetitions from
the previous algorithm to occur on the first j functions hq,..., h;, but they could rather be on any
hiy, ..., h;; instead. We also consider permutations of the hy, ..., h in the fourth step of Algorithm

!

Theorem 31. There exists a quantum algorithm that finds a (1,k)-SC in:

e O (((k-é)/z)il/? : Nk/4) quantum queries if k is even,

e O (((k+k1)/2)71/2 . Nk/4+1/12) quantum queries if k is odd.

The gain that we obtain is a function of k& and is therefore not significant if k is constant.
However, as we have shown in Theorem the dependence in k can be quite large for the (1, k)—
SC problem.

To prove this theorem, we describe the algorithm as follows (which takes again as input two
integers j and ¢ playing the role of parameters whose optimal values will be determined later):

Algorithm 2. Input: j € {2,...,k} and t € N.
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1. Define Fy : X — {0,1} as follows:

1, if there exists distinct i1,...,1; € [1,k] such that
i (z) = hiy () = hiy(x) = -+ = hi; (2)
0, otherwise.

(Note that an element x € X such that Fy(x) =1 is a j-repetition.)

2. Ezecute Grover’s algorithm t times on Fy to find t distinct j—repetitions in H. Let T =
{x1,..., 24} be the set of these j-repetitions. We write, for £ € [1,t] I, = {if,... ,zﬁ} the set
of indices such that h (ry) == hii(xt), and I = [1,k\I, = {i?H, it}

3. Define Fy : X — {0,1} as follows:

1, if there exists distinct jo, ji, ..., jk—j+1 € [1, k],
and { € [1,t] s.t. hie (x¢) = hjy(2)

Folz) —
2() and for all1 <m <k —j,hy, (z) = hiz{+ (z¢)
j+m

0, otherwise.

4. Ezecute Grover’s algorithm to find an x such that Fy(z) =1

5. Find xo in T, and output (x, ).

Remark 3. Fy (resp. F) can be constructed with O ((?)) (resp. O < jfll)
one query to H.

,)) quantum gates and

Lemma 32. Algom'thm@ makes an expected number of O ((l;)*l/?N(2k—j+1)/6) queries to the

oracle when j < % for t = Nk=2i+2)/3
The proof of Lemma [32]is given in Appendix [B.7 We now prove Theorem

Proof of Theorem [31. From Lemma the complexity of Algorithmis o) ((?)—1/2 ) N(2kfj+1)/6>

when j < k+2

e If k is even, for j = %, we get a complexity of O (((k+]€2)/2)71/2 . N"?/4>.

e If k is odd, for j = k+1 , we get a complexity of O (((k+’€1)/2)71/2 . Nk/4+1/12).

Note that if j > k; , then the second step of the algorithm is expected to make at least

(0] (((k+k1)/2 TN ) quantum queries. -

4.3 Algorithm for finding a (r, k)—subset cover

In this section, we describe an algorithm for solving the (r,k)-SC problem. We consider the case
where |X| = |r- Y|F = rF . N*. The result is stated as follows:

Theorem 33. There exists a quantum algorithm that finds a (r,k)-SC in O (Nk/(2+2T)) quantum
queries to H, if k is divisible by r + 1, and O (Nk/(2+2r)+1/2) otherwise.
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The idea of the algorithm is essentially the same as Algorithm [I] of Section [1.2}
1. we first find ¢ distinct (r — 1, k")-SC for some integers t and k’;
2. we then find the (r, k)-SC.

The first step is done recursively, using the algorithm defined for lower values of &’ and r — 1.
The second step uses Grover’s algorithm. The algorithm can be defined for any value of k¥’ and ¢,
and we pick them to optimize the complexity.

More formally, we define the algorithm recursively. Assume that we have an algorithm that can

output a (r — 1,k")-SC in O (Nk'/zr> queries, for any k' < k such that &’ is divisible by r. Then,

we can find a (7, k)-SC as follows:
Algorithm 3. Input: t € N, k' € N.

1. Ezecute the (r — 1,k")-SC algorithm t times to find t distinct (r — 1,k")-SC in H. Let T =
{(z1,0,211, -, T10=1)s -, (0, Tt 1, ..., Ter—1)} be the set of these (r —1,k")-SC.

2. Define F : X — {0,1} as follows:
1, if there exists (zi0,%i1,...,Tir—1) € T such that

F(x) = V1<m<k—k, hpn(@) = hiim(Tio),

0, otherwise.

3. Ezecute Grover’s algorithm to find an x such that F(x) =1
4. Find (zi0,2i1,...,Tip—1) in T and output (x;i0,Ti1,. .., Tir—1,T).

Lemma 34. Algom’thm@ makes an expected number of O (Nk/(2+27")) queries to the oracle, when
k is divisible by r, and O (N*/F2)+1/2) otherwise.

We defer the proof of Lemma [34] to Appendix
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A Grover’s algorithm and Quantum Fourier Transform

A.1 Grover’s algorithm
Here we quickly recall Grover’s algorithm. We start by defining the search problem.

Definition 35 (Search problem). We are given a function F : X — {0,1}. The search problem
consists of finding an x € X such that F(x) =1, in the least amount of queries to F possible.

4]

Grover’s algorithm solves the search problem in O ( :

), where t is the number of x such
that F'(z) = 1. The result is stated as follows:
Theorem 36 ([§][5]). Let F: X — {0,1} be a function, t = |{z|F(x) = 1}|, and N = |X|. Then,

queries

Grover’s algorithm finds an x such that F(x) = 1 with constant probability with O %

to F. Moreover, this algorithm is optimal.

Remark 4. When constructing quantum algorithms in the Quantum Random Oracle Model, we
are given a black box access to a function H : X — ). To use Grover’s algorithm in this model, we
need to construct the function F : X — {0,1} from the function H. Then, to count the number of
queries to H, it is sufficient to compute the number of queries to F.

A.2 The Quantum Fourier Transform

Let Y = {0,1}", for some n € N. We recall that the computational basis is {|y)}yey. The
Quantum Fourier Transform is a unitary that, given an input state |¢) = Eir:ol xy |k), outputs
Zilo Yk |k) where the y;’s are computed with the following formula:

2n—1

"= g 2wy

where wy = e2™/2" thus wfv is a 2™-th root of unity.

This unitary can be efficiently implemented, and we write it QFT.
Applying the QFT to the computational basis yields the Fourier basis {|9)}yecy

B Technical proofs

B.1 Proof of Lemma

As previously mentioned, the proof closely follows the proof of Corollary 11 from [10].
We write P)_ col_h, the set of databases that contain at least £ distinct collisions on hj.
Let i € N. Let |¢;) be the state just before the i*" query to H = (h1, h2), namely

|¢)Z> = Z a:c,g},z,D |SC, Qa Z> & |D> )
x?g7z7D

where z is the query register, y is the answer register, z is the work register and D is the database
register. Let |¢;) be the state right after the i*" query to H, namely

b= S S Hansaola i PO + 0 5 angole s o10)
acyzD ©,9,2,D
D(z)=1 D(z)#L
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From Lemma [5] we have that:

‘Pé—col—hl |w2>‘ < ‘Pé—col—hl |¢Z>‘ + }Pfl—col—hlco(‘[ - Pé—col—hl) |¢’L>’ . (22)

Writing fif‘l?l = ‘PL col—hy |@ZJ1)‘ and similarly to the proof of Lemma using Lemma |2[ and
Lemma 4] we obtain the following recursive inequality:

Vi1
VN
i—1 -
Z4ﬁ ol
= VN

-1 i1 :
VJ1 X V'J2 tcol
> 4\/ﬁ > 4\/ﬁfj2,ef2
=0

J1 72=0

Fid < 2+ 4

!
Ji2h 01

IN
-, .

IN

V4 .
ik
< gV Ik
= 2 ey
<ge<je—1<--<j1<i k=1
l -
1 ik
OS]Z,]éfl,...,j1<Zk,‘:1
J

1 VvVi—1
=2 Y4 \Z/ﬁ
T \o<j<i

de - i3/? 7
<|— .
VN

where the computation follows from the proof of Lemma 11 in [10].

32



B.2 Proof of Equation
Writing D,y = DU (z,y/),

PQZF Z wNaz7y2ny,zD>
z,9,2

D:—Pp
D(z)=L

1 /
vy I~
< Z > > Z\/]W Gg..D [2,9,2 Dy)
>0 be{l 2} x,7,2
Bt )
exactly £
collisions on hy
+ Z Z ar,y, , N Dy>
z,9,2 Yy
D:—=Py
l
§2§ N Z E \/— az,y,szyazD >
>0 9,2
D:—-P,
exactly £

collisions on hj

N (i — 1) Z:E:
N2 — ¢‘*
)

a:t,y,zD ‘iL‘ y7Z Dy>

X

D:
1/2

1/2

i—1)2
> awgenl |4 [l S sl

>0 7,2 z,9,2
D:=Py D:—P>
exactly ¢
collisions on hi

IN
g
2]~

1/2

14
2-) N | Fe-col-m |6i)| +

£>0

IN

where in the second inequality, we used the symmetry of finding collisions on h; and collisions on
ho, and used the definition of |Py_co—p, ]@HQ in the last inequality.
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B.3 Proof of Lemma [15
Proof. We have that

vV 8el3/2
4i < Z V2 N V2 N1/2 Z
Cu(t)=8e 52 bz ()=10N1/8 =0
i—1 \/7 i—1
8el3/2 VION1/8 (-1
< Z V2 3/4 Z V2 1/2 + Z 4
N N N
=1 L:pu3(£)=10N1/3 £=0
7/4 2/3 9
e (1N e YIONTE
- N3/4 8e N1/2 N
7/4 ;2
Lo —1/48
< 4v/e 3/4+4 N+O(N ),

where the third inequality comes from counting the number of ¢ such that pg(¢) = 10N 1/8 which
is equal to the number of ¢ such that 86% < 10N1/8, O

B.4 Proof of Equation ((15))
Here, we give a proof of Equation . Starting from Equation , we have that:

1 —1 1 —1
ik < gi-1k + V2 ( MB(N) + \/§N> Ji—1,k—1 1 V2. fffa,m(i—l)

@
|
—

IN
S

(VAN
N
~
I
o
/N N N N

M3(£) 4 co
N + \/gﬁ gok—1 + fg7,j3(g)

1/8
15(0) v 1 10N
N + \/gN gek—1+ 5

S
Il
= o

/N -~/

-
I
—

<3 Ve (B 4 VB L) gy Va2 10N 2
N N )%
=0
i—1
‘ ¢
=0

where the second inequality comes from the recursion on the first term g;_; 5, and using the fact
that gor = 0. For the third inequality, we used Lemma [ and the definition of p3. Expanding
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recursively inside the sum, we have:
<5 v (s
9ik

<ZW(F

+v2. 2—9.5N1/8> +V2. 2—9.5N1/8

<y el

0<b, <l _ 1<~--<£1<zg 1

PVENIY Y H\f<\/7+f>

t= 00<1zt<£t 1< <1 <i j=1

) Gog_1+V2- 9~ 95N/

) (22 (V4 o) s

lo=0

A 9.5N1/8 1Af
<orHv2e2 D0
t=0
A oA 95N1/8
<o V2eet2

where the third inequality comes from expanding recursively all of the terms gy, ¢, and using the
fact that g,o = 1. The fourth inequality comes from the fact that:

3 ﬁf<r+f>

0<lp<lp,_1<--<l1<ij=1

sh X Ty

0<lp lp_1,....01<i j=1

-l S (/g

j=10<l;<1

)

1 k
:HHAi
j=1

Ak
pu— H'

35



B.5 Proof of Lemma 22
Proof. We have that:

Ai,szl_l m“(z{r)S/Z(i;T)m

{=0 r=2
i—1 i—1 s/2  i-1 [ s 1/2
) ol ‘ ‘
=y (5) v (X
=0 (=0 (=0 \r=2
Notice that
—1
< s (£)
N
/=0
= Z 40 - % - T,y - N2
N
L5 (£)=40-52-TI5_1-N1/2°
15 ()
+ ) ¥
L:ps(£)>40-52.TT5_1-N1/2°
40 - 52 - TIg_q - N1/2°
< )
- N
L5 (£)=40-52-TI5_1-N1/2°
1—1 s—2 (23—1_1)/23—1
2 1/ _

=0

(23)

(24)

(25)

where we replaced ps(¢) by its value, and the inequality comes from the fact that there cannot
be more than i values such that ps(¢) > 40 - s2 - Ts_1 - NY/2°. The second summation is at most

s—2

j@5-1)/2571

2
(8e) =77 ==t - VIt

For the first summation of Equation (25)), we need to count the values of ¢ such that ps(l) =
40s% - ,_; - NY/2°. By using the definition of is(£), this quantity corresponds to the number of ¢

that satisfies:

gs=2_; p(2°71-1)/2°72
;1 - (8e) 273 N@ Tz e

2572/(2571 _1)

<40-s%-M,_; - NY*

1 257271 2572 s
&l < % -N<75Jr 252 )28*1—1 L sF T
(8e) 2573

23 128721 2572
(<0 (3231_1 _N<2?+ 35—2 )251_1) )
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Thus the first summation of Equation is upper-bounded by:

Z 10'52'H371'N1/25
N

Lips(£)=10-TT5_1-N1/2%

\/10 82Tl 4 - N1/2° o <529—2i_1 'N(le-ﬁ-?;i?l);::)
N
95—3

<0 <N_§+231+1 Tl 1) . st /Hs—l>
<o (NS i)
<0 (Nfl/(25(2572)) gt /71—15_1) -0 (Nfl/(QS(zsfz)) gt HS> ’

where for the first inequality we use that 5= A — +1<4foralls>3.
Therefore, we have that:

izl 115 (0) g2y 4(28-1)/2571

D\ TR s Nt Vils- 1+O< 1/(28(2872))'34’115)' (26)

For the second term of Equation , we have:

RN i1,
() =2 (y)
=0 =0
§ £ (2371_1)/2371
<4 () , (27)
=0 N

where we use that s >3 and 1> (257! —1)/2°7!. And for the third term,

i1 /2 1/2
L

£=0

S I

where we used that » > 2 for the second inequality, and that 1 > (257! —aQS_l for the last
23

28— 2
23)), Equation ,

—1
inequality. Thus, using that 2 - (86) 2572 > 6 and combining Equation
Equation and Equation yields that:
gs=2_,  4(2°-1)/2°7!

Aiys £2-(8¢) 7 e Ve — 1 VI
+0( N-U(@0(20=2) | 4 -Hs)

j@=n/2

NE DT

25—2_1

= (8e) 2°77

T, +0 (34 I, - N71/<28<2872)>) .
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B.6 Proof of Equation ([20))
We have

i—1
_95.4. 2.7 .n1/2511
Gisk = (Z By,s - ge,k—1> + §3/2 . 97954 (sH) LN

=0
i—1 i—1 -
3/2 9.5-4-(s4+1)2-I,-N1/2°
< S Buw | Y Biowr grpr + 572 270540
lo=01

4§32 9=9.5:4-(s:+1)> T-N1/27"

We get by induction

i—1 i—1 i—1
Gik S( Z Bgl,s< Z Bb’S( Z Bp,s-
L3=0y

£1=0 o=ty
4+ §3/2. 29.5-4-(s+1)2-HS-N1/25+1> +3/2. 29.5-4-(s+1)2.n5.N1/25“>)

s+1
+ $3/2 . 2—9.5~4-(s+1)2-H5-N1/2

We thus obtain

k
Gik < Z H By, s

0l <lpp_1<---<l1<i j=1

4 312 9954 (s )2 L, N1/2°HE

> Y e

t=0 0<tly<li_1<--<l1<ij=1

and finally

k klAf

zs+1 'Ls+1 —9.5.4. 2. 7. N1/25T1
gip < bt +Z . §3/2 . 9=9.54-(s+ 1) 11N

Afs s+1
+1 3/2  Aisi1 . 9—9.54-(s+1)2-T,-N1/2
<— X + s e 2 .
B.7 Proof of Lemma [32

Proof. Similarly to the proof of Lemma we can consider that there are O (N k_jH) marked
elements in the function F;. Hence, using Theorem the second step of the algorithm is expected

to make
Nk t .
(0] (t- — ) =0 . NG-1D/2
Nk—i+1. (]) /(k)

J
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quantum queries to the oracle.
Similarly to the proof of Lemma |30, we can consider that there are ¢ - N771. i 5!1)! marked
elements in the function F». Hence, using Theorem [36], the fourth step of the algorithm is expected

to make A
o Nk _0 N (k=j+1)/2 . (—1)!
t-Ni-1. (jf!l)! Vi k!

quantum queries to the oracle.
By picking t = N*=2+2)/3 with j < %, the complexity of the algorithm is

o [ N2 yG-ve [ [ i) C [ NEE
™ k! k
j ()

J

quantum queries to the oracle. ]

B.8 Proof of Lemma [34]

Proof. We first prove the result when k is divisible by r + 1. The result holds for » = 1 (using
Algorithm |1 and Lemma .
Fix r > 2, and assume the result holds for r — 1.

The first step of the algorithm is expected to make O (t . N¥/ 2T> quantum queries to the oracle
if k" is divisible by r.

Similarly to the proof of Lemma we can consider that there are ¢ - N¥ marked elements in
the function Fj. Hence, using Theorem the third step of the algorithm is expected to make

0 ( %) quantum queries to the oracle.

Picking t = Nk=rk'=K)/37 gives a complexity O (N(2Tk+(1_2r)k,)/6”>.

— T

By picking &’ = - =k, k' is an integer since k is divisible by r + 1. Moreover, k' is divisible by
r and the complexity becomes O (Nk/(2+2’”)).

If k is not divisible by r + 1, then there is a k¥’ between k and k + r + 1 such that &’ is divisible
by 7+ 1. Then, we can use Algorithm |3|to find a (r, ¥)-SC with the same functions hy, ..., hj and
new random functions hyy1, ..., kg . This gives us a (r, k)—SC for the functions hy, ..., hx, and the
quantum query complexity is

0] (Nk’/(2+2r)> <0 (N(k+r+1)/(2+2r)) '
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