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Abstract. Constructions based on two public permutation calls are very
common in today’s cryptographic community. However, each time a new
construction is introduced, a dedicated proof must be carried out to
study the security of the construction. In this work, we propose a new
tool to analyze the security of these constructions in a modular way. This
tool is built on the idea of the classical mirror theory for block cipher
based constructions, such that it can be used for security proofs in the
ideal permutation model. We present different variants of this public
permutation mirror theory such that it is suitable for different security
notions.

We also present a framework to use the new techniques, which provides
the bad events that need to be excluded in order to apply the public per-
mutation mirror theory. Furthermore, we showcase the new technique
on three examples: the Tweakable Even-Mansour cipher by Cogliati et
al. (CRYPTO ’15), the two permutation variant of the pEDM PRF
by Dutta et al. (ToSC ’21(2)), and the two permutation variant of the
nEHtM, MAC algorithm by Dutta and Nandi (AFRICACRYPT ’20).
With this new tool we prove the multi-user security of these construc-
tions in a considerably simplified way.

Keywords: mirror theory, two permutation calls constructions, multi-
user security, modular framework

1 Introduction

PERMUTATION-BASED CRYPTO. Following the selection of Keccak as the winner
of the SHA-3 competition [2], cryptographic schemes based on public permuta-
tions gained a lot of traction in the research community. Nowadays, permutation-
based constructions have become a trend in cryptography, and form a successful
and full-fledged alternative to block-cipher based designs. Recently, in the first
round of the ongoing NIST lightweight competition [1], 24 out of 57 submissions
are based on public permutations, and 16 out of 24 permutation-based designs
have been selected for the second round. These statistics show without a doubt
the wide acceptance of permutation based designs in the community. The long
line of research on the design of secret key constructions using public permu-
tations originates with Even and Mansour [23], who designed a secret random



permutation using a public permutation by xoring random keys to the input
and output of this permutation. Later, their work was generalized to the Iter-
ated Even-Mansour construction or the Key Alternating Cipher by [6,9,17,26],
which is the backbone of today’s block ciphers.

CONSTRUCTIONS BASED ON TwO PERMUTATION CALLS. In recent years, be-
yond birthday bound security has become a very popular topic in the field of
symmetric key cryptography due to the rise of lightweight primitives. Admit-
tedly, the state size of a permutation is typically very large: for example the
SHA-3 permutation is of size 1600 bits, and a simple birthday bound secure
construction built on SHA-3 would be secure up to an attack complexity of 2890,
However, this example permutation is on the extreme end: a big drawback of
these big permutations is that they were not designed with lightweight applica-
tions in mind, the state of lightweight permutations such as SPONGENT [5] and
PHOTON [25] can be as small as 88 and 100 bits, respectively. Hence, birthday
bound secure constructions using these types of permutations are inadequate.

Due to the above-mentioned reason, beyond birthday-bound constructions
based on two permutations are interesting to investigate. Indeed, it is possible
to break any single-permutation construction by finding a collision between the
input of the underlying permutation of the given construction and an input to
the oracle of the public primitive, which happens with probability 2(gp/2™),
where ¢ is the number of queries to the construction and p is the number of
queries to the underlying permutation. Constructions using more than two per-
mutation calls can achieve even better security, however these are less efficient
and difficult to analyze. On the other hand, constructions based on two per-
mutation calls can achieve a resulting security bound of the form O(gp?/22"),
which is usually sufficient for most practical applications. In the last years, sev-
eral types of constructions based on two permutation calls were proposed and
analyzed. The most notable examples are the 2-round Even-Mansour cipher by
Bogdanov et al. [6] and Chen et al. [8], the tweakable block cipher TEM by
Cogliati et al. [15] and Dutta [19], the pseudorandom function SOEM by Chen
et al. [11] and pEDM by Dutta et al. [22], the FPTP hash function by Chen
and Tessaro [12], and the nonce-based MAC algorithm nEHtM,, by Dutta and
Nandi [20]. Due to the similarity in the structures, the security proofs of these
construction all share some relevance.

SINGLE VS MULTI-USER SECURITY. The security of most of the above con-
structions has been proven in the single-user setting. In practice, however, com-
monly used cryptographic constructions are usually deployed in contexts with
a large number of users. An obvious question is to what extent the number of
users will affect the security bound of these permutation-based constructions,
or more specifically, can these constructions still have a security bound of the
form O(gp?/2%") in the multi-user setting? The concept of multi-user security
was first introduced by Bellare, Boldyreva and Micali [3] in the context of pub-
lic key cryptography, and was later extended by Biham [4] to symmetric key
cryptanalysis. In the multi-user setting, attackers can adaptively distribute their
q construction queries across multiple users with independent keys, and the



attackers succeed as long as they can compromise one user key. Unfortunately,
research on provable multi-user security for permutation-based constructions has
been missing until now. The notable exceptions are the work of key-alternating
ciphers by Mouha and Luykx for a single round [31], and Hoang and Tessaro for
multiple rounds [26]. These works show that evaluating how security degrades
as the number of users grows is a challenging technical problem, even when the
security is known in the single-user setting. The generic reduction [7], however,
does not help the constructions to maintain beyond birthday-bound security in
the multi-user setting. For example, suppose the number of users is u, then sim-
ply applying the generic reduction to obtain multi-user security from single-user
security introduces an extra factor w in the security bound. If the attacker only
asks one query per user, then the security bound becomes

wrt _ o

22n — 92n ’

which is only comparable to the O(gp/2™) security of one-call constructions.

Therefore, it appears that a dedicated analysis of the multi-user security is
needed. Most security proofs in symmetric key cryptography today are based on
the H-coefficients technique [9,33]. The idea behind this technique is that only a
smaller number of transcripts are significantly more likely to appear in the ideal
world than in the real world, namely: the bad transcripts. Usually, such proofs
are performed as follows: (1) we first define a set of bad transcripts, (2) then the
probability of observing bad transcripts in the ideal world is upper bounded, (3)
and finally the ratio of observing good transcripts in the real and the ideal world
is lower bounded. Note that points (1) and (3) are completely different problems
than point (2). Since upper bounding the probability of the bad transcripts is
a purely combinatorial problem and has little to do with cryptography, it relies
heavily on the randomness of the generated keys. Defining the bad transcripts
and lower bounding the ratio of the good transcripts depend, however, strongly
on the way a particular construction is built. Unlike the case of block cipher-
based constructions, where single-user security is usually proven in the standard
model and multi-user security in the ideal-cipher model. For permutation-based
constructions, ideal-permutation model analysis is used for both the single and
multi-user settings. This raises the question whether or not it is possible to
derive a modular approach that can be applied to constructions based on two
permutation calls, which generically find the set of bad transcripts and a tight
lower bound for the ratio of the corresponding good transcripts in both the single
and multi-user settings, avoiding the long and involved dedicated analysis.

PATARIN’S MIRROR THEORY . Before we give an answer to this question, we recall
Patarin’s mirror theory [34], which is a very powerful but currently still unver-
ified technique. Mirror theory is concerned with systems of ¢,, > 1 equations
with r > ¢, unknowns of the form v @ y = A, where v and y are two unknowns,
and A is a known value. The goal is to determine a lower bound on the number
of possible solutions to the unknowns such that the solution does not contain
collisions. Originally, Patarin derived mirror theory in order to prove the opti-
mal n-bits security of the Xor of two secret Permutations construction (XoP).



After the modernization by Mennink and Neves [30], who used mirror theory
to prove the pseudorandom function security of EDM, EDMD and EWCDM,
the applications of mirror theory seem to be increasing. For example, mirror
theory was used to prove the security of the 2-round CLRW tweakable block
cipher by Jha and Nandi [27], and to prove the security of the nonce-less MAC
algorithms PolyMAC, SUM-ECBC, PMAC-Plus, 3kf9, and Light MAC-Plus by
Kim et al. [28]. Datta et al. [18] were first to extend the mirror theory by in-
cluding a system of g, > 1 non-equations of the form v ® y # A, and used it to
prove the security of the nonce-based MAC algorithm DWCDM. Later, Dutta
et al. [21], and Kim et al. [14] used it to prove the security of the nonce-based
MAC algorithm nHEtM.

THE NEW IDEA. The reason why we can apply mirror theory to the above men-
tioned block cipher based constructions is because all these constructions can
be viewed as the xor of two secret permutations. Note that when the permu-
tations become public, the constructions have a structure that follows the Sum
of Even-Mansour (SoEM) construction of Chen et al. [11]. Since the proofs of
public permutation based constructions are all performed in the ideal permuta-
tion model, the attacker also gets access to the underlying permutations. Hence
it is necessary to have an xor before the input and after the output of each
of the permutation evaluations. Due to this important observation, almost all
constructions based on two permutation calls can be viewed as the xor of two
public permutations in the middle. This observation leads to the answer to the
previous question, and the goal of this paper is to use the idea of mirror theory
to build a modular technique that can be applied to all of the above mentioned
permutation-based constructions.

1.1 Owur Contribution

The goal of this paper is to derive a generic tool that can be used for the security
analysis of constructions based on two public permutation calls and for different
security notions. In order to do that, there are a few difficulties that we need
to resolve. First of all, the traditional mirror theory is only suitable for the prf
security, and we cannot simply apply it to the other settings. The second problem
is that mirror theory does not consider primitive queries, and we need to include
these queries in order to apply the theory for ideal permutation model proofs.
We solve the first problem using the approach proposed by Jha and Nandi [27]
(see SUP Material A-B), and we derive different versions of public permutation
mirror theory that are suitable for almost all popular security notions in sym-
metric key cryptography. On the other hand, since each primitive query defines
exactly the input and the output of one permutation evaluation, we can solve
the second problem by including a set of uni-variant affine equations of the form
v = X and y = A. Each uni-variate affine equation defines exactly one primitive
query (where the input and output values of these queries are well defined).
With all these in mind, we derive two new theorems for the ideal public
permutation model proofs. In Section 3.1, we explain the general setting for



traditional mirror theory, and our new technique for the ideal permutation model
is defined and given in Section 3.2. We provide four theorems for different type
of settings. Theorem 1 (a) is suitable for security notions such as sprp and
tsprp, Theorem 1 (b) is suitable for security notions such as prf, weak prf, and
(t)cer [24], and Theorem 2 (b) is suitable for notions such as mac security (prf
with non-equations). Since these three theorems already cover all currently know
security notions, Theorem 2 (a) (sprp or tsprp with non-equations) has been
added for the sake of completeness, as we are not aware of any notions on which it
can be applied and will leave this for future research. We want to emphasize that
our aim here is not to fix the proofs in the traditional mirror theory, but rather to
focus on a new modular technique for permutation-based constructions. Hence,
our technique focuses only on 2n/3-bit security, since this is a tight security
bound (as we will see from the three examples) for constructions based on two
permutations due to the presence of the primitive queries.

Another important contribution in this work is to provide a general frame-
work to use the new techniques for the (multi-user) security analysis of construc-
tions based on two independent permutation calls. The framework is given in
Section 4. In general, to prove the security of constructions based on two permu-
tation calls, one should first turn the query transcript into a system of bi-variate
(non-)equations and uni-variate equations. This system of (non-)equations can
be used to define the transcript graph (see Section 4.2). In our case, we decom-
pose our graph into four subgraphs - the union of the components containing one
“colliding vertex” (defined by an uni-variate affine equation), the union of “star”
components, the set of isolated edges, and the set of isolated vertices. However,
the graph may contain other types of components that prevent us from using the
new technique, these components need to be excluded in our analysis. A very
important part about this framework is that it provides a set of bad events that
need to be considered in the security analysis to exclude these components. It
seems, especially when non-equations also need to be considered, the analysis
becomes very complex, which increases the chance to miss some bad events (see
Section 4.3). The probability of these bad events must be upper bounded based
on the randomness of the generated keys, sometimes difficult combinatorial tech-
niques are required in the case of limited randomness. After these bad events
are excluded, our new theory can be applied to the given system to determine
a lower bound on the number of possible solutions to the unknowns, which in
its turn defines the ratio of observing good transcripts in the real and the ideal
world (see Section 4.4). This framework is useful for future designs, such that
the future analysis will not miss any necessary bad events.

APPLICATIONS. We illustrate the new techniques by applying them to prove the
multi-user security of Tweakable Even Mansour (TEM), permutation-based En-
crypted Davies-Mayer (pEDM), and permutation-based version of nonce-based
Enhance Hash-then-Mask (nEHtM,). These three constructions are chosen be-
cause they use three important security notions in symmetric-key cryptography,
namely tsprp, prf and mac, allowing us to demonstrate the new technique on dif-
ferent notions. On the other hand, the three constructions are the permutation-



based variants of important block cipher-based schemes LRW2 [27], EDM [16],
nEHtM [21], which have already received much attention in the field.

Firstly, we consider the 2-round TEM construction that was proposed by
Cogliati et al. [15]. They showed that 2-round TEM achieves 2n/3-bit security
in the single-user setting. In Section 5, we apply the public permutation mirror
theory suitable for tsprp (Theorem 1 (a)) to the TEM construction, and show
that TEM also achieves 2n/3-bit security in the multi-user setting.

Secondly, we consider the pEDM construction that was proposed by Dutta et
al. [22]. Again, pEDM was showed to achieve 2n/3-bit security in the single-user
setting. In Section 6, we apply the public permutation mirror theory suitable for
prf (Theorem 1 (b)) to pEDM construction, and show that pEDM also achieves
2n/3-bit security in the multi-user setting. In this example we can clearly see
that the analysis in the multi-user setting is more complex than the one in the
single-user setting.

Thirdly, we consider the nEHtM,, MAC algorithm, proposed by Dutta and
Nandi [20]. They showed that nEHtM,, based on a single permutation (using do-
main separation) achieves 2n/3-bit security. We first note that the proof of [20]
is incomplete since, according to our framework for MAC designs, the authors
missed some bad events in their analysis. This observation was also verified by
the authors [10]. Some of these additional bad events, however, require involved
arguments to bound. In order to solve this problem, we modify the nEHtM,,
construction by adding an extra universal hash function call. This modified con-
struction uses more randomness, which in turn enables us to bound the addi-
tional bad events easily. We would like to note that our analysis does not imply
infeasibility in fixing the proof of nEHtM,,. In Section 7, we will prove the multi-
user security of this modified variant nEHtM, using our public permutation
extended mirror theory (Theorem 2 (b)), and we show that it achieves 2n/3-bit
security in the multi-user setting.

We believe that the techniques have a wide range of applications in the
future design of public permutation based schemes. For example, when building
nonce-less MAC algorithms and (authenticated) encryption schemes with beyond
birthday bound security using public permutations, as done in the case of block
cipher-based mirror theory [13,28].

2 Preliminaries

For n € N, we denote by [n] the shorthand notation for {1,...,n}, and by
{0,1}" the set of bit strings of length n. For two bit strings X,Y € {0,1}", we
denote their bitwise addition as X @Y. For a value Z, we denote by A < Z the
assignment of Z to the variable A. For a finite set S, we denote by S & S the
uniformly random selection of S from S§. We denote by Func(m,n) the set of all
functions that map {0, 1} to {0,1}", and by Func(n) the set of all functions that
maps {0,1}" to {0,1}". We denote by Perm(n) the set of all permutations on
{0,1}", and by ﬁé}?n(t,n) the set of all functions 7 : {0,1}* x {0,1}" — {0,1}"



such that 7(T),-) is in Perm(n) for all T € {0, 1}!. For any integers a, b such that
1<b<a,wehave (a)p=a-(a—1)...(a—b+1) and (a)g = 1.

For ¢ € N, we denote by z*? the g-tuple (z1,...,24), and by 2*? the set
{z; : i € [g]}. By an abuse of notation we also use z*? to denote the multiset
{z; : i € [q]}, and we denote by u(x*?,z’) the multiplicity of 2’ € x*?. For two
disjoint sets P and @, we denote their (disjoint) union as P Ll Q.

2.1 Tweakable Block Ciphers Based on Public Permutations

For k,n,r,t,u € N, consider a tweakable block cipher F : {0,1}* x {0,1}* x
{0,1}" — {0,1}™ that is based on m1,..., 7, & Perm(n), such that for fixed
key K € {0,1}*, the function Ex (T, ) = E(K,T,-) is a permutation on {0,1}".
We denote its inverse (for fixed key and tweak) by E'(T,-) = E-Y(K,T,-),
and Ei_{l should behave independently for different tweaks. We will consider
the multi-user tweakable strong pseudorandom permutation (mu-tsprp) secu-
rity of E, where the distinguisher D is given two-directional access to either

(Efi(l,...7EIi(u,7rli,...,Wﬁt)forsecretkeysKh...,Ku & {0,1}*, or (ﬁ%,...,ﬁ'f,
wli, cooymE) for Ty, ..., Ty & %(t,n). The goal is to determine which world

it interacted with:
Advgu-tsprp(p) _ ‘PI‘ |:,DE§1,...,Eli;?",ﬂli,...,wf _ 1} — Pr [Dﬁ%,...,ﬁ'f?’l’li,.‘.ﬂrf — 1” .

Here the superscript + indicates that the distinguisher has bi-directional access.
When v = 1, we consider the single-user security of F, and we simply denote

D’s advantage in distinguishing the real world from random by Advgprp(D).

2.2 Pseudorandom Functions Based on Public Permutations

For k,m,n,r,u € N, consider a pseudorandom function F: {0,1}* x {0,1}™ —
{0,1}™ that is based on 7y,...,m, < Perm(n), such that for fixed key K €
{0,1}*, Fx(-) = F(K,-) is a function that maps {0,1}™ to {0,1}". We will
consider the multi-user pseudorandom function (mu-prf) security of F', where
the distinguisher D is given access to either (Fk,,..., FKu,wli, oo, mr) for se-
cret keys K1, ..., K, < {0,1}*, or (g@l,...,gou,ﬂ'f,...,ﬂ;t) for ¢1,..., 0 <&
Func(n). The goal is to determine which world it interacted with:

Adv (D) =

+ + + +
Pr [DFK1,~~~>FK1“7T1 T 1} — Pr |:D<P17~~~:S0u’771 T 1} ’ .

Here the superscript + for n’s indicates that the distinguisher has bi-directional
access. When u = 1, we consider the single-user security of F', and we simply de-
note D’s advantage in distinguishing the real world from random by Adv‘}’,rf (D).

2.3 Nonce-Based MAC Algorithms Based on Public Permutations

For k,n,r,t € N, consider a nonce-based message authentication code (MAC)
algorithm F': {0,1}* x {0,1}" x {0,1}* — {0,1}* that is based on ..., 7, <&



Perm(n). For any fixed key K € {0,1}*, we write F(-,-) = F(K,-,-). We denote
by Ver: {0,1}* x {0,1}™ x {0,1}* x {0,1}* — 1/0 the verification oracle that is
based on 7y, . .., 7, which takes as input a key K € {0,1}*, anonce N € {0,1}",
a message M € {0,1}*, and tag T' € {0, 1}!, and outputs 1 if the tag T is correct
and 0 otherwise.

For uw € N, the multi-user message authentication code (mu-mac) secu-
rity of F' is measured by considering a distinguisher D that is given access to
(Fg,,Verg,), ..., (Fk,,Verg,) for secret keys Ki,..., K, < {0,1}*, and the
primitive oracles 71, ..., m.. For any j = 1,..., u, the goal of D is to fool the ver-
ification oracle with a valid but new (j, N, M, T), and its advantage with respect
to this task is defined as

AdvE ™(D) = Pr |Ky,..., K, & {0,1}":

+ +
D(FKI ,VerKl )7"'7(FKu ,VerKu),-rrl yeeey T forges ,

where “forges” means that the distinguisher enters a tuple (j, N, M, T') such that
Verg (N, M, T) returns 1 and Fk, (N, M) has never been queried.

We call a MAC query to the j-th user (j, N, M) a faulty query if the dis-
tinguisher D has already queried Fx; with the same nonce N and a different
message M. The distinguisher D is allowed to make at most p faulty MAC
queries over u users. We call D a nonce-respecting adversary if p = 0, and
nonce-misusing if g > 1. We stress that D may always repeat nonces in its
verification queries.

It will be more convenient to express Advy" (D) as a distinguisher’s
advantage. For j = 1,..., u, we define perfectly random oracles Rand;: {0,1}" x

{0,1}* — {0,1}*, and rejection oracles Rej;: {0,1}" x {0,1}* x {0,1}* — 0.

To obtain an upper bound for the forging advantage of a message authenti-
cation code F' with respect to the distinguisher D, we consider another distin-
guisher D/, that is given access to either the real world oracles O, ﬂli, e ,ﬂ';t, or
the ideal world oracles P,Wli, ..., mF. Then, D'’s advantage is upper bounded

by:

Adernu—maC(D/) S ‘PI‘ [D/O,Trli,...,ﬂ'

with O = ((FKI,VerKl), ce (FKH,VerKu)) for secret keys K1, ..., K, < {0,1}%,
and P = ((Rand1,Rejy), ..., (Rand,, Rej,)).

Here the superscript + for the 7;’s indicates that the distinguisher has bi-
directional access. We call a distinguisher D’ non-trivial if it never makes a query
(j, N, M, T) to its j-th verification oracle when a previous query (j, N, M) to its
j-th MAC oracle returned T. When u = 1, we consider the single-user security

of F', and we simply denote D’’s advantage in distinguishing the real world from
random by Advyp* (D).



2.4 Universal Hash Functions

Forn € N, let H: K, x M — {0,1}" such that for K}, € K, Hg, (1) = H(K}, )
is called an e-almost XOR universal (e-AXU) hash function [29] if for all distinct
M, M’ € M and all C € {0,1}", we have

Pr|K, < Kp: Hg, (M) ® Hg, (M') = c} <e.

Forg e N, fix M4,..., M, € M.For K}, € Ky, let X; = Hg, (M;) fori=1,....q.
We define an equivalence relation ~ on [g] as: @ ~ f if and only if X, = Xg,
for o, 8 € [g]. For r € N, we denote by P1,...,P, the non-trivial equivalence
classes of [¢] with respect to ~, and we define v; = |P;| > 2 for i = 1,...,r. Jha
and Nandi [27] proved the following lemmas, that will be useful in our security
proof.

Lemma 1. Let v;,i =1,...,r, be the random variables as defined above. Then,
we have
T ks

E[Zuz} < q¢%/2, E[ny] < 2¢°%€.

i=1 i=1
Lemma 2. Let vyax = max{y; : i € [r]}. Then, for some a > 2, we have

2¢%e

Prtimax > a] < —

a

2.5 Expectation Method

In this work, we use the expectation method by Hoang and Tessaro [26], a
generalization of Patarin’s H-coefficient technique [9, 33].

Consider two oracles O and P, and a deterministic distinguisher D that has
query access to either of these oracles. The distinguisher’s goal is to distinguish
both worlds, and we denote by

Adv(D) = [Pr[P° =1] - Pr [D” = 1]|

its advantage. We define a transcript 7 which summarizes all query-response
tuples learned by D during its interaction with its oracle O or P. We denote by
Xo and Xp the random variables equal to transcript produced when interacting
with O and P, respectively. We call a transcript 7 € T attainable if Pr[Xp =
7] > 0, or in other words if the transcript 7 can be obtained from an interaction
with P.

Lemma 3 (expectation method [26]). Consider a deterministic distinguisher
D. Define a partition T = Tgood U Toad, where Tgooa s the subset of T which
contains all the “good” transcripts and Tyaq 1S the subset with all the “bad” tran-
scripts. Let ¢: T — [0,00) be a non-negative function mapping any attainable
transcript to a non-negative real value, such that for all T € Tgooa:

>1—o(7). (1)



Then, we have Adv (D) < E[¢(Xp)] + Pr[Xp € Thad]-
The H-coefficients technique can be seen as a simple corollary of the expectation

method when ¢ is equal to a constant function.

Preliminary Observations. For 7 & Perm(n) and a permutation queries
transcript 7, we say that 7 extends 7, denoted @ F 7, if w(u) = v for all
T

(u,v) € 7. By extension, for ® = (my,...,7,) & (Perm(n)) and a tuple of
permutation queries transcript 7. = (7y,,..., 7T, ), Wwe say that 7 extends 7o,
denoted w b 7, if m; 7y, fori=1,...,r.

Consider an attainable transcript 7 € Tgo0d, and let P be an uniformly chosen
random oracle. For permutation based constructions, let 7 = (79, 7 ), where g
contains queries to the construction oracle O or P, and 7 contains the queries to
the primitive oracles 7w = (71, ..., 7). To compute Pr[Xp = 7] and Pr[Xp = 7],
it suffices to compute the probability of oracles that could result in view 7. We
first consider the ideal world oracle P, and obtain

1 1 \7
Pr[Xp =7] = T <(2")p> -Pr[P: P ).

The first term corresponds to the number of dummy keys that are drawn uni-
formly at random; the second term is the probability that 7 extends 7; and the
last term is the probability that P extends .

Similarly we say that a real world oracle O extends 7 if it extends 7y and 7.
For K < K", we have

1 1 T $ T
Pr[Xp =7] = —F - (7> - Pr [7\' — (Perm(n)) O b1 |mhH 7',,} .
K" N(27)p
The first term corresponds to the number of randomly drawn keys that are used
in the construction; the second term is the probability that 7 extends 7,; and
the last term is the probability that OF extends 79, given that 7 extends 7.
T

Let p(1) = Pr {ﬂ' & (Perm(n)) O Fp |k 7',,] Take for instance
r = 2, and assume that each primitive query transcript contains p queries to
the given permutation. Suppose we sample distinct outputs of m; (resp., m2)
over for example gy (resp., gy) distinct inputs. Then, it is easy to see that
(1) = he/(2" — p)gy—p(2" — D)gy —p, Where hy is the number of solutions of

distinct outputs of 71 and 5. Then we have
Pr[Xp = 7]
_— = Pr[P: Pk >1—eg. 2
Pt =D/ PP P 21—, 2)

3 (Extended) Mirror Theory in Ideal Permutation Model

We explain the general settings behind the traditional (extended) mirror the-
ory in Section 3.1, which involves only bi-variate affine equations and possible
non-equations. In Section 3.2, we introduce the new public permutation mirror
theory, that takes primitive queries into account by including uni-variate affine
equations.
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3.1 System of Bi-Variate Affine Equations and Non-Equations

Let ¢m,4a,qv.qy > 1. Let V = {v1,...,v4,} be a set of ¢y unknowns and
Y ={y1,...,Yqy | be a set of gy unknowns. We consider a system &,, of g,
bi-variate affine equations

Em ={v, ®yr, = M, yvr,, DL, = Agnt-

In some cases (for example mac security), we also need to consider a system &,
of g, bi-variate affine non-equations

Ea=1{V), @yl # A’l,...,vqua @y"]qa #N ¥,

where vr,’s, yr,’s, vf,j ’s, and y; s are unknowns, and \;’s and /\;-’s are knowns,
fori=1,...,qn and j =1,...,q,. We want to state that the sets V and ) are
disjoint.

We define two surjective index mappings:

Yy {Il,...,lq7n7J1,...,an}—){1,...,qV},
Yy : {Il,...,Iqm,Jh...,an}—>{1,...,qY}.

such that gv,qy < ¢m + qo. Note that I; and J; are respectively the indices
of the unknowns in &, and &,. However, multiple unknowns with different in-
dices can be the same. In that case, these unknown are all mapped to the same
value using ¢y or @y. The system & = &, U &, is uniquely determined by
(P @y, AT, Ao,

Consider a graph G(€) = (V,),S U S’), where the edge set is partitioned
into two disjoint sets S and S’. Here S and S’ denote the set of A-labeled edges
and the set of \'-labeled edges, respectively. The graph G(£) can be seen as a
superposition of two subgraphs G(&,,) = (V,Y,S) and G(&,) = (V,V,S’). Let
Usy; € S be an edge for v € V and y; € ), then v5y; is labeled with an element
in A*?m . If the given edge is labeled with A; (for ¢ = 1,...,¢y,), then this edge
and the connected vertices vs and y; represent the equation vs @ y; = \;, where
s = py(l;) and t = py(I;). Similarly, let 7,5; € S’ be an edge for v, € V and
ys € Y, then v,7; is labeled with an element in \'*% . If the given edge is labeled
with )\;» (for j =1,...,qa), then this edge and the connected vertices vs and y;
represent the non-equation vs @ y; # M}, where s = py(J;) and t = @y (J;).
Here, each equation in &,, corresponds to a unique A-labeled edge in G(&,,,), and
each non-equation in &, corresponds to a unique A'-labeled edge in G(&,). Note
that when the system of non-equations &, is empty, then the graph G(&) does
not contain isolated vertices, every vertex is incident with at least one A-labeled
edge. Otherwise, the subgraph G(&,,) may contain isolated vertices, and these
vertices are connected with a X'-labeled edge in G(&,).

We say two distinct equations in &, are in the same component if and only if
the corresponding edges (or vertices) in G(&,,) are in the same component. Let
¢ > 0 and a path

)\1 )\2 )\g
L:ag—a1 —...— ay
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in G(&), for some vertices ag, ay, . .. ,a; € YUY that are in the same component.
The label of L is defined as

ML) =M @A ®...0N.

In case &, is empty, a graph G(€) is called a good graph if its subgraph G(&,,)
satisfies the following properties.

Definition 1 (acyclic). There is an unique path L in the subgraph G(E,,) be-
tween any two vertices a and b in the same connected component, for a,b € YUY .

Definition 2 (non-degeneracy). For all paths L of even length at least 2 in
the subgraph G(E,), we have A(L) # 0.

Definition 3 (¢-block-maximality). For a component I, we denote its size by
&(I), which is the number of vertices in . We denote the mazimum component
size by Emax such that £(T) < Emax for all T in G(E,,).

In case the system &, contains at least one non-equation, a graph G(&) is called
a good graph if its subgraph G(&,,) satisfies the above three properties, and if
G(&) also satisfies the following property.

Definition 4 (non-zero cycle label (NCL)). If vertices v and y are con-
nected with a X -labeled edge, then they are not connected by a A(L)-labeled path
in G(En) such that A(L) =X, forveV andy e Y.

In an edge-labeled bipartite graph G, we call a component Z of G an isolated
component if Z only contains a path of length one. So Z only contains an edge
(v,y,A) where both v and y have degree 1. We call a component Z of G a star
component if £(Z) > 3, and if there is an unique vertex in Z with degree £(Z) —1.
We call this vertex the center of Z. Further, we call Z a v-* (resp., y-x) component
if its center lies in v (resp., y).

3.2 System of Bi-Variate and Uni-Variate Affine Equations and
Bi-Variate Affine Non-Equations

In order to handle the primitive queries, we extend the system of bi-variate
affine equations and non-equations with 2p uni-variate affine equations. Each
uni-variate affine equation defines one primitive queries. Let ¢y, ¢a, ¢}, ¢4, p > 1.
Let VP = {v1,..., vy } be a set of ¢}, unknowns and Y? = {yi,.- -,y } be a
set of ¢}, unknowns. The new systems are £?,, that contains g,, bi-variate affine
equations and 2p uni-variate affine equations

gﬁz = {’U[l Dy, = Alyen VI, D Yr,, = )\qm ,

Vlgp1 = )‘Qm"‘l? IEERIC) PRI >\<1m+P7

Ylgp+1 — /\Qm+;ﬂ+1? s Ylghp = )‘qm-‘r2p} .
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In some cases (for example mac security), we also need to consider a system &,
of g, bi-variate affine non-equations

Ea={V5, @Yy # M0, ©Yh F Nt

where vr,’s, yr,’s, v{’]j’s7 and y’; ’s are unknowns, and A\;’s and \}’s are knowns,
fori=1,...,¢m+p,i=1,...,q4, and k =1,..., ¢y + 2p, such that A\, 1 #
coo FE Agap ad A 4pr1 F - .. F Mg +2p- We want to state that the sets VP
and VP are disjoint.

We define two surjective index mappings:

QO?/I {Il,...,Iqm_;_p,Jl,...,any}4){1,...,(]‘%},
oL, Ty s 1y dg = {L e d )

such that qv, gy < gm + o +p- The system EP = EP LIE, is uniquely determined
by (SDZ‘;’ 90];)/7 A*@m+2p A/*da),

Since the last 2p uni-variate affine equations define the values of the 2p un-
knowns vy,’s and yz,’s exactly, for i = ¢, + 1,...,¢m + p. Hence, we know that
exactly p unknowns in VP and p unknowns in Y? are already well defined by the
system £F . We define

Vo = {062 (140002 Vol (L) 5 Yo =Wt (14100 Yol (T >

as the sets that contain these 2p unknowns such that |Vy| = p and |Yy| = p. We
are particularly interested in the unknowns from the sets VP \ V and VP \ Y,
since these are the unknowns that appear in the g,, bi-variate affine equations
and g, bi-variate affine non-equations.

Consider a bipartite edge-labeled graph G(EP) = (VP, VP, S U S’), the edge
set is partitioned into two disjoint sets S and &’ as before. The graph G(EP)
can be seen as a superposition of two subgraphs G(&F) = (VP,VP,S) and
G(&) = (VP,YP,S'). Here, each of the g, bi-variate affine equations in &P,
corresponds to a unique A-labeled edge in G(EF,), each non-equation in &, cor-
responds to a unique X'-labeled edge in G(&,), and each of the 2p uni-variate
affine equations in &P, corresponds to a vertex with well defined value in G(EP).
Note that the subgraph G(EP)) may contain isolated vertices, and these ver-
tices are either connected with a A'-labeled edge in G(&,) or they are isolated
colliding vertices in G(EP) with a well-defined value. The subgraph G(E?,) may
also contain components that contain vertices with well defined value. We call
these components the “colliding components”, and the vertices with well defined
values the “colliding vertices”.

We distinguish two different cases. In the first case, assume that &, is empty,
hence we will focus on a graph G(EP) where its subgraph G(EP)) satisfies the
(i) acyclic, (ii) non-degeneracy, and (iii) &-block-maximality properties (Defini-
tion 1-3). In addition, G(€2,) also needs to satisfy the following property.

Definition 5 (single colliding vertex (SCV)). Each component in the graph
G(EP) contains at most one colliding vertex.
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Note that Definition 5 is necessary in order to give a unique assignment to
every vertex in the graph, since if a vertex is assigned with any value, then
the labeled edges determine the values of all other vertices in the component
containing this vertex. We call any graph that satisfies these four properties a
good graph. Given a good graph G(&F,) = (VP, VP, S), a solution to G(EP)) is an
assignment of distinct values to the v vertices in VP and distinct values to the y
vertices in VP satisfying all A-labeled equations.

We consider a system of bi-variate and uni-variate affine equations &P , such
that each component in G(EP)) is either an isolated edge, a star, or isolated
colliding vertex. In order to find the number of solutions to G(EP,), we first
decompose the graph G(&F)) into its connected components such that G(EP)) =
ZUAUBUC, where

A=A U - UA, UA 1 U U A ey s
BZglLl"'uBC?’|_|B(;3+1|_|"'|_|Bc3+c4,
C=CU---UC,,,

for some ¢y, ¢a, ¢3, ¢4, c5 > 0. Here 7 is the union of isolated colliding vertices. A
is the union of colliding components, where A; U- - -L1A., is the union of colliding
components with a colliding v vertex; and A., 41 U U A 4, is the union of
colliding components with a colliding y vertex. B is the union of the remaining
star components (that are not colliding components), where By U--- U B, is the
union of v-x components, and B, +1U- - -LUBc, 1, is the union of y-x components.
C is the union of the remaining isolated components (that are not colliding
components).

Let q1, g2, g3, g4, and g5 denote the number of equations (edges) in A; U+ - -U
Acyy Acip1 U UAL ey, B1U- - UBey, Beg41 U+ -UBeyte,, and C, respectively.
Therefore, we have c¢s = ¢5. Note that the equations in P, can be arranged
in any arbitrary order without affecting the number of solutions. For the sake
of simplicity, we fix the ordering in such a way that the union Z comes first,
followed by A, B, and C. Now, our goal is to give a lower bound on the number
of solutions of £2,.

Theorem 1. For positive integers g, and p, let G(EP) = (VP, VP, S) be a good
graph as described above such that |S| = qm,. Assume that p + g, < 2" 2 and
Emax - (p+ qm) <2771, let h(G(ER))) denote the number of solutions to G(EL,).

(a) For settings such as (t)sprp, we have

h(g<€%)) H)\/ clam (Qn)u()\*q"b A ZEI:TCQ dm 3(]7?;1

>l-= "
(2n - p)qz+03+Q4+Q5 (2n - p)th +qg3+catqgs 2n 22n
2(p + gm)”
R (’7 + qm) '
(b) For settings such as prf, weak prf, (t)ccr, we have
h(G(EP))2mam 2(p + gm)?
_ (G( ))n S (p 23)(n+qm).
(2 _p)Q2+Cs+Q4+IIS (2 _p)(J1+QB+C4+QS 2
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where n = ch+cr“+cs+c4 1(77@+1 +mit1), n; = & — 1 and &; denotes the size

ZCl Cc2

(number of vertices) of the j-th component, for all j € [c1 + ca + ¢35 + ¢4 + ¢5].
Proof. The proof is given in Supplementary Material A. a

We will illustrate Theorem 1 (a) to tweakable block ciphers in Section 5, and
Theorem 1 (b) to PRFs in Section 6. Looking back at the discussion given
towards the end of Section 2.5, one can see the motivation behind the difference
between the expressions given in Theorem 1 (a) and Theorem 1 (b).

For the second case, the system &, contains at least one non-equation. Here
we will focus on a graph G(EP) such that its subgraph G(EP)) satisfies the (i)
acyclic, (ii) non-degeneracy, (iii) &-block-maximality, (v) NCL, and (iv) SCV
properties (Definition 1-5). In addition, G(£) also need to satisfy the following
property.

Definition 6 (non-zero distance label (NDL)). There are no \-labeled
edges that connect two vertices v and y from two colliding components I and
T, where the distance between v and y (defined as v ®y) is X, for v € V'P and
yeYPr.

Note that if there is a \'-labeled non-equations between vertices v and ¥y of
two different colliding components, then it means v @ y # \'. However, for any
colliding component, the values of all vertices in this component are uniquely
defined. If the distance v ® y is equal to )\, then we will have a contradiction
with the non-equation. Definition 6 actually excludes this situation. We call
any graph that satisfies these six properties a good graph. Given a good graph
G(EP) = (VP,YP, SUUS’), a solution to G(EP) is an assignment of distinct values
to the v vertices in VP and distinct values to the y vertices in VP satisfying all
A-labeled equations and \'-labeled non-equations.

We consider a system EP with its corresponding graph G(EP) such that each
component in the subgraph G(EP)) is a star, an isolated edge, or an isolated
vertex. In order to find the number of solutions to G(EP), we first decompose the
subgraph G(&F)) into its connected components such that G(EF) =Z U AU B U
CUD, with Z, A, B, and C the union of components defined before. Here, D is the
union of isolated vertices in the subgraph G(£E,) that are not colliding vertices,
note that these vertices are connected with \-labeled edges in the subgraph
G(&,4)- Let ¢ be the number of such isolated v vertices, and ¢7 be the number of
such isolated y vertices. Again, we fix the ordering in such a way that the union
7 comes first, followed by A, B, C, and D. Now, our goal is to give a lower bound
on the number of solutions of £P.

Theorem 2. For positive integers qm, qo and p, let G(EP) = (VP YP. SUS’)
be a good graph as described above such that |S| = ¢m, |S'| = ¢u. Assume that
P+ gm <2772 and Emax - (P + gm) < 277, let h(G(EP)) denote the number of
solutions to G(EP).
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(a) For settings such as (t)sprp with non-equations, we have

R(G(E)) Ty csam (2™ p(ream 2v) S am _ 3ap,

(2" = P)gates+as+astes (2" — P)ar+as+eatas+er =1 2n 2%n
_ 2(p;gm)2 (n+qm) _ 22%.
(b) For settings such as mac (prf with non-equations), we have
h(G(EP))2nam . 2(p + gm)* (77+ qm> _ %
(2" = P)gates+as+astes (2" — P)ar+as+estas+er 22n 2"

where n = Z?:Jcrfizﬁcrl(nfﬂ +nit1), n; = & — 1 and &; denotes the size

(number of vertices) of the j-th component, for all j € [c1 + ca + ¢3 + ¢4 + ¢5).
Proof. The proof is given in Supplementary Material B. ad

We will illustrate Theorem 2 (b) to nonce-based MAC algorithms in Section 7.

4 A Framework for Security Proof Using Public
Permutation Mirror Theory

The goal of this section is to establish a general framework for (multi-user) secu-
rity proof using Theorem 1-2. Note that a framework for specific security notions
such as sprp, tsprp, prf, mac, ... can be derived directly from this framework. We
consider an algorithm F' which is built on two independent public permutations
with the following special structure.

Let n,s,t € N, and let m,m & Perm(n). One can consider the generic
construction F™™2: JIC X I3 X -+ X Ly — Ry X -+ X Ry based on m; and o,
where K is the key space, Z; X - - - X I, are the input spaces, and Ry X - - - X R; are
the output spaces. Note that here F' can be a tweakable block cipher, a PRF,
a MAC algorithm, etc. In this work, we will focus on algorithms that can be
viewed as the xor of the public permutations

Z = 7T1(A) @Wg(B),

for m,m < Perm(n). Here A, B, and Z are functions of the secret key K,
the inputs I,..., I, and the outputs Ry, ..., R;. Although there are no strict
restrictions for Z, we do require that the equality patterns of A and B satisfy
certain conditions. More precisely, equality pattern of B should not depend on
the value of 71 (A) and vice versa. This is the condition to use the mirror theory
based lower bound as formalized in [32].
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4.1 General Setting and Transcripts.

Let v € N, Ky,...,K, < K, and 7, m & Perm(n). Consider any distin-
guisher D that has access to the oracles: (O, Oq, 75,75 ) in the real world or
(P, Pa, mii, m) in the ideal world. Here we have O,, = (F ™, Ft™),
and O, is the possible set of verification oracles (for example the case of mac no-
tion in Section 2.3). The oracle P, is the idealized version of (F!'™, ..., Fg!™),
which these idealized oracles are depend on the considered security notion (see
Section 2.1-2.3 for more details), and P, is the possible set of rejection oracles.
We require that D is computationally unbounded and deterministic. For user in-
dex j € {1,...,u}, D makes g, queries to O,, or P,,, and these are summarized

in a transcript

7o =GO, 7, RY L RY)
(jlom), 1) plam) RgYam) L RE)Y

and ¢, queries to O, or P,, these are summarized in a transcript

Ta = {(j/(1)711(1)7 ceey Ié(l)lel(l)v s 7R2(1)a b/(l))7 ey
(/@) 1) ) R Ry paayy

Note that 7, is empty for notions where no verification oracles are considered
(such as sprp, tsprp, prf, tcer, etc). D also makes p primitive queries to wf and
p primitive queries to 7r2i, and like before, these are respectively summarized
in transcripts 71 and 5. We assume that 7,,, 74, 71, and 75 do not contain
duplicate elements. After D’s interaction with the oracles, but before it outputs
its decision, we disclose the keys Ki,..., K, to the distinguisher. In the real
world, these are the keys used in the construction. In the ideal world, K, ..., K,
are dummy keys that are drawn uniformly at random. The complete view is
denoted T = (T, Ta, 71, T2, K1, . . ., Ky).

4.2 Attainable Index Mappings.

In the real world, each query (5, Ifi)7 . ,Is(i), Rgi), ceey Ry)) € T, corresponds
to an evaluation of the j(")-th oracle in ©@,,, each query (;"(*, Ii(a), T R/l(a),

..,R;(a), b’(“)) € 7, corresponds to an evaluation of the j/(®)-th oracle in O,
and each primitive query (u,v) € 71 (resp., (z,y) € 72) corresponds to an
evaluation of the primitive oracle ni (resp., 7r2i) Note that each algorithm
F consists of an evaluation of m; and an evaluation of my. For the queries
in 7,,, these are of the form A® — 7 (A®) and B® — 73(B®) such that
71 (AD) @ 1y (B®) = Z0 . Likewise, for the queries in 7,, there are evaluations
A s 7 (A@)) and B'(%) s 7y (B'(@)), such that 71 (A(¥)) @y (B (@) £ 7/(a),
The values of AW, B® 720 and A"(@) B(@) 7/(a) are specific for the particular
construction, and can be deduced from 7. Without loss of generality, we assume
that all primitive queries are made in the forward direction, then these are of
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the form u — m(u) or  +— my(z) such that m (u) = v and me(x) = y. The
transcript 7 defines ¢,, + 2p equations and ¢, non-equations on the unknowns,
and these (non)-equations are

1 (AD) @ o (BM) = Zz(D)|
771(,4/(1)) D 7T2(B/(l)) £ AR

En = m1(A4m)) @ mo(Blam)) = Zam) Ea =
m(u) =v for(u,v) € 7, 71 (A'40)) @ 1y (B'()) £ 7'(40),
my(z) =y for(z,y) € 2,

3)

In the above g, +2p equations, some of the unknowns may be equal to each other.
We have that 71(A®) # m(A®) if and only if A® # A% and my(BW) #
mo(B®) if and only if B® # B®). No condition holds for 7 (A®) versus
7r2(B(i))7 as these are defined by independent permutations. The same holds
for verification queries and primitive queries. However, no a priori condition
holds for (non-)equality between values 71 (A®) versus 7, (A"(®)) versus 1 (u),
and 7o (B®) versus mo(B'(®)) versus mo(x).

Thus,
{m (AN h<icg, U{m (A ) h<a<q, UMW)} wmen »
{WZ(B(i))}lﬁiéqm U {WQ(B/(G))}lﬁaﬁqa U {WQ(x)}(x,y)ETz )
are identified with two sets of unknowns V7 = {vy, ... ’UQQ'} and Y? = {y1,...,

Yar, }, with ¢1,/, ¢y < gm + ga +p. Since V'P and Y'? are defined by independent
permutations, we know that VP and Y'P are disjoint. We also know that

Vo ={m(u) | (v,v) e}, Yo = {m(2) | (z,y) € 72} .

are already well defined by the system. Hence the only unknowns that are left
are in the sets VP \ Vg and Y'P \ Yy. For v, € VP and y; € Y'P, we connect v
and vy, with a A-labeled edge of label Z() if wl(A(i)) = v, and WQ(B(i)) =, for
some i € [gy,]. Similarly, we connect vs and y; with a A'-labeled edge of label
7@ if 11 (A'@)) = v, and mo(B'(¥)) = y, for some a € [g,]. Finally, v, (resp.,
y+) represents an isolated colliding vertex if it is not connected with an edge,
for these vertices we have m(u) = vs (resp., ma(v) = y) for (u,vs) € 71 and
(z,y;) € T2. In this way, we obtain a graph on V'? LI Y'P, called the transcript
graph of 7, and we denote it by G, (EP).

4.3 Bad Transcripts.

Informally, bad events are the properties which would make the public permuta-
tion extended mirror theory inapplicable. One can only apply the mirror theory
if G-(EP) is (1). acyclic, (2). satisfies the non-degeneracy condition, (3). satis-
fies the NCL condition, (4). satisfies the SCV condition, (5). satisfies the NDL
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condition, and (6). is (£ + 1)-block-maximal. For some parameter £ that will
be defined later on, we say a system of equations is (£ + 1)-block-maximal if it
does not contain a (£ + 1)-block-collision, which means that neither of the two
permutations evaluates the same input more than £ times. As our security anal-
ysis will cap on 2n/3-bit security only, we can keep it simple by introducing an
event that excludes all alternating paths of length 3, and events that exclude all
v-+ component with a y-colliding vertex and y-x component with a v-colliding
vertex. Below, we will give a formal description of the bad events.

For simplicity, we denote by A® the i-th input to m, B the i-th input to
g, and Z) = 71 (A®) @ 1o (BW) for the MAC queries. Similarly we have A’(%),
B'(@) and Z'(%) for the verification queries. Given a parameter ¢ € N, we say
that 7 € Tpaq if and only if one of the following conditions holds:

(i) A component with two colliding vertices.
Ji € [gm], (u,v) € 11, (x,y) € Tysuch that AY =u A BO =g
Ji € [gm)], (u,v) € 71, (z,y) € Tosuch that AD = A Z0) = v @y,
Ji € [gm), (u,v) € 71, (z,y) € Tysuch that ZW =v oy A BY =z,
(ii) An alternating path of length 3.
Ji # k,k # | € [gm] such that AW = A® A B*) = O
(iii) An alternating path of length 2 such that A(£) = 0.
Ji # k € [gm]such that A®D = AR A 70 = Z(k)
Ji # k € [gm] such that Z®) = z®) A BO) = k),

(iv) A v-x colliding component with y-colliding vertices, or a y-x colliding com-
ponent with v-colliding vertices.

Ji # k € [gml], (
Ji # k € [gm], (

i # k € [qm)], (u,v), (u',v") € 71 such that
AD =y A AW =/ Ave 20 =v @20

Ji # k € [qm)], (z,y), (2, y") € T2 such that
B =2 AB® =2/ Aya 20 =y ¢ 2",

u,v) € 7y such that A = A B® = B
) € ysuch that B®) =z A A®D = AK)

)

(v) A (£ + 1)-block-collision.

Jit,. .. ies1 € {1,...,qm}such that AD) = ... = AEFD
Jiv, ... ier1 €{1,...,¢m}such that BM) = ... = BE+)

(vi) An alternating circle of length 2 with a X'-labeled edge.

Ji € [gm], a € [ga] such that AW = 4@ A BO = @) A 70 = z/(a)
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(vii) A XN-labeled edge between two vertices with distance \'.

Ja € [qa], (u,v) € 71, (x,y) € T2 such that
AW =y AB@D =g A Z'W =ygy,
Ji € [gm], a € [qa], (u,v), (u'v") € 71 such that
AD =y A BD = B@ A 4@ =/ A 2@ =y 20 @0,
Ji € [qm], a € [qa], (z,), (2",3/) € 2 such that
BO — g p AW = 4@ A B _ A 270~y 2O gy
3i # k € [qgm), a € [qa], (u,v) € 7, (x,y) € Tysuch that AV =y
AB® =gz A BD =P A AR = 4@ A 70 =y 20) gya zH)
Note that by (ii) and (iv), we will end up with a graph that contains only isolated
and v-* colliding components with a v-colliding vertex, isolated and y-* colliding

components with a y-colliding vertex, v-*x components, y-* components, isolated
components, and isolated vertices. The resulting graph is good since it

1. satisfies the SCV condition by conditions (i), (ii), and (iv),
acyclic by conditions (ii),

satisfies the non-degeneracy condition by conditions (ii) and (iii),
is (£ + 1)-block-maximal by conditions (ii) and (v),

satisfies the NCL condition by conditions (ii) and (vi),

satisfies the NDL condition by conditions (ii), (iv), and (vii).

S G N

The probability that 7 € T,.q happens, is given by the sum of the probabilities
that each of the above mentioned bad events happens. When the above men-
tioned events can be excluded in the transcript, then G, forms a good transcript
graph for 7 € Tgo0d-

4.4 Ratio for Good Transcripts.

Once bad transcripts have been defined, we will show that
Pr[Xp € Thad] < €bad

for a small ep,q > 0. Next, we fix a good transcript 7. According to (2), we only
have to consider p(7)/ Pr[Py,: Pm b Ty A Po - 7o), with

p(T) = Pr [7T1,7T2 EPerm(n): Op b T AOg b7y | T b 1 Ao b 70|
This is exactly the ratio given by Theorem 1 and 2. From (2), we obtain

P =
Pri¥o=r oy . .
PI‘[XP = T]

and by Lemma 3, we have

Advﬁifc (D) < E[5ratio] + €pad -
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5 Multi-User Security of Tweakable Even-Mansour
Cipher

In this section we consider the 2-round Tweakable Even-Mansour (TEM) con-
struction that was proposed by Cogliati et al. [15]. They showed that 2-round
TEM achieves 2n/3-bit security in the single-user setting. Here we show that
same level of security can be achieved in the multi-user setting using the tech-
nique proposed in this work.

Let n € N, let 7y, 79 <& Perm(n), and let H be an e-AXU function family.
One can consider a generic construction TEM: H2 x T x {0,1}" — {0,1}" as

TEM(hl, hg, T, M) = 7T2(7T1(M @ hl(T)) EB hl(T) EB hQ(T)) @ hQ(T) . (4)
The security of TEM based on 7, and 75 is given in the following Theorem.
Theorem 3. Let n € N and let H be a uniform e-AXU family of functions
from T to {0,1}". We consider TEM: H? x T x {0,1}" — {0,1}" based on
two permutations mwy, To & Perm(n) and u pairs of uniform user hash keys
(AL hd), ..., (¥, hY) & H2. For any distinguisher D making at most q con-
struction queries distributed over its u construction oracles, at most p primitive
queries to 7r1i and p primitive queries to 7r2i, we have

m-tepr f 6432 2q(p+q)?
AdviEiTP (D) < 3¢°€ + ¢°pe + 6,/qpe + o+ (2% ) (1 + 13qe) :

Proof. Let (hi,hd),..., (R}, hY) & H2, 7, my & Perm(n), and 7,..., 7T, &
Perm(t,n). Here, we consider any distinguisher D that has access to either

1 —1
1, 1,7 . ~ ~ .
(TEMh;hz S '7TEMh’},h%2‘ ,T1,T2) in the real world, or (71,..., 7y, 71, 72) in

the ideal world. The security proof relies on Theorem 1 (a), although this appli-

cation is not straightforward. Most importantly, we consider (TEMZZE );%:1 in-
stead of (TEM7 ""2)%_,. As 71, T2 are drawn independently, these two construc-

hi,hj

-1
tions are provably equally secure. We can view an evaluation C' = TEMZ;ZE (T,
M) as the xor of two public permutations in the middle of the function, m (M @

- . . . -1
R(T)) @7 (M @ h(T)) = b (T)@h}(T). Therefore, q evaluations of TEMZ% :Z,z
can be translated to a system of ¢ bi-variate affine equations. Including 2p uni-
variate affine equations that are defined by the primitive queries, these equations

can be written in the form (3).

Pr[Xp € Tpaa]. Following the framework given in Section 4, we first perform
the bad transcripts analysis. By replacing A = M @ h{(T), B = M @& h}(T),
and Z = B(T) @ h4(T) in the framework of Section 4.3, we get the following
bad events. Given a parameter £ € N, we say that 7 € Tp.q if and only if
there exist construction queries (j,7, M,C), (', 7', M’',C"), (", T",M",C") €
Tm, Primitive queries (u,v), (v/,v") € 7 and (z,y), (2',y") € 72 such that one of
the following conditions holds:
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(i) A component with two colliding vertices.
badi: M @u=h(T) A C®x=h}(T),
bady: M @ u=hl(T) A v@y=hi(T)®hi(T),
bads: v @y = hi(T) @ h(T) A C @z = hj(T).
(ii) An alternating path of length 3.
bads: M & B(T) = M' &b (T') A C' & b (T') = C" & 1l (T").
(iii) An alternating path of length 2 such that A(£) = 0.
bads: M @ hi(T) = M' @& kI (T') A KI(T) & B(T) = i (T") & 1 (T"),
bads: h}(T) @ h)(T) = b} (T") @ h} (T') A C & h(T) = C' @ b)) (T").

(iv) A v-x colliding component with y-colliding vertices, or a y-x colliding com-
ponent with v-colliding vertices .

bad;: M @ u = hj(T) A C @ h(T) = C" & h (T),
bads: C &z = h(T) A M & hi(T) = M & hi (T'),
bade: M & u=h(T) A M' &' =i (T')
A v h(T) & h(T) = &kl (T) &k (T'),
badig: C & a = h(T) A C' @2’ = hi (T)
Ay @ h(T) @ Wy (T) =y @& bl (T") & b (T").
(v) A (£ + 1)-block-collision.

bad11 : {7;17 ceey i§+1} € [q] such that Mi1 D hill (Tzl) == fet1 ©® hj1-£+1 (Tz
bade: {7:17 R if-‘rl} € [q] such that Ci1 D hé’l (El) == Vg & h‘;ngl (E§+1) .

s+1)’

Since there is a 317 /2" term in Theorem 1 (a), and we want to get 2n/3-bits

security, we also need the following two bad events

ba‘dq: C1 = |(j7T7M7C) € Tm: M@hjl(T) ETl‘ > \/67
bad, : ¢z = |(j, T, M,C) € 71n: C B hY(T) € 7| > /7.

Lemma 4. For any integers q and p, one has

q3

16¢2(p + q)%e
Pr[r € Tpaa] < 4gp®e® + 3¢%€® + ¢’ pe? + 5o + 2,/qpe + 2apra)e (p+4) .

22n

The proof of the lemma is given in Supplementary Material C.
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Pr[Xo = 7]/ Pr[Xp = 7]. The next step is the calculate the ratio for good
transcripts. Note that by —bad,, and —bad.,,, we have 3717 ¢ < 2¢3/2. We use
Theorem 1 (a) to get

2032 3¢ 2(p+q)? Zfiﬁfiﬁf“““l(nfﬂ +nit1)  2q(p+q)?
€ratio S QT + ﬁ 92n + 92n

Let ~1 (resp., ~2) be an equivalence relation on [¢] as « ~1 8 (resp., a ~q ) if
and only if A, = Ag (resp. B, = Bg). Now, each 7); random variable denotes the
cardinality of some non-singleton equivalence class of [¢] with respect to either
~1 or ~y. For r, s € N, we denote by Pi, ..., P}t and P, ..., P? the non-singleton
equivalence classes of [g] with respect to ~q and ~q, respectively. Further, for
k € [r] and I € [s], let v = |P}| and v] = |P?|. Then, we have

c1+catcztca—1 r s
E Z (77z‘2+1 + 77i+1)] <FE Z l/i +v,| + F Z VZIQ + Vl/
i=ci+ca k=1 =
< 5¢°€,

using Lemma 1 and the fact that (R}, RhY), ..., (hY, hY) < H2.
Finally, Theorem 3 is proven by combining Lemma 4 and €;44j, with Lemma 3.
O

6 Multi-User Security of pEDM PRF

In this section we consider the permutation based version of Encrypted Davies-
Mayer (pEDM) construction, that was proposed by Dutta et al. [22]. They
showed that pEDM based on a single permutation achieves 2n/3-bit security.
Here we will prove the multi-user security of pEDM based on two independent
permutations, and we show that same level of security can be achieved using the
technique proposed in this work. In this case, the multi-user security analysis is
more complex than the single-user analysis, since the inputs to m; do not need
to be fresh, this leads to more bad events and a more complex good transcripts
ratio analysis when a dedicated proof need to be performed.

Let n € N, let 7y, m < Perm(n). One can consider a generic construction
pEDM: {0,1}?" x {0,1}™ — {0,1}" as

pEDM(Kl,KQ,M):7T2(7T1(M€9K1)@M@Kl@KQ)EBKl. (5)

The security of pEDM based on 7 and 7y is given in the following Theorem.

Theorem 4. Letn € Nand1 < ¢ <21 /(p+q). We consider pEDM: {0, 1} x
0,1} — {0,1}" based on two permutations w1, Ty < Perm(n), and u pairs of
uniform user keys (K1, K1), ..., (K* K¥) < {0,1}2". For any distinguisher D
making at most q construction queries distributed over its u construction oracles,
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at most p primitive queries to wf[ and p primitive queries to 7T§E, we have

2 dgp®  3q? 3py/n 2¢°
mu-prf qp q-p /4 q q
AdeEDpM (D) < on + 92n 22n on 92n

P2 (p+q)? (7q N Su(u — 1)) i (g-qu) .

Proof. Let (K}, K3),..., (K, K¥) < {0,1}2", 71, m < Perm(n), and @1, ..., @y

& Func(n). Here, we consider any distinguisher D that has access to either
1 —1

(pEDMKlll’j{21 o ,pEDMKli;’f(;, 71,m2) in the real world, or (¢1, ..., Yy, T1,T2)

in the ideal world. The security proof relies on Theorem 1 (b). As before, we con-

-1

. 1,7 . , . .

sider (pEDM "2 )%, instead of (pEDM”"% "™ )% ;. We can view an evaluation
KI,K3/I= kI K3)I=

C= pEDM;l{W;;;1 (M) as the xor of two public permutations in the middle of the
function, m (M & K{) @ me(C® K]) = M @& K{ ® K3. Therefore, g evaluations of
pEDM:{I{’j}ig1 can be translated to a system of g bi-variate affine equations. In-
cluding 2p uni-variate affine equations that are defined by the primitive queries.

Pr[Xp € Tpaa]. Following the framework given in Section 4, we first perform
the bad transcripts analysis. By replacing A = M & K{, B = C & K{, and
Z = M ® K! ® KJ in the framework of Section 4.3, we get the following bad
events. Given a parameter £ € N, we say that 7 € Tpaq if and only if there ex-
ist construction queries (j, M, C), (', M',C"), (5", M",C") € 1p,, and primitive
queries (u,v), (u/,v") € 7y and (x,y), (2',y") € 72 such that one of the following
conditions holds:

(i) A component with two colliding vertices.

bad;: M ®u=K] A Coa=K],
bady: M @u=K nvay=Ma K & K},
badgsv@y:MEBK{@Kg A C’@m:Kf.

(ii) Alternating paths of length 3 across different users.
bady: M@ K =M @ Ki' AC' e K =C" e Kl .
(iii) Alternating paths of length 2 such that A(£) = 0 across different users.
bads: M@ Ki =M o Ki' A MoK oKl =M oK o K],

badg: Me Kl e K =M e K o K] NCo K =C' oKl .
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(iv) A v-x colliding component with y-colliding vertices, or a y- colliding com-
ponent with v-colliding vertices.

bady: M@u=Ki ANCoKI =C o Ki |
bads: C @z =K N M@Kl =M &K,
badg: M @u=Ki N M ®u = KJ
ANvoMaK aoki=vaeMaeki okj,
badyg: C@x=Ki A C' @' = K7
ANyaMeK oK) =y oM oKl oK .
(v) A (€ + 1)-block-collision.
badi1: {i1,...,%e+1} € [¢]such that C;, @K{“ =...=(} @K{“l.

e+1

Note that the events bads-badg and badg will not appear when the single user
setting is considered, since in that case the distinguisher is not allow to query
the same M to the construction oracle.

Lemma 5. Let 1 <& < 2" 1/(p+q). For any integers q and p, one has

4qp? N 3¢%p 3p\/nq+E+p3/2 N (¢41)
22n 22n on 22n on ong -

2
PI‘[T S 7Taad] S 27 +
The proof of the lemma is given in Supplementary Material D.

Pr[Xo = 7]/ Pr[Xp = 7]. The next step is the calculate the ratio for good
transcripts. We use Theorem 1 (b) to get

ci1+ca+testes—1
2(p +¢)* LI T T (0 T en) | 2q(p + 0)?
€ratio S 22n + 22n .

As before, for r, s € N, we denote by P1, ..., P} and PZ, ..., P? the non-singleton
equivalence classes of [g] with respect to ~; and ~q, respectively. Further, for
k€ [r] and [ € [s], let vy = |P}| and v] = |P?|. Then, we have

citcateztcea—1

E > (7 + Th‘+1)] <E lz Vi + vk
k=1

i=ci+ca

+FE

S

12 /
E v©+y
=1

Su(u—1)  5g?
— on—1 on—1"

The non-freshness of 71 in the multi-user setting leads to the existence of v-x
components (¢ # 0). The difficulty introduced by this can easily be handled
by our new technique without performing a long and complicated analysis. Note
that when u = 1, we are back to the single user setting, then there are no v-x
components (¢ = 0), since M is always different. Finally, Theorem 4 is proven
by combining Lemma 5 and €, with Lemma 3. a
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7 Multi-User Security of nEHtM,, MAC Algorithm

In this section we consider the public permutation based nonce-based Enhance
Hash-then-Mask (nEHtM,,) MAC algorithm, that was proposed by Dutta and
Nandi [20]. They showed that nEHtM, based on a single permutation (using
domain separation) achieves 2n/3-bit security when the number of faulty nonces
p is sufficiently smaller than 2"/2. However, according to the framework given
in Section 4.3, the authors missed some bad events in their analysis, namely the
two last events of (iv) and the three last events of (vii) of Section 4.3. Taking
into account these missing bad events, the extended mirror theory used in [20]
is not sufficient for the good transcripts ratio analysis of nEHtM,,. As a result,
their ratio analysis of the construction is also incomplete. More precisely, non-
equations between a colliding component and a normal component were not
considered in the ratio analysis of [20]. This observation was also verified by the
authors [10].

In this section, we will fix this problem using the techniques proposed in this
work without performing a new complicated analysis, since these non-equations
are already covered in our public permutation extended mirror theory (Theo-
rem 2). Some of these additional bad events, however, require involved arguments
to bound. Since the goal of this work is to illustrate the power of our new mod-
ular proof approaches, rather than presenting strong combinatorial results to
bound these events. We will modify the design of nEHtM,, by xoring an uni-
versal hash evaluation of the input message M using an extra hash key h* to
the output tag. This modified m-nEHtM,, construction uses more randomness,
which in turn enables us to bound the additional bad events easily. We would like
to note that our analysis of m-nEHtM,, does not imply infeasibility in fixing the
proof of nEHtM,,. In fact, we believe that the security of the original nEHtM,,
construction can also be proven with our new approaches in combination with
some strong techniques to bound these bad events. Here we will prove that this
m-nEHtM,, construction based on two independent permutations achieves 2n/3-
bit security in the multi-user setting using the technique proposed in this work.

Letn € N, let my, mo < Perm(n), and let H be an e-AXU function family. One
can consider a generic construction m-nEHtM,: {0,1}" x H2 x {0,1}" x M —
{0,1}™ as

m-nEHtM, (K, h, h*N, M) = 71 (N & K) ® ma(N @ h(M)) ® h*(M).  (6)

The security of m-nEHtM,, based on 71 and 73 is given in the following Theorem.

Theorem 5. Letn € N, and let H be a uniform e-AXU family of functions from
M to {0,1}". We consider m-nEHtM,,: {0,1}" x H? x {0,1}" x M — {0,1}"

. $ . $
based on two permutations my, oy < Perm(n), u uniform user keys K1, ..., K, +

{0,1}" and u pairs of uniform user hash keys (b1, h%), ..., (hy, h%) < H2. Let p
be a fized parameter. For any distinguisher D making at most q,, queries with at
most u faulty nonces distributed over its u construction MAC oracles, q, queries
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distributed over its u construction verification oracles, at most p primitive queries
to ﬂ'it and p primitive queries to 7r2i, we have

2 2
€ €
AdviEume (D) < T/gmpe + 2% + 4g3,¢ + TP 4 9pe 1 @2 gue? + 18 E

2 2
3qmgape s Dt am)? (. o Su(u—1)\ ¢
o B pfmaet + L (5 4 Tgm + ) 4

Proof. Let Ky,..., K, & {0,1}", (hy,h%), ..., (hy, h) & H2, and mp,my &
Perm(n). Here, we consider any distinguisher D that has access to either (O, w1, 72)

in the real world or (P, 1, m2) in the ideal world, with O = ((m—nEHtM;(ll’?f hiht)
Ver?[?:zhhf)), o (m-nEHtMZ(lﬁf,hu,h;)’ Ver?;{’:riu’hi))) and P = ((Randl7 Rej;),
..., (Rand,, Rej,)). The security proof relies on Theorem 2 (b).

Pr[Xp € Tpad]. Following the framework given in Section 4, we first per-
form the bad transcripts analysis. For the notational simplicity, we denote H; =
hj(M), and By replacing A = N @ K;, B= N © h;j(M), and Z =T @ h;(M)
in Section 4.3, we get the following bad events. Given a parameter ¢ € N,
we say that 7 € Tpaq if and only if there exist construction MAC queries
(4, N, M, T), (5, N', M, T"), (7, N",M", T") € 7, a construction verification
query (5@, N@ p(@) 7@ p(@)) € 7, and primitive queries (u,v), (u',v") € 7
and (z,y), (',y’) € T such that one of the following conditions holds:

(i) A component with two colliding vertices.

badi: NGu=K; AN Ndzx=H;,
bady: Nou=K; Nvoy=T®H;,
badz: v@y=TOH; N Ndz=Hj.

(ii) An alternating path of length 3.
bady;: NoK; =N @ Kjy NN @ Hjy =N"® Hjn.
(iii) An alternating path of length 2 such that A(£) = 0.

bads: No K; =N' @ Kj ANT®H; =T' & Hj,,
badg: T®O H; =T'® H;, N N® Hjy = N'@ Hj .
(iv) A v-x colliding component with y-colliding vertices, or a y-x colliding com-
ponent with v-colliding vertices.
bad7: N@UZKJ A N@H] :]\fleaffjl7
badgiNEBLL':Hj A N@KJ‘:N/@KJ'/,
badg: N&u=K; AN @&u' =Ky NveTeH; =veT & Hj,
badig: NGz =H; NN ©2'=Hy NyeToH; =y oT © Hj, .
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(v) A (& + 1)-block-collision.
badiq : {il, Ce ,i§+1} S [qm} such that Nil @ I‘I'i1 == N7;£+1 ©® Hj

fet1
(vi) An alternating circle of length 2 with a X-labeled edge.
badis: N@KJ = N(a) @Kj(a) A\ N@H] = N(a) @Hj(a)
ANT&H; =T @ H, .

(vii) A X-labeled edge between two vertices with distance \'.

badiz: N ©u=Kjw ANY@z=Hjw AT 0 Hj, =vdy,
badis: N®u=K; AN@®H; =N & H; A NY @u =K.
ANTW o Hiw=veTeHf &,
badis: N@z=H; ANGK; =N @ K;w A ND @z’ = Hjw
NTWeHi=yeTeH oy,
badig: N@®u=K; AN ®x=Hy AN®H; =N ®HjwA
N&Ky=NY® K AT @ H},, =veTeH ayaT & Hj .
Note that the events badg-bad;y and badis-badis are the missing events that

were not considered by the authors of [20].

Lemma 6. For any integers qm, q, and p, then one has

2
€
Pr[7 € Toad] < 7/qmpe + 2p°c + 4q),¢* + ngif + 2pupe
8¢2,(p + qm)e qap’€  3qmQape
* %  Gnda€” + o+ T PV e

The proof of this Lemma is given in Supplementary Material E.

Pr[Xo = 7]/ Pr[Xp = 7]. The next step is the calculate the ratio for good
transcripts. We use Theorem 2 (b) to get

+eatestea—1
20+ qm)? 2L T MR i) 2qm (P4 qm)? | 24
€ratio S 22n —+ 22n + 42n .

As before, for r, s € N, we denote by P1, ..., P} and P2, ..., P? the non-singleton
equivalence classes of [¢,,] with respect to ~; and ~sq, respectively. For k € [r]
and [ € [s], let vy = |P}| and v] = [P?|. Then, we have

c1+ca+cztca—1 ” <
E Z (M +mi)| <E lz vitu| +E Z v+
i=c1+c2 k—1 =1

2 _ 2
< Sp Su(u — 1) n 5q;,€

-2 2n—1 2
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using Lemma 1 and the fact that K7, ..., K, < {0,1}" and (hy, h?), ..., (ha, h%)
£ 2. Note that when u = 1, we are back to the single-user setting, in this case
the v-x components (collision in the inputs of m1) can only be formed by queries
with repeated nonces, hereby the 51%/2 term in the bound. Finally, Theorem 5
is proven by combining Lemma 6 and €44, with Lemma 3. a
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Supplementary Material

A Proof of Theorem 1

Since the isolated vertices in Z are already well defined, we focus only on the
vertices in A, B, and C. For readability, we use N = 2™ and G instead of G(EE,).
Leti=1,...,cwith ¢ = ¢1 + ¢co + c3 + ¢4 + c5. Hence, we assume that A; is the
first component and C,, is the last component.

— Let &; be the size (number of vertices) of the i-th component, and n; = & —1
(number of edges in the i-th component).

. i —1 .
—forjenland r=3,_ mk +J,
° )\{ = A" (XA value corresponding to the j-th equation of i-th component).
o 67 == pu(A"71, A]) with 6} = 0 for prp-like settings.
° 53 := 0 for prf-like settings.
When the i-th component only contains one edge, we drop the superscript
j, and use \; and §; instead of A and ¢.

— For each component, where one part consists of the vertices in VP and the
other vertices in VP; we denote the two parts respectively by V; and Y;, and
we have & = |V;| + |Yi]. We denote by v (resp., y/) the j-th vertex in V;
(resp., Y;). When V; (resp., ;) only contains one vertex, we will drop the
superscript, and write v; (resp., ;).

Recall there are exactly p colliding v vertices and p colliding y vertices in G; and

that g1, g2, g3, g4, and g5 are the number of equations (edges) in A; U---UA,,,
Acip1 U UAe ey, B U U By, Begpr U+ U Beyte,, and C, respectively.

Colliding Components. Recall that for a good graph, there is only one col-

liding vertex in each colliding component (Definition 5). For ¢ = 1,...,¢1, A;
contains one colliding v vertex and 7; unknown y vertices (1; = 1 in the case
of isolated components). For i = ¢; +1,...,¢1 + ¢2, A; contains one colliding y

vertex and 7; unknown v vertices (1; = 1 in the case of isolated components).
Fori=1,...,c1+4co, let ha(i) be the number of solutions to ZU.A; U- - -UA4;.
Then we have that ha(i) = 1for 1 <i < e¢j4ce. Forl <i < ¢y, let v € V; be the
colliding vertex of A; such that the value of this vertex is well defined, then the
other 7; unknown y vertices in A; are uniquely determined, since each y vertex
in A; is connected with a A-labeled edge to v;. Similarly, for ¢; +1 <14 < ¢ +ca,
let y € Y; be the colliding vertex of A; such that the value of this vertex is well
defined, then the other 7; unknown v vertices in A; are uniquely determined,
since each v vertex in A; is connected with a A-labeled edge to y;. Then, we
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have

ha(cr +c2) [I5E0 TN =) S | TL (N =)

(N =P)g (N = p)g, - Nataz
c1+c c c c1+c
Nzl 2 721‘1:41?2 ]lészzl 2 -1

- Na1+aqz2

C1+C2 ci1+c
>NZ 1(1_21'1:12 le/N)
- Nar+az2

c1tce
1)

S @

using 71 ;= g1 + g2, and Py 67 < 8. Here we have § = g,,, in the case of
prp-like settmgs and § = 0 in the case of prf-like settings.
For the further analysis, we define

vi= I v I W,
c1+1<i<cites c1tco+1<k<i

- v 1w
1<i<cy c1+ca+1<k<i

Star Components. It can be easily seen that the analysis of the v-x compo-
nents and that of the y-x components are symmetric, so we only perform the
analysis for the v-x components. Let i = 1,...,¢3 and i’ = ¢1+ca+i, and let hp (i)
be the number of solutions to ZUWAUB; U---UB;. Note that hg(0) = h(cy + c2).
Our goal is to derive a recursive formula for hp(i + 1) that depends on hB(‘)
such that a lower bound can be found for the expression hg(i + 1)/hg(i). In
order to do that, we fix a solution to Z U AL By U --- U B;. If we fix the single
vertex vy 41 € Vir4q and assign any value to vy 41, then the other 7;/11 unknowns
Yy}, in the (7' 4 1)-th component (B;y1) are uniquely determined, since each
yf,H vertex in Y;;1 is connected with a A-labeled edge to vy 1, for j € [my41].
Then, hp(i + 1) is the number of solutions

(Vo U Vi Uwirgq) U (Yo Ui Uyirias - Uit )
that satisfies:

(1) (Vo uVy) U (Yo U Yy) satisfies hp(i);
(2) virg1 ® Yl q = Njyyy for j € [irgal;
(3) virta & (Vo U Vir);

(4) v}y & YoUYy), for j € [niqa].

Clearly, there are in total Nhpg(i) solutions that only comply with the conditions
(1) and (2), which do not take the conditions (3) and (4) into account. On the
other hand, condition (3) excludes |V LI Vy/| possible solutions for v;1. While
condition (4) excludes [Yy U Yy| possible solutions for each w7, hence, (4)
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excludes at most |Yp U Vir| 9741 possible solutions. Further, there are exactly

ZZ"“ 6] /41 Previous equations that share the same A value with some equation

in B;yq. By the principle of inclusion-exclusion, we obtain

i’ 41

hi+1) = (N = (o [Vel) = 0+ Pelnss + > 60 ) (i)

j=1

Then for 0 <7 <c3—1and i = ¢y + ¢z + ¢, we have

hp(i+1) HW+1 (N — 51 41)
hB(Z)( (p + |Vz/|))( - (p + |y2/|))77i/+1

TG N =8 (N = 0 Vi) = (oot DD + 5024 0 )

2 T
B-C
G R 1 1 G e s T ®)

where

B=(N-((p+|Ve])(N—-(p+ |yi"))77i’+1

i’ +1 N3’ 41 ‘
O =TT =8 (N =0 ) = (D Decs + 3 61 ).
k=1

We need both a lower and an upper bound for B. Using the facts that |V |, |Vir |+
Nire1 < Gm> a0d Emax (P + gm) < 2771, we get B > Nw7+1+1) /2 We now derive
an upper bound for B.
B< (N = (p+ V)N = (p+[Vur])"+
<N = (o4 V) (N5 — s (- (D N0 4 023 (D)0 =2)
< Nm’/+1+1 _ 77i'+1(p + |yi,|)N7li/+1 + 771‘2’+1(p + |yi/|)2Nm‘/+1—l
= (P Vi DNt 4 i1 (p o+ Vo ) (p + [V JNT 7

We now derive a lower bound for C.

i/ 41 i’ +1
C > (Nﬂiurl — Z (Sg/_,'_lNﬂiurl*l) (N —(p+Wil) =+ |Vl)nisr + Z 5?/.;,_1)
j=1 k=1
i’ 41

> Nt — (p+4 [V )N+ — i (p+ [V )N+ — ( Z R ,+1) N1~
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On substituting the bounds of B and C in (8), we get

i (P A Ve PN 4 (p+ Vi) (p + [V )N 0

®) 21 N7+l /2
. 2
(25 8, ) o
— Nni,+1+1/2
., . 2 _

W51 (P + @) >N+ 4y (p 4 g ) 2N 71— (Z?;T 5f,+1) N1
= 1-— N"i’+1+1/2
o 20t @) (0 g+ i) £ 267
- N2 b

using the fact that |Vi| = ¢ + 3+ @4 < @, [Vir| = @1 + g3 + c4 < g, and
Z?Q{l 6}, < 6. Here we have § = g, in the case of prp-like settings (A}, , can
occur at most once in any component), and ¢ = 0 in the case of pri-like settings.
We consider the c3 v-x and the ¢4 y-* components together
hp(es + e I 0 T (N — 6)
(N —pP- qQ)CerlM (N —DP— ql)q3+04

. Cl+c2ﬁ+c“_1 (1 2+ Qm)Q(Ufj\;*' Ni+1) + 252)
i=c1+ca
. crteaate] (2(]9 + am) (071 + miv1) + 252)
B i=cy1+ca N
2t Zfiifiz”;;(ﬁfﬂ *1i41) + 4md” (9)

using the fact that c3 + ¢4 < (g3 + q4)/2 < ¢ /2.

Isolated components. We now consider the components of the graph that
contain exactly two vertices. Let ¢/ = ¢; + c3 + ¢c3 + ¢4. For i = 1,...,¢c5 and

i’ =c1 + o+ 3+ cq + 4, we will write

A

i

Ci s v — yir

where v;» € Vi and y;n € Yy, Let he (i) be the number of solutions to Z U AU
BUC, U---UC;. Note that he(0) = h(ep + 2+ ¢34 c4) and he(es) = h(G). Our
goal is to derive a recursive formula for he(i 4+ 1) that depends on he(i), such
that a lower bound can be found for the expression he(i + 1)/he(i). In order
to do that, we fix a solution to ZU AL BLUC, U---UC;. Then, ha(i + 1) is the
number of solutions

(VO U Vc’ U {Uc’+17 . 'avi”+1}) u (YO u yc’ U {yc’+17 s 7yi”+1})

that satisfies:
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) VoUW Ve U{vergty . oyvin ) U (Yo U Ve U{yert1,--.,yi}) satisfies ha(i);

) Virg1 D Yirg1 = Nivga;

) Vi 41 ¢ Vo UV U {’UC/+1, Ceey 'UZ'//};

) Yirr1 & Yo U Ve U{yersr, -, yir )

Clearly, there are in total Nhe (i) solutions that only comply with the conditions
(1) and (2), which do not take the conditions (3) and (4) into account. On the
other hand, condition (3) excludes |Vy U V| + @ possible solutions for v .
While condition (4) excludes |Yo U V.| + i possible solutions for y; 1. Further,
there are exactly d;741 previous equations that share the same A value with
the equation in the i”’-th component. By the principle of inclusion-exclusion, we
obtain

ho(i+1) 2 (N = (p+ [Verl) =i = (o + [Dl) = i+ 41 ) b (i)
Then for 0 < i <cs — 1 and ¢ = ¢; + ¢co + c3 + ¢4 + 7, we have
he(i+ 1) (N = dirya)
he@N = (p+ [Vel) = )N = (o + Yerl) =)
V=) (N = (ot Vel — (ot D) = 204 b0
- (N=@+ V) =) (N =+ Vo) =)
(N = 63r42) (N = (0 + Verl) = (0 + [Ver]) = 20+ 6041 )

>
T N2 — (2p+ |[Vu| + Ve | +20)N + (p+ |Ver| +3)(p + |Ver | + 4)
(p+ Vel + 1) (p+ |Ver | + ) + 0704

>1-— - - -
T NP =2 Vel + Ve 20N + (p+ Ve | + i) (p+ [Ver| +1)
>1_ (p+QW)2+5i2”+1
= N2/2

2 2
o1 2Pt am)®+26
- N2 )

using that |Vc’| +ia |Vc/| +1i < dm, 2p+ |Vc’| + |yc" +2: S 2(p+Qm) S N/27 and
55,,“ < §. Here we have § =i < ¢, in the case of prp-like settings, and § = 0
in the case of prf-like settings.

Since g5 = c¢5, we get

hc (CS) Hg:cl+62+63+04+1(N - 51)
(N=p—g2—c3—aa)gs(N =P —q1 — g3 = Ca)g,

c—1
2(p + qm)* + 26°
= 11 1= N2 )
t=ci1+ce+cztca
c—1
2(p + qm)? + 267
>1- Z N2 )

i=c1+ca2+c3+cy

 2¢m(p + ) + 261 0°

>1 N2

(10)
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Conclusion. Putting (11), (13), (14), and (15) together, we have

MG T TTZ (N = 67)
(N = DP)gs+estastas (N — Py +as+catas
hater +ea) [EE TS (N = 60) (e + e TEEHL, 4, T, (N — 60)
(N=p)g(N =p)gu (N=p—@)es+as(N =P — @1)gstca
he(cs) H::C1+C2+63+C4+1(N — i)
(N=p—q2—c3—qa)gs(N —p—q1 — g3 — Ca)gy

c1+coteztceqg—1 c1+c2 2
2(p +qm)* Z 2 2is1 0 3qmd
R R P> (1 + ) ) = S = =
1=C C2

B Proof of Theorem 2

Since the isolated vertices in Z are already well defined, we focus only on the
vertices in A, B, C, and D. For readability, we use N = 2", G instead of G(E?),
G~ instead of G(EP)), and G7 instead of G(&,). Let i = 1,...,c + cg + c7 with
¢ =c1+ ¢y + c3+ cq + c5. Hence, we have that A; is the first component and
D, is the last component, which is an isolated y vertex in G=.

— Let &; be the size (number of vertices) of the i-th component, and n; = & — 1
(number of edges in the i-th component).
— for j € [n,] and r = 33,7 me + 4,
e A\l = \" (X value corresponding to the j-th equation of i-th component).
e 07 = p(\""1, M) with &} = 0 for prp-like settings.
° 5{ := 0 for prf-like settings.
When the i-th component only contains one edge, we drop the superscript
j, and use \; and ¢; instead of X} and 4.
— For each component, where one part consists of the vertices in V'P and the
other vertices in )'7; we denote the two parts respectively by V; and Y;, and
we have & = |Vi| + |Yi|. We denote by v] (resp., y) the j-th vertex in V;
(resp., Y;). When V; (resp., Y;) only contains one vertex, we will drop the
superscript, and write v; (resp., ;).
— Let a? be the number of X-labeled edges that connect a v vertex in the i-th
component with a y vertex in one of the previous components. Similarly,
let a/ be the number of X-labeled edges that connect a y vertex in the i-
th component with a v vertex in one of the previous components. We have
a; =ay +a? and g, = Zf:lc‘#” a;.
Recall there are exactly p colliding v vertices and p colliding y vertices in G; and
that ¢1, 2, g3, qa, and g5 are the number of equations (edges) in Ay U---U A,
Acii1 U UAe ey B U U By, Begy1 U+ UBeyte,, and C, respectively.
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Colliding Components. Recall that for a good graph, there is only one col-

liding vertex in each colliding component (Definition 5). For ¢ = 1,...,¢1, A;
contains one colliding v vertex and 7; unknown y vertices (r; = 1 in the case
of isolated components). For i = ¢; +1,...,¢1 + c2, A; contains one colliding y

vertex and 7); unknown v vertices (n; = 1 in the case of isolated components).

Fori=1,...,c1+4co, let ha(i) be the number of solutions to ZU.A; U- - -UA4;.
Then we have that h4(i) = 1for 1 <i < e¢j4ce. For1 <i < ¢y, let v € V; be the
colliding vertex of A; such that the value of this vertex is well defined, then the
other n; unknown y vertices in A; are uniquely determined, since each y vertex
in A; is connected with a A-labeled edge to v;. Similarly, for ¢; +1 <14 < ¢ +co,
let y € Y; be the colliding vertex of A; such that the value of this vertex is well
defined, then the other 7; unknown v vertices in A; are uniquely determined,
since each v vertex in A; is connected with a A-labeled edge to y;. Then, we
have

haler+ o) I T,V = 8) T T, (V — o))

(N =) (N =P, - Naitaz
| TR e S N
- Na1+aqz2
NEL?mi(] - yate N
( Zi:l ] 1 1/ )
- Na1+az2
S
>1 - == 11
S (1)
using ch+ *n; = q1 + g2, and 71 5f < 4. Here we have § = g,,, in the case of

prp-like settings, and § = 0 in the case of prf-like settings.
For the further analysis, we define

vi= v I W,
c1+1<i<ci+ea c1+co+1<k<i

w= v U ow
1<i<cy c1+co+1<k<i

Star Components. It can be easily seen that the analysis of the v-x compo-
nents and that of the y-x components are symmetric, so we only perform the
analysis for the v-x components. Let i = 1,...,c3 and i’ = ¢;+co+i, and let hp (%)
be the number of solutions to ZU AU By U---UB;. Note that hp(0) = h(ci +c2).
Our goal is to derive a recursive formula for hp(i + 1) that depends on hp(i),
such that a lower bound can be found for the expression hp(i + 1)/hp(i). In
order to do that, we fix a solution to ZU AU By U --- U B;. If we fix the single
vertex vy 41 € Viry1 and assign any value to vy 1, then the other ;11 unknowns
Yy} 4, in the (i/ 4 1)-th component (B;1;) are uniquely determined, since each
yf,_H vertex in Yj41 is connected with a A-labeled edge to v;y1, for j € [n41].
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Then, hp(i + 1) is the number of solutions

(% U Vi/ (] Ui’-i—l) (] (YO (] y,»/ U {yil’-i-l? ce 7y:»7/1'_;_+11 )
that satisfies:

(1) (Vo uVir) U (Yo U Vi) satisfies hp(i);

(2) virp1 ® Yl q = Njyyy for j € [irgal;

(3) virgr & (Vo U Vir);

(4) yisr & YoU Vi), for j € [mirial;

(5) wiry1 satisfies aj,,; non-equations to the y vertices in the previous compo-
nents;

(6) yg, 41 satisfies al, 41 non-equations to the v vertices in the previous compo-

nents, for j € [ni41].

Clearly, there are in total Nhp(i) solutions that only comply with the conditions
(1) and (2), which do not take the conditions (3), (4), (5), and (6) into account.
On the other hand, condition (3) excludes |V LI Vi/| possible solutions for v 1.
While condition (4) excludes |Yy U Yi/| possible solutions for each y} ;, hence,
(4) excludes at most |Yy U V| 941 possible solutions. Further, there are exactly
Z;’:’f 67,1 previous equations that share the same A value with some equation
in B;;1. Moreover, condition (5) excludes aj, ; possible solutions for v;/ 41, and
condition (6) excludes a, 41 Dossible solutions for yf, 41’8 By the principle of
inclusion-exclusion, we obtain

i’ +1

hp(i+1) > (N =+ WVil) —ai — (p+ [Vilniga — a?/-u + Z 55’-4—1)]13(1.)-

j=1
Then for 0 < i <c3—1and i = ¢; + ¢z + 7, we have

hp(i+ DT (N = 6)y)
he(@) (N — (p+ Ve ))N = (0 + Y ))n s
N [T (N =6, (N —(p+ [Virl) = 0+ Vil + X005 80— aM)
= (N =+ V)N =+ 1Y D
B-C

SR gy ) IOy Vir D "

where

B=(N—({@+Ve))(N =@+,

i’ 41 i’ 41
C= [T =6l ) (N =@+ Vil = o+ Vel + Y 6y —avi).
j=1 k=1
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We need both a lower and an upper bound for B. Using the facts that |Vy/|, | Vir |+
Nirs1 < Gm> and Enax (P + gm) < 2771, we get B > Nv+1+1) /2 We now derive
an upper bound for B.

B < (N = (p+[Vel)N = (o+ V)"
<V = (Ve D) (N0 =i (p - D DN gy (p [ D)2 2)

< NTFE =y (p A [V )N A (p 4 (Vi) 2N
— (p+ Ve )N+ + i1 (p+ [Vir ) (p + [Vir J N1

We now derive a lower bound for C.

i/ 41 i’ +1
C > (Nniwrl — Z (52?/+1N77i/+1*1) (N — (p+ ‘VZ/D — (p+ |yi/|)ni’+l —+ Z 5?'4.1 — ai/+1)
j=1 k=1

> N — (p 4 [V YN0 — gy (p+ |V )N 2

i 41 2
B ( > 55/“) N — ag g N
Jj=1

On substituting the bounds of B and C' in (12), we get

0 (p Ve )PNT T g (p + Vi ) (p o+ Vi YN T

(12) > 1

N7t /2
. 2
(Z;]:lf 5zj"+1) Nl g N+
— Nni'+1+1/2
oy T (P g PN e (p ) PN
el Nni,+1+1/2
. 2
(Z?;Ulrl 57?@%1) N7t + ai/+1Nm’+1
— N”’i’+1+1/2
>1— 2(]9 + qm)2(772‘2/+1 + 77i’+1) + 2(52 B 2ai,+1
= e it

using the fact that |Vi| = g2 + 3+ @4 < @, [Vir| = @1 + 43 + c4 < g, and
Eji{l 67,41 < 9. Here we have 6 = gy, in the case of prp-like settings (X}, ; can
occur at most once in any component), and ¢ = 0 in the case of pri-like settings.
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We consider the c3 v-* and the ¢4 y-x components together
hp(es +ea) [TE T8 TIS (N — o))

(N —p- q2)c3+Q4 (N —P— ql)q3+c4
c1tceteztea—1

2(p+ gm)* (71 + Miv1) +26° 20540
> H (1 — N )
| N2 N
1=c1+c2
. c1+cateztes—1 2(p 4 Qm)2(nz'2+1 + 7]72+1) + 252 _ 2ai+1)
> N2 N

i=ci+ca

-1 —1
o 2t am)? e T R ) +and® 20T T

= N? N
(13)

using the fact that c3 + ¢4 < (g3 + q4)/2 < ¢ /2.

Isolated components. We now consider the components of the graph that
contain exactly two vertices. Let ¢/ = ¢; +¢g +c3 +c¢4. For i = 1,...,¢c5 and

i = c1 + o + c3 + cq + i, we will write

A

i

Cizvpr — yir

where vy € Vi and y;» € Y. Let he (i) be the number of solutions to Z LA L
BUC, U---UC;. Note that ha(0) = h(c1 + c2 + ¢3 + ¢4). Our goal is to derive a
recursive formula for he (i + 1) that depends on he(4), such that a lower bound
can be found for the expression he(i + 1)/he(i). In order to do that, we fix a
solution to ZUAUBUC, U---UC;. Then, he(i+ 1) is the number of solutions

(VO U Vc’ U {vc’Jrl» ceey vi”+1}) u (YO u yc’ U {yc’+1a v 7yi”+1})
that satisfies:

(1) VouVe U{vegr,--- v ) U Yo U Ve U{Yers1,-- .,y }) satisfies he(i);

(2) virg1 ® Yirgy1 = Nirg1;

(3) Virr 41 ¢ VouVe U {'Uc’—i-l; R 1}1‘//};

(4) yiry1 € YoU Ver U{Yerya, -, yin };

(5) wiry1 satisfies aj,; non-equations to the y vertices in the previous compo-
nents;

(6) yir41 satisfies a¥, 41 non-equations to the v vertices in the previous compo-
nents.

Clearly, there are in total Nhe (i) solutions that only comply with the conditions
(1) and (2), which do not take the conditions (3), (4), (5), and (6) into account.
On the other hand, condition (3) excludes |V U V.| + i possible solutions for
viry1. While condition (4) excludes |Yy U Ve | + @ possible solutions for y;» 1.
Further, there are exactly d;71 previous equations that share the same A value
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with the equation in the 7”-th component. Moreover, condition (5) excludes aj,,_
possible solutions for v, 1, and condition (6) excludes af,, ; possible solutions
for y;»11. By the principle of inclusion-exclusion, we obtain

holi 1) 2 (N = o+ [Vel) ~i = alhyy — (ot Vo) — i — aly + 8 ) he).
Then for 0 < i <c5 —1and ¢’/ = ¢ + ¢co + 3 + ¢4 + 7, we have
he(i+1)(N — 6ii1)
he(B)(N = (p+ Ve |) = )N = (p+ [Ver|) — )
O =B} (N = (o Vi) = (o D) =20+ B — (o )
- (N=(p+[Ve]) =i)(N = (p+|Vel) — 1)
(N — 52’”+1)<N —(p+WVel) = @+ V) =20+ i1 — az‘”+1)

N2 — (2p+ Ve | + [V |+ 20)N + (p+ [Ver | + ) (p + [Ver | + 1)
(p+ |VC/| + Z)(p+ |yc’| + l) + 5i2"+1 =+ lli//_;,_lN

>1-— - - -
- N2 — 2p+ |Vo| + |Ve| + 20)N + (p+ Vo | + i) (p + |Ver| + 1)
>1_ (p + Qm)Q + (51»2//+1 + ain_,’_lN

= N2 /2

Sq_ et gn)? +20°  2air41

= N? N

using that [Ver| 41, [V |+ < gm, 20+ Ve |+ | Ve | + 20 < 2(p+¢im) < N/2, and
63,,“ < 4. Here we have § = i < ¢, in the case of prp-like settings, and § = 0
in the case of prf-like settings.

Since g5 = c¢5, we get

he (05) Hj:cl+02+03+04+1(N B 51)
<N —P—q—C— Q4)q5(N—p—q1 —q3 — 04)q5

c—1 2 2 )
> H 1_ 2(p + qm)* +20° 2a1+1)
) N2 N
1=cy1+ca+tc3tcea
c—1 2 2 )
> 1— Z 2(p+Q'm) +25 - 2a1+1)
, N2 N
i=c1+c2+cz+cy
c—1
>1- 2¢m (P + gm)” + 2¢m?” _ 22 imeitertestes Yitl 14
- N2 N . ( )

Isolated Vertices. Finally, we still need to consider the isolated vertices that
are only connected with \-labeled edges. So these are isolated vertices in G~
where the values of the vertices are unknown.

We only consider the case for the isolated v vertices, the analysis of isolated
y vertices can be performed in a similar way. For ¢ = 1,...,¢g and i* = ¢ + 4,
let hp (i) be the number of solutions to ZLU AUBUCUD; U---UD;, where D;
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is an isolated vertex in G=, which is connected to N-labeled edges in G#. Note
that hp(0) = h(c) and hp(ce + ¢7) = h(G). Then, hp(i + 1) is the number of
solutions Vo U Ve U{v,1,...,vj. 1}, that satisfies:

(1) VouVeU{vl.yy,..., v} satisfies hp(i);
(2) Vieyy € VoUVeU{U 4, 05 |
(3) vj-,, should satisfy aj. ,, non-equations to the y vertices.

Clearly, there are in total Nhp (i) solutions that only comply with the condition
(1), which do not take the conditions (2) and (3) into account. On the other
hand, condition (2) excludes |Vy + V.| + i possible solutions, and condition (5)
excludes ay. 41 possible solutions. Therefore, we have hp(cs) >[5, "(N—p-—
[Ve| —i — aj. ), which means

—1 .
hp(co) > Ci—[ N—p—Ve|—i—aj,y
(N=p—@2—c3—a—a5)es ;- N—=p—[Ve|—i
ce—1
>(i_[ (1_ a$*+1 )
= U =y= ==
teo—1
o 2t G
-_ N .

We consider the cg isolated v vertices and the c7 isolated y vertices in D together.

h (CG + 67)
(N P—Qq2 —C3 — Q4 — )ce (N P—4q1 —q3 —C4 — CI5)c7
ctecg—1 a? +ce+ 1 4
(1 23t 7,+1><1 23T i/+1) (15)
N N ’

>

Conclusion. Putting (11), (13), (14), and (15) together, and using 35717 ¢, <

1=c1+c2 —
ngﬁw a; < qq. We have
W) TILT T, (N — )
(N - p)q2+63+q4+q5+ce (N - p)Q1+fI3+C4+q5+C7
haler + o) [ T, (N = 6) hp(es +ca) Lt T (N = 6))
(N _p)qz (N p)(Il (N —Db— qQ)03+<14 (N p— ql)QS+C4
he (65) H§:01+02+03+C4+1(N - 61)
(N=p—q2—¢3—q1)gs (N —p—q1 — g3 — ca)gs
% hD(CG + 67)
(N=p—q2—c3=q1—q5)cs(N =P —q1 —q3 — €4 — G5)cs
2t gn)? atelara-t . Yt 30u8? 24
= Nz (41 + Mit1) + Gm N e N

i=c1+c2
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C Proof of Lemma 4

The proof generalizes over the single-user proof of Cogliati et al. [15]. We want to
bound the probability Pr[Xp € Tpaq] that an ideal world transcript T satisfies one
of the bad events. Therefore, by the union bound, the probability that Xp € Tyaq
can be bounded as

Pr[Xp € Toaa] < Y Pr[bad,].

Events bady, bady, and bads. We consider the event bad;. For any (j,T, M, C) €

Tm, (u,v) € 71, and (z,y) € 72, one has, by the fact that h]1 and hj are indepen-
dently drawn,

Pr(h(T) = M ®u) A (W(T) = C B )] = .

Hence, summing over the ¢ possible (4,7, M, C), p possible (u, v), and p possible
(z,y) yields

Prbad;] < gp°e® < \/qpe.
Similarly, for bad, and bads, one obtains

Pr[bads] < gp*e® < \/gpe,

Pr[bads] < gp*e* < \/qpe .

Event bady. For any (5,7,M,C), (5", 7', M',C"), (", T",M",C") € 7, with
(4/,T",M', C") distinct from (4, T, M, C) and from (5", 7", M",C"), one has, by
the fact that k7, h], kY, and k)" are drawn independently,

Pr|(h{(T) @ h] (T") = M & M') A (b (T) & bl (T") = C & C")] < €2.

Hence, summing over at most ¢> possible (j, T, M, C), (', 7', M',C"), (5", 7", M",
C"), one obtains

Prlbady] < ¢*¢*.

Events bads and badg. For any two distinct queries (4,7, M, C) # (5,7, M',C")
€ Tm, one has, by the fact that h{, h] , hj, and h} are drawn independently,

Pr((R](t) @ h) (T') = M & M) A (hy(T) @ b} (T') = Bi(T) & b} (T"))] < €.

Hence, summing over the g(¢g—1)/2 possible pairs of (j, T, M,C) # (3/, 7', M',C"),
we get

Pr[bads] <

IN

2 Pe
2 2

Similarly,
g2
2

3.2
Pr[badg] < % .

IN
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Events bad; and badg. For any two distinct queries (§, T, M, C) # (§/, 7', M',C")
€ T, and any (u,v) € 71, one has, by the fact that h{, hl, and hJ are drawn
independently,

Pr[(h(T) = M@ u) A (B(T) & hd (T") = C & ")) < .

Then, summing over ¢(q — 1)/2 possible pairs of (§,7,M,C) # (', 7', M’',C"),
and p possible (u,v),

Pr[bad;] <

Similarly,

Pr[badg] <

Events badg, badig, bad., and bad.,. We will deal with the events badg and
bad., together, using the fact that

Pr[badg V bad,,] = Pr[bad,,] + Pr[badg A —bad,,] .

To upper bound Pr[bad,,], we see ¢; as a random variable over the random
choice of h]. First, note that we have,

El]= Y Y PMa@n(T) = u] = qpe,

(4, T,M,C)ETm (u,v)ET1

so that by Markov’s inequality,

Pr[bad,,] < \/qpe.

For this bad event badg A—bad,, , we need to consider the following cases, namely
when (a) j = j’ (the two queries are made to the same user oracle), and when
(b) j # 7’ (the two queries are made to the different user oracles).

1. For case (a), since the j-th and the j’-th user are the same, we have h? =
hi . Fix any hi € H such that, when h{ = hf, ¢; < /g, and fix any
queries (j,7,M,C) # (§/,T7",M',C") € Ty, (u,v), (v/,v") € 71 such that
M & hi(T) = v and M’ & h](T’) = . Note that since ¢; < /g, there are
at most ¢/2 such tuple of queries. Then

€

Pr[(hd = b)) A (W(T) ® hi(T") = v & b (T) & v' & h(T"))] < T

and, by summing over every h{ such that ¢; < /g and every such tuple of
queries, one has
3.2
Pr[bady(a) A —bad, ] < % < %
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2. For case (b), the keys hJ and hJ are generated independently of each other.

Using the fact that i) hj1 , h}, and h] are drawn independently, then, sum—
ming over at most q(q —-1)/2 p0851b1e (4,T,M,C), (5, T",M',C"), and p?
possible (u,v), (u/,v"), one obtains

Pr[badg(b) A =bad,,] = Pr[badg(b)] < ¢°p*e*/2 < \/qpe/2.

Finally,
Pe
Pr[badg V bad,,| < \/gpe + N + \/qpe/2.
Similarly,
Pe

Pribad; V bad.,] < \/gpe +L g Vape/2.

Fuvents badi; and badiz. Note that since the hash keys for different users are
generated independently, it is enough to focus on the single user when hiil =
o= h and b)Y = = B¢ as this case will yield the dominant term.
For the events bad,y, since, (TU:), MU)) £ (TUx) MUK) for all i # k, we can
apply Lemma 2 with a = £ = 2"/2(p + q) to get

8¢%(p + q)%c

Pr[badn] S 22”

Similarly

8¢ (p + q)%e

Pr[bad;s] < o3

The result follows by an union bound over all conditions.

D Proof of Lemma 5

The bad transcript analysis relies on the sum-capture theorem proposed by Chen
et al. [8]. Typically, a sum-capture theorem states that for a random subset Z
of {0,1}" of size ¢, the quantity

w(Z,A,B) = |{(z,a,b) € Zx Ax B: z=a® b}|

is not much larger than g |A| |B| /2" for any possible choice of A and B, except
with negligible probability. In our setting, Z will consist of query-response tuples
from a permutation, i.e. Z consists of values u; ®v; where {(u1,v1),..., (uq,vq)}
is a permutation transcript. For this case, Chen et al. [8] proved the following
result.
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Lemma 7 (Chen et al. [8]). Let I' be an invertible linear map on the Fa-
vector space {0,1}". Let m & Permn, let D be some probabilistic algorithm
making exactly q distinct two-sided adaptive queries to . Let Z = {(u1,v1),. ..,
(ugq,vq)} be the transcript of the interaction of D with w, which consists of ¢ > 1
pairs such that either v; = 7w(u;) or u; = w(v;) for alli =1,...,q. For any two
subsets A, B C {0,1}", let

w(Z,A,B) = |{((u,v),a,b) e ZXAXB:u®a=T(vdb)} .

Then, for 9n < ¢ < 2", we have

Al|B| 2¢*+\/|A||B 2
Pr |u(z.a.8) > WAIBL 2OVIAIBL g e < 2

The proof generalizes over the single-user proof of Dutta et al. [22]. We
want to bound the probability Pr[Xp € Tpag] that an ideal world transcript 7
satisfies one of the bad events. Therefore, by the union bound, the probability
that Xp € Tpaqa can be bounded as

Pr[Xp € Thad] < Z Pr[bad;] .

Fvent bad;. We can rewrite bad; as
Maeu=Cor=K].
We denote
2 = [{((G:M.€), (w0), () | M&u=Cay}|.

Then, using Lemma 7, there are (2; possible combinations of M & C, u and y
that satisfy bad;. Note that in the ideal world, {2; only depends on ¢;, 7, and
. £21 does not depend on K73, which is drawn uniformly at random at the end
of the interaction. Hence, for any C'; > 0, we have

Cq

Pr[badﬂ S PI‘[Ql Z Cl] + 27 .

We thus set Cy = ‘72%2 + 2‘12? + 3py/nq and obtain

2’!1
2 @®  2¢°p  3pynq

Events badz, and bads. We consider the event bady. For any (j, M,C) € 7,
(u,v) € 71, and (x,y) € T2, one has, by the fact that K] and K3 are indepen-
dently drawn,

1

Pr[(K{:M@u)/\(ngM@v@yEBK{)]:ﬁ.

46



Hence, summing over the ¢ possible (j, M, C), p possible (u,v), and p possible
(z,y) yields

2
Pr[bads] < g%

Similarly, one obtains

qp?

Pr[bad3] S ﬁ .

Event bady. Note that this event only holds when j, 7/ and j” are all distinct
(three distinct users). For any (4, M, C), (', M',C"), (5", M",C") € Tp,, one has,
by the fact that K, Ki , KJ , and KJ are drawn independently,

1

Pri(k{ & K{ =M M)A (K} @ K] =CeC") < 5.

Hence, summing over at most ¢° possible (j, M,C), (5', M',C"), (5", M",C"),
one obtains

e
Pr[bad4] S ﬁ .

Events bads and badg. Note that this event only holds when j # j’ (distinct
users). For any two distinct queries (j, M,C) # (j', M',C") € 7,,,, one has, by
the fact that Ky, K7 , K3, and KJ are drawn independently,

Pr(K{ @ K{ =Me M)A (Kjo K] =MaeM oK oK) < 5.
Hence, summing over the g(q — 1)/2 possible pairs of (j, M,C) # (5, M’,C"),
we get

2 3
q a
Pribads] < 050 < 55,
Similarly,
7 7

Pr[badg] < Jon=1 < 2201 -

FEvents bad; and badg. For the event bad;, we need to consider the following
cases, namely when (a) j = j' (the two queries are made to the same user oracle),
and when (b) j # j' (the two queries are made to the different user oracles).

1. For case (a), since the j-th and the j/-th user are the same, we have K; = K.
For any two distinct queries (j, M,C) # (j', M’,C') € 7y, one has, by the
fact that K7, and the output C' and C” are drawn independently,

1

Pr[(K{:M@u)A(C:C’)]Sﬁ.
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Hence, summing over the g(q—1)/2 possible pairs of (j, M, C) # (', M',C"),
and p possible pairs of (u,v), we get
2

qap
Pr[badz(a)] < 201 -

2. For case (b), the keys K; and K/ are generated independently of each other.
The second equation holds with probability 1/2™. The rest of the analysis is
identical to that of case (a).

Hence

2
qap
Pr[bad7] S 22717_1 .

For the event badg, note that this event only holds when j # j' (distinct users).
The analysis is identical to that of bad;(b).

2
ap
Pr[bads] S 22”7—1 .

FEvents badg and bad;g. For this bad event badg, we need to consider the fol-
lowing cases, namely when (a) j = j' (the two queries are made to the same
user oracle), and when (b) j # j' (the two queries are made to the different user
oracles).

1. For case (a), since the j-th and the j’-th user are the same, we have K{ = Kf,
and K} = K} , the event becomes M Gu= K] A M' ®u' = K] Ave M =
v/ @ M'. In order to bound this bad event, we need the following help event:

Z: 0 = |{{(u,v), (u/’v/>} s (u,v), (u/’vl) ETp,uDv= u' @ Ul}l >Vp.
Then we have the following:
Pr[badg(a) V Z] < Pr[Z] + Pr[badg(a) A =Z] .

To bound the probability of the event Z, we define an indicator random
variable I;; which is set to 1 if and only if (u;,v;), (ug,vk) € 7, such that
u; @ v; = up P vg. Therefore, we have

0=> L.
ik

Now, for a fixed i, k, we have Pr[l;, = 1] = 1/2"™. This is due to the fact
that either both of (u;,v;), (uk, vx) are backward queries in which u;, uy are
random values or at least one of them is a forward query (w.l.og we assume
(ug,vy) is a forward query) in which v; is random. Hence, using the linearity
of expectation, we have

Bl = 3 Blla) = 3 Prle =1) < v
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Therefore, using Markov’s inequality, we have

3/2
Pr[Z] < E[) < ]92—71

SV
Now, we bound the probability of badg A =Z. To bound the event, for a fixed
pair of (j, M,C), (', M’,C") € 1, and for a fixed pair of (u,v), (v',v") € 11,
the probability that the event holds is 1/2™ due to the randomness of K. The
number of (u,v), (u,v") satisfies the the event is at most ,/p. Moreover, the
number of choices for (j, M, C') is ¢ which makes the choice for (5, M’,C")
at most 1, as choosing an (j, M, C) determines (j', M’,C"), namely, M’ =
u ®u ® z. Hence,

Prlbadg(a) A ~Z] < qf .

2. For case (b), the keys K7, Kf,, K}, Kg/ are generated independently of
each other. Using the fact that K7, K{ , K3, K3 are drawn independently,
then, summing over at most g(q — 1)/2 possible (j, M, C), (', M’,C"), and
p? possible (u,v), (u/,v"), one obtains

2,2 2
4*p qp
Prlbads(b)] < S < 5o -
Finally,
2
Prlbady V Z] < M + an + o
Similarly,
2
q
Pr[badio V Z] < \f p2n 235_1 .

Event bady;. Note that since the keys for different users are generated inde-
pendently of each other, it is sufficient to consider the single user case when

KJ" = ... = K)'**'. Using the fact that in the ideal world the randomness in
the transcript 7,, is in the values Cj,, ..., Cj,, & {0,1}"™. We obtain
Pr(bady,| = \EF)
11 g -

The result follows by an union bound over all conditions.

E Proof of Lemma 6

The bad transcript analysis relies on the alternating events lemma proposed by
Jha and Nandi [27] and Choi et al. [14].
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Lemma 8 (alternating events lemma [14,27]). Let g;,q;, ¢k, q1,q9 € N. Let
X% = (Xq,...,X,,) be a g;-tuple of random variables, and define the same for
X%, X% X%, For distinct i € [q;],j € [g;], let E; ; be events associated with
X; € X% and X; € XU, possibly dependent, which all hold with probability
at most €. For distinct i € [q;],j € [q;],k € [qi],l € [q1], let F; ;. be events
associated with X; € X%, X; € XU, X}, € X%, and X; € X which all hold
with probability at most €. Moreover, the collection of events (F; jk.1)i ki 1S
independent with the collection of event (E; ;)i ;j. Then,

Pr(3i € [¢:),7 € [g5], k € [ar],1 € [@1), Bij A Bk A Fijaa) < JG@iaed - € - Ve .

Jha and Nandi [27] proved the alternating events lemma for g¢;, ¢;, g, ¢ = g, the
lemma can straightforwardly be generalized to different g;,g;, i, q;, a similar
proof for this is given in the bad transcripts analysis of the work by Choi et
al. [14].

We want to bound the probability Pr[Xp € Tpaq] that an ideal world tran-
script 7 satisfies one of the bad events. Therefore, by the union bound, the
probability that Xp € Tpaq can be bounded as

Pr[Xp € Toaa] < Y _ Pr[bad;].

Events bad;, bads and bads. For any possible MAC query (j, N, M,T) € 7p,,
(u,v) € 7y and (x,y) € T2, one has, by the fact that K; and h; are independently
drawn,

Prl(K; = N @u) A (h;(M) = N @a)] = o

Hence, summing over ¢, possible choices of (j, N, M,T), p possible (u,v), and
p possible (z,y) yields

2
Pr[bad;] < q";ﬁ <.

Similarly

gmp°e
2n
Pr[bads] < gnp’e®.

Pr[badg] S

FEvent bads. For this bad event, we need to consider the following cases, namely
when (a) j = j’ (the two queries are made to the same user oracle), and when
(b) j # j' (the two queries are made to the different user oracles).

1. For case (a), since the j-th and the j’-th user are the same, we have K; = Kj,
and the first equation becomes N # N’. Let N be the set of all MAC
queries such that N # N’. Event bady occurs if N’ @ hj(M') = N' &
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hjn (M) for some (j/,N',M',T") # (3”,N",M",T"). For any such fixed
(4, N, M, T),(3/,N',M',T"), (57, N", M" , T") € 1,,, one has, by the fact that
hj and hj» are drawn independently, Pr[h; (M")@®hj»(M") = N'@&N'] <e.
Hence, summing over at most u? possible (j, N, M, T), (', N, M',T"), (5",
N" M",T"), one obtains

Pr[bady(a)] < p’e.

2. For case (b), the keys K; and K/ are generated independently of each other.
For any MAC queries (j, N, M,T), (', N',M",T"), (", N",M",T") € 7p,
with (5/, N, M',T") distinct from (j, N, M,T) and from (5", N" , M" T"),
one has, by the fact that K;, K;/, hj/, and h;» are drawn independently,

Prl(K; & Ky = N & N') A (hy (M) @ hyr(M") = N & N")| < .

Hence, summing over at most ¢>, possible (j, N, M, T), (', N', M',T"), (",

N" M",T"), one obtains

Pr[bad4(b)] <

Putting the two cases together, we have

3
Prlbad,] < p?e + %

FEvents bads and badg. We consider event bads. For this bad event, we need to
consider the following cases, namely when (a) j = j' (the two queries are made
to the same user oracle), and when (b) j # 5’ (the two queries are made to the
different user oracles).

1. For case (a), since the j-th and the j’-th user are the same, we have K; = Kj,
and the first equation becomes N # N’. For any such fixed (j, N, M, T), (§’,
N',M',T") € T, the probability of the event h}(M) @ hj,(M') =T & T’
is at most e. Number of queries such that N = N’ is at most p?. Summing
over all possible (j, N, M, T), (5, N, M’, T"), one obtains

Prlbads(a)] < p’e.

2. For case (b), the keys K; and K/ are generated independently of each other.
For any two distinct MAC queries (j, N,M,T) # (', N',M',T') € 7, one
has, by the fact that K;, K, h}, and hj are drawn independently,

* * €
PI‘[(KJ' @Kj/ = NEBN/) A (hj(M)@hj/(Ml) :T@TI)} < 27

Hence, summing over the ¢, (g, — 1)/2 possible pairs of (j, N,M,T) #
(J', N, M",T"), we get

2 3
dm € qm€
Pr[bads(b)] < 5 < o5



Putting the two cases together, we have

qTf 3

Prlbads] < 2ue + o=

Similar to bads(b),
2 2
qc€ q €
Prlbads] < dm& « Im©
rbads] < Z5= < 7
Events bad; and badg. We first consider event bad;. For any two distinct MAC
queries (j, N, M,T) # (j', N',M",T") € 7, and any (u,v) € 71, one has, by the
fact that K, h;, and h;s are drawn independently,
Pr[(K; = N @ u) A (hj(M) & hj (M) = N & N')| < 2i
Then, summing over ¢, (¢, —1)/2 possible pairs of (j, N, M, T) # (j/,
and p possible (u,v),

N, M',T),

2
4mPe
Pr[bad;] < n1 -

We now consider event badg. For this bad event, we need to consider the
following cases, namely when (a) j = j' (the two queries are made to the same
user oracle), and when (b) j # j’ (the two queries are made to the different user
oracles).

1. For case (a), since the j-th and the j/-th user are the same, we have K; = K/,
and the second equation becomes N # N’. For any two distinct MAC queries
(N M, T) # (j/, N',M',T") € 7, and any (u,v) € 7y, one has, by the
fact that h; is drawn independently, the event N @ h;(M) = u holds with
probability at most e. The number of choices of possible N = N’ is at most
2u and summing over p possible (u,v),

Pr[badg(a)] < 2pupe.
2. For case (b), the keys K; and K/ are generated independently of each other.
For any two distinct MAC queries (j, N,M,T) # (', N',M',T') € 1,,, and

any (u,v) € 71, one has, by the fact that K;, K;/, and h are drawn inde-
pendently,

€

on

Then, summing over ¢y, (g —1)/2 possible pairs of (j, N, M,T) # (', N', M, T"),
and p possible (z,v),

Pr[(h;(M)=N@x)A(K;& Ky = N @& N')] <

2
€
Pr[bads (b)] < g’:p .

Putting the two cases together, we have

qmp

[badg] on—
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FEvents badg and badig. In order to bound these two events, we will need the
following two help events

bade, : ¢1 = |(4,T,M,C) € T, N® K; € 11| > /G,
bade,: co = |(4,T,M,C) € T, N& h;(M) € 72| > \/m -
In stead of bounding badg, we will bound bady V bad,,
Pr[badg V bad,., ] = Pr[bad,,| + Pr[badg A —bad,,] .

To upper bound Prlbad,,], we see ¢; as a random variable over the random
choice of K. First, note that

Ell= Y, Y PNek=u="",
(3, N, M, T)ETp, (u,v)ET

so that by Markov’s inequality,

v/ dmP
Prlbad,,] < 22”” .
For this bad event badg A—bad,, , we need to consider the following cases, namely
when (a) j = j' (the two queries are made to the same user oracle), and when
(b) j # 7’ (the two queries are made to the different user oracles).

1. For case (a), since the j-th and the j/-th user are the same, we have K; = K.
Note that ¢; < \/Gm, and fix any queries (j, N,M,T) # (j',N',M',T") €
Tm, (4, v), (W', v") € 7 such that N @ K; = w and N’ @ K; = u’. Note that
since ¢ < /qm, there are at most ¢,,/2 such tuple of queries. Then

Prpj(M) @ hj(M')=voTov ©T] <e.

and, by summing over every h} such that ¢; < /g, and every such tuple of
queries, one has

3 2
Pr[bad(a) A —bade, ] < % < q";

2. For case (b), the keys K; and K/ are generated independently of each other.
Using the fact that K;, K/, h7, and h}, are drawn independently, then, sum-
ming over at most ¢2, possible (j, N, M, T), (5, N',M’',T"), and p* possible
(u,v), (u',v"), one obtains

4P’ _ qmp°e
Pr[badg(b) V bad,,] = Pr[badg(b)] < “— < .

22n  — on
Finally,
3 2 2
Prbady V bad,,] < YImP | Gn€ | dmP7€
2n 2 2n
Similarly,
f— 3 2
Pr[badi V bad,,] < Qq;np + q”; + gmp?e®.
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FEvents bady;. Note that since the hash keys for different users are generated
independently, it is enough to focus on the single user when h;, =--- = hﬁsﬂ’

as this case will yield the dominant term. Since (NU:) MG)) £ (NUx) | MGr)
for all i # k, we can apply Lemma 2 with a = £ = 2" /2(p + ¢) to get

87, (P + qm)*e

Pr[badn] S 22n

Event badya. For any MAC query (j, N, M,T) € 7, and any verification query
(j(“),N(“), M(“),T(a)) € Ta, one has, by the fact that hj, b, h;, and h;(a) are
drawn independently,

Pr((hj (M) @ hjw (M@) = N & NW) A (B (M) @ b, (MW) =T & TW)] < .
Then, summing over q,, possible (j, N, M, T), and ¢, possible (5(®, N(@) p(@) 7(a))

Pr[badw] < qua62 < qfnqa62 :

Ewvent bad,3. For any possible verification query (j(*), N, M(@) T(@) € 7, and
a pair of any possible primitive queries (u,v) € 7 and (x,y) € 72, one has, by
the fact that K (@) and hj(a> are drawn independently,

Pr[(K;w = N@ @ u) A (hjw (M@) = N @ z)] < 7
Then, summing over g, possible (j(*), N(@) M (@) 7)) 4 possible (u,v), and p
possible (z,y),

qap’e

Pr[badlg] S on .

FEvents badi4 and badig. We consider event bad;4. Note that since our goal is the
prove 2n/3-bit security, it is sufficient the only focus on the first two equations.
For any MAC query (j, N, M,T) € 7,,, any verification query (j(*), N(®) M(e) 7(@)
€ T, and any (u,v) € 71, one has, by the fact that K, h;, and h;. are drawn
independently,

Pr((K; = N @ u) A (hj(M) & hj (M@) = N & N@))| < 2% .
Then, summing over g, possible (4, N, M, T), q, possible (j(, N(@) M(@) ()
and p possible (z,y),

Pr[badyy] < pq’;fae.

Similarly,

Pam e

Pr[badw} S on
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FEvent bad;s. For this bad event, we need to consider the following cases, namely
when (a) j = j' (the two queries are made to the same user oracle), and when
(b) j # j' (the two queries are made to the different user oracles).

1.

For case (a), since the j-th and the j’-th user are the same, we have K; =

K. We will use Lemma 8 to bound the event, with ¢; = ¢m, & = ¢a,

gj = q =p. Wedenote E; j; : N®x = Hj, Ejp: N@ @ = Hj@), and
Fijre: T H. =y®T&H; &y’ The probability that £; ; happens
for fixed i, is € (same for Ej ), and the probability that F; ;. happens
for fixed j, k is €. Hence, summing over at most ¢, possible (j, N, M,T), ¢,

possible (j(®), N(@ M) 7)) and p? possible (z,%), (z’,y’), one obtains

Pr[badis(a)] < py/Gmdae®’? .

. For case (b), the keys K; and Kj;w) are generated independently of each

other. It is sufficient the only focus on the first two equations. For any MAC
queries (j, N, M,T) € T, any verification queries (j(*, N(®) M(@) T(@) ¢
Ta, and any (z,y) € 72, one has, by the fact that K, K;.), and h; are drawn
independently,

Pr[(hj(M) = N @ z) A (K; ® Kjw = N @& N@)| <

€
= 27 .

Hence, summing over at most ¢, possible (j, N, M, T, q, possible (j(*), N(®),
M@ T(@) and p possible (z,y), one obtains

Prlbad;s(b)] < pq;:]ae .

Putting the two cases together, we have

Pl‘[bad15] < pv QmQa63/2 + on

The result follows by an union bound over all conditions.
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