Multi-User Security of the Sum of Truncated
Random Permutations (Full Version)

Wonseok Choi'/*, Hwigyeom Kim?2(, Jooyoung Lee?2** and Yeongmin
Lee?

1 KIAS, Seoul, Korea
{wonseok}@kias.re.kr
2 KAIST, Daejeon, Korea
{buddha93,hicalf,dudals4780}@kaist.ac.kr

Abstract. For several decades, constructing pseudorandom functions
from pseudorandom permutations, so-called Luby-Rackoff backward con-
struction, has been a popular cryptographic problem. Two methods are
well-known and comprehensively studied for this problem: summing two
random permutations and truncating partial bits of the output from
a random permutation. In this paper, by combining both summation
and truncation, we propose new Luby-Rackoff backward constructions,
dubbed SaT1 and SaT2, respectively.

SaT2 is obtained by partially truncating output bits from the sum of two
independent random permutations, and SaT1 is its single permutation-
based variant using domain separation. The distinguishing advantage
against SaT1 and SaT2 is upper bounded by O(\/M/Z"*O'Sm) and
O(\/ﬁq}ﬁix/f"*oﬁ’”), respectively, in the multi-user setting, where n
is the size of the underlying permutation, m is the output size of the
construction, u is the number of users, and gmax is the maximum number
of queries per user. We also prove the distinguishing advantage against
a variant of XORP[3] (studied by Bhattacharya and Nandi at Asiacrypt
2021) using independent permutations, dubbed SoP3-2, is upper bounded
by O(\/Iimax/2>").

In the multi-user setting with u = O(2"~™), a truncated random permu-
tation provides only the birthday bound security, while SaT1 and SaT2
are fully secure, i.e., allowing O(2") queries for each user. It is the same
security level as XORP[3] using three permutation calls, while SaT1 and
SaT2 need only two permutation calls.
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1 Introduction

Block ciphers are usually considered to be pseudorandom permutations (PRPs)
from a cryptographic perspective. That means someone cannot distinguish a
secure block cipher from a random permutation before performing a certain
number of encryption and decryption queries in a black-box manner. On the
other hand, various cryptographic constructions such as the Wegman-Carter
message authentication scheme use a pseudorandom function (PRF) as their
building primitives to achieve beyond-birthday-bound security. When the un-
derlying PRF is instantiated with a block cipher, the security of the resulting
construction (e.g., the Wegman-Carter-Shoup construction) might be degraded
down to the birthday bound [2/3/4].

In order to address the problem of security degradation, there has been a
significant amount of research on construction of beyond-birthday-bound secure
PRFs from (sufficiently secure) PRPs [TI3I5/9T4IT6IT20023)30031]. Among such
Luby-Rackoff backward constructions, two constructions are well-known and have
been comprehensively studied: summing two random permutations and truncat-
ing partial bits of the output from a random permutation.

SuM OF RANDOM PERMUTATIONS. Given two n-bit (keyed) PRPs P; and Pa,
their sum, denoted SoP, maps = € {0,1}" to

SoP[P1, Po)(x) & Py (2) & Pa(x).

This construction was first introduced by Bellare et al. [3], and its security has
been proved up to 22*/3 queries by Lucks [24]. A series of works followed [ITI27/30],
culminating with the proof by Dai et al. [14] that the sum of two n-bit random
permutations is (fully) secure up to O(2™) queries.

SuM OF THREE OR MORE RANDOM PERMUTATIONS. SoP[k] is a generalization
of SoP. With k£ random permutations, SoP[k] returns its output by summing
outputs of k random permutations. Lucks [24] showed that SoP[k] is secure up
to O(2F"/(k+1)) queries, and Mennink and Preneel [27] showed that SoP[k] is
not weaker than SoP. Since SoP is fully secure in terms of indistinguishability,
this problem seemed to be settled. However, a single permutation variant of
SoP[3] with domain separation, originally dubbed XORP[3], but denoted SoP3-1
throughout this paper, was revisited by Bhattacharya and Nandi [6], where they
proved its n-bit security in the multi-user setting with O(2™) users.

TRUNCATED RANDOM PERMUTATIONS. Let n and m be positive integers such
that m < n. The TRP construction is defined as

TRP[P] & Tr,,,(P(-)),

where P is an n-bit permutation (modeled as a random secret permutation) and

Try, - {0,1}" — {0,1}™
x— x,
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when z € {0,1}" is written as zy, || zg for 2z, € {0,1}™ and zg € {0,1}" ™.
Truncating a random permutation was first considered by Hall et al. [20] and
proved secure up to O(2("+7)/2) adversarial queries [I6]. Besides, the authors
realized that their security bound follows from the result of Stam [32] which was
already published in 1978. This bound turns out to be tight as they also present
matching attacks. Mennink [25] generalized truncation functions used in TRP

and showed that the security of such constructions could not exceed that of the
original TRP.

MuLTI-USER SECURITY. In the real world, multiple users use the same crypto-
graphic scheme with independent keys. Even if a cryptographic scheme is proved
to be secure in the single-user setting, it does not generally guarantee its multi-
user security, where an adversary access multiple instances, each of which uses
a distinct key. Multi-user security of symmetric-key constructions was firstly
considered by Mouha et al. [28], by proving the multi-user security of the Even-
Mansour cipher. Since then, various constructions have been analyzed in the
multi-user setting [7I2T22/33].

1.1 Related Work

There have been some other approaches to building a PRF on top of PRPs. In
this section, P; and P, are independent n-bit permutations.

ENCRYPTED DAvis-MEYER. Cogliati and Seurin [I2] introduced a PRF con-
struction, dubbed Encrypted Davis-Meyer (EDM), defined as

EDM[Py, Po](z) % Po(Pi(z) @ ).

They proved PRF-security of EDM up to O (22"/3) queries. Later, Dai et al. [14]
improved this bound up to O (23”/ 4) via the chi-squared method. Mennink and
Neves [26] introduced a dual construction of EDM, dubbed Encrypted Davis-
Meyer Dual (EDMD), defined as

EDMDIP;, P (z) & Py (P (2)) @ P ().

They claimed both EDM and EDMD are secure up to (almost) 2™ queries. How-
ever, the proof depends on Patarin’s Mirror theory, which has not been fully
verified. Cogliati and Seurin [I3] proved that the single permutation variant of
EDM is secure up to 22"/3 queries.

SUMMATION-TRUNCATION HYBRID. Gunsing and Mennink [I9] proposed the
so-called Summation Truncation Hybrid (STH) construction. The idea of this
construction is concatenating outputs of two independent TRPs and sum of
discarded bits from those TRPs. They proved that STH is asymptotically as
secure as TRP, which implies that the use of discarded bits does not degrade the
security.
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SuM OF EVEN-MANSOUR. Sum of Even-Mansour (SoEM) [§] is a PRF built from
public permutations. When P; and P, are public permutations, the construction
is defined as

SOEM[Pl, Pg,kl, k’g](x) déf Pl(I@kl) @kl SY Pg(l’@kz) @k27

where k1 and ks are secret keys. The authors proved that SoOEM with independent
permutations and keys achieves 2n/3-bit security, which is tight. They also pro-
posed another PRF construction, dubbed SoKAC, however, Nandi [29] pointed
out a flaw from the security proof of SOKAC and this construction is disclaimed.

1.2 Owur Contribution

In this paper, we propose new Luby-Rackoff backward constructions: SaT1 and
SaT2. Let P, P; and Py be n-bit permutations. For a positive integer m such
that m < n, SaT1 and SaT2 are defined as follows (see Figure [I]).

SaT1[P]: {0,1}"' — {0,1}™
x> Trp (P(0 || 2) & P(1 || z)),
SaT2[Py,Pq] : {0,1}" — {0,1}™
x +— Try (P1(z) ® Pa(z)).
We also propose a variant of SoP[3] using three independent permutations,

dubbed SoP3-2. For n-bit permutations P, Py, Py and P3, SoP3-1 and SoP3-2
are defined as follows (see Figure [2)).

SoP3-1[P] : {0,1}""% — {0, 1}"
x+— P(00] )@ P01 || 2)® P(10 || z),
SoP3-2[Py, Py, P3] : {0,1}"* — {0,1}"
x +— P1(x) ®Pa(x) ®Ps(x).

The multi-user security of SaTl, SaT2, and SoP3-2 is summarized in Table [T
Note that the single-user security bound of SaT1 and SaT2 can be obtained from
our bound by setting © = 1, while the generic multi-user bound is obtained by
multiplying p to the single-user bound. Our security bound is proportional to
p'/?, which is better than the one from the hybrid argument.

SaT1l and SaT2 can be regarded as the sum of two TRPs. Also, SaT2 (resp.
SaT1l) can be obtained by truncating SoP (resp. SoP based on a single permu-
tation with domain separation). If we apply our proof technique to TRP, the

security bound would be
0 (\/ﬁQmax) .

2%

We omit the proof, but proving the above bound would be straightforward. TRP
cannot achieve full security with respect to the permutation size in the multi-
user setting. For m = n/2 and u = O(2"/?), TRP is secure up to O(2"/2) queries
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(a) SaT1[P] (b) SaT2[Py, Py]

Fig.1: SaT1l and SaT2 constructions
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Y Y
(a) SoP3-1[P] (b) SoP3-2[P1, P2, P3]

Fig.2: SoP3-1 and SoP3-2 constructions

for each user, while SaT1 and SaT2 are secure up to O(2™) queries for each user.
Compared to SoP3-1, SaT1l and SaT2 can be made more secure at the cost of a
lower rate, or conversely, can be made more efficient according to the acceptable
level of security or the number of users. If ;1 < 2*/3, SaT1 and SaT2 can allow
O(2™) queries per user and the rate is higher than n/3 (the rate of SoP3-1) by
setting m = n — log, p.

As a concrete example, when n = 128, m = 64 and pu = 2%, both SaTl
and SaT2 are optimally secure, i.e., (128 — ¢)-bit secure for all u = 254 users,
where € is a small constant from our security bounds. If more output bits are
needed, one can truncate only 16 bits (with m = 112), in which case SaT1 enjoys
80-bit security, and SaT2 is even better, enjoying 112-bit security. Hence, SaT2
outputs 112-bit blocks with 112-bit security, while SoP3-1 outputs 128-bit blocks
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Construction  Security bound  Rate Number of Keys Reference

SaT1 Vmax /2705 m /2 1 Ours

SaT?2 VRS, /22 0Em /2 2 Ours
SoP3-1 JiGm/2" 13 1 6]
SoP3-2 NIl n/3 3 Ours

Table 1: Multi-user security and efficiency of SaT and SoP|[3] constructions. Con-
stants are ignored in the security bounds. p is the number of users and guax is
the maximum number of queries per user. Rate is the number of output bits per
permutation call.

with 128-bit security for 264 users, at the cost of two primitive calls and three
primitive calls, respectively.

When 1 > O(2"~™), we note that SaT2 can accept significantly more queries
than SaT1. We also see our security bound of SoP3-2 is better than SoP3-1, while
the tightness of these security bounds is still open.

ProOF TECHNIQUE. Compared to SoP, it is not straightforward to compute the
expectation of the y2-divergence for truncated values. We addressed this issue by
modifying the domain over which the expectation is taken. Moreover, we had to
precisely compute the expectation rather than loosely upper bounding it, which
was possible by using more involved counting - we take into account almost all
the terms appearing in our computation, and make them cancel out each other.

APPLICATION. The key-generation algorithm in AES-GCM-SIV [TIT7/T8] can be
replaced by SaT1 or SaT2. GCM-SIV and other authenticated encryption schemes
such as CWC+ [I5] and SCM [10)] use synthetic IVs derived from secure PRFs. We
expect that those constructions would perform better in the multi-user setting
when combined with SaT1l or SaT2, while proving their overall security would
be an independent topic of interest.

2 Preliminaries

NoTATION. Throughout this paper, we fix positive integers n, m, and p such that

m < n to denote the block size, the number of output bits (after truncation), and
number of users, respectively. We denote 0™ (i.e., m-bit string of all zeros) by
0. Given a non-empty finite set X', x <—g X denotes that = is chosen uniformly
at random from X. |X| means the number of elements in X. The set of all
permutations of {0,1}" is simply denoted Perm(n). The set of all functions with
domain {0,1}" and codomain {0,1}™ is simply denoted by Func(n,m). For a
keyed function F : K x X — ) with key space K and non-empty sets X and ),
we will denote F(K,-) by Fk(-) for K € K. A truncating function is defined as
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follows:

Try, - {0,1}" — {0,1}™
T — 2z,

where © € {0,1}" is written as zp, || xg for 2y € {0,1}™ and xg € {0,1}" ™.

MULTI-USER PSEUDORANDOM FUNCTION. Let C : K x {0,1}" — {0,1}™ be
a keyed function with key space . We will consider an information theoretic
distinguisher .4 that makes oracle queries to C, and returns a single bit. The
advantage of A in breaking the mu-prf security of C, i.e., in distinguishing
C(K1,+),...,C(K,, ) where K,..., K, <—¢ K from uniformly chosen functions
Fi,...,Fu =g Func(n,m), is defined as

AV () = |Pr K, Ky g K A G — ]

—Pr [Fl, ...,Fu ¢ Func(n,m) : AP Fu() — 1} ‘

We define AdvZ"™" (11, gmax, t) as the maximum of AdvZ"™"(A) over all the
distinguishers against C for p users making at most g¢max queries to each user
and running in time at most t. When we consider information theoretic security,
we will drop the parameter t.

MurTI-USER PSEUDORANDOM PERMUTATION. Let E : K x {0,1}" — {0,1}"
be an n-bit block cipher with key space K. We will consider an information
theoretic distinguisher A that makes oracle queries to E, and returns a single
bit. The advantage of A in breaking the mu-prp security of E is defined as

AdvIPP(A) = ‘Pr [Kl, Ky g K AR OB () 1}

—Pr {Pb - Pyt Perm(n) : AP0 Pu() = 1} ‘

Similarly to the mu-prf security, we define Advg """ (1, gmax, t)-

THE CHI-SQUARED METHOD. We give here all the necessary background on the
chi-squared method [I4] that we will use throughout this paper.

We fix a set of random systems, a deterministic distinguisher A that makes
q oracle queries to one of the random systems, and a set {2 that contains all
possible answers for oracle queries to the random systems. For a random system
Sand i€ {1,...,q}, let Zs; be the random variable over 2 that follows the
distribution of the i-th answer obtained by A interacting with S. Let

; def
29 = (ZS,la"'7ZS,i)7

and let

p%(2) < py (Z)s = 2]
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for z € 2'. For i < g and z = (21,...,2-1) € 2! such that ps (z) > 0, the
probability distribution of Zs ; conditioned on Z% ' = z will be denoted p% (),
namely for z € (2,
def i
P%,i(2) = Pr [Zsi =2 | Z L= z] .

For two random systems Sp and Sy, and for i < ¢ and z = (21,...,2i-1) €
=1 such that p§ '(z), ps, ' (z) > 0, the x?-divergence for p% ,(-) and p% ,(-)
is defined as follows.

2
def (%, .:(2) = p%, 4(2))
X2 (pgl,i(')v P?so,i(’)) = Z = z (Z)O - .
z€§2 such that p807i
P..ZSO,i(Z)>O
We will simply write x*(z) = x* (p%, ;(-),p%,.;(-)) when the random systems
are clear from the context. If the support of pgl() is contained in the support
of pfgg'l(-), then we can view x? (p%, ;(-), Pfgoz()) as a random variable, denoted
X2 (Zgl), where z follows the distribution of Zgl.
Then A’s distinguishing advantage is upper bounded by the total variation
distance of p% (-) and p§, (-), denoted [|pg, (-) — p%, (-)||, and we also have

2

IpS, () — P, (I < (;ZEX [\ (Zfsll)]> _ (1)
i=1
See [14] for the proof of ().

3 Summation-and-Truncation

In this section, we propose new PRF constructions based on PRPs. We will prove
that these constructions are fully secure (secure after almost 2" queries made
for each user) with 2"~™ users. Let

SaT1[P]: {0,1}"" ! — {0,1}™
z— Trp (POl 2) ®P(1 | 2))

where Tr,, is defined in Section 2] and P is an n-bit random permutation from
Perm(n). The mu-prf security of SaT1 is represented by the following theorem.

Theorem 1. Let n, m, p, and qmaqz be positive integers such that m < n and
Gmax < 2773, Then one has

1
. 20ug3 21 2

f HGme Hq
AQVERE () < (e 4 T )

The proof is given in Section [
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Remark 1. When m = n, it is well known that the mu-prf advantage of SaT1l
(equivalently, SoP) is about pgmax/2" since SaT1 never outputs 0 which is dis-
tinguished from a random function.

We also define SaT2 which is a variant of SaT1 on two independent random
permutations. Let

SaT2[Py,Py] : {0,1}" — {0,1}™
T — Trp,(P1(x) @ Pa(x))
where Tr,, is defined in Section [2| and P; and P, are two independent random

permutations from Perm(n). The mu-prf security of SaT2 is represented by the
following theorem.

Theorem 2. Let n, m, p, and qmqx be positive integers such that m < n and
Gmax < 2"72. Then one has

1
2 3 2
-prf HGme
Adv?alil'gr (:U’a qmax) S < 24nm;1:) .

The proof is given in Section
One can consider SaTl and SaT2 based on an n-bit block cipher E : K X
{0,1}™ — {0,1}" with key space K, which is defined as
— For x € {0,1}" ! and K € K,
SaT1E|(K,z) = Trn(Ex (0 || 2) ® Ex (1 || x));
— For x € {0,1}" and K, K, € K,
SaT2[E|(K1, Ky, x) = Trp, (Eg, (z) ® Ek, (x)).

Up to the mu-prp security of E, one can derive the multi-user security of SaT1[E]
and SaT2[E].

1
Ad - - 20ug3 21 2
v f v Hq Haq
?;—I—E{E] (’u7 Gmax; t) < Ad E]u prp(M» 2Gmax; t/) + ( 24nf:zx 22n“:X) s

1
~ ~ 2 3 2

u-prf u-pr| HGmax
Advg, g (1 Gmax, t) < AdVE™™P (21, gmax, ') + ( Sin—m )

where ' ~ t + 2uqmax.

4 Proof of Theorem [1]

Before proving the security of SaTl, we define random experiments to make it
possible to prove it with the chi-squared method in Algorithm
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Algorithm 1 Experiments for SaTl

Experiment By
: for j < 1to udo
for i < 1 t0 gmax do
yzj s {07 l}m
77 (y{7 e vngmax)
return (Z',...,Z")

Experiment 5;
1: for j < 1 to p do
2 R+ {0,1}"
3 for 1 < 1 t0 Gmax do _
4: U1 3 Ru, Ru < Ru \ {ud;_1}
5: u); s Ru, Ru  Ru \{ud;}
6: 91 < Trm(ud;_q), 13 + Trm(u;)
7 yzj A T%Fl & T%L
8 Zj<—(y{,~~~ ’yémax)
9: return (Z',...,Z")

Experiment Cy
1: for j < 1 to p do
2 Ry« {0,1}"
3 for i < 1 t0 gmax do
4: y! < {0,1}™
5: ﬁj(yf.)e{(u,v) :u,vGRu,uiv,Trm(uGBv):yf}
6: if |77 (y?)| > 0 then
7 (ug; 1, uh;) s T (y])
8
9

else 4
: (u;_1,u;) + (L, L)
10: Ru + Ru '\ {u§i717ugi}
11: T%i—l — Trm(u;i_l), T%i A Trm(ujéi)
12: sz — (T%‘iflvyzj)
13: 77— (2, 2 )

14: return (Z',...,Z")

Experiment C;
1: for j < 1 to u do
2 R+ {0,1}"
3 for i < 1 to gmax do _
4: Up; 1 3 Ruy, Ru < Ru \ {ud;_1}
5: ul; =g Ru, Ru + Ru \ {ud,} A
6: 91 4 Trm(ug; 1), 79, < Trm(uy;)
7 Yi Ty BTy
8 Z (1l 1,y)
9 Z— (.- 7zfl'max)
10: return (Z', ... | Z")
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The main purpose of the algorithm is to transform the distinguishing game
between Sy and S; into the game between Cy and C; (see equation ) in order to
evaluate the distinguishing advantage using the chi-squared method. The game
between Cy and C; has two major differences from the game between Sy and Sy:

1. Cyp and C; take no input, which can be seen as a reduction from an adaptive
adversary to a non-adaptive adversary and this reduction makes it easy to
apply the chi-squared method.

2. The outputs of Cyp and C; have additional information, namely rgi_l.

Note that By and B; are intermediate games that yield equation .
For Experiment Cy in Algorithm [T} the following lemma holds.

Lemma 1. For any ¢umax < 2" 3, Experiment Cy in Algorithm never returns
(L, 1).

Proof. We suppose any j € [p] and omit j for simplicity. If ¢ = 1, it is trivial
that |7;(y;)| > 0 since |T:(y;)| = 2"(2"~™ — 1) for y; = 0 and |T;(y;)| = 22"~ ™
for y; # 0. For 2 < i < @max, we have |R,| = 2™ — 2(i — 1) and therefore
|T:(yi)| > 22=™ — (4i — 3)2" ™™ > 0 since i < gmax < 2”73 by our assumption.

|

Let Sp be a random oracle with Func(n — 1,m) and S; be a random oracle
with SaT1. It is obvious that transcripts for Sy (or S;) has same probability
distribution with the output of By (or By). Secondly, statistical distance between
Co and C; is larger than statistical distance between By and B; since the outputs
of Cy (or Cy) contains the outputs of By (or By ), respectively. The two facts make
following inequality to be held.

1pS, () = P&, ()l = lIP5, () — P, (I < 1P, () = pE, ()II- (2)
By and lemma we can prove theorem

Lemma 2. For any gmax < 2" 2, let Cy and C; be the experiments described in
Algorithm[I} Then we have

1
20/~“1§nax 21 pgmax 2
1o, ) =58, (] < (Do Dt )

4.1 Proof of Lemma [2

Let ¢ = pigmax- For i € [q] where i = (j — 1)gmax + k such that j € [u] and
k € [gmax], the response of the i—th query is seen as z; = zi Then? we can
easily check that the support of pgl() is contained in the support of p’cgl() for
1=1,...,q, allowing us to use the chi-squared method.
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~ Let 2 = {0,1}™ x {0,1}". For fixed i € {1,...,¢} and z € 2! such
pgl(z) > 0, we will compute

3 (P2, 1(2) — pB, (%))

z
(z
z€(2 such that pcOﬂ( )
Péo,i(z)>0

> pg(2) (1 _ pém@))

z
(2
ZEQ such that pCo,z( )
PCy.i(2)>0

X’ (z)

Firstly, note that z = (21,...,2;-1) and 2z, = (rg—1,9) for I = 1,...,i — 1.
Let 2 = {0,1}™ x {0,1}", hy = (ug-1,y;) € 2 and h = (hy,...,h;—1) for
l=1,...,i—1. Note that h includes z. Let H¢, ; be the random variable over

€2 that follows the distribution of the internal values (u,y’) in C; interacting the
i-th query by A. Let

i—1 def
HC11 = (H51717"'7HC171'—1)
for h € 1. For a fixed z = ((r1,91), (r3,y2), - - -, (T2i-3,¥i—1)), we denote

h + z if and only if by = (ug—1,y;) satisfies Try, (ug—1) = ro—1 and Try, (y]) = yi
foralll=1,...,i—1, where h = (hy,ho,...,h;—1). Then one has

Ex[x*(2)] = > e (2) x*(2)

zei—1

= > > pb(z)-Pr[HL =h|Z{ ' =2] x*(2)
z€2'" 1 he ! such
that hiz

= Z Pr [HE1 =h] - x*(2)
hei-1
~ Bx (o) 3

where the last expectation is taken over the distribution Hé_l. Furthermore, let
i = (J — 1)¢max + k such that j € [u] and k € [gmax). For a € {0,1}™, we define
Ui (a) as the number of elements o in (] );=1,... 2k—2. In other words,

Ui (o) = ‘{le 2k — 2] | a=r}|.

Also, for y € {0,1}™, let T/ (y) = ‘773(?;)‘ Note that, for any j' € [j — 1], z; is
independent with v/ Therefore, we see that, for y = 0,
@2 -Ul (r)E ™ — Ui(r)—1)
2mT3(0)
@ - Ul(r)@ ™ = Ul(r) = 1)
(2m — 2k +2)(2" — 2k + 1) ’

péo,i (Ta 0) -

)

PC,,i(10) =
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and otherwise (y # 0),
@ = U@  — Ulr @)
2T (y)

@2rm - Ui(r)(2" ™ — Ui (roy))
(2n —2k+2)(2" — 2k + 1)

PCo,i (1Y) =

b

Pe,i(1y) =
For any y € {0,1}™,

Ty > Y @ "=Ula)2" ™" -Ullasy) —1)
aef{0,1}m
> 22nTm _ (4k — 3)2"T™,

Let

Glly) = <(2n _22: 2 Ti(y)) ~

Then we have,

. } | )

o= > @ —Uim)@" ~Ultrey) (| 2"T)
z=(r,y) €2 such that 2mT;§ (y) (2n — 2k + 2)2
P&y, (#)>0 and y#0

vl -l -0, 2mrie)
Z 2ng(0) <1 (2n — 2k + 2)2>

_|_

z=(r,0)€£2 such
that pg  ;(2)>0

< ¥

(r,y) €2 such
that pZ ;(r,y)>0

<y T (4)

ye{0,1}m

. 2
92n—2m ((2” — 2k +2)y — 2T (y))
20T (y) (2" = 2k + 2)2)°

since k < gmax < 2" 3. We claim the following lemma.

Lemma 3. For any y # 0, one has

: 8(k —1)? _—
J . 92n—2m
E%lx {Gk(y)} < o +3-2 )

Ex [Gi(o)} < 8(k— 1) +3- 22",
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The proof of Lemma |3| is deferred to Section From and Lemma |3] it
follows that

7 . .
Ex [X*(z)] < WE%IX Z Gi(y) | +Gx(0)
y€{0,1}™\0
112(k —1)2 42
— 24n—m 22n—m

and finally, we have

192,00 = P4, 0l < (5D Ex [x2<z>]>

Nl=

1 G2 112(k — 1)2 42
32

24n7m 22n7m

IN

IA
N =
=
&=
»
=
[
S
ol

+

1
2001 Gmax | 21 f1Gmax \
24n—m 22n—m :

5 Proof of Theorem [2

Similarly to Section [, we define random experiments. See Algorithm [2] For
Experiment Cy in Algorithm [2] the following lemma holds.

Lemma 4. For any quayx < 2" 2, Ezperiment Cq in Algorithm@ never returns
(L, 1).

Proof. We suppose any j € [u] and omit y for simplicity. If i = 1, it is trivial
that [T;(y;)] = 22"~™ > 0. For 2 < i < gmax, we have |[RY| = |RV| =2"—(i—1)
and therefore |T;(y;)| > 22%=™ —2(i — 1)2"~™ > 0 since i < gmax < 2" 2 by our
assumption. O

Let Sy be a random oracle with Func(n,m) and S; be a random oracle with
SaT2. Similarly to the reasoning of , one has

IpS, () = PS5, ()l = llIPg, () = P, ()1 < [Ipg, (-) — P, (- (5)
By and lemma we can prove theorem

Lemma 5. For any gmax < 272, let Co and Cyi be the experiments described in
Algorithm 2l Then we have

1
2igmax \



Title Suppressed Due to Excessive Length

15

Algorithm 2 Experiments for SaT2

1:
2
3:
4
5

©

10:
11:
12:

13:

Experiment By
for j + 1 to pu do
for i 1 t0 gmax do

yzj A {07 l}m

Z7 = (U1 Yl
: return (Z',...,Z")

Experiment 5;

for j + 1 to pu do
Ru, Ry + {0,1}"
for i < 1 0 Gmax do

u! g Ru, Ru + Ru \ {ul}

vl s Ro, Rv A Ro\ {vi}
] = Trm(u]), 8] < Trn(v])

v rios)

2 (Y Vi)
return (Z',...,Z")

Experiment Cy

for j + 1 to u do
Ru,Ro + {0,1}"
for i + 1 to gmax do

yl s {0,1}" _
T (y]) « {(u,v) :u € Ry,v € Ry, Trm(ud v) =y }
if |77 (y!)| > 0 then

(ul,v]) s T (v])
else

(ul,v]) (L, 1)
Ru e R\ {ul}, Ry & R, \ {07}
rf — Trm(u{)7 sZ — Trm(vg)

z (1 y7)

k3

77— (z{,...,zémax)

14: return (Z',...,Z")

9:

1
2
3
4:
5:
6.
7
8

Experiment C;
: for j <+ 1 to u do
Ru, Ro +{0,1}"
for i 1 t0 gmax do

s Ru, Ru < Ru\ {UZ}
35 R, Rv < Ry \ {Uf}
— Trm(u{)7 sg — Trm(vf)
(—rf@sz
— (rl,y))

eSS

77 (=1,.. ‘7ngax)

10: return (Z',...,Z")
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5.1 Proof of Lemma 5

Let ¢ = pgmax- For i € [g], where i = (j — 1)gmax + k such that j € [u] and
k € [gmax], the response of the i-th query is seen as z; = zj.. Then, We can easily
check that the support of pg; 1(.) is contained in the support of PC, () fori =
1,...,q, allowing us to use the chi-squared method. Let 2 = {0, 1}m x {0,1}™.
For fixed i € {1,...,q} and z € 2! such pé?l(z) > 0, we will compute

C= y Pl o)

z
N4
z€(2 such that pCO)l( )
Péo,i(z)>0

V1 pél,z(z) ’
Z pco,i(z) 1— z (Z)
z€ {2 such that pco»i
péo,i(z)>0

Firstly, note that z = (z1,...,2,-1) and 2z; = (rj,y) for I = 1,...,i — 1. Let
2 ={0,1}"x{0,1}" h; = (u;,y}) € Qand h = (hy,... h;_y) forl =1,...,i—1.
Let H¢, ; be the random variable over 2 that follows the distribution of the
internal values (u,y’) in C; interacting the i-th query by A. Let

i1 def
H = (Hcl 1,"'7HC1,1;71)
for h € 21, Similarly to , one has
Ex [x*(2)] = Ex [x*(2)]
where the last expectation is taken over the distribution Hal Furthermore,
let i = (j — 1)gmax + k such that j € [u] and k € [gmax). For a € {0,1}™,
we define U} () and V//(«) be the number of elements « in (r]);=1, . x—1 and

(s{)lzl,_“’k_l, respectively. In other words,

Ul(a ’{le [k —1]

V,g(a)Z‘{ZG[ —1] |0‘—51}’

Also, for y € {0,1}™, let T} (y ‘TJ ‘ Note that, for any j' € [j — 1], z; is

independent with Z7'. Therefore, we see that

(2n—m — UZ(T))(Q’f_m ~Vi(rey))
2mT (y)

e

PG, i (1Y) =

)
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and
Tiy= Y @ "-Ul)2 " -V](asy)
ae{0,1}™
=22 (k12" Y Ul(@)V (a@y)
ac{0,1}m
>22nmm _9(f —1)2" ™,
Therefore,

) ] . )
Cwm= Y EUOe T oVieen (R

z=(r,y) €82 such QmT]g (y) (2” —k+ 1)2
that péo,i(z)>0

< ¥

(r,y) €12 such
that péo (ry)>0

2n—2 2 J 2
92n— m((2” — k4 1)2 — 2m) (y))
2T (y)(2" — k + 1)*

7((@ k412 - 2mT,g(y))2

S Z 2477,+2m

(r,y) €82 such
that pcoyi(r,y)>0

< Y e (P enw) ©)

ye{0,1}m

since k < gmax < 2" 2. We claim the following lemma.

Lemma 6. One has

Ex [T,ﬁ(y)} Gl ARk ;ﬁf Ok
VI?I‘ {T,ﬁ(y)} < (k ;ml)z.

The proof of Lemma |§| is deferred to Section From @ and Lemma @ it
follows that

T (@ —k+1)2

2

Ex[’()] <Ex| > op- ( o —T,z<y>)

ye{0,1}m
7 .

gim D Var {T’g (y)}
yG{O,l}’”
12

_ k=1

- 24n—m
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and finally, we have

I, () = pe, Ol <

Nl

IN

IN
N =
=
=
»
=
[N~}
S
[N

INA
VR
O
Nle
3
| [Bw
38
Sk
~
|

6 Multi-user PRF security of SoP3-2

In this section, we prove the security of SoP3-2. Bhattacharya and Nandi [6]
proved mu-prf advantage of SoP3-1 is upper bounded by

20/{qmax
27L
for all gmax < 2"/12. However, to the best of our knowledge, the security of
SoP3-2 has not been analyzed. Let
SOP3—2[P1, PQ, P3] : {0, l}n — {0, l}n
x — Pi(x) @ Pa(z) ®Ps(z)

where Py, Py and P3 are three independent random permutations from Perm(n).
The mu-prf security of SoP3-2 is represented by the following theorem.

Theorem 3. Let n, 11, and quax be positive integers such that gumax < 277 2.
Then one has

[N

. Suqgt
Advg]ongi;(,WQmax) < (W)

One can consider SoP3-2 based on an n-bit block cipher E : K x {0,1}" —
{0,1}"™ with key space K, which is defined as

SOP3—2[E](K1,K2, Kg, Z‘) = EK1 (J)) @B EK2 (J)) @ EK3 (l‘)

Up to the mu-prp security of E, one can derive the multi-user security of SoP3-2[E].

1
Bl max ) 2

u-prf u-
Advg e (1 Gmax, t) < AdVE" PP (311, Gimax, ') + ( 95n

where t' ~ t + 3uqmax.
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6.1 Proof of Theorem 3]

Similarly to Section [, we define random experiments. See Algorithm [3 For
Experiment Cy in Algorithm [3] the following lemma holds.

Lemma 7. For any qmax < 2" 2, Ezperiment Cy in Algom'thm@ never returns
(L, L1,1).

Proof. We suppose any j € [u] and omit y for simplicity. If ¢ = 1, it is trivial that
|7:(ys)| = 22" > 0. For 2 < i < guax, we have |Ry| = [Ry| = |[Rw| =2"—(i—1)
and therefore |7;(y;)| > 22" —3(i — 1) - 2" > 0 since i < gmax < 2" 2 by our
assumption. O

Let Sp be a random oracle with Func(n,n) and S; be a random oracle with
SoP3-2. Similarly to the reasoning of , one has

Ip%, () — ps, (Il = lIp, () — P, (DI < lIpé, () — P&, CII- (7)
By (7) and lemma|g] we can prove theorem

Lemma 8. For any gmax < 2" 2, let Cy and C; be the experiments described in
Algorithm 3] Then we have

B \ *
ot ) = o, (0 < (e )"

6.2 Proof of Lemma

Let ¢ = UGmax- For i € [q] where i = (j — 1)¢max + k such that j € [u] and
k € [gmax], the response of the i-th query is seen as z; = z;. We can easily check
that the support of p’cjl() is contained in the support of pgl() fori=1,...,q,
allowing us to use the chi-squared method. Let 2 = {0,1}" x {0,1}" x {0,1}".

For a fixed ¢ € {1,...,q}, let ¢ € [q] where ¢ = (§ — 1)gmax + k such that
j € [u] and k € [gmax]- Fix z € 27! such that py '(z) > 0. Then, we will
compute

2
Cw- Y ) PG
z
z=(u,v,y) € such pCo,i(Z)
that pZ ;(2)>0

oi(2))

K

> a2

z=(u,v,y) € such pCO7i
that péo,i(z)>0
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Algorithm 3 Experiments for SoP3-2

©

[ S

H
e

Experiment By
for j + 1 to pu do
for i < 1 t0 gmax do
yzj s {07 l}n
Z— (yl, )
return (Z',... Z")

Experiment 5;
for j + 1 to pu do
Ru, Rv, Rw < {0,1}"
forz(—lto Qqmax do
u] g Ru, Ru <+ Ru \{uj}
v} 3 Ro, Ro = Ro \ {v]}
w] ¢ Ruw, Rw < Ruw \ {w]}
yl —ul ®v] ©w]
Z < (U Yaman)
return (Z',...,Z")

Experiment Cy
for j + 1 to u do
Ru, Rv, Ruw < {0,1}"
for i.<— 1 t0 gmax do
y] < {0,1}" .
T (y]) <— {(u,v,w) : u € Ry,v € Ry,w € R, udvdw =1y}
if |77 (y])| > 0 then
(ul, v, w) ) g T](yl)
else
(ul, v, wl) « (L, 1, 1)

[RINE R

Ru < Ru \{u]} Ry +— R \{UJ} Ruw +— Ruw \{wj}
z <—(ul,vl,yz)

2 (o, )

: return (Z',...,Z")

Experiment C;
for j + 1 to pu do
RusRo, Ruw < {0,1}"
for i < 1 to gmax do
u] g Ru, Ru < Ru \{uj}
v] 3 Ro, Ro + Ro \ {v]}
w) <—$’Rw,72 — Ru \{wj}
zl < (ul,v],ul ®v! @w))
Z— (2,20 )

) “qdmax

return (Z',...,Z")
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For y € {0,1}", let T} (y) = ‘775(1/)‘ From the proof of Lemma we have

T (y) > 2" — 3(k — 1)2".

Moreover, we see that

z ( ) 1
Pc K U,0,Yy) = —————,
) 2°Tj (y)
z ( ) 1
(oY) = — —
p61,1 , U, Y (2n — k n 1)3
Therefore,
! 27w\
2 iy
= > - (1 - 3>
= (o gre sueh 2" T () (2" —k+1)

that pg  ;(2)>0

2

(u,v,y) €S2 such
that pg  ;(u,v,9)>0

((2n —k+1)3— 2“T,§(y))2
T (y)(2" — k +1)86

IN

2 ("~ k+1)* - 2"T,j(y))2

Z 29n

(u,v,y)€L2 such
that péoﬂ-(u,v,y)>0

n __ 3 . 2
S INES R ©)

ye{0,1}n

IN

since k < gmax < 2" 2. We claim the following lemma.

Lemma 9. One has

Ex |T{(y)] = W
Vzar {T,‘g(y)} < Uf;inl)?’

The proof of Lemma |§| is deferred to Section From and Lemma EI, it
follows that

23 @ —k+13 .\’
Ex [X*(2)] < ofn EX > (2" - Tzﬁ(?%))
ye{0,1}m
23 ;
S 2 Ver|Tiw)]
ye{0,1}m
13
_2(k—1)

— 251



22 Wonseok Choi, Hwigyeom Kim, Jooyoung Lee, and Yeongmin Lee

and finally, we have

(NI

IN

IA
N
' (=
B~
g
%
=
»
=
[\v]
&
Nl=

7 Proving Expectation Value Lemmas

In this section, we give proof of expectation value lemmas which are used in the
security proofs of our constructions.

7.1 Proof of Lemma [3]
First, suppose y # 0. Let ¥ = {0,1}™ x {0,1}*~™ x {0,1}"™ and fix j, k, h
and y. Let I, where ¢ = (o, 8,7) € ¥ be an indicator variable
Iy =1 (a| B),(ady 7)€ {0,13" \ {u] hicj2—2)-
Observe that
Tiy) =Y Iy
pew

and
2" —2k+2)(2" =2k + 1)
27 (27 — 1)

Ex[Iy] =

Thus, we have

; 2" — 2k +2)(2" — 2k + 1
Ex [Tk (y)} =2 : 2n(221( 1) :
PYew

C2(2n — 2k 4 2)(2" — 2k + 1)
- 2m(2’n _ 1) '

Now, we compute the following expectation
2

Ex {(Tg(y))Q} —Ex || Y L] | =Bx| X Ll

pew (") ew?
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For ¢ = (e, B,7y) and ¢’ = (¢, 8',7'), let r be the size of the following set

{all B, | B (e@y) |7, (@ ©y) 7'}

We see that, for r = 2,...,4,

(2" —-2k+2),
:E%IX [L/)Iw/] - (2n)7‘

For a fixed ¢ € ¥, we have

{v' ew|r=2}=2
o' ew|r=3} =224,
|{w/ c W | P :4}| —_ 22n—m _2n—m+2+2.

It follows that

2" — 2k + 2

Y'ED, 2

r=2

2k —2Y\ (2" =2 2
Ex [lew’] — (2n—m+2 _ 4) 1— k ( k+ )2,

Z, h o — 2 (27),
P ey,

r=3

2k — 2
§ _ (92n—m n—m-+2
w’gf,

(1 2k—2) (2 -2k +2)y
o —3 (27),

As EEIX [Z(d&dﬂ)eu’m lew/} = Z(¢’w/)€g,2 F}J]X [waw/} = quew EWGW E}};X [lew/]
and the sum is divided into three cases according to the value of r, the sum of

the expectations is given as

__o2n—m , ,
Ex S Iply| =2 > Ex Ly Ly] + > Ex (I, 1]

(CRIBIS S V' ew, ' ew,
r=2 r=3
+ > Ex[I1y] |. (10)
e,

r=4
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Therefore, by , we have

2™ — 2k + 2 —2m n—2m
E})lx Z Iz/)Iw’ _ % (23n—2m _ (22n 2m+1 +2 2 )(2]4; _ 2)
(p,yp7)ew?
4 2’n72m(2k _ 2)2

2n—2m __ @ on—2m n—m-+1 (2k - 2)(2k - 3)
+(2 6-2n"2m 4 2 )(271_2)(2”_3»

and
(2" —2k+2)(2" -2k +1) L 2n(2m -2k +2)2(2" — 2k + 1)?
Fﬂx { om Tp(y)| = 22m(2n — 1)

Hence, for y # 0, it follows that

((2" —2k+2)(2" =2k +1) Tj(y))Q]
k

Bx [G] ()] = Bx

om
2" — 2k + 2
_ %(Ay +B,) (11)
where
Ay — 23n72m o (22n72m+1 + 2n72m)(2k o 2) + 2n72m(2k o 2)2
B - B 2k — 2)(2k — 3)
2n—2m __ n  on—2m 9n m—+1 (—
+(2 627+ o2y —3)
and
g 2@ =2k 422" =2k +1) (2" 12" =2k +2)(2" —2k +1)
y = —

22m 22m
_ 723n72m 4 4k - 22n72m —4- 22n72m 44k - 2n72m 3. 2n72m
—(2n7m L 272 (4K — 6k + 2).

Therefore, we have

Ay 4 By =3. 2n—2m _ 2n—2m+1 _ 2—2m+2(k _ 1)

_ B o (26— 2)(2k — 3)
277, m+1_2n 2m_62 2m (
* e 2@ —3)

8(k—1)?
— 2n+m

By and , conclude that

+3.2n72m (12)

8(k — 1)2

S T3 g2n—2m, (13)

Ex [Gi(y)} <
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On the other hand, suppose y = 0. Note that I, = 0 if 8 = . So, for ¢ =
(, B,7) € ¥ such that 8 # v, we have

(2" — 2k +2)(2" — 2k + 1)
27 (20 — 1) '

Ex[ly] =
Thus, we have

Be[no] =3

(2" — 2k 4+ 2)(2" — 2k + 1)

2n(2n — 1)
Yew
n—m __ n __ n o _
_ 1)(2 27121@4;2)(2 2k+1) (14)

Now, we compute the following expectation

2

Ex {(Tg(o)ﬂ —Ex (Y L] [=Bx| > ILuly

PYew (') ew?
For ¢ = (a, 8,7) and ¢ = (/, 5',7'), let r be the size of following set
{all B, o[ aly,a |7}
We see that, for r =2,...,4,

(2" — 2k +2),

Ex[[,1,] =
hX[ Pl ] (2n)r
For a fixed ¢ € ¥, we have

{v' ew|r=2}=2
' €W |r =3} =2""mF2_3g,
|{w/ cy | r= 4}| _ 22n—m _ 277,—m+2 _9n 1 6.

It follows that

2" —2k+2
E EX[Iw[w]:Qﬂ’
— b (27)2
wgg,

e 2k — 2\ (2" — 2k 4 2)5
> Ex [l 1] = (2" - 8) (1— )

= 7 —2) (@
r=3
2k -2
E )] = 2n—m _ gn—m+2 _ 9n _
> ox Ly Ly] = (2 2 2" +6) (1- 5
’w’gf,

(g 2k =2 (2" 2k +2),
o —3 (27),
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Similarly to , we have

_ @ =12 =2k +2)2 (o
Eﬁlx Z Iply | = 51 92n—m _ gn
(py)ew?
—(2rTmHL L 9mm _9)(2k — 2) + 27 (2k — 2)2
B o (2k — 2)(2k — 3)
gn—m _ on 6—6.-27mMy— /7
+( + )(2n_2)(2n_3)

Also, we have

2 2k +2)(2" — 2k +1) (27— — 1) (2" — 2k + 2)5)°
om T (0)} - 2m (20 — 1) '

Ex [(
h
So, for y = 0, we have

B [Gi0)] =B

= B2 4 4 o) (15)

where
Ag=(2""™ 1) (22”m —2n — (2Tl o™ 9)(2k — 2) 4+ 27 (2k — 2)?

271 —
= g8n—2m _gn—mHl 4 gn 4 (gn=2m _9=my (9 — 2)?
— (2%l _gnomA2 g gnEm _9mm 1 9)(2k — 2)
(2k — 2)(2k — 3)
(2n —2)(2n - 3)

2k

+ (27L—m _ 1)(2n—m _ 27L + 6 _ 6 . 2—m)

and
B @M oamhen 2k 2), (2 - 12" — 2k +2)
0= 22m + 22m
@2t (20 - 2k 4 2),
- 22m

_ 723n72m + 4k - 22n72m 4. 22n72m + 22n7m+1 — 4k - 2n7m+1 4+6.2nm
+4f . 2nm2m 3. gnm2m _ (gn=2m _ gmmAl 4 o=2my (9 — 2)(2k — 1).
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Therefore, we have

2
1
A0+B0:2"—2"‘m+1+2”‘2m—4<1—Qm) (k—1)
1 2k — 2)(2k —
+<1)(2”+2“m6+6~2m)( I 3)

om (2n —2)(27 — 3)
8(k —1)2 "
By and , conclude that
Ex [GL(0)] = 8(k—1)2 43 22", (17)

By and , the proof completes.

7.2 Proof of Lemma

Let ¥ = {0,1}™ x {0,1}"™™ x {0,1}"~™ and fix j, k, h and y. Let I, where
¥ = (o, B,7) € ¥ be an indicator variable such that

Iy =16 (a|Be{0, 13"\ {ufhiepe—1)) A (@ @y |7 € {0, 13"\ {v] hiepp—1))-

Observe that

Tiy) =Y I
YeV
and
B (2n _ k + 1)2
Ex[I,] = 5.

Thus, we have

Ex |Ti(y)] = Y = ;f,f SRC _Qﬁf 2 (18)

Pew

To compute the variance, we compute the following expectation
2

Ehx [(Tg@))? = E;lx Z Iy = E;lx Z IyIy

pev (¥,p7)ew?

For ¢ = (o, 8,7v) and ¢ = (/,5,7'), let r be the number of distinctness
conditions among

Loal|g#d s,
2. afy#a [+
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Note that ¢ = ¢’ if r = 0. We see that, for r = 0,1, 2,

n __ r(on __ 2 _ r n __ 2
Ex[IyIy] = @ (;)L (21)T2§n+ Sa (1 - 211 11) (2 25+ 1) '

For a fixed ¢ € ¥, we have

' ew|r=0}=1
o' ew|r=1} =2"""" -2
{y' ew|r =2} =2""m 2"+ 41,

It follows that

m—k+1)°
Z E;IX Ly Ly] = <2n> )

Y ev,

r=0

E—1\ /2" —k+1\?
= n—m+1 _ _
S ity = o (1o g0 ) (B

P ev,

r=1
E—1\2/2" —k+1\?
Ex [T, l,] = (227 —9n—m+l L 1) (1 — )
Z hX[ww] ( +1) on _ q on
ver,

Similarly to , we have

E !’
hX Z L[,Lp
P ew

2" —k+1)\?
( Qf + ) (22n—m _ 2n—m+1(k _ 1)

2
+ (2277,7177, 72n7m+1 +1) < k_ ]‘ ) >

o —1

(2 k1) (2n_k+1)2+ REAVALES ?

B 2n 2m 2m )\ 2n — 1
2" —k+1)*  (k—1)2

- 22n+m 22n

for a fixed ¥. By , conclude that

V}zlir [T,g (y)} = E;IX Z Iy | — ]*ix Z Iy
(,97)ew? Yew
—1)2
< (kT) (19)

By and , the proof completes.
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7.3 Proof of Lemma

Let ¥ = {0,1}" x {0,1}" and fix j, k, z and y. Let I, where ¢ = (o, 8) € ¥ be
an indicator variable such that

Iy =1 (@€ {0,1)"\ {uf hiepe—y) A (B € 0.1\ {o] hiepe—))
N adBdye{0,1}"\ {w{}le[kfl})-

Observe that

Ti(y) =Y Iy
Ppevr
and
2 — 4 1)}
Ex[Iy] = (ZT) (20)

Thus, we have

; 2" —k+1) (2" —k+1)3
x 1] = 30 gt =
hew
To compute the variance, we compute the following expectation
2

Ex {(Ti(y))? =Ex (Y 1] [=Bx| Y Ly

pew (¥, y")ew?

For v = (o, B,7) and ¥ = (/,5,7'), let r be the number of distinctness
conditions among

1. a#d,
2. B# B,
3. adp#Ad p.

Note that ¢ = ¢’ if » = 0. Note that 7 # 1 since two of the equality conditions
implies the remaining equality. We see that, for r = 0,2, 3,

" k) (2" — k 4+ 1)3 E—1\>/2" —k+1\°
Ex[IwL/,/]:( 2£ — ot ) _(_ - SRty I
p (2n —1)r2 on 1 2

For a fixed ¥ € ¥, we have
{y' ew|r=0} =1,
|{1/)/€W|’r’:2}|:32n737
{v' ew|r=3}|=2"-3-2"+2.



30 Wonseok Choi, Hwigyeom Kim, Jooyoung Lee, and Yeongmin Lee

It follows that

2" —k+1\°
Y Ex[lyly]= (271 > 7

P ev,
r=0

. k—1\> /2" —k+1\°
ZEZX[LZ,L/)/]:(?)-Q —3)<1—2n_1> ( o ) ,

' ew,
r=2

3 3
-1 2" —k+1
> Ex[Iyly] = (2" —3-2"+2) (1- i * .
L g 2n —1 2n
Ve,

r=3

Similarly to , we have

Ex | Y Iyl
’ P ew

2" —k+1
on

)3 (22" —3-2"(k—1)+3(k—1)

(22”3.2"+2)<;__11)3)
B <2n—k+1)3<(2"—k+1)3+ (k—1)3 )

2n 2n 211(271 _ 1)2
2" —k+1)°% (k—1)3
S 24n + 23n

for a fixed 1. By , conclude that

V?I‘ |:Tlg (y):| = :EZX Z Lp[wl —_ sz Z Iw
(") ew? YEW
_1\3
< u (21)
27L

By and , the proof completes.
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