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Abstract. We propose a practical sublinear-size zero-knowledge proof
system for Rank-1 Constraint Satisfaction (R1CS) based on lattices.
The proof size scales asymptotically with the square root of the witness
size. Concretely, the size becomes 2-3 times smaller than Ligero (ACM
CCS 2017), which also exhibits square root scaling, for large instances
of R1CS. At the core lies an interactive variant of the Schwartz-Zippel
Lemma that might be of independent interest.

1 Introduction

Zero-Knowledge proof systems are an important tool in the construction of many
cryptographic protocols, especially in the area of privacy-preserving cryptogra-
phy. This paper is about zero-knowledge proof systems based on techniques and
hardness assumptions from lattice cryptography. In recent years there has been a
lot of progress in the construction of lattice-based proof systems whose proof sizes
scale linearly with the statement size [ESS™ 19, EZS™ 19| |ALS20, ENS20, LNS20].
The concrete proof sizes for typical statements have been reduced by a factor
of about 100 over earlier proof systems. This in turn has made it possible to
construct efficient advanced quantum-safe privacy-preserving schemes, for ex-
ample group and ring signature schemes, that achieve or get near to practically
acceptable bandwidth requirements [ESLL19, [LNPS21} [LNS21b).

On the other hand, the linear scaling of the proof systems implies that they
are only practical for proving relatively small statements and great care needs to
be taken to minimize the statement sizes when using them in the construction of
advanced schemes. For example, the linear-size proof systems can not be used to
construct efficient group signature schemes on top of vetted lattice-based basic
signature schemes such as the NIST PQC finalists Dilithium [DKL™18| and
Falcon [FHK™18|. Dilithium and Falcon involve a hash function that is modeled
as a random oracle and proving a preimage to such a hash function would lead
to a very large proof size.

For solving this problem and more generally for being able to prove arbi-
trary circuit satisfaction with lattice-based proof systems, practically efficient
sublinear-size proof systems are needed. There are several proposals of asymptot-
ically sublinear lattice-based proof systems in the literature [BBC™ 18, BLNS20,
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ACK21| |AL21], but their concrete proof sizes are not analyzed in the papers
and they are not practically efficient. These sublinear-size lattice-based proof
systems use adaptations and extensions of techniques from discrete-log-based
proof systems. In particular several forms of “folding” stemming from the two-
tiered commitment scheme |Groll| and Bulletproofs [BBBT18|. While folding
techniques are very effective in the discrete-log setting and retain asymptotic
efficiency in the lattice setting, they do not play nicely with the shortness re-
quirement in lattice cryptography. This leads to a concrete blow-up of the proof
size. We exemplify this in the case of lattice-based Bulletproofs.On a high level,
it must be possible to invert the folding in the extraction such that the extracted
solution vector is still short. For general (short) challenges this will not be the
case. In [BLNS20, ACK21] monomial challenges X* are used that result in a
large soundness error which can not be boosted |[AF21|. But even when ignoring
this problem, the length of the extracted solution vector grows by a factor of
12d2 for every level of folding where d is the dimension of the polynomial ring.
Then the parameters must be chosen such that the Module Short Integer Solu-
tion problem (Module-SIS) is hard with respect to the length of the extracted
solution vector, resulting in the need for large integer moduli g. It follows that
the length of the extracted solution becomes prohibitively large for less than 10
foldings. When choosing an optimal number of foldings the required modulus ¢
still needs to be in the order of several hundred bits and the proof size turns out
to be in excess of 100 Megabytes for typical example applications.

In light of these problems, we construct the first concretely efficient sublinear-
size lattice-base zero-knowledge proof system in this paper. Our proof system
uses new techniques that avoid any folding and the proof size scales with the
square root of the statement size. We apply it for proving R1CS [BCG™13] where
it is most efficient and achieves optimal sizes for numbers of constraints above
220, Because of the square root scaling, we compare our proof system to the
PCP-type Ligero proof system [AHIV17|, and more specifically to the straight-
forward extension Ligero-R1CS from [BCR'19] to the R1CS language, which
also exhibits square root scaling and is faster and less memory-demanding than
other PCP-type proof systems. In the setting over a finite field of size 128 bits
our system results in a proof size of 10.79 Megabytes for 224 constraints, whereas
Ligero results in 31.83 Megabytes, for the same field size, number of constraints,
and comparable soundness error around 2710,

Outside of lattice-based cryptography there has been tremendous progress
in the construction of practical zero-knowledge proof systems and they have
progressed to the point where they can be used routinely to prove relatively
large arithmetic circuits with practical costs. When restricting to (plausibly)
quantum-safe protocols, the PCP-type systems like Ligero++ [BFH'20| or Au-
rora [BCR™19] achieve proof sizes that scale poly-logarithmically with the wit-
ness size and have small concrete base sizes in the order of 100 Kilobytes. More-
over, these systems only rely on unstructured quantum-safe hardness assump-
tions (hash functions). It is clear that the polylogarithmic proof systems with
small concrete costs like e.g. Aurora offer much smaller proof sizes for large
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statements than our square-root sized proof system. We use the comparison
with Ligero to be able to claim practicality of our proof system. Namely, that
our proof system has very small constants for a proof system that asymptotically
scales with the square root of the witness size. It is an important and interesting
open research question whether it will be possible to improve upon the polylog-
arithmic PCP-type systems by relying on structured quantum-safe assumptions
as for example lattice-based assumptions, which for example has been achieved
for basic signature schemes where lattice-based signatures are more efficient than
hash-based ones.

Next to the conventional publicly verifiable proof systems this paper is about,
there has recently been much work on (lattice-based) proof systems in the des-
ignated verifier preprocessing model. For example, [GMNO18|, MAC’n’Cheese
[BMRS21], Wolverine [WYKW?21], QuickSilver [YSWW21|, and [ISW21]. These
proof systems achieve very practical sizes but are not directly comparable to
publicly verifiable protocols.

1.1 Technical Overview

Our proof system from this paper is constructed in two stages and uses the
protocols from [ALS20, [ENS20] as a building block. First, we construct an exact
binary amortized opening proof for many lattice-based hashes. Then we use
this proof to prove an opening to a Merkle hash tree via induction over the
levels of the tree. Both proofs can be amended to also prove linear and product
relations among the preimage coefficients. We now give some more details about
the techniques.

Our sublinear-size proof system is presented as a protocol for proving preim-
ages to many collision-resistant hashes u; = AS; over a cyclotomic polynomial
ring, typically R, = Z,[X]/(X'?® + 1) with fully splitting prime ¢ ~ 2'?%. The
preimages §; are binary and lie in {0,1}™ C R;n/us where m is a multiple of
128. The hashes can be commitments if parts of the §; are random, but our proof
system does not rely on this. Concretely, there are n hashes to m bits each, and
we want m & n and a proof size that is linear in n. Then our proof system scales
with the square root of the witness size. We start from an amortized approximate
opening proof for all the hashes that is a variant of the protocol in [LNS21a]. In
the protocol the prover sends an amortized masked opening

Z=y+mr8 +  + 2,8,

where ¥ is the masking vector and x; € Z, are integer challenges. We forget the
polynomial structure and let §; be the coefficient vectors corresponding to the
§;. We then enhance the protocol with a binary proof that shows that all the
§; are binary vectors §; € {0,1}™. To this end, we construct the polynomial (in
the z;) .

flx1, o mn) = (G, Zo((x1 + -+ x,,)1 — 2))

for a challenge vector . Here o denotes the componentwise product. The terms
divisible by #? for i € {1,...,n} are given by (@, 3; o (I — 5;)) and vanish when
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§; is binary, which we want to prove. There are now two problems that we need
to overcome to make this work. First, there is a quadratic number (n? +n+2)/2
of terms that we would need to commit to in order to prove that the interesting
terms divisible by z? vanish. These are called garbage commitments and they
would be very expensive and not result in a sublinear-size proof system. Secondly,
it is not clear how to prove hat 2" is always of the same form with fixed masking
vector ¢/ so that the polynomial f is really independent of the challenges. We solve
the first problem with a technique that can be seen as a multi-round interactive
variant of the Schwartz-Zippel lemma. The high-level idea is that we prove

Flar . mn) = fot+ fule) + 57 @) + 4 oo (@), (1)

where fy € Z, and fi(wl"“’zi’l) € Zglx;] is a degree-one polynomial in z; with
zero constant coefficient, depending on x1,...,x;—1. More precisely, we do not
prove that the fi(xl"“’mi’l)(xi) are in fact multivariate polynomials in z1, ..., z;
of degree 2 whose terms z? vanish. It suffices to prove that they are arbitrary
functions from Z:~' to Zg[z;] given by (z1,...,2_1) — flrmic) (1) where

the image polynomials are of the form ~;x; for all (z1,...,2;_1). The important

information is that fi(g;1 #%i=1) qoes not depend on z;, . .., x,. This can be proven

in a protocol with 2n rounds where the prover has to commit to the coefficient
7; for f#1®i-1) after he has received the challenges x1,...,z;_1 but before
getting the challenges x;, ..., x,. Then, intuitively, if §; is not binary, the prover
can not use v;x; to make Equation true for all (xi,...,x,) because the
left-hand side contains the non-zero term (g, §; o (T— 5;))x? that is quadratic
in ;. He can also not use the later v; because they all get multiplied by later
challenges z; that the prover does not know when making the commitments. A
precise analysis shows that this argument has soundness error 2n/q for uniformly
random challenges x;.

So our protocol will have many rounds but we do not consider this to be
a problem as we are only interested in the non-interactive variant where the
number of rounds has no direct impact on the performance of the proof system.
The interactive variant only serves as a convenient intermediate representation
that is easy to reason about. From a theoretical point of view our multi round
protocol is simple in that the extraction algorithm is relatively straight-forward
compared to for example Bulletproofs where a complicated tree extraction algo-
rithm is needed.

For the second problem we do not know how to prove that 2 must follow
the fixed form from using the approximate opening proof protocol alone. But
in conjunction with the binary proof protocol it turns out to be provable. The
argument proceeds along the following lines. Let 57 be the bound weak openings
to the hashes u; that we can extract from the approximate proof. If they are

not all binary, then there is a last non-binary vector 87 . We can write 2’ —
Tig4187 11— — Tn8,, = Y +x;,8; in any accepting transcript where Ay* =
W+ x1Uy + - -+ XTiy—1U;,—1. So this can be viewed as a masked opening of the

single secret vector §; because the left hand side is short. Then we can use the

argument for the non-amortized case to argue that the prover is bound to the
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%

y* in all interactions with fixed first challenges x1,...,x;,—1. Indeed, if in an
accepting transcript 2’ = ¢** + ) _§F + .-+, 8 with ¢** # ¢™**, then we can

S
0 10
compute a short Module-SIS solution

Y —y") = 2(Z=Z = (@ig1 =i 11)Siy 1 — - — (w0 —27,) 87,) — (w3 — 25, ) TS,
for A, where 7 is a difference of two challenges such that s is short. This in
turn suffices to show that the prover has small success probability in the binary
proof restricted to the vectors sj,,. .., 5.

Given this exact amortized binary opening proof, we extend it to be also
able to prove linear and product relations on the secret vectors. This already
provides a sublinear-size proof system even when the size of the commitments
u; is counted as part of the proof size. There are n hashes, each of essentially
constant size. Unfortunately, this simple sublinear-size proof system is only com-
petitive in a small regime of parameters. We achieve competitive proof sizes for
larger parameters in a further protocol where we use the previous exact amor-
tized binary opening proof as a building block to prove knowledge of a Merkle
tree opening by induction over the levels of the tree when only the root hash is
given (see Section [f]).

So we use a Merkle tree with hashes u; = AS; for i = 1,...,2% — 1, where
iy is the root hash and @ya-1,...,Usa_1 are the leaves. The binary preimages
§; are the expansions of the two children %y, and ts;41; that is, §; = §;; || Sir
and Wy, = GS;, Uziy1 = GS;,. Here G is the power-of-two gadget matrix
G=1®(1,2,...,2M°e4]) je. the identity matrix tensored with the two-power
vector.

Now, in the protocol the prover sends an amortized masked opening of all
the preimages,

The main idea is that all the terms z;8; for ¢ > 1 can be absorbed into the
masking vector so that we have 2 = 4y + x187. This is just a masked opening of
51 and the verifier checks that

AZ = 11_50 + I‘l’ljl
using the vector Wy = Ayy = Ay + Efi;l s;u; that he has received from the
prover before the challenge x;. Next, from this opening proof we can extract 5.
Moreover the prover also proves the linear relation

Wy = Wi + £L'2G§17l + 1’3G§1,T

for a vector W, = Ay, = Ay+ Z?;Il x;u; that he has sent before the challenges
9 and x3. So, this implies

AZ = Wi + z1Uq + 12U + xT3U3.
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In other words the extracted s; defines the hashes in the first level of the tree
and there is a proof for the verification equation of an amortized opening proof
for this level. So we can continue recursively and extract level by level from the
prover until we have an opening for the full tree. Our protocol can be seen as
a sequence of exact amortized binary opening proofs, one for each level for the
tree, that use the linear proof technique to prove the verification equation for
the proof for the next level. The proof also shows that all the preimages s; are
binary as this is needed for the approach to work, as explained.

We use our Merkle tree opening protocol that can also prove linear and
product relations on the preimages of the leaves to prove instances of Rank-
1 Constraint Satisfaction (R1CS) [BCGT13] which is an NP-complete problem
(see Section [6)). Recall that in the (simplified) R1CS setting, the prover P wants
to convince the verifier V that it knows a vector § € Z’; such that

(A%) o (B5) = C3 (2)

where A, B,C € Z’;Xk are public matrices and o denotes the component-wise
product. The usual way to prove such a relation is to first commit to § as well
as to the vectors

@= AS,b= B3 ,¢=C5. (3)

Then, P only needs to prove the linear relations described in and the multi-
plicative relation Gob = ¢ This method requires us to commit to three additional
vectors over Z, of length k. In Section @ we show a potential optimization to
prove by committing to only one vector in Z’;.

Table [I] contains a comparison of our proof system for R1CS to Ligero. We
chose a range of constraints above 22° as our proof system is most effective for
such large numbers of constraints. In particular, we observe that for large in-
stances, e.g. k > 224, our system achieves 2-3 times smaller proof sizes than
Ligero. The proof sizes for Ligero were directly measured by running the imple-
mentation from https://github.com/scipr-lab/libiopl For both proof sys-
tems we used a field size of about 128 bits and comparable soundness errors.

2 Preliminaries

2.1 Notation

Let ¢ be an odd prime, and Z, denote the ring of integers modulo ¢. For r € Z,
we define r mod g to be the unique element in the interval [—%, q;Ql] that is
congruent to r modulo g. We write ' € Zj" to denote vectors over Z, and matrices
over Zq will be written as regular capital letters M. By default, all vectors are

column vectors. We write ¢ || w for the concatenation of ¥ and & (which is still
a column vector). We write z & S whenz € S is sampled uniformly at random

from the finite set S and similarly x & D when z is sampled according to the
distribution D.
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Proof Size
Number of constraints|Soundness error| Ligero |Our System
21 2~ 115 4.58 MB 4.53 MB
220 g-1ii4 8.35 MB 5.22 MB
221 9113 8.90 MB 6.08 MB
222 g~112 16.23 MB 7.19 MB
2% g1l 17.39 MB| 10.79 MB
224 g~110 31.83 MB| 13.21 MB
225 Q~109 34.15 MB| 16.59 MB
226 9108 62.14 MB| 21.68 MB
227 9—107 66.03 MB| 29.04 MB
228 Q~106 121.90 MB| 42.42 MB

Table 1. Comparison of proof sizes between our proof system for R1CS over Z, with
q ~ 2'?8_ and Ligero.

Let d be a power of two and denote R and R, to be the rings Z[X]/(X?+1)
and Z,[X]/(X? + 1), respectively. Bold lower-case letters p denote elements in
R or R, and bold lower-case letters with arrows b represent column vectors
with components in R or R,. We also use bold upper-case letters for matrices
B over R or Ry. The ring R, is a Zg-module spanned by the power basis
{1,X,... ,Xd_l}. The multiplication homomorphism x — ax for an a = ag +
<o+ ag-1 X4t € R, is represented by the negacyclic rotation matrix

apg —aq—1 ... —0ax
aq Qg ... Qa2

Rot(a) = : . . € Zng.
ad—1 Qqg—2 ... Qg

This extends to R4-module homomorphisms given by A € R™*" in a block-wise
fashion. They are represented by Rot(A) € Z;"dxnd.

In this paper we choose prime ¢ such that Z, contains a primitive 2d-th
root of unity ¢ € Z, but no elements whose order is a higher power of two, i.e.
q — 1 =2d (mod 4d). Therefore, we have

d—1
Xit+1= H (X —¢¥™)  (mod q) (4)
7=0

where (#*! (j € Z4) ranges over all the d primitive 2d-th roots of unity. We
define the Number Theoretic Transform (NTT) of a polynomial p € Ry as
follows:

Do
NTT(p) := : € ZZ where p; = p mod (X — CQjH).

Pa—1
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We will use the property that for any polynomials f,g € R, we have NTT(f)o
NTT(g) = NTT(fg) where o is the component-wise vector multiplication.
We also define the inverse NTT operation. Namely, for a vector ¢ € Zg,

NTT (%) is the polynomial p € R, such that NTT(p) = .

Norms and Sizes. For an element w € Z;, we write |w| to mean |w mod ¢.
Define the ¢, and ¢, norms for w € R, as follows,

lwllo = max|wi| and [w]y = V]wol? + ... + |wa_s 2.

Similarly, for @ = (w1, ..., wy) € R*, we define

—

[[o]|

- 2 2
o =maxfwil, and ], = /i3 4+ ]2

2.2 Module-SIS and Module-LWE Problems

We employ the computationally binding and computationally hiding commit-
ment scheme from [BDL™ 18] in our protocols, and rely on the well-known Module-
LWE (MLWE) and Module-SIS (MSIS) problems [LPR10, [Din12} |LS15, Mic02,
LMO6L, [PRO6| problems to prove the security of our constructions. Both problems
are defined over a ring R, for a positive modulus ¢ € Z*.

Definition 1 (MSIS,, g). In the Module-SIS problem with parameters k, A > 0

and B < q a uniformly random matriz A & RZX(KH‘) is given. Then the goal is

to find a vector § € REFA such that A§ =0 and 0 < ||8]|, < B. We say that an
adversary A has advantage € in solving MSIS,; g if

Pr [Ag': 0 and 0 < [|5], < B| A & REXHV; 5 A(A)} > e

Definition 2 (MLWE, , ). In the Module-LWE problem with parameters k, A >
0 and x an “error” distribution over Zq, a pair (A,f) € RZX(FH_/\) X Ry is given
where A is uniformly random. Then the goal is to distinguish between the two
cases where either t is given by t = AS for a secret vector § & xETNE sampled
from the error distribution, or t is independently uniformly random. We say that
an adversary A has advantage € in distinguishing MLWE, ,, if

Pr {b =1 ‘ AL R';X(”’H‘); §& YD F— A b+ A(A,t)}
~Prlb= 1‘AiRgX<~+M; t& Ry b<—A(A,£)H > e

For our practical security estimations of these two problems against known
attacks, the parameter « in the Module-LWE problem and the parameter A in
the Module-SIS problem do not play a crucial role. Therefore, we omit then in
the notations MSIS,; 3 and MLWE, .
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2.3 Challenge Space

Let C := {-1,0,1}¥ C R, be the challenge set of ternary polynomials with co-
efficients —1,0, 1. We define the following probability distribution C : C' — [0, 1].

The coefficients of a challenge c & ¢ are independently identically distributed
with P(0) = 1/2 and Pr(1) = Pr(—1) = 1/4.

Consider the coefficients of the polynomial ¢ mod (X — ¢%*1) for ¢ «+ C.
Then, all coefficients follow the same distribution over Z,. Let us write Y for the
random variable over Z, that follows this distribution. Attema et al. [ALS20]
give an upper bound on the maximum probability of Y.

Lemma 1. Let the random variable Y over Z be defined as above. Then for all
x € Ly,

*COS (2mjyc/q)| . (5)

Pr[Y:x]<q+— Z H

JE€LE /(¢) =0

One observes that computing the sum on the right-hand side would take essen-
tially O(q) time. Hence, computing the upper-bound for Pr[Y" = z] is infeasible
for large primes q. However, based on experiments for smaller primes EL we as-
sume that the probability is very close to 1/q. In fact, this process exhibits a
phase-shift behaviour, where the probability very rapidly drops to values close
to 1/q as soon as the entropy of ¢ is slightly higher than log q.

2.4 BDLOP Commitment Scheme

We use a variant of the commitment scheme from [BDLT18|, which allows to
commit to a vector of polynomials in R, ﬂ Suppose that we want to commit to
m = (my,...,m,)" € RY. Then in the commitment parameter generation, a

uniformly random matrix By & RRX(K+>‘+“) and vectors by, ..., l_))# & R;“‘*“
are generated and output as public parameters. In practice they never have to
be stored because they can be expanded from a short seed. One may choose to
generate By, b1, e bu in a more structured way as in [BDL"18]| since it saves
some computation.

To commit to m, we first sample 7 & XAt Now, there are two parts
of the commitment scheme; the binding part and the message encoding part. We
compute

EE):BOFa
t¢:<5i,77>+mi fori=1,...,pu,

3 In particular, |[ALS20, [ENS20| computed that for ¢ ~ 232, the maximum probability
for each coefficient of ¢ mod X* — ¢¥*4 is around 27314,
4 We provide more background on commitment schemes in Appendix
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where £, forms the binding part and each t; encodes a message polynomial m,;.
The commitment ¢ = &y || ¢, || --- || t, is computationally hiding under the
MLWE) , assumption and computationally binding under the MSIS,; 3 assump-
tion for some ¢ > 8 > 2¢/(k + A + u)d; see [BDLT18].

Moreover, the scheme is not only binding for the opening (m, ) known by
the prover, but also binding with respect to a relaxed opening (m*, ¢, 7). The
relaxed opening also includes a short invertible polynomial ¢ and the randomness
vector 7* is longer than 7. Attema et al. JALS20] further reduce the requirements
of an opening and define the notion of a weak opening (see Appendix ).

3 Interactive Schwartz-Zippel

The Schwartz-Zippel Lemma [Sch80, [Zip79| (first proven by Ore [Ore22]) is an
important tool in the construction of many zero-knowledge proof systems. It says
that for a non-zero polynomial f € Z,[X1, ..., X,,] of total degree d, the probabil-
ity that f(z1,...,2,) = 0 for independently uniformly random x1,...,z, € Z,
is at most d/q. Note that the probability does not depend on the number n of
variables. This is used in zero-knowledge proof systems by committing to the
coefficients ¢, of f, where a = (ay,...,a,) € N" is a multi-index, and then
proving

flze,...,xy) = Z Caxlt .. apn

for uniformly random challenges x1,...,z, € Z, from the verifier. Then, if the
coefficient commitments where made before the challenges x; were known by
the prover, it is clear that the coefficients must be independent from the x;.
So, this implies that f = Z|a|§d ca X7t ... X2 with soundness error d/q. Now,
one is usually only interested in a few of the coefficients cq, typically the n
coefficients of the pure highest-degree terms divisible by X¢ for some i. The rest
are called garbage coefficients. But since the total number of coefficients, and
hence commitments, is equal to ("jd), this gets impractical already for small
n and therefore the multivariate case with n > 1 is not often used in practical
zero-knowledge proof systems.

In this section we develop a new proof technique that only needs a number of
garbage commitments that is linear in n while having a modest cost of a linear
loss in soundness. First, we decompose the polynomial f such that

f(Xl,'H;Xn) :f0+f1(X1)+"'+fn(X1a~~~vXn)’ (6)

where fo € Z, is the constant coefficient of f and f; € Z,[X1,...,X;], i > 1,
consist of the monomials ¢ X7 ... X2 of f witha; > land a1 =+ = =
0, i.e. the monomials that are divisible by X; but not by any X; for j > 7. Next,
note that every polynomial f; can be viewed as a univariate polynomial in X;
over the ring Z4[ X, ..., X;_1], divisible by X;. More precisely, f; = fi 1 X;+-- -+
fi,d,lXidfl + 1; X where fij € Zg[X1,...,X;—1] and l; € Zg since f is of total
degree d. Now, we are only really interested in the coefficients /;, and it turns
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out there is no need to prove that the other coefficients are actually polynomials
in Xq,...,X;_1 of degree at most d — 1. Indeed, we have the following lemma.

Lemma 2. Let f: Zi — Zq be a function of the form

F@1, ) = fo+ fi(m) + 57 (ma) + -+ fE0mn0)(3,),

where fo € Zq, f1 € Z¢[Xa], and, fori > 2, f; € (Zq[Xi])Zfzfl, i.e. fi is a

s Ti—1

function from Zi~' to Z4[Xi], given by (z1,...,2i1) — fi(zl" ). Suppose
that fi(zl’”"mi’l) is divisible by X; (i.e. has zero constant coefficient) and of degree
at most d for all (x1,...,xi—1) € Zé‘l, 1 > 1. Moreover, suppose that there
exists a j > 1 such that f;wl"“’ljfl) #0 for all (xy,...,25_1) € Z}~'. Then, for
uniformly random (x1,...,x,) € Zj, the probability that f(z1,...,2,) =0 is at
most (n+1—j)d/q. That is,

(n+1—j)d

Pr[f(xlw",zn):()] q :

IN

Proof. We write f<; for the partial function

Feil@r,.o @) = fo+ fu(z) + 57 (@) + - fE0 ") ()
that only includes the functions up to f;. In particular, f<, = f. Then we find

Pr[f(xy,...,z,) =0]
= Pr{f<p—1(z1,...,2n-1) =0]
‘Prif(z,....zn) = 0] f<n—1(x1, ..., 2pn—1) = 0]
+ Prf<n—1(z1,...,2p-1) # 0]

“Pr{f(z1,...,2n) =0] fen—1(z1,. .., 2n_1) # 0]
Pr(f<n—1(z1,...,2n-1) =0]
+Prif(z1,...,2n) = 0| f<p_1(x1,. .., 2pn_1) # 0]
Pr(f<n—2(z1,...,2n—2) =0]
+Pr{fcp—1(z1,.. ., xn—1) = 0| f<pn_2(z1,...,Tpn-2) # 0]
+Pr{f(z1,...,2,) = 0| f<p_1(x1,.. ., 2p_1) # 0]

IN

IN

Pr[fgj(xl,...,a:j) = 0]

+ Pr [fgj+1($1,...,a?j+1) = Olfgj(.’lil,...,.’lﬁj) 75 O]
+ ...

+]?r[f(xlw"5£Z:TL) = 0|f§n_1(x1,...,zn_1) #O] .

Consider the first probability Pr[f<;(x1,...,z;) = 0] after the last inequality.
For every choice (24, ..., ;) € ZJ~!, the function

INIA

(C A
f<i@h, 2l mg) = fogoa(@h, 2l )+ 7T (@)
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is a fixed univariate polynomial in z; of degree at most d and the random variable
x; is independent from it. Moreover, we know from the assumption in the lemma
that the polynomial is non-zero since f; is non-zero and divisible by x;; that is,
f;j is never constant. Therefore,

Pr [fgj(l’l,...,.’[j) = 0}

SENOES

! !
xl,...,z];lGZq

Similarly, for the other probabilities Pr [f<;(z1,...,2;) = 0| f<i—1(z1,...,zi—1) # 0]
we interpret f<;(z1,...,x;) as the evaluation of a polynomial of degree at most

d at the independently uniformly random point z;. This time we condition on
the event that the constant coefficient of the polynomial, which is given by
f<i—1(z1,...,24-1), is non-zero. Hence,

Pr [fgi(l‘l,...,xi) = 0|f§i,1<$1,...,$i,1) 75 0} S d/q

foralli=j5+1,...,n. a

3.1 Making Use of Lemma [2| in Zero-Knowledge Protocols

Suppose we want to prove that the polynomial f € Z,[Xq, ..., X,,] of total degree
d does not contain any terms divisible by X¢ for any i; that is, f is of degree at
most d—1 in each X;. Then decompose f as in Equation @, and define the func-
tions Zé_l — Zq [Xz]; (1‘1, . ,Jﬁi_l) — fi(xl’m’xiil)(xi) = fi(l‘l, ey i1, Xi),
that forget the polynomial structure of f; in the variables X, ..., X;. Now, in a
multi-round protocol where the uniformly random challenges x; are spread-out
over 2n rounds we can commit to the d —1 coefficients ~; 5, of fi(ml’”"zi’l)(Xi) =

Vi1 Xi+- -+%’d,1Xid71 immediately after seeing x1,...,x;_1 but before know-
ing x;,...,2,. Then we show
d—1 d—1
oz (04 Tonsat o4 T iak) =0
k=1 k=1

Here we assume that we know how to prove that some element of Z, is the
evaluation f(x1,...,2,) of the fixed polynomial f of degree d. The fact that the

commitments to the coefficients +; j, were produced before x;, . .., z, were known
shows that they can only be functions of z1,...,z;_1. So, we have effectively
proven

go + 91(331) + géwl)(lﬁ) ot gﬁfl"”’mn‘l)(xn) =0,

for uniformly random (x1,...,2,) € Zy and functions g; as in Lemma [2| that
fulfill the requirements that they have zero constant coefficient and are of degree
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at most d. Furthermore, for each i € {1,...,n} and all (z},...,2} ;) € Zi™!,

(i/lv"'vmrli—l)

the coefficient for X¢ of g, is given by the corresponding coefficient in
f. It follows that we proven f to be of degree d — 1 in all X; with soundness
error nd/q. Note that we only needed n(d — 1) + 1 garbage commitments.

As an example, in our lattice-based protocols we let the prover ultimately
send amortized masked openings Z(z1,...,2,) = ¥+ 151 + - - - + x, 5, of secret
vectors §; € Zy" with challenges x; € Z4, and we want to be able to prove that all
secret vectors are binary. So, using another uniformly random challenge vector

¢ € Zy', we want to show that the quadratic (d = 2) polynomial

far,yzn) = (Fo (@1 4+ 20)] = 2), @) (7)

does not contain terms of the form x2. Here each of the polynomials fi(zl"'"’mi’l)

involves only one garbage coefficient and is of the form fi(zl"“’x“l)(Xi) =~ X;.
So we end up only needing n + 1 garbage commitments to the coefficients ~;.
The protocol proceeds as follows. The prover receives the challenge vector ¢ and
commits to the first garbage coefficient vy = —(¢ o ¥, 7). Then, over the course
of the next 2n rounds, the protocol alternates between the prover committing

to the next garbage coefficient

1—1
v = <y (1=28)+ Y 2;(fio(1—-5)+5o(l— §j>>,¢>,

j=1

and the verifier sending the next challenge z;, for i = 1,...,n. Afterwards, the
protocol is finished by proving the linear relation (in the garbage coefficients)

(Zo((@mi++a)l—2),8) — (o +m21+ +Ynzn) = 0. (8)

In the PCP literature, when proving such pointwise multiplicative relations
on many vectors, a different technique is used to keep the number of garbage co-
efficients linear in the number of vectors. Namely, instead of multivariate masked
openings of degree one, univariate openings of degree n are used where the dif-
ferent vectors are separated as the basis coefficients with respect to a basis given
by Lagrange interpolation polynomials. See |GGPR13| for details. This tech-
nique does not seem to be compatible with our lattice-based setting. Concretely,
we will later need to conclude from SIS hardness that the prover is bound to
the vectors in the masked opening and our approach for achieving this requires
multivariate openings.

Moreover, the so-called sum check protocols for multivariate polynomials
from |[LFKN92, [Sha92] have similarities with our protocol. These protocols also
have n rounds and in each round the polynomial is reduced to a univariate
polynomial.

We don’t consider it a problem that our protocol has many rounds. We
don’t view the number of rounds to be of practical importance that needs to be
optimized. The interactive variants of our protocols only serve as a convenient
intermediate representation that is easy to reason about. But in practice only
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the non-interactive variants will ever be used and there the number of rounds
only has an indirect effect on for example the prover and verifier runtime and
the soundness error but no independent relevance. If the protocol can achieve
negligible soundness error and still has acceptable runtimes and proof sizes, then
the number of rounds doesn’t matter.

4 Exact Amortized Binary Opening Proof

The aim of this section is to present a protocol for proving knowledge of (exactly)
binary preimages §; € {0,1}™ C RT/ ¢ to n collision-resistant hashes @; =
As;. Our starting point is the approximate amortized proof that goes back to
IBBCT18]. There the prover samples a short masking vector 4 and commits to
it by sending @ = Agy. The verifier then sends n short challenge polynomials

ci,...,c, and the prover replies by sending the amortized masked opening 2z =
Yy + ¢181 + -+ + ¢,8,. The verifier accepts if 2z is short and a preimage of
W+ e1uy + - - + e U,. This protocol is sound, because, for every i = 1,...,n,

the prover must be able to answer two challenge tuples successfully that differ
only in the one challenge c;. Then the difference of the two corresponding masked
openings yields the approximate solution A(Z — 2') = (¢; — ¢})u;.

Next, we want to get rid of the perturbation factors ¢; = ¢; — ¢;. In gen-
eral and for efficient parameters they are not invertible so we can not simply
divide through, but it is possible to use the strategy from [ALS20] where one
pieces together many extractions from potentially several parallel repetitions of
the protocol in order to get so-called weak openings s} such that AS} = u;
(c.f. [ALS20, Definition 4.2]). The weak openings are not necessarily short but
the prover is still bound to them; see [ALS20, Lemma 4.3].

Now, to extend the proof and show that the 5} are in fact binary, the amor-
tized masked opening z from above with polynomial challenges is not of much
help. The problem is that the polynomial product effectively intermingles all the
secret coefficients and then it seems inefficient to prove all the quadratic rela-
tions about individual coefficients that we need for proving that each and every
coefficient is binary. Therefore, our protocol has a second stage with integer
challenges x; € Z,; and masked opening

Z=y+x181+ -+ 1,8,

To get as much soundness as possible, and at the same time not increase ¢ more
than necessary, we want the challenges x; to be uniformly random modulo ¢. But
since we are relying on MSIS hardness we can not send 2z’ directly. Instead, we
compose it from [ short Z; with short integer challenges z; ; € Z, j =0,...,I—1.
More precisely, we set § = [¢'/!], and z; mod ¢ = 20 + --- + 2;-16'""" (non-
negative standard representative), where 0 < z; ; < 6. Then, the prover sends
the polynomial vectors

Zj=YjtT1;81F  + TnjSn.



Practical Sublinear Proofs for R1CS from Lattices 15

In principle the second stage with integer challenges z; ; alone would allow to
extract the weak openings s7, but we still include the first stage with polynomial
challenges as it turns out that the final norm bound for which we need Module-
SIS to be hard depends on the norm of the product of two challenges. Hence,
when one of the challenges can be a shorter polynomial challenge, this results in
a smaller Module-SIS norm bound and ultimately smaller proof sizes.

Next, for the actual binary proof we work with the composed Z = 2z +
-4 Z_16'71. We forget the polynomial structure and let z'= i+ 2157 + -+ - +
T8y € Ly be given by the coefficient vectors that correspond to the polynomial
vectors. This allows for the approach from Section for proving that all secret
coefficients are binary. Let ¢ € Zi" be a uniformly random challenge vector from
the verifier. Eventually we need to prove Equation (8 with garbage coefficients ~y;
that are from commitments produced interactively with increasing dependence
on the challenges x; as explained. We use the BDLOP commitment scheme
and apply the linear proof from [ENS20|, which we call the auziliary proof in
this protocol. Since our binary proof has a soundness error bigger than 1/g,
there is no need to apply the soundness boosting techniques for the linear proof.
That is, we use the simpler proof without automorphisms. So, after the initial
approximate proof, at the beginning of the second stage, the prover initializes the
BDLOP commitment scheme. He samples a randomness vector #(*) € Rg‘ﬁ)‘*“
and commits to it in the top part &, = ByF € Ry?. Here k2, A, and p =
[(n+1)/d] + 1 are the BDLOP MSIS rank, MLWE rank, and message rank,
respectively. Since the prover needs to commit to only one Z,-element at a time
and not a full R4-polynomial, he is going to send individual NTT coefficients
of the low part of the BDLOP commitment scheme. More precisely, the prover
precomputes the NTT vector & = NTT(B7%) € ZL("H)/‘M. Then, when he
wants to commit to v; € Zg, he sends 73 = e; + 5, 4 = 0,...,n. In the end the
verifier has the full commitment polynomial vector t; = NTT !(7) = ByF +
NTT (7).

After the initialization of BDLOP, the prover samples [ masking vectors ¥;
for the short shares Z; of Z and sends the commitments w; = Ag;, together
with €. The verifier follows by sending the challenge vector ¢ for the binary
proof. Next, the core subprotocol with 2n + 2 rounds starts. Here the prover
and verifier alternate between garbage commitments to the parts f; = ~;x; of
the polynomial f(z1,...,z,) in Equation , and the challenges x;. Finally,
the prover computes the shares 2, performs rejection sampling on them, and
sends them if there was no rejection. This concludes the second stage and main
part of the protocol. Finally, the protocol is finished with the auxiliary proof for
Equation (§)), exactly as in [ENS20].

Before we spell-out the protocol in detail in Figure[I]and then analyze its se-
curity, we mention a technical problem that we have to overcome in the security
proof of the protocol. When we sketched the binary proof in Section we as-
sumed that Z' is the evaluation of a fixed polynomial in the challenges x1, ..., x,.
In other words for the extraction this means that we must be sure that

Z=y" +x18] + -+ x,5,
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in (almost all) accepting transcripts with always the same weak openings ¢*
and 8. The problem is that this is harder to prove in our amortized setting. Let
us recall the argument for the single-secret case with 2' = ¢* + x8*, which was
presented in |ALS20|. If we find some accepting transcript where the masked
opening 2’ is given by 2’/ = ¢** + 2/§* with a different ** # ¢*, then we know
a challenge difference T such that z8* is short and Z(Z — 2’) — (v — 2/)Z8* =
Z(Y* —y**) # 0 is a Module-SIS solution. This argument can not be extended to
the amortized setting since we would need to multiply by many different z; and
not find a sufficiently short Module-SIS solution. But it turns out we can turn the
whole argument around and proceed via the contraposition. Concretely, if one
of the weak openings 57 is not binary, then we must be able to find accepting
transcripts with different ¢** that results in a SIS solution. See the proof of
Theorem [ for the details.

Theorem 1. The protocol in Figure [1] is correct, computationally honest ver-
ifier zero-knowledge under the Module-LWE assumption and computationally
knowledge-sound under the Module-SIS assumption. More precisely, let p be the
mazimum probability of ¢ mod X — ¢ as in Lemma([ll Let w be a bound on the
{1 -norm of the c¢;.

Then, for correctness, unless the honest prover P aborts due to rejection
sampling, it convinces the honest verifier V with overwhelming probability.

For zero-knowledge, there exists an efficient simulator S, that, without access
to the secret 8;, outputs a simulation of a non-aborting transcript of the protocol
between P and V for every statement ©; = AS;. An algorithm that can distin-
guish the simulation from the real transcript with advantage € can distinguish
MLWE, , with advantage € — 2100 4n the same running time.

For knowledge-soundness, there is an extractor £ with the following proper-
ties. When given resettable black-box access to a deterministic prover P* that
convinces V with probability € > (2n + 2)/q + p, € either outputs binary preim-
ages 8f € {0,1}™ for all hashes 4;, an MSIS. g solution for A with B =
4(wPa + 041 + nwdy/m), or an MSIS,, s.p, solution for By.

Remark. In the interest of simplicity, we have chosen to present the protocol
for binary secret vectors only. It should be clear that the protocol can easily
be adapted to prove knowledge of secret preimages that have coefficients from
a larger interval, for example ternary coefficients in {—1,0,1}. Then the prover
would send two garbage commitments before each challenge ;.

4.1 Extending the Proof to Linear and Product Relations

In applications of our exact opening proof one usually also wants to prove linear
and product relations on the preimage (coefficient) vectors §;. We now show
that our protocol can easily be extended to include such relations with little
additional cost.
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Prover P Verifier V
Inputs:
BO c RZQX(K2+>\+M) _B07 B17 62
B, c R((qul)x("éer)\JrH) A, U;
5’2 c R;2+)‘+“
AeRixm/d
Fori=1,...,n:
- m m/d
5 e{0,1}" c RIM

Uu; = AS;

The prover and verifier run the approximate amortized opening proof from Figure |2L
(Papprox (A, 83), Vapprox (A, U;)). The verifier rejects if Vapprox rejects.

(#Y 1y, &) = AUXINIT(Bo, B1)
Forjzo,...,l_l:

- 3 m
Y; < Ds2
. . to, W
w; = ij #,
- g&zr
-1 ,
=2 i
j=0
Yo = —(Fo¥, P
To = €0 + Yo $>
The prover and verifier run the core protocol from Figure (T1,Z1, .., Tn, Tn) =

(Peore(&, 7, B, 5:), Veore()). Then they set ¥ = (10,...,7)7, Z = (1,21,...,2,)" and
t, = NTT71(7_"), and decompose x; = x;o + -+ + wi,l_lélfl fori = 1,...,n. The
prover keeps the garbage coefficients 7; from Peore and sets 7 = (y0,...,7n)" .

For j=0,...,1—-1:
Zi=vy; + wagz
=1
If Rej (%), (;),52) = 1, abort —_—
VERIFY (A, 4;,W;, zij, Z;)

The prover and verifier run the auxiliary linear proof from Figure
</Paux(Bv7_"(t)7tv’?vf)7VauX(B7t»p7f)>7 where p = <5O (($1 ++xn)1_2)7¢> for
7= Zé_:%) Z;67. The verifier accepts if Vaux accepts.

Fig. 1. Exact amortized opening proof for lattice-based hashes.
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Prover Papprox Verifier Vapprox
Inputs:
Aec Ry A, i,
Fori=1,...,n:

5 e{0,1}" c R4

u; = AS;

g & pr

=(c)
39 = A?j(C) w
- G e & Cvien)
n
) =%+ eis
i=1
>(c)
If Rej (2‘C>,g(c),51) =1, abort 2

?
129 < s1v2m = B

~e) ? o ~
AZ) =5l 4 Z ci;
i=1

Fig. 2. Approximate amortized opening proof for lattice-based hashes. Used for boot-
strapping the exact amortized proof in Figure

VERIFY (A, U;, W;, zi j, Z;) AUXINIT(Bo, B1)

01 For]:rg),...,lflz 01 T:.(t)ﬁx(,gz+>\+u)d
02 HEJH < s2v2m = ,32 02 tg = BoF(t)

03 AZ L+ Y, wid 03 &= NTT(B,7"")

04 return (79, €)

VERIFYAUX(B, t,%®, e, 29 0, h, v, p, &)
01 ho =0

02 HZ’_:(”H S 53\/2(&2 + A+ p,)d =fs

03 Qof(t) Za® + c(t>ﬂ)
04 (ba, 2 + (NTT(d6T), B, 2")

Lo+ (ty + (NTT (d0Z), £1) — Op — )

Fig. 3. Helper functions VERIFY(), AUXINIT() and VERIFYAUX() used by exact amor-
tized opening proof in Figure [I} They check the verification equations, initialize the
auxiliary commitment, and check the verification equations of the auxiliary linear proof,
respectively.



Practical Sublinear Proofs for R1CS from Lattices 19

Prover Peore
Inputs:
eezitt

v, €Ly

— — m
51,...,8n € Zyg

Verifier Veore

= (o (I-25),8)

T1T=¢€1+7 $
1
-
e =(Fo (I —252),5)
+a1(510 (I —352)+ 520 (I—51),4)
T2 =e2+ 72 =
T2
-
T =(Fo (I - 25,),¢)
n—1
+> wi(Fio(T—8n) + 80 (1-5),9)
=1
Tn = €n + Tn #
Tn
-

Tn — 7

Fig. 4. Core protocol for exact amortized opening proof in Figure
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Prover Paux Verifier Vyux
Inputs:

By € Ri2x(ratAtm) By, By, by
By € R DX (satrsim it

by € RE2TATH pE7Zg

A € {~1,0,1} (AT ¢ RratAty ez
to = Bor

& = Bi7Y + NTT1(9)

3, €z

$
g« {g€Ry|go=0}
ty = (b2, ™) + g

g‘(t) g D§:2+/\+H)d

=(1)
o = Bog(t) to, W
. ey,
h =g+ (NTT '(d0Z),NTT (7)) — 0(Z,7)
v = (B2, 5 + (NTT™1(d6F), Big™) R
(t)
¢ <&
Z® — ,g'(t) + D0
(1)
If Rej (2‘“,17(“,53) =1, abort =

VERIFYAUX(B, t,

'lf)(t), c(t), g(t)’

07 h7v7p7 f)

Fig. 5. Auxiliary linear proof needed in our exact amortized opening proof in Figure
and in the tree opening proof in Figures [6] and [7] .
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Linear relations. Let §=3; || --- || 5, be the concatenation of all the binary
§; and M = (My,...,M,) € Z;*™™ with M; € Z;*™ be a public matrix. Now
suppose in full generality that we want to prove the linear equation

Ms= M5+ -+ M5, =7

for some public vector v € Ry. So this is an “unstructured” linear equation not
necessarily compatible with the polynomial structure. As usual, the equation can
be proven by probabilistically reducing it to a scalar product first. So we prove

-,

(M5 —3,8) = (5, M) — (3,9) = Z<8“MZT¢>—<U7 )=0

for a uniformly random challenge vector 1/7 € Zy that is given to the prover after
the hashes u; = AS; are known.

Now, We use a very Slmllar approach to the one from Section [3.1] Concretely,
let p= x7 o+ + x, 1 p, where jg; = MTz/J Then we want to show that in
the multivariate quadratic polynomial

fin(x1,. . zn) =(Z,0) — (17,1/7)

the constant coefficient vanishes. More precisely, we want to prove the relation
n
(2,0) = (W,9) = Y (yai1@; " +72ii) = 0
i=1

with garbage coefficients

i=1
i—1
(lin) 1> -
2t § :‘rj <s“pj>
i=1

We can share the garbage commitments between the linear and binary proofs
by simply adding fi, to f from Equation . That is, we finally prove

(Zo((w1+  +aa)] = 2),8) + (£,0) — (T, )
- <70 + Z(VZi—lle +72ixi)> =0.

i=1

This is sufficient although the equation now contains the constant garbage co-
efficient vy so that it is not immediately clear why the contribution from the
linear proof to the constant term vanishes. The reason is that the prover can
commit to g = — (7 o ¥, §) before the challenge 1/7 is known. Then, if the linear
equation M s = v were false, there would be a uniformly random contribution to
the constant term that is independent from ~q.
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Product relations. By product relations we mean multiplicative relations of
the form s1s2 = s3 between coefficients sq, so, s3 of the secret vectors §;. For
simplicity we restrict to the case where the coefficients sy, s, s3 are from the
same vector §; and the relation holds in all vectors s;. More precisely, we consider
relations s; j, S;.j, = Si.j, for a triple (ji, ja2,js) € {0,...,m —1}3 and all 4. This
is sufficient for many applications by packing the §; in a suitable manner. For
example, if we want to hash three binary vectors @, I_;, ¢ € {0, 1}*" for some k > 1,

and prove that @o b = ¢, then we write @ = @ || -+ || @ with @; € {0,1}™, and
let §; be the columns of the matrix with rows @l ,b!, ¢},
. . - . T
(51 Sn) = (51 e by bE G- gk) )

Now to prove the above relation we need to show that s; ;s; j+r = si jy2r for all
t=1,...,nand j=0,...,k — 1. Note that such relations are only a very slight
generalisation of the relations s; j(1 —s; ;) = 0 that we already prove in the
binary proof. More general product relations are possible, but they come with a
cost of more garbage commitments.

In the protocol, for every product relation s; j, 5; 4, = 84,5, we add the poly-
nomial

fPVOd(xlv [ :En) = (Zjlzjz - (xl et xn)zjs)o

for a uniformly random challenge 6 € Z, to the previous f + fiin that we prove.
Similarly as f from the binary proof, the polynomial fyoq4 is a quadratic poly-
nomial that has no terms divisible by 22 if the product relation is true.

4.2 Proof Size

We study the size of the proof that is output by the non-interactive version
of the protocol in this section. The non-interactive version is obtained by ap-
plying the Fiat-Shamir transform. We handle the slightly more general case
where the secret vectors §; are not necessarily binary but have coefficients in
the range {—[b/2],...,|(b—1)/2]}. Then there are (b — 1)n + 1 garbage coeffi-
cients. The masking vector commitments @, w; and @ do not need to be
included in the proof since they can be computed from the verification equa-
tions and then verified with the random oracle when the challenges are included
in the proof. For w(®) and w® this is always efficient. Whether it is also ef-
ficient for the w; depends on n. For large n the cost of the n challenges x;
becomes bigger than the cost of the w;. The polynomial v in the auxiliary proof
does not need to be transmitted either. Hence a complete proof amounts to
the objects & Z(¢) for the approximate amortized proof; o, @, t1, T, Z; for the
main part; and ts,0, h,c(), Z® for the auxiliary proof. The actual size of the
challenges as (vectors of) polynomials or Z,-integers does not contribute to the
proof size since they can be expanded from small seeds by using a PRG. For
the security level we are aiming for, 16 bytes suffice for each challenge seed.
The full-size elements o, %1, 2, h have a total size of (kg + p 4 1)d[logq] =
(ke + [((b—1)n +1)/d] + 2)d[log q] bits. Next, the short vectors (¢, Z;, Z(*)
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have size mlog12s1 + Imlog 12s5 + (k2 + A + p)dlog 12s3 bits. Here we assume
that the coefficients of the short vectors are bounded by 6s; in absolute value,
which can be ensured by the prover. Finally, the challenges &, @, Z, 6, ¢¥) need
4 4+ n seeds of total size 128(4 + n) bits.

We now compute the required standard deviations s1, §o, 53 for the Gaussian
masking vectors (%), y; and M. So, we need to bound the ¢, norms of the
secrets vectors ¢181 + - + € 8p, 21,;81 + - + &y 8y, and cMF. For the rejec-
tion sampling we use the improved algorithm from [LNS21a] that leaks one bit
of information about the secret. In usual applications of the proof system the
prover will only ever compute one or at most very few proofs about a partic-
ular set of hashes ;. We assume that the challenge polynomial distribution C
for ¢; and ¢® is such that the polynomial coefficients are independently iden-
tically distributed in {—1,0,1} with probabilities 1/4,1/2,1/4, respectively. So
the challenge polynomials have 3d/2 bits of entropy. In particular, for ring rank
d = 128 and fully splitting g of length around 128 bits, the NTT coefficients of ¢;
will have maximum probability p close to 1/q. Then, a coefficient of a polynomial
in ¢;8; is the weighted sum of d independent coefficients of ¢;, where the weights
are given by the coefficients of the corresponding polynomial in §; (up to signs).
Moreover, a coefficient of ¢181 + -+ + ¢,8, is the sum of dn such coefficients.
Write S,, for this random variable. Its distribution is centered and has standard
deviation s,, < [b/2]4/dn/2. By the central limit theorem, the distribution of the
standardization f— converges to the standard normal distribution for n — oo.
This is also true for the random variable S! that is distributed according to the
discrete Gaussian Distribution D, with the same standard deviation as S,,. So,
for all x € Z,

lim |Pr[S, < as,] —Pr[S), <zs,]| =0,

n—oo
and Ds, is a good model for the distribution of the coefficients of ¢;87 + -+ +
¢, 8p. By the tail bound from Lemma a coefficient is smaller than than
14|b/2]+/dn/2 in absolute value with probability bigger than 1 — 2740, Then,
using the union bound we conclude that no coefficient is bigger than that. There-
fore, we have

. R b dmn
||C151+"'+Cn3n||2§14 5 T:51’

and similarly,

2 . b 02 — 1)dmn
||x1,j51+'~'+$n,jsn”2 <14 5 % = 5.

In the second inequality we have used that the discrete uniform distribution
on [—§/2,5/2 — 1] has standard deviation /(02 — 1)/12. For ¢®#®) we make
use of the fact that also #*) is random with polynomial coefficients distributed
according to the centered binomial distribution xo modulo 3. It follows that
every coeflicient has standard deviation 1/5d/16, and, again by the tail and
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union bounds, no coefficient is bigger than 14./5d/16 with large probability. So,

Hc(t)F(t)Hz < 14\/5d2(kz + A+ 11) /16 = s3.

Example As an example we compute concrete sizes for proving n = 1024
hashes 4; = AS; of binary vectors §; of length m = 2048 over the ring R,
of rank d = 128 modulo a 128-bit fully-splitting prime q. We choose [ = 4 so
that 6 ~ 232. For the Module-SIS rank s and the Module-LWE rank A of the
BDLOP commitments scheme we use k3 = 2 and A = 32. Then MSIS,, g43, has
a classical Core-SVP cost of 2!% when using the BDGL16 sieve, and MLWE, ,,
has a classical Core-SVP cost of 2198, The height  of A, i.e. the hash rank for
the u;, does not influence the proof size of our protocol, but we need Module-SIS
to be hard for vectors of length B = 4(df3 + §31/2 + dndby/m/4). This is for
example the case with x = 7, where MSIS,; p has classical Core-SVP cost of 2213,
With these parameters we find that the proof size as explained above is 108.5
kilobytes. This translates to an amortized size of 108.6 bytes per equation.

One application of our amortized exact proof system is for proving statement
about the plaintexts in FHE ciphertexts. The FHE ciphertexts have a purpose
outside of the proof system and therefore their size does not count towards
the proof size. Moreover, they can not be compressed because otherwise one
could decrypt them anymore. Our proof system now allows to proof many such
ciphertexts with a small amortized cost.

Proof. Correctness. We need to argue that the equations checked by the verifier
are almost always true, except with negligible probability. From the sampling
of the masking vectors %(®), Y;, and §® as discrete Gaussians with standard
deviations s1, s2, and s3, respectively, and Lemma it follows that 2(¢), Zj, Z®
are again distributed as discrete Gaussians in non-aborting transcripts with the
same standard deviations. Hence, the probability that the ¢;-norm HE(C) H is at
most 81 = s1v/2m as checked by the verifier, is overwhelming by Lemma {4, The
same holds for the norm checks of the other masked openings. Next, the equations
Az = ) + El ciu;, AEJ = ’lﬁj + Zi xmﬁi, and Bog(t) = ) + C(t)t_z) are
immediately seen to be always true. We also find

Finally, the last verification equation in VERIFYAUX() from the auxiliary proof
remains. By substituting the expressions for Z(¢), v, £, to and h as computed
by the honest prover we obtain

(b2, ) + ¢V (by, #D) + (NTT 1 (d0Z), B15") + D (NTT ! (d0Z), B1#))
= (b, §P) + (NTT™Y(d0Z), B1g®) + P ((bs, 7)) + g)

+ D UNTTH(doz), By7Y) + (NTT1(d0Z), NTT 1 (7)) — 6p)

— (g + (NTT!(dox), NTT (%)) — (07, 7)).
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Cancelling all equal terms shows that this equation is implied by

p—= <fa’7>
(Zo((@r+ - +a)l-2¢) — (@7
- 7<g0 _’7 _’>
n i—1
"‘sz (yol(l —25’1),(,0}—1—236](810(1 —8j)+850(1—5),9)
i=1 j=1
- <“Yo + Z%’%‘)
i=1
=0.

It follows from the construction of the garbage coefficients ; that this equation
is indeed correct.

Zero-Knowledge. The proof of the zero-knowledge property is standard for
this type of protocol. In the real execution the masked openings 2(¢), Zj, Z® are
distributed as discrete Gaussians. So, when we replace them by independently
sampled discrete Gaussian vectors and compute (), w;, @®, v such that the
verification equations are still all correct, then we get a transcript that is statis-
tically close to the real transcript with statistical distance 271%° by Lemma
Now, the randomness vector #*) for the BDLOP commitment scheme is only
used anymore in the MLWE vectors By, By#®) and (by, 7). Hence, when
we replace these by uniformly random vectors, we obtain a transcript that can
be distinguished from the previous transcript with advantage € only by an ad-
versary that can distinguish MLWE, , with the same advantage. Next, we can
replace the vectors &g, t1, and o by independently uniformly random vectors
without changing the distribution of the transcript. Now, the only element that
still depends on the secret vectors §; is the polynomial h. But h contains the
additive uniformly random polynomial g with constant zero coefficient. And g
is now only used in the computation of h since we have already replaced ts.
Therefore, we can also replace h by a uniformly random polynomial with zero
constant coefficient without changing the transcript distribution. We have thus
arrived at a simulatable transcript as required in the theorem statement.

Knowledge-Soundness. The first goal for the extractor is to obtain weak open-
ings &7 for all the hashes 4;. This is achieved by extracting the approximate
amortized opening proof at the beginning of the protocol. Here one NT'T coef-
ficient 87 mod p; of one opening s7 is extracted at a time, where i € {1,...,n}
and p; C R, j € {1,...,d}, is one of the prime ideals dividing ¢ in R. The
extractor repeatedly interacts with P* where he freshly samples all challenges in
each interaction until he hits an accepting interaction. Let ¢; and 2(©) be the i-th
polynomial challenge and the corresponding masked opening in this interaction,
respectively. Next, the extractor interacts again with the prover, but this time
he sends the same challenges as in the previous accepting interaction, except for
¢;, which is replaced by a freshly sampled challenge ¢, under the constraint that
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¢, # ¢; (mod p;). The extractor repeats until he either hits a second accepting
interaction with masked opening 2(¢), or the upper runtime limit 2/(¢/2 — p) is
reached, in which case the extractor aborts. We compute the expected runtime
and probability for obtaining two accepting transcripts. The first accepting hit
takes expected time 1/e. Then, with probability at least 1/2, the challenges lie on
a heavy row for ¢; so that the acceptance probability when keeping all challenges
fixed except c¢; is at least /2. The constraint ¢} # ¢ (mod p;) reduces the bound
on the acceptance probability to £/2 — p. Now, the probability that a process
with expected runtime 1/(¢/2 —p) runs longer than twice this amount is at most
1/2 by Markov’s inequality. Hence, when the first accepting interaction lies on
a heavy row for ¢;, then with probability at least 1/2 we obtain an accepting
interaction in the second stage before aborting due to the time limit. Overall, we
have that with probability at least 1/4 we obtain two accepting interactions in
expected time at most 1/ +2/(¢/2 —p) < 3/(¢/2 — p). By restarting the whole
process when it aborts, we conclude that in expected time 12/(¢/2 — p) we get
the two accepting interactions.

Next, we have from the verification equations in the approximate amortized
opening proof in Figure

A (E(C) — z*(c/)) = (¢; — ¢)u;.

Since ¢; — ¢; # 0 (mod p;), we can divide by the challenge difference in the
residue field modulo p; and obtain &7, such that AS}, = 4; (mod p;). By
performing the strategy for all prime ideals p;, we can lift the local solutions
87 ; to a global solution A8} = u; over Ry. In the process we obtain ¢; and Z;
for all j such that ¢; € p; and ¢;5; = ,?j (mod p;). The last equality must even
hold over Ry, ¢;8; = E'j, and hence s} is a weak opening for ;. For otherwise
we have the Module-SIS solution éjé'j — éj;.,'j/ for A of length 8wf3; for some j'.

In the same way we obtain weak openings s} for all ;. If they are all binary
then we are done. So assume this is not the case and that 87 is the last non-
binary vector, i.e. 57 ¢ {0,1}" and 87 € {0,1}™ for all i > 4. For the following
discussion we are only interested in the main part of the protocol, i.e. the protocol
in Figure[T]without the initial approximate proof and the trailing auxiliary linear
proof. The acceptance probability for the main protocol, i.e. the probability that
the main verification equations in VERIFY () are correct, is at least €. We partition
the challenge tuple of the main protocol into two pieces Xg = (x1,...,2;5—1)
and X1 = (&, %4, ...,2n). There exists a choice of the challenges in Xy such
that the acceptance probability over the remaining challenges X; is at least ¢.
We fix this choice. Then, for each choice of the challenges in X; we can define

'g’;‘ERZn/d7j:O7...,l—17suchthat

=~ f— T . . g* DY . *
Zj = yj + Lig,j Sio + + Tn,jSp (9)

in the corresponding interaction. If the interaction is accepting, then, by con-
struction,
AYj = W)+ 1 Uy + - F Tig 1, Wi -1
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The g7 must be the same for all accepting interactions. To the contrary, assume
without loss of generality that there are two challenge tuples (¢, 4, - . ., Z,) and
(¢ 25, ..., m,) with different 45 and @', respectively. The vectors ¢ and 4’
must differ modulo at least one of the prime ideals, say p;. But then, from the
extraction of the weak openings for the hashes, we know ¢&; such that ¢; & p;

and ¢;8; is short; that is, of length at most 23;. Thus,

n
JERN R — - —k
A(CjZy — 24,,0C;8;, — C; E 2 087)
i=ig+1
S AT — A AT
= ¢; Ay, = ¢; Ay

_ —‘—'/ _ ! . _ Al ! =k
= A(¢;z) Li0,1Cj8i, — Cj E xi,lsi)

i=ig+1

gives a Module-SIS solution for A of length less than B = 2(2wfs + 2051 +
2nwd/m). Here we have used that all 8§ are binary and hence of length at most
/m for i > ig.

For completeness, we sketch a simple concrete treatment of the previous argu-
ment. With probability at least 1/2, a completely random accepting interaction
(random over all challenges in Xy and X7) is such that the challenges in Xy
define a “heavy row” for the challenges in X;. This means that the acceptance
probability over the challenges in X; when fixing Xy is at least £/2. So, it is easy
for the extractor to find such a heavy row. Now, assume that with another prob-
ability of at least 1/2, a heavy row is such that the largest fraction of accepting
interactions with matching ¢ make up for less than 1/2 of all the accepting
interactions on the heavy row. Then, with probability at least 1/8 two random
accepting interactions with equal Xy would have different Q’;‘ and lead to an
MSIS solution as above. So, this cannot be and therefore with probability at
least 1/2, a heavy row is such that at least 1/2 of the accepting interactions on
the row result in the same masking vectors ;l];‘ Hence, it is easy for the extractor
to find challenges X such that the interactions with fixed X are accepting and
share the same g;k with probability at least /4 over the challenges in X;. We
can increase the latter probability by also increasing the runtime needed by the
extractor to find the challenges X. But since we don’t care about the extractor
runtime in the theorem statement we can assume the limiting probability e.

So, our conclusion above makes sense that we can fix challenges Xy such
that interactions are accepting and the Z; are given by Equation @ for fixed
y; with probability at least . For the integer coefficient vector z' = Zé;t Z;69
this translates to that it is given by

g‘:g*+xiog"zfo+...+xn§;

in those interactions, with fixed ¢, 5. Next, in the auxiliary linear proof at the
end of the protocol the relation
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is proven. Here the coefficients +; are the (extracted) garbage coefficients inside
the BDLOP commitment. They are such that ~; is independent from x;, ..., x,
since it was committed to before the prover knew x;, ..., x,. By plugging in the
expression for 2 we can now decompose the relation into

fo + fiowi, + (85, 0 (1= 5,), @i, + f'(:i01)93io+1 o Tty =

io
where
fo={ o (x4 +zi0-1)1 = 7°),P)
— (0 +T1v + o Ti—17i 1)

—

[t = (g o (T=5),8) + (5f o (o1 + -+ + 34 1)T = 7). &)

1—1
+ Y 2S5 o(l—5)+(1-5)o,¢) —v

Jj=to
So we see that the coefficients fi(Ii“’”"wi*l) depend on x1,...,x;_1 but not on
Ziy .-, Tn. Moreover, with probability (1 — 1/¢) for uniformly random &, the

term (57 o (1- §;,), ) is non-zero since 57 is not binary. Therefore, Lemma
says that the equation is only true with probability at most 1/q + 2n/q < e.
Hence, with probability at least e — (2n + 1)/q, the prover must be able to
succeed in the auxiliary linear proof although the relation is not true. Now,
since this probability is bigger than the soundness error of the linear proof,
e—(2n+1)/q > 1/q + p, [ENS20, Theorem 3.1] says that in this case we can

extract an MSIS,, g.3, solution for By. O

5 Induction

In many applications the public input hashes 4; to our exact binary opening
proof from Section [] are in fact produced as part of a larger zero-knowledge
proof system and their size counts towards the proof size. In the opening proof
the two dominating terms in the proof size are of order nlogq for the garbage
commitments, and mlogq for the masked openings, for a total of mn secret
coefficients. On the other hand, the hashes u; are of size nkdlogq. So we see
that their size is very significant for the overall bandwidth efficiency. In fact, the
hashes are about two orders of magnitude larger than their proof and it would
be good if we did not need to transmit all the ;. In this section we show how
this can in fact be achieved by hashing them up in a Merkle hash tree and using
our opening proof as a building block to prove by induction an opening to the
hash tree when only the root hash is given.

Tree Construction. In our lattice-based hash tree, the hash input vector for
an inner node consists of the binary expansions of the hash output vectors from
the two children of the node. So the number of input bits m of the hash function
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must be twice the number of output bits, i.e. m = 2kd[log q]. Then we define
the gadget matriz

G=1.® (1 2... Qflogtﬂfl) c R:;Xfﬁﬂogq]

that we use to reconstruct the hashes from their binary expansions. Now, the
hash tree is constructed as follows. Let a be the depth of the tree. Then, the
inner nodes are given by

i, = AS;, 3= <§l> € {0,1}™ c R,

i,r

- ., 10

GS;) = Uy, (10)
G5, = Uit

for i = 1,...,2%1 — 1. In particular @; is the root of the tree. The leafs

are ga-14; = ASy-1y; for j = 0,...,2¢71 — 1. More generally, the nodes

Ugk, ..., Ugk+1_1 form level k of the tree, where 0 < k < a — 1.

Proof by Induction. So we have a total of n = 2% — 1 binary vectors §; that
recursively hash to 4; and that we want to prove knowledge of. Our protocol is
easiest to understand as a sequence m,_1,Tq—2,...,7o of a = [logn] subproofs
that are essentially instances of our binary opening proof from Section [4] There
is one subproof for each level of the tree in the order from the leaves to the root,
and the subproofs are indexed by the corresponding level. More precisely,
proves knowledge of the level-k binary vectors So, ..., Sok+1_1.

All the 7, share one amortized masked opening of all the vectors §;. Hence,
in the very end the prover sends

2%-1
22: g-+ E xi§}
i=1

Actually, the prover sends the short shares Z; = y; + >, z; ;8; that compose
to Z but we explain the protocol in terms of the single vector 2 as this simpli-
fies the presentation. The 2* challenges @gx, ..., Torr1_; for the level-k binary
vectors are from the subproof 7. Therefore and because of the reverse order-
ing of the subproofs, at the beginning of m; the prover knows all the challenges
Tok+1, ..., Toa_1 from deeper levels. We can thus absorb the terms z;5;, i > 2F+1,
in 2 into the masking vector and use

291
Yr =Y+ Z 7;8;
i=2k+1
as the masking vector in 7. So unlike in isolated instances of the binary opening

proof, 7 inherits the mask from previous parts of the overall protocol instead
of sampling a fresh mask. The prover then sends the commitment W, = Ayj
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(composed from Wy, ; = Ay ;). Next, he engages in the 281-round interaction
where he produces the garbage commitments and receives the challenges zox | ;
for proving exactly as before that the vectors 85 ; are binary. Furthermore, the
verifier only knows the root hash #; and can check the verification equation

AZ = ’U?o + 1‘1’(11.

for the last subproof my at the end of the protocol. So, to connect the subproofs
with each other and prove the verification equations for the m, k > 1, the prover
proves the following linear relations,

ok+1l_1
Z (2GS + 22i41GS; r) = W — W1 (11)
i=2k
The challenges 2;, T2;41, and the vectors Wy, Wiy are known by both the

prover and the verifier at the start of 7 so this relation can be proven with the
linear proof technique from Section Concretely, for each k =0,...,a —2 let

—

Y € ng be a challenge and define

P .’lﬁgiGT -
7 = Rot <x2i+1GT> (e

for all i = 2%, ... 28! with the multiplication matrix Rot(G') associated to the
conjugate transpose of the polynomial matrix G. Then in 7 the prover commits
to the garbage coeflicients

ok+1_1
li - RN
Yaioh = <yk+ Z szj7pi>,

j=it1
2e-1
l - 1
= (a5 )
j=it+1
for i = 2% ... 21 — 1. Finally, the following linear relation is proven in the

auxiliary proof at the end of the protocol,

201 a—2
<5, > 33i_lﬁi> -> <U7k - U7k+1ﬂ/7k>
i=1 k=0
201
= Y (A i)

i=1

We now explain at a high level why this protocol suffices for proving the hash
tree. For 0 < k < a — 2, consider the statement S that the prover knows binary
vectors 8§71,...,89k_1 and corresponding 1, ..., Usk+1_; as in Equation ,
and that

ok +1_q

i+ Y wi (12)
=1
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is true for all 0 < k' < k in (almost) all accepting interactions. The statement
is trivially true for k = 0 because the list of known vectors is empty in this case
and is directly checked by the verifier.

Now, we argue that the subproof 7 proves the statement Si,1 if Si holds
true. We rewrite and have

2k 1 ok+1_1
i=1 i=2k

Here the preimage on the left hand side is short since 2’ is short and all the s; are
binary. So, for every accepting transcript we can compute a short vector 2 =

zZ— Zfi;l x;8; that fulfills the main verification equation for the binary opening
proof 7y, for level k. Conceptually this means any prover for the protocol in this
section can be converted to a prover for the level-k hashes exactly as in Section [4
Therefore we can use the extractor for our exact opening proof from Section [
and compute binary preimages Sk, . .., Sor+1_; for the hashes g, ..., Ugrkr1_1.
Moreover the newly extracted binary preimages define the level-(k + 1) hashes
Uogk+1,...,Usk+2_1, and from the linear proof for included in 7 it follows

that
ok+1_q ok+2_q

AZ = Wy + Z TiU; = Uj]ﬂ,l + Z ;U
i=1 i=1
Therefore we have established that statement Sy is true.

It then follows by induction that the statement S, ; is true. And a very
similar argument for the last-level proof m,_1, just without the linear proof
connecting to a previous level, shows that the prover also knows preimages for
the tree leaves, which completes the proof of the full hash tree.

Note that there is no problem with zero-knowledge associated with sending
all the wy, since they differ from w, 1 = Ay only by terms of the form z;u; that
we would send in the clear if we directly used the proof from Section [d] Finally
note that the size of the wj, is small — we have effectively traded the n+1 = 2
uniformly random vectors u;, W for the only a + 1 vectors 4, and .

As before we want to use the approximate amortized opening proof with
polynomial challenges to bootstrap our protocol in order to benefit from smaller
SIS norm bounds. Therefore, the prover also samples an additional masking
vector §(© at the beginning of the protocol. Then, in each subproof m, he
first sends 16,(:) = Ay + Z?i;k1+1 c;u;, and then receives the next challenge
polynomials ¢y, . . ., Cox+1_1. Finally, at the end of the protocol the prover sends
Z©) = g 4 Zi;l ¢;5;. The verifier checks that Z(°) is short and a preimage

of 6" + eyiiy.

Theorem 2. The protocol in Figures|[6 and[7 is correct, computational honest
verifier zero-knowledge under the Module-LWE assumption and computationally
knowledge-sound under the Module-SIS assumption. More precisely, let p be the
mazimum probability of ¢ mod X — ¢ as in Lemma/[]]
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Prover Piree Verifier Viree
Inputs:
BO c RZQ X (k2+A+p) _B07 B17 52
B, c Rt(lufl)x(ﬁﬁ)dru) A, iy
62 c Rf<2+)\+u

q
AeRixm/d

Fori=1,...,2° —1:
5 = (;’) € {0,1}™ c R?
u; = AS;
U2 = GS§;

U2it1 = GSir

(7, £y, &) = AUXINIT(Bo, B) _ b
— r g&zm
—(C $ m
y( ) — D51
For j=0,...,1—-1
j;, & D

-1
y= U

j=0
Yo =—(Jo i, )

T0

The prover and verifier run the recursive subproof protocol from Figures |8 and EL
(Psubpre (@ — 1, A, 85, 7, Yj, €, ), Vaubprt (@ — 1)). They receive the transcript with el-

()

—(c — (c — T
ements W, ', Wk,j, ¥; , Yk,j, Ci, T2i—1, T2i, Li. Then they set 7= (70,...,Tpa+1_3)

i = (L' x1,..., 25 |, @2a_1)T and £, = NTTY(7), and decompose z; =
Tio+ -+ xi,l,ldl_l for i = 1,...,2% — 1. Moreover, the prover keeps the garbage

. i T
coefficients y2;—1,y2i from Psupprt and sets ¥ = (Yo, ..., Yoa+1_9)" .

Fig. 6. Exact opening proof for lattice-based Merkle tree, part I. The BDLOP message
rank p is given by p = (27! —1)d + 1



Practical Sublinear Proofs for R1CS from Lattices 33

201
7 = 'g(c) + Z ciS;
i=1
For j=0,...,1—-1:

2% -1

S -
zZj =Y; + E Ti,;jSi

i=1
If Rej (z‘c),g'(c),sl) —1, abort
) .
If Rej ((Z)), (§;),52) = 1, abort _E A
Az L3l + ey

For 5=0,...,1—-1:
- 7 o —
AZj = wo,; + T1,,;U1

The prover and verifier run the auxiliary linear proof from Figure
(Paux(B, 7,7, &), Vaux(B, T, p, ©)), where

20—1_q

p=(Fo((m1+ - +aa)I-2),8)+ > ;' (Z75)

a—2 -1
- (Z(wk,j = Wit1,5, Yr) + (B — B, ;@))
k

=0 \j=0

The verifier accepts if Vaux accepts.

Fig. 7. Exact opening proof for lattice-based Merkle tree, part II.
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Prover Psubpre
Inputs:
k>0

A€ ’Rgxm/ d

Fori=1,...,2"" 1.

Si,r
e Ry
For j=0,...,1—-1:
G € Ry

o 20+l _q
€€ Zy

g = (ii”) e {0,1}" c ryp/¢

Verifier Vsuppre

gezy
Pak+1s. .. s P2e—1
Cok+1,...,C2a_1 eC
Tok+1,...,T2a_1 € Zyg

For j=0,...,1—-1:

Wy,; = AYk,;

Fori=2% ... 28" 1.
Ifk<a-1:

l'Qi,jGT

5 G e
+ Rot ( 2 °
c2i+11(;<1‘ F

Else p; =0

B,y
7(c) 3 rd
P e/
For j=0,...,1—1:
nd $
Prj < Ly
For i =2 ..., 28 — 1.

“(c) 7
k 1/%,]', C;
-~

$
ci<—C

-1
0; = E Rot by
P — ° (CC2i+1,jGT) Vr.g
i=

Fig. 8. Subprotocol for the Merkle tree proof in Figures[f] and [7] part L
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The prover and verifier run the core protocol from Figure [10]

(T2i—1, T2, Ti ) ok <j<ob+1_1

= (Peore(k; €, Uk, B, (8:)gn <i<2k+l_71, (ﬁi)i22k7 (xi)122’<+1)» Veore(k))-
Then they decompose z; = zj0 + - + xi,l,lélfl for 1 = 2’“7 R okt+l _ 1
If £ > 0, then the prover and verifier recursively run
(Passort (5= 1, A, (8o 1 B0 G138 B (B) s (2)s300 (€0)iar )
Vo (k= 1) ),

_(c) _(c) ok+tl_q _, _, ok+1_q N
where ;) = 4,7 + 307 o CiSiand Y1, = Yk +Di_ox  Ti,j8i

Fig. 9. Subprotocol for the Merkle tree proof in Figures [f] and [7} part II.

Then, for correctness, unless the honest prover P aborts due to the rejection
sampling, it convinces the honest verifier V with overwhelming probability.

For zero-knowledge, there exists an efficient simulator S, that, when hav-
ing access to all the hashes u; (i € {1,...,n}) in the Merkle tree but not the
preimages Sga—1, ..., 82a_1 for the leaves, outputs a simulation of a non-aborting
transcript of the protocol between P and V. An adversary who can distinguish the
simulation from the real transcript with advantage € can distinguish MLWEj 5
with advantage & — 2190,

For knowledge-soundness, there is an extractor £ with the following proper-
ties. When given resettable black-box access to a deterministic prover P* that
convinces V with probability e > 6n/q + [logn]p, £ either outputs a binary tree
opening §; € {0,1}™ (i € {1,...,n}) as in Equation , an MSIS,; g solution
for A with B = 4(wfa + 681 + nwd+/m), or an MSIS, sws, solution for By.

Proof. Correctness. The correctness of the protocol follows from the discussion
in this Section and tedious analysis of the verification equations for the messages
sent by the honest prover.

Zero-Knowledge. The proof of the zero-knowledge property is similar to the
proof of Theorem [I| One transforms the real computation of a transcript in a
series of steps until one arrives at a transcript that is indistinguishable from the
real transcript and efficiently computable without knowing the leaf preimages
§;. In every step, when changing the distribution of some of the messages, one
updates the messages 117(()6)7 wp ; and @) that are determined by all the other
messages and the verification equations in real transcripts. Moreover, one also
updates the messages u‘;’,(f) and Wy for K > 1 that are determined by u';’(()c)
and Wy, ;, respectively, and the public tree nodes ;. First one replaces all the
masked openings 2(¢), Z; and Z(*) with independently sampled Gaussian vectors.
Then one can swap the commitments £y, €1, t» for uniformly random vectors by
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Prover Peore

Inputs:

k<0

ez

U, B € Ly

Sokye oy Sopt1_q € Z;’L
ﬁgk, .. .7/3‘21171 S Z;n
Tok+1,...,T20_1 € Zq

Verifier Veore

Yort2_g = (i © (T_ Spki1-1), P)
T (Bpers g 0 (g + -+ 2201 = ), &)
+ <§2k+1—1:$;k1+1 Portr + o+ Tyd 1 fra—1)
Yart2_3 = (Yk, Port1_1)
Tok+2_g = €gk+2_p + Vok+2_g

Tok+2_3 = €gk42_3 + Yok+2_3

Yor+2_yg = (Yk 0 (T* Sokt1_9), P)

+ (Sprt1 g 0 ((Tarr1 + -+ + @20 1)1 — §ix), §)

Tok+2_4 = €ok+2_4 + Yok+2_4

Tok+2_5 = €gk+2_5 + Yok+2_5

Yorrr = (G o (T = 5pr), §)
+ (8or 0 ((wghrr + -+ + x20)T = Gi), @)

2k+l_g
+ Z zi(8i o (T* 8ok ) + 85k 0 (T* ), @)
i=2k 41
201
+ Z I:1<§2k7ﬁ’t>
i=2k 41
ok+l_g
Yorrry = (T Por) + D wilF, p3h)
i=2k 41

Tok+1 = €gk+1 + Yok+1

Tok+1_1 = €gk+1_1 + Yok+1_1

+ Tok+1_1(Sort1_q + Sokt1_g — 255k+1_1 0 Sokt1_o, B)
- -1 -1 =
+ (Sart1_2, Tyny1_qPokt1_q 00 Tya_yp2e—1)

Yart2_5 = (Yus Pak+1_2) + Tokt1_1(8ak+1_1, Pakt1_2)

Tok+2_9, Tok+2_3
- s
Tok+1_1
-—

Tok+2_4, Tok+2_5
- s
Tok+1_o
-—

Tok+1, Tok+1_1
_ >
Tok
-~

3
Tok+1_1 Z;

3 X
Tok+1_g Zq

$
Tok Z;(

Fig. 10. Core protocol for Merkle tree opening proof in Figures [f] and [7
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relying on the Module-LWE assumption. Finally, it remains to replace h which
is uniformly random with hg = 0 since it contains the additive polynomial g
that is used nowhere else anymore.

Knowledge-Soundness. We will repeatedly need to condition on events where
subsets of the challenges have fixed values. To this end, we first introduce some
notation. Denote the total challenge space of the protocol by X’; that is, X is
the product of all the individual challenge spaces. The probability distributions
on the individual challenge spaces induce the product distribution on &X'. There
is a probability preserving one-to-one correspondence between challenge tuples
X € X and transcripts tr of interactions between P* and the honest verifier V
since P* is deterministic.

For arguing about the polynomial equations that lie at the heart of the binary
and linear subproofs, we need to be able to open the garbage commitments ;.
The prover sends the top part &y of the BDLOP commitment scheme in his
first message. Hence, &, is independent from all the challenges and the same in
all interactions with P*. We can thus extract the auxiliary linear proof at the
end of the protocol once, which includes an approximate opening proof for to.
We obtain a weak opening #* for £ that we can use to open the garbage
commitments in any transcript. Concretely, we compute & = NTT(B#")*), and
then v/ = 7, — e} as the extraction of the commitment 7; in some transcript.
With the opened commitments we can now write the statement of the auxiliary
proof in the clear:

2%—1

(Zo((xy+ -+ @9a_1)1 — Z x; N2 )

a—2 [1-1

- Z > ik j — Wrgr gy Brg) + (@B — By, 0 (13)
k=0 \ j=0

201
=7 + Z (7 3o + Ti73:),
i=1

where, for k=0,...,a—2,i=25 ... 2k1 1

Ro 24,5 R gz ‘Gl 7(e)

Z t ($21+1,]GT> wkg + Rot ( ;erllGT) (P

The soundness error of the auxiliary proof is 1/¢+p (c.f. [ENS20, Theorem 3.1]).
This implies that the probability that an interaction between P* and V is accept-
ing and turns out to be false can be at most 1/q + p. Assume the contrary.
Decompose the challenge space X into two parts, X = Xy X Xyux, where Xy is
the space of the challenges 0, ¢ for the auxiliary proof. All the quantities in
Equation are determined by the challenges from X; and hence before the
auxiliary proof challenges from X, are sent in the protocol. Consider a fixed
Xo € X) such that is false. If the success probability of P* over the remain-

ing challenges X,ux & Xaux is bigger than 1/g + p, then, by sending the fixed
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values in Xy for the challenges outside of the auxiliary proof, one can convert
P* to a prover of a false statement in the auxiliary proof with sufficient suc-
cess probability so that the extractor for the auxiliary proof can be used. This
would either directly give an MSIS,, g.3, solution for By, or different openings
v5* # ~4F to the garbage commitments that in turn immediately result in a
Module-SIS solution for By. Hence, this cannot be and the probability must be
at most 1/q+ p. Therefore, also the probability that any interaction is accepting
and is false can be at most 1/q + p.

Now, suppose that for a k € {0,...,a — 1}, we already know binary vectors
§f € {0,1}™ as in Equation for alli =1,...,2% —1. This defines the hashes
U3, ..., Uy Dy U3, = GS7 and U3, = GS; .. Then call an interaction with

P* k-accepting if it is accepting and such that, for all 0 < k&’ < k,

ok +1_

o o o
AZj =B+ Y il

L (14)
AZ©) = u?l(j + Z c;u
Clearly, k-accepting implies for all 0 < &k’ < k,
-1
S e — W1 gy B )+ (B — By, D)
§=0
1—1 2421 2 +2
=Y > Gy deg) + Y (Rotle)i; i)
J=0 j=2kK'+1 i=2k"+1
1—1 2% 11
= Z Z <R°t 2;,;GT)5; | + Rot(22i41,;G)S; ¢k’7j>
J=0 =2k
O (15)
+ Z <Rot 2:G)3;; + Rot(c2i41G)S; ., ,Ef)>
=2k’
zk'+1—1 -1 oy
- T2 G"\ j©
= 55,) Rot ( aG ) Yrs; + Rot ( 7 )
2222; < Vo \mnydl 241G
ok'+1_q
= > &L
i=2k
Next, denote by Sy the statement that we have extracted s7,..., 83, | as above

and that an interaction is k-accepting with probability e, > e—3(28*1—-2)/q—kp.
Clearly, Sy is true by the assumption in the theorem. We now show that if
Sy is true, then we can extract the next level of the tree and obtain vectors
85y -+ Sari1_q such that Siyq is true.
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Since €, > p and it is easy to decide if the verification equations for
k' = k are fulfilled, we can extract weak openings 8} to the hashes @} for
i=2F ..., 281 _ 1. This works as in the proof of Theorem |1 by extracting the
underlying approximate amortized opening proof with polynomial challenges c;.
Concretely, we then have AS; = u; together with ¢; ; € C such that ¢;; € p;
and ¢; ;87 is of length at most 23;.

Now, we need to show that the newly extracted 57 must all be binary and that
interactions are (k 4 1)-accepting with probability at least &, — 3 - 2¥+1/q — p.
Towards an indirect proof of the binary property suppose that §7 is the last
non-binary vector, meaning that ig € {2%,...,2¥*1 — 1} is the smallest index
such that & is not binary (recall that the challenges x; are ordered in reverse
order in the protocol). Then, for uniformly random ¢ € Ry, the scalar product

(8%, o (T— 55, ),#) only vanishes with probability 1/q. Hence, an interaction is
k-accepting and the scalar product non-zero with probability at least e, — 1/q.

Decompose X into three parts now; X' = Xy xZL X Xy, where Z is the space
for the integer challenges x4, ..., z;,, and X, for the auxiliary proof challenges
0,c¢®. Let tr be a transcript with challenge tuple X = (Xos 1, - .- ,Tiy, 0, M)
such that tr is k-accepting and the above scalar product (57 o (1 — 5} ), ) non-
zero for the @ in Xq.

For all j € {0,...,l — 1}, define the masking vectors ¢; € R such that
Zj =y; tx1,;8] + - +2i,;8;, in tr. From the k-acceptance of tr it follows that

ok+1_1

— — —x
ij = Wk,j + E T jU; .
i=ip+1

We do not know yet that the Q’; are short. In fact, the Z; are short and
8%,...,8; _, are binary, but &7 is not binary (by assumption) and we do not
even know whether it is necessarily short. On the other hand, we know that
87 is a weak opening for u; . That is, for each prime ideal p dividing ¢ in
R we have a short polynomial € such that ¢ ¢ p and €8} is of length at
most 231. This allows us to extend the :lj; to weak openings of the above right
hand sides. Indeed, €} = €Z; — 4,65}, — €. ;8 is of length at most
2wl + 20681 + 2(2k+1 — 1)&)5\/% < B/2

Next, the challenges z;, 41, ..., Zar+1_1 belong to the first part X of the chal-
lenge tuple X. The masking vector commitments wy, ; only depend on challenges
belonging to Xg. Therefore, the right hand sides of the previous displayed equa-
tions are completely determined by Xg before any of the remaining challenges are
sent. So the prover is bound to the extracted ¥™* in all interactions where the first
challenges are given by Xg. It then follows that the vector 7= Zo+---+2_16' !

in all such interactions must be given by

10
=1

Tk

where §* = 35 + - + 77 0L
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By substituting and into we find

—

(ka o ((Tig+1 + -+ T20-1)1 = 7"), )

20
+ (T w1 Bott o P ) + Y <s?’;*,ﬁi>>
i=2F
0

+2 wi1(<y**,ﬁi>+ Z xj<g;,p~i>>

i=1 j=it+1
m(@*o(f L 8B+ (5T o (wigs -t wme )T — 7). D)
i(J . .
+ 3 (15080 (T 57),8) + 25057 o (T = 52), )
P o (17)
+ (55 i1 Pig+1 + -+ Tga_y f2a 1)
i0
s xj1<sf;,ﬁj>)
j=i+1
+ (5 o (T - 5';-*),@]
a—2 -1
- S (ks — W1 i) + (B — B DL
k'=k \j=0
2% -1 i0
- <v6‘ EY artg m;z)) > v o).
i=ig+1 i=1

In this equation, the following quantities are determined before any of the chal-
lenges z1,...,x;, are sent in the protocol and hence they only depend on chal-
lenges in Xg: The extracted vectors ¢* and 3] for all ¢; the challenges ¢ and
Jk/,j,ﬁif) for ¥ = k,...,a—2; p; for i = 2F ... 2% — 1; the extracted com-
mitment messages v and v5;_1,7s; for ¢ =io+1,...,2% — 1; and the masking
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vector commitments Wy ;, u‘)',(;) for ¥ = k,...,a — 1. Therefore,
Jo =" o (i1 + -+ Tpa_1)1 — v*), P)

+ (7w Pigr o+ T5d faa1) + Z (87 Pi)
=2k

a—2 [1-1

*Z > (Wi — o1 5 re ) + (T — B, 0)
— j=0

201
- (73 + Z (z; 951 + ﬂfi’ﬁki))

i=ig+1
is independent from all the challenges x1,...,z;,. Then,
)
fi(,x_if“”’%) = (7", pi) + Z (55, i) — V2i-1
j=it1
it = o (T 8),9)
+ (57 o ((Tigp1 + - + 720 1) = 7), &)
(5@ gyt + o Tgay Paa1)

5i

87
io

+ Z 2j(55 0 (1= 57), @) + (57 o (1= 5)), @) + 5 (57, 7))

=i+1

- ’Yzz‘

are functions of x;11,...,x;, but independent from z, ..., z;. Using these func-
tions we can now write Equation [I7] as

fo+Z(f,’if T ) 4 (8 0 (-5, fla, =0,

Now, we bound the probability over (x1,... ,xio,ﬁ,c(t)) ﬁ fo X Xyux that an
interaction is k-accepting when the first challenges are given by X,. The previous
displayed equation is of the form of Lemma [2| (with reverse ordering of the
variables). It then follows from Lemma [2] that is only true with probability
at most 3(28*! — 1)/q. If Equation (17) is false, then the prover must cheat
in the auxiliary proof in order to let the interaction be k-accepting. We have
explained at the beginning of the proof that the prover can only achieve this
with probability at most 1/q + p. Therefore, we see that the k-accepting success
probability is bounded by 3(2¥** — 1)/q + (1/q + p) when the first challenges
are Xg. But since Xq is from an arbitrary transcript tr with probability e —1/g,
it follows that e < 3 -2**1/q + p, which is a contradiction to the assumption
ex > e—3(281—2)/q—kp > 6n/q+[logn|p—3(2F*+1 —2) /g—kp > 3281 /g—p.
Hence, all the extracted 5 must be binary.
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Finally, we bound the probability that an interaction is k-accepting but not
(k 4+ 1)-accepting when k < a — 2. In an interaction that is k-accepting but not
(k 4 1)-accepting,

2k+2_1
= - sk
Wy # By + D, Tiji
=2kt
ok+1_1
. e e
=Wy + Y (12i,G8 + w2i11,;GS;,)
i=2k
for some j € {0,...,l —1}, or
2k+2_1
—»(c) —»(c ok
wyi g+ E : Gu
= 2k‘+1
ok+1l_q
_»(c
w, |, + E (c2iGS | + 211 GS ).
i=2F

Decompose X again differently as X = Xy x (Z;d)l‘H X Z2k+1_1 X Xaux, Where

(ng)l+1 is the space for the challenges Jkd and 77[7( and Zl X,ux are as before
with ig = 28*1 — 1. Let tr be an arbitrary k-accepting but not (k + 1)-accepting
transcript with challenge tuple (Xo, Jk,j, 15,(:), L1, .., Torri_q,0,cM). As before,
the right hand sides for the masking vectors 'g';‘ are completely determined by
Xo and the prover is bound to these masking vectors in any interaction with first
challenges Xg. We can also still write the equation proven by the auxiliary proof
as
ok+1_1

D e R

i=1

with the functions f; from above for iy = 2¥*1 —1. But now f, contains the term

ok+1l_1 -1
STEL ) = | D Wy — Brg, G ) + (@ — a7 G
=2k j=0

that vanishes only with probability 1/¢; c.f. Equation . Moreover, all the
other terms in fy are determined by X and so fy is non-zero with probability
(1 —1/q). In this case we can follow the same chain of arguments from above.
Lemma [2| says that the equation for the auxiliary proof is only true with prob-
ability at most 3(2*T! — 1)/¢, and if it is not then the prover can only win
with probability at most 1/q + p. Therefore, we conclude that the probability
that an arbitrary interaction is k-accepting but not (k 4 1)-accepting is at most
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3-2k+1/q 4+ p. Tt follows that

er = Pr [k-acc]
= Pr[k-acc A =(k + 1)-acc] + Pr [k-acc A (k + 1)-acc]
= Pr [k-acc A —=(k + 1)-acc] + Pr[(k + 1)-acc]
<3- 2" g+ p+epia

Thus, an interaction is (k+1)-accepting with probability e, 1 > e, —3-2F+1 /g —
p>e—3(282 -2)/qg— (k+1)p. O

5.1 Proof Size

As before we analyze the proof size for the more general case of secret coefficients
in the interval {—|b/2],...,|[(b—1)/2]} for a base b > 2. A proof from the
non-interactive variant of the protocol in this section consists of the following
elements:

L t_)O; Ela t27 h7

. ’lﬁl(:), wy; fork=1,...,a -1,

7 7(c) t
L4 1/)073‘,’1,[}0 aclvzlaea C()a
(o - —(t
[ J-4 L), Zj, Z(

Only the masking vector commitments Wy ; and u_i((f) can be omitted from the
proof since the verification equations for all the other vectors are only proven
in zero-knowledge and hence can not be used by the verifier to compute the

commitments. The challenges QZOJ, 15(()6) and c; are sent together in the interactive
protocol and hence they require only one seed. The combined size of all the
elements amounts to

S = (kg + pu+ 1)d[logq]
+ (I +1)([logn] — 1)kdloggq
+4-128
+ mlog(12s1) + Imlog(12s2) + (k2 + A + p)dlog(12s3)

bits, where p = {%TH—‘ + 1. It remains to compute the standard deviations s;.

They are precisely as discussed in Section [.2]

Examples We use the following simple approximation to the proof size to guide
our choice of parameters:

I+1
2

S~m <logq + log(b2mn)> +nblogq+ (I + 1)dlognlogg.

The hash input length m needs to be such that mlogb > 2xdlog q so that two
hash outputs can fit, and it is has to be a multiple of d since the hash function
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is defined as an R,-module homomorphism. So we take

2k logq
m = d
log b
For ¢ ~ 2'?8 and the MSIS bound B that appears in our protocol the hash
output length kd needs to be at least 2'° and hence we find that our protocol
requires a fairly large m between about 2'¢ and 22°. Therefore, from the above
approximation of the proof size we see that the proof size is governed by the
term mlogq, which will always be bigger than 223. So, the proof size will be

bigger than one Megabyte. The number of secret coeflicients that are hashed
in the leaves of the tree is equal to m(n + 1)/2 and the witness size given by

mL;'l) log b bits. An optimal proof size with respect to the witness size is reached
when bn ~ m and the terms mlogq and nblog ¢ in the approximate proof size
are roughly balanced. At the same time we see that it is advantageous to choose
a small number [ of masked opening shares so that the remaining terms in the
proof size do not contribute much. It then follows that in first approximation
the ratio of the proof size and the square root of the witness size is given by
2nblog q/+/n%blogb/2 = 2,/2b/logblogq. In other words, asymptotically and
for b = 2 it holds that S = (512 + 0(1))/S,, where S,, is the size of the witness.

We present a selection of parameters in Table [2] that span a wide range of
witness sizes. In all parameter sets the prime modulus is in the order of 2!2® and
the rank of the ring R is d = 128. We have always chosen the hash output rank
x, the BDLOP MSIS rank ks, and the BDLOP MLWE rank A such that the
corresponding problems MSIS,; g, MSIS,;, g43,, and MLWE, ., respectively, have
classical Core-SVP hardness of about 100 bits with respect to the BDLG16 sieve
[BDGL16|. As usual this only includes the cost for one call to the SVP solver and
ignores many additional costs, which are particularly large in our case because of
the relatively large lattice dimensions. Moreover, it does not take into account
the enormous memory requirements from the sieving algorithm. We are thus
confident that the actual computational hardness is sufficient for 128 bits of
security. For the BDLOP ranks ko = 3 and A = 40 are sufficient for all the
parameter sets. The required x mainly depends on [. The BDLOP MSIS rank
can be much smaller than s because only a polynomial challenge is used in the
masked opening Z(*) and hence the MSIS norm 8dfs is much smaller than B
that is determined by the lengths of the masked openings Z; with large integer
challenges of up to 64 bits.

6 Application to R1CS

The proof system from Section[f|allows to prove large commitment openings with
acceptable costs in practice. The system therefore becomes interesting for the
application of proving arithmetic circuits over Z,. This means, given a circuit
with addition and multiplication gates over Z,, we want to be able to prove
knowledge of an input vector that leads to a known output. We use rank-one
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b B | Witness Size |Proof Size
39[280-45 32.00 MB| 4.53 MB
25|280-48 64.07 MB| 5.22 MB
27|280-58 | 128.12 MB| 6.08 MB
11(280-65 | 256.21 MB| 7.19 MB
92102661 800.01 MB| 10.79 MB
2102931 1600.19 MB| 13.21 MB
2103-131 3900.78 MB| 16.59 MB
25(218:64|917 2103861 5400.00 MB| 21.68 MB
25(218:98(918 2103-71119800.16 MB| 29.04 MB
26(219-64|219 _ 1|2| 2|210494|126624.00 MB| 42.42 MB
Table 2. Example parameter choices for our exact Merkle tree proof system. All ex-
amples use prime modulus ¢ ~ 2'?8 ring rank d = 128, BDLOP MSIS rank ko = 3,
and BDLOP MLWE rank A = 40. The witness size is the size of the preimages to the
leaves of the tree.

K m n
16 216.60 210 -1
16 216.79 211 -1
16 216.97 212 -1
16 217.21 213 -1
25 217.98 214 -1
-1
-1
-1
-1

25 218.15 215
25 218.43 216

NN NN DNWWWW—~

W s Ut g

constraint satisfaction (R1CS) as a powerful intermediate representation. On
one hand, R1CS is straight-forward to prove with our proof system, and, on the
other hand, it easily represents arbitrary circuits. Moreover, there are advanced
toolchains available that allow to compile (subsets of) standard programming
languages into instances of R1CS [BCG'13|. An instance of R1CS is given by
three matrices A, B,C € Z}** and a solution vector § € Z% such that

(A%) o (B3) = C5. (18)

In order to prove knowledge of § one commits to the four vectors §, ¥ = AS,
iy = BS and zZ = C§. Then one proves that Z, ¢/, 2 are indeed the images of § with
the linear proof technique and that oy = 2z with the product proof. This is easy
to do in our proof system without additional cost as described in Section

For this application the leaf hashes @ga-1, ..., U 1 have to be hiding com-
mitments. We make them hiding under the Module-LWE assumption by letting
the first A polynomials in the preimage vectors §3.-1 ; be uniformly random vec-
tors 7; in {—[b/2],..., | (b—1)/2]}*, where X is chosen such that Module-LWE
for the given uniform error distribution and module rank A is hard.

We can only commit to short vectors and thus expand §, &, ¥, 2’ in base b.
Then recall that the number of secret coefficients of our proof system is given by
m(n + 1)/2. Tt follows that for given m and n we can prove an R1CS instance
over Zq with k constraints if

1| S < na

(n+1)/2
Then, let R € Zq’\dx(n+1)/2 be the matrix with columns 7, ..., 75 -1_;. Let §' €
Z’;rlogb(qﬂ be the base-b expansion of s, split § into vectors of length (n 4+ 1)/2,

—y

§ =8 ||+ |l §porgyq and let 5 € Z{mAD/Ax(nt1)/2

be the matrix with
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columns 57; Do the same for #, ¥ and 2. Now the coefficient vectors of the

89a-14; are given by the columns of the matrix

£
e
L
N
e
L
I
N < < »n =

Proving the linear relations for Z, %, 7’ is straight forward. For proving the
product relation & o i = Z note that the masked openings Z; include masked
openings to the expanded #’,7’,z’. The verifier can use them to reconstruct
masked openings for &, ¥, z. Then he can construct the quadratic polynomial
that contains the coefficient relations in the terms x%a,l 4; 88 in Section
By multiplying the polynomial by (2ye—1 4 - -- 4+ 224 _1)°~2 we can increase the
degree so that we can combine this with the polynomial for the shortness proof
of degree b and do not need additional garbage commitments.

Example. As an example consider the parameter set in the third-to-last row of
Table 2] with b = 4. Here A\ = 38 is sufficient so that the leaf hashes are hiding
with MLWE Core-SVP hardness more than 100 bits. We then find that these
parameters allow to prove an R1CS instance with 226:52 constraints.

6.1 Reducing the Number of Commitments

We observe that Equation |18 can proven by committing to only one more vector
in Z’;. The approach is similar as in [ENS20]. Namely, the prover P sends a

commitment to § and obtains a challenge vector ¥ = (71, ...,7k) & Z’; from the
verifier. Next, P proves that

((A%) o (B3) — C5,7) = 0.

The key idea is that the inner product can be equivalently written as

where matrix I" is defined as
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Thus, the prover commits to ¥ := ATI'B5 € Z’; and proves that (i) Z was
correctly formed (linear proof) and more importantly (ii) (5, %) — (5,CT7) = 0.
We believe that with current techniques (i.e. similarly as above and in Section
[4.1)), one can prove (ii) by committing to small number of additional garbage
terms but we leave the concrete analysis for future work. This approach comes
with an negligible increase in the soundness error by an additional factor of 1/gq.

In summary, we would reduce the number of committed messages from 4k
to 2k elements in Z,. Hence, for given m and n, we can prove an R1CS instance
over Zq with k constrains if

k[log,(q)]
2|ty | S m

This implies that we can prove an R1CS instance with essentially two times
more constrains than before.

6.2 Comparison to Ligero

We compare the performance of our proof system for R1CS in terms of proof size
to the Ligero system [AHIV17]. We picked Ligero over for example Ligero+-+
IBFHT20] or Aurora [BCRT19| since Ligero also exhibits square root sized
proofs, whereas the other two scale (poly-)logarithmically. Our lattice-based
proof system does not yet achieve the proof sizes of the best non-lattice sys-
tems. But there has been tremendeous improvements in the last few years and
the comparison with Ligero serves to show that lattice-based systems are not
very far behind anymore. Next to the proof size, the running time and memory
requirements of the prover algorithm are very important characteristics. Here
Ligero has an advantage over Aurora as it is more than 10 times faster. We
expect our proof system to be very competitive in terms of running time due
to the underlying fast arithmetic. Lattice cryptography is generally known to
be very fast — often an order of magnitue faster than classical or hash-based
cryptoraphy |LS19).

Furthermore, the enormous memory requirements of the PCP-type systems
like Ligero or Aurora render them unpractical for the numbers of constraints
that are important in practice. For example Boschini et. al. [BCOS20| could
not run the signing algorithm of their otherwise very compact quantum-safe
group signature scheme that they have designed using Aurora as a building-
block because of the memory requirements. And they were even using large-
memory instances from the Google Cloud for their experiments. This is especially
problematic since for privacy-preserving protocols to be used in practice, the
prover would often need to be run on constrained devices, possibly down to
smart cards or TPM chips. In our experiments we found that Aurora needs
more than 67 Gigabytes of RAM and a proof computation time of around 80
minutes for 222 constraints on an AMD ZEN CPU core. Ligero can be used for
up to 2%° constraints with 67 Gigabytes of RAM. We expect our system to be
very attractive with respect to memory requirements as well. But we leave a
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demonstration of these performance characteristics and an implementation to
future work.

Table [I] contains a comparison of our proof system for R1CS to Ligero. We
chose a range of constraints above 22° as our proof system is most effective for
such large numbers of constraints. The proof sizes for Ligero were directly mea-
sured by running the implementation from https://github.com/scipr-lab/
libiop. For both proof systems we used a field size of about 128 bits and com-
parable soundness errors.
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A Additional Background

A.1 Error Distribution, Discrete Gaussians and Rejection Sampling

For sampling randomness in the commitment scheme that we use, and to define
a particular variant of the Module-LWE problem, we need to specify the error
distribution x on Z,. We define x as the computationally simple centered bino-
mial distribution on {—1,0,1} where +1 both have probability 5/16 and 0 has
probability 6/16. This distribution is chosen (rather than the more natural uni-
form one) because it is easy to sample given a random bit-string by computing
a1 + az — by — by mod 3 with uniformly random bits a;, b;.

Rejection Sampling In our zero-knowledge proofs, the prover wants to output
a vector Z whose distribution should be independent of a secret randomness
vector 7, so that 2 cannot be used to gain any information on the prover’s secret.
During the protocol, the prover computes 2 = y + ¢ where 7 is the randomness
used to commit to the prover’s secret, ¢ € {—1,0,1}% is a ternary challenge
polynomial, and ¥ is a “masking vector”. To remove the dependency of 2 on 7, we
use the rejection sampling technique by Lyubashevsky [Lyu08|, Lyu09} Lyul2|. In
the two variants of this technique the masking vector is either sampled uniformly
from some bounded region or using a discrete Gaussian distribution. We focus
on the latter approach.

We first define the discrete Gaussian distribution and then state the rejection
sampling algorithm in Figure which plays a central role in Lemma

Definition 3. The discrete Gaussian distribution on Z™ centered around v € Z™
with standard deviation s > 0 is given by

o~ l17=73/252

D zezn e I1Z7l13/2s%"

D (%) =
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When it is centered around 0 € Z™ we write D = Dg .

Lemma 3 (Rejection Sampling). Let V C Z" be a set of vectors with norm
at most T and p: V — [0,1] be a probability distribution. Also, write s = 5T

and M = exp(12/5 + 1/50) ~ 11.25. Now, sample ¥ & p and Y & D7, set
Z=y+ U, and run b < Rej(Z,7,s). Then, the probability that b = 0 is at least
(1 — 27199 /M and the distribution of (7,Z), conditioned on b = 0, is within

statistical distance of 27199 /M of the product distribution p x D™.

Rej (2,7, 5)

01 ué[0,1]

02 If u> ﬁ exp (
03  return 1

04 Else
05 return 0

—2(2,9)+7113
252

Fig. 11. Rejection sampling algorithm from |Lyul2].

We will also use the following tail bound, which follows from [Ban93 Lemma
1.5(1)].

Lemma 4. Let 7 & D7 . Then

Pr [||,z||2 <5v2n| >1—27los(e/2n/2 5 1 _ g=n/8,

A.2 Commitment Scheme

In the usual definition, a commitment scheme consists of a triple of algorithms
(ComGen, Com, Open) which work as follows. ComGen: () — {0,1}* is a prob-
abilistic algorithm that produces the public parameters p & ComGen() for
the commitment scheme. Com: {0,1}* x {0,1}* — {0,1}* x {0,1}*, (¢, 7) &
Com(p, m) is a probabilistic algorithm that takes the public parameters p and
a message m as input and produces a commitment ¢ and some randomness r
used to compute and open c. Open: {0,1}* x{0,1}* x {0,1}* x {0,1}* — {0, 1},
b < Open(p, ¢, m,r) is a deterministic algorithm that takes the public parame-
ters p, a commitment ¢, a message m, and randomness r as input, and produces
a bit b as output.
A commitment scheme should be hiding and binding.

Definition 4 (Hiding). A commitment scheme (ComGen, Com, Open) is hid-
ing under the assumption that a problem P is hard if for every adversary A and
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e > 0 such that

P & ComGen(); (mg,m1) & A(p)
Prib=V| p& {0,1}; (¢, 7) & Com(p,mp) | = 5(1 +¢)
v & Ap,c)

there exists an adversary A’ with about the same running time than A that solves
P with advantage €.

Definition 5 (Binding). A commitment scheme (ComGen, Com, Open) is bind-
ing under the assumption that a problem P is hard if for every adversary A and
e > 0 such that

. m#m' and P & ComGen();
1 = Open(p, ¢, m,r) = Open(p,c,m’, 1) (m,m’, 1", c) & Alp)

P

there exists an adversary A’ that has about the same running time than A and
solves P with advantage €.

A.3 Zero-Knowledge Proofs of Knowledge

Let f:{0,1}* x {0,1}* — {0,1} and ¢ € {0,1}*. We want to prove knowledge
of a w € {0,1}* such that f(¢,w) = 1. The bit-string ¢ is called the statement
and w the witness. For example, f can be such that f(t,w) =1 if and only if w
encodes a binary vector 5 € {0,1}" such that As = @ for a matrix A € Z7"*"
and 4 € Zy' encoded by t.

Now, an interactive proof system for f consists of a pair (P, V) of efficient
probabilistic interactive algorithms. The algorithm P is called the prover and
gets as inputs a statement ¢ € {0,1}* and a witness w € {0,1}*. The algorithm
V is the verifier and only gets ¢. The verifier outputs a bit b € {0,1} as the
last message of the interaction. Intuitively, if the prover knows a witness for ¢,
for example f(t,w) = 1, then he shall always make the verifier output b = 1,
i.e. make the verifier accept (correctness), but if the prover does not know such
a witness he should not be able to do so (knowledge-soundness). We also want
our protocols be such that the prover does not reveal any additional information

about his witness (zero-knowledge). We write tr & (P(t,w),V(t)) for the tran-

script tr of the messages exchanged in a random experiment where P interacts
with V.

Definition 6. An interactive proof system (P,V) for f: {0,1}* x {0,1}* —
{0,1} is correct if for all t,w € {0,1}* such that f(t,w) = 1, the verifier accepts
with overwhelming probability in the interaction (P(t,w), V(t)).

Definition 7. Let (P,V) be an interactive proof system for the predicate f. A
simulator is an efficient probabilistic algorithm that gets a statement but not a
witness and outputs a transcript of an interaction between P and V.
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Then, (P,V) is statistically honest-verifier zero-knowledge if there exists a
simulator S such that for all t,w € {0,1}* with f(t,w) =1 the simulated tran-

script tr & S(t) is statistically close to the real transcript tr’ & (P(t,w),V(t)).

On the other hand, (P,V) is computationally honest-verifier zero-knowledge
under the assumption that a problem P is hard if there exists a simulator S such
that for all t,w € {0,1}* with f(t,w) =1 and every distinguisher A that is able

to distinguish tr & S(t) from tr’ & (P(t,w),V(t)) with advantage €,

Prib=1]tr < S(t); b+ A(tr)]

—Prb=1|tr < (P(t,w),V(t)); b+ A(tr)] | > €,

there exists a solver A’ that has about the same running time than A and is able
to solve P with advantage €.

Definition 8. Let (P, V) be an interactive proof system for the predicate f. An
extractor is an algorithm that has resettable black-box access to a prover P*.

Then, (P,V) is computationally knowledge-sound with soundness error 0 <
g9 < 1 under the assumption that a problem P is hard if there exists an extractor
E such that for every t € {0,1}* and every deterministic prover P* that makes
V accept with probability € > o in (P*(t),V(t)), EF" W outputs a witness w fort
or a solution to P in expected runtime at most for some small k > 0 where
running P* once takes unit time.

E—EQ

Several of our protocols are for predicates where it is easy to find a witness
for all statements. These protocols are used as building blocks for our linear-size
proof system. The reason why the protocols are still interesting is that they can
be viewed as commit-and-proof protocolsThis means that the prover sends a
commitment to the witness in his first message. Then the statement is extended
to also include the commitment and the proof not only shows that the prover
knows a witness for the original statement, but that he knows a commitment
opening that is a witness.

In all of our protocols the verifier messages are simply uniformly random.
Hence, our protocols can be made non-interactive with the Fiat-Shamir trans-
form [FS86]. We view the interactive variants of the protocols only as interme-
diate representations that are easy to reason about but that have no practical
relevance. As a result, we do not consider the number of rounds an important
quantity and make no effort in optimizing it.

A.4 Proving Linear and Multiplicative Relations

In this paper we will use techniques developed in [ALS20,|[ENS20] to prove certain
linear and multiplicative relations. For completeness, we will briefly recall the
protocols to prove such relations and refer to |[ALS20| [ENS20] for more details.
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Opening proof [ALS20|. The key component of proving linear and multiplica-
tive relations is the proof of knowledge of a committed message. Concretely, the
prover P wants to convince the verifier V, which has a BDLOP commitment
(ﬂ),tl), that P knows a short randomness vector ¥ over R, and a message
m € R, such that Bor = to and <51,77’> +m=t.

The proof goes as follows. Prover P starts by sampling a vector ¢ from a
discrete Gaussian and computing @ = Bpy. Then, it sends @ to the verifier.
After receiving the challenge ¢ & ¢ from V, the prover computes Z = y+ ¢r and
applies rejection sampling. If it does not abort, P sends Z. Finally, the verifier

checks that coefficients of 2’ are small and Bz L@ + ctp.
Attema et al. [ALS20] show that one can efficiently extract a weak opening
of (tg,t1) defined below.

Definition 9. A weak opening for the commitment t = to || t1 || --- || tn
consists of d polynomials ¢; € Ry, a randomness vector 7 over R, and messages
mji,...,m; € Ry such that

le:]l; <2k and & mod X — ¢*"1 £ 0 for all 0 < i < d,
e, <28 for all 0 < i < d,
By = to,

(b, ™) + m] =t; forie€ [n]

Attema et al. show that the BDLOP commitment scheme is still binding with
respect to weak openings under the Module-SIS assumption.

Product proof [ALS20]. For simplicity, we will prove that a committed poly-
nomial m has binary NTT coefficients, i.e. NTT(m) € {0,1}% C ZZ. This is
equivalent to proving m(m — 1) = 0 over R,. Then, one can easily generalise
the protocol to prove arbitrary multiplicative relations, e.g. mimy = mg for
polynomials m, ma, m3 € R,,.

Let (£, t1) be the BDLOP commitment to m, i.e. BoF = £y and (b1, 7)+m =
t1 for a short randomness vector 7. Let us adapt the notation from the opening
proof above and set f := (51,2> — cty. Note that f can be computed by the
verifier. Since Z = ¢ + ¢r we have that f = (51,1)’) — em. Thus,

F(f+¢)=vo+vic+m(m—1)c?

for vy := (by, §)2 and vy = (b, )(1 — 2m). Hence, the goal is to prove that the
quadratic coefficient of f(f — 1) vanishes. We proceed as follows.
The prover starts by generating vectors 7,y and the BDLOP commitment
t= (Eo,tl,tg) where
ByF =t
b7 +m=t

BgF-i— v = to.



56 Ngoc Khanh Nguyen and Gregor Seiler

As in the opening proof, it computes @ = Byy. Then, it outputs (¢, W, v}) where
v = vg + @3 y. After getting a challenge ¢ & ¢ trom the verifier, P computes
Z = 4y + cr and applies rejection sampling. If it does not fail, the prover outputs
Z. Then, V checks that z' has small coefficients and Byz' L % + cty. Next, it

computes . .
f = <b1,£> — Ctl and f2 = <b2,2> — Ctg.

Eventually, V checks whether:

F(F+e)+ fa= o).

As described in [ALS20], proving additional quadratic relations does not affect
the proof size.

Linear proof [ENS20|. Another building block, which will be used in our
protocols, is the proof of a linear relation. Namely, suppose the prover wants to
prove knowledge of a vector §€ Z7* which satisfies:

As=1

for a public matrix A € Zy*™ and vector @ € Zy . For simplicity, we assume that

n = m = d. The idea is to ask the verifier for a random challenge ¥ & Zg and
then prove that
(AS —u,7) =0.

Now,
-1
(A5 —il,9) = (A5, 7) — (i,9) = (5, AT%) — (@, ) =) _ f:
1=0

where f:: 50 (ATY) —iio#. In other words, the sum of coefficients of fis equal
to (A§ — i, 7). Consequently, Esgin et al. [ENS20, Lemma 2.1] observe that the
constant coefficient of f := NTT™'(f) € R, satisfies:

<A§ - ﬁv 7>
d

fo=

Hence, the goal is to prove that the constant of f is zero.
To this end, let (¢y,t1) be a BDLOP commitment to s defined below:

Byr =t
<b1, ’F) + 8 = tl.
Note that given a commitment to s, the verifier can manually construct a com-

mitment to f as follows:

t; =t NTT H(ATF) = NTT Y@ o07) = (NTT 1 (ATH)by, 7 + f.
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In order to prove fy = 0, at the beginning P commits to a uniformly random
polynomial g € R, that also has the constant coefficient equal to zero, i.e.
to = <52,r_'> + g. After getting a challenge 4 from the verifier, P computes
h = g+ f and sends h. Then, V checks whether hy = 0. Finally, we need to
prove that the equation h = g + f holds. We do it by proving that ¢, + ty—h
is a commitment to zero.

We are now ready to sketch out the protocol. First, the prover generates
7,4 as before and computes t = (EO, t1,t2) defined above. As usual, it computes

@ = Byy. Then, it sends (£, ) to the verifier. Next, given a challenge 7 & Zg
from V), the prover computes h := g + f and w’ defined as

w' = (by + NTT ' (A77)by, 7).

Then, P outputs (h,w’). Further, V outputs the challenge ¢ ge. Eventually,
P calculates Z = ¢ + ¢F and runs rejection sampling as before. After obtaining

Z, the verifier checks that coefficients of 2 are small, Bz L@ + ety as in the
opening proof. Then, it also checks whether the first coefficient of h is indeed
zero as well as

(by + NTTHAT)by, 2) = w' + ¢ty +t; — h).

This protocol extends naturally when the length of vectors § and u are a
multiple of d. Finally, we highlight that having additional linear relations on §
does not affect the total proof size.
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