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Abstract. Let (N,e) be an RSA public key, where N = pq is the prod-
uct of equal bitsize primes p,q. Let dp,d, be the corresponding secret
CRT-RSA exponents.

Using a Coppersmith-type attack, Takayasu, Lu and Peng (TLP) re-
cently showed that one obtains the factorization of N in polynomial time,
provided that d,,d, < N°'?2. Building on the TLP attack, we show the
first Partial Key Ezrposure attack on short secret exponent CRT-RSA.
Namely, let N%122 < dp,dqg < N®® Then we show that a constant
known fraction of the least significant bits (LSBs) of both dp,, dq suffices
to factor NV in polynomial time.

Naturally, the larger dj, dq, the more LSBs are required. E.g. if dj, dq are
of size N%'3, then we have to know roughly a %—fraction of their LSBs,
whereas for d,, d, of size N°-? we require already knowledge of a %-LSB
fraction. Eventually, if dp, d, are of full size N°® we have to know all
of their bits. Notice that as a side-product of our result we obtain a
heuristic deterministic polynomial time factorization algorithm on input
(N,e,dp,dyg).
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1 Introduction

The RSA cryptosystem has the remarkable property that it admits polynomial
time attacks for small secrets. Since Wiener’s attack [29] for secret exponents
d < Ni and Coppersmith’s seminal work [6] on factoring N = pq given half of
the bits of p, there has been a long line of research on RSA cryptanalysis.

Using Coppersmith’s method, Wiener’s bound has been improved by Boneh
and Durfee [5] to d < N9284 respectively N9, which despite some efforts [16,26]
remains the best known small secret RSA exponent bound. Coron and May [22,8]
proved that on input (N, e, d) the factorization of N can be found in polynomial
time.
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Fig. 1. Required fraction of LSBs for the best known Partial Key Exposure attacks on
RSA.

Afterwards, Ernst, Jochemsz, May, and de Weger [9] showed that both latter
results can be linked by a Partial Key Exposure attack. Namely in the range
NO-284 < d < N, there exists an RSA Partial Key Exposure attack on the most
significant bits (MSBs) of d. More precisely, for all d’s in this range there is a
constant fraction of MSBs whose knowledge allows to factor N in polynomial
time. As one would expect, if d is slightly larger than N%284 then one needs only
a small MSB bit fraction, whereas for d tending to N (or more precisely ¢(N))
one needs all of d’s bits.

Later this Partial Key Exposure attack was improved by Takayasu and Ku-
nihiro [24] to cover the range N%292 < d < N of the superior Boneh-Durfee
bound. Notice that for Partial Key Exposure attacks a smaller range is indeed
an improvement. Whereas in the range d € [N°-284) N0-292] the attack of [9] re-
quires some known bits, the attack of Takayasu and Kunihiro [24] succeeds in
this range without any bit-knowledge. The fact that the superior Boneh-Durfee
bound d < N9292 extrapolates smoothly to full size d < N gives us some indi-
cation that [24] might be optimal.

Takayasu and Kunihiro [24] also presented an LSB attack, based on a result
by Aono [1], that works in the range N9292 < d < N989 see Figure 1. Somewhat
surprisingly, it is open whether there exists an LSB-type Partial Key Exposure
attack up to full size d.

In practice, RSA Partial Key Exposure attacks led to a wide range of devas-
tating attacks [11,2,23] on real-world RSA implementations that leaked private
key bits.

CRT-RSA. As opposed to small secret d, the case of small CRT exponents
seems to be notoriously harder to analyze. The existence of such attacks was
initially raised as an open problem in Wiener [29]. The first result was achieved



in [20] only for primes p,q of imbalanced bitsize, and later improved in [3].
The first bound for the standard RSA setting with balanced primes was given
by Jochemsz and May [15], who showed a Coppersmith-type polynomial time
attack for d,,d, < N 0.073 " This was recently improved by Takayasu, Lu and
Peng [27] to N%%9% and shortly after [28] to a remarkably large bound N9122.
We refer to the latter bound as the TLP attack.

However, several natural questions remain unanswered. First, the optimality
of the TLP attack is unclear, especially since TLP is a highly involved application
of Coppersmith’s method to a system of three polynomials. Second, it remained
open whether small CRT exponents admit Partial Key Exposure attacks at all.
Partial Key Exposure attacks on CRT exponents where so far only known for
the special setting of small public exponents e, see [4,18,25]. And third, even if
small CRT exponent Partial Key Exposure attacks exist, do they interpolate to
the natural bound d,,d, < N°®? For this bound, i.e. known CRT-exponents,
Maitra and Sarkar [19] showed a deterministic Coppersmith-type factorization
attack on input (N, e, d,, dq).

Our results. As our main result, we give the first Partial Key Exposure attack
on CRT exponents in the full range N%122 < d,,,d, < N%5, see Figure 2 for an
illustration. Since we achieve a smooth interpolation from the TLP result N0-122
to the natural upper bound N, this gives some indication of optimality. Our
upper bound provides a heuristic deterministic polynomial time factorization
algorithm on input (N, e, dp, dg), different from the one of Maitra and Sarkar [19].
For our results, we require the typical well-studied Coppersmith heuristic for
multivariate polynomials, as e.g. used in [1,3,4,5,9,12,15,16,19,28].

On the way to achieving our main result, we make some contributions that
might be of independent interest. First, we give a geometric interpretation of the
TLP attack in terms of Newton polytopes that helps to gain a deeper structural
insight. Second, we show a simplified LSB Partial Key Exposure attack in the
range N0-083 < dp,dq < N5 see Figure 2.

This attack admits an elegant formula as follows. Assume that d,, d, are of
size NP and write d, = d32* + d,, d, = d;2" + d, for some k, known LSBs
d,, dg, and unknown MSBs d, d < N°. Then we can find the factorization of N

P %q
in polynomial time under the usual Coppersmith-type heuristic, provided that
s< i -1
=10 5

Notice that our formula already has the desired end point d,,d; < N 3. For
any 8 < %, i.e., for any d,, d, up to full size, we obtain a non-negative bound for
0. For B = 4§, in which case we do not know any LSBs, we achieve § < % ~ 0.083.

Eventually, we optimize our attack such that it works in the range N%122 <
dp,d, < N2 ie. building on top of the TLP bound. This improves on our
simplified Partial Key Exposure attack, since it requires no key-knowledge in
the range d,,d, € [N?983 NO-122] Moreover, for any secret exponent size in
the range N9 < ¢, d, < N2 it requires less key-knowledge of dp,dy, see
Figure 2 for a comparison of the required LSB fraction.
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Fig. 2. Comparison between our simplified attack and our main result.

We find it somewhat remarkable that our CRT-RSA LSB attack works for full
size d, dy, whereas the best known RSA LSB Partial Key Exposure attack [24]
from Figure 1 does not reach full size d.

Since RSA Partial Key Exposure attacks already found many real-world ap-
plications [11,2,23], we hope that our CRT-RSA counterpart also stimulates
further research in this area. We believe that in practice bits of d,, d, might be
easier to get via side-channel attacks than bits of d, since almost all standard
RSA implementations for efficiency reasons actually use CRT exponents.

Our paper is structured as follows. In Section 2, we recall the basics of Cop-
persmith’s method. In Section 3, we revisit the TLP attack, and thoroughly
analyze TLP using our new geometric approach. This reformulation then in
turn allows us to easily prove our simplified small CRT exponent attack in Sec-
tion 4. To show our main result for the improved CRT attack in the range
NO122 < g, d, < N in Section 4.1, we again heavily reuse our results from
Section 3. We conclude by providing experimental evidence of our standard
Coppersmith-type heuristic in Section 5.

2 Coppersmith’s Method

Like in many other attacks on RSA, we base our attack on Coppersmith’s method
for finding small modular roots of multivariate polynomials [7]. For that, we
model the problem of factoring an RSA modulus as a problem of finding a small
root of multivariate polynomials modulo some large integer M. In particular, we

use the RSA key generation equations to derive n polynomials fi,..., f, in k
variables z1, ..., zy, which share a small root r = (rq,...,7;) modulo M. Small
means here that we know for j = 1,...,k upper bounds X, with |r;| < X;.



Then, we choose an m € N and define so-called shift polynomials
pii= i it x?j C Mt

with appropriately chosen exponents. Notice that by construction the shift poly-
nomials have the root » modulo M™.
Our goal is to compute integer linear combinations

hi(z1,...,2) ::Zaj,ipi(ﬂfl,-~~7$k) (avji € Z)

of the shift polynomials, to obtain k£ polynomials A1, ..., h, such that for every
j =1,...,k the coefficient vector of h;(Xix1,...,Xpzi) has sufficiently small
Euclidean norm. A lemma by Howgrave-Graham (as stated below) then guaran-
tees us that hq,..., hg have the root r not just modulo M™, but also over the
integers. If the variety of the ideal (hq,...,hx) is zero-dimensional, this allows
us to recover their root by using a Groebner basis — which in our case means
that we can efficiently factor the RSA modulus.

Lemma 1 (Howgrave-Graham, [14]). Let h(z1,...,2%) € Zlx1,...,zx] be
a polynomial in at most w monomials. Suppose that h(ry,...,rr) =0 mod M™

for some positive integer m. Also let |r;| < X; for 1 <i <k and
M’H’L

h(x1X1,..., 2 X < —.

1A (21X, #Xk)|| NG

Then h(ry,...,rg) = 0 holds over the integers.
To find suitable polynomials h;, we use lattice-based techniques.

Definition 1. Let {b1,...,by,} C Z"™ be linearly independent row vectors. The
lattice £ generated by these vectors is defined by

L= {z1b1 +...+z.bylz €Z,Vi € {1,...,w}}.

{b1,...,by} is called a basis of L. The parameter n is called the dimension of
L, w is called the rank of L. If w =n, then we call L a full-rank lattice.

We often associate a lattice with a basis matriz B. Two lattice bases generate the
same lattice if and only if their basis matrices By and Bs satisfy By = UB, for
some unimodular matrix U. As unimodular square matrices have determinant
+1, one can define the determinant of a full-rank lattice L as

det £ := |det BJ.

Notice that the coefficient vectors of the polynomials h;(X1z1,..., Xrxy), as
defined above, are elements of a lattice Lg, which is generated by the coefficient
vectors of the polynomials p;(Xiz1,..., Xpzr). Hence, the problem of finding
polynomials h; with short norm boils down to finding short non-zero vectors in
L. This can be achieved in polynomial time using the well-known LLL algorithm
[17].



Lemma 2. Let L be an integer lattice of dimension w. The LLL algorithm ap-
plied to L outputs a reduced basis {v1,...,v,} of L with

w(w—1) 1 )
[Vall < lvall < -+ < vil| < 290570 det(L) =57, fori=1,...,w,
in time polynomial in the dimension w and the bit size of the entries of L.

For a proof of Lemma 2, we refer to [21, Theorem 4].
As a consequence of Lemma 2, if the condition
w(w— m
24(u£+1—1)2) det(ﬁs)“’*ll’e < 7M ,
Vw

holds for all £ < k, we can obtain the required £ polynomials h;, which satisfy
the condition of Lemma 1, by simply applying LLL to the lattice L£g. Since in
our case the values of the determinant and of M grow significantly faster than
the other terms (as usual in these types of attacks), we can also use the simplified
enabling condition

det Lg < (M™)dimEs (1)

To keep the calculation of the determinant simple, we require that the basis
matrix of Lg is of a triangular shape. For that, we need to ensure that the shift
polynomial p; has exactly one monomial and moreover that for every i > 1 the
set

{A | A is a monomial of p; but not of p1,...,p;—1}

contains exactly one element. Calculating the determinant then becomes partic-
ularly easy, as we simply have to keep track for every i, which monomial A; the
polynomial p; adds to the basis matrix’ diagonal. Denoting the coefficient of \;
by ¢;, the determinant then can be calculated as

detﬁs = H|Ci . )\i(Xl,...,Xk” .

For constructing our basis matrix, we will often make use of a powerful tool,
the so called Newton polytope of a polynomial.

Definition 2. The Newton polytope of a k-variate polynomial p(x1,...,Tx) is
defined as the convex hull of the set

N(p) == {(ir,...,ir) € N* | zft ...z} is a monomial of p}.

Notice that for two polynomials p1, ps the sets N(p1), N(p2) as defined above
have the useful property that N(pi1p2) = N(p1) + N(p2), where + denotes the
Minkowski sum. Hence, the Newton polytope of some polynomial ¢ - p (where
a € N) is obtained by moving the Newton polytope of p up a units on the axis
corresponding to x;. Similarly, the Newton polytope of p® is obtained by scaling
the Newton polytope of p by a factor of a. (See Figure 3 for examples.)

It is worth to note that we have no provable guarantee that the LLL gives us
polynomials, which generate an ideal with zero-dimensional variety. Thus, our
approach relies on the standard Coppersmith-type heuristic assumption.
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Fig. 3. The Newton polytopes of p(z1,z2) := 122 + 1 + 1 and related polynomials.

Assumption 1 In this work, the lattice based constructions yield polynomials,
that generate an ideal with zero-dimensional variety.

In Section 5 we verify Assumption 1 experimentally.

3 The TLP Attack Revisited

As our attack is strongly based on the Takayasu-Lu-Peng attack (TLP) [28] on
CRT-RSA, we describe it in this section in detail. We deviate from the original
algebraic TLP formulation, with the hope that our geometric view helps to gain
a deeper understanding. We first present a simplified construction and after that
optimize it to obtain TLP.

3.1 A Simplified Construction

Let us recall the CRT-RSA key generation equations

ed,=k(p—1)+1, (2)
edg =0(g—1)+1, (3)
where N = pg is an RSA modulus, e is a public exponent, d,,d, are the cor-

responding CRT-exponents and k, ¢ € N. Writing e = N¢ and upper bounding
dp,dg < N9 for some o, € R, the values of k and ¢ can be bounded as

k= edp —1 < €dp _ @< edp ) _ @(Na+5_1/2),

p—1 p—1 N1/2
ed, —1 ed ed _
= qq—l = qfql :@(N172) = QNI

since in the usual RSA setting we have p,q = 9(N1/2). By that, we find an
X = O(N*t9=1/2) which is an upper bound for both k and .
We use equation (2) to derive a polynomial

f@p,yp) i=ap(yp — 1) + 1= 2y, — 2 + 1,



which has the root (k,p) modulo e. Similarly, we could also use equation (3) to
derive another polynomial, which in turn has the root (¢, ¢) modulo e. Takayasu,
Lu and Peng, however, advise to first multiply equation (3) with p and rearrange
terms as suggested by Bleichenbacher and May [3]:

pedg =pl(g—1)+p=Nl—pl+p=N{—-1)+ N —p({—1).
Then, the equation yields a polynomial

9(Yps 2p) = Yp2zp — Nzp — N,

which has the root (p,¢ — 1) modulo e.

The multiplication with p has the advantage that we can get rid of the
unknown ¢ and by that treat f and g as three-variate polynomials in the variables
Tp, Yp, Zp, Which have a common root (k,p, ¢ —1). Using ¢ — 1 instead of ¢, gives
g a superior Newton polytope, since f and g then share a monomial (see Figure
4).

With f, we now have a polynomial, which relates the unknowns k and p,
while g relates ¢ and p. To obtain a third polynomial, that relates & and /,
one can use an idea by Galbraith, Heneghan and McKee [10]. First, we rewrite
equations (2) and (3) as

kp =k — 1+ edyp,
lg=1C—1+ed,.

Then, multiplying kp with £g, we obtain
k(N = (k—1)(£ — 1) + (k — 1)ed, + ed,(¢ — 1) + €*d,d,
and equivalently
(N-DE(l—-1)+Nk+({—-1)=e(dg(k—1)+dp(¢ — 1) +edyd,),
from which we can derive a polynomial
Wy 2) = (N = Dz, + Nay + 2,

with the root (k,£ — 1) modulo e.
Now, we have the following system of polynomial equations
f(@p, Yp, 2p) = Tpyp —p +1 =0,
g(xpa Yp, Zp) =yp2p — Nz, — N =0,
Mxp, Yp, 2p) = (N — D)zpzp + Nxp + 2, =0,

with the solution (g, yo, 20) = (k, p, £—1) modulo e, which can be upper bounded
as

20,20 < X = O(NOHI=1/2),
Yo <Y = O(NY?),
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Fig. 4. The Newton polytopes of f, g and h.

If we can efficiently compute (zg, yo, 20), we factor the RSA modulus N.

We want to use Coppersmith’s method to compute (zg, yo, 20). For that, we
define shift polynomials, which have the root (x¢,o,20) modulo e?™ for some
m € N. The polynomials will form a lattice with triangular lattice basis matrix
whose columns correspond to the elements of the set

M= {xgyzz; | nyZz; is a monomial of f"g"}.

Notice that by Figure 4 we may equivalently define M as
M:{xgy]ﬁz;|O§a§m,0§c§m,0§b§a+c}. (4)
We partition M into four subsets

My = {nygz§€M|a§c,b§c—a},

My = {zlybzt e M|a>cb<a—c},

M = {xgyzz; e M| xgyzzf; ¢ (MiUMs),a+b+c=0 mod 2},
My o= {zlybzb € M| a2t ¢ (MyUMaUM;s)}.

These partitions are used to define a collection of functions, which we call the
exponent functions.

0, xgybzf) € M,
b 28y 25 € Mo
E b — ) p p
f(aa )C) a_|_b_c)/27 xgy Z;GMB ’
a+b—c+1)/2, z5yp2, € My
g, xgy%zg € ﬁl
_ , TpYpzp € Mo
Ey(a,b,c) : (—a+b+c)/2, xgygzg e Mz’
(—a+b+c—1)/2, 2%yb2t € My




a, Izyb ; € Ml
c, oy 2o € My
E b.c) := pYp~p
n(a;b,c) (a—b+c)/2, xgyzb) z, € M3’
(a—b+c—1)/2, 25y,2; € My
a—b—c, 2yl € My
E = » TpYpEp
=(a,b, C) {0, pypz e M{UMsUM,y’
—a—b+c,xgyb CEMl
E.(a,b,c): =<} 0, Tpypz, € MaUMs .
1, pypzf, € My

One can easily verify that the exponent functions satisfy the following properties.

Lemma 3. Let acpyp ¢ € M. Then the following holds:

E¢(a,b,c), E (a b,c), Ey(a,b,c), Ex(a,b,c), E.(a,b,c) € N.
E¢(a,b,¢) + E4(a,b,c) + Ep(a, b, c) < 2m.
E¢(a,b,c) + Eh(a b, c) —|—E (a,b,c) = a.
E¢(a,b,c) + E4(a, b, c) =
g(a,b, c) + Eh(a b c)+ E (a,b,c) =c.

9%%@1‘

Proof. Simply compare the definitions of My, Mo, M3, M4 with those of the
exponent functions. a

For a given monomial ;vpyp ¢ € M we use the exponent functions to define a

shift polynomial as follows:
Pla,b,c] (Tps Yp, 2p) = fEf(a’b"C) : gEg(a’b’c) - pEn(abe),
xfz(a,b,c) . ZpEz(a,b,c)_

62’!717(Ef (a,b,c)+E4(a,b,c)+Ep(a,b,c))

Notice that the first two statements in Lemma 3 ensure that every exponent in
Pla,b,c] has a non-negative value. Further notice that py, 3 . has the root (k,p, £ —
1) modulo e*™

We equip our shift polynomials with the lexicographic monomial order on
(2p, Tp,Yp), which in the following we simply call the (z,, zp, y,)-order.

Definition 3 ((zp, zp,yp)-order). The monomial order
c1 < e
x“lyf,l zt < x‘”y;? 2,7 = q €1 = cg,a1 < az
c1 = cg,a1 = az,by < bo
is called the (zp,xp,yp)-order.

The shift polynomials have the following nice properties.

10



a, b c ; .
Lemma 4. Let z,y,z; € M. Then the following holds:

a, b c

1. The leading monomial of pjap.q in the (2, zp, yp)-order is TpYpZy-

2. The monomials of piap,q form a subset of M.

Proof. Every shift polynomial is of the form pi, 5, = firgte hing} z{f e’s | where
the exponents are defined by our exponent functions. From Figure 4, we conclude
that the leading monomials of f**, g'2 and h' are z)'y', y,22,* and z;72)?
respectively. Thus, p(4,5 . has leading monomial

i1+i3+j1, 01 +i2 ,i2+iz+j2
.fp yp Zp .

Since from Lemma 3 it follows that the exponent functions are defined in such
a way that a = i1 + i3 + j1, b = i1 + i3 and ¢ = i3 + i3 + jo always holds, this
proves the first statement in the lemma.

To prove the second statement, we conclude from Figure 4 that the set of
the monomials py, 4 o s a subset of

M= {ag 2 [0S iy tig+ 1, 0S¢ Siatig+ o, 0 <a' 4}

Thus, it suffices to show that M’ C M.
From the above, we conclude

x;}1+i3+j1y1i)1+igzll;2+i3+j2 — xzyzzc c M.
Hence, from (4) it follows that i1 +1i3+ j1 < m and i3 + i3+ jo < m. Comparing
the definition of M’ with (4), the statement M’ C M easily follows. O

Using Lemma 4 we now prove the following important proposition.

Proposition 1. Order the monomials in M according to the (z,, xp,yp)-order.
Define a lattice basis matriz B, in which the i-th column corresponds to the i-th

. b b . .
smallest monomial xyyyz, € M and the i-th row corresponds to the coefficient

vector of the polynomial pg b (X xp,Yyp, X2,). Then B is triangular.

Proof. If piap,) has a monomial ﬂcglyg/zg #* xaygzc then with Lemma 4 it

p P’

a’ b a, b, c a’ b
follows that @ y, z; < 2,2, and furthermore zj y, z; € M. Therefore, when

adding pe ¢ to B, x;/ygl z, already is included, as it is the leading monomial
of some polynomial p4s 3 1, Which, by construction, is added before pi, 5 ) to
B. Conversely, no polynomial p,s 3 11, which is added before p, 4 o to B, has

the monomial xgyf)zg,
a,b,c

Hence, pja,p,¢ has with 23y 27 exactly one monomial, which is not added priorly
to the basis. a

’
C

since all its monomials are strictly smaller than xgyf,zg.

In Figure 5 we give an example of the lattice construction as described in Propo-
sition 1 for the case m = 2. The table on the left shows the polynomials, that are
included in the lattice. The table on the right shows the corresponding leading

11



2 2 2 2 2, 2
xp f‘rp f wp xpyp xp yp

Tpo f Tp  TpYp
2 2 2 2 2. 2 2.3
hzy fh [z, f7g Lp2p TpYpZp TpYpZp TpYp2p Mo
fzp fg LpYpZp TpYpZp
Ms
2.2.2 232 2 4.2 My

2 2
LpYpZp xpygzg LpYpZp LpYpZp
Tplp 2y

fhzy, fah f?9zp f29°
f9z f9°

3,2
TpYp<p

Fig. 5. The lattice construction as described in Proposition 1 for m = 2.

monomials. The cell colours indicate, in which set M; the leading monomials lie.
For the sake of a simpler notation, we omit the powers of e that are multiplied
to the shift polynomials.

The entry in the a-th row of the b-th column in the ¢-th block corresponds to
the shift polynomial p, g5, (We chose to use m—a instead of a, as the shape of
the tables then matches the shape of the Newton polytope of f™¢™.) Notice that
the monomials in M; and M are added to the lattice by polynomials, which
contain only powers of g, h and z, or f, h and x, respectively. The monomials
in M3 and My are added by multiplying powers of f to the polynomials, that
lie on the right border of the lower triangles corresponding to M.

Remark 1. We would like to explain the optimization process, that led us to the
definitions of the exponent functions. To keep the lattice’s determinant as small
as possible, the sum

Ef(a,b,¢) + Eg(a,b,¢) + En(a,b,¢)

should be maximized for every shift polynomial pi, 4. (The larger the sum,
the smaller the power of e in the shift polynomial and by that the value of the
determinant.) If one wants to use shift polynomials, which satisfy the useful
properties of Lemma 4, then with Figure 4 it is not hard to see that the optimal
values for the exponent functions are obtained by maximizing the sum under the
constraints

E¢(a,b,c) + Ex(a,b,c) < a,
E¢(a,b,c)+ Eq4(a,b,c) <0,
Eg4(a,b,c) + Ex(a,b,c) <ec.

This suggests that the problem of selecting optimal exponent functions can be
modelled as an integer programming problem. We solved the integer program-

12



ming problem for efficiently solvable instances of a, b and ¢, looked for patterns
in its solutions and then based the definitions of the exponent functions on those.

For all instances of a, b and ¢, that we checked, our definitions perfectly
match the optimal solution of the corresponding integer programming problem.
This gives some evidence for the optimality of our definitions.

Unfortunately, our lattice construction so far does not result in a successful
attack, as for any value of m it does not satisfy the enabling condition (1). In
fact, no shift polynomial in our lattice is helpful, since no polynomial adds a factor
smaller than e2™ to the lattice’s determinant. However, as we will see below, by
only slightly enhancing the construction with some clever tricks as suggested by
Takayasu, Lu and Peng in [28], we immediately obtain their lattice, which then
yields the attack that works whenever § < 0.122.

3.2 Improving the Construction via Unravelled Linearization

Instead of using three-variate shift polynomials in the variables x,,, yp, zp, We now
want to use six-variate polynomials in the variables x,, Zq, ¥p, Yq, 2p, 2q, Which
have the root r := (k,k — 1,p,q,¢ — 1,£) modulo e?™. With these new variables,
we can apply unravelled linearization as introduced by Hermann and May [12,13]
to our polynomials. That is, we can interchange terms in our polynomials as
shown below, while preserving their root r:

YpYq <— N,
Tp — 1 +— x4,
Tqg+ 14— xyp,
Zp + 1+ 2z,
2g — 14— 2.

With the above replacement rules, we linearize our polynomials as

f(zpv Lqs Yps Yqs Zps Zq) = TplYp — g,

g(l'p7 Lgs YprYqs p> Zq) = YpZp — NZQ7

h(Zps Ty Yps Ygs Zps 2q) = NZpzg — Tg2p.
By that, all three polynomials have the root r modulo e.

In the following we want to apply the replacement rules to our shift polyno-
mials by using an operator trans(-) as defined below.

Definition 4. Let F' be a polynomial in the variables x,,2q, Yp, Yq, 2p, 2q- Then
trans(F') denotes the polynomial, that is obtained by transforming the monomials
of F' as follows:

1. In every monomial replace every yp,yq by N.
2. In every monomial, that has no factor of y,, replace every x, by x4, + 1 and
every z, by zg — 1.
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3. In every monomial, that has a factor of y,, replace every 4 by x, — 1 and
every zq by zp + 1.

Notice that trans(F') only has monomials of the form xgyf,z; and f‘qugzg, ie.,

variables with subscripts p and ¢ never appear together in one monomial.
As the following lemma shows, polynomials of the form f*yg* have a rather
nice shape after application of trans(-).

Lemma 5. Let F := fyi2 with iy > iy > 1 and let F* := trans(F). Then the
following holds:

The monomials of F* are of the form xgyg and xgyg.

The absolute value of the coefficient of zi}y;l*” in F* is N2,
The absolute value of the coefficient of x2y? in F* is 1.

If argyg is a monomial of F*, then a > b+ is.

If [L’Zyg is a monomial of F*, then a > b+ iy — ig.

Guds o b =

Fig. 6. The Newton polytope of trans(f*1yi2).

Before we prove Lemma 5, let us give a geometrical interpretation. The Newton
polytope of F* consists of two upper triangles, as shown in Figure 6. Hence, F'*
may be written as

F*(xp, T, 2py 2¢) = Fy (Tp, yp) + Fy (T4, Yq)s

such that the monomials of F; are the elements of the set

{wgyh | b> 0,25y} is a monomial of f7y, ™},

where f has the shape it had before linearization, and similarly the monomials
of F are the elements of the set

{xgyz |b> O,x;yz is a monomial of f“y;f_“} .
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Proof (Lemma 5). From the equation

Fr = (apyp — )" = Z <Z-1> (2pyp)* 7 (=),

j1=0 J1

we conclude that the monomials of F' are of the form y? ~71yi2gh—d1201  where
e h Ot the IO Yy gy g
0 < j1 <i1. By Definition 4, every monomial with i1 — j; > i5 gets transformed
via trans as
i1—7J1,,92 081 —J1 .1
Yp “Yg Tp T
12,91 —J1—12 .01 —J1 ,.J1
=Ny, x, "y
2,01 —j1—12 .01 —J1 J1
N2y, ) T (zp — 1)

J1 .
:szy;1 J1 z2x;1 J1 E < )(1)]21531 J2

j2=0 J2

J1 .
__N\i2,,01—J1— 12 J1 _1\J2..01—J2
=N"y, E (]2>( 1)) 792,
Jj2=0
Similarly, every monomial with i; — j; < iy gets transformed as
i1—3J1,,42 .81 —J1 .01
Yp “YgTp T
i1—7g1, 42— (1—71) i1 =71 .01
—N Yq x, "y

,_)Nh*jly(if*(il*h) (fq + 1)i1 -1 xgl

i1—J1 ;. .
— N1 —drgia—(i1=51) gia Z (Zl_h)xh—jl—ja
q q q

Jj3=0 J3
i1—J1 /. .
:Nilfjlyizf(ilfjl) E <Zl o jl>xi1j3
q ; q .
Js=0 J3

Notice that this already proves the first three statements.

Statements four and five now follow easily. For every monomial xgyg we find
values j; = 0,...,4; and jo =0, ..., j1, such that a = i; — jo and b = i1 — j; —io.
As this yields the inequality

a =1 —jJo =% —J1=0b+ 1y,

this proves the fourth statement. Similarly, for every every monomial nyZ we

find values j; = 0,...,4; and j3 = 0,...,4; — j1, such that a = ¢; — j3 and
b =19 — (i1 — j1). This yields the inequality
a=1i; —jg =iy — (i1 —j1) =b+ i1 — iz

and thus concludes the proof of the lemma. a
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One can generalize Lemma 5 with a completely analogous proof to the statement
of Lemma 6.

Lemma 6. Let F' := filg”hif“x;‘lz;f’yés with i1 + 42 > 1 > 1 and let F* =
trans(F'). Then the following holds:

c a,b c
2z, and xgy,z

1. The monomials of F* are of the form xgyb P

P
2. The absolute value of the coefficient of

xil +ig+iq, i1+i2—16 ZIZ')Q +izt+is

P Yp
in F* is N7'(N —1)% for some j; € N.
3. The absolute value of the coefficient of
£C21+i3+i4y26222+i3+i5
in F* is N72(N —1)% for some j» € N.
4. Ifmgyng, 1s a monomial of F*, then a+c¢c> b+ i3+ 14 +i5 + i¢-
5. Ifx‘q’ygz; is a monomial of F*, then a+c¢ > b+ i1 + 15 + 13 — i6-

Lemma 6 can be interpreted geometrically analogous to Lemma 5. That is, F’*
may be written as

F*(xl)axq:ypvy%zp7zq) = F;($P7yp7zp) + F;(anymzq)?

such that the monomials of F are the elements of the set

{J;;yz,zf, |b>0, xgygz; is a monomial of filg”h“x;;‘zésy;iﬁ}, (5)
where f, g and h have the shape they had before the linearization, and similarly
the monomials of F are the elements of the set

a,b_c a,b_c : :
{quqzq | b >0,z,y,2, is a monomial of

SRR @y 1) (2 — 1)y ], )
Thus, geometrically, the trans(-) operator creates two copies of the Newton poly-
tope of f"g*2h*xki 2/, where one lies in the (2, yp, 2,)-plane and the other one
in the (x4, yq, 24)-plane. The larger the exponent of y,, the larger is the polytope
in the (24, yq, 24)-plane and the smaller is the polytope in the (x,, yp, 2p)-plane.
In particular, for ig = i1 + i3 the Newton polytope of F* lies completely in the
(x4, Yq, 2q)-plane, whereas for i = 0 it lies completely in the (z,,yp, 2p)-plane
(except for some monomials z4ybz¢ with b = 0). For ig = (i1 + i2)/2, both
components become equally sized. (See also Figure 6.)
Based on this interpretation, we now enhance in the following Proposition 2
our lattice construction from Proposition 1, such that the Newton polytopes of
the shift polynomials are equally balanced in both the (x4, y,, 24)-plane and the

(p, Yp, 2p)-plane.
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Proposition 2. Order the monomials in M according to the (zp, ), yp)-order.
Define a lattice basis matriz B, in which the i-th column corresponds to the
monomial

) xgyg/ng, if b is even
Alab,e] = 20 /2] ¢ - b is odd
wUp | Zp if bis o

joRl

and the i-th row corresponds to the coefficient vector of
p?a,bﬂ:] := trans (p[a,b’c] ' qub/2J> (Xxpa qu: Yyp7 qu, XZP7 qu)7

where a:gygzg is the i-th smallest element in M. Then B is triangular.
Proof. The proof is similar to that of Proposition 1. We need to show that
the ¢-th polynomial p[*a’b’c] has with A, 5, o exactly one monomial, which is not
included in B, before adding pf‘a)bd to B. We prove this by induction over 1.

Let us first prove the statement for ¢ = 1. The smallest element in M is the
monomial z9y)z) = 1. Hence, the first column corresponds to Ajg 0 = 1 and
the first row corresponds to

Ploog = €™ =€ Noo,0)-

As p’["o 0,0] therefore has with A[g 0,0} exactly one monomial, this proves the state-

ment for ¢ = 1.
Now fix an arbitrary i < | M| and suppose that the statement is true for all
j <i. We show that it then holds for ¢+ 1. With (5), (6) and Lemma 4 it follows

that the (i + 1)-th polynomial Plap,q May be written as

pra,b,c] (Tps Tgs Yp» Yq» Zp» 2q) = pra,b,c],p(xp’ Yps 2p) + pra,b,c],q(xQ’ Ygs %q)5
such that:

1. The monomials of p’[“a bl form a subset of M.

s

2. The monomials of pf, , ;1 form a subset of {zgyy2¢ | 25ypz; € M}

pYp*p
according to the (z,,y,, 2, )-order) is
ding to the (2, 1y, z,)-order) |

)
*

3. The leading monomial of Pla,b,l,p

gl 2z = gl
4. The leading monomial of pf;, - (according to a similarly defined (x4, yq, 24)-
order) is
xgyg+ Lb/%_Ef(axb70)_Ey(a7b»C)Z((J: _ x;zy(%b/QJ Z;
Notice that the equality above follows from the fourth statement in Lemma 3.
Now arguing analogous to the proof of Proposition 1, Proposition 2 easily
follows by induction. ad
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When compared to Proposition 1, the advantage of the lattice construction in
Proposition 2 is that we can effectively halve the exponent of Y in the lattice’s
determinant and by that significantly reduce the determinant’s value. One can
show (see Remark 3) that the enabling condition (1) now becomes

5
0 < — ~0.089. 7
Proposition 2 therefore yields an attack, that already outperforms the Jochemsz-
May attack [15].

wyy fopv Pya  FPuala T2
xpqu TYq JYa¥q
lyq

hwgyé’ fhyé’0 fzzqyé fQQzlJél f2gq§?alf§ FPavays 29Yq9p
hys  fzyq f9yq  f9Ya¥aq f9Ya¥p

ZpYq 9Y9  9YqYa

h2y20 fhzgyf; fghyé1 ngzz;yé f:’_rzfziél ngzzlJé’zz/é f2527231/§3{§ Fa?vil fPa’viyn
hzpyq ghyq  f92pYq f97Vq  F9 Ya¥q FI Ya¥a JI YaUp

2.0 0 2 1 2 1.1 2 1.1

25Yq 9%Yq 9 Yq 9 YaYq 9 Ya¥p

Fig. 7. The polynomials in the TLP lattice for m =2 and 7 = 1.

To further improve the bound on § to 0.122, Takayasu, Lu and Peng use in
[28] basically the lattice construction from Proposition 2, but add extra shifts in
the variables y, and y, to the lattice, i.e., they include additional polynomials
of the form

*

p[a,b,c,i],q = trans (p[a,b,c] . y(%b/QJ : yé) (Xxpa quv szn qu7 sz7 qu)a

Plaseao = a0 (s 0l ) (Xp, X, Vo, Yoy X2, X2)

More precisely, whenever adding a polynomial pfa b.c] with b = a+c, they include
additional rows corresponding to the polynomials

Plab.el.q Plabie2lqr - Plabe 7] [b/2]].q ®

Plasbe]p>Plabe2lp -+ Plabie, b]—[b/2]].p

as well as additional columns corresponding to the monomials

e sl b o)
[b/2]+1 c [b/2]+2 ¢ L7b] e
x;yp z;,xgyp z;,...,x;yp z;,
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for some parameter 7 > 1/2, which has to be optimized as a function of §. Notice
that by (4) it follows that none of these monomials are already included in the
lattice basis from Proposition 2.

In Figure 7 we give an example of the polynomials in the TLP lattice. The
polynomials pf‘a bc] with b = a + ¢ are coloured in a light gray tone. The addi-
tional polynomials pi‘a’b’c%q, p[*a)b7c,i],p are coloured in a dark gray tone. As in
Figure 5, we omit the powers of e. We interpret the additional polynomial geo-
metrically as follows. We take in p’["a, ateyd] the polynomials with the outer most
Newton polytopes and push these further into the (x4, yq, 2¢)-plane, respectively

*

the (2, yp, 2p)-plane, by using pra,a+c,c,i],q and Plasate,eilp:
With this interpretation, it is not hard to see that the basis matrix still

ay 6/2)+i

3 adds the monomial zgyg

remains triangular: The polynomial p

la,b,c,i],q q
to the lattice basis and pfa bosd]p adds x;y,[b/ 2] J”zp. Using this observation, we

finally prove the TLP attack.

Theorem 1 (Takayasu, Lu, Peng). Let N = pq be a sufficiently large RSA
modulus, where p and q have the same bit-size. Let e < ¢(IN) be a public exponent
with ged(e, N — 1) = O(1). Suppose the corresponding CRT exponents d,,d, are
upper bounded by dy, dq < N where

1 1
0< = ——===0.122.

2 V7
Given (N,e), we can factor N in polynomial time (under Assumption 1).

Proof. We build a lattice basis matrix B as in Proposition 2 and add the ad-
ditional polynomials (8) and monomials (9) as described above. The diagonal
elements of B are products of powers of e, X, Y and (due to statements two
and three in Lemma 6) N and (N — 1). To reduce the value of the determinant
of B, we remove the powers of N and (N — 1) as follows. Let

Bi,i _ 6E1,1:XE2,iYE3,iNE4,i(N _ 1)E5,i

denote the i-th diagonal element of B. We replace for every i the value of B; ;
by
ePri xBriyFsiged(N — 1, ) P50

and then multiply every other entry in the i-th row of B by

1
NE4 i N-1 Fous d 2m
ged(N —1,¢e) mod e

By that, the i-th row still corresponds to a polynomial with the root r modulo
2m
e,
Notice that we can assume without loss of generality that N is invertible
modulo e. If it was not, we could easily obtain a prime factor of N in ged(e, V).
For (N — 1) on the other hand, we of course can not make this assumption and
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therefore have to use (N —1)/ ged(N —1, €). Since we have ged(N —1,¢) = O(1),
we can asymptotically neglect the remaining powers of gcd(N — 1,e) on the
diagonal. This allows us to asymptotically calculate the determinant of B as
det B = e®< X%=Y %y, where

Tb—b/2
1+57
Se = Z E(a,b,c) + Z 2. Z E(a,b,c) = 3 m* 4 o(m*),
w3 Ypzp €M Tyypz €M, i=1
b=a+tc
Tb—b/2 7
-
Sx = Z (a+c)+ Z 2. Z (a+c)=§m4+o(m4),
TgYpzgEM ToybzLEM, i=1
b=a+tc
Tb—b/2
b b 772
v Y e Y 2 Y (2+z) = T+ o)
Igngf;EM z;ygz;GM, =1

b=a+tc

and
E(a,b,c) :=2m — E¢(a,b,c) — E4(a,b,c) — Ep(a, b, c).

Then, calculating the dimension n of the lattice as

Tb—b/2
R IR TD ST Sy SR
ziybzeeM mgygz;GM, i=1

b=a+tc

and plugging in the values e = N*, X = O(N°T9=1/2) and Y = O(N'/?), we
find that the enabling condition det B < e?™" becomes
772

1 1 1
a~+T5Tm4+ <a+52) ~%m4+§~7m4<a'47m4+0(m4). (10)

To maximize the bound on §, we set 7 := max{1 — 24, 1/2}, which simplifies the

above to
1 e’
=~ /= +0(1).
5<2 - o(1)

Notice, the smaller «, the better the bound on § becomes. Since we have e <
¢(N) and consequently « < 1, we can therefore also use the simpler bound
1 1

Consequently, we find for every § < 1/2 — 1/v/7 an m, such that the enabling
condition becomes satisfied, which proves the theorem. a

Remark 2. The condition ged(N — 1,e) = O(1) does not appear in the original
formulation of the theorem in [28]. However, we do not see how to avoid this.
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If gcd(N — 1, e) becomes large, then we can no longer asymptotically ignore the
additional factors on the determinant, and by that obtain a worse bound in the
enabling condition. This would imply an inferior bound on 4.

Remark 3. The proof of Theorem 1 can be easily modified to prove the previously
mentioned bound (7) of § < 5/56 for the construction from Proposition 2. If one
sets 7 = 1/2 in the proof, then no additional polynomials pf‘mb}c)i])q and pfa)b’c)i] »
are added to the lattice. Thus, the construction in that case is exactly the same

as in Proposition 2. The enabling condition (10) then simplifies to
3 2«

0< = —— 1
< - +o(1),
which one can further simplify to
3 2 5
0< - —= 1)=— 1
<8 74—0() 56+o()

by using a < 1 as before.

4 Our small CRT-exponent attacks

Our geometrical interpretation of the TLP attack from Section 3 now allows us
to easily explain our Partial Key Exposure attack.

As before, let N = pg be an RSA modulus, let e = N“ be a public exponent
and let d), d, be the corresponding CRT exponents. We assume that both d,, and
dg are upper bounded by dj,,d, < N f for some B € R. Additionally, we assume
that we know integers d,,d,, M ~ NP~% (for some § < B), such that we can
write d, = dyM +d,,, dy = dy M + d, for some unknown integers d, dy < NO. In
practice, M might, for instance, be a power of 2 and therefore dy, d; the MSBs
of d, and d, respectively and d~p, zilvq the LSBs.

In the previous section, we used the equations

kp — (k—1) = edp,
p(f —1) — Nl = —edyp,
KON — (k—1)(1 — 1) = %dpdy + e(dy(£ — 1) + dy(k — 1))
to derive polynomials

f(@p: g, Yp, Ygs 2p, 2¢) = TpYp — g,
9(Tps Tqs Yps Ya» Zps 2q) = Ypzp — N2,
Wap, g, Yp, Yg: 2p, 2q) = Nxpzg — q2p,
which all have the root r = (lclk —1,p,q,¢—1,¢) modulo e. With the additional
information given by d, and d,, we can similarly define polynomials
f($p7$qaypquv Zp; Zq) 1= TplYp — Tq — ed:,,
9(Tp, Tq: Yps Yg» 2ps 2q) = Yp2p — Nzg + equpv

- - e~ ~
MZpy gy Yps Yg» 2ps 2q) = Nxpzg — xq2p — €“dpdy — edpz, — edyzy,
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which in turn have the root r modulo eM. Notice that for increasing M, the
polynomials f, g and h are in terms of Coppersmith’s method superior to f,
g and h, as they have the same small root r modulo a larger modulus. At the
same time they are, however, also inferior, since they have more monomials. As
we will see below, we therefore obtain our best results, when carefully balancing
the use of f, g and h with that of f, g and h.

We now use f, g and h to build a lattice basis matrix and then apply Cop-
persmith’s method to compute r. We closely follow the construction as described
in Proposition 2. However, some modifications are necessary. If we would sim-
ply build the lattice exactly as described in Proposition 2, but construct the
shift polynomials using f, g and h instead of f, g and h, we would not obtain
a triangular matrix. For instance, the polynomial g would add with y, a new
monomial, which does not appear in the lattice from Proposition 2. Overall, we
would obtain many additional monomials, as the trans(-) operator does not work
as good with f, g and h as it does with f, g and h. Let us illustrate this with
an example.

When instantiating the lattice from Proposition 2 with m = 2, the shift poly-
nomial pf2,2,0] is obtained by multiplying pj2 2,0 = f2e? by a factor of y(EQ/QJ =Y
and transforming it using trans(-) as shown below. (For better readability we omit
the factor €2.)

Py = (@pyp — 24)*yq
= x?,yf,yq = 22T qYpYq + xiyq
— N;viyp —2Nzpx, + xqu
— sz,yp —2N(zg + 1)zq + osqu
= Nxf)yp — 2Nx3 — 2Nz, + x?]yq.
Applying the same transformations to fz, we obtain
J?zyq = (ZpYp — Tq — 6@2)2%
= xf,yqu — 22pTqYpYq — QG@xpypyq - xqu + 26&;%% + ezd;zyq
— inyp —2Nzpxg — 2Ne&;,xp — xqu + Ze@quq + 62&;2%
> Nazy, — 2N (zq + 1)ag — 2Ned,(z, + 1) — T2y + Qedy a4y, + 62&;,231(1
= Nxf,yp — 2N:L‘§ —2N(1+ edNP)a:q — 2Neci;, - xiyq + 2ed~pa:qu + eQ(I,,qu.

Comparing the monomials in the variables x, and y, of both polynomials in
Figure 8, they form a small triangle for the former polynomial, whereas they
form a rather large rectangle for the latter.

One can show with a proof analogous to that of Lemma 5 that the shape
of the shift polynomials overall becomes more rectangular, when using f, g, h,
instead of f, g and h. More precisely, one can easily show that

* — Pi15i2 718 04 05, i6
F*(zp,2q, Yp, Yqs Zp; Z¢) := trans (f gPhewyzy yq>
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Lq Lq

Yq 200 Yq

Fig. 8. Parts of the Newton polytopes of f?y, and fzyq after applying trans(-).

can be written as

F*(2p, Tgy Yp, Yg» 2ps 2¢) = F;(zp,yp, zp) + F;(xq’ Ya» Zq)
such that the monomials of F; form a subset of
{g:gyf;zg 10 <a<ip+iz+ie,0<b<ii+tis—ig0< c§i2+i3+i5}
and the monomials of F; form a subset of
{eopheh [0S a<iitis+in0 Sb<ig0 < c<ip+ig+is ).
See Figure 9 for an example.

Additionally, one can show that (as before) the coefficients of

x;; +iz+iq, t1+i2—16 2’;2 +i3+is

Yp

and

1,3’11 +iz+tig yéG Zéz+i3+i5
are non-zero, or more precisely that they are products of powers of N and (N —1).
Notice that these monomials correspond to the outer most points in Figure 9,

i.e., the points with the largest || - ||;-norm.
Tq Tp
11+ 13 +1a i1 443 + 94
e L
Zq =< . Yq “p b’ Yp
i2 + i3 + 15 6 G2+ i3 + s i1+ 2 — 16

Fig. 9. The effect of trans(-) on F™*.
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As a consequence, we suggest instead of using the set M for selecting the
shift polynomials, to use a different set, which itself has a rectangular shape. For
that, we define

M= {agybzs [0<a<m,0<c<m,0<b<2m},

P
of size m x 2m x m in Z3. Also notice that M C M. -
We enhance our exponent functions, such that for monomials z%y%2¢ € M\

Notice that the set of tuples (a, b, ¢) with x“yzzg € M forms a rectangular cuboid

pYpZp
M they take the values
E¢(a,b,c) :=a,
Eq(a,b,c) :==c,

En(a,b,c) == E;(a,b,c) := E,(a,b,c) :== 0.
Further, we redefine our shift polynomials as follows:

5[0"!)’6] (a’:p7 xq’ yp7 yq, Zpa Zq) = fEf(a,b,C) . gEg((l,b,C) . hEh(avbvc).
Ez(a.b,e) | ,Ez(ab,c),
CCP ZP

(eM)Qm—(Ef (a,b,c)+E4(a,b,c)+Ey(a,b,c)) )

Now, to obtain a triangular matrix, our basic idea is to include sufficiently many
extra-shifts in y, and y, to the lattice, such that for every shift polynomial F™,
every monomial in the cuboids in Figure 9 is included in the basis. We make this
strategy more precise in Proposition 3.

Proposition 3. Order the monomials in M according to the (2p, Tp, yp)-order.
Define a lattice basis matriz B, in which the i-th column corresponds to the

monomial
v Stz i s even
[a,b,e] wgylgb/ﬂ 25, if b is odd.

where x;ygzg is the i-th smallest element in M. For xgyzzf) € M, the i-th row

of B corresponds to the coefficient vector of

trans (ﬁ[a,b,c] : ygb/2J> (Xxpv thb Yypa qua XZPa qu)

For mgygzg € M\M with even b, the i-th row of B corresponds to the coefficient

vector of
trans ('ﬁ[a’b,c] . y(g(‘wc)/QJ . yg(bﬂkc)/ﬂ) (Xxp, Xag, Yyp, Yyg, Xzp, X24).

b_c v . . .
For xjypz5 € M\ M with odd b, the i-th row of B corresponds to the coefficient

vector of
trans (ﬁ[mb,c] . yé(‘”c)/% . yz[(b_“_c)/ﬂ) (Xap, Xag, Yyp, Yyq, X2zp, X24).

Then B 1is triangular.
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As the proof for Proposition 3 is completely analogous to that of Proposition 2,
we omit it here.
We are now ready to prove our main theorem.

Theorem 2. Let N = pq be a sufficiently large RSA modulus, where p and q
have the same bit-size. Let e < ¢(N) be a public exponent. Suppose the cor-
responding CRT exponents d,,d, are upper bounded by dp,d, < NB. Write

dp = d;2k + d;,, d, = d;2k + dy, for some k € N, MSBs d;,d; < NY and
LSBs (ip, d;. If we are given (N,e) and d;,, (Zq, such that

1-28

0 < 0

and ged(e - 28, N — 1) = O(1), then we can factor N in polynomial time (under
Assumption 1).

Proof. The proof is very similar to that of Theorem 1. We build a lattice basis
matrix B as described in Proposition 3 with M = 2*. As before, we remove the
powers of N and N — 1 from the diagonal of B and multiply the other entries in
the matix appropriately with the inverses. Notice that as opposed to Theorem
1 here we need the slightly stronger assumption ged(e- 2%, N —1) = O(1), as we
now have to take inverses modulo eM.
We can asymptotically compute the determinant as det B = (eM)%eM XX Y sy

where

Sem = Z (2m — E¢(a,b,c) — E4(a,b,c) — Ep(a,b,c)) = gm‘l + o(m*),

xgy,’;z;eﬂ
sx = Z (a+¢) = 2m* + o(m?),
zaybzee M
b 4 4
sy = Z y=m + o(m®).
zlybzeeM

Then, calculating the lattice’s dimension as n = |Mv | = 2m3, our enabling con-
dition becomes

(a+ﬂ—6)-;m4+(a+ﬁ—;>~2m4+;-m4<(a+ﬂ—(5)-4m4+o(m4).

By incorporating « < 1 as before, the above simplifies to

1-283
10

which concludes the proof of the theorem. a

0 <

+ o(1),

In Figure 10 we show for a given value of 8, how large of a fraction of key bits
is required for the attack to work. That, is on the vertical axis we plot the value

(8—10)/8.
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Fig. 10. Required fraction of LSBs to make the attack from Theorem 2 work.

Notice that the graph in Figure 10 has with (1/2,1) a very natural ending
point. The result strongly suggests that for a maximum level of security, full
size CRT-exponents must be used — as only then Partial Key Exposure attacks
can be prevented. Additionally, it shows that regardless of the key size, we can
always factor the modulus, once all key bits are exposed.

Unfortunately, the ending point (1/12,0) on the left side of the graph, how-
ever, clearly is non-optimal, as it tells us that for any 5 > 1/12 ~ 0.083, at
least some key bits have to be exposed to yield the factorization of N. This is
contradictory to Theorem 1, by which for any 5 < 0.122 no additional key bits
are required to factor V.

Intuitively this might be explained with the fact that for 6 — S (i.e., when
almost all key bits are unknown) the value eM tends to e. By that, the benefit
of using the larger modulus in the lattice construction shrinks more and more
as § grows to 3. At a certain point, the inferior shape of the polynomials then
outweighs said benefit and therefore gives us an inferior bound. To fill this gap,
we propose in the following an alternative lattice construction, inspired by ideas
of Aono [1].

4.1 Improved Attack by Linking our First Attack and TLP

The main idea behind the improved construction is to use our lattice from The-
orem 2 together with the TLP lattice. For that, we define a new set

Mg::{:c;ygz;|0§a§m,0§c§m,0§b§2am}§/ﬁ

for some parameter 0 < o < 1, that allows us to interpolate between the TLP
lattice and the construction from Proposition 3 and Theorem 2.

When now constructing a lattice exactly as described in Proposition 3, but
using the set M, instead of M, one obtains the same basis matrix B, that one
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would obtain, when removing all polynomials, which add monomials xgyzzf, and

:nggzg with b > om to the lattice from Proposition 3. Notice that from Figure 9

it follows that the remaining polynomials in B, do not have monomials mgy;’,z;

or zgyé’z;’ with b > om. Hence, B, is still triangular.
Next, we build another lattice basis matrix By p exactly as described in the

TLP attack from Theorem 1, but apply two minor changes:

1. Instead of using the polynomials f, g and h for defining the shift polynomials,
we use

ff=Mf, g := Mg, h* := Mh.
2. We multiply powers of eM to the shift polynomials, instead of powers of e.

Clearly, this does not weaken the TLP attack, as all additional powers of M
in the enabling condition cancel out. With these changes, the shift polynomials
now have the root r not only modulo e, but also modulo eM. This allows us to
combine B, and Bt p as follows.

We remove all polynomials from Brpp that add monomials xgyf)zg and
:z:gyfl’zg with b < om to the diagonal. After that, we add all polynomials from the
matrix B, to By p. Since in B, all monomials chygz; and xgygzg with a < m,
¢ < m and b < om appear, it follows that in particular all monomials that we
have just removed, reappear in our matrix. Hence, we can rearrange the rows of
the newly obtained matrix, such that it is again triangular.

With the above, we thus obtain a triangular lattice basis matrix which nicely
incorporates the advantages of the lattice construction from Theorems 1 and 2 at
the same time. Similar as in the proofs of both theorems, the enabling condition

for the construction becomes
BSeMSMXSX YSY < (eM)Zmn

with analogously defined exponents s., sy, sx, sy and n. (Here we sum over
the monomials in B, as well as over those in B7 p, except for those that we
remove from Brpp.)

For o < 7, we have

3 3

o°+6T1
n = ng + o(m?’),

4 4

oc*+ 141
Sy = Tm4 + o(m*),

3o%r + 1475 4 4
Y= g M ol

4 3 4 3

c*—40°T—107% =271
Se = — 6 m* + o(m?),

o*r?2 — 40312 4+ 60272 —20% + 2072 — 1273 4 4
SpM = — 372 m” + o(m”)
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B 0.122|0.123]0.124|0.125| 0.13 | 0.14 | 0.15] 0.16 | 0.17 | 0.18 | 0.19 | 0.20 | 0.21 | 0.22
(B—9)/B8] 0 [0.053[0.084[0.110[0.205[0.332{0.423[0.492]0.549(0.595|0.635|0.0668|0.698]0.723
o 0 0.328]0.392|0.434]0.548|0.655|0.716|0.757|0.787|0.811|0.830| 0.846 |0.859|0.869

B8 0.23 ] 0.24 |1 0.25|0.26 | 0.27 | 0.28 | 0.29 | 0.30 | 0.31 | 0.32 | 0.33 | 0.34 | 0.35 | 0.36
(B —0)/8[0.746]0.767]0.786]0.803]|0.8190.833]0.847]|0.8590.871[0.882|0.892| 0.902 [0.911[0.919
o 0.878]0.885]0.891|0.897]0.902|0.907|0.912{0.917|0.922|0.927(0.931| 0.935 |0.940(0.944

B8 0.37 1 0.38 1 0.39 | 0.40 | 0.41 | 0.42 | 0.43 ]| 0.44 | 0.45] 0.46 | 0.47 | 0.48 | 0.49 | 0.50
(B —0)/8[0.927[0.934]0.942]0.948]0.955/0.961]0.966/0.972|0.977[0.982]0.987] 0.991 [0.995] 1
o 0.9480.952|0.956|0.960|0.964|0.968|0.972|0.976|0.980|0.984|0.988| 0.992 [0.996| 1

Table 1. Values of 8, (8 — 6)/8 and o for our improved lattice construction.

and for 7 <o < 27

03 —602r+6072—873

n=— Ty m> + 0(m3),

4_4 3 4 3_16 4
sx = < o T—é—TBoT T ' —|—o(m4),

30 — 160372 + 120273 — 16 7° 4 4
Sy = — 192 73 m +O(m )7
5 = 04_8037+2402T2_20073+16T4+2T3m4+0(m4),

673

o2 — 4032 + 60212 +20% — 12027+ 14072 — 1673 4 4

SpM = — 3.2 m* + o(m”).

Unfortunately, we can not give a closed formula on  and § as in Theorem
2, because there seems to be no way for analytically maximizing o. Therefore,
we can only present numerical results.

When setting 7 := max{1/2,1—25} (as in the proof of Theorem 1) and then
numerically optimizing o, we obtain the results shown in Table 1. These results
have been used to plot the graph in Figure 2.

Since we reach the lower bound of 0.122, we fully close the gap between
Theorems 1 and 2. Notice how the table shows that for § = 0.122 it is best
to use the TLP lattice (i.e., setting o = 0) and for 5 = 0.5 to use the lattice
construction from Proposition 3 (i.e., setting o = 1).

5 Experimental Results

The main purpose of our experiments is to verify the validity of Assumption 1.

Although our results theoretically hold in the range N%122 < d,,,d, < N%5,
we cannot expect to provide experimental data for large d,,d, in practice. The
reason is that for small exponent CRT-RSA attacks like TLP and our Partial
Key Exposure attack the lattice dimension grows as a cubic function in m. Thus,
the convergence to the theoretical bounds is quite slow. E.g. for the TLP attack
with its theoretical bound d,,d, < N°122  the original authors provide in [28]
practical experiments only up to N?-062,
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Hence, in order to demonstrate that our attack naturally extends the TLP
attack to the Partial Key scenario, we provide some data points with 5 > 0.062.

We implemented our experiments in SAGE 9.2 using Linux Ubuntu 18.04.4
on a laptop with Intel(R) Core(TM) i7-7920HQ CPU 3.67 GHz. The results are
given in Table 2.

Assumption 1 was valid in all experiments. In every run we were able to
recover the unknown secrets via Groebner basis computation.

B |Bit-size of N|Bit-size of dj, dq|Unknown key-bits|Dimension|LLL Time (sec.)

0.040 1,000 40 2x 15 53 4

0.040 5,000 200 2 x 80 53 196

0.040 10,000 400 2x 175 53 1,179
0.065 1,000 65 2 x 20 132 1,242
0.065 5,000 325 2 x 100 132 9,505
0.070 1,000 70 2x 30 263 51,181
0.100 1,000 100 2 x 30 434 786,423
0.110 1,000 110 2x 30 434 841,310

Table 2. Experimental results of our Partial Key Exposure attack.
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