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Abstract. In time-specific signatures (T'SS) [Paterson & Quaglia, SCN’10]
[Ishizaka & Kiyomoto, ISC’20] with 7" numerical values, each signer is
given a secret-key associated with a numerical value t € [0,7 — 1] and
each signature on a message is generated under a numerical range [L, R]
s.t.0 < L < R <T—1. A signer with ¢ can correctly generate a signature
under [L, R] if ¢ is truly included in [L, R], i.e., t € [L, R].

As a generalized primitive of TSS, we propose multi-dimensional sub-
range signatures (MDSBRS). As a related primitive, we also propose
multi-dimensional super-range signatures (MDSPRS). In MDSBRS (resp.
MDSPRS) with D € N dimensions, each secret-key is associated with a
set of D ranges {[l;,r;] | ¢ € [1,D]} s.t. 0 <I; <7; <T; —1 and a thresh-
old value d € [1, D], and it correctly produces a signature on any message
under a set of D ranges {[L;, R;] |1 € [1,D]}st.0< L; < R; <T;—1,if
and only if total number of key-ranges every one [l;, r;] of which is a sub-
range (resp. super-range) of the corresponded signature-range [L;, R;],
ie, L <l; <r; <R; (resp. l; < L; < R; <r;), is more than d — 1. We
show that, by extending (or generalizing) an existing T'SS scheme, we
obtain MDSBRS and MDSPRS schemes each one of which is secure, i.e.,
existentially unforgeable and perfectly (signer-)private, under standard
assumption and asymptotically efficient.

Keywords: Multi-dimensional sub-range signatures, Multi-dimensional super-
range signatures, Existential unforgeability, Perfect (signer-)privacy.

1 Introduction

Time-Specific Encryption. Paterson and Quaglia [10] proposed time-specific en-
cryption (TSE) (or interchangeably range encryption (RE)). In the encryption
system, we assume that there exists a trusted key-generation authority which
generates a master public-key mpk and a master secret-key msk from an integer
T € N denoting total number of time-periods (or numerical values). The trusted
authority generates a secret-key for a time-period ¢ € [0,7 — 1] by using the
master secret-key. The secret-key is securely sent to a user. A ciphertext C of
a plaintext m is associated with a range [L,R] s.t. 0 < L < R < T — 1. Any
user with a secret-key for ¢ s.t. ¢ € [L, R] can correctly decrypt the ciphertext.
It has been clarified by [10,6,7,4] that TSE schemes with different characteris-
tics in efficiency can be (generically) constructed from identity-based encryption



(IBE), broadcast encryption, hierarchical IBE (HIBE), forward-secure encryp-
tion (FSE) and wildcarded IBE (WIBE). For instance, we can obtain a concrete
TSE scheme whose efficiency (|mpk|, |skl|,|C]) is informally (O(logT), O(logT),
O(log T)) (resp. (O(logT), O(1), O(log® T))) from the generic TSE construction
based on an IBE (resp. WIBE) scheme proposed by Paterson and Quaglia [10]
(resp. Ishizaka and Kiyomoto [1]). Moreover, the TSE scheme based on an FSE
scheme proposed by Kasamatsu et al. [6] achieves (|mpk|, |sk|, |C|) = (O(logT),
O(log® T), O(1)).

Time-Specific Signatures. In the original work of TSE [10], the authors men-
tioned a primitive called time-specific signatures (T'SS) as the digital signature
analogue of TSE and posed finding a secure TSS construction as an open prob-
lem.

Ishizaka and Kiyomoto [5] formally defined its syntax and security require-
ments, namely ezistential unforgeability (which informally guarantees that any
multiple colluding users every one of which does not have a secret-key associated
with a numerical value t s.t. t € [L, R] for a range [L, R] cannot forge a correct sig-
nature under the range) and perfect (signer-)privacy (which guarantees that any
verifier given a signature cannot get any specific information about the numerical
value of the signer). They proposed the first two asymptotically-efficient concrete
schemes secure under standard assumptions. The first (resp. second) one is based
on forward-secure signatures (FSS) (resp. wildcarded identity-based ring signa-
tures), whose efficiency (|mpkl|, |sk|,|o|) is (O(logT), O(logT),O(logT)) (resp.
(O(log T), O(1), O(log” T))).

As a direct application of TSS, numerical-range based anonymous question-
naire was introduced in [5]. Each user is associated with a numerical value
t € [0,7—1] and given a secret-key for the value. The user can anonymously fill in
a questionnaire (or sign a message) with declaring a range [L, R] s.t. t € [L, R].
The standard TSS can deal with only one-dimensional numerical value. It is
obvious that multi-dimensional TSS are more practically-desirable. Finding a
secure multi-dimensional TSS has been posed as an open problem in [5].

Multi-Dimensional Sub-Range Signatures. As a generalization of TSS, we pro-
pose a primitive named multi-dimensional sub-range signatures (MDSBRS). It
is parameterized by integers D and {T; | ¢ € [1, D]}. Each secret-key is associ-
ated with a set of ranges {[l;, ;] C [0,T; — 1] | ¢ € [1, D]}. Such a secret-key can
produce a signature on any message under a set of ranges {[L;, R;] C [0,T; — 1] |
i € [1,D]}, if (and only if) every key-range [l;,7;] is a sub-range (or subset)
of the corresponded signature-range [L;, R;], i.e., [l;,r;] C [L;, R;]. Note that if
we set D = 1 and restrict the key-range [l, 7] to one satisfying | = r(=: t) for a
numerical value ¢, the primitive is TSS itself. For instance, one-dimensional MDS-
BRS are illustrated in Fig. 1. There are two key-ranges with v/, i.e., [6,11] and
[16,16], and two key-ranges with x, i.e., [0,1] and [21,26]. Under a signature-
range [L, R] = [4,23], both of the key-ranges with v can correctly sign, and
either of the key-ranges with x cannot correctly sign. 2-dimensional MDSBRS
are illustrated in Fig. 2. Under a two-dimensional signature-range {[L1, R1],



[L2, Ro]} = {[1,5],]2,12]}, both of the two two-dimensional key-ranges with v/
can correctly sign, and either of the four two-dimensional key-ranges with x or
* cannot correctly sign.
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Fig. 2. An illustration of MDSBRS with

D=2,T1:83ndT2=16.

Although the current MDSBRS have already been more generalized than the
naive multi-dimensional T'SS, we would like to further generalize the primitive
by adding the following 2 properties'.

— Key-delegatability: There exists an efficiently-computable one-way key-delegation
algorithm which transforms a secret-key for a set of key-ranges {[l;, 7] | i €
[1,D]} into one for any weaker set of key-ranges {[l},7}] | ¢ € [1, D]} s.t.
every key-range satisfies 0 < I < I; < r;, <7} < T; — 1. In an example
of two-dimensional MDSBRS in Fig. 3, either of the two (two-dimensional)
key-ranges with v' can be a correct key-delegator for both of the key-ranges
edged by a bold or dashed line. Either of the two key-ranges with % can be
a correct key-delegator for any one of the edged key-ranges, but not both.
Either of the two key-ranges with x cannot be a correct key-delegator for
any one of the edged key-ranges.

— d-out-of-D threshold signability: Each secret-key is associated with not only
a set of key-ranges {[l;, ;] | © € [1, D]}, but also a threshold d € [1, D]. Each
signer successfully signs if (and only if) total number of key-ranges {[l;, r;]}
each of which is truly included in the corresponded signature-range [L;, R;]

! Encryption primitive analogue of MDSBRS (w/o key-delegatability and w/ a re-
striction s.t. /\i.;1 T; = T) has been proposed as K-out-of-L (ciphertext-policy)
multi-dimensional range encryption (MDRE) in [8]. Since their MDRE scheme is
technically common with our MDSBRS scheme in adopting a methodology based on
forward-secure cryptosystem, it is possible that their scheme also implicitly has the
key-delegatability. However, we do not verify that, because that is out of our scope.



is more than d — 1. For the instance in Fig. 2, if d = 1, both of the two
key-ranges with * can correctly sign under the two-dimensional signature-
range {[L1, R1], [L2, R2]}. The threshold d can be arbitrarily chosen at the
secret-key generation. The threshold can be fixed for all secret-keys if that
is practically more desirable.

Multi-Dimensional Super-Range Signatures. As a primitive closely related to
MDSBRS, we propose multi-dimensional super-range signatures (MDSPRS).
Formally, in MDSPRS, each secret-key is associated with a set of ranges {[L;, R;] C
[0,7; — 1] | 4 € [1,D]} and a threshold d € [1, D], and such a secret-key suc-
cessfully produces a signature on any message under a set of ranges {[l;, ;] C
[0,T;—1] | ¢ € [1, D]}, if (and only if) total number of key-ranges {[L;, R;]} each
of which is a super-range (or superset) of the corresponded signature-range [I;, ;]
is more than d — 1, i.e.j ZiE[I,D] s.t. [liri]CILi,Ri] 1 > d. Its key-delegatability
guarantees that there exists an algorithm which transforms a secret-key for key-
ranges {[L;, R;] | i € [1, D]} into one for any weaker set of key-ranges {[L}, R}] |
i € [1, D]} such that every key-range satisfies 0 < L; < L, < R, < R; < T; — 1.

Our Results. As the security requirements whom MDSBRS and MDSPRS schemes
satisfy, we formally define existential unforgeability and perfect privacy. By ex-
tending (or generalizing) the TSS scheme based on FSS proposed in [5], we firstly
propose a concrete MDSBRS scheme. We formally prove that the scheme is ex-
istentially unforgeable under the co-CDH assumption [3] and perfectly private.
We show that technique behind the MDSBRS scheme (or the original TSS) ef-
fectively works for a construction of a secure MDSPRS scheme. To the best of
our knowledge, our schemes are the first currently-known polylogarithmically-
efficient ones.

Our Approach. We generalize a TSS scheme in [5] based on FSS to obtain an
MDSBRS scheme.

Kasamatsu et al. [6,7] and Ishizaka and Kiyomoto [5] showed that TSE and
TSS are functionally close to FSE and FSS, respectively. For instance, a T'SS
scheme in [5] is based on the following intuitive idea to construct a TSS scheme
from an FSS scheme and a backward-secure signatures (BSS) scheme. A secret-
key for ¢t € [0,T — 1] consists of a secret-key for ¢ w.r.t. the FSS scheme and one
for ¢t w.r.t. the BSS scheme. A signature under [L, R] s.t. L <t < R consists
of a signature under R w.r.t. the FSS scheme generated from the FSS secret-
key for ¢ (note: if ¢ < R, the generation succeeds) and a signature under L
w.r.t. the BSS scheme generated from the BSS secret-key for ¢ (note: if ¢ > L,
the generation succeeds). Although the generic approach is ideally simple, it
cannot achieve security against colluding (signature-forging) attacks®. [5] showed
that the generic approach effectively works on a concrete FSS scheme, i.e., one
obtained by applying the Canetti-Halevi-Katz transformation [2] (which converts

2 If a user with t < L colludes with another user with ¢ > R, they can forge a correct
signature under [L, R].



a hierarchical identity-based cryptographic scheme into a forward-secure one)
to a hierarchical identity-based signatures (HIBS) scheme by Chutterjee and
Sarker [3]. The technique behind the T'SS scheme to achieve security against
the colluding attack is tying up the FSS and BSS secret-keys for ¢. Specifically,
when we generate a secret-key for ¢, we firstly divide the true master secret-
key (MSK) into two pseudo MSKs in an algebraic manner based on 2-out-of-2
Shamir’s threshold secret sharing (SSS) [13]. Then, we generate the FSS and
BSS secret-keys (for t) by using the two pseudo MSKs, respectively. When we
generate a signature under [L, R], we evolve the secret-keys into ones for the time
periods R and L, respectively, then combine them to obtain a correct secret-key
for [L, R] which is based on the true MSK. By using the secret-key, we can
generate a signature on any message.

We extend (or generalize) their approach in the following three steps.

Firstly, generalizing a point (or time period) ¢ into a range [I, 7] is simple. A
secret-key for [I, 7] consists of a secret-key for r w.r.t. the FSS scheme and one
for I w.r.t. the BSS scheme. When we generate a signature under a range [L, R],
we firstly evolve the secret-keys into one for R and L, respectively (note: this
succeeds, if L <1 <r < R). Then, we combine the (two) secret-keys to obtain a
correct secret-key for [L, R]. By using it, we generate a signature on a message.

Secondly, the TSS scheme in [5] has been already key-delegatable. Precisely,
the FSS secret-key for r and the BSS secret-key for [ can be evolved into an FSS
one for ' > r and a BSS one for I’ < [, respectively.

Thirdly, for the multi-dimensionalization with d-out-of-D threshold signabil-
ity, we adopt the technique behind a fuzzy IBE scheme [11] and a (ciphertext-
policy) MDRE scheme [8]. Specifically, we use d-out-of-D SSS. A secret-key for
key-ranges {[l;,7;] | i € [1,D]} is generated as follows. We firstly divide the
true MSK in an algebraic manner based on the d-out-of-D SSS method into D
pseudo first-level MSKs. For each dimension i € [1, D], we further divide the
pseudo first-level MSK based on the 2-out-of-2 SSS method into two pseudo
second-level MSKs. We finally generate an FSS secret-key for r; and a BSS one
for I; from the two pseudo second-level MSKs, respectively. We generate a signa-
ture under signature-ranges {[L;, R;] | i € [1, D]} as follows. For every i € [1, D]
s.t. L; <l; <r; < R;, we evolve the FSS secret-key for r; and the BSS secret-key
for [; into ones for R; and L;, respectively. By properly combining them based
on the secret-recovering algorithm w.r.t. SSS, if (and only if) total number of
indices ¢ € [1, D] s.t. [l;,7:] C [Ly, Ry is larger than d — 1, we obtain a correct
secret-key for the signature-ranges {[L;, R;] | ¢ € [1, D]} which is based on the
true original MSK. By using it, we can correctly generate a signature under the
signature-ranges on any message.

We remind us that MDSPRS consider whether a relation that a key-range
[L;, R;] is a super-range of the corresponded signature-range [I;, 7;] holds or not.
The approach for MDSBRS effectively works to MDSPRS. We generate an FSS
secret-key for L; and a BSS secret-key for R;. Note that if L; < I; < r; < R;,
we depart from L; (resp. R;), move forward (resp. backward), then arrive at I;

(resp. ;).



Paper Organization. Sect. 2 is a section for preliminaries. In Sect. 3, we provide
syntax and security requirements of MDSBRS. We propose an MDSBRS scheme,
then prove its security. In Sect. 4, we formally define MDSPRS, then prpose a
secure scheme based on the same teachnique as the MDSBRS scheme. In Sect.
5, we analyse their efficiency and conclude the paper.

2 Preliminaries

Notations. For A € N, 1* denotes a security parameter. PPT, denotes a set of
all probabilistic algorithms running in time polynomial in A. We say a function
f : N — R is negligible if Ve € N, Jzg € N s.t. Vo > g, f(x) < x7¢ NGL,
denotes a set of all functions negligible in A. For = € {0,1}" and i € [0,n — 1],
z[i] € {0, 1} is its i-th bit.

Asymmetric Bilinear Groups of Prime Order. Let Gpg denote a probabilistic
algorithm which generates bilinear groups of prime order. Let A € N. Specifically,
it takes 1* and randomly generates (p, G, G,Gr,e, g, J), where p is a prime with
bit length A, (G, G, Gr) are multiplicative groups of order p, (g, §) are generators
of G and G, respectively, and e : G x G — Gr is a function which is computable
in polynomial time and satisfies: (1) Bilinearity: for every a,b € Z,, e(g%,3°) =
e(g,3)®, and (2) Non-degeneracy: e(g,§) # lg,, where 1g, denotes the unit
element of Gr.

Hardness Assumption. Let G denote a probabilistic algorithm which takes 1*,
where A € N, then randomly generates (p,(G,@,g,g), where p is a prime of bit
length A\, G and G are multiplicative groups of order p, and g (resp. §) is a
generator of G (resp. G).

Definition 1. Co-Computational Diffie-Hellman (Co-CDH) assumption holds
if VA € N, VA € PPT,, Je € NGL), s.t. 4dv3" () := Pr[g®f «+ A(p,G,G,g,

3,9% 9%, 3%)] < €, where (p,G, G, g,7) < G(1*) and , 8 <= Z,.

Shamir’s Threshold Secret Sharing [13]. In d-out-of-D threshold secret sharing,
a secret is divided into D shares. If we collect more than d — 1 shares among
the D shares, we can identify the secret. Otherwise, we cannot get any infor-
mation about the secret. Shamir [13] proposed a method based on polynomial
interpolation. Let GF(p) denote a finite field of cardinality p > D. Let s € GF(p)
denote the secret. We define a (d — 1)-dimensional polynomial f : GF(p) — GF(p)
in a form of f(z) = s+ Zf;ll A;z?, where Aq,---,Ay_q are randomly chosen
from GF(p). For each ¢ € {1,---,D}, the i-th share is f(a;), where «; satis-
fies a; € GF(p) \ {0} \ Ujep,pp\{i31 e }- A case where we obtain d shares amont
the D shares means that we obtain a set of d equations with d unknown vari-
ables of Ay, -+, Aq_1 and s. Obviously, we can uniquely identify each of the
unknown variables. For any I C {1,--- D} with |I|] > d, if we get the shares
{f(ay) | © € I}, we can identify s = f(0) based on the following equation:
f(x) = > 1 Qi) f(eu), where the Lagrange coefficient A; 1(z) is defined as

[en iy (@ — o)) /(i — o).



3 Multi-Dimensional Sub-Range Signatures (MDSBRS)

We firstly formally define syntax and security requirements. We require every
scheme to be existentially unforgeable and perfectly private. The definitions
are naturally extended from the ones for TSS in [5]. We informally explain
the technique behind our scheme in Subsect. 3.1 before formally describing the
scheme in Subsect. 3.2. Our scheme is proven to be existentially unforgeable in
Subsect. 3.3 and perfectly private in Subsect. 3.4.

Syntax. MDSBRS? (with D € N dimensions) consist of the following 5 polyno-
mial time algorithms, where Ver is deterministic and the others are probabilistic.

Setup Setup: For i € [1, D], T; € N denotes total number of numerical values
for the i-th dimension. The algorithm takes 1*, D and {T; | i € [1, D]} as
input, then outputs a master public-key mpk and a master secret-key msk.
Concisely, we write (mpk, msk) < Setup(1*, D, {T; | i € [1, D]}). Note that
the other four algorithms implicitly take mpk as input.

Key-generation KGen: It takes msk, key-ranges {li,r; [ i € [1, D]} s.t. ;g p) 0 <
l; <r; <T;—1 and a threshold d € [1, D], then outputs a secret-key sk for
the key-ranges. We write sk <— KGen(msk, {l;,r; | i € [1, D]}, d).

Key-delegation KDel: It takes sk for {l;,r; | i € [1,D]} and d € [1, D], ex-
tended key-ranges {lj,r; | i € [L,D]} st. \jcyp0 < If < b <y <
r, < T; — 1, then outputs sk’ for the extended key-ranges. We write sk’ «+
KDel(sk,{l[,r} | i € [1, D]}).

Signing Sig: It takes sk for {l;,r; | ¢ € [1,D]} and d € [1,D], a message
m € {0,1}", and signature-ranges {L;, R; | i € [1, D]} sit. \jcp p)0 <
L; < R; < T; — 1, then outputs a signature o. We write o «+ Sig(sk,
m, {LZ‘,Ri | 1€ [1,D]})

Verification Ver: It takes o, m € {0,1}* and {L;, R; | i € [1, D]}, then outputs
a bit 1/0. We write 1/0 < Ver(o,m,{L;, R; | ¢ € [1, D]}).

We require every MDSBRS scheme to be correct. An MDSBRS scheme
Ysp = {Setup,KGen,KDel, Sig, Ver} is correct, if VA € N,VD e N,VT} € N, - -
VTp € N, V(mpk, msk) < Setup(1*, D, {T; | i € N}), V{l;,I},7;, v, | i € [1,D]}
$6. Niep,p 0 < 6 <l < <7 < T3 — 1, Vd € [1, D], Vsk < KGen(msk, {l;, 7 |
i € [1,D]},d), Vsk' < KDel(sk,{li,v} | ¢ € [1,D]}), Vm € {0,1}*, V{L;, R; |
i€ LD} st Nigpp)0 < Li < Bi T = VAN iep by s, Lo<ii<ri<r, 1 2 @
Vo < Sig(sk’,m,{L;,R; | i € [1,D]}), 1 < Ver(o,m,{L;,R; | i € [1,D]}).

Security. As security, we consider (adaptive) existential unforgeability and per-
fect privacy. For a probabilistic algorithm A, we consider an experiment for
(adaptive) existential unforgeability in Fig. 4. For a probabilistic algorithm A4,
we consider two experiments for perfect privacy in Fig. 4. The commands with
a gray background ( ) are considered only in the experiment with 5 = 1.

3 MDSBRS satisfying all of the following conditions are identical to the TSS considered
in [5]: (i) D = 1. (ii) Lacking KDel algorithm. (iii) Every range [l, r] associated with
a secret-key is a numerical value, i.e., | = r(=: t).



Definition 2 ([9,12,5]). An MDSBRS scheme Xsp is existentially unforgeable,
if YA e N, VD e N,VI; € N, ---, VIp € N, VA € PPT,, de € NGL, s.t.
AV o iennppy(A) = Prl Expt5r (12, D {T; | i€ [1,D]})] <e.

Definition 3 ([1,5]). An MDSBRS scheme Ysp is perfectly private, if for ev-
ery A\ €N, every D € N, every Ty} € N, --- | every Tp € N and everyﬂ"o\babil/zsiic
algorithm A, there exist probabilistic polynomial time algorithms {Setup, KGen,
KDel,Sig} such that Advs | 4 p irijicn,pp(N) = | Pr[l < Exptt, 4001, D {T; |
i € [L,D]})] = Pr[l « Eaptd, 4,1, DAT; | i€ [1,D]})]| = 0.

Expty ™ (1%, D, {T; | i€ [1,D]}):

(mpk, msk) < Setup(1*, D, {T; | i € [1,D]})

(0", {L;, R} | i €[1,D]},m*) < ATv0bS0 (1mpl) | where

—Reveal({li,.,7i,. |2 € [1,D]},d): // € [1, ¢
Rtrn sk, + KGen(msk, {l;,.,7:,. | i € [1,D]},d.).

—Gign({li,g,m,g ‘ 1€ [l,D]},dQ, {Li,97Ri79 | 1€ [I,D]},mg S {0, 1}*): // 0 e [l,qs]
skg < KGen(msk,{li,0,7i,0 | % € [1, D]}, dp).
Rtrn o9 + Sig(Ska, {Liyg, Ri,g | i€ [1, D]}, mg).

Rtrn 1if 1 <+ Ver(c*,{L;, R} |i € [1,D]},m")

Nieitan) (Zie[l,D] st i<ty <rg,<rr L) < do
/\96[1,q5]({Li’97Ri79 | i€ [LD}}?m@) # ({Lj,R: | (AS [1’D]}7m*)'
Rtrn 0.
ExptT (1), DA{T; i€ [1,D]}): //Be{0,1}
(mpk, msk) < Setup(1*, D, {T; | i € [1, D]}).
(mpk, msk) « Setup(1*, D, {T; | i € [1,D]}).
Rtrn b < AYebS8 (mpk msk), where
—Reveal({l;,, 7. |1 € [1,D]},d.): // v €1, qr]
Rern L if = A1) 0 < i <70 ST= 1) Vo ¢ [1,D).
sk, < KGen(msk,{l;,.,r:,. | i € [1,D]},d.).
sk, + KGen(msk, {li ., i, | i € [1,D]},d,). Rtrn sk,.
—Delegate(e € [1,q.], {li,ri | i € [1, D]}):
Rtrn L if = [Aep) 0 < U <l <rin <76 < T 1),
For every i € [1, D], (Li,.,7i,.) := (I}, 7).
sk, < KDel(sk,,{li,ri | i€ [1,D]}).
sk! < KDel(sk., {l;,7} | i € [1, D]}). Rtrn sk, := sk..
—&ign(v € [1,¢],m,{Li, Ri | i € [1,D]}):
Rtrn L if = [/\ie[LD] 0<Li<Ri <Ti— 1} V (ZiE[I,D] s.t. Li<l; ,<r; <R; 1) <d..
o < Sig(sk.,{Li,Ri | ¢ € [1,D]},m).
o « Sig(msk,{Li,R; | i € [1, D]}, m). Rtrn o.

Fig. 4. Security experiments w.r.t. an MDSBRS scheme Xsg. Top: (Adaptive) existen-
tial unforgeability. Bottom: Perfect privacy.



3.1 Informal Description of Our MDSBRS Scheme

IK-TSS Scheme. Our MDSBRS scheme is an extension of a T'SS scheme pro-
posed by Ishizaka and Kiyomoto [5] (denoted by IK-TSS). Let us firstly explain
IK-TSS. A formal description of IK-TSS is presented in Sect. A.

IK-TSS is obtained by applying a generic approach (which transforms an FSS
and BSS scheme into a TSS scheme) to a concrete FSS and BSS scheme (denoted
by CS-FSS and CS-BSS, respectively) based on an HIBS scheme proposed by
Chutterjee and Sarker [3] (denoted by CS-HIBS).

Let S(t) for ¢ € [0,log T'—1] denote a set of identities {t} Uyc(o.10g 1] s.t. tir1=0
{t[0]|] - - - ||t[k — 1]||1}. Informally speaking, in CS-FSS, a secret-key for a time
period t € [0,T — 1] consists of randomly-generated CS-HIBS secret-keys for all

identities in S(t). Specifically, it consists of (7 [[;c(010g7-1] (ugvMyre gro, .o |
97571 L Ticpoy—1 (wivg ™) (wjv0)"s, g5 | j € [0,log T — 1] sit. #[j] = 0}),
where g € G is the master secret-key. If we have a secret-key for ¢, then we can
generate one for any ¢’ > t. For any identity id € S(t'), one of its ancestor identi-
ties must exist in S(¢), which means that we can generate a CS-HIBS secret-key
for id’ from the one for the ancestor identity id. A signature on a message m un-
der a time period ¢’ consists of (g Hie[o’longl] (uivé/[z])’“'i (u Hie[O,Nfl] v;nm)r,
g, gnesT—1 g"). If we have a correct secret-key sk; for t, then we can gen-
erate a signature for any t’ > t. We firstly transform sk; into one for sk, for ¢'.
Generating a signature by using sky must be almost obvious.

Any FSS scheme can be easily transformed into a BSS scheme. In the BSS
scheme, a secret-key (or signature) for ¢ is identical to one for t=T-1-te
[0,7 — 1] w.r.t. the underlying FSS scheme. CS-BSS is obtained by apply-
ing the transformation to CS-FSS. In CS-BSS, a secret-key for ¢ € [0,T — 1]

(with £ := T — 1 — t) consists of (g¢ ITic010g7-1) (wivé[i])si,gsﬂ,'u ,goresT =1,
95 Thicoy—n (wivh )% (uju0)*s, g% | j € [0,1og T — 1] s.t. £[j] = 0}). A signature
on m under ¢’ (with #' := T—1—t') consists of (¢ ITic01067-1) (wivé [’])Si (w]Tiepo,n-1 vznm)s,

950’ T 79510gT_1ags)'

As we mentioned earlier in Sect. 1, the generic method (where we indepen-
dently generate an FSS and BSS secret-key for ¢ and generate an FSS and
BSS signature under R and L) is not secure against the colluding attacks.
To make the method secure against such attasks, we divide the true master

secret-key ¢ into two shares of secret sharing, i.e., gf'¢° and g—° for § Y L.

A signature on m under a range [L,R] (with L := T — 1 — L) consists of
« R[i]\r; Lli S5 mlil\r  r r — s
(95 HiE[O,logT—l](uiUO M) H(wivg [Z]) 1(qu’e[0,N—1] vy L[Z]) 7970, g e T g0

ge=T-1 g™). If and only if we have a correct F'SS secret-key for ¢ based on the
first pseudo master secret-key gf'g’ and a correct BSS one for ¢ based on the
second pseudo master secret-key g~°, we can generate a signature for [L, R] s.t.
t € [L,R].

Our MDSBRS Scheme. Our MDSBRS scheme is obtained by generalizing IK-
TSS in the following 3 steps.



Firstly, generalizing the variable associated with a secret-key from a time
period t to a range [l, r| is straightforward. A secret-key for [I, 7] is composed of
an FSS secret-key for r w.r.t. the CS-FSS scheme and a BSS one for [ w.r.t. the
CS-BSS scheme (or an FSS one for [ := T — 1 — [ w.r.t. the CS-FSS scheme).

Secondly, the current scheme has already implicitly been key-delegatable.
Thus, a secret-key for [I,r] can evolve into one for [I,7'] s.t. I’ <1 <r < by
transforming the FSS (resp. BSS) secret-key for r (resp. | := T'— 1 —1) into one
for 7/ (vesp. I :=T —1—1).

Thirdly, for the multi-dimensionalization with d-out-of-D threshold signabil-
ity, we use the technique of d-out-of-D SSS. Firstly, we divide the true master-
key ¢¢ into D number of first-level pseudo master-keys {g{ @ | i € [1, D]} based
on the d-out-of-D SSS, where f : [1,D] — Z, is a randomly chosen (d — 1)-
dimensional polynomial satisfying f(0) = o € Z,. Secondly, we divide each
first-level pseudo master-key into 2 number of second-level pseudo master-keys
{g{(i)g‘s,g_‘s | i € [1, D]} based on the 2-out-of-2 SSS, where § & Z,,. Specif-
ically, a secret-key for [l;, r;] consists of an FSS secret-key for r; which consists of

(91 10 go [0 -1 (szvolm)sji GO, gl i {gf(z).g& [Tiet0.0-1 (Uyzv(r)i[]])sji(Ukivo)s%"w
g%k k € [0,log T; — 1] s.t. r3[k] = 0}) and an F'SS one for I; := T; — 1 — I; which
i i 1,4 —0; li i ) T
consists of (97 ITe(o 10,1 (wjsvg ), glos, -, ghes i ,{9 " Mjepor-1 (“’Jﬂ’o[ 1tst (wpg)

gt | k€ [0,logT; — 1] s.t. I;[k] = 0}). A signature under {[L;,R;] | i € [1, D]}
with L; :=T; — 1 — L; consists of

H H (ujiv(l)%i[j})sj‘l(w ’UéJ [J]) i (u H v;n[j])r7

i€[1,D] j€[0,log T; —1] JEO,N—1]
{g%7, g% |i€[1,D],j €[0,logT; — 1]},g") )

Let us consider a case where a user who has a correct secret-key associ-
ated with {[l;,r;] | ¢ € [1, D]} and d would like to generate a signature under
{[Li, Ri] | i € [1,D]}. If there eixsts a set of indices I = {i € [1,D] s.t. L; <
l; < r; < R;} with |I|] > d, the user can correctly generate such a signature
as follows. For i € I, we evolve the FSS secret-key for r; into one for R;, and
evolve the FSS secret-key for l; =T, —1—1; into one for L; :=T; — 1 — L;.
They are parsed as (g; 0 g% H]e[o log T _1] (ujiv; L[J])Sﬂ g0t e gtles TimLi L)

and (g~% ITci0,00 -1 (wﬂvo [J]) ioee ghesTivi ..) respectively. The
SSS guarantees that we can derive gf* Hje[o log Ty—1] (ujivé{" [j])sﬁ(wjiv(];i[j])tﬁ by
computing [],c;(Diog;,i - Flog Ti,i)A”(O), where Digg ;i (vesp. Eiogr;,i) is the
first element of the secret-key for R; (resp. L;) and A,y is the Lagrange coeffi-
cient.

3.2 Formal Description of Our MDSBRS Scheme

Our scheme ITsg = {Setup,KGen,KDel,Sig, Ver} is formally described as fol-
lows, where KUpd is an algorithm used as a sub-routine in KDel.

10



Setup(1*, D, Ty,--- ,Tp): Let
— (9,G,G,Gr,e,9,9) < Gpa(1). a < Zy, g2 =G 91 &G,
— For i € [1,D] and j € [0,logT; — 1]: xj;, 2j; & L, uji = g%, Uj; =
g5 Wy = g Wy i= gt
— x(ilp,u::gm7ﬂ::§””.
— Forie[0,N —1]:y, & L, v; = g¥*,0; := G¥i.
p.G,G,Gr,e,9,3, 91,92,

— mpk: = _ - ie(1.D ~ ~ .
{uji,uji,wﬁ,wji je[oi[og’T]iLl]} Uy Uy {05, 0 [ 1 € [0, N — 1]}
— msk := gf.
It returns (mpk, msk).
KGen(msk,l1,r1, -+ ,Ip,rp,d): Tt returns L if =[1 <d < DAP,0<; <7 <
T, —1].
It chooses Ay, - - -, Ag—1 uniformly at random from Z,,. A (d—1)-dimensional

polynomial f : [1, D] — Zy is defined as f(z) := > c1 41 Ajzl + a. For
every i € [1, D], it does:

— 5L Ty =Ty~ 11,

— For j € [0,log T; — 1)z 855 > Z,. W ri[j] = 0, 81, < Z,.

g{(’b)gél H (uji/l)gi[j])sji,gso’i7 . ,QSIOg Tifl,i7
j€[0,log T; —1]
— sky, =
(i) 8, ro sh |k€[0log T -1
gl Vg% T Cagiog ™) (anvo) e, g [0
J€[0,k—1]
— For j € [0,1ogT; — 1]: tj; Y Zp. IfAlAi[j] =0,t, Y Zyp.
giéi H (wjiv(l)yi[]])tﬁvgto’ia e 7gt10g Tiilﬂvv
j€[0,log T; —1]
- Skil. =

—8; L3Nt 1oy |k€[0,Jog Ty —1

g H (wjiv() [j])tj (wkivo)tkl ’ gtk1 S[.t. cl:,ig[k]:O]

j€[0,k—1]

It returns sk := ({sky,, skr,

KUpdg(skr,r, R,i): // B €{0,1}
The algorithm updates a partial secret-key. KUpd, updates a partial right
secret-key sk, for r € [0,log T; — 1] in the i-th dimension to one for R > r.
KUpd, updates a partial left secret-key.
It returns L if ¢ ¢ [1,D]\V-[0<r<R<T,—1].
It parses sk, as (Diog1;, do, - -+ , diog 1,1, { Dk, d}, | k € [0,log T;—1] s.t. r[k] =
0}). If r < R, then 3k; € [0,logT; — 1] s.t. [ki # 0 = Njcop,—17ili] =

Rz[]]] /\[T‘z[k’z] = OARz[k'z] = 1]. For everyj S [k)i+1,10g Ti—l], gki+17 s ,glogTi—l &
Zy. For every k € [k; + 1,logT; — 1] s.t. R[k] = 0, §), & Zy. It returns

skr := (Diog1,,do, - s diogTs—1, { Dk, dj, | k € [0,log T; — 1] s.t. R[k] = 0}),
where

i€ [1,D]},d).
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_ DlogT — {Dki H]e[k F1,log Ti—1] (uﬂv(}):[j.]])gj (if B = O),
D, HJEV“ +1,log T; —1] (wjvg 7')%  (otherwise).
— For every j € [0,logT; — 1]
d;  (if j € [0,k — 1)),
dj = qd (elseif j = k;),
g (
— For every k € [0,logT; — 1] s.t. R[k] =

otherw1se)

(Dk,d/) (lfk < ki),
(D, di,) := § (D, HJ ks +1(uﬂv(1)%[j,])~] (“k’U0)§L g%)  (elseif B =0),
(D, H?zi_“(wﬂvé?’[j])g (wrivo)® ,ggk) (otherwise).

KDel(sk,lj,ry, - ,lIp,7p): It parses sk for {lz,n | i € [1,D]} and d as ({ski,,
sk, | i € [1,D]},d). It returns L if ﬁ[/\izlo <UL <r, <ri<T;,—1].
Firstly, it re-randomizes sk*. Let A},---, A, | A Z,. For every i € [1, D],
it does:U R

— (5;(——Zp =T, —-1-1;.

— Parse sk, as (D]OgT“i,dOi, o dog Ty~ 1,6, { Dris iy | kes[glig[f]lz_&]})

- For]E[O log T; — 1]: sjz<—Z If r;[j] = 0, &, &Z

— Let Sk (DlogT zudO iyttt dlongl Zv{Dk“d;ﬂ | ki[? l?"g[T 71]}) where

2jen d—l]A A s
® Dlog i = DiogTii - 91 g Hje[O,logTifl] (ujivg’

e dji :==dj; - g% (for each j € [0,log T; — 1]).
Z je[1,d—1] A;"i] 5’

m)s”'

i Dkz = Dkz g YH]EOk 1](ujlvgi[j])gﬂ(Ukivo)g;ci and
dy; = di, g%k (for each k € [0,log T; — 1] s.t. Tz[kjl =0).
kel0,log T;—1]
— Parse sk, as (ElogTi’“eO’“ e Clog Ti—1.is {Ekl,e,m [ 1, [k]=0 )
— For j € [0,logT; — 1]: £j; ¢ Z,. I ;[j] = 0, T}, < Z,,.
3 - - _ k€[0,log T; —
— Let sk, := (Fiog1y,i, €05 ,elogn—l,n{Ek,v,6§C i | i[(z Cl’ig[k]zol]}),where
. . :
® EiogTii = Elog1,i " g % Ie o081 (Wit Uy
® éj:=¢ej gl (for each j € [0,log T; — 1)).
o B i=FEp-g % ng[o F—1] (wﬂv0 [J])t”(wkivo)t;w' and &), := e}, - gki

(for cach k € [0,logT; — 1] s.t. [;[k] = 0).
Secondly, it updates the re-randomized secret-key for {i;,r; | i € [1,D]}
to one for {lj,r; | i € [1,D]}. For each i € [1 D] s.t. r; < rj, it updates
the partial secret-key sk, for r; to one for r{ by sk, < KUde(skm,ri, rl,
i). For each i € [1 D] sit. [; > I}, it updates sk;, for I; to one for I} by
sky, < KUpd, (sky, 15, 11,0), where I} :=T; —1 —I..
Finally, it returns sk’ := ({sku, sk, | i € [1, D]}, d).

4 KDel is used as a sub-routine in Sig. The key re-randomization is necessary for the
scheme to achieve perfect privacy.
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Sig(sk,Li,R1, -+ ,Lp,Rp,m): It parses sk for {l;,7; | i« € [1,D]} and d as
({ski,, sk, | i € [1,D]},d). It returns L if = [/\ie[l,D] 0<L, <R, <T;-1

N2ien.p) st. Li<ti<ri<r, 12 d}'
Let I be aset {i € [1,D] s.t. L; < I; < r; < R;} satisfying |I| > d. For
each i € I, let (I},7}) := (L;, R;). For each i € [1, D]\ I, let (I},7}) := (I;, ;).

27 ’L
Furstly7 from sk, it generates a delegated and re-randomized secret-key for

{U,ri i€, D]} Thus, sk < KDel(sk, {l},r! | i € [1,D]}). sk is parsed as
({sku, sk | i € [1,D]})°.
For every i € I, it does:
— Parse Sk'r‘é as (DlogTi,,ia dO,ia o 7dlogT1;—1,i7 e )
— Parse Skl; as (ElogTi,ia €0,i5° " 5 ClogTi—1,45 " " )
— Define a function A; () := [T;ep 4 %
For every i € [1, D]\ 1, it does:
- i/l :T‘Z—].—LZ

— For every j € [0,log T; — 1], 83 ,,t7; < Lp.

Tt chooses 7 < Zp. It returns o := (U, {V};, V}; | i € [1,D],j € [0,logT; —
1]}, W), where

- U:= HiEH (DlogTi,i . ElogT 1)

st Lils]\ex,
‘Hie[l,D]\H HjE[O,logT—l](uﬂvO ) it (wjivg []])t “(UHJG[ON 1] Y5

— Vji = (dj;)?+(® and Vji o= (eji) 2 ©) (for i € Tand j € [0,log T; — 1]),

— Vj; := g% and V= gl (for i € 1, D]\ T and j € [0,log T; — 1]),

- W:=g4".

A 1(0)

m[j])r

Ver(o, L1, Ry, , Lp, Rp,m): It parses o as (U, {V};,V}; | i € [1,D],j € [0,log T;—
1]}, W). It returns 1 if it holds that

eU.g)=elgg) [ TI e dgiveD)e(v, iy
1€[1,D] j€[0,log T; —1]

ew,a [ o).

JE[O,N-1]

It returns 0 otherwise.

3.3 Existential Unforgeability of Our MDSBRS Scheme

Theorem 1. Ilsp is existentially unforgeable under the co-CDH assumption.

5 Among the partial secret-keys, we only use {slcl/ sk, | © € I} to generate a signature.
Thus, we do not need to generate {sk;,, sk, | i € 1, D}\]I} Moreover, for each partial
secret-key in {skl/ skr | i € I}, we use only the first log T; + 1 elements, which means
the other elements are unnecessary.
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Proof. Let A € PPT) denote a PPT algorithm which behaves as an adversary
in the existential unforgeability experiment in Fig. 4 w.r.t. the scheme IIsg. We
prove that there exists another PPT algorithm B € PPT, which uses A as a
sub-routine to break the co-CDH assumption with

Adv%gg(,:.l%D T, TD7N()‘) . (1>
2 {2 ((ZiDzl log Tz) ar + (Is) (N + 1)}2(2?21 log T:)+1

If we introduce the following two restrictions, (i) every threshold d, € [1, D]
queried to PReveal is D and (ii) there exists an integer T' € N, for every ¢ € [1, D],
T; is equal to T', we obtain a conciser result given below.

AchBo—CDH ()\) Z

AdV%JSFBC%D Ty, TD,N(/\) )

2{2 (IOgTqr+q€) (N+1)}2DlogT+1'

We let B behave as follows.
Bis given (p,G, G, g, 3, 9", 9%, %) as an instance for the co-CDH assumption.
B sets g1 := ¢” and gy := . B chooses an integer n satisfying n(N + 1) <

Adv PH(N) >

p. B randomly chooses the following variables: {kjhsﬂ el [O N, xﬂ,zﬂ el
Lin, @y, ]Z(.Zp|l€[1 D], j € [0,logT; — 1]}. k<-[0 N, &L 7,3 e-Z

{yi<—Zn,yi<—Zp\z€[ ,N—l]}
B computes the following variables and sends mpk to A.

= g = (g g g = (g

g

—u:=(g o

- {vi = (g%)¥" gyl,vi = (5*)" g i o,N - 1]}
paG @ GT;eagagvgtha

% ,D], ~ ~ .
jE[Oel[c}gT]—l]} s u, Uy {vg, 0; | 1 € [0, N — 1]}

)P nsji+zji P—nsji+zji

g, i = (§) g

(9
a)p nk+i CE 7'17, =

— mpk =

{uﬂ,uﬂ,wﬂ,w]z
B defines the following functions.
— Fori € [1,D], j €[0,logT; — 1] and a bit b € {0,1},
Fji(b) == p — nkji + xji + yob, Jji(b) := 2; + yob,
L;;(b) := ;i + yob mod n, and K;(b) := {(1) f;:;g; 0.
— Fori € [1,D], j € [0,logT; — 1] and a bit b € {0,1},
H;i(b) :=p — nsji + zji + yob, Q;;(b) := Zél + yob,
0 if Ryi(b) =0,

Rﬂ(b) =z + yYob mod n, and Uﬂ(b) = ;
1 otherwise.
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— For m € {0,1},

F(m):=p— nk + &+ yimli], J(m) == &' + Z yimli]
i€[0,N—1] i€0,N—1]
0 ifL =0
L(m) =& + yimli] mod n, and K(m) := i (m)_ ,
i 1 otherwise.
i€[0,N—1]

Let us consider a case where A issues {l;,,7;, | i € [1, D]} as the «-th query
to Reveal. Let [, , :=T;, —1—1;,. B defines a set I, C [1,D] as

I, := {i € [, D] s.t.

Vieogogri—1) |[Kji(1) =1A |7 #0 = A rep-1 Kri(1) =1 1

s.t. ri []=1 s.t. r;,, [k]=0

)
Vieoogr—1) |Uji(1) = 1A [§ #0 = A kepj-11 Uri(l) = 11
st @i i]=1 s.t. 1;,,[k]=0

B takes different actions in the following two cases:
(R1) |I,| > D —d, + 1, and (R2) Otherwise.

Specifically, B behaves as follows in each case.
The case R1: If |I,| = D—d, +1, let I* :=1,. Else, B arbitrarily chooses a subset
I* with cardinality D — d, + 1 from I,.

For every i € [1, D] \ I*, B randomly chooses B; & Z,. B assumes that

(f@)=) >, @ Aj+ta=B (4)

jE[l,d,—1]

for unknown variables Ay, --- , Ag, 1, € Zy,. For every i € I*, B considers some
variables C; and {C}; | j € [1, D] \ I*}, and assumes that

(f)=) D>, #-Aj+a= >  CuBj+Ca. (5)

j€l,d,—1] j€[1,D\I*

The variables {C; | ¢ € I*} and {Cj; | i € I*,j € [1, D] \ I*} which satisfy both
of the equations (4) and (5) uniquely exist, and they can be efficiently derived.
Here, B derives them.

We remind us that a secret-key sk, for key-ranges {l; ,,7;, | # € [1, D]} and
a threshold d, consists of 2D partial secret-keys {sk; ,,sk;, | i € [1, D]}, where
sk;, (resp. sk;L) is the one for r; , (resp. l;,).

For i € [1, D]\ I*, B generates the partial secret-keys (sk; ,, ski,) as follows.

~ 5,7,

— For j € [0,logT; — 1]: sj; <= Zp. If 1, [j] = 0, 8, <= Zy.
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ngz‘gé1 H (ujivgi,b[j])sji7 g0, golos T—1i
j€[0,log T; —1]
Ski,L =
i 404 il i ‘. ! |k€[0,log T; —1
g T Cugivg V)5 (ugswg) e, g |FEO08 T
jE[0,k—1]
— For j € [0,logT; — 1]: tj; <= Z,. 1 1, [j] = 0, t}; <= Z,.

-5 L[Nty tos o T —1.1
* (wjiv() )Jbvgo‘lv"'aglng 1'7

I1

j€[0,log T; —1]

9

— sk! =

QL N
-6 i[9\t t, th; |k€E0log T;i—1]
g H (wjivg )7 (wrive) #, g™ " -0 i, [k]=0

j€l0,k—1]

For ¢ € I*, B generates the partial secret-keys (sk; ,,sk;,) in a slightly-

i,

complicated manner. We consider the following three subcases:

(R11) \V Ki()=1/|j#0 = N Ku()=1|],
JE[0,log T: —1] kel0,j—1]
s.t. 7, [f]=1 L s.t. 74, [k]=0
(R12) V U() =1\ [i#0 = A Uu)=1]{],
j€[0,log T; —1] ke[0,5—1]
st L [il=1 | L s.t. I;,[k]=0

(R13) Otherwise.

In each case, B behaves as follows.

The subcase R11: B generates the partial secret-keys (sk; , sk;,) as follows.

B ﬁI‘Stly generates Skq’/’L = (Dlog Ti,is d07i, e, dlog T;—1,i» {Dki7 d;” | k S [0, IOg Tz—
1] s.t. r;, [k] = 0}) as follows.

Let j € [0,1log T; — 1] denote an integer j which satisfies the condition for the
subcase R11. It is implied that

ridlil =1\ |F;, () #ON\ [ #0 = Fri(1) #0

A

ke[0,5-1]
s.t. 74, [k]=0

Let §; <2 Zy. For every j € [0,1logT;—1], let sj; & Zy,. For every j € [0,1log T;—1],
B computes

SR o
P g (ifj =),
! g (otherwise),
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A“ _ gl_vai(l)/'Fj'i(l)(go‘)sﬁliF},i(l)gsﬁ,iJi.'i(l) (lfj :j)’
’ (Ujivgi’L[]])S” (otherwise).

Using them, B computes

— 0
Digrii=¢" ] A
j€l0,log Ti—1]

Note that d; ; and A; ; distribute identically to g* and gf*(u; ;v0)° for s e Zy,

respectively since

d; ;= g% AT —: ¢85 (where 85, 0=s3,— B/F;,(1)),

j
A}‘,i _ g?gl_aFj,i(1)/Fj‘,i(1)g1_‘]},i(1)/F3,i(1)gsiyi(aF57i(l)+J}A(1))

__B L L
— gpg T TR gy (@R ()35, 0)

(5, = ) (@F . (D+35,.(1) _ ROSRICLERIEERFRICH)

(a(p—nk; ;+x; ;+yo)+25  +yo)

=97y
= gig

’ ’ g"‘i
= g7 (gt iagTha () g#) > = g (u; 00 )

R

For every k € [j+1,logT; — 1] s.t. ri,.[k] = 0, B chooses s} A Z,, and computes

1
ki ‘=9 ki,
. 1 ri, [\ s 5 i
Dki =g H Aji H (Ujﬂ}o )SJ (Ukﬂ}o)s’“.
J€l0.g]  GElHLE-1]

If a statement j # 0 A3k € [0,5 — 1] s.t. r;,[k] = 0 is logically true, then for
every k € [0,7 — 1] s.t. 7;,[k] = 0, B computes

“1/Fr (1) o
ki = 01 [l )gs,“’
;ei — g;Jk,i(l)/Fk,i(l)(ga)s;,iF;m(1)gs§CTiJk,i(1)géf;

B computes
Dy; = géiA;ci H Aji~
F€[0,k—1]

The fact that dj; and A}, distribute identically to g and gf (u; ;v0)® for s e Zy,
respectively can be verified in the same manner as the above d; ; and Aj‘,r B
finally updates the partial secret-key sk;, to

C; ZjE[I,D]\]I* CjiB; C;
Dier, i 9 s dg s

D P « CjiBy )
{(Drye g & (g e

C;
e 7dlogT,;—l,i7

ke [0,logT; — 1] sit. i, [k] = 0}
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Next, B generates sk; , = (Flog T;.i; €0,is " s Clog T~ 1,is { Eki» € | k € [0,1og T;—
1] s.t. I [k] = 0}) as follows.

For every j € [0,logT; — 1], tj; < Z,. For every k € [0,logT; — 1] s.t.
li K] =0, t, & Zp. B computes

. —8; VIS
Ergri =9 " | I (wjivg )"
j€[0,log T; —1]

€ji ‘= gtji (fOI‘ ] € [Oalogn - 1])5

_5 Ui Uil gss r
(Brirehy) == [ 97" H (wjivg [J])t”(wkivo)tk"ygt’”
F€[0,k—1]

(for k € [0,log T; — 1] s.t. ;. [k] = 0).

B finally updates the partial secret-key sk; , to

(Bygi el el n o LB () |k € [0,1og Ty — 1] sit. Iy, [ = 0}) .

The subcase R12: B behaves analogously to the case R11. Because of the redun-
dancy, we omit to describe it.

The subcase R13: B aborts the simulation.

If, for every i € [1, D], B successfully generates (sk; ,,sk;,), then B returns

the secret-key sk, := ({skj ,, sk, | i € [1,D]},d,) to A. The secret-key correctly
distributes.

The case R2: B aborts the simulation.

When A issues ({l; 9,70 | i € [1,D]},{Lig,Rip | i € [1,D]}, my) as the 6-th
query to Gign, B takes different actions in the following four cases:

sy \/ V  Ku(Rigli) =1,

i€[1,D] j€[0,log T; —1]
(52) \/ \/ Uji(Lioli]) =1,
i€[1,D] j€[0,log T; —1]
(S3) K(my) =1, and (S4) Otherwise,
where IA/i,.g =T, —1— L.
The case S1: According to the definition of the case, there exists i e 1, D] and
J € [0,1og T; —1] such that K :(R; 4[j]) = 1, which implies that F; ;(R; »[j]) # 0.

)
Let r < Zp. For every i € [1,D] and j € [0,log T; — 1], let s;;,t5 A Zy. B
computes

U:=4;; H (’uj,;”u(l)%g’g[j])Sj’2 . H H (uji,vé{i,e[j])sji

j€l0,log T,— 1\ {7} i€[1,D]\{} 5€[0.log T 1]
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N T )
(wjivézi,e [J]) : ” H U;ns (1] ’

i€[1,D] j€[0,log T; —1] i€[0,N—1]

(where As ;= 917'1-5’3(1?‘“’[3])/1753(R;’vf’m)(gfl)s;,%F;.,2(32,9[5])9833‘]}',2(1:12,9[5]))7

Vﬁ,i — 1—1/F5,3(R;,9[3])gsi);,
V., :=g%i (for j € logT; — 1]\ {j}),
Vi == g% (forie [1,D]\{i},j € [logT; — 1)),

Vji:=g" " (forie[1,D],j € [logT; —1]),
W:=gqg".
B returns o9 = (U, {Vjs,V}; | i € [1, D} j € [0,logT; — 1]},W) to A. Since

R;
V;; and A;; distribute identically to g° " and g¢¢ ¥ (u; 300" H)S for s < Zy,
respectlvely, the signature correctly distributes.

The case S2: B behaves analogously to the case S1.

The case S3: Obviously K(my) = 1 implies that F(mg) # 0. Let r & Z,. For
every i € [1,D] and j € [0,log T; — 1], let s;;,t5 A Zy,. B computes

U:=A H H (uﬂvo - 9[]]) (wﬂvo “ 9[]]) ,
i€[1,D] j€[0,log T;—1]

9

(Where A _g*J(me)/F(me)( a)rF(mg)ng(mg))

Vii == g%

e tji N y P
Vj’i =g (for i € [1,D],j € [log T; — 1)),
W= g;l/F(me)gr'

B returns g = (U,{V};,V}; | i € [1,D],j € [0,logT; — 1]},W) to A. The
signature correctly distributes.

The case S4: B aborts the simulation.

When A finally outputs a forged signature o* for (m*,{L}, R} | i € [1, D]}),
B takes different actions in the following two cases:

A AN FuR[) =H(Li[j) =0 AF(m*) =0, and
i€[1,D] i€[0,log T; —1]
(F2) Otherwise,
where L¥ :=T; — 1 — L.

The case F1: If ¢* is a correct signature, it can be described as

0" = (U, {V;i, V], |i € [1,D],j € [0,log T; — 1]}, W)
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T Eillysis Lj j ji m*[i]\r
91 H H (uji'UO [J]) i (wjiv() []])t (u H o] [z]) ’

i€[1,D] i€[0,log T; —1] i€[0,N—1] s
{g%%,9"" |i€1,D],j €[0,logT; —1]},9"

where sj;,t5;,7 € Zy. Note that the case F1 implies that

A vt = goFa(RIUD+I:(RIUD) = g ys(RE m)}
i€[1,D] j€[0,log T; —1]
L[ ol (L*T4 (E*14 (T FD4
A A wjivl V) = oM D+ QL) = gQui(E] [m}

i€[1,D] j€[0,log T; —1]

/\ v H vzn*[i] :gaF(m*)+J(m*) :gJ(m*)
1€[0,N—1]
Boutputs U/ X, where X := Wwam?) Hie[l,D] Hie[O,log T, —1] Vj‘:ji(R; UDVj’iQﬂ(L?[jD,
as an answer for the co-CDH problem. If o* is a correct signature, the answer is
the correct one, i.e., gf = P,

The case F2: B aborts the simulation.

B behaves as above. Let Abt denote the event where B aborts. For any
event X, =X denote negation of the event. We obtain Adv P ()\) = Pr[g®” «
B A\ Abt] + Pr[g®® < BA\-Abt] > Pr[g*” + B\ —-Abt] = Pr[g*’ «+ B |
—Abt] Pr[-Abt]. Since, in any case where B does not abort the simulation,
B perfectly simulates the existential unforgeability experiment for A, and B
correctly answers if and only if .4 makes the experiment output 1, we further
obtain

Advy ™ (\) > Pr [1 < Eapti] (1%, D, Ty, -+ ,Tp)| Pr[~Abt]
= AV o (M) - Pr[—Abt]. (6)

Pr[-Abt] can be analysed as follows.

Pr[—Abt]

= Pr[=Abtr | ~Abty] Pr[-Abty] (7)
— Pr[~Abty | ~Abty] Pr[~Abtz]

= (1 — Pr[Abty | ~Abtr]) Pr[-Abtp|

1-Pr| \/ Abty; \/ Abti|-Abty| | Pr[-Abt] (8)
L€(1,q,] 0€(1,q5]

%

1— ) Pr[Abty | ~Abtp] — Y Pr[Abt§ | ~Abtr] | Pr[~Abt]
L€[1,qy] 0€(l,qs]

9)
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1 1
I—— logT; | qr + ¢s
" ié[lsz] {n(N + 1)}2(2i€[1"3] log T1)+1

- ! (11)

2 {2 ((ZiG[l,D] logTi) ¢+ CIs) (N + 1)}2(215[1,[)] log T,)+1°

For (7), Abty denotes the event where B has already aborted right before A
outputs the forged signature, and Abtg denotes the event where B aborts after
A outputs the forged signature. For (8), Abt%, (resp. Abt%) denotes the event
where B aborts on the (-th fReveal query (resp. the 6-th Sign query). (10) is
obtained because of Lemma 1, Lemma 2 (which is a sub-lemma of Lemma 1),
Lemma 3 and Lemma 4. (11) is because of n := 2((3_;cp1,p)log Ti)gr + qs)-
Finally, based on (6) and (11), we obtain (1).

Let us present a conciser result. Let us consider a case where (i) every thresh-
old value d, € [1, D] queried to Reveal is D and (ii) there exists T' € T s.t. for
every i € [1, D], T; = T. Applying the same lemmata to (9), we obtain

vV

(10)

1
{n(N + 1)}2DlegT+1

PI"[“Abt} > (1 — l(IOgT “qr + (Is))
n

1
N 2{2(log T - q, + qs)(N + 1)}2Dlog T+1"

Thus, we obtain (2). O

Lemma 1. V¢ € [1,¢,], Pr[Abt}y | ~Abtp] <37,y pjlogTi/n. If A T =
’ i€[1,D]
T A d,=D, thenVi€[1,q.], Pr[Abty | ~Abtyp] <logT/n.
L€[1,q7]

Proof. For v € [1,¢g,] and i € [1, D], we define A, , as an event where the condition
in (3) is satisfied. The event and its negation are formally described as follows.

Vieogogr—1) |Kji(1) =1A|j #0 = A repj-11 Kwi(l) =1

A4 J— s.t. Ti,b[j]zl s.t. ri’L[k]:(] i
Vieogogr—1) |Uji(1) = 1A |7 #0 = A rejo,j—1 Uri(l) =1
st i [f]=1 s.t. 1;,,[k]=0

Njcoogr,—1 | Kji(1) =0V [ #0 = V epo,j—11 Kri(l) =0

—A. = st ri [i]=1 s.t. 74, [k]=0 1.
NicojogTi—1) |Uji(1) =0V |7 #0 = V repo,j—11 Uri(1) =0
s.t. ii,L[j]:l s.t. lAi’L[k]:O 1

Upper bound of Pr[Abt}, | ~Abtr] is derived as follows.

Pr[Abt., | ~Abt]
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Pr(I,| < D —d, +1| ~Abtg] (12)

<Pr[I,NI'| <D —d,+1]|-Abtg] (13)
< max {Pr[I, NI7| < D —d,+1| -Abtg]} (14)
[*CI s.t. |I*|=D—d,+1
= P —A;, | "Abt 15
I*CI’ s.t.rﬁ?f(:D—dL-i-l g ié{* ' r (15)
< Pr[-A;, | ~Abt
T rcr s.t.rﬁ?f(:D—dﬁl 1%; rA | 7]
log T;
< 16
S e B poan ) 2 1o
Zie[l,D—dLH] log T}
_ (17)
n
; _ log T
§ Z €[1,D—d,+1] (18)
n

(12) is obtained because of definition of the event Abt. I, is a set of i € [1, D]
such that the event A;, occurs. Let I/ denote a set of i € [1, D] s.t. =[Lf <1;, <
i, < R}]. Because of definition of existential unforgeability, it holds that |I}| >
D—d,+1. (13) obviously holds since I, NI/ is a subset of I,. (14) holds because for
every I, I s.t. I; C I C I, it holds that Pr[|[, NI;| < D —d, + 1 | ~Abtp] >
Pr(I,nIz] < D—d,+1]|-Abtpg|. (15) is because for every I C I/ s.t. |I¥| =
D—d, +1, Pr[[l, NI} < D —d, + 1| ~Abtg] = Pr[Vicr:~A,, | ~Abtg].
(16) is because of Lemma 2. In (17), for ¢ € [1,D — d, + 1], T/ is the i-th
largest integer among {7} | k£ € I'}. Formally, for every i € [1,D —d, + 1],
T! := max {{T} | k € I} \jep,i-1) {Tj’}} In (18), for i € [1,D —d, + 1], T is
the i-th largest integer among {71, -+ ,Tp}. Formally, for every i € [1, D—d,+1],
Ti* = Imax {{Tl, ce ,TD} \jE[l,i—l] {T]*}}

When d, = 1, (18) is equal to M When d, = D and A2\ T; =T,
(18) is equal to IO%T. O
Lemma 2. Vi € [1,q,],Vi € [1,D] s.t. =[L} <l;, <r;, <R}],Pr[-A;, | -Abtr] <
log T; /n.

Proof. Let us consider the following two cases: (I) ;, > R} and (II) I, , < L}.
Let us analyse the probability in the first case. We obtain

Pr[—\AL7i | —\Ath]

=Pr A K;i(1)=0\/|i#0 = \/ Kipi(1)=0 —-Abtp
j€[0,log T; —1] ke[0,j—1]
s.t. 7 [j]=1 s.t. 7y, [k]=0
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<Pr|Ki (1) =0\/ ki #0 = \V/  Ki(1)=0| | -Abtp (19)

ke[0,k; —1]
s.t. 74, [k]=0

=Pr [Kp(1)=0 \/ Kii(1)=0|-Abtp

ke[0,k;—1]
L s.t. 7, [k]=0
<Pr[Kgi(1)=0|-Abtp]+ Y  PrlKgi(1)=0| ~Abtg] (20)
ke[0,k;—1]
s.t. r;,, [k]=0

(19) holds since it is true that r; , > R} implies that there exists k; € [0,log T; —1]
st [k 0 = Njepo,k—1174,. 9] = R*[ 1] and [r; [k)] =1 A R} [k;] = 0].
We obtain

Pr (K, (1) =0 | ~Abtp]
A A LR =R (L) =0

= Pr |Ly, :(1) = 0 | 7€lL.Dlje0,log T, 1] (21)
/\L(m

=Pr Ly, (1) = 0| Ly, ;(R;[k:]) = 0] (22)

=Pr{zg,,i +y =0 modn |z, =0 modn] (23)

=1/n (24)

(21) obviously holds. (22) holds since the event Ly, ;(1) = 0 occurs independently
from any of the following events
L; - (R:[j]) =0 (for 7 € [1,D] \ {i} and j € [0,log T — 1]),

— L;i(Rj[5]) = 0 (for j € [0,log > — 1]\ {k:}),

— R, (Lx[]) = 0 (for 7 € [1, D] and j € [0,log T, — 1]),
L(m*) = 0.
(23) holds since R}[k;] = 0. (24) holds since yg is chosen uniformly at random
from Z,,. By the same argument, for any k € [0, k; — 1] s.t. r; ,[k] = 0, we obtain

Pr [Kk,l(]-) =0 | ﬁAth]

= Pr[Li(1) = 0 Lii (R [4]) = 0] (25)
=Priz;+y =0 modn|zg; =0 mod n] (26)
=1/n (27)

(26) holds since r; ,[j] = R} [j] for every j € [0, k; — 1] because of definition of k;.
B ( 0), (24) and (27), we obtain Pr[=A,; | ~Abtr] < F+371c04,-1) s, re(b1=0
e Ty

1
. For the case (II), by using the same argument, we obtain Pr [-A,; , | ~Abtp] <

log T; ) 0O
n

Lemma 3. V0 € [1,q.], Pr[Abt% | ~Abtr] < 1/n.

<
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Proof. For every 6 € [1,q;], A must query {L;9,R; ¢ | i € [1,D]} and my s.t.
({Lig,Rig | i €[1,D]},mg) # ({L}, R} | i € [1,D]},m*), which implies that at

K2

least one of the following 3 conditions holds: (I) Jie 1, Dj, 3j € [0,log T; — 1],
R; o] # Ri[3], () F0 € [1,D], 35 € [0,logT; — 1]L; 4[5] # L7[5] and (III)

33 € [O>N - 1]7 mG[J] 7& m*[.]]
For the case where the condition (T) holds, we obtain

Pr{Abt§ | -Abtrg] = Pr[ /\ N\ Kji(Riglj]) = 0] ~Abt]
i€[1,D] j€[0,log T; —1]

< Pr[K;;(R; 4[5]) = 0] ~Abtp]
A N Lu®EG) =R(L[]) =0
= Pr |L;;(R; 4[j]) = 0|¢€lt.D)j€(0log Ti=1]

J\L(m*) =0

= Pr [L; (R i) = 0| 5(R: [7]) = 0]
=Pr [x” + %o ~R;’9[ﬂ =0 mod n‘:cﬂ + o - R;k[j] —0 mod n} (29)
=1/n. (30)

For (28), L* is T; — 1 — L¥. The transformation from (29) to (30) holds in either

of the following 2 cases, namely (i) Rw[j'] =0and I} [j] = 1, and (ii) R; il =1
and R} [7] = 0, because of the fact that 53,90 & Ly,.

For the case (I), by using the same argument, we obtain Pr[Abt% | ~Abty] <
1/n.

For the case (ITT), we obtain Pr[Abt% | ~Abt ;] = Pr[K(mg) = 0| ~Abtp| =
PriL(me) = 0| Aicpi,p) Ajefo tog -1 Lot (BE 1)) = Rya(Li[j]) = OAL(m™) =
0] = Pr[L(mg) =0 | L(m*) =0] = 1/n. O

1
Lemma 4. PI‘[—\Ath] > {n(N+1)}2(ZiE[1,D] Tog T,)+1 -

Proof. We obtain

PI‘[—\Ath]
A N [z + Rl yo = n- kil

i€[1,D] j€[0,log T; —1]

A N L wo=n-spl N\ |2+ D> miily=n-k

i€[1,D] j€[0,log T: —1] JEO,N-1]

=Pr
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=Pr i€[1,D] j€[0,log T; 1] s,€[0,N]

=Pr €[o,N]2 Zielr,p (o8 T)+1

A A [0 + R[j] - yo = - Ky AR = k] ]

i€[1,D] j€[0,log T; —1] k!, €[0,N]

i

/\ /\ [Zji +Li[j] - yo=mn- 831 A s;Z = sjz-]

AV |+ D milly=n KAk =k
k

'€[0,N] j€[0,N—1]

/\ /\ \/ [Xj,i,k;i A Xj,i,k;i]

i€[1,D] i€[0,log T;] k/,€[0,N]

/\ /\ \/ [Yj,i,s;i A Yj,i,s;i:| /\ \/ |:Zk/ A Zk’]
| ¢€[1,D] i€[0,log T;—1] s}, €[0,N] W ElON]

\/ /\ /\ [X“k; A Xﬁi»’f}i}
({k},.5,li€[1,D].j€[0,log Ti—1] },k') \i€[1.D] j€[0.log T}]
/\ /\ |:Yj,i,s;i N Y_j,i,s;i:| /\ |:Zk/ A Zk/:I

i€[1,D] j€[0,log T; —1]
A A {Xj’i,k:_;i A Xj,i,k;.i:|
i€[1,D]4€[0,log T;)

3 Prl A A [V A Y (32)

({¥}:.5}:1i€[1,D],5€[0,log Ty —1]} k') i€[1,D] j€[0,log T; —1]
2,1, p)(log Ty)+1 5
elo,N]* > /\ [Zk/ A zk/}
A A Xiiw,
i€[1,D] j€[0,log T; —1]
E Pr
({k};,s};li€[1,D],5€[0,log T;—1] } k') /\ /\ Y, /\ Zowr
€0, N]? Ziclr,p)(los T)+1 i€[1,D] j€[0,log T; —1]
-Pr /\ /\ iji,k}i /\ /\ Yj,i,s;i /\ Zk/ (33)
i€[1,D] j€[0,log T; —1] i€[1,D] je[0,log T; —1]
1

(N + 1)2 2iep,p)(log Ti)+1

/\ /\ Xj:ivkji

i€[1,D] j€[0,log T; —1]
E Pr
({k;,:,55,:11€[1,D],5€[0,log T; —1]} k) /\ /\ Yjiis; /\Z,AC
€[0,N]? Ziel1,p) (o8 Ti)+1 i€[1,D] j€[0,log T; —1]
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1
B (N + 1)2Zie[1,D](10gTi)+1

/\ /\ Xjisksi

i€[1,D] j€[0,log T; —1]
-Pr \/
({k}:,55:1i€[1,D],5€[0,log Ty —1] } k) /\ /\ Yis /\ Z;
€[o,N]2Zier.pyee T+ i€[1,D] j€[0,log T; —1]
A A Vo X,
1 i€[1,D] j€[0,log T;—1] k,€[0,N]

Pr

T PR A A Yl A e
k’€[0,N]

Li€[1,D] j€[0,log T; —1] s/, €[0,N]
. AN LuRID) =Rl =0
Pr | i€l1,D] j€[0,log T; —1]

J\L(m*) =0

B (N + 1)2Zi€[1,D](logTi)+l

1
- {n(N+ 1)}221'6[1.171(108%)“'

For (31), we used

Xj,i,k_;i = [l‘ji =+ R;k[j] Yo ="M+ k;z] >Xj,i,k/ = [k/ = kﬂ} R

i Ji

Yis, = 2o+ L] -yo = - sy] Y0, = 85 = s

Jt

Zoi= |+ > milily=ne K| = (W =R

j€[0,N—-1]
The transformation to (32) is correct since for every ({kf;,s}; | i € [1,D],j €
[0,log T; — 1]}, ') € [0, N)*>icam QT+ and every ({kj;, s} | i € [1,D],j €

[0,log T;—1]}, k:*) [0, N]? et (8Tt g b (! s | i€ [1,D],5 € [0,log T;—
1}, k) # ({k5i, 85 |1 € [1,D],5 € [0,logT; — 1]}, k*), the following 2 events are
exclusive.

L Aiepr,o) Nseos ) Xiiik, A Xjing, Yy, A Y i N2 A ).

2. /\iE 1,D] /\je[o log T3] [Xj,i,k,’fv A iji,k*ij,iys;f- A Yj,i,s*l /\[Zk A Zk*].
The transformation to (33) is correct since for every ({k’;,s}; | i € [1,D],j €
[0,logT; — 1]}, k) € [0, N]?2icn.0i(08 TOHL e following 2 events are indepen-
dent.

L. /\ie[l,D] /\jG[O logT][ Gk, N Y, s ] /\[?k’]

2. /\ie 1,D] /\jE[O long][ Jriskl, N Yw,s‘»} /\[Zk’]~

The transformation to (34) is correct since for every ({£7;, s’ ]Z
[0,log T; — 1]}, k') € [0, N]* Zien.0108TF and every ({k?

| i€ [1,D],j €

ji» jz | S [laD]v.] €
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[0,log T;—1]}, k*) € [0, N|? Zienoi(os T+l g ¢ ({K};, s} | i€ [1,D],j € [0,log T;—

U} E) # ({k5i, 85 |1 € [1,D],5 € [0,logT; — 1]}, k%), the following 2 events are
exclusive.

L Aien, oy Njepog ) [XKisiks, A Y s | NZowr].
2. /\ie[l,D] /\je[O,logTi][ijivk;i A Yj,as;i} NZg-].

3.4 Perfect Privacy of Our MDSBRS Scheme
Theorem 2. Our MDSBRS scheme Ilgp is perfectly private.

Proof. Among the 4 simulating algorithms (S/eﬁ),@,lﬁ)-e\l,s/i\g) used in
Emptl}};sm A1, the first 3 algorithms are identical to the original ones of Ilsp.
Sig directly generates a signature on m under {L;, R; | i € [1, D]} from msk.
Formally, it takes (msk,m € {0,1}N,{L;, R; | i € [1, D]}), then generates o as
follows.

— Foreveryi € [1,D], L; :=T;, — 1 — L;.
— For every i € [1, D] and j € [0,log T; — 1], sj;,t5 & Zy.
—r& L.
a Riljl\s.. Lilil\¢. . mjl\r P
o= (or T T (g ) (w1 oW g,
i€[1,D]j€[0,log T; —1] j€[0,N—1]
gtj’i | 1 E [1,D],j € [O,IOgTi — 1]},97').

We prove that every signature o generated on Gign in Ea:ptl;i& Ay dis-
tributes identically to one in E:cptlﬁSBijl.

Since the secret-key sk, used to generate a signature ¢ on Gign has been
honestly generated by KGen or KDel, it is parsed as ({ski, ., skr,, | 7 € [1,D]}),
and the elements satisfy that there exist {A; | j € [1,d, — 1]}, {sji,tji | @ €
[1,D],j € [0,logT; — 1]}, {s}; | i € [1,D],j € [0,logT; — 1] s.t. m;,[j] = 0},
{thi i€ [1,D],j € [0,logT; — 1] s.t. I;.[j] = 0} and {4; € [1, D]} such that for
every i € [1, D],

glzje[l,d,,—l] Aji.7‘+ag§i H (/u/ji/ugi,h[j])sji,gso,i’ e, gt T
j€[0,log T; —1]
- = j A]+ . : 1 ’ ’
shr, : 9126[0’(&7” g H (Ujivg“[j])s“(ukwo)sm,gsm
j€0,k—1]
| k €]0,logT; — 1] s.t. r;[k] =0
—3; N _ _
g H (wjvh [J])tﬁhqto,l7 I
j€[0,log T; —1]
- Skl. =
1 o k€ [0,logT; — 1]
—0; L. o , 5 1
g~ H (wjvh [J])tjb(wkivo)tkl’gtm )
jE[0,k—1] s.t. [;[k] =0
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We firstly derive a set I = {¢ € [1,D] s.t. L; < l;, < r;, < R;} whose
cardinality is more than d — 1. For each ¢ € 1, let (I},7}) := (L;, R;). Note that
ri,, < R; guarantees that there exists k; € [0,1log T;] which satisfies [k; # 0 =
/\je[o,ki—l] ri il = Rilf) Nlki # logTy = ri.[ki] = OARi[k;] = 1]. Also
note that I;, > L, guarantees that there exists k; € [0,logT;] which satisfies
K20 = Ayetours ialdl = LI AR, £ log T — G, [K) = O\ Lilk!) =
1]. For each i € [1, D]\ 1, let (I},7}) := (l;,,7i,,). We transform sk, into sk «

KDel(sk,,{li,r; | i € [1, D]}). Let us parse sk as ({sky;, sk,: | i € [1, D]}). We are
interested in {skl;,sk% | ¢ € I}. They consist of {(EiogT;,i, €045 »€log Ti—1,i

), (DiogTy,i,d0,is -+ sdiog Ti—1,i5 - -+ ) | ¢ € I} and satisfy that for every i € I,

Zje[Ldeu(Aj‘f‘A;)ij"Fa 5i+6! Rilil\s ;145
91 97 oo 7 -1y (wiivg )50

Yicta, 1 (Ai+ADT+a 5o Ri[j]\s:;4+5:;
gy e goito [T 10,108 7,2 (i M)S”Hﬂ

s! 45! )
'(ulog Ti—l,i'UO) log T;,i T Slog T; ,i

— Digg1;i = )
(lf ki = IOgTi — 1),
Ziena,—nAitAD T +a 5 s Rilil\s;i+34
9 g lHJe[o,kifl](ujivoz )it
Sty i Tk, i Ri[j] STL
(k300 ) i ki Hje[kiﬂ,lognq](uji“o )%
(otherwise),
—8;—8! LildlNt;i+i5: el
97" % Il e og 71 (wyivg ™) (if ki = log T3),
—8;—6; Lilj tiittii t i log T, i
g "Tie01087: -2 (wjivol[ Wit (Wiog T,—1,V0) o8 Tiri T Hles Ta:
(if &} =logT; — 1),
— BlogTii = .

8. — El - T ¢ i+t~/
970 Tl o pn -y (wjivg )00 (g gwo) 4
'Hje[kgﬂ,lognfl] (wjivg )l

(otherwise),
and for every i € T and every j € [0,logT; — 1],
gutR (if j € [0,k — 1)) gl (if j € [0,k — 1)
dji = 9" (if j = k) and ej; = ¢ gt (if j = k) ,
gS;i (otherwise) gt;i (otherwise)

where any randomness from
hy y rand f
—{A;|jell,d —1]}, {5 |ieT}
— {8}, li€lst. ki €0,logT; — 1]}
_ {s;rl |ielst. k; €[0,logT; —2],5 € [k; + 1,10g T; — 1]}
~{fjilielje0,k 1]}
— {t/'.,i | i€l s.t. k; c [O,logTi — 1]}
_ {t;2 |i€lst. ki €[0,logT; —2],7 € [k +1,logT; — 1]}
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is chosen uniformly at random from Z,,.
Note that for every ¢ € I, there exist logT; elements {Hj;; | ¢ € I,j €

) Aj+AY) i o ,
[0,1og T;—1]} from G which satisfy Diog1,,; = glz’eu'd””( sTAG)E g%t Hje[0710gTi_1] Hj;.

Obviously, Hj; distributes identically to (ujivé% iU ])h for h <~ Z,. Moreover, for
every i € I, there exist log7; elements {H; | i € I,j € [0,logT; — 1]} from
G which satisfy Fiog 1, = g*‘si";; Hje[O,log Ty-1] HJ’z Obviously, Hj; distributes
identically to (wjz-voL'i [j])h for i <= L.

Using {sky/, sk, | i € I}, we generate a signature 0. It consists of (U, {V;i, V};
i €[1,D],j €0,logT; — 1]}, W), where

o Rilj]\s*. IR
v=gt [ T v )5 (wyivg Ve
i€[1,D]\I j€[0,log T; —1]

H H HyH; - | u H v]m[j] ’

i€l je[0,log T; —1] j€[0,N—1]

(Vi V2 = (djirez)  (ifi€T),
e (g%i,g%) (otherwise),

W:=g".
Note that any randomness from r and {s7;,¢}; | i € [L, D]\1,j € [0,log T; — 1]} is
chosen uniformly at random from Z,,. Hence, the signature distributes identically
to one in Empt?SB,AJ. a

4 Multi-Dimensional Super-Range Signatures
(MDSPRS)

In (one-dimensional) super-range signatures, the key-range of a signer must be a
super-range of a signature-range. We remind us that, in (one-dimensional) sub-
range signatures in Sect. 3, the former must be a sub-range of the latter. In this
section, we formally define syntax and security of multi-dimensional super-range
signatures (MDSPRS), and propose a secure construction.

Syntaz. Multi-Dimensional Super-Range Signatures (MDSPRS) consist of the
following 5 polynomial time algorithms, where Ver is deterministic and the others
are probabilistic.

Setup Setup: The setup algorithm is defined analogously to the one of MDS-
BRS. See Sect 3.

Key-generation KGen: It takes msk, key-ranges {L;, R; | i € [1, D]} s.t. \;epy py 0 <
L; < R; <T;—1 and a threshold d € [1, D], then outputs a secret-key sk
for the key-ranges. Concisely, sk < KGen(msk, {L;, R; | i € [1, D], d).
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Key-delegation KDel: It takes sk for {L;,,R;, | ¢ € [1,D]} and d € [1,D],
shrunk key-ranges {L;, R | i € [1,D]} sit. N\je p)0 < Li < L < R} <
R; < T; — 1, then outputs a secret-key sk’ for the shrunk ones. We write
sk’ + KDel(sk,{L}, R} |i € [1,D]}).

Signing Sig: It takes sk for {L;,R; | ¢ € [1,D]} and d € [1,D], a message
m € {0,1}", and signature-ranges {l;,r; | i € [1,D]} s.t. Ajey py0 < I <
r; < T; —1, then outputs a signature . We write o < Sig(sk,m, {l;,r; | i €
[1, DI}).

Verification Ver: It takes o, m € {0,1}* and {l;,r; | ¢ € [1, D]}, then outputs
a bit 1/0. We write 1/0 < Ver(o,m,{l;,r; | i € [1, D]}).

We require every MDSPRS scheme to be correct. An MDSPRS scheme Ygp =
{Setup, KGen, KDel, Sig, Ver} is correct, if YA e N VD e N, VI € N, -+ VIp €
N, V(mpk, msk) < Setup(1*, D,{T; | i € N}), V{L;, L}, R;, R, | i € [1,D]} s.t.
Nienp0 < Li < L; < Ry < R; <T;-1,Vd € [1, D], Vsk < KGen(msk, {L;, R; |
i € [1,D]},d), Vsk! < KDel(sk,{L,, R, | i € [1,D]}), Ym € {0,1}*, ¥{l;,r; |
1€ [1,D]} s.t. /\ie[l,D]O <L <r<T- 1/\Zie[1,D] st. LI <Li<r;<R! 1> d,
Vo < Sig(sk/,m,{l;,r; | i € [1,D]}), 1 « Ver(o,m,{l;,r; | ¢ € [1, D]}).

Existential Unforgeability and Perfect Privacy. Analogously to MDSBRS, for an
MDSPRS scheme Ysp and a probabilistic algorithm A, we consider experiments
for existential unforgeability and perfect privacy depicted in Fig. 5.

Definition 4. An MDSPRS scheme Xsp is (adaptively) existentially unforge-
able, if VA e N, VD e N, V11 € N, --- VIp € N, VA € PPT,, de € NGL, s.t.

AV L e .oy (M) o= Pr[l = BaptST% (1 DAT; i€ [1,D]})] <e.

Definition 5. An MDSPRS scheme Ygp is perfectly private, if for every A € N,
every D € N, everyTy €N, ---, every Tp € N and every/pf’o\balﬂw\tic/cz_liorithm
A, there exist probabilistic polynomial time algorithms {Setup, KGen,KDel, Sig}
such that AdvS | 4 p r e, (N = [ Pr[l « Expts, , 41" D AT, | i €
[1,D]})] = Pl + Expty, 4,1 D {T; |4 € [1,D]})]| = 0.

4.1 Our MDSPRS Scheme

The technique of our MDSPRS scheme is basically the same as the one of our
MDSBRS scheme. A secret-key for a D-dimensional key-range {[L;, R;] | ¢ €
[1, D]} consists of 2D number of partial secret-keys. The partial secret-key for
L; (resp. R;) is a randomly-generated CS-FSS (resp. CS-BSS) secret-key for L;
(resp. R;) based on one (resp. the other one) of the two second-level pseudo
master secret-keys. Our MDSPRS scheme IIsp = {Setup, KGen, KDel, Sig, Ver}
is formally described in Sect. B.
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Bxpty TA(1%, D {T: [i € [1,DI}):
(mpk, msk) < Setup(1*, D, {T; | i € [1,D]})
(o™, {Ir,r; | i € [1, D]}, m*) < ATeCeobSin (mpk) where

—Reveal({Li,., R, |1 € [1,D]},d.): /) v €1, ]
Rtrn sk, «+ KGen(msk,{L;,.,R;,. | ¢ € [1,D]},d.).

—Gign({Li,g,RLe | 1€ [1, D]},da, {liye,m,g | 1€ [1,D]},m9 S {0, 1}*): // 0 e [17(13]
skg + KGen(msk, {Li,g, Rip | xS [1, D]}, d@).
Rtrn og + Sig(ske,{li,e,7i0 | 2 € [1, D]}, me).

Rtrn 1if 1+ Ver(c*, {{;,r; | ¢ € [1, D]}, m™)

/\LG[l,qr] (ZiG[l,D] s.t. L; SIF<ri<R;, 1) <d,
/\96[1,(15]({17"79’7“1'79 | S [lvD]}7m9) # ({l:,?": | S [LD]}vm*)
Rtrn 0.

Expty, . .50, D AT |ic[1,D]}): //Bc{0,1}
(mpk, msk) < Setup(1*, D, {T; | i € [1, D]}).
(mpk, msk) « Setup(1*, D, {T; | i € [1, D]}).
Rtrn b < AMebS8 (mpk msk), where

—Reveal({L;,., Ri, | i € [1,D]},d.): // v €1, qr]

Rtrn L if — [/\ie[w] 0<Li,<Ri,<Ti— 1] Vd, ¢ [1,D].

sk, < KGen(msk,{L;.,Ri. |i€ [1,D]},d.).

sk, < KGen(msk, {Li,, Ri, | i € [1,D]},d,). Rtrn sk,.
—Delegate(v € [1,q.], {L}, R} | i € [1, D]}):

Rtrn L if - [/\ie[w] 0<Li,<L.<R,<Ri,<Ti— 1].

For every i € [1, D], (Li,., Ri,.) := (L}, R}).

sk, < KDel(sk,,{L;, R, | i€ [1,D]}).

sk! < KDel(sk,,{L}, R} | i € [1,D]}). Rtrn sk, := sk..
—Gign(e € [1, qr],m, {li, i | i € [1, D]}):

Rtrn L if = [/\16[1,1)] 0<li<r<Ti— 1] Vv (Zie[l,D] s.t. Ly ,<l;<r;<Ry;, 1) < d..

o « Sig(sk,, {l;,i |t € [1, D]}, m).

o+ §i\g(7@,{li,ri |7 €[1,D]},m). Rtrn o.

Fig. 5. Security experiments w.r.t. an MDSPRS scheme Xsp. Top: (Adaptive) existen-
tial unforgeability. Bottom: Perfect privacy.
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4.2 Existential Unforgeability and Perfect Privacy of Our MDSPRS
Scheme

Security of our MDSPRS scheme I1gp is guaranteed by the following 2 theorems.
Their proofs are omitted since they are analogous to the ones for our MDSBRS
scheme Ilsg.

Theorem 3. Ilgp is existentially unforgeable under the co-CDH assumption.

Theorem 4. Ilgp is perfectly private.

5 Conclusion

We proposed multi-dimensional sub-range signatures (MDSBRS) as a general-
ization of time-specific signatures (T'SS) [10,5]. MDSBRS are a generalization of
TSS because of the following properties, namely (1) Each secret-key is associ-
ated with a range, (2) Key-delegatability, and (3) Multi-dimensionalization with
threshold signability. As a related primitive, we also proposed multi-dimensional
super-range signatures (MDSPRS).

Our concrete MDSBRS scheme is a generalization of the T'SS scheme in
[5] based on forward-secure signatures. We also proposed a concrete MDSPRS
scheme based on the same technique. Efficiency of the schemes is analysed
as shown in Table 1. To the best of our knowledge, our schemes are the first
currently-known poly-logarithmically efficient ones.

Table 1. Efficiency of our MDSBRS and MDSPRS schemes.

Schemes |mpk| |msk| |sk]| ted

1isp

T (3422, log T+ N) (gl + 13| lgl |0 (X2 108T:) Igl| (24252, 108 T:) Ig

For a data a, |a| denotes its bit length. |g| (resp. |g|) denotes bit length of an element
in bilinear group G (resp. G).
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A A TSS Scheme by Ishizaka and Kiyomoto [5]

An FSS-based TSS scheme ITtss = {Setup,KGen, Sig, Ver} proposed in [5] is
formally described as follows.

Setup (1)‘, N, T):

ad ~ U ~ U
- (paG7G7GT7eagvg) — gBG(l)\)' Q< ZP? g2 ‘= ga. g1 < G.
— For i € [0,logT — 1]: x4, 2; & Ly, w; = g%, 0; == g%, w; 1= gF,w; =
7.
U ~ ~
— TlogT < Zpa Ulog T = grleeT, Ulog T = grlesT.
— Forie[0,N —1]:y, & L, v; = g¥*,0; := G¥i.
- mpk L vavGaGT7eag7gaglaQQ7 {uiaaiawiaﬂ}i | (RS [O,lOgT— 1]}7
Ulog T, Uiog T, {03, 0; | 1 € [0, N — 1]}
— msk = gf.
— Rtrn (mpk, msk).

KGen (msk, t):

— Rtrn L ift ¢ [0,7 —1].
—5<£Zp.t~::T—1—t.
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For i € [0,logT — 1]: r; <= Z,. If t[i] = 0, v} <= Z,,.

| (M;;M) g0 ghesTo1
i€[0,log T—1]

gf‘gé H (U UO[]> (uj'UO) J QTJ JES[Otlot,cTrji]F 01]
i€l0,j—1]
For i € [0,logT —1]: s; ¢ Zp. 1 1[i] = 0, s} ¢ Z,.

975 H (UM,USH) 79507"' 7gSIOgT717
1€[0,log T—1]

_ ]\ % sj s 0,log T—1
g T (wnd™)” (wgo)™ g PS0eY
i€[0,5—1]

Rtrn sk := (ski, sk,.).

sk; =

Sig(sky, m, L, R):

Rtrn L if =[m € {0, 1} A\OSKL<R<T-1].

Parse sk; as (sky, sky). t:=T —1—t. L:=T-1-1L.

Parse sk, as (DlogT,d0,~~ s diog T— 1,{Dj, j | 7 €[0,logT — 1] s.t. t[j —0}).
Parse sk; as (E1OgT,eo,--- €log T— 1,{ s €] e |je0,logT —1] s.t. t[j —0})
t € [L, R] implies

i, € [0,10gT] s.t.
A It = RI N\ [z #logT = tli,] =0 )\ Rli,] = 1}
Li€[0,i,—1]
[ Ji; € [0,1og T s.t.

A A [f[i] - i[i]} A [il #logT = ili] = 0 A\ Lli] = 1}

Lic[0,i1—1]

For i € [0,1,], 7 <= Z,. For i € [i, + 1,log T — 1], r} <> Z,,.
For i € (0,4, §; <~ Z,. For i € [i + 1,log T — 1], s* <= Z,,.

U
Tlog T $— Zp.
Rtrn o .=
D;, (uiv(?m) H (uwg[i]) '
i€[0,ir] i€lir+1,log T—1]
- Tlog T
E;, (wwé[i]) : H (wmg[ ]) Ulog T H U.;n[j]
1€[0,7;] i€t +1,log T—1] j€E[0O,N—-1]
{dig™ | i €[0,ir — 1]} ,dérg’:“‘, {g”* i €[ip+1,logT — 1]} 7

.
—1}.e
) 7,[
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Ver (o,m, L, R):

— Rtrn Lif =-[m e {0, 1} ANOSKL<R<T-1].
— Parse o as (U,Vb,"- Mogr—1, V- 7‘/1£)gT_17VIOgT)‘

—L:=T-1-1.
— Rtrn 1 if

U =cloe) T[ e(vonat®)e (v acd)

1€[0,log T—1]

= ~m/j]
€ ViogT7ulogT H Uj
JE[0,N—1]

— Rtrn 0, otherwise.

B Our MDSPRS Scheme

The scheme IIsp = {Setup,KGen,KDel, Sig, Ver} is formally described as fol-
lows.

Setup(1*, D, Ty, -+ ,Tp): The same as the one of our MDSBRS scheme. See
Subsect. 3.2.

KGen(msk, L1, Ry, -+ ,Lp,Rp,d): It returns L if =[1 < d < D /\zD:o 0<L; <
R, <T; —1].
It chooses Aj, - - - , Ag—1 uniformly at random from Z,,. A (d—1)-dimensional
polynomial f : [1, D] — Z, is defined as f(z) := > ,c1 41 Ajz? + . For
every i € [1, D], it does:
- 6i<£Zp. Rz ZZE—I—RZ‘.
— For j € [0,log T; — 1]: sy & Zp. 1 ri[j] = 0, s; < Zy.

g{(i)géi H (ujivéi[j])sji’ g0 gPlerTi—1i
j€[0,log T; —1]
- SkLi =
) gl Liljlys;i Shi Sk |KE[0Jog Ty —1
g{(z)géz H (ujiv9 [j])SJ (upiv) ki, g°ks i‘[t. zgi[k]:o]
F€[0,k—1]
— For j € [0,logT; — 1]: t;; <> Z,. I [j[j] = 0, t}; < Z,,
g di H (wj’iv[) []])tﬂ’gto,m’ . 7gt1°g-Tz l,L’
j€[0,Jog T; —1]
- Sle =

. Rili\t s r oy |ke[0,log Ti—1
g5 H (w102 Yt () ot gt E[t ﬁf[k]:o]
F€[0,k—1]
Then, it returns sk. = ({skr,, skr, | i € [1, D]}, d).
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KUpdg (skr, 7, R,4): // B €{0,1}
The same as the one of our MDSBRS scheme. See Subsect. 3.2.
KDel(sk, Ly, R}, - ,L, R}): It parses sk for {LZ,R | i € [1,D]} and d as

({skr,,skr, | i € [1,D]},d). It returns L if —|[/\ 10< L, <L, <R, <

R <T;—1].
Firstly, it re-randomizes sk. Let A},---, A, A Zy. For every i € [1, D], it
does:

(5;<£Zp iz :Tl—l—ll

Parse skr, as (Diog7;,irdois s diogTi—1,is { D jis dip i | k € [0,logT; —
1] s.t. Li[k] = 0}).

FOl"jG[O log T; — 1]: sjz<—Z IfL[]—O, sﬂ<—Z

Let Sk i = (DlogT udOu" dlogT—l Z’{Dk“dkz ‘ k S [O IOgT —
1] s.t. Li[k] = 0}), where

> Yiema A5 Li[5]\5,,
L4 DlogTi,i = DlogTi,i g1 g Hje[O,logTifl] (ujivo ) 7.

o dj;:=d;; g% (for each j € [0,logT; — 1]).
s Z _ A/ ’ - ~r
o Dyji= Dy -giichau™ & g% H]e[Ok 1](%“}5 ild ]) 51 (ugiv0) i and
d;H =dy ;g Ski (for each k € [0,log T; — 1] s.t. L;[k] = 0).
Parse SkR as (ElogT 2760 iy """ elongl za{Ek z»ekz | k € [Ovlog/rz -
1] s.t. Ri[k] = 0}).
anemmgﬂ—lkéﬁEZpﬁﬁd]—Q%ﬁ—ZW
Let 37{% = (ElogTi,h éO,i7 <. ;élogTifl,zﬁ {Ek,l,ekﬂ | ke [O,IOg Ti—l] s.t. RZ[/C] =
0}), where )
n —5! Ri[j]\E,,
® Biogri = Fuogtyi 9% [jeo 1087, 1) (W5 Ul
® &j; = e¢j; g (for each j € [0,log T; — 1]).
o Epi=Ey; g% 0,51 (wjivg l[j])t” (wrivo)th+ and i = €
gtei (for each k € [0,log T; — 1] s.t. R;[k] = 0).

Secondly, it updates the re-randomized secret-key for {L;, R; | ¢ € [1, D]} to
one for {L, R, | i € [1,D]}. For each i € [1,D] s.t. L; < L}, it updates the
partial secret-key sky, for L; to one for L} by skr; KUde(s~I€Li,LZ-7L;,
i). For each i € [1, D] s.t. R; > R}, it updates skg, for R; to one for R} by
skp < KUpd, (skg,, Ri, R}, i), where R} := T; — 1 — R).

Finally, it returns sk’ : = ({skr;,skr; | i € [1, D]}, d).

Sig(sk,l1,7m1, -+ ,Ip,rp,m): It parses sk for {L;,, R; | i [l,D]} nd
({skr,,skgr, | i € [1,D]},d). It returns L if — [Aze[l,D] <l <r<

H&

LAY ienpyss. 12d].

L;<l;<ri<R;

Let I be a set {i € [1,D] s.t. L; <I; <r; < R;} satisfying [I] > d. For each
i €1, let (L, R}) := (l;,r;). For each i € [1,D]\ I, let (L}, R}) := (L;, R;).
Firstly, from sk, it generates a delegated and re-randomized secret-key for
{L;,R; | i€ L, D]} Thus, sk < KDel(sk, {L}, R, | i € [1,D]}). sk is parsed
as ({skLé sk |1 €1, D}})

For every i € 1, it does:
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— Parse skr; as (DiogTiisdo,is > dlog Ty~ 1,17 "+ )-
— Parse sk, as (ElogT,,i,€0,is " Clog Ti—1,is" " ")
— Define a function A;1(z) := [[;en 1y 7

For every i € [1, D]\ I, it does:
- Lz :T‘Z—].—LZ

— For every j € [0,log T; — 1], 83,17, < Ly.

It chooses r < Zy. It returns o := (U, {V};, V.
1]}, W), where
- U:= HiEH (DlogTi,i . ElogT 7

)
‘Hie[l,D]\H HjE[O,logTi—l](uﬂvO ) 7t (w0, gie (Ung[ON v
— Vji i= (dji) 2 and V], := (e53)2"() (for i € T and j € [0,log T; — 1]),
= Vjii=g%i and Vj; = glit (for i € [1,D]\ T and j € [0,log T} — 1]),
- W:=gq".

| i€ [1,D],j €[0,logT; —

iy _”
A 1(0)

R; [J])

m[j])r

Ver(o,l1,71,- -+ ,Ip,rp,m): It parses o as (U,{V};,V/; | i € [1,D],j € [0,log T;—

1]}, W). It returns 1 if it holds that

(2] j’L

~ L; ~ ~R;
eU,g)=egnge)- [ I eWiiiogWe(v], iogl)
i€[1,D] j€[0,log T; —1]

ewa [ o).

j€[0,N—1]

It returns 0 otherwise.
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