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Abstract

Block ciphers such as the Advanced Encryption Standard (Rijndael) are used extensively in
practice, yet our understanding of their security continues to be highly incomplete. This pa-
per promotes and continues a research program aimed at proving the security of block ciphers
against important and well-studied classes of attacks. In particular, we initiate the study of (al-
most) t-wise independence of concrete block-cipher construction paradigms such as substitution-
permutation networks and key-alternating ciphers. Sufficiently strong (almost) pairwise inde-
pendence already suffices to resist (truncated) differential attacks and linear cryptanalysis, and
hence this is a relevant and meaningful target. Our results are two-fold.

Our first result concerns substitution-permutation networks (SPNs) that model ciphers such
as AES. We prove the almost pairwise-independence of an SPN instantiated with concrete S-
boxes together with an appropriate linear mixing layer, given sufficiently many rounds and
independent sub-keys. Our proof relies on a characterization of S-box computation on input
differences in terms of sampling output differences from certain subspaces, and a new random-
ness extraction lemma (which we prove with Fourier-analytic techniques) that establishes when
such sampling yields uniformity. We use our techniques in particular to prove almost pairwise-
independence for sufficiently many rounds of both the AES block cipher (which uses a variant
of the patched inverse function x — x~' as the S-box) and the MiMC block cipher (which uses
the cubing function x — x> as the S-box), assuming independent sub-keys.

Secondly, we show that instantiating a key-alternating cipher (which can be thought of as
a degenerate case of SPNs) with most permutations gives us (almost) t-wise independence in
t+o0(t) rounds. In order to do this, we use the probabilistic method to develop two new lemmas,
an wndependence-amplification lemma and a distance amplification lemma, that allow us to
reason about the evolution of key-alternating ciphers.
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1 Introduction

Block ciphers are among the most fundamental building blocks in cryptography, and applications
demand strong pseudorandomness properties from them. However, the simplicity of widely adopted
designs, such as Substitution-Permutation Networks (SPNs), which underlie AES, is inherently at
odds with the reductionist approach of provable security, as there are no clear underlying hard
mathematical problems upon which security can be based. Instead, the security validation of block
ciphers has gone through cryptanalysis, and considered a number of different techniques, including
linear [MY92] and differential [BS91]| cryptanalysis, higher-order [Lai94| and truncated [Knu94]
differential attacks, impossible differential attacks [Knu98]|, algebraic attacks [JK97], integral crypt-
analysis [KWO02], biclique attacks [BKR11], and so on.

Lacking full proofs of security, the next best thing is to prove that certain relevant classes of
attacks cannot possibly succeed. The more “concrete” and less “asymptotic” such a proof is, the
better, and the class of attacks should be as large as possible. The most successful such effort has
developed provable bounds for linear and differential cryptanalysis, starting with the seminal work
of Nyberg and Knudsen [NK95], and culminating with fairly precise estimates for concrete block
ciphers like AES (see e.g. [KMT01b, KMT01a, PSC*02, PSLL03, Kel04, KS07]).

t-wise independence. In this paper, we move one step forward and study the (almost) t-wise
independence of concrete block ciphers — namely, for a block cipher E : {0, 1} x {0, 1} — {0, 1}™,
we demand that for any distinct t inputs x4,...,%; and a random key S, the distribution of

E(S)Xl)) ceey E(S)Xk)

is statistically close to that of t uniform, but distinct, n-bit strings.

This property is attractive for two reasons. First and foremost, it is potentially achievable un-
conditionally by a concrete design, as long as s > t-n. For example, a variant of AES-128 with 11
independent round keys' can (potentially) be 11-wise independent. Second, t-wise independence
already implies resilience against a large class of attacks that have been previously studied. Indeed,
the case t = 2 (i.e., almost pairwise independence) already implies resilience to linear and differ-
ential cryptanalysis but also to truncated differential attacks and any other attack that exploits
statistical deviations of pairs of outputs. Similarly, t-wise independence implies resilience to order
log,(t) differential attacks. One caveat with this view point is that actual cipher instances typically
have fixed-length keys which do not grow with t — however, similar to prior works on analyzing
simpler properties of block ciphers, and in particular expected differential probabilities, we promote
the heuristic angle that properties which are true for independent keys (possibly, unconditionally)
remain true (computationally) when these keys are derived via a suitable key-scheduling algorithms
from a short, single key.?

We note that existing bounds on differential probabilities for ciphers such as AES could imply
pairwise independence, if good enough, but unfortunately, the current state of the art (cf. e.g.
[PSLLO03]) proves upper bounds of the order 2~'"" for 128-bit outputs which does not imply anything
about (almost) pairwise independence. Without a finer grained understanding of the difference
distribution, this could well imply a large distance of pairs of outputs from the uniform distribution.

'Such an “independence assumption” is common across block cipher analyses. For more, see Section 1.2.
2We note that the impact of key-schedules on cryptographic attacks is mostly not well understood.



Scope: Substitution-Permutation Networks. Our focus in this paper is on concrete block
cipher designs (which likely benefit from other security properties, such as resilience to algebraic
attacks), and in particular Substitution- Permutation Networks (SPNs), a class for which AES is
a special instance, and a generalization thereof called Key-Alternating Ciphers (KACs). SPNs
alternate computationally simple rounds as follows, starting from the state being equal to the
block cipher input:

1. A key-mixing step which consists of XORing the keys bit-wise with the current state;

2. A local non-linear step where each bit of the output depends only on a few bits of the input;
Concretely, this proceeds by partitioning the n-bit state into k b-bit blocks, and applying a
non-linear permutation S : {0, 1} — {0, 1}* (a so-called “S-box”) to each block in parallel;

3. A linear mwzing step is then applied to the state.

We will refer to k as the width and to the important special case where b =n (i.e,, k =1) as a
Key-Alternating Cipher (or KAC, for short). (For this case, we can omit the mixing step without
loss of generality.) Most modern ciphers are SPNs (or KACs). For example, AES uses an S-box
obtained from the patched inverse x — x2"~2 and a mixing layer alternating two simple operations
(ShiftRows and MixColumns). The MiMC cipher [AGR"16] is a KAC applying the permutation
x — X3 to its state.

A similar viewpoint to ours was already taken by Vaudenay’s decorrelation theory [Vau03],

but we are unaware of any application of decorrelation to SPNs with concrete S-boxes. (In fact,
this was left as an open problem.) Similarly, Hoory et al. [HMMRO5] also suggested the use and
analysis of t-wise independence, but the resulting constructions, while very elegant and simple,
are far from existing practical designs, and better fit in the general theoretical pursuit of building
t-wise independent permutations [KNRO5, BH08, AL13].
Our Program. This raises the following questions: If we take t-wise independence as our security
goal, what are good choices for the non-linear (resp. linear) step? Which choices provably work
and which do not? Again, we stress that our goal is to find concrete, fixed choices of these layers,
without modeling the S-box as a random permutation oracle.

Our results come in two forms:

1. Results about concrete SPN instantiations of SPNs with S-boxes such as the patched inversion
function, and where we prove pairwise independence of the resulting construction. In par-
ticular, one of our results applies to the round structure of AES, without any simplifications
or idealized assumptions.

2. Existential results, which hold for most choices of P, where we prove almost t-wise indepen-
dence for KACs with a number of rounds that grows with t.

Next, we provide a detailed overview of our results, and the underlying techniques. Then, we give
an overview of the most relevant related work.

1.1  Our Results and Techniques

This section gives an overview of our results, and the underlying techniques.



Pairwise independence of SPNs. Our first result deals with SPNs of width k with a concrete
S-box S : Fyu — Fyb (thus, n = b-k is the block size here). In particular we focus on the case where
the S-box is S(x) = x' (patched so that 0~' = 0), though the results extend to other S-boxes. Our
main theorem here can be cast as follows.

Theorem (Informal). For a suitably instantiated mixing layer,® and as long as 2];[8 +

Vk/20 < %, the r-round SPN with S-box S(x) = x ! of width k is 5-close to pairwise
independent for sufficiently large v = r(8). In particular, if 2';8 + vk/2b = C/2, then

_ log(1/3)
- O(logU/C) )

We briefly highlight the main ideas behind the proof and note that we will focus in particular on
showing that a three round SPN is O(4/k/2P)-close to pairwise independent — this result will rely
on a new extraction lemma, which we explain below. We then resort to an amplification result by
Maurer, Pietrzak, and Renner [MPRO07] to conclude that the (r/3)-fold sequential composition of
the SPN is d-close to pairwise independent, as desired.

Our analysis of the output distribution of a three-round SPN for any two distinct inputs x # x’
will take the standard (and essentially equivalent) approach of studying the distribution of the
difference of the outputs of the two evaluation. To this end, we start with a (fixed) input difference
A =x@®x" # 0" Then, our first step is to show, using (mostly) algebraic properties of the field
F,u, that after ignoring some corner cases that happen with probability no more than O(k/2%),
the input differences to the third round — denoted by Vi,..., Vi — satisfy jointly a very strong
distributional property, namely:

any subset of them of size k’ < k has (jointly) min-entropy at least k/(b —1).

For this to true, we only need mild assumptions on the linear mixing layer. We merely require it
to be described by a full-rank k x k matrix whose entries are all non-zero.

To understand the effect of the third round, at last, we resort to our extraction lemma — we
want to show in particular that the distribution of the differences Z1,..., Zy, which we obtain after
applying the final round of S-boxes with input differences Vi, ..., Vi, is very close to uniform.*
Imagine first that the differences Z; are not sampled via the S-box, but rather each Z; is sampled
independently from the (n — 1)-dimensional sub-space orthogonal to {0° V;}. (We interpret the
latter as a linear subspace of F‘z’, and V; as a vector in this space.) Our extraction lemma shows
that in this case, the Z;i’s are very close to uniform — the proof uses Fourier-analytic techniques.

Of course, the Z;’s are not sampled this way — by applying the S-boxes to inputs with differences
Vi — yet, the key insight is that this is almost equivalent to our sub-space representation, in that
by applying a lemma of Nyberg [Nyb93] we can show that there exist permutations 7t, 71 such that
7i'/(Z;) is O(k/2°) close to a random vector sampled orthogonal to {0°, 7t(V;)}.

We also give a proof of a weaker bound for a two-round SPN of order v'2¥~?. This bound could
be interesting in some parameter regimes.

30ur requirement is very mild, and is in particular implied by having maximum branch number, as it is in the
case in many SPN analysis.

“The last mixing stage does not affect the argument — it will merely preserve uniformity by virtue of being a
permutation.



The AES case. Unfortunately, we cannot apply the above theorem directly to the AES round
structure or the AES parameters. First off, the AES S-box combines the inverse with a [F,-affine
function — it turns out this is not particularly difficult to handle (the affine function can be cast as
part of the mixing). But we encounter other problems, in that the mixing layers does not satisfy
the assumptions needed for the theorem to work, and the theorem does not apply when k = 16
and b = 8. Still, we can adapt our techniques to obtain a refined analysis which tells us that siz
AES rounds (with independent sub-keys) are e-close to pairwise independent, for some € < 1/2.
Then, using the MPR result in the iteration, we obtain the following result:

Theorem. 6r-round AES is 2"1(0.472)"-close to pairwise independence.

The bound is likely far from tight, as we expect much better, but non-trivial further work seems
required to obtain a substantial improvement. However, we do stress that barring the use of
independent keys (which again, are common in analyses of expected differential probabilities for
AES), this theorem applies to the actual AES structure.

The width-1 case. The special case with k = 1 is interesting, and can be derived from our
general result above. For pedagogical reason, we give a direct proof which shows that after two
rounds we obtain already (5/2°)-closeness to pairwise independent. Interestingly, we also conclude
that the construction is not 4-wise independent when using the inverse S-box, which makes it
likely not to be a good block cipher candidate. For lack of space, these are both discussed in
Appendices A and B.

Existential Results. All of the above results are about pairwise independence. It is interest-
ing to extend them to t-wise independence for t > 3. While we leave this important question
open for SPNs and concrete S-boxes, we investigate the general question whether (almost) t-wise
independent constructions exist in the first place.

To this end, we employ the probabilistic method to show that there exist permutations to
instantiate a (t + 1)-round key-alternating cipher so that it is (almost) t-wise independent. We
stress that while our probabilistic argument picks such permutations at random to show their
existence, these permutations can then be fized.

Our probabilistic argument is quite involved and requires the study of martingale sequences
and their concentration. Our result follows by showing two new lemmas, and employing a careful
alternation between them. The first is an independence amplification lemma that shows how to
take a KAC that is very close to t-wise independent and by adding an additional round, obtain a
KAC that is somewhat close to a t + 1-wise independent distribution. The second is a distance
amplification lemma that shows how to get from a somewhat close to t-wise independent KAC to
a very close to t-wise independent KAC, again by adding one round.

1.2 Perspectives and Open Problems

On Independent Keys and Other Such “Ideal” Assumptions. We remark that, to date, all
analyses of block ciphers make ideal assumptions such as the independence of round keys and/or
ideal components. For example, analyses of (iterated) Even-Mansour ciphers assume that both



the construction and the adversary have oracle access to a random permutation P, and that P
remains unqueried on an exponential number of points. This is a htghly idealized model: a random
permutation would take exponentially many bits to write down, and indeed, in the real world, P
is instantiated with a concrete permutation. The proofs say nothing about what happens to the
pseudorandomness of such a cipher when P is instantiated with any concrete permutation. And
moreover, analyses of multi-round constructions all assume independent keys.

In contrast, our work continues a research program that aims to avoid such “oracle access”
assumptions. This line of work, which has its roots in the work of Nyberg in the 1990s, treats the
component permutations and mixing functions as concrete functions (indeed, ones that are used
in block ciphers such as AES and MiMC). While proving computational pseudorandomness is way
out of reach, this line of research aims to understand the security of these constructions against
concrete practical attacks.

The “independent round keys” assumption is very common and rooted in the model of Markov
Ciphers of Lai, Massey, and Murphy [LMM91], and adopted by Nyberg [Nyb93] and follow-up
works. The expectation is that t-wise independence becomes t-wise pseudorandomness with an
appropriate instantiation of the key schedule; nevertheless, understanding the precise role of key
schedules is an important open problem.

On Algebraic and Other Attacks. The research program we undertake is to study several
classes of concrete, powerful, attacks against block ciphers. In particular, t-wise independence
rules out an important attack vector, but the program does not stop at just t-wise independence.
In particular, the two outstanding open problems that come of this work are (a) to prove t-wise
independence of multi-round AES with independent round keys, for t > 2; and (b) to formalize
and prove security against algebraic attacks. We view solving these problems as an important
quest that will likely require importing analytic techniques from mathematics and TCS, as well as
inventing new ones.

On Differential Attacks vs. Almost Pairwise Independence. We note that meaningful
differential probabilities need to be very close to 27", or else, they do not rule out distinguishers.
For example, in the case of AES-128, a 2% bound on the expected differential probability (see
Section 2 for the definition) does not rule out the first bit of the output being always the same as
the first bit of the input. In this case, there is a distinguisher that always works!

We note that our analysis can make the statistical distance as small as we want with sufficiently
many rounds, and in particular, make the differential probabilities arbitrarily close to the ideal
27128 We note that ours is the first such result; in particular, our result for AES is the first such
optimal bound for the AES design. Showing a tighter tradeoff between the number of rounds and
the statistical distance is an interesting open question. Showing a direct bound on the differential
probability without going through statistical distance would be interesting as well.

1.3 Related Work

Coppersmith and Grossman [CG75] and Kaliski, Rivest and Sherman [JRS88] analyzed the groups
generated by transition functions of the DES block cipher. [CVS09] show that the group generated



by the round functions of a cipher similar to AES is the alternating group. On the other hand,
[MPWO94] provide a cautionary tale where guarantees on the group generated by the round functions
does not guarantee security.

Bounds on Linear and Daifferential Probabilities. There is an extensive body of literature on
provable bounds for linear [MY92] and differential cryptanalysis [BS91] of block ciphers. We note
that while sufficiently strong bounds on the differential probability — say (1 + €)2™™ for block size
n and € = o(1) - would imply almost pairwise independence, these works fall short of proving such
strong guarantees.

Adopting the formal framework of Lai, Massey, and Murphy [LMMO91]|, Nyberg and Knud-
sen [NK95] prove bounds on the differential probability for Feistel ciphers as a function of the
underlying non-linear function. Several works have been devoted to studying the differential prop-
erties of fixed functions to instantiate these results — relevant to this work, [Nyb93] is the first work
to show properties of differentials of the inverse permutation x — x~' in a finite field (these were
later revisited by Daemen and Rijmen [DRO06]). We also refer to [BN15] for a comprehensive survey
on the progress in designing non-linear functions suitable for cryptography.

Much effort has also been devoted to provable bounds on linear and differential probabilities for
AES and (more abstractly) SPNs. Hong et al. [HLL"00] gave the first analysis of two-round SPNs
where the mixing layer has optimal branch number. This result was further generalized to arbitrary
branch number by Kang et al. [KHL"02]. Very concrete bounds for the specific case of AES were
then given via refined methods in several works [KMTO01b, KMT0la, PSCT02, PSLL03, Kel04,
KS07]. The best known result here shows that the maximum expected differential probability is
at most 1.144 x 2= for four rounds of AES. Miles and Viola [MV15] also provide generic bounds
(i.e., these bounds only depend on the S-box and the number of rounds) for linear and differential
attacks against multi-round SPNs — however, the quality of their bounds decreases with a higher
number of rounds.

Baignéres and Vaudenay [BV05] proved optimal resilience to differential cryptanalysis whenever
the S-boxes are chosen uniformly at random and secret (i.e., their description is part of the key).
Later, Miles and Viola [MV15] improves this result (implicitly) by showing that SPNs with random
S-boxes are effectively a pseudorandom function when the number of queries is smaller than the
input size of the S-box.

Stronger Dsifferentials. Strong notions of differential attacks have been proposed. For example,
Lai [Lai94] introduced the notion of higher order differentials, which consider the k-th derivative
(as opposed to the simple derivative of a function), whereas Knudsen [Knu94] introduced truncated
differentials, which only consider a subset of the bits of the output. We note that security against
k-th order differential cryptanalysis is implied by the k-wise independence, whereas pairwise in-
dependence implies resistance to truncated differential cryptanalysis. Another attack technique
introduced by Knudsen is that of “impossible differential attacks” [Knu98|, which leverage dif-
ferences which occur with probability 0 — once again, sufficiently strong pairwise independence
implicitly guarantees that differences occur with sufficiently large probability.

Decorrelation theory. Vaudenay [VauO3| takes a similar position to ours, proving properties of
block cipher constructions on a bounded number of inputs, and inferring a number of properties



from these statements. The work also naturally exploits a natural connection with t-wise indepen-
dence, like ours. Interestingly, Vaudenay considers a number of different distance measures for the
resulting distributions, and use their properties to derive a number of results. However, we are
not aware of any use of decorrelation theory about the security of SPNs or KACs with concrete
permutations. Still, it would be interesting to considering distance measures from decorrelation
theory in the context of our paper to improve tightness.

Analyses with Public Ideal Permutations. A substantial body of works considers analyses in
models where the rounds of a KAC are (public) random permutation P : {0, 1} — {0, 1}" given to
the adversary. In particular, since the adversary is query-bounded, she cannot obtain the entire
truth table of P and therefore, this is an idealized model. (This model is effectively capturing
generic attacks that treat these components as a black box.) Increasingly tighter bounds for
security as a pseudorandom permutation have been developed by several works [BKL"12, Stel2,
LS14, CS14, HT16] which assume the permutations and the keys are independent. Other works
consider identical permutations and/or identical keys [CLL"14, WYCD20]. The model was also
considered to prove the stronger version of indifferentiability for key-alternating ciphers (cf. Je.g.
[ABD*13, GL15a, GL15b]).

The model was then adapted to SPNs by assuming that the individual S-boxes are public
random permutations {0, 1}° — {0, 1} [DSSL16, DKS*17, CDK*18, CL18]. Crucially, these results
assume that the number of queries to the S-box is smaller than 2°, which is rather unrealistic for
small values of b (e.g., b =8 as in AES).

2 Preliminaries

Notational Conventions. When n is a positive integer, let [n] denote the set {1,2,...,n}. When
p is a prime or prime power, let [F,, denote the finite field of size p. The logarithm function log
uses base 2 by default. Probability distributions are typically denoted by calligraphic letters, e.g.,
D. Sampling an element from D is denoted by d « D. For any finite set S, sampling x uniformly
from S is denoted by x « S.

Definition 2.1 (Entropy). For a distribution over domain Q) whose probability mass function
8 P.
e Its Shannon entropy is H(p) = — 3 .o P(x)log(p(x)).
e Its Min-entropy is Hoo(p) = —log(maxyeq p(x)).
e [ts Rény: entropy of order 2, also known as the collision entropy, s Hy(p) = _IOg(erQ pz(x)).

Lemma 2.2. For any random variable X with probability mass function p, we have 2~ H2Xl —
Ipll3 < 27 H=Xl.

Proof. For any 0 <u <2~ HOO[X], we have u? < u -2 HeXI Thyg

N =3 pP) < Y pl) 2 He =2, O
X x



2.1 Almost t-wise Independent Permutations and Cryptanalysis

We review notions of almost t-wise independence, and state some connections with standard notions
from the cryptanalytic literature.

Definition 2.3. The statistical distance (or total variation distance) between two probability
distributions p and q with domain Q is drv(p, q) := % D wen lP(x) —q(x)l.

Proposition 2.4. The following s a different formula to compute the total variation distance.

drv(p,q):= Y p(x)—qlx).

x€Q:p(x)>q(x)

For a two argument function F : {0, 1}™ x {0, 1}™ — {0, 1}* we often write Fx(x) = F(K,x), and
refer to F as a function family. (Alternatively, we use the set notation 7 = {Fi}ke,1ym whenever
more convenient.) We will be considering mostly permutation families, where { = n, and Fy is
one-to-one for each K.

Definition 2.5 (close to t-wise independence). We say that a permutation famaly F: {0, 1}™ x
{0, 1/ — {0, 11" s e-close to t-wise independent if for all distinct xi,...,x¢ € {0,1}", and a
uniformly random m-bit string K, the distribution of (Fx(x1),...,Fx(x¢)) has statistical dis-
tance at most € from that of t uniformly sampled distinct n-bit values (i.e., sampled without
repetition).

We will use the following amplification lemma, which is due to Maurer, Pietrzak, and Ren-
ner [MPRO7].

Lemma 2.6 (MPR Amplification Lemma). Let F and G be e- and d-close to t-wise indepen-
dent permutation families. Then, the permutation family Fo G such that (Fo G)g,k,(x) =
Fx, (G, (x)) s 2ed-close to t-wise independent.

In particular, this implies that the permutation family F" obtained by sequential r-fold composi-
tion of an e-close to t-wise independent permutation family F is 2" e"-close to t-wise independent.
We point out that for a meaningful application of this lemma, we require that e < 1/2.

Differential and linear cryptanalysis. For a permutation family F: {0, 1}™ x {0, 1}™ — {0, 1}™,
we define the ezpected differential probability (EDP) for a given pair A and A’ of non-zero input-
and output-differences, as

EDPf(A,A') = E;([FK(X S A) @ F(X)=A",

where K and X are independent and uniformly distributed over the m-bit and n-bit strings, re-
spectively. We also define MEDPr = maxa s’ EDPr(A,A’). Tt is easy to see that if F is e-close
to pairwise independent, then MEDPy < € + ZTJ—_] We note that a similar result extends to any
subset of n output bits, and hence to so-called truncated differential probabilities.

We note that higher-order differential cryptanalysis [Lai94, Knu94| generalizes differential crypt-
analysis to look at higher order derivatives. It is not hard to see that almost t-wise independence



will imply resistance to order-log, t differential cryptanalysis, as the property relies on the evalua-
tion of the cipher on at most t inputs. We note that while (almost) t-wise independence refers to
attacks that look at an arbitrary set of t inputs, an order-log, t differential attack looks at all inputs
that lie in some log, t-dimensional hypercube, so a total of t inputs but they are not arbitrary.

Linear cryptanalysis. The connection between pairwise independence and linear cryptanalysis
is slightly less obvious. In particular, linear cryptanalysis considers the correlation

CORR:(4,4') =E

2
<2 : 1:))<r[<A> X) = <A/>FK(X)>] - 1> ] )

where X, K are uniform for any non-zero A,A’, and where (-,-) denotes inner product mod two.
Note that

2
IE [(2 . I—)’(r[(A,X> = (A, F(X))] — 1) ] =
4 [PXrKA, X) = <A’,FK(><)>J2} —4E [er[<A,><> - <A’,FK(><)>1] 1.
But then, if F is e-close to pairwise independent,
E [PXrKA, X) = <A’,FK(><)>JZ]

= (B1[A,X) = (A F(0) A (A,X) = (& FX)] < 3 + (1 n €> ,

and also Ex [Prx[(A, X) = (A’ Fx(X))]] > 1/2 — €. Thus, CORRf(A,A’) < 8¢ + .

2.2 Key-Alternating Ciphers and Substitution Permutation Networks

A Key Alternating Cipher (KAC) (cf. Figure 1) is parameterized by a block size n, number of
rounds 1, and a fixed permutation P : Fon — Fyn. A KAC is a family of functions indexed by r+ 1
sub-keys Ko, Kq,...,K;, and defined recursively as follows:

FIY(x) = x @ Ko

i i1
Foko..k, (X) =P(Fpl)  (x) @K .

The family of functions is Fp := {FI(DTILO,...,Kr (x) : K; € F?} One can also naturally extend this to
have different permutations in each round.

A Substitution- Permutation Network (SPN) (cf. Figure 2) can be seen as a special case of a
KAC, where n = k- b (we refer to k as the width), and the permutation P is obtained from an

kxk

S-box S : Fy» — Fyv and a linear mizing layer, described by a matrix M € F °°. In particular, P

2b
splits its input x into k b-bit blocks x1,...,xk, and computes first y; = S(x;) for each i, and finally
outputs M - (y1,...,Yk). One can of course instead think of a KAC as a special of an SPN with
width k = 1.



®

: Fixed Fixed S Fixed
mput f: Permutation Permutation | Permutation f: output

round-1 key round-2 key round-3 key last key

Figure 1: Illustration of Key Alternating Cipher

X1 S-box B S-box —> P71 S-box Y1
2 2 2 2
i kS
X2~ S-box 1 B 1 S-box 1 & 1 S-box —B—> Y2
E E
(] (]
A =
Xk (@ S-box F@ S-box — ﬁ S-box (@ Yk
round-1 key round-2 key round-3 key last key

Figure 2: Illustration of Substitution Permutation Network

A fact that we will use repeatedly is that in order to bound how close to pairwise independent
an SPN or KAC is, it is enough to analyze the distribution of the non-zero difference of outputs of
the SPN/KAC, and its distance from the uniform distribution over non-zero strings.

Analyzing Pairwise Independence of KACs and SPNs. We will use the following lemma
to reduce the analysis of pairwise independence to analyzing the distribution of differences.

Lemma 2.7. Assume that the KAC (resp. SPN) Fp (resp. Fpm) has the property that for
any put difference A # 0, the distribution of

A = Fk(x) ® Fx(x ® A)

1s e-close to uniform (where the randomness of the distribution is taken over x and K). Then,
the KAC (resp. SPN) s e-close to paitrwise independent.

Proof. Take any two distinct inputs x1,x;, and distinct yi,yz, let A = x; & x; and A’ = y; S y;.
Then,

P}’(-'f [Fk(x1) = y1, Fk(x2) = y2l :P}’(r [(Fk(x1) = y1 A Fx(x1) ® Fe(x2) =y1 @y

1
= o PriFi(x1) @ Fx(x2) = y1 & yal

n

1
= ﬁﬁi [FK(X) EBFK(XEBA) = A/] ,

10



where the middle inequality follows from the fact that Fx(x;) = y; occurs with probability 1/2™
even condition on Fy(x1) & Fx(x2) = A/, as the latter event is independent of the final round key(s).
The latter inequality follows from the fact that adding a uniform input shift does not change the
input distributions.Thus, the statistical distance dry from uniform is

1 1
dTV:E Z PI[FK(X]):beK(XZ):yz]_Zn(zn ])'
y]#yz
= 2n Z Pr [Fx(x @FK(X@A):H1@UZ]_2n]‘
y1#yz
Z Pr [Fe(x) & Filx 9 4) = A] - 5| < -
A0

Advanced Encryption Standard. The mostly widely used block cipher is the world is Ad-
vanced Encryption Standard (AES), which is based on the SPN framework. The block size is 128
bits, width is 16, i.e. n = 128,k = 16,b = 8. AES is a family of ciphers which have 10, 12 or 14
rounds.

The S-box is instantiated by S(x) = A(ng_z), where x — x2° 2 is the patched inverse function
over [F,s, A is an invertible affine function over Fg. The exact form of A is irrelevant for this paper
(as shown by Lemma 3.4).

The linear mixing function is instantiated by the composition of ShiftRows and MixColumns.
The domain of AES is typically represented as a 4 x 4 matrix of bytes. ShiftRows permutes bytes,
it shifts the i-th row cyclically to the left by an offset of 1 — 1 coordinates.

X1 X2 X3 X4 X1 X2 X3 X4
X5 X6 X7 X3 ShiftRows X6 X7 Xg X5
X9 X10 X11 X12 X11 X12 X9 X190
X13 X14 X15 X16 X16 X13 X14 X15

MixColumns acts on each column. In each column, the four bytes is mixed by an invertible linear
transformation. All coefficients in the linear transformation are non-zero.

X1 X2 X3 X4 2 3 11 X1 X2 X3 X4
X5 X X7 X8 MixColumns 1 2 3 1 X5 X X7 X8
X9 X10 X11 X12 1T 1 2 3 X9 X10 X11 X12
X13 X14 X15 X16 31 1 2 X13 X14 X15 X16

2.3 Trace in Fields of Characteristic Two

We describe a number of facts related to the finite field Fyn of characteristic 2 and the trace function
over it. For proofs of the claims below, we refer the reader to any standard text on the subject,
e.g. [LN86].

Definition 2.8. The trace function Tr:Fxn — Fy is defined as Tr(x) = Z{ZJ X2

11



Lemma 2.9. For every x € Fon, Tr(x?) = Tr(x).

Lemma 2.10. For every x,y € Fon, Tr(x+y) = Tr(x)+Tr(y). In particular, the set of elements
x € Fon with Tr(x) =0 form an F,-subspace of dimension n— 1.

Lemma 2.11. Let « € Fon. The equation y(y ® 1) = « over Fon has two solutions if Tr(a) =0
and no solutions otherwise.

Corollary 2.12. Let a,b,c € Fyn and a,b are non-zero. The equation ax?+bx +c = 0 has
two solutions over Fan if Tr(ac/b?) =0 and no solutions otherwise.

Proof. Define y = ax/b, by a change of variable, the equation becomes y> +y + ac/b? = 0. O

Lemma 2.13. For every x #y € Fon, let Sy :={z: Tr(xz) =0} and Sy :={z: Tr(yz) = 0}. Then,
Sx # Sy. Indeed, since these are (n — 1)-dimensional subspaces, they intersect at ezactly pA
elements.

Proof. Let o € Fon be such that Tr(x) = 1. Then, we know that f := « - (x ®y)~' cannot be in
both sets Sx and §,,. For, if it were, we would have

0=Tr(Bx)® Tr(By) = Tr(B(xDy)) = Tr(eat) =1
giving us the necessary contradiction. O

We also need the following Lemma from Nyberg’s work [Nyb93], which we reprove for completeness.

Lemma 2.14 ([Nyb93]). Let P : Fon — Fyn be the patched inversion function P(x) = x*" 2. For
every 8,y # 0, let psy := Pryr,.[P(x) ® P(x ® 8) =vy]. Then, for even n,

4/2%  if sy =1
Poy =14 2/2% if &y # 1 and Tr((dy)™") =0
0 if &y #1 and Tr((6y) ") =1
and for odd n,
0

220 if sy =1 or Te((8y)) =
POy =0 iy £1 and Tr(sy) ) = 1

Proof. First, x =0 and x = § are both solutions to this equation if and only if &y = 1. If x #£ 0,9,
we need
xTox®8) =5 (x(x®8) ' =7.

By Corollary 2.12, this has two solutions if Tr((&y)~") = 0 and no solutions otherwise.

To summarize, when n is even. If &y = 1, we have four solutions: two solutions (namely x = 0
and x = d) and two additional solutions since Tr(1) = 0 (which happens if and only if n is even).
If &y # 1, the claim in the lemma follows by the discussion above.

To summarize when n is odd: if &y = 1, we have two solutions (namely x = 0 and x = 9)
and no more since Tr(1) = 1. If &y # 1, we have two solutions when Tr(d) = 0 and none when
Tr(d6) = 1. O

12



The following corollary is an immediate consequence.

Corollary 2.15. For any non-zero § € Fyn, let

p(y):= Pr [P(x)@P(x®d)=v].

x—Fomn

Let Ds denote the distribution with probability mass function p and let D§ denote the distri-
bution with probability mass function p’'(y) =p(y~'), we have:

e D] is (2/2%)-close to the uniform distribution on a subspace of dimension b — 1.

° Hz('D5) > —logz (2% + 2%)

2.4 Basics of Discrete Fourier Analysis

The characters of the group I} are functions {xy : F} — R}x@pg defined by

Xx(y) = (1))

The functions {Xx}xe]}‘? are orthonormal under the inner product®

1
(X Xaer) = 5 D Xel¥)xr(3) -
yeFy}

~

Let f: F} — R be a real-valued function on F}. Writing f = erFQ f(x)xx, we have the Fourier
(inversion) formulas

fy)= 3 Txlxely) and  Tx) = (fixe) = 35 Y F(3)xely)

x€F} yeFy

We need the following two facts. For proofs, we refer the reader to [0’D14].

~

Lemma 2.16 (Parseval’s Theorem). Y yer f(y)? = > yerr f(x)?.

If S is a subspace of F}, let St ={y: (x,y) = 0 for all x € S} denote its dual subspace. If S is
k-dimensional, S+ is (n — k)-dimensional.

Lemma 2.17. Let S C F} be a subspace and fs denote the uniform probability distribution on

S. That 1s,
'I .
o SN
¢ _ IS] ify
s(y) { 0 otherwise
Then,
1 . 1
N _f w ifxeS
fslx) = { 0 otherwise

®Note that there are two inner products at play here, one over F} and the other over ]Rzn, and we are abusing
notation by denoting them both as (-, ).
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In particular, let S C F} be an (n — 1)-dimensional subspace which can equivalently be denoted as
(the dual subspace) S = {0, v} for some v € F}. Thenby Lemma 2.17,

1 .
%\S(y) — 2nH 1fU G{O)V}
0, otherwise

Let f: F} — R,g:F} — R be two real-valued functions on F} and F}' respectively. Their tensor
product f® g : IFE’L“/ — R is a real-valued function on F?Jr“/ such that

(f® g)(x,y) := f(x) - g(y) for all x € F},y € IFQ/.

Assume X,Y are two independent random variables on [} and FE‘/ respectively, and f, g are the
probability mass functions of X,Y. Then f ® g is the probability mass function of (X,Y), as

Pr[(X,Y) = (x,y)] = Pr[X =x] - Pr[Y = y] = f(x) - g(y) = (f ® g)(x,y).
The Fourier transform of the tensor equals the tensor of the Fourier transforms.

—

Lemma 2.18 (Fourier transform of a Tensor). For any f:F} = R,g: IFTZ‘/ - R, fog= fo g.

2.5 Tail Bounds

Theorem 2.19 (Bernstein’s Bound). Let Xj,...,XN be a sequence of independent bounded
random variables such that ‘Xi — E[Xi]‘ <b for allie [N]. Let X = Z]i\]:] Xi, then

1.2

Pr|X—BIX > 7] < emp(— )
3
1.2
Pr X~ BIX < ] < exp(~ 2T,
3

Theorem 2.20 (Martingale version of Bernstein’s Bound [CLO06]). Let Xj,...,Xn be real value
random variables such that

e There exists a sequence of random variables §1,...,8N, called filters
o §; determines X; and §i—j

o Var[X; | §in1] < of, for any i € [N]

o E[X; | §in] =0, for any i € [N]

e X; <b for allie [N].

Then, we have

N 1.2
5T
pof3 x| <o ).
= 1
i=1 Zi:] Giz + EbT
Corollary 2.21. Let Xy,...,XN be real value random wvariables such that

14



There exists a sequence of random variables §1,...,8N, called filters

§i determaines X; and §i_1

Var[X; | §i1] < of, for any i€ [N]

E[X; | §i1] < @i, for any i € [N]
e X;<ai+b forallie [N].

Then, we have
N N 1.2

Pr[;Xi—Zai > fr] < exp(—ZNZT).

2 1
i i=1 0y + 3071

3 Pairwise Independence of SPNs

The main result of this section is a proof of pairwise independence of the 3-round substitution-
permutation network (see Figure 2) where the non-linear S-box is the patched inverse function
over Fyn, used in the AES block cipher. We will show that the 3-round SPN is e-close to pairwise
independent for a constant € < 1/2, and note that an application of the MPR amplification lemma
(Lemma 2.6) gives us 2-90)_closeness to pairwise independence in 3r rounds.

In Section 3.1, we start with our main technical result, an S-boz extraction lemma, which says
that when the input difference of a single round of SPN has sufficient Rény: entropy, the output
difference is close to uniformly random. We follow this up by describing mixing functions and their
properties in Section 3.2. In Section 3.3, we then use the S-box extraction lemma and properties of
mixing functions to show our main result, namely the pairwise independence of 3-round SPN. The
reader is encouraged to refer back to Section 2.4 for relevant facts about discrete Fourier analysis
as and when necessary.

3.1 The S-box Extraction Lemma

Before we state the S-box extraction lemma, we describe how it will be used to show the pairwise
independence of SPNs. As noted in Lemma 2.7, it is sufficient to show that the distribution of
output differences on any two inputs is close to uniformly random.

Consider the scenario in the last round of a substitution-permutation network, as illustrated in
Figure 3. Before the last round, we will show that the input difference already has high (Rényi)
entropy. Indeed, we will show that if there is one round of S-boxes and mixing before the last round,
A; has large entropy for any i € [k]; and if there are two rounds of S-boxes and mixing before the
last round, the joint distribution of (Aq,...,Ax) has (proportionally) high entropy. The question
we ask then is, is the output (difference) vector (A],...,A]) close to uniform? The extraction
lemma provides an affirmative answer to this question.

Lemma 3.1 (The S-Box Extraction Lemma). Let k,b be positive integers and n = bk. Let D
be a distribution over (Fg)k and constder the following probabilistic process called Sampp.

15



*****

Ay ——® S-box ——> A}

3 Ay ———F S-box ——> A 3

Ay, ———@1 S-box —— A]

high Rényi entropy input é almost uniform output

Figure 3: Application Scenario of the Extraction Lemma

1. Sample (vi,...,v) < D. Let Sy,...,S¢ be (b — 1)-dimenstonal subspaces where each
Si = {0,vi}" is the subspace orthogonal to vj.

2. For each i € [k], sample x; «+ S; tndependently at random, and output (X1,...,Xx).

For any T C [K], let vi denote the concatenation of (vi)ict, let D1 denote the distribution
of vt, let Hy[Dy] denote its Rényi entropy. Then, the statistical distance between the joint

distribution of (x1,...,xx) and the uniform distribution over ]ng 1s at most
% Z 2—-Ha[Dr] |
TC[K),T#2

In particular, we have:

e Weak Extraction: Assume that for all i € k], Hy[vi] > h for a fized real h < b.Then
the statistical distance between the joint distribution of (xi1,...,xx) and the uniform

2k—1
2h

distribution over F5* is at most % .

e Strong Extraction: Assume that for any T C [k], Ho[vr] > h-|T| where vr denotes the
concatenation of (vi)iet. Then the statistical distance between the joint distribution of
(X1y...,xx) and the uniform distribution over ng 15 at most

R

whach, in turn, is at most Zh% assuming k < 2M.

Proof. Let f denote the probability mass function of Sampp. That is, f(x1, ..., Xx) is the probability
that Sampp outputs (x1,...,xx). Let p(vq,...,vx) denote the probability assigned by the distribu-
tion D to (v1,...,Vvk) and let ¢s denote the probability mass function of the uniform distribution
over the subspace S C }Fg. Then,

fxynxi) = ) PV i) - s, (1) - s, (x2) - s, (i)

v1,...,vk€IF‘2’
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where S; = {0, v;}" is an implicit function of v;, as before. We will write this as

f= Z PVIyeey Vi) - (d)s] ®¢Sz®---®¢5k)

b
V1., VKEFS

We are interested in the statistical distance drv(f,1t) = J||f — s, where u is the uniform distri-
bution over F8*. It suffices to bound || — 1|3 since

If —wlf < 20| —ull7 = 22°)|F — Q3. (1)

where the inequality comes from Cauchy-Schwartz and the equality comes from Parseval’s theorem
(Lemma 2.16).

The Fourier transform of f equals

?(yh v )yk) = Z Pwviyevic) H (/I\)Sl (yl)

A% ,...,\)kE]FE ie(k]

Observe that by Lemma 2.17, (f)gi is 0 everywhere except for E|\>gi (vi) = El\)gi(O) = 1/2°. Thus the

only inputs (yi,...,yx) on which ?\(yh ..+yYk) # 0 are those in the set {0, v1} x {0, vz} x ... x{0, vy}
Thus,

~ 1 .
flyry...,yx) = 7ok Pr[v; = y; for all 1 s.t. y; # 0]. (2)

The {;-norm of the Fourier transform of f —u can then be computed as

H?_QHEZ Z P,y

Y1 v--»ykeFlz)
(Ul )“wyk)#o

= Z Z ?Z(UU---)yk)

TCIk Y1 ,...,ykGFE
T#D y;£0 iff ieT

1
=Y Y g Prvi=yferalic TR (3)

TCIK yi,...,yx€FY
T#@ y;£0 iff ieT

Let vr := (vi)ieT denote the vector v restricted to indices in T, let Dt denote the distribution
of vy, and let fT denote the probability mass function of Dt. Then,°

A 2 1 ) 1 _H,[Dy]

Hf—{le < Sk Z IFrllz = 22kb Z Z (4)
TCIK] TC[K]
T4o T#2

Combining with equation (1) concludes the proof of the general case.

dry(f,u) < = - 2% |f =1, <

N —
N —

8The first inequality symbol in the equation is tight, if Vi,..., Vi are always non-zero.
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Setting 1: Weak Extraction. Assume for any i € [k|, Hy[Dy] > h. Then, for any non-empty
set T C [k], we have H,[Dr] > h. Therefore, combining with equation (5),

dTV(f) U) <

Setting 2: Strong Extraction. Assume for any T C [k], Ho[D] > h - |T|. Then

r s 5 (7= (e ) -
EE

using the binomial expansion. Combining with equation (5), we have

<1+21—h)k—1.

If we additionally assume that k < 2", then

k
e2h —
drvlfyu) < 3/ (1 2h —2v —z\/zh'

The last inequality symbol holds only if 2% < 1.256...., which follows from the condition k < 2. [

We remark that Fourier analysis can be bypassed here. The above proof uses Fourier analysis to
bound the collision probability. There is an alternative proof of the extraction lemma in Section C
that bounds the collision probability using “elementary” non-Fourier methods.

Comparing Figure 3 with the statement of the extraction lemma. The outstanding contrast is
that the extraction lemma assumes a very specific linear algebra structure. That is, consider the
domain as vector space IFE’, the output (difference) vector is sampled as a random vector orthogonal
to the input (difference) vector. While in each round of SPN, the input is subtracted by the random
key and then feed into the S-box. The output difference is not sampled uniformly from a subspace.

However, we hope the two can be bridged by change of variables. Say we start with two inputs
differing A, let A’ denote the difference after key-subtraction and S-box. We hope there exist 1-to-1
mappings Ty, TMout : Fyp — IFE’ such that 7oyt (A’) is a random vector orthogonal to 71, (A).

Figure 4 illustrates the property we are looking for. Although it cannot be exactly satisfied by
any S-box — we know 7oyt (A’) doesn’t equal x by distribution, because A =0 & A’ =0 — we
show that pragmatic S-boxes almost satisfy the property.

Assuming the S-box is the patched inverse function, the following lemma shows that 7tou(A’)
is statistically close to a random vector orthogonal to 7;,(A), as long as A # 0.

Lemma 3.2. Assume S-boz is the patched inverse P(x) = x2"=2. There ezist 1-to-1 mappings

Tlin, Tout : Fop — Fg such that for any non-zero A € Fyv, letting A’ denotes a random variable
defined by
A :=P(r) = P(r+A)

18



Fyo 3 A D1 S-box A" € Fyp
ﬂil{”“ilﬂ ﬂoutlTﬂodt
FS>v x € F§

Sample random x s.t. (x,v) =0

Figure 4: Subtracting Key followed by S-box ~ Subspace Sampling, mod-
ulo Change of Variables

for a uniformly random v € F,v, the statistical distance between Tioui(A') and the uniform
distribution over {0,y (A)}- is no more than 2%.

Proof. As shown in Lemma 2.14 (from [Nyb93]),

PrlA’ =8| = ¢ 2% 8=z L if Tr(55) =0
0, ow. 0, ow.

Define 7oyt (x) = x2"=2 to be the patched inverse as well. Then

2 . 2 )
Primou(A) —x] = {2 X=4 J5 dfx70and Tr(z) =0
0, o.w. 0, ow.

As show in Lemma 2.10, x +— Tr(%) is linear function over F,. Define 7,(A) as the coefficient
vector of x +— Tr(%). Then

Prirou(A’) = x] = {zzb’ fx=A n {zzb’ if x # 0 and (miy(A),x) =0

0, 0.W. 0, 0.W.

Apparently, the statistical distance between 7oy (A’) and the uniform distance over {0, 7, (A)}: is

2
%. O

The following lemma shows the analogous statement for the cube function. The proof is deferred
to the full version [LTV21].

Lemma 3.3. Assume S-boz is the cube function P(x) = x> over Fy, where b is odd’. There
exist 1-to-1 mappings Tin, Tout : Frp — IF;’ such that for any mon-zero A € Fy, letting A’
denote a random variable defined by

A" :=P(r)—P(r+A)

for a uniformly random 1 € Fyv, ot (A') is the uniform distribution over {0,y (A)} .

"The condition on b being odd is necessary to ensure that P is a permutation.
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Proof. We want to compute the probability

Pr[A’=38]= Pr [P+ (r+A) =3

T%sz

The equation can be rewritten as A2 +A2r+A3+8 = 0, a quadratic equation in r. By Corollary 2.12,
this has two solutions for r when

Tr(A(A +8)/A%) = Tr(1) + Tr(8/A%) = 0,
and no solution otherwise. Note that Tr(1) = 0 if b is odd, therefore,

&, if Tr(8/A%) = 0;
PI[A,N{zb, if Tr(5/A3) = 0

0, otherwise.

As show in Lemma 2.10, x — Tr(x/A3) is linear function over F,. Define m,(A) as the coefficient
vector of x — Tr(x/A3), define 7oyt as the identical function. Then

2 B
Pr[ﬂout(A’) =x] = {Zb’ if <7T1n(A)>X> =0
O) O0.W.

In other words, 7tou(A’) is the uniform distribution over {0, 7, (A)}*. O

In Section 3.4 we are going to analyze AES. The S-box in AES is called Rijndael S-box, which
is not exactly the patched inverse function. Rijndael S-box is the composition of the patched
inverse function and an affine transformation. The following lemma shows that the additional
affine transformation makes little difference.

Lemma 3.4. Assume S-boz is P(x) = A(xzbfz), where A is an affine permutation over IFE.
There exist 1-to-1 mappings Tin, Tout : Fpp — IE“Z’. For any non-zero A € Fy,, let A’ denote a
random variable defined by

A =P()—P(r+A)

for a uniformly random r € F,p. The statistical distance between oy (A’) and the uniform

distribution over {0, i, (A)}- is no more than 2%

Proof. As we are analyzing the differences, any additive constant in the affine function A has no
effect. Thus we can safely assume A is a linear permutation.
When input difference is A, the output difference is

A, = P(r) - P(T+ A) = A(sz_z) _A((T+ A)zb—Z) — A(sz_z . (T + A)zb_z).

Define A* = 12°~2 — (v + A)zb_z, then A’ = A(A*).

Lemma 3.2 shows that there exists 71, Tout such that 7y (A*) is close to uniform distribution
over {0, 7ty (A)}. Define 7t/ (x) i= Tout (A7'(x)). Then 7t/ 4 (A") = Tout (A7 (A")) = Mot (A*), which
is close to uniform distribution over {0, 7t, (A)}. Thus 7y, 71}, are what we need. O
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3.2 Properties of Mixing Functions

Before proceeding to show the almost-pairwise independence of SPN constructions using the ex-
traction lemma, we describe properties that we need the mixing functions to satisfy. We define two
such properties below and prove some elementary statements about them.

The first property that we call diffuston requires that if one of the input blocks of the (typically
linear) function M : (Fu)* — (F,v)* has sufficient entropy and the distribution of the k input blocks
are independent, then each output block has large entropy. It is not hard to see that both the
sufficient entropy condition and the independence condition on the input are necessary for such
a statement to be true. Looking ahead, this property will turn out to be useful in the first layer
(or the first few layers) of the SPN where we wish to propagate differences in one input block to
differences in all of them.

Property 1 (Diffusion). Let M : (Fp)* — (Fp)* be a function. Let Hy € {Hy,Ho} be an
entropy function.® Let Xj,...,Xy be independent random variables over F such that there
exists an i for which Hy(X;) > h for a real h, and let (Y1,...,Yy) := M(Xq,...,Xx). M 1s
diffusing +f

for all i€ [k], Hy(Y;) > h.

We now show a sufficient condition for a function to be diffusing.

Lemma 3.5. If M € (F,5)*** is a matriz with no zero entry, the linear mapping x — Mx is
diffusing (i.e. satisfies Property 1).

Proof. Without loss of generality, assume that Hy(X5) > h. Then for any j € [k], Yj can be written
as
YVi=maXa () myyXy)
2<j'<k
Observe that X; has entropy at least h bits conditioned on any fixed values of Xj; = xj (due to
independence of the input blocks). Thus

ch(Yi) > Hoc(miJX]) = Hoc(X1)- 0

The second property that we call entropy-preservation requires that if all of the input blocks
of the (typically linear) function M : (F,)* — (IF,u)* have sufficient entropy and the distribution
of the k blocks are independent, then each collection of output blocks have large joint entropy.
Looking ahead, this property will turn out to be useful in the subsequent layers of the SPN to
ensure that the mixing layers do not reduce the entropy. As one might expect, this property comes
for free if M is an invertible linear map.

Property 2 (Entropy Preservation). A function M : (F,5)* — (F,5)* 4s entropy preserving if for
any entropy function Hy € {Hy,Hy}, for any real h, for any independent random variables

8We only consider min-entropy and Rényi entropy in this work. While the results can be extended to other
entropy functions as well.
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Xiy..., Xy over Fy such that Hy(Xi) > h for all i € [K], letting (Y1,...,Yx) := M(Xq,...,Xx),
we have
Hoc(Yip---aYis) >s-h

for any {i1,...,1s} C [k].

Lemma 3.6. If M € (Fyu ) 4s an invertible matriz, the mapping x — Mx is entropy-
preserving (i.e. satisfies Property 2).

Proof. W.l.o.g., it suffices to show (Yi,...,Y;) has large min-entropy (or Rényi entropy) for any
s € [k].

Let My, 1. denotes the sub-matrix of M that consists the first s rows. Then (Y7,...,Y;) =
Mis1x (X1, ..., Xk). Because M is full-rank, its sub-matrix M. 1 has full row-rank. Thus My 1.k
must has an s x s full-rank sub-matrix. Without loss of generality, assume the first s columns of
Mi:s,1x form a full-rank matrix, denoted by My 1.

(YI) .. -)Ys) = M]:s,l:s(xh .. -)Xs) + M]:s,s+]:k(Xs+1a- . -)Xk)-

Thus Hoc(Yl)---aYs) > Hoc(Mlzs,lzs(Xh---)Xs)) = Hoc(Xh---)Xs) >s-h [

Connection to Branch Number. The branch number of a matrix M € (F,,)*** is defined to
be
br(M) = max,¢(p , v (Wt(a) +wt(Mo))

2b
where wt denotes the Hamming weight. Having an optimal branch number is considered a desirable
feature for mixing functions [Dae95, KHL'02]. An observation by Miles and Viola [MV15] says
that any matrix with the maximal branching number of k + 1 also satisfies properties 1 and 2,
although the converse does not necessarily hold.

3.3 Proofs of Pairwise Independence

In this section, we show several proofs of pairwise independence of SPNs using the patched inverse
function P(x) = x2°~2 over the finite field Fy,. The first result (Theorem 3.7) applies in a regime
where k < b is relatively small; here, the result says that a 2-round SPN is close to pairwise
independent. The second result (Theorem 3.8) is much more general and applies to large k as long
as k < 2°7%: here, the result says that a 3-round SPN is close to pairwise independent.

Theorem 3.7. Assume the S-boz is P(x) = x2"2 over Fy assume the mizing function is
diffusing, that s, it satisfies Property 1. Then a 2-round SPN with k blocks each of which
has b bits 1s e-close to 2-wise independent where

2+4k 2k —1
€es 5

Proof. Naming the variables as in Figure 5, fix any set of input differences Ay 1,..., Ay which are
not all zero. We wish to show that the distribution of (A3 ,4;,,...,4;,) is e-close to uniform. By
Lemma 2.7, this implies e-closeness to pairwise independence. We proceed via a hybrid argument.
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Figure 5: Illustration of the proof of Theorem 3.7. Inv denotes the patched inversion function over
F,v, that is Inv(x) = x2"2,

Hybrid 0. (Aj;,A},,...,4;,]) are as in the SPN construction illustrated in Figure 5.

Hybrid 1. Pick some j where Ay # 0, and note that the distribution of A{)j is (2/2°)-close to
uniformly random over a subset of size 2" (Corollary 2.15). Call this uniform distribution D] e
We have HZ(D{J—) > HOO(D]’J) =b—1.

Hybrid 1 is the same as hybrid 0 except that we replace A{)j by a vector drawn from the
distribution D] e The statistical distance from Hybrid 0 is at most 2%.

Claim Assume that the mixing function satisfies Property 1. In Hybrid 1, Hy[A;;] > Hoo[Az3] >
b—1forallie [K].

Hybrid 2. In this hybrid, we change the way Aé,i is sampled based on A;;. In particular:

e When A;; = 6 # 0, the distribution of nout(Aé‘i) conditioning on Ay; = 0 is 2%—close to
uniform distribution over {0, 7, (8)}*.

e When Ay; =0, Aﬁ,i is chosen to be uniformly random.

Let us calculate the statistical distance between hybrids 1 and 2. The first bullet introduces a
statistical distance of at most 2k/2°. The probability that a fixex coordinate Ay; 1s 0 is at most
2/2°, and therefore, the probability that some coordinate is 0 is at most 2k/2°. In total, the
statistical distance is at most ‘2%‘.

By applying our extraction lemma (Lemma 3.1), we know that, in hybrid 2, the joint distribution

. k_ .
of Ajy,..., A}, is at most gbﬁ] -away from uniform.

Putting everything together, the statistical distance between (Aih ceny Aé,k) and the uniform dis-

k_
2+4k + 21 n

tribution is at most <75 SoeT
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Figure 6: Illustration of the proof of Theorem 3.8 and Lemma 3.9

Theorem 3.8. Assume the S-boz is patched inverse P(x) = xzbfz, assume the mizing function

satisfies Property 1 and Property 2. Then 3-round SPN 1s e-close to 2-wise independent

where

< 2+ 8k k
€ S b + sz
Proof. Name the variables as in Figure 6, fix any set of input differences Ay,...,A;x which are
not all zero. We wish to show that the distribution of (AéJ, .. "Aé,k) is e-close to uniform. By

Lemma 2.7, this implies e-closeness to pairwise independence. We proceed via a hybrid argument.
Hybrid 0. Hybrid 0 is the real world hybrid that is illustrated in Figure 6.

Hybrid 1. Pick some j where A;; # 0. W.lo.g., assume A;; # 0. Note that the distribution
of A{ 1 is (2/2%)-close to uniformly random over a subset of size 2°~' (Corollary 2.15). Call this
uniform distribution D]’J. We have HOO(D{J) =b—1.

Hybrid 1 is the same as hybrid 0 except that we replace A] 1 by a random sample from the
distribution Dj ;. The statistical distance from Hybrid 0 is at most 2%

Claim Assume that the mixing function satisfies Property 1. In Hybrid 1, H[Az5] > b —1 for
all j € [k].

Hybrid 2. In this hybrid, we ensure Ay; # O for all j € [k]. Formally, hybrid 2 is the same as
hybrid 1 except that we replace A;; by 1 if A;; = 0 in hybrid 1. The statistical distance from

Hybrid 1 is at most %—‘b‘.

Lemma 3.9 shows that the joint distribution of (Aé)l, e Aé,k) is (% + %)-close to uniform
in hybrid 2.
Putting everything together, the statistical distance between (A;,...,A;3,) and the uniform dis-
tribution is at most szﬂfk + \/2%. O
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Lemma 3.9. Assume the S-box is patched inverse P(x) = xzbfz, assume the mizing function

satisfies Property 2. Starting with a pair of inputs, whose difference is entry-wise-nonzero,
after a 2-round SPN, the statistical distance between the output difference and the uniform

distribution 1s no more than % + 2%

Proof. Name the variables as the last two rounds in Figure 6, fix any set of input differences
Ay 1y...,A2x which are all non-zero. We wish to show that the distribution of (AgJ, .. ->A§,k) is
e-close to uniform. We proceed via a hybrid argument.

Hybrid 0. Hybrid 0 is the real world hybrid.

Hybrid 1. Since A;; # 0 for all j € [k], the distribution of Aé,j is (2/2°)-close to uniformly
random over a subset of size 2°~! (Corollary 2.15). Call this uniform distribution Dz/,j- We have
Heo(D3;) =b—1.

Hybrid 1 is the same as hybrid 0 except that we replace Aé)j by a vector drawn from the
distribution D, ; for each j € [k]. The statistical distance from Hybrid 0 is at most %—E

Claim Assume that the mixing function satisfies Property 2. In Hybrid 1, H[A3;] > b —1 for
all j € [k].

Hybrid 2. In this hybrid, we change the way Aé,j is sampled based on Aj;. In particular:

e When A3z; = & # 0, the distribution of ﬂout(Agyj) conditioning on Az; = 0 is 2%—close to
uniform distribution over {0, 7, (8)}*. Let ﬁout(Aé)j) sampled uniformly from {0, 71, ()} in
hybrid 2.

e When Az; =0, Aé,j is chosen to be uniformly random in hybrid 2.

Let us calculate the statistical distance between hybrids 1 and 2. The first bullet introduces a
statistical distance of at most 2k/2°. The probability that a fixed coordinate Az is 0 is at most
2/2°, and therefore, the probability that some coordinate is 0 is at most 2k/2°. In total, the
statistical distance is at most ‘2%‘.

By applying our extraction lemma® (Lemma 3.1), we know that, in hybrid 2, the joint distri-

bution of A3 ;,..., Az, is at most w/z%—away from uniform.

Counting them together, the statistical distance between (AéJ’ ceny Aé,k) and the uniform dis-

. . . 6k k
tribution is at most 75 + 4/ 5%- O
90ur extraction lemma also requires k < 2°~'". In the case k > 2°~', Lemma 3.9 can be trivially proved as
drvy <1< g—lf +4/5%5-
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3.4 AES is Almost Pairwise-Independent

Good asymptotic bounds have been shown in Theorem 3.7 and 3.8, but the analysis there is way
too loose on AES parameter (k = 16, b = 8). This section emphasizes on better concrete bound.
Comparing with Section 3.3, the concrete bound is improved by the following tricks.

/ k
e Lemma 3.1 shows that the statistical distance is less than ]Z . (1 + zih) — 1, which is less
than zh% The former is tighter. In particular, when k =16, b = 8, h = —log, (2% + 22%),
the former shows dpy < 0.18357... < %, and the latter shows dpy < 0.25.

e Lemma 3.10 is the strengthening of Lemma 3.9. Besides using the tighter bound from
Lemma 3.1, it also considers Rényi entropy instead of min-entropy.

e Theorem 3.12 is the strengthening of Theorem 3.8. The proof of Theorem 3.12 (resp. Theo-
rem 3.8) shows that after two rounds of AES (resp. one round of SPN), all block differences are
non-zero with high probability. Then ignoring the rare event, Lemma 3.10 (resp. Lemma 3.9)
will conclude the proof.

The proof of Theorem 3.12 also carefully analyzes the rare event that some block difference
is zero after 2 rounds of AES. It observes that, given the rare event happens, after two more
rounds, all block differences will be non-zero with high probability.

Lemma 3.10 (Strengthening of Lemma 3.9). Assume the S-boz ts patched inverse P(x) =
xzbfz, assume the mizing function satisfies Property 2. Starting with a pair of inputs, whose
difference s entry-wise-nonzero, after a 2-round SPN, the statistical distance between the
output difference and the uniform distribution s no more than ‘2‘—5 —|—% (142-M)k—1, where
h =—log; (55 + 5% ) -

In particular, when k =16, b =8, we have dpy < 6‘%&‘7.

Proof. The proof is mostly the same of Lemma 3.9. Name the variables as the last two rounds in
Figure 6, fix any set of input differences A;,...,A; which are all non-zero. We wish to show
that the distribution of (Ag,n ceey Aé,k) is e-close to uniform. We proceed via a hybrid argument.

Hybrid 0. Hybrid 0 is the real world hybrid.

The input difference Aj;,...,A;y are all non-zero, therefore by Corollary 2.15, the Rényi
entropy of Aii is at least h = —log, (2% + 2%) for any i € [K].

The mixing function of AES satisfies Property 2, so for any s < k and for any {i;,...,is} C [k,
we have Hz [Agm yooey A3,i5] >s- h.

Hybrid 1. In this hybrid, we change the way Aé,j is sampled based on Aj;. In particular:

e When A3z; = & # 0, the distribution of ﬂout(AgJ) conditioning on Az; = 0 is 2%—close to

uniform distribution over {0, 7, (8)}" in hybrid 0. Let ﬁout(Aéd) sampled uniformly from
{0, T (8)} in hybrid 1.

e When Az; =0, Aé,j is chosen to be uniformly random in hybrid 1.
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Figure 7: Illustration of the proof of Theorem 3.12 and Lemma 3.11

Let us calculate the statistical distance between hybrids 1 and 2. The first bullet introduces a
statistical distance of at most 2k/2°. The probability that a fixed coordinate A3 is 0 is at most
2/2°, and therefore, the probability that some coordinate is 0 is at most 2k/2°. In total, the
statistical distance is at most %_

By applying our extraction lemma (Lemma 3.1), we know the jointly distribution of 75yt (Agy] Jyuun
Tlout (A3 ) is at most % (1 +2-h)k — 1-away from uniform in hybrid 1.

Counting them together, the statistical distance between (A;,...,A;3,) and the uniform dis-

tribution is at most ‘2‘—5 + %\/ (T+27h)k—1. O

Lemma 3.11. Starting with a pair of distinct inputs, after 2-round of AES, including a

tatling linear mizing, the output difference has zero entry with probability no more than %—;

Proof. Comparing with the analysis proving Theorem 3.8, an extra round is required so that every

output block (difference) is non-zero with high probability. Because the mixing function in AES
does not satisfy Property 1.

The proof is illustrated in Figure 7. Fix any set of input differences A;,...,A 16 which are
not all zero. After the i-th round of S-boxes, Ai"j is generated based on A;;. After applying the i-th
mixing, (A{;,...,4{) is mapped to (Aii1,,...,Ais1,16). We wish to show that Azs,...,Az16 are

not all non-zero with high probability. We proceed via a hybrid argument.
Hybrid 0. The real world hybrid.

Hybrid 1. Pick some j where A;; # 0. W.l.o.g., assume Ay # 0. Note that the distribution of
A qis (2/2°)-close to uniformly random over a subset of size 2’ (Corollary 2.15). Call this uniform
distribution Dy ;. We have Hw (D7 ;) =7.
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Hybrid 1 is the same as hybrid 0 except that we replace A} 1 by a random sample from the
distribution D 1 The statistical distance from Hybrid 0 is at most 21—7

Hybrid 2. The AES domain is typically represented as a 4 x 4 matrix of bytes. The mixing
function of AES will carries the entropy of the first entry to every entry in the first column.
Since HOO(A{J) = 7 in hybrid 1, after applying the mixing function, we have H(A;;) > 7 for
j €{1,5,9,13} (i.e., the coordinates in @)

In Hybrid 2, we ensure Ay to be non-zero for j € {1,5,9,13} (i.e., ). Formally, hybrid 2 is
the same as hybrid 1 except that we replace A ; by 1if A;; = 0 in hybrid 1 for each j € {1,5,9,13}.
The statistical distance from Hybrid 0 is at most 24—7.

Hybrid 3. Until further notice, the following analysis are conditioning on (Ay1,...,A216) =
(82,1y.+.,0216). The conditioning simplifies the analysis as it removes the dependency.

Note that, for each j € {1,5,9,13} (i.e., @), Ay; = 85 # 0, thus the distribution of Aé)j
is (2/2°)-close to uniformly random over a subset of size 2’ (Corollary 2.15). Call this uniform
distribution DZ’J. We have HOO(DZ’J) =7.

Hybrid 3 is the same as hybrid 2 except that we replace Aij by a random sample from the

distribution Dz’,j for each j € {1,5,9,13} (i.e., E) The statistical distance from Hybrid 2 is at
most %.

The mixing function of AES will carries the entropy of the first entry (13-th entry, 9-th entry,
5-th entry, resp.) to every entry in the first column (second column, third column, fourth column,
resp.). Since Hoo(Aij) = 7 for j € {1,5,9,13} (i.e., the coordinates in @) in hybrid 3, after
applying the mixing function, we have Ho.(A3;) > 7 for all j € [16]. Thus, Pr[3j,Az; = 0] < ;—?.

The analysis so far is conditioning on (Az1,...,A216) = (02,1,...,02716). By the law of total
probability, we have Pr[3j, A3; = 0] < ;—5 in hybrid 3, without conditioning.

Putting everything together, the probability that Az;,...,A;316 has zero entry is no more than

H“;# in the real world. O

Theorem 3.12. 6-round of AES 1s 0.472-close to pairwise independence.

Proof. The proof is illustrated in Figure 7. Fix any set of input differences A;,..., A6 which
are not all zero. After the i-th round of S-boxes, Ai’)j is generated based on A;;. After applying the
i-th mixing, (A{;,...,A{;) is mapped to (Ai411,...,Aiy1,16). We wish to show that Af,,..., Af ¢
are not all non-zero with high probability. By Lemma 2.7, this implies 0.472-closeness to pairwise
independence.

Lemma 3.11 shows that after 2-round of AES (namely, Sbox-mix-Sbox-mix), Az 1,...,A3 16 are
all non-zero with probability at least 1 — %—? Combining with Lemma 3.10, we have 4-round AES
is %—close to pairwise independence. We need the statistical distance to be smaller than a half.

Let C denotes the event that Jj,A3; = 0. Then Lemma 3.11 shows that Pr[C] < %—? We
consider the statistical distance between the output distance and uniform distance, conditioning
on C and —C respectively.
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Conditioning on C, since there are still 4 rounds left, the conditional output distribution is
close to pairwise independence.

Conditioning on —C, Lemma 3.10 shows that the (conditional) distribution of A!U’ ... ’A‘/U ¢ 1s

%—dose from uniform in statistical distance. The last two rounds of AES will not increase the

statistical distance from uniform.
The (unconditional) statistical distance can be bounded by the convex combination

11 151
d < — .P -/ —_—
TV < 5o PrioCl+ 5

151
256

Pr[C] < 0.472. O

3.5 Multi-round SPNs and AES

We now combine the bounds from Theorems 3.7, 3.8, and 3.12 with the MPR amplification lemma
(Lemma 2.6) to obtain the following theorems.

Theorem 3.13. Assume the S-boz s P(x) = x2"2 over Fy assume the mizing function is
diffusing, that s, it satisfies Property 1. Then a (2r)-round SPN with k blocks each of which
has b bits 1s e-close to 2-wise independent where

.
2+4k 2k —1
1
e<? <2b + 2b+1>'

Further, if the mizing function additionally satisfies Property 2, then (3r)-round SPN 1is
€-close to 2-wise independent where

Theorem 3.14. 6r-round AES is 27 1(0.472)"-close to pairwise independence.

4 t-wise Independence of KAC

" round consists of applying a public,

In this section, we consider a key-alternating cipher whose it
fized permutation p; to the current state followed by adding a (private) round-key s;. The main
result of this section is that for every r, there exist public permutations py,...,p, such that r
rounds of KAC using these permutations gets us close to (r— o(r))-wise independence. We achieve
a strong notion of pointwise closeness (see definition 4.2) much stronger than the statistical distance
measures considered in previous sections. Furthermore, it is easy to see that a t-round KAC can at
best be (close to) t-wise independence, due to a simple entropy argument, meaning that our result
is nearly optimal and entropy-preserving.

We remark that this is an ezxistential result: namely, we do not explicitly construct the fixed
permutations used by the KAC, but merely show that they exist. Indeed, we show that most
permutations work, as is typical of probabilistic arguments. We also remark that the permutations
P1, ..., Pr are fixed and known to the adversary, thus the only secret randomness in the construction
comes from the round keys s;.

We start with some new notations. We encourage the reader to consult Section 2.5 for tail
bounds that are extensively used in our analysis.
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4.1 Definitions and Notations

Let © denote the domain and let 2™ = N := |®|. Throughout this report, we will consider many
distribution of permutations over ©. Permutation distributions will be denoted by calligraphic
letters (e.g. F,G,H). A random choice of a permutation from such a distribution will act as a key
for the KAC. Here are two simple examples of permutation distributions:

Example 1 (Shift permutations). Denoted by S, the uniform distribution over
{os:x—x+s|se D},

which consists of all shift permutations og that additively shifts the input by s. The definition
assumes ® to be a group. The support of S is of size N.

Example 2 (Linear permutations). Denoted by L, the uniform distribution over
{lgp:x—ax+b|laecD\{0}be D},

which consists of all linear permutations over ©. The definition assumes ® to be a field.
The support of L is of size N(N —1).

We now define a notation for composition of permutations, the cornerstone of the KAC con-
struction.

Definition 4.1 (Composition). Let F,G be distributions over permutations, and let p be a
permutation over ®. Their compositions are defined as

F op 1s the distribution of fop where f — F,
p oG 1s the distribution of p o g where g + G,
F oG 1s the distribution of f o g where f « F,g « G independently.

As a quick example of composition, SoL=LoS = L.

Key Alternating Cipher. Given the language of permutation distributions from above, we can
give an alternative definition of key-alternating ciphers (KACs). A t-round KAC is parametered
by fixed permutations p1,...,pi—1, and is the composition

SoproSoproSopzo---opi_108S.
In words, this means picking t round-keys s1,...,st ¢ ® and letting

fspyse (X) = st +Pro1(8¢—1 +Ppr2(st—2 +...))

repeated t — 1 times

as illustrated in Figure 1.
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Pointwise Closeness to t-wise Independence. Finally, we define the notion of being pointwise
close to t-wise independent which we achieve. The lemma that follows asserts that this is a stronger
notion than being close to t-wise independent (Definition 2.5), a notion that we worked with in
Section 4. This only makes the results of this section stronger.

Definition 4.2 (pointwise close to t-wise independence). Let F be a distribution over permu-
tations. F 1s pointwise e-close to t-wise independence if for any distinct x1,...,% € © and
any distinct yi,...,yt €9,

1—e¢ 1+e)

fErF f(x1) =y1 A f(x2) =ya A= - Aflxy) :Ut} € (W’W .

Lemma 4.3. If a permutation distribution F 1s pointwise e-close to t-wise independence,
then F 1s also e-close to t-wise independence.

We also observe that composition preserves closeness to t-wise independence.

Lemma 4.4. Let F be a permutation distribution that is pointwise e-close to t-urse indepen-
dence. For any permutation distribution G, F oG 1s pointwise e-close to t-wise independence.

4.2 Existential Results for Key Alternating Ciphers

In this section, we will prove our main existential result, that is, for some r = t + o(t) + s, there
exist permutations py,...,pr such that a r-round KAC using these permutations is exp(—s)-close
to t-wise independent.

The result is proved by a careful induction that combines two steps.

e Independence Amplification: Lemma 4.6 shows that if F is pointwise e-close to t-wise
independent, then Sopo F is pointwise (c(14¢)t? log N)-close to (t+ 1)-wise independent, for
most permutations p and for some constant ¢ > 1. In other words, one more KAC round takes
you from very t-wise independent to somewhat (t + 1)-wise independent. It is important
to note that even though the distance of the resulting permutation is c(1 + ¢)t?log N > 1,
this is still a non-trivial pointwise guarantee.

In fact, one can inductively apply Lemma 4.6 and conclude that t-round KAC is pointwise
((t1)?*(clog N)*1)-close to t-wise independence, starting from just 1-wise independence. As
mentioned before, although the distance is much larger than 1, this is a non-trivial statement,
because it is about pointwise closeness.

e Distance Amplification: Lemma 4.7 will reduce the distance to t-wise independence by
adding more rounds. Say F is pointwise e-close to t-wise independent and is pointwise ¢’-
close to (t + 1)-wise independent, where ¢’ > ¢. l.e., F is very close to t-wise independent
and somewhat close to (t + 1)-wise independent. Lemma 4.7 shows that adding one more
round makes it much closer to (t+ 1)-wise independent. More formally, Sop o F is pointwise

e't

(5 + C)(é—m))—close to (t + 1)-wise independent, for most permutations p.
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Figure 8: Illustration of the Inductive Proof using Lemmas 4.6, 4.7.

Iterated applications of Lemmas 4.6 and 4.7 takes us very close to t-wise independence in 2t
rounds. Indeed, it is not hard to see that one can do even better: between any two successive
applications of distance amplification, one can afford to do a large number (=~ log N/loglog N
many) of iterations of independence amplification. Therefore, to get to t-wise independence, it
suffices to work with a (t + o(t))-round KAC.

For example, 1-round KAC is 1-wise independent. Then, 2-round KAC is O(log N)-close to 2-
wise independent, due to Lemma 4.6. By adding one more round, Lemma 4.7 shows that 3-round
KAC is O(@)-dose to 2-wise independent. Figure 8 illustrates the progression of the inductive
argument.

More generally, we show:

Theorem 4.5 (Main KAC Theorem). For every t, let v = t 4+ o(t). There ezist fized per-
mutations p1,...,pr such that the r-round key-alternating cipher is 1/NN_close to t-wise
independent.

The theorem follows from Lemma 4.6 and Lemma 4.7 below whose proofs are deferred to the
full version [LT'V21]. Before proceeding to the proof, we remark that the proof shows more: that
an overwhelming fraction of choices of permutations pi,...,pr give us a t-wise independent KAC.

4.3 Independence Amplification

We first show how to go from a very t-wise independent permutation to a somewhat (t + 1)-wise
independent permutation by adding one round of the key-alternating cipher.

Lemma 4.6. Let F be a distribution which is pointwise e¢-close to {-wise independence. At
least 1 —1/NY1 of the possible permutations p satisfy the property that Sop o F is pointwise
O((1 + €)(t + 1)%log N)-close to (t + 1)-wise independence.
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Proof. We need to show that for most existence of some fixed p, such that for any distinct

X1y...yXtr] € D and for any distinct yq,...,y1 € D, the probability
Pr [(Gs opof)(xi) =yi,..., (05 0pof)(xes1) zym]
s f—F
is close to ﬁ

We prove the statement using a probabilistic argument. Sample the permutation p uniformly
at random. Define random variable Xs (whose randomness comes merely from p) as the probability

Xs = Pr [(Gsopof)(m) =Y1y..., (05 0p o f)(x¢s1) :Ut+1}-
fF
Then obviously,
1
s<—£),1¥<—]-'|:(08 opof)(x1) =yi,..., (05 0pof)(xe1) :Ut+1:| =N %Xs.
S

We need to analyze the random variable X;. In particular, we have to find out the support and
expectation of X;.

Xs:= Pr |(osopof)(x1) =yi,...,(0s0pof)(x¢s1) :Ut+1:|

= Pr |f(x1)=p (Y1 —8)y-- o, fxer1) =P (Y1 — S)}

< Pr [f(x1) =p (Y1 —8)y.e oy Fxe) = p " (ye — S)]

EX,] —E Pr [(osopof)m) Y1y, (05 0p o F)(xern) ym}
p p f—F

=Pr {f(m) =p (Y1 — )y, Flxes1) =P (Yeg1 — 8)]

1
= Not

If {Xs}sep are independent, then the concentration of % > _scp Xs follows from Chernoff bound.
Unfortunately, {Xs}sep are not independent. Instead, they are almost independent, and can be
analyzed by martingales.

Sort all elements in © into 2(t+1) sequences (51,1y. .+, S1,N; )y (82,15 -+« 5y S2No )y« + oy (S2(441),15 - - =5 S2(t41),N,
such that

(t+l))

o for any j € [2(t+ 1)],¢ € [t] and for any 1 <1 < i’ < Nj, we have Yy, — sj; # Y1 — Sji/,
e for any j € [2(t + 1)], the size of {y, — si[¢ € [t + 1],1 < N;} is no more than %

The existence of such sequences is guaranteed by the following algorithm
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1: Initialize Nj = 0 for j € [2(t 4 1)]

2: Initialize set Qj = & for j € [2(t +1)]

3: for all s € ® do

4: Find some j € [2(t + 1)] satisfying Y1 — s € Q; and |Q;] < %
5 Set Nj — Nj+ 1, sjN; s

6 SetQjHQjU{yg—s]!le[t—H]}

The existence of j in line 4 is guaranteed by two facts:

1. Z]. |Qj| < N(t+1). It holds because at any time during the algorithm, |Q;] < N;(t + 1) and
Z]. N; < N. The fact implies that [QO;] < N/2 for at least t + 1 distinct j’s.

2. Yiy1 — s is contained by at most t of Oj’s. Let & := yiy1 —s. O is added to one of Q;’s
only when the for loop hits one of y; — 3§, ...,Yi+1 — 0. In the current iteration, for loop hits
s = Yir1 — O. Before that, 5 was added to one of Q;’s for at most t times.

Once D is divided into 2(t+ 1) sequences, we can prove, for each j € [2(t+1)], the concentration
of ZI\]:H Xs;; using tail bound of martingale. We need to show that the conditional distribution of
Xs;; given Xg , + -+ + Xs;,, has good properties. In particular, we would like to show that for
each j € [2(t+ 1)],1 € [N;], the conditional expectation

XS)"‘[ + -+ Xs]',iq = Z}

is close to @ for any possible z. Define Q;; as

Qji = {ye —sji [ Lelt+1),i' < i}.

Note that Xs;, +--- + Xy, , is determined by the value of p*1 on set ;; 1, thus it suffices to
bound the expectation of Xs; ; conditioning on the values of p! (Qj1-1).
For any Z € ©'%.i-1l,

IE:{X p Qi) = Z}

St

= 5?]5 [f(xﬂ =P (Y1 =8y FXet1) = P (Yo — S1) ’ p Qi) = Z}

= Pr [f(m) =p (Y1 — i)y fx) =p Ny —si0) | P (Q4im1) = Z]

pif

foa) =p (Y1 — 80y r Fx0) =P (Ye — 85,0), P Q1) = Z

. Erg |:f(Xt+]) = Pfl (Y1 — 8j,1)

< 1+e¢ ‘ 1
NN Q] —t
< 2(1+ s).
As Xs;, € 10, 1]\%], we have
_ 2(1+¢)?
N . - < 2 0,
Var|Xe,, | P (@1) = 2] <EX [ (@0) = Z) < g




Thus by Corollary 2.21, (Formally, the filters are defined as §; :==p~' Q1))

2(1+¢) I
Pr [Z X =Ny = > T] < exp (N- T (1+a]1>'
iN—pNDZ T3 NC
Let T = 1Nif”r’, then
N; 1,12 1,12
2(T+¢) 1+c¢ T 5T
Pr{ Xsi; — Nj - 0 > T,:| < exp( 27) < exp (—27)
N 1 t = N = ]
= N== N* + T+3-7

Choose v/ = 3(t+ 1) InN +1In(2(t+ 1)) = O(tlog N), then for each j < 2(t+1)

2(1+¢) 1+c¢ 1
By union bound over all j <2(t+1),
1+4¢€) 1+¢ 1
PI[ZX ~N- NM >2(t+1) - B+ 1) InN +1n(2(t + 1)))} NEEE
s€D
That is, with probability 1 — ﬁ (over the random choice of p),
ZX +¢) 2(1 +e)(t+1DB(t+1)InN+In(2(t+1)))  O((T+e&)(t+ 1)?log N)
N s = Nt+1 N - Nt = N .
s€D
The proof is completed by a union bound over all possible X1,..., X417, Y1y - -+ Ytt+1- O

4.4 Distance Amplification

We now show how to go from a permutation that is close to t-wise independent and somewhat
(t + 1)-wise independent permutation into a close to (t + 1)-wise independent permutation by
adding one round of the key-alternating cipher.

Lemma 4.7. Let F be a permutation distribution that is pointwise e-close to t-wise indepen-
dence and is pointwise ¢’-close to (t+1)-wise independence. At least 1—1/N'! of the possible
permutations p satisfy the property that S op o F s pointwise (e +4e'(t+1){/In N/N) -close
to (t+ 1)-wise independence.

Proof. For any distinct xj,...,xi11 € © and for any distinct yi,...,Yir1 € D, define a random
variable X for each s € © as

Xs:= Pr |(osopof)(x1) =yi1y...,(0s0opof)(xer1) = Yi1]-
feF

The definition is the same as in the proof of Lemma 4.6.
As F is pointwise e-close to t-wise independence and pointwise ¢’-close to (t+ 1)-wise indepen-

. ! ’
dence, X; lays in [0, Rl N [T, sy ).

Similar to the proof of Lemma 4.6, sort all elements in © into

t+
T sequences {S] 1} ] ie[N;]

where u < 1 is a parameter we will choose later, such that
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* 2jey Nj =N

e define Qj,i = {yg — 8§ i/ e lt+ ]],i/ < 1}

t+1

e for any j € [T],i € [N;], we have Y1 — 851 & Q511

e for any j € [%],i € [N;], we have |Q;;| < uN

The existence of such sequences is guaranteed by the following algorithm

1
u
1: Initialize Nj =0 for j € [%]

2: Initialize set ;o = @ for j € [%]

3: for all s € ©® do

4: Find the smallest j satisfying yi+1 — s € Qjn; and |Qj N, | < BN
5 Seth<—Nj+1,sj,Nj<—s

6 Set -Qj,Nj — Qj,Nj—1 U {ye —S ‘ Lelt+ ”}

The correctness of the algorithm can be analyzed the same way as in Lemma 4.6.

Let W, denote the random variable p~' (y, — sji) for £ € [t+1]. For any Z € D!%.i-11 we want
to bound
E[x

p Qi) = Z}
pl

Sji

=E Ig[xsm P (Q)i1) = z,wh...,wt} ]p—‘ (Qji1) = Z} (6)

Ig E?[f(m) =Wy, f(xe1) = Wi ‘Pfl(Qj,H) ZZ,Wh---)Wt}

p Q) = Z]
To do so, it suffices to bound the following for any wy,...,wy, € D,

Pr[f(x1) = Wiy oo, Fxeen) = Weat | 71Q300) = ZWo = wiyo, We =y

p,flL
= 51]{ f(x1) =wi, ..., flxi) = wy, flxe1) = Wiy ‘ PQyi1) =Z, Wy =wy,... W, :Wk}
7
= fErf [f(xﬂ =W1,..., f(x¢) = wi, f(xe1) = Wt+1} (7)
Wi 1D\ (ZU{wq,...,wi })
= E Pr{fx =wi,..., f(xt) = wy, f(x =W, }
vonE [H (1) = Wiy f(x0) = W, Flxen) = Weps }

It is hard to proceed the above analysis because of Z. For a moment, let us ignore the existence
of Z, and consider another random variable

ﬁf_’rf [f(Xﬂ = Wi, f(xy) = wy, flxe1) = Wt+1]» (8)

where the randomness comes from Wi i1 « D \ {wy,...,wy}. To estimate the support of (8), as F
is pointwise ¢’-close to (t + 1)-wise independence,

Pr [f()q) =wiy .. f(x) = w, fxe) = Wt+1} € [ (9)

1—¢ 1+¢
f—F '

Nl Nl
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To bound the expectation of (8), as F is pointwise ¢-close to t-wise independence,

E P |:f — e f = f e W i|
B P [ =i T =i Tlren) = Waan ]
— Pr [10x1) = Wiy F(x0) = Wiy flx1) = Wag |

f—F
Wt+] %@\{W] v--»wk}

= f(l:_)r}_|:f(x1) =Wy, ..., f(x¢) :Wt]

(10)
Pr [f(XtH) = Wi ) f(x1) =wi, ...y flxi) :Wt:|
f—F
Wt+]<_©\{wly---)wk}
1
= Pr[tx) =wi,..., flx) =wi| -

T—e 1+¢
= [N R

Combining (9) and (10) gives an estimation of (7). We now know the random variable (8) lays in
[:\;—i, ]]\If—i], and its expectation is in [ﬁ, ﬁ], then what is its expectation conditioning on an
event'® of probability no less than 1 — pu? By the law of total expectation it’s easy to show that
the conditional expectation, which is (7), lays in the range [(1 — Hm )/NEL (1 + ”“5 )/NM],

Then combine with (6), we have

: 1— £]+u£’ 1+ £]+u£’
p_ (-O-j,i_]):Z:|€|: Nﬂu’ NJﬁL]H:|

E X,
E|Xs,

By the Azuma bound,

1+ Eﬂw 272 1 T 2
Pr [,Z Xou =N e~ 2 ’f} = exp (_W> = eXp(‘zTN(W) )
Symmetrically,
| 1 T \2
—H
PI[Z Ko =N T S_T} <eXp(_z N(s//NM> ):

i€[N;]

As we are going to use union bound, we have to ensure that the tail probability is no more
than m (Among the denominator: 2 is for union bound of the Azuma bound in two
n

directions; % is for the union bound over all tfﬂ sequences; N2(t*1) is for the union bound

over all (X1y...,Xt11,Y1y-++,Yt+1); the remaining N**' is the bound we need.) Thus we choose

In2+1n(51)+3(t+1) In N- \Fm\! /3(t+1) I N-y/ZaN .
T= \/ NET Ntf]l " . By union bound, at least 1 — ﬁ of the

10Conditional on the event that Wy, ¢ Z.
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possible permutations p satisfy the properties that

14 s’ le - /At+ 1IN - V2N
ZXSSN' 1,u+t+ € (t+1)InN-/2u

1 t+ J
SED N== H N==
1— S8 e /At ) InN - ZpN
ZXS 2 N- N1 a o Nt )
sED
f D Then Sopo F twi £+u€/+£/ SLADFIANY ooy
Or ANy Xiy...,Xt+1yYly---sYtr1 € D. Then P is pointwise ( == TN -close to
(t + 1)-wise independence.
The distance is
! 'V/8(t+1)3InN 8(t+1)3InN/N
e—i—ua_i_e\/(#—)n §£+£'(u+\/(+)n/>.
T—n VuN Vi
To minimize the distance, we choose u = f/ 4(t+1)3InN/N. Then distance becomes
e+e'(1+V2)(t+1)3/4InN/N < e +4¢'(t+1)/InN/N. O
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A Pairwise Independence — Two-round Convergence

While this follows directly from our result on SPN, we give here a direct (and tighter) proof that
two rounds of a key-alternating cipher with block size n with the inverse permutation P(x) = x*" 2
are enough to obtain convergence to pairwise-independence. As a bonus, we obtain a nearly tight

bound on the differential probabilities of this S-box thanks to the direct analysis.

Theorem A.l. Assume that n s even. The two-round key alternating cipher with invese
permutation 1s (% + 2zin)-close to pairunse-independent. Thus, for n > 4, the statistical
distance from uniform is at most 2%

We note that experimental validation suggests that the real bound is closer (c/2™) for some
¢ < 2. The proof below is somewhat loose, and perhaps unavoidably so.

Proof. (of Theorem A.1.) For two any fixed inputs with difference 0, we consider the probability
distribution of the output differences. Because of the final key xored to the output, it follows by a
standard argument that the distance from uniform of the two outputs is at most the distance from
uniform of the output difference.

The probability that an input difference of & # 0 results in an output difference of &’ is
Zy 20 Ps,yPy,8” where p g is the differential probability for the inverse permutation mapping dif-
ference « to difference f3.

Case 1: 6 =08'. Ify=056"=(58")", then
PoyPys = (4/2") =16/2°"

In all other cases (y # 0,87') of which there are 2"~' — 2, we have
Psypyer = (2/27)7 =4/2%"

In total,

16 4 4 8
Zp&vpv,é’ = om T (2“—2)2711 =5n T om
v#0

Case 2: & # 6'. The set of all B (= y~') such that Tr(67'B) = Tr((8)"B) is a subspace of
dimension n—2, by Lemma 2.13. However, since the elements of the subspace are assigned slightly
different probabilities, we will need to consider three further subcases.

Subcase 2.1: Tr(5(8’)7') =Tr(8’6"') = 0. In this case,

on 4 4.2 1 4
Zpé‘yp%é/ - Z -3 2211 +2: 22n = Zin + 22n
Y#0
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Subcase 2.2: Tr(5(8’)7') =Tr(8’6~') = 1. In this case,

m 4 1 4
2 Psabys =7 1) 5w =5~ om
Y70

This is the case since ps (5/)1 = Ps-1,5 = 0.

Subcase 2.3: Tr(5(8')7") # Tr(8’6~"). In this case,

o 4 4.2 1
D Porpve =7 —2)5m + 5m = 5
Y#0

By Proposition 2.4, to compute the total variation distance from uniform, it suffices to consider
5’ that fall into cases 1 and 2.1 since those are exactly the 6’ whose the probability is more than
1/(2™ — 1), the uniform probability density. We also use the fact that the number of &’ that fall
into case 2.1 is at most 2"/2.

The statistical distance from the uniform distribution over Fyn \ {0} is therefore

o< (X8 T N 2 4 0
W\ "2 1) T2\ T v

37 3
S\t To

9 7
Sz.zn""ﬁ

For large enough n (in particular, n > 4), this is at most zin O
Finally, Lemma 2.6 gives us the following direct corollary.

Corollary A.2. Assume that n > 4 1is even. Then, the 2t-round key-alternating cipher with

permutation P(x) =x*" 2% is (;—S)t—close to pairwise-independent.

B Attack against 4-wise Independence

We show that for a modest number of rounds r < 2", the function family key alternating cipher
with permutation P(x) = x?" 2 is not 4-wise independent. The attack is essentially the same as
the interpolation attack of Jakobsen and Knudsen [JK97].

The main observation here is that the output of the function can be written as a rational
function of x where the numerator and denominator are linear functions in x. This result should
be seen in contrast to a result of Carlitz [Car53] who shows that with a large number, in particular
290 rounds, the key alternating cipher with permutation P would actually be indistinguishable
from a truly random permutation. Indeed, for such large number of rounds, it is impossible to
write the output as a rational function due to the inevitable emergence of the zero input. For
convenience, in the following, we note by Fl{’;}ﬁ K the r-round key-alternating cipher without the
final key XORed to the output. (It is clear that the attack can be extended with this final key.)
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Lemma B.1. For every v, with probability 1 — 57 over a random choice of Ky,...,K; ¢ Fon,

there are Ly, L, L3 € Fy such that

F]()T]]ﬁ N (X) = (X + L] ) . (sz + L3)71

Proof. We prove this by induction. For r=0,1; =0, =0and L3 =1.
Assume the statement is true for i. Then:

» _ )
Fl(’t; ,)...,Kr(x) = (Fl(’t%(l,...,Ki,] (x) +Kp) ™!

x + L -1
(25 Lk
<L2X + L3 * 1)
Lyx + L3
(KiI_z + 1)7( + (KiLg + L])

which is of the same form as well. The only way this fails is if one of the numerators in the
expression turns out to be 0. The probability of this happening for any one of the r rounds is at
most /2™, O

Given Lemma B.1, the attack is simple. Every evaluation of F gives us a linear equation in
L;,L; and L3. Three such linearly independent equations suffice to recover them and we can use
the fourth to check that these are indeed correct.

A Note on AES and 4-wise Independence. The fact that there is way to break the 4-wise
independence of a function so closely related to AES might give us some pause. However, when
one extends the function family by performing the inverse function in parallel on small blocks and
mixing them in every round, just like AES does, the attack as above seems to dissipate. This is
because the number of unknowns [; grows exponentially with k, the number of parallel invocations
of the S-box.

B.1 Warm-up: Pointwise t-wise Independence of Generalized KAC

This section shows that the generalized KAC defined below is t-wise independent. This is intended
as a warmup to the main results of Section 4 and can be skipped on a first read.
A t-round generalized KAC is the composition

FroFyo...0F,
where Fi,. .., Fi are permutations distributions with (presumably) low entropy. Then KAC is the
special case by letting /1 =Sovpy, ..., Fio1 =Sopi1, Ft =S.
The simplified question is to find permutation distributions Fi,..., F; with low max-entropy,

such that the their composition (i.e., t-round gKAC) is close to t- or (t — O(1))-wise independent.
The plan is to prove by induction. Assume F is (close to) t-wise independent. Sample H as
the uniform distribution over a random subset of permutations. Then we want to prove H o F is
close to (t + 1)-wise independent.
Start with a concrete example F = £, which is 2-wise independent.
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Lemma B.2. Sample H as a random collection of M permutations. Let H also denote the
uniform distribution over H. Then H o L 1s pointwise e-close to 3-wise independent with
probability 1 — exp(6log(N) — O(e?M/N)).

Proof. For any distinct x1,x2,x3 € ®© and distinct y;,y2,ys € O, we need to show that the number
of (h,£) € H x L satisfying

(€6, h(E0)) Rlex3))) = (1,92, u3) (11)

MNZ

is close to ~{3

= % Equivalently, Eq. (11) can be written as

(h "y, h T 2),h 7 (a)) = (20, ), ex)).

By the nature of L, the triples (ﬂ()q ), (x2), (’,(X3)) are all distinct.’’ Thus it suffices show that the
number of h € H such that

(vl ) € { (e, il ) | e £ (12)

is close to % The set in the right-hand side of (12) is of size N2. A random permutation h
satisfies (12) with probability E—é = 5.

‘H consists of M randomly sampled permutations, let #h temporarily denote the number of
h € H that satisfies (12). By Bernstein’s bound,

2

3T )
Var[#h] + %T '

Pr“#h— ]\fz‘ >T:| §2-exp(—

N

As #h is sum of independent Bernoulli, Var[#h] < E[#h] = %, thus

2¢? My

M M
_ <2 — .
PID#h N—2‘>€N—2]_2 exp( T+1eN-2

The proof is finished by a union bound over all x1,x2,%3,Y1,Y2,Y3. O

Lemma B.3. Assume F is a permutation distribution that is pointwise (A — 1)-close to t-
wise independent. Sample H as a collection of M permutations. Let H also denote the
uniform distribution over H. Then H o F s pointwise €-close to (t + 1)-wise independent
with probability 1 —exp(2(t + 1)1log(N) — @(e2M/AN)).

Proof. Consider any distinct x1,...,x¢y1 € © and distinct yi,...,ytr1 € O, we need to show that
WP [h(f(m) = Y1 Rl xin) =ym} (13)

is close to 7. Note that (13) equals to

Nt+1 .

1
M };{fig: [f(m) =h Y1)y flxen) =R (Ut+1)]-

11 A stronger statement holds: for any two distinct €,¢’ € £, we have (£(x1),£(x2)) # (£/(x1),2(x2)).
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Define py, as

= P fx0) =1 (g1 ) = )|

Obviously pn > 0. As F is pointWise (A—T)-close to t-wise independent, p;, < )‘t 12 For a random
permutation h, we have Ey, [ph] = NH‘ and Varp[py] < W
‘H consists of M randomly sampled permutations, by Bernstein’s bound,

1.2
M T
- . 2
PrDth NM‘>T <2 exp( SV +77>.
heH NLNEEL T 3N
The case we care about is when T = Net—]\f], in such case

b 1 1 e ], 7 (Geer 5 Te? M
' ‘M};{ph_NtH’>Nt+1 = 'eXp(_ AM L6M>_ 'eXp(_)\u 'N—t)'

Recall that 7= >, .., Pr equals to (13).
The proof is finished by a union bound over all Xq,...,Xt41, Y1y, Yti1- O

C Alternative Proof of the Extraction Lemma

Our extraction lemma (Lemma 3.1) assumes a specific arithmetic structure on the S-boxes, namely,
the output (difference) of the S-box is a random vector orthogonal to the input (difference). This
section, shows that the arithmetic structure required in the extraction lemma is not necessary.
We will present an alternative proof of the extraction lemma. The core of the new proof is to
bound Rényi entropy and collision probability, both of which are essentially the {;-norm. This also
explains why the Fourier analysis is so effective and gives such a clean and succinct proof of the
extraction lemma.

Lemma C.1. Let k,b be positive integers and n = bk. Let Q be a finite set of size 2°. For
each v € Q), there is a set S, C Q satisfying,

1Sy > zb*1 for all v € Q,

ISy ﬁ|§u|| <5 for all distinct v,u € Q.

Syl
Let D be a distribution over QF and consider the following probabilistic process called Sampp.
1. Sample (vi,...,v¢) « D.
2. For each i € [K], sample x; + S,, independently at random, and output (x1,...,Xx).

For any T C [K], let v denote the concatenation of (vi)ict, let Dy denote the distribution
of vr, let Hy[Dy] denote its Rényi entropy. Then, the statistical distance between the joint

distribution of (x1,...,xx) and the uniform distribution over QF is at most
1
— —H,[Dr]
e
TC[K), T#D
12 A stronger statement holds: for any zi,...,z¢, we have Pre_ z[f(x1) = z1,...,f(x¢) = 2] < 2¢

NL-
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Lemma C.1 implies the extraction lemma (Lemma 3.1). The two lemmas have the same con-
clusion, while the hypothesis of the former is weaker. Let set ) be Flz’. Let each S, = {0, v} be
the subspace orthogonal to v. Then the hypothesis of Lemma C.1 is satisfied:

e [S,| =27 for all v # 0; and |So| = 2°.

S..NS b—2 .-
SulSel _ 2 1 for non-zero distinct u,v; and

— |5uﬂ50| _ |Su‘
|SuHSv\ T 2b-1.2b—1 7 2b

[Sul-ISol ™ [Sul-2®

= Zib for non-zero u.

Proof of Lemma C.1. Assume (x],...,X;) is independently sampled from Sampp and (vi,...,V})
is the intermediate variable. Then the connection between Rényi entropy and collision probability
implies that Pr[vy = vf] = 27HP1) for each T C [k] and Pr[(xi,...,xx) = (x],...,x})] =
27H2[X1,...,Xk]_

We start by expending the collision probability using the law of total probability,

Pr[(x1,...,xk) = (X1/>"'>X1/<)}

= Z Pr[(x1,...,xk):(x{,...,xﬁ) ‘Vi,vi:v{ = ieT} Pr[Vi,vi:v{ = ieT]|.
TCIK]

(14)

For each T C [k],

Pr[(xh...,xk) = (X]yennyXy) ‘Vi,vi:v{ = ieT}
= HPr[xi:x{}vi:vﬂ -HPr[xi:x{ | vi # v{]

ieT igT
1 1
< H 201" H 2b
ieT igT
pill
= ZW'

Thus Equation (14) becomes

2/ . .
Pr|(x7,...,xx) :(x{,...,x{{)] < Z ﬁPr[Vl,vi:v{ = 1€T}.
TCIK]

48



Then hinted by the inclusion-exclusion principle,

Pr[(xh... Xk) = (X]yonny X{J]

<Z zkaI[Vl vl—v — IET}

TCk]
:ﬁ y 5 Pr[Vi,vi:v{ = ieT}
TCKIT'CT
1 15
Y Y Pr[Vi,vizv{ = ieT} (15)

T/Clk] T/CTC[K]

—% Z Pr[Vi eT v :v{]

T/C[K]
—H,[D+/
o X 2,
T/ClK]
Similar to the proof of Lemma 3.1, we define f as the probability mass function of (x1,...,%n)

and let u denote the uniform distribution over Q. Equation (15) essentially shows an upper bound
of ||f||3. The {;-norm is tightly related to the {, distance from uniform.

1 y-HDr] _ ] 1 ~H,[Dy]
If — w3 = Wzmijz S e DM
TCIK TC[kl,T#2
The proof concludes with Cauchy-Schwartz.

doy (f, 1) = Hf ulh <+ \/Zkb||f w2 = ¢ Y 2-Hlv, 0

k|, T#@
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