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Abstract

The Ring-LWE over two-to-power cyclotomic integer rings has been
the hard computational problem for lattice cryptographic construction-
s. Its hardness and the conjectured hardness of approximating ideal-
SIVP for ideal lattices in two-to-power cyclotomic fields have been the
fundamental open problems in lattice cryptography and computational
number theory. In our previous paper we presented a general theory
of subset attack in classical computation model on the Ring-LWE with
not only the Gaussian error distribution but also general error distribu-
tions. By the usage of our subset attack from sublattice quadruples we
prove that the decision (then the search version) Ring-LWE over two-
to-power cyclotomic integer rings with certain sufficiently large poly-
nomially bounded modulus parameters when degrees d,, = 2"~! going
to the infinity can be solved by a polynomial (in d,,) time algorithm
for wide error distributions with widths in the range of Peikert-Regev-
Stephens-Davidowitz hardness reduction results in their STOC 2017
paper. Hence we also prove that approximating ideal-STV P,qy(d,)
with some polynomial factors for ideal lattices in two-to-power cy-
clotomic fields can be solved within the quantum polynomial time.
Therefore post-quantum lattice cryptographic constructions can not
be based on the "hardness” of Ring-LWE over two-to-power cyclotom-
ic integer rings even in the classical computational model.
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1 Introduction

1.1 SVP and SIVP

A lattice L is a discrete subgroup in R™ generated by several linear in-
dependent vectors bi,...,b,, over the ring of integers, where m < n,
L :={aibi+ -+ anbm : a1 € Z,...,a,,, € Z}. The volume vol(L) of
this lattice is \/det(B - BT), where B := (b;;) is the m X n generator matrix
of this lattice, b; = (bj1,...,bin) € R™ i = 1,---,m, are base vectors of
this lattice. The length of the shortest non-zero lattice vectors is denoted by
A1(L). The well-known shortest vector problem (SVP) is defined as follows.
Given an arbitrary Z basis of an arbitrary lattice L to find a lattice vector
with length A;(L) (see [37]). The approximating shortest vector problem
SV Pf(my is to find some lattice vectors of length within f(m)A1(L) where
f(m) is an approximating factor as a function of the lattice dimension m
(see [37]). The Shortest Independent Vectors Problem (SIV P,y,) is de-
fined as follows. Given an arbitrary Z basis of an arbitrary lattice L of
dimension m, to find m independent lattice vectors such that the maximum
length of these m lattice vectors is upper bounded by 7(m)A,, (L), where
Am/(L) is the m-th Minkowski’s successive minima of lattice L (see [37]).
A breakthrough result of M. Ajtai [5] showed that SVP is NP-hard under
the randomized reduction. Another breakthrough proved by Micciancio as-
serts that approximating SVP within a constant factor is NP-hard under
the randomized reduction (see [37]). For the latest development we refer
to the paper of Khot [25]. It was proved that approximating SVP within
a quasi-polynomial factor is NP-hard under the randomized reduction. For
the hardness results about SV P and SIV P we refer to [25, 26, 49].

1.2 Algebraic number fields

The Ring-LWE was introduced in [32] and has been the computational hard
problem for lattice cryptography. It was suggested in [32] that the Ring-
LWE over the integer ring Z[¢,,] = Z[z]/(Pm(x)) of m-th cyclotomic fields,
where m = 2", ®,,,(z) = chd(mu«):l(az —¢&J)) is a cyclotomic polynomial, &,
is a primitive m-th root of unity, can be used for lattice-based cryptographic
constructions. For example homomorphic encryption standard suggested in
[3] was based on Ring-LWE over two-to-power cyclotomic rings. Cyclotomic
number fields was first originated from Kummers pioneering work on Fer-
mats last Theorem (see [50]). In general an algebraic number field is a finite
degree extension of the rational number field Q. Let K be an algebraic num-
ber field and Rk be its ring of integers in K. From the primitive element



theorem there exists an element § € K such that K = Q[z]/(f) = QIf],
where f(x) € Z[z] is an irreducible monic polynomial satisfying f(0) = 0
(see [18, 7]). It is well-known there is a positive definite inner product on
K ® C defined by < u,v >= ¢ 04(u)o;(v), where o, i = 1,...,d, are d
embedings of K in C, and © is complex conjugate. Sometimes we use ||u||¢,
to represent (X%, 0;(u)o;(u))/2. This is also the norm with respect to the
canonical embedding (see [32]). An ideal in Rk is a subset of Rk which is
closed under the ring addition and the multiplication by an arbitrary ele-
ment in Rkg. An ideal is a sublattice in Rk of dimension deg(K/Q). For an
ideal I C Rk, the (algebraic) norm of ideal I is defined by the cardinality
N(I) = |Rk/I|, we have N(I-J) = N(I)N(J). For a principal ideal xRk
generated by an element x, then N(x) = N(xRxk), we refer to [7, 17] for the
detail. The algebraic number field has the nice symmetry property reflected
in the following lower bound (see [32] Lemma 2.9) for a fraction ideal I,

VAN @)V < )\ (T).

The dual of a lattice L C K of rank deg(K/Q) is defined by LY = {x €
K,trg/g(ax) € Z,Va € L}. An order O C K in a number field K is a
subring of K which is a lattice with rank equal to deg(K/Q). We refer to
[17, 18, 7] for number theoretic properties of orders in number fields.

Let &, be a primitive n-th root of unity, the n-th cyclotomic polynomial
Dy, is defined as @, (x) = [17_1 gea(jmy=1(z — ¢J). This is a monic irreducible
polynomial in Z[z] of degree ¢(n), where ¢ is the Euler function. The n-th
cyclotomic field is Q(&,) = Qlz]/(®Pn(x)). When n = p is an odd prime
®p(z) = 2P +aP~2 4+ 4+ +1 and when n = p™, Opm(z) = ép(m’pm_l)
(zP" )Pl 4. 422" 4 1. The ring of integers in Q(&,) is exactly Z[¢,] =
Z[z]/ (P (z)) (see Theorem 2.6 in [52]). Hence the cyclotomic number field
QI¢r]) is a monogenic field. The discriminant of the cyclotomic field (also
the discriminant of the cyclotomic polynomial ®,,) is

#(n)
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A polynomial f(X) = X"+ ap_1 X" 1+ -+ a1 X + ap € Z[X] satisfies
the condition of the Eisenstein criterion at a prime p, if p|a; for 0 <i <n-—1
and p? not dividing ag. A polynomial satisfying this condition is irreducible
in Z[z| from the Eisenstein criterion (see [7, 18]).



1.3 Gaussian and discrete Gaussian

Set ps.c(x) = e~mIx=cll?/s* for any vector ¢ in R™ and any s > 0, ps = P50
p = p1. The Gaussian distribution around c with width s is defined by its

probability density function D¢ = Psgirfx), Vx € R™.

1.3.1 Discretization

For any discrete subset A C R" we set ps ¢(A) = XxcApsc(x) and D (A) =
YxeaDsc(x). Let L C R™ be a dimension n lattice, the discrete Gaussian
distribution over L is the probability distribution over L defined by

DS,C (X) _ Ps,c (X)
DS,C(L) Ps,c(L)

Vx € L, DL,s,c =

When ¢ = 0, the discrete Gaussian distribution is denoted by Dr,s. We
refer to [36] for the properties of discrete Gaussian distributions.

1.3.2 Width with the canonical embedding

The Gaussian distribution depends on coordinates and the norm. We need
to pay special attention to coordinates (or the basis with which coordinates
are obtained) and the norm used when we say the "width” of a Gaussian
distribution. The ”canonical embedding’ was used to define the Gaussian
distribution on K ® R (see [32, 33, 43, 10]). We recall the analysis in [10].
Set ® : K — H the canonical embedding defined on the number field
K = QJx]/(f) where f is a degree n irreducible polynomial over Q and
ai,...,an in C are n roots of f. We refer the definition of the space H
to Subsection 2.2 in [33]. Set Ny the inverse of the Vandermonde matrix
' 1)19-,]5” and B the following matrix.

(™

I, O 0
0 %132 i
0 LI, LI,
V2752 /2782
Here there are s1 real roots of f and 2s5 conjugate complex roots of f. Hence
s1+ 2s9 =n. Let r = (ry,...,7,) where r1,...,r, are n positive real num-
bers. If z;, i = 1,...,n, is sampled independently from the Gaussian distri-

bution with width r;, then coordinate vector with respect to the polynomial



base 1,z,...,2" of K® R from the Gaussian distribution with parameter
r (with respect to the canonical embedding ®) is Ny -B - (x1,...,2,)7. Set

N,
[IN¢[|]2 = max ” ”iﬁcl‘ where x € R? takes all non-zero vectors. In the case

r = (o/,...,0"), if in the dual form of the Ring-LWE problem we set the
width of the Gaussian distribution with respect to the canonical embedding
is o, then o’ < ||Ny¢||2 - max{|f'(a1)|,...,|f (on)|} - 0. Here f’is the deriva-
tive of the defining equation f(z) of the number field.

1.4 Plain LWE, Ring-LWE, LWE over number field lattices
and module-LWE

Plain LWE

O. Regev proposed the plain LWE and lattice-based cryptographic con-
struction based on it in his paper [47]. We also refer to [48] for a survey.
Let n be the security parameter, ¢ be an integer modulus and y be an error
distribution over Z,. Let s € Z; be a secret chosen uniformly at random.
Given access to d samples of the form

(a,a-s+elq) € Zg x Zy,

or
1 n
(a, E[a~s—i— elg) € Zqg x R/Z,

where a € Zj are chosen uniformly at random and e are sampled from the
error distribution y, the search LWE is to recover the secret s. In general
X is the discrete Gaussian distribution with the width ¢. Here a-s = Xa;s;
is the inner product of two vectors in Z(’;. Solving decision LW E,, 4 4., is to
distinguish with non-negligible probability whether (A,b) € Z;‘Xd X Zg is
sampled uniformly at random, or if it is of the form (A, A" -s + e) where e
is sampled from the distribution x. Here [a-s + €], is the residue class in
the interval (=2, Z]. We refer to [48] for the detail and the background.

Ring-LWE

In [34] the algebraic structure of ring was first considered for the hard-
ness of computational problems of lattices, we also refer to [30, 31]. This
Ring-SIS (Short Integer Solution over Ring, see [34]) problem is an analogue
of Ajtai’s SIS problem. The one-wayness of some functions was proved in



[34] by assuming the hardness of some computational problems of ideal lat-
tices (cyclic lattices). In their Eurocrypt 2010 paper [32] the Ring-LWE was
proposed and then extended in [33]. We refer to the nice survey [42] for the
history of development, the theory and cryptographic constructions based on
Ring-LWE and Ring-SIS. In particular suggested homomorphic encryption
standard [3] was based on Ring-LWE over two-to-power cyclotomic integer
rings.

If the Zy in plain LWE is replaced by P, = P /qP where P = Z[z]/(f),
f(z) is a monic irreducible polynomial of degree n in Z[z], this is the
polynomial learning with errors (Poly-LWE or PLWE). The inner prod-
uct a-s = Ya;s; is replaced by the multiplication a - s in the ring P,. The
error distribution y is defined as the discrete Gaussian distributions with
respect to the basis 1,z,2%,...,2" ! (see [23, 10]). We refer to [51] for
relations and reductions between Ring-LWE and Poly-LWE. In general ar-
bitrary number of samples can be accessed to distinguish the the samples
from the the Ring-LWE equation and the uniformly distributed samples. In
the hardness reduction result in [32] only polynomially many samples are
allowed for the adversary.

If the Zy is replaced by (Rk), = Rk/qRk where Rk is the ring
of integers in an algebraic number field K of degree n, this is the Ring-
LWE, learning with errors over the ring Rk. The secret s is in the dual
(Rk"); = Rk"/qRk" and a € Rk, is chosen uniformly at random. The
inner product a-s = Ya;s; is replaced by the multiplication a- s in (RKv)q.
The error e is in (Rk"), = Rk"/qRk"”. In this case the width of error
distribution is defined by the canonical norm on K ® R via the canonical
embedding (see [32, 10]). This is called the dual form of Ring-LWE problem
. When s € (Rk), and e € (Rk), are assumed it is called the non-dual
form of Ring LWE problem. As indicated in [43] page 10 in monogenic case
a "tweak factor” f’(6) can be used to make two versions equivalent.

LWE over number field lattice
Learning with errors over a number field lattice was introduced in [44].
Let L C K be a rank deg(K) lattice and
Ol={zeK:z-LcL}.

Then O is an order.
qu =LV / qLY.



Then OV - LY c LY. Set O, = OL/¢OY and (L"), = LY /qL". The secret
vector s is in (L), and a is in O%;. Here we notice that O - LY C LV.
Then the error e € (LV),. Samples from LWE over number field lattice L is
(a,b) € O, x (LV),, where a is uniformly chosen in O, the error vector
e is chosen in (LV), according to a Gaussian distribution with the width o,
then b € (LY),. The decisional LWE over L is to distinguish these samples
from uniformly chosen (a,b) € O, x (LY),. For the detail and hardness
reduction we refer to [44].

Module-LWE

Let M = Rk? for s € (RK;/)d, and an error distribution ¢ over

K ® R, we sample the module learning with error distribution AE;? sp OVEr

Rk x T(Rk") by outputting (a,< a,s > —|—%€ mod Rk "), where a «+—
U(RKZ) and e «— 1. The decision module learning with errors problem
Module-LWE over M is to distinguish uniform samples U(Rg? x T(Rk")
and samples from Ag? s Here ¥ is the Gaussian distribution with width
o. We refer to [4] for the detail.

1.5 Hardness reduction

The reduction results from approximating ideal-SIV Py, 4 (or approxi-
mating ideal-SV P,q(q)) to Ring-LWE were first given in [32, 33] for search
version and then a general form from to decision version was proved for ar-
bitrary number fields in [45]. We refer to [45] Corollary 6.3 for the following
hardness reduction result.

Hardness reduction for decision Ring-LWE. Let K be an arbi-
trary number field of degree n and R = Rk. Let « = a(n) € (0,1), and let
q = q(n) be an integer such that aq > 2w(1). Then there exists a polynomial-
time quantum reduction from K — SIV P, to average-case, decision R —
LWEyx,, for any v = max{ gg)(lz)’ /\1‘/%)} < max{w(y/nlogn/a),v/2n}.
Here K — SIV P, is the Shortest Independent Vector Problems for any frac-
tional ideal lattice in K. 1 is any ideal lattice and n(I) is the smoothing
parameter of 1.

Approximating SV P and SIV P restricted to ideal lattices in number
fields with degrees going to the infinity are called approximating ideal-SV P



and ideal-STV P, we refer to [19, 20, 21, 46, 28, 39] for the latest development
on this topic.

1.6 Known attacks

The famous Blum-Kalai-Wasserman (BKW) algorithm in [6] was improved
in [1, 27]. On the other hand some provable weak instances of Ring-LWE
was given in [22, 23, 16] and analysed in [10, 43]. As showed in [43, 10]
these instances of Ring-LWE can be solved by polynomial time algorithms
main because the widths of Gaussian distributions of errors are too small
or Gaussian distributions of errors are too skew. In [11] these attacks were
improved for these modulus parameters which are factors of f(u), where f
is the defining equation of the number field and w is an arbitrary integer.
However the Gaussian distribution is still required to be narrow such that
this type of attack can be succeed. We refer to [2] for the dual lattice attack
to LWE with small secrets and refer to [19, 20, 21, 28, 39] for the latest
development in algorithms on approximating ideal-SVP.

2 Subset attacks

2.1 The ideal attack is very restricted

In previous attacks on Ring-LWE in [23] the Ring-LWE equation a-s+e =b
mod ¢ was transformed to consider a-s + e = b mod P, where P is a
prime ideal factor of the modulus parameter ¢ with a polynomially bounded
algebraic norm N (P). This kind of attack initiated in [23] and then analysed
in [10, 43] can be called the ideal attack on Ring-LWE. In the ideal attack
on Ring-LWE \; (PVY) satisfies

1
|Ag |14

)\I(PV) > \/&N(Pv)l/d > d1/27c/d

Since P has a polynomially bounded algebraic norm, the width has a small
upper bound for solvable instances for some fixed positive integer c .

When the degree d goes to the infinity, if the modulus parameter ¢ is
a prime number such that ¢Rk is a prime ideal in Rk, it is obvious we
get nothing from the ideal attack, since the index of any ideal factor of g is
exponential. In our sublattice attack and subset attack we propose to find
subtle polynomially bounded index sublattices L or feasible non-negligible



subsets Aj, then to test the samples from the Ring-LWE equation in the
quotient of the sublattice L or in the feasible non-negligible subset As. Sub-
lattice attacks was proposed in [11]. In [12] we extend it to subset attacks.

2.2 The motivation of subset attacks

In previous attacks on Ring-LWE, when polynomially bounded many sam-
ples (a,b) € Rk/qRk x Rk/qRk are given, only the distributions of
these samples over Rk /I for some ideals satisfying gqRx C I € Rk and
IRk /I| < poly(d) have been checked. This is not natural and not sufficient.
We need to check the distributions of samples in A C Rk /qRk where A
can be any feasible non-negligible subsets, that is, the condition

acA

can be computed within polynomial time and the size of A satisfies

S S
Rk /qRk| — d°’

where c is a fixed positive integer. In general when the learning with error
problems with algebraic structures are used to improve the efficiency, subset
attacks as above to analysis the distributions of samples over A C M/¢M
should be considered, where M is module over which the module-LWE is
defined and A takes over all feasible subsets of M /¢qM satisfying

A 1
|M/qM| ~ poly(d)’

The previous attacks where A is restricted to images of ideals or sub-modules
are not natural, special and not sufficient to guarantee the security, we refer
to our next paper [15].

The basic point here is as follows. When we want to use the algebraic
structure to improve the efficiency of lattice-based cryptographic construc-
tions. The adversary is not restricted to only check the distributions of sam-
ples over algebraic-structured object, the adversary can attack the problem
by using feasible non-negligible subsets without any structure.



2.3 Subset quadruples are needed
We need to find three non-negligible subsets A;, i = 1,2, 3 satisfying that

| Al 1
Rk /qRk| — d°’

and A; and Ag are feasible, that is the condition a € A;, i = 1,2, can be
checked within polynomial time. Here we denote

A1~A2:{as:a€A1,sEA2},

and
Al +Ay={a; +az:a; € A;},

for two subsets A; and As in Rk /gRk. A subset Ay C Rk /qRxk is needed
to satisfy Aj - As+ Ay C As and

. d°|A
Prob(e € proj~*(Ay4)) > \I:{K/’ql:?’{’K!’

where C is a fixed positive integer and proj is the natural mapping
RK — RK / qRK.

Then the samples from the Ring-LWE equations can be distinguished from
uniformly distributed samples. Hence it is important to calculate the error
distribution over the subset Aj4.

In the case that A; and As are additive, that is,
A, +A;, CA;,

we recover the sublattice attack in [13] and the previous versions of this
paper. We call (A1, Ay, A3, Ay) a sublattice quadruple when Aj, Ag, Aj
and A4 are images of sublattices. In the sublattice quadruple case if A;
is the whole ring and As is an ideal it is the sublattice pair with an ideal
introduced in the previous version of this paper. In the case that A, is
an ideal, it is the very restricted case of ideal attack considered in [23, 10]
and analysed in [43]. The ”sublattice pair with ideal” construction for the
required sublattices proposed in the previous versions of the paper can not
work for number field case as indicated in [43]. However the comment in
[43] can not apply to the general sublattice attack or its extended version
of subset attack (for general structured LWE) considered in this version.
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The only problem in previous versions is the usage of polynomially bounded
index ideals in the construction of the required sublattices for number field
case.

2.4 Description of the main result and its proof

The main result can be expressed informally as follows. Let ¢ be an arbitrary
fixed positive integer, let o, be the widths of a sequence of Gaussian error
distributions over the two-to-power cyclotomic number field sequence K,, =
Ql&2n] of degree d = 2"~ ! with respect to the canonical norms satisfying

Vd,
A(Z[E2n]Y)

then for a sequence of sufficiently large poly(d,) prime modulus parameters
Dn, the decision Ring-LWE over Z[zan] can be solved within polynomial (in
dy,) time. The prime modulus parameters p,, can be upper bounded by dS!
where ¢; is certain positive integer determined from c.

<op Sdfn

The first ingredient of the proof is Theorem 4.1 which claims that for a
sublattice L in Z[{2n] with many very short lattice vectors in its dual the
probability that an error e in L can be lowered by

1
Prob(e € L) > Jor

where co is certain positive integer determined from c. The two sublattices
A4 and Aj are the images of sublattice L. L can be defined by Tr(b-x) =0
mod py, for all x € Z[¢an], with certain b € Z[¢on] promising that p% e LV
is very short. That is the reason that p, has to be sufficiently large.

For the purpose to construct the sublattice quadruple we only need to
find two polynomially bounded index sublattices Ly, Lo satisfying

pnZ[§an] C L; C Z[an],

|Z[&2n] /Li| < poly(dy),

and
L;-L,CL.

11



The last condition is equivalent to Tr(b-y1-y2)) = 0 mod p,, for all y; € L;,
i =1,2. Let p, be un-ramified prime numbers with very high residual class
degrees f,, satisfying

Z[&on]/pnZ[Eon] = F o X F 1,

we can calculate the trace function from this isomorphism. From the lin-
earized polynomials in F), [z] and the trace function over prn, we can
construct such sublattices L; and Ls.

2.5 Subset attacks on other algebraically structured LWE

Some generalizations of Ring-LWE to other learning with errors problems
over algebraically structured objects, such as number field lattices in [44]
and order-LWE in [9], were presented in recent years. LWE problems have
been even defined for some non-commutative algebras or rings with suit-
able positive definite inner products. Subset attack theory in [12] can be
extended naturally to these kind of algebraically structured LWE problem-
s with the multiplication. It has been realized that LWE is indeed a good
framework to establish nice cryptographic constructions since the pioneering
work of Regev in [47]. However the cryptanalysis of LWE over algebraically
structured objects is obviously not sufficient. Feasible non-negligible subset
quadruples or sublattice quadruples are general framework to analysis the
hardness of these LWE over algebraically structured objects. This subset or
sublattice attack can be used to detect the intrinsic bias of samples from
the algebraic structured LWE equations. We believe that these problems are
not hard in many settings. The main point is the existence of feasible non-
negligible subset quadruples or sublattice quadruples is equivalent to some
algebraic conditions from the computation of error distribution in Theorem
4.1. In Galois extension number field case there are so many prime numbers
with various decomposition properties in the ring of integers, then we can
find sufficiently large polynomially bounded prime modulus parameters to
satisfy the required algebraic conditions.

12



3 Ouwur contribution

3.1 Subset quadruples

Let K = Q[z]/(f(z)) = Q[¢] be a degree d extension field of the rational
field Q, where f is a monic irreducible polynomial in Z[z] and § € C is a
root of f. Let Rk be its ring of integers. We consider the non-dual Ring-
LWE over Rk with a modulus parameter q.

Definition 3.1. We assume that the modulus parameter q satisfies
dr < q < d° where C; and Cy are two fized positive integers. Let
A; C Rk/qRk, i = 1,2,3,4, be four subsets in Rk /qRKk satisfying the
following conditz’ons
1) |RK‘/qu|{K‘ > ng for1=1,2,3, where C5 is fixed positive integer;

2) A1- Ay + Ay C Ag;

3) The set A1 and As are feasible, that is, the condition a € A; and the
condition b € Aj for a € Rk /qRk and b € Rk /qRk can be checked within
polynomial time;

4) The probability Prob(e € proj=1(Ay)) > ‘I‘i%‘jg"', where Cy is a fixed

positive integer.

In general if we can construct such subset quadruples for a Ring-LWE
over Rk with the polynomially bounded modulus parameter ¢, then the
decision version of this Ring-LWE can be solved by a polynomial in d time
algorithm. Moreover we notice that the error distribution is only involved in
4), it is not assumed Gaussian. The property 4) is sufficient for a polynomial
time attack on the general Ring-LWE with an error distribution satisfying
the property 4). We do not require that A4 to be non-negligible in the uni-
form distribution and As to be feasible.

3.2 Main results

In case that A; and Ay come from sublattice. We denote the set of all

elements of Rk of the form
EC 2m;b;,

where Cj is a fixed positive integer when d goes to the infinity, ||bs|| < d“®
for a fixed positive integer Cg, by B.

13



Condition. Let K, be a sequence of Galois extension fields of the ra-
tional number field Q with degree d going to the infinity, and By be the
set described as above. For any given fixed positive integer C; we assume
that there exists a sufficiently large polynomially bounded un-ramified prime
d" < p(d) satisfying ged(p(d),d) = 1, such that R, /p(d)Rx, is isomor-
phic to the product of bounded (by a fixed positive integer Cs) number of
Fo @),

Rk, /p(d)Rk, = Fygr@ x - X Fpg ),
(Cg copies of Foayr@; Csf(d) = d), and there exist F),4) linear subspaces
A{ and A% in Fp(d)f(d) for j =1,2,...,Cs, with dimensions

dim(A?) > d — Cy

for i = 1,2, where Cy is a fixed positive integer when d goes to the infini-

C JoJ) —
ty, and an element b € By, such that EjilTTFp(d>f(d) JF ) (b-xix3) =0

mod pg satisfied for any x] € Ag for ¢ = 1,2,5 = 1,2,...,Cs. Here
- p(d) 4 ... p(d)f (D=1

Ter(d)f(d)/Fp(d) =T+ + +x

the finite field Foayr@ to Fya).

is the trace mapping from

Theorem 3.1. If Ky is a sequence of Galois number fields with degree
d going to the infinity and the above condition is satisfied. Let o4 be the
sequence of the widths of Gaussian error distributions over Rk,. Suppose

that /\I(T‘/gr) < 0q < d°9, where Cy is a fived positive integer when d goes
d
to the infinity. Then the decision non-dual Ring-LWE over Ry, for certain

polynomially bounded prime modulus parameters can be solved within the
polynomial (in d) time.

Notice that the above condition depends on the number fields only with
the element b € B,;. Hence we believe that if we can prove the existence of
such an element, it should work for many number field sequences. The above
condition will be analysed in Section 5. In the above case that p(d)Rk is
the product of bounded number of prime ideals, no ideal factor of p(d) has
polynomially bounded index when d goes to the infinity, then the analysis in
[43] does not work in this situation. However this is not the only approach to
construct sublattices for sublattice attacks or feasible non-negligible subset
quadruples for subset attacks.

Let K, = Q[e]/(fn) = Q[éon], where f, = 22" +1, d, = $(2") = 2",
and &on is a primitive 2"-th root of unity. This is a monogenic number field.
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It is easy to verify that the boundness ||, ||, < Vd for any integer j and
the boundness of the size of ”tweak factors” |f/(&).)| < d where &, takes
over all 2"-th roots of unity. We can construct sublattice quadruples for
two-to-power cyclotomic number fields.

Theorem 3.2. Let C' be an arbitrary large fized positive integer. We
consider the non-dual decision Ring-LWE over Rk, = Z[an]. Suppose that
the width sequence o, of the error distribution sequences over Rk, satisfies
W‘/‘T;M < 0, <dS. Then there exists a sequence of polynomially bounded
modulus parameters q, < poly(d,) only depending on d,, and C' such that we
can construct sublattice quadruple sequences for the the decision Ring-LWE
over Z[&an] with the modulus parameter qy,.

From Theorem 3.2 the following result can be proved.

Corollary 3.1. Let C be an arbitrary large fixed positive integer. We
consider the dual decision Ring-LWE over Rk," = Z[&n]Y. Suppose that
YV satisfies W% <o, <
dg. Then there exists a sequence of polynomially bounded modulus parame-
ters g, only depending on d, and C such that the dual decision Ring-LWE
over Z[¢an]Y with the modulus parameter q, can be solved in the polynomial
time (in d,,).

the widths o, of the error distribution over Rx

From the hardness reduction result Theorem 6.2 and Corollary 6.3 in
[45] we have the following result.

Corollary 3.2. Let K, d, = 2" !, be the sequence of two-to-power
cyclotomic fields with their degrees d,, — co. Then there exists a fized pos-
itive integer ¢ such that approzimating STV Pye with approximating factor d°
for ideal lattices in Kg, can be solved by a polynomial (in dy,) time quantum
algorithm.

The similar results in the case of two-to-power cyclotomic fields and
more general fields were proved in our preprint [13, 14] in 2019 by a differ-
ent method. However the preprocessings in [13, 14] are super-exponential.

Corollary 3.3. Let C be an arbitrary fixed positive integer and m be a

fized positive integer. We consider the Module-LWE over Rk ,™ = Z[{an]™.
Suppose that the width sequences o, of the error distribution sequence sat-
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isfies W% <o, < dg. Then there exists a sequence of polynomially
bounded modulus parameters q, only depending on d, and m,C such that
the the decision Module-LWE over Z[€an]™ with the modulus parameter gy,
can be solved in the polynomial time (in d, ).

3.3 Cryptographic and algorithmic implications

We prove that the decision Ring-LWE over two-to-power cyclotomic inte-
ger rings (then the search version) can be solved within the classical poly-
nomial time even for error distributions with the widths in the range of
Peikert-Regev-Stephens-Davidowitz hardness reduction results in Corollary
3.2. Then post-quantum lattice cryptographic constructions can not be
based on the hardness of Ring-LWE. For the computational number theory
of ideal lattices, our main result Corollary 3.2 and the main results in [13, 14]
indicate that approximating ideal-SIV P problems with a polynomial factor
for cyclotomic fields can be solved in the quantum polynomial time. Further
results about other Galois number field sequences will be presented in [15].

4 Probability computation

We need the following computation of probability for the proof of Theorem
3.2.

Theorem 4.1. Let L be a rank d number field lattice in a degree d
number field K. Let Ly be rank d sublattice of LV satisfying that gLV C
Ly C LY and the cardinality |LY /Lq| is polynomially bounded. Suppose

that the width of the Gaussian distribution of errors e satisfying W\/%) <
o< ﬁ%&y) and moreover there are at least |L;c/2Ll| lattice vectors in LY

4/ C .
L where ¢1 and co are fized positive real numbers.
o’

satisfying ||x||4 <
Then the probability e € Ly is

[l \2
» —W(T)
Prob(e € Ly) = xeli® [xcllery2 ©
erLveiw( o)
It satisfies
1
P’I“Ob(e S Ll) > e
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when q is sufficiently large.

Proof. We calculate the probability Prob(e € Lj) of the condition e = 0
mod Ly. It is clear

[IxIler y2
Y —m(==1)
Prob(e € L) = SOk

o lUxllgry2 ©
YxeLve ™)

x 2
e lixller 2 Ll

Set Y3(0) = Z"GLWU" and Y4(0) = ExeLlegn . From the

Poisson summation formula (see [36]) we have
_ 1
~ det(LV)

xllero)?

Y3(0) Sere ™

and

¥i(0) = —— —n(|[xllero)?

det(Ll) EXE(Ll)ve

Since o > T@) then Sxer,—oe "IXIr®* <14 L from Lemma 3.2 in [36].

For lattice vectors x € LY satisfying
V€1
[eller <
Vo

we have
2 _
e~ T(xl[ero) > e,

|LV/L1|)_

73 The conclusion follows

Hence Prob(e € Ly) > ﬁ(l + L
directly.

5 Number theory

5.1 Basic facts
We recall some basic facts in algebraic number theory. Please refer to [18, 7]

for the proof.

Proposition 5.1. Let K = Q[a] be a number field of degree n and
f(T) € Q[T] = anT" + an 1T ' +---+ar +ag be the minimal polynomial
of a. Write

F(T) = (T = a)(carT" !+ + cr(@)T + co(a))

17



where ¢;j(a) = E?:jﬂaiai*j*l. The dual base of {1,a,a?, ..., a" 1} relative
to the trace product is

{co(a) c1(a) cn_l(a)}

@) f@) " f(a)

Proposition 5.2. Let K = Q[f] be a number field, where 0 is an alge-
braic integer whose monic minimal polynomial is denoted by f(X). Then for
any prime p not dividing |Rk /Z[0]| one can obtain the prime decomposition
of PRk as follows. Let f(X) = [I{_, fi(X)% mod p be the decomposition
of f(X) module p into irreducible factors in F,[X] where f; are taken to be

monic. Then ;

pRk = [[ P,
i=1
where
P; = (p, fi(9)) = PRk + fi(0)Rk.

Furthermore the residual index of P; is equal to the degree of f;.

The main construction in Theorem 3.2 is as follows. There should be
many very short lattice vectors in the dual Ly of the number field lat-
tice Ly satisfying qRk, C L1 C Rk,. Let xi,...,%; are ¢ elements in
Rk"/qRk", we define a number field lattice L(xy,...,x;) by the equa-
tions Tr(x; - y) = 0 mod ¢, where y € Rk, and i = 1,...,t. It is ob-

vious qRk C L(x1,...,%xt) C Rk. Moreover it is clear the definition of
L(x1,...,x;) only depends on the residue classes of x;’s in Rk " /qRk".
Proposition 5.3. The vectors %, R % are in the dual lattice
R
L(Xl, ce 7Xt)v C TK

If a € Rk /qRxk is an invertible element, then there is a Z/qZ linear iso-
morphism from L(x1,...,%;) to L(a™'xy,...,a7'x;) defined by y — ay.
In particular the cardinalities of

Rk /L(x1,...,%¢)

and
Rk /L(a™'xy,...,a 1x;)
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are the same.

Proof. The first conclusion is direct from the definition. The second
conclusion is a simple computation.

The following result about the factorization of a prime number in the
cyclotomic fields is useful in the sublattice construction, we refer to [52].

Proposition 5.4 Let n = 2™ be a two-to-power and d = ¢(n) = 2™~ be
its Euler function. Let p be an odd prime. Set f the order of p in (Z/2™Z)*,
that is, f is the smallest positive integer such that pf =1 mod n. Then p

m—1

factorized to M = 22— prime ideals in Z[&,),
f
pZ[¢n] = P1--- Py

Moreover Z[E,|/P; is isomorphic F ;.

We refer to [7, 38] for the following general result about decomposition
groups of prime ideals.

Proposition 5.5. Let K be a degree n Galois extension of the rational
number field with the Galois group . Suppose that p is an un-ramified
prime i Rk. Let pRx = Py---Py be its decomposition of the product
of prime ideals, Rk /P; = pri. Then G acts on Py, ..., Py transitively
and all residual class degrees f;’s, 1 = 1,2,...,t are the same f. We have
n=|G|=tf. Let

Gp, ={9€G:g(P1) =P}

be the decomposition subgroup of the prime ideal Py in the Galois group G.
Then the decomposition subgroup Gp, of P;, i = 2,...,t, is the conjugate
giGplgfl of Gp,. The Galois group G s the sum of these decomposition
subgroups. Moreover Gp, is isomorphic to the automorphism group of the
extension F ¢ of ¥y, generated by the Frobenius element x — zP.

5.2 Trace functions and adjoint linearized polynomials over
F

In the following part we recall some basic facts about linearized polynomials
(¢ polynomials ) and trace functions over Fyn. Let L(x) = 7" a;z9", where

a; € Fgn. It is clear L : Fgn — F4n is a linear mapping of n dimensional
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linear space over F,. The polynomial I(x) = XI'_ja;2’ is called the con-
ventional g-associate of L(x). The polynomial L(zx) is called the linearized
associate of [(x). The following proposition is well-known, we refer to [29].

Proposition 5.6. Let Li(x) = Z?:_Olaiqu, Lo(x) = Z?:_Olbiqu be two
linearized polynomials with coefficients a; € Fq and b; € Fy. The polyno-
mial Iy (z) = 10 aix’ and la(x) = S1 bt in Fylx] are their conventional
g-associates. The conventional q-associate of Ly(Lao(x)) = La(Li(x)) is the
product l1(x)la(z).

Proof. Ly(La(x)) = £1la;(S0 1 bt )e = £ (277067 29™). Since
bgl = b; for any ¢« = 1,2,...,n — 1 from the condition b; € F,, we have
Li(Ly(x)) = E?;&aj(il?;olbiquﬂ) = E?;&E?golajbiqu+3. The conclusion
follows directly.

For the linearized polynomial L(z) = X' la;z9 € Fypn [z], the adjoint

polynomial of L is the linearized polynomial L(z) = Y tal ad

Proposition 5.7. We have Try ,/p,(yL(2)) = TrFqn/Fq(sz(y)) for
Y,z € Fyn.

Proof. It is clear that TrFqn/Fq(yazqi) = TTFqn/Fq(zaqn_iyqn_i) for
z,y,a € Fgn. Then the conclusion follows from the additivity directly.

We set n =271 and Ly(z) = 29 —z and Lo(z) = 27" +a27" "+ -+
29 + 29 4+ z + w(x), where w(z) is a linearized polynomial with degree at
most qlﬁ.

Proposition 5.8. The kernels of L1 and Lo as Fy linear mappings of
F,» have their dimensions at most 20.

Proof. The dimension of L; is at most 4 since its degree is at most 4.
Let Trp , JFu F,n — Fu be the trace function from Fyn to Fga defined

by x + 29" + 27 4+ ... 4+ 29" ", The codimension of its kernel as a F, linear
space is at most 4. For y € ker(Ls) ﬂker(TrFqn/Fq4), it is clear that y sat-
isfies w(x) = 0. Since the codimension of the kernel of T'rg ,, /F 4 is at most
4. The conclusion follows directly.
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6 Proof of the main results

Proof of Theorem 3.1. We prove that feasible non-negligible subset
quadruples grantee the polynomial time solvability. The probability that
uniformly chosen a € Rk /qRk is in the subset A; is at least d%?’, the
probability s € As is at least d% for uniformly distributed s € Rk /qRxk.
We check the probability (a,b) € (A, A3) for d“1* samples (a,b)’s where
Chp is a fixed sufficiently large positive integer. Since both A; and Aj are
feasible, this can be done within a polynomial time. When these samples
are uniformly distributed, the probability that

(a,b) € (A1, A3)
is exactly
Al |Ag]
Rk/qRk| [Rx/qRx!|
Since a-s € Aj - Ay for the fixed unknown secret s € Ay, when a €

A;. Then the probability b € Aj is bigger than or equal to Prob(e €
proj~1(A4)) from the condition 2)

A Ay + Ay C Aj

in the definition of subset quadruples. Then we have

Prob((a,b) € (A, Ag)) > — A1

— 1. Prob(e € proj 1(Ay)).
> Ri/qRx] (e € proj~ " (A4))

From the condition 4) of the subset quadruple we have

Al 2[Ag]
Rk /qRk| Rk/qRxk|’
when samples are from the Ring-LWE equations. Hence for non-negligible

secrets s € Ag, the d“1' samples (a,b)’s from the Ring-LWE equation are
not uniformly distributed and can be tested within a polynomial time.

Prob((a,b) € (A1,A3)) >

The Try of the extension K4/Q has a natural projection Try,q :
Rk, /p(d)Rk, = Fpgrw x - X Fygyra — Z/p(d)Z = Fpg). From
Proposition 5.5, this T'rq ) function of Rk, /p(d)Rk, = Foayr@ X -+ %
Fp(d)f(d) is the sum

Tr4,p(a) (@1, 2cy) = Ter(d)f(d) /Fp(ay (1) +- + TTFP(COf(d) /Fp(a (zcy)-
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Here f(d)Cs = d. We take Aj and Ay the sum of A7, j =1,2,...,Cs, Ay
the subspace in Rk, /p(d)Rk, defined by Tr(b - x) = 0 mod p(d). Then
A Ay C Ay Ajis the same as the Ay. From Theorem 4.1 the condition
4) of subset quadruple is satisfied. The conclusion follows directly.

We give the proof of Theorem 3.2.

Proof of Theorem 3.2. First of all we can find p(d) from Proposition
5.4. Tt is well-known that 3 is an order 2™ 2 element in (Z/2™Z)*. Then
for any odd prime satisfying p = 3 mod 2™, its order in (Z/2™Z)* is 2" 2.
From Proposition 5.4 the suitable sufficiently large polynomially bounded
un-ramified prime p(d) such that Z[¢,]/pZ[,] factorized to the product of
2 prime ideals can be found directly from Dirichlet’s Theorem (by an argu-
ment of Dirichlet’s density). Then Cg = 2 in the Condition of Theorem 3.1.

Set b = 1. Let A{ be the image of the linearized polynomial G7(z)
and Ay be the image of of the linearized polynomial L7(z) for j = 1,2 in
F,(q)4[z]. Hence

Tre i, (G WL )T | e, (G (2) = Tre |, e, (LG (1) +LA(C* (1))

from Proposition 5.7. From Proposition 5.6 we only need to find linearized
p(d)* polynomials G',G?, L', L? in F,(q)4[z] such that g ! + ¢%1? is of the
form ¢ — 1 where ¢7,17, j = 1,2, are the conventional p(d)*-associates of
G7,L7. This can be constructed from Proposition 5.8 directly. The conclu-
sion follows from Theorem 3.1.

Proof of Corollary 3.1, 3.2 and 3.3. The conclusions follows from
Theorem 3.2 directly by the results in [32, 45].

7 Conclusion

In this paper we construct sublattice quadruples for the Ring-LWE over
the two-to-power cyclotomics such that the samples from the Ring-LWE e-
quations can be distinguished from the uniformly distributed samples. The
main point of our subset or sublattice attack is to find carefully construct-
ed polynomially bounded index sublattices or feasible non-negligible subsets
and check samples from the Ring-LWE equations in the quotients of such
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lattices or these feasible non-negligible subsets. The sublattice attack from
sublattice quadruples is applied to the Ring-LWE with arbitrary polyno-
mially bound width Gaussian error distributions over two-to-power field-
s. We prove that the decision (then search) Ring-LWE over two-to-power
fields with wide error distributions of widths in the range of Peikert-Regev-
Stephens-Davidowitz hardness reduction results for certain sufficiently large
polynomially bounded modulus parameters can be solved by a polynomial
time algorithm. Then from the hardness reduction results the approximating
ideal-SIV P,y (q) With some polynomial factors for ideal lattices in two-to-
power cyclotomic fields can be solved within quantum polynomial time. The
construction of suitable sublattice quadruples for many Galois number field
sequences will be presented in [15].

Acknowledgement. I am grateful to Chris Peikert for his comment in
[43] on my effort to understand the hardness of the Ring-LWE. I also thank
these friends for their interest and comment on the previous versions of this
paper and my other ePrints on related problems.

The Twitter claim in [43] ”entire approach cannot possibly work against
the targeted Ring-LWE parameters” is exaggerating. This claim can only
apply to the minor error of ”sublattice pairs with ideals” construction for the
required sublattice in the sublattice attack for the number field case, not the
whole theory of sublattice attack on Ring-LWE. Even for polynomial ring
LWE with some special inner products the sublattice pair with ideals can
be used to construct the required sublattices as in [12]. In previous crypt-
analysis of Ring-LWE in [23, 10] only samples from Ring-LWE equations
in quotients of polynomially bounded index prime ideals were considered.
This kind of ideal attack was analysed in [43], which was emphasized in
Chris Twitter comment. When polynomially bounded index ideals are not
used in our sublattice attack construction or the inner product has no the
symmetric property

VAN ()Y < A\ (1),

actually there is no previous results can be used to say anything about the
sublattice attack.

The sufficiently large polynomially bounded prime numbers which are
completely split in the cyclotomic integer rings were used in the 1st version
as modulus parameters. Then there are poly(d) many polynomially bounded
index ideal factors of this prime modulus parameters. Hence the construc-
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tion of ”sublattice pair with an ideal” in the 1st version is incorrect in the
number field case as indicated in [43]. In this version un-ramified sufficient-
ly large polynomially bounded prime numbers with very high residual class
degrees f are used as modulus parameters, that is, d/f is bounded when d
goes to the infinity. Then no ideal factors of these modulus parameters has
polynomially bounded indices. In the proof of Theorem 3.2 all ideal factors
of the modulus parameters are of exponential indices in Z[{am].
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