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Abstract. Updatable encryption (UE) allows a third party to periodically rotate encryption keys
from one epoch to another without the need to download, decrypt, re-encrypt and upload already
encrypted data by a client. Updating those outsourced ciphertexts is carried out via the use of
so-called update tokens which in turn are generated during key rotation and can be sent (publicly)
to the third party. The arguably most efficient variant of UE is ciphertext-independent UE as the
key rotation does not depend on the outsourced ciphertexts which makes it particularly interesting
in scenarios where access to (information of the) ciphertexts is not possible during key rotation.
Available security notions for UE cannot guarantee any form of forward security (i.e., old ci-
phertexts are in danger after key leakage). Counter-intuitively, forward security would violate
correctness, as ciphertexts should be updatable ad-infinitum given the update token. In this work,
we investigate if we can have at least some form of “controlled” forward security to mitigate the
following shortcoming: an adversary would record available information (i.e., some ciphertexts, all
update tokens) and simply would wait for a single key leakage to decrypt all data ever encrypted.
Our threefold contribution is as follows:

a) First, we introduce an epoch-based UE CPA security notion to allow fine-grained updatability.
It covers the concept of expiry epochs, i.e., ciphertexts can lose the ability of being updatable
via a token after a certain epoch has passed. This captures the above mentioned shortcoming
as the encrypting party can decide how long a ciphertext can be updatable (and, hence,
decryptable).

b) Second, we introduce a novel approach of constructing UE which significantly departs from
previous ones and in particular views UE from the perspective of puncturable encryption
(Green and Miers, S&P’15). We define tag-inverse puncturable encryption as a new variant
that generalizes UE and may be of independent interest.

¢) Lastly, we present and prove secure the first UE scheme with the aforementioned proper-
ties. It is constructed via tag-inverse puncturable encryption and instantiated from standard
assumptions. As it turned out, constructing such puncturing schemes is not straightforward
and we require adapted proof techniques. Surprisingly, as a special case, this yields the first
backwards-leak UE scheme with sub-linear ciphertexts from standard assumptions (an open
problem posted in two recent works by Jiang Galteland and Pan & Miao et al., PKC’23).
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1 Introduction

When outsourcing the storage of data, the primary measure to protect its confidentiality is encryp-
tion. However, a compromise of the respective encryption key(s) will potentially expose the entire
data to unauthorized parties and may cause severe damage. Consequently, it is widely considered a
good practice to periodically rotate encryption keys. Major providers of cloud-storage services such as

* This is the extended version of [SS23] which appears in the Proceedings of the 21st Theory of Cryptography
Conference (TCC 2023), Taipei, Taiwan, November 29 - December 2, 2023.
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Google!, Microsoft? or Amazon?® recommend this practice and sometimes it is even mandated by regula-

tions [Bar16, PCI22]. This raises the immediate question of how to efficiently update already outsourced
encrypted data to new keys. An obvious solution for key rotation is to download the data, decrypt it
locally under the old key, re-encrypt it under a new key and upload it again. Unfortunately, this imposes
a significant overhead and soon becomes impractical.

UPDATABLE ENCRYPTION. At CRYPTO 2013, Boneh, Lewi, Montgomery, and Raghunathan [BLMR13]
proposed the concept of updatable encryption (UE). UE is a symmetric encryption primitive that ad-
dresses the above problem by allowing to update ciphertexts to new keys without the requirement for
decryption by means of a so-called update token. UE schemes can be ciphertext-dependent [BLMR13,
EPRS17, BEKS20, CLT20] where the key rotation depends on the specific ciphertext to be updated
and, thus, to compute the update token, a part of every ciphertext needs to be downloaded. Or, and
from an efficiency point more desirable, quite a number of recent works deal with UE schemes that
are ciphertext-independent [LT18, KLR19, BDGJ20, Jia20, Nis22, GP23, MPW23| such that the key
rotation is independent of any information of the ciphertexts in the system.

Particularly, we strive for scenarios where the key-rotating party may not have access to ciphertexts
directly.* Hence, to be as generic as possible, in the remainder of this work, we focus on UE schemes with
ciphertext-independent updates and will simply call them UE schemes. Such a UE scheme consists of
the usual algorithms (Gen, Enc, Dec) for key generation, encryption and decryption. Time is discretized
in so-called epochs and Gen produces an initial secret key K; (for epoch 1). Additionally, there is an
algorithm RotKey which takes a key K. and outputs a next-epoch key K.,; along with a so-called up-
date token A.;1. This update token can be used by a (semi-trusted) third party to update ciphertexts
under key K, for epoch e to ciphertexts for epoch e + 1 under key K.y; via an algorithm Upd.

MOTIVATING STRONGER GUARANTEES. When looking at state-of-the-art UE security models® [Nis22,
GP23, MPW23], it can be observed that they do not capture forward security due the following short-
coming. Namely, an adversary would record available information (i.e., ciphertexts (C.)., all update
tokens (Ag41)e) in the lifetime of the system and simply would wait for a single key leakage K./ in
epoch €’ with e’ > e. Such single key leakage allows to completely break confidentiality of all ciphertexts
captured before.

While such a behavior is demanded by the correctness of current UE definitions (i.e., ciphertexts
should always be updatable by a token to the current epoch and decryptable), it is a natural question
if such a coarse-grained approach is necessary. Indeed, if we want to mitigate such type of shortcoming,
we must introduce a more fine-grained adjustment of the updatability of ciphertexts. However, since
we do not want to allow access to any (information of the) ciphertexts during key rotation, the token
cannot carry the information needed which ciphertext should be updated and which not. Hence, the
only possibility we see is via the encryption phase where information to limit the updatability can be
embedded.

Post-compromise security for UE (i.e., leaking the current key does not endanger new ciphertexts),
in contrast, is already well understood and constructions in the currently strongest security model are
available [Jia20, Nis22, GP23, MPW23]. Unfortunately, even having strong guarantees such as the ones

! https://cloud.google. com/kms/docs/keyrotation

2 https://docs.microsoft.com/en-us/azure/storage/blobs/security-recommendations

3 https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html

4 One can think of a user that holds encrypted sensitive data with a current key from some key management
system and gets offline for some time before the ciphertexts should be decrypted again. However, during the
user’s offline time, key rotations might be executed. This issue was also mentioned during a talk at RWC 2023
on Google’s crypto agility concerning key rotation [KPMS23].

5 Our focus is on the established game-based security models. However, we want to note that recent works also
study UE in composable frameworks and in particular the framework of constructive cryptography [LR21,
FMM21].
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provided by Nishimaki [Nis22|, the orthogonal security property of forward security (i.e., leaking the
current key does not endanger old ciphertexts) cannot be met by any of the known UE models and
constructions.

EXTENDED UE SECURITY WITH EXPIRY EPOCHS. As an important security feature, forward security
was already considered in many cryptographic contexts such as interactive key-exchange protocols (e.g.,
TLS 1.3, QUIC, hybrid KE, or ratcheting) [Giin90, DvOW92, DDG*20, BRS23, RSS23|, public-key
encryption [CHKO03, Gro21], digital signatures [BM99, DGNW20], search on encrypted data [BMO17],
mobile Cloud backups [DCM20], proxy cryptography [DKL'18], new approaches to Tor [LGM™20], and
distributed key management [DRSS21]|, among others.

We believe that forward security yields an important feature for UE in practice as well and should be
inherently considered in full in the UE regime.® Google’s key management system for instance sets the
maximum age for key-wrapping ciphertexts to 90 days’, which shows that ciphertexts should not be made
available forever in real-world systems to mitigate the risk after key leakages. While forward security
can be achieved in ciphertezt-dependent UE in a fine-grained way (as access to parts of the ciphertexts
is allowed during key rotation), we want to stress that the situation for ciphertext-independent UE is
precarious as the key rotation does not have access to any ciphertext information.

As we show in this work, restricting the update capabilities during the encryption phase yields
fine-grained updatability. In particular, we introduce the concept of expiry epochs such that for every
ciphertext, one can decide during encryption time how long updates should yield decryptable ciphertexts,
i.e., encryption in epoch e is performed as C ,,, < Enc(K., M, eeypp) and when epoch eey, is reached, a
ciphertext cannot longer be updated into a decryptable ciphertext. Note that an update token should
still work for all ciphertexts that have an expiry epoch in the future. Also, by virtually never letting
ciphertexts expire, i.e., using eep, = 2* for all encryptions with A € N being the security parameter, we
are essentially back in the currently strongest models [Nis22, GP23, MPW23].

This conceptually simple modification has an interesting effect. Namely, to meet our proposed UE
security notion, we at least require the UE scheme to solely allow ciphertext updates via the token in the
forward direction. So far, such UE schemes are only known to exist by relying on indistinguishability
obfuscation [Nis22]. Our notion even requires more and is particularly not implied by [Nis22] which
makes the task of constructing such a UE scheme non-trivial (there exists no such UE scheme so far).
Moreover, since UE is inspired mainly by practice, we want constructions from standard assumptions
and where key, ciphertext and token sizes are as compact as possible, but certainly sub-linear in the
maximum number of possible epochs. While compactness can be achieved in weaker models or from
non-standard assumptions [BDGJ20, Jia20, Nis22|, this important feature turned out to be non-trivial
in our model. Notably, the strongest UE schemes from standard assumptions [GP23, MPW23| have
linear-size ciphertexts and constructing schemes with sub-linear ciphertext expansion was posted as a
significant open problem in the aforementioned works.

UE FrROM A PUNCTURABLE PERSPECTIVE. We offer a novel view of UE from the perspective of
Puncturable Encryption (PE). We recall that PE, introduced by Green and Miers in [GM15], is a tag-
based public-key (or secret-key [SYLT18, AGJ21, BDAK™21|) encryption primitive with an additional
puncturing algorithm that takes a secret key and a tag ¢ as input, and produces an updated (punctured)
secret key. This key is able to decrypt all ciphertexts except those tagged with ¢ and (updated) secret
keys can be iteratively punctured on distinct tags. PE is a versatile primitive that has already found
numerous applications and in particular where forward security is required [GM15, CHN 16, CRRV17,
BMO17, DKL*™18, GHJL17, DJSS18, DRSS21, DGJT21].

5 Prior works offer only a very weak form of forward security by restricting access to tokens artificially.
" https://cloud.google.com/docs/security/key-management-deep-dive/resources/
google-cloud-kms-deep-dive.pdf, Sec. 4.2
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In UE, rotating keys from one epoch to the next is abstractly reminiscent of puncturing when viewing
tags as epochs. Loosely speaking, puncturing a key on an epoch e would make all ciphertexts in epoch
e inaccessible (if all ciphertexts are “tagged” on e). However, this would not yield a useful UE scheme
and one needs a mechanism to transform ciphertexts to the next epoch e + 1.

From a forward-security point of view, we want that for some ciphertexts, the punctured key should
not work while for some other ciphertexts, the punctured key should indeed work. Interestingly, we can
make the puncturing more fine-grained by tagging ciphertexts not only on the current epoch e but allow
also each ciphertext to be associated with a unique tag.

Such a view has an interesting effect. Namely, the crucial point is that puncturing would take the
current epoch key as input, but also tags for ciphertexts for which the key should not be punctured.
Notably, see that such a feature partly inverts the view of plain PE. The output of such a puncturing
algorithm would be the punctured key (as in plain PE), but also some information which ciphertext
should be excluded from puncturing (see that we do not want to allow access to any ciphertext during
puncturing).

To transport such information, the concept of update tokens for ciphertexts must be introduced.
Consequently, via such tokens, only ciphertexts that are not intended to be punctured in the key or are
not expired® yet will be decryptable after key puncturing while for all other ciphertexts, the key will
be punctured and, hence, decryption will fail. Indeed, such a puncturable view abstractly yields a UE
scheme with “controlled” forward-security guarantees.

1.1 Owur Contribution

Briefly summarized, our contribution is as follows:

a) First, we simplify and extend the state-of-the-art UE chosen-plaintext security models [Nis22, GP23,
MPW23] to capture the guarantees provided by UE schemes that restrict the function of update
tokens to ciphertext updates in the forward direction only. Importantly, we introduce expiry epochs
as a fine-grained updatability feature. By letting ciphertexts expire, we can mitigate the “record
now, leak later” attack discussed above. Moreover, we show that our notion implies the most recent
chosen-plaintext UE notion due to [Nis22, GP23].

b) Second, we introduce a novel primitive dubbed Tag-Inverse Puncturable Encryption (TIPE) which
we believe provides an easier intuition towards UE with “controlled” forward-security guarantees.
We prove that the TIPE notion implies our UE notion. In particular, we believe that the tag-inverse
puncturing in TIPE will further increase the applicability of the already very useful concept of
puncturable encryption [GM15] and might be of independent interest.

¢) Lastly, we construct a TIPE scheme that is secure in our model and thus yields the first UE scheme
with such strong properties. Moreover, its security is based on the standard d-Lin assumption (where
for d = 1 we get SXDH) in prime-order bilinear groups using the well-known dual-system paradigm
[Wat09, Lew12, CW13, GCTC16]. Indeed, to overcome the hurdles towards TIPE with such strong
properties, we require novel construction and adapted proof techniques. Noteworthy, our UE scheme
enjoys sub-linear key and ciphertext sizes (yielding the first backward-leak UE scheme with such
properties as a special case and answering an open problem from [MPW23, GP23] in the affirmative).

MODELLING KEY SECURITY FEATURES WITH EXPIRY EPOCHS. Post-compromise security (PCS) is an
essential security guarantee in UE and the currently strongest schemes under standard assumptions are
known to achieve it [Nis22, GP23, MPW23]. PCS loosely speaking means: once an old key leaks, future
ciphertexts are not in danger even in the presence of tokens. This is due to the fact that tokens can
be neither used to update keys in the forward direction nor for updating ciphertexts in the backward

8 We introduce expiry epoch analogously to our UE model.
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direction. We achieve PCS as we are building on the strongest prior (game-based) chosen-plaintext-secure
model.

Moreover, the introduction of expiry epochs allows us to achieve forward security (FS) when keys are
leaked beyond that expiry epoch of a ciphertext — where by FS we mean, again loosely speaking: once
a key leaks, expired ciphertexts are not in danger even in presence of tokens. Recall that by correctness
of UE schemes without expiry epochs, such strong form of FS cannot be met and is indeed not foreseen
in any prior model (i.e., once a key leaks, old ciphertexts are immediately in danger when access to all
tokens is granted).

In contrast to prior models, we particularly consider the attack that an adversary can use a token
A, to update a key K, to K._; in the backward direction (i.e., yielding a key that is consistent with
epoch-(e — 1) ciphertexts and which would break FS). Indeed, the currently strongest UE schemes
[Nis22, GP23, MPW23| allow for such an attack. In contrast, in our model, we aim for mitigating such
a leakage. Say, we have a ciphertext that expires in epoch e*. The token in the expiry epoch A« g
should not be of help to update a key K.+41 to an expiry-epoch key K.« in the backward direction and
we explicitly provide the adversary with capabilities to query such a token.

Noteworthy, when setting the expiry epoch of each ciphertext to 2* (for security parameter \), we
achieve the same security guarantees as [Nis22, GP23, MPW23] which we formally show. Moreover,
we can even show that our notion implies a simple and natural “ciphertext indistinguishability” notion
where challenge ciphertexts with different expiry epochs are indistinguishable in the same challenge
epoch.

TAG-INVERSE PUNCTURABLE ENCRYPTION AS AN ABSTRACTION OF UE. In a nutshell, TIPE can
be viewed as a symmetric PE scheme (Gen, KPunc, Enc, Dec) with an additional algorithm ExPunc to
control which ciphertexts are excluded for key puncturing. Such a scheme is associated to a polynomial
sized set of epochs, i.e., (1,...,n), as well as an unbounded ciphertext-tag space 7. KPunc sequentially
punctures keys on epochs, i.e., removes the ability to decrypt ciphertexts tagged under them step by
step. In addition, KPunc can take a set of tags S C T (or a special “for-all” tag V) and outputs an update
token, which can then be used to exclude ciphertexts carrying tags in S from puncturing (in case of V,
all ciphertext can be excluded). In TIPE, ciphertexts are not only computed w.r.t. a tag ¢ € 7, but
additionally take an “expiry-tag” eep € [n]. If epoch eeyp is reached, then for ciphertexts carrying such a
tag, the key is implicitly punctured and such a ciphertext cannot be excluded from puncturing anymore.

As a key feature, update tokens can also either be associated to such tags or not. Only ciphertexts
with tags in tokens can be excluded from being punctured. However, there is one exception, a token can
be constructed to be working for all ciphertexts denoted by the symbol V in the token. Moreover, because
of tags, TIPE is stronger than our UE definition as it allows the adversary to even query more tokens
(since those can be crafted in a more fine-grained way via tags now). Noteworthy, keys are agnostic of
tags and, hence, the restriction of querying keys are the same in UE and TIPE. As a consequence, TIPE
yields an even more fine-grained primitive compared to what our UE notion offers.

Indeed, we can see that UE is essentially a special variant of TIPE. For UE, it is sufficient to set ¥
as input to key puncturing KPunc and fix the ciphertext-tag set of TIPE to a singleton 7 = {¢} for any
arbitrary tag t. Particularly, we use key puncturing for rotating to the next UE key (i.e., “puncturing” on
the TIPE epoch ¢e) and exclude puncturing for ciphertexts via a token, i.e., ciphertexts can be updated
to the next epoch (where ciphertexts with expired epochs are punctured implicitly). Encryption and
decryption directly map to UE’s encryption and decryption functionality, respectively. Moreover, we
believe that TIPE provides an interesting abstraction for protected outsourced file storage with forward
security and fine-grained secure shredding of files (in the vein of puncturable key wrapping [BGP22],
but augmented with efficient key rotation).

IDEA OF INSTANTIATING TIPE. The main construction idea is the following. The first ingredient is
a special encoding mapping epochs to encoded binary epochs. See that such binary epochs have only
a length of A\ while allowing 2* epochs. One can think of it as a binary-tree encoding as discussed
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in detail in [DGNW20, Sec. 4.2] where nodes are labeled as epochs, e.g., epochs eg = (0,0,0),e; =
(0,0,1),...,e7 = (1,1,1) encoding 2% epochs. However, this is not sufficient and we need a second
ingredient, namely, group elements from the dual-system groups [LW10, LW11, CW13], to support such
an encoding in the final TTPE scheme.

We use a special variant of dual-system groups (DSGs) due to Gong et al. [GCTC16] (which is
based on [CW13]) and that was used to build an unbounded hierarchical identity-based encryption
(HIBE) scheme [Lewll]. Indeed, our scheme is closely related to unbounded HIBEs, but we need more
features which an HIBE cannot guarantee. (Particularly, ciphertext updates are not foreseen in HIBEs.)
Fortunately, we observe that the above DSG from [GCTC16] has more to offer than implying unbounded
HIBEs, which was not known before. Interestingly, we can even use a relaxed version of their DSG and
leave out unnecessary features whereby we did not add anything to their syntax, correctness or security.
As a consequence, we can safely assume that our relaxed DSG variant is implied by the full DSG variant
from [GCTC16] and we give a concrete prime-order instantiation from the standard d-Lin assumption
in the standard model in Appendix A.

Starting from the initial work by Waters [Wat09], the richness of the dual-system paradigm was
demonstrated in several prior works (e.g., [LW10, LW11, OT12, CW13, HKS15, AHY15, GCD™16,
GCTC16, GWW19, GW20, DKW23|). The abstraction concept of [GCTC16] is particularly useful
as it provides us with functionalities that are also essential in the TIPE (and, hence, UE) paradigm
where ciphertext updates only work in the forward direction. This connection is new and enriches the
applications of the dual-system paradigm. We will now use such a connection for our TIPE construction.

To construct a TIPE scheme from DSGs with the encoding from [DGNW20], we implicitly encode
epochs in keys in a complete binary tree, i.e., the nodes represent a prefix bit representation of the
epoch and, hence, the root of the tree is associated with key K¢ (an initial key used to bootstrap all
epoch keys). In its basic form, this is not new and reminiscent of prior works, e.g., work on forward
secure public-key encryption [CHK03, GHJL17, DJSS18, DKL 18]. However, we need to add ciphertext
updates as well and enhance it to incorporate tokens.

Fortunately, the DSG approach allows us to also encode epochs in ciphertexts in a complete binary
tree similarly to keys, i.e., the nodes represent a prefix bit representation of epochs and, hence, the root
of the tree is associated with ciphertext Cf’eexp (an initial ciphertext). The more the epochs advance,
depending on the configuration of the tree, the more ciphertext elements are required. See Fig. 1 for an
illustrative example how keys and ciphertext are constructed on the intuitive level.

As a ciphertext can have many elements, the main hurdle is the common randomness that blinds
the message part where such a randomness has to be “associated” to all ciphertext parts (otherwise
decryption will not work). Surprisingly, we can use techniques from [GCTC16] where ciphertexts have
“local” randomnesses and one “global” randomness, where the latter is used to hide the message part
and the local randomness are required to mitigate mix-and-match attacks.

The correctness guarantees are now that a ciphertext for epoch ey = (0,0,0) (encoded using
[DGNW20]) can be decrypted by a key in epoch eg, but not with keys in later epochs.” When a key
is updated to e; = (0,0, 1), the node containing key elements from K S?O is discarded and all other key
elements will have a uniform “linear shift” in the exponents of their group elements. (Such a shift can
be seen as switching the master secret key in an HIBE and we use the same shift for all key elements.)

Moreover, an update token is generated and incorporates the linear shift (as we have to transport
this information to the ciphertexts). Such a token will not work on any key components, but can be used
to “lift” a ciphertext in epoch ey to a valid ciphertext in epoch e;. The tokens work only on ciphertext
element 0222 which results in a “shifting” element that can be used to update all other ciphertext
elements. The shift operation ensures that the secret key and the ciphertext are in sync again. After the
shifting is done, C{% is discarded. This results in a ciphertext that cannot be decrypted by prior-epoch
key elements as the token does not work on the updated ciphertexts to “undo” the shifting operation.

9 Also later-epochs keys cannot decrypt prior-epoch ciphertexts.
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Fig. 1. Example of a TIPE key K., = (Kell,Kgll,Kggl) that has been punctured on epoch ey = (0,0,0).
Moreover, a token tailored to ¢t and epoch eg is generated during puncturing and can be used to update the
ciphertext Cie, to Cie, = (031,02},0231). Only the elements have to be stored and the remaining
elements lower in the tree can be derived from those.

This is enforced by carefully tailoring the token to epoch eq (i.e., only working when ngg is present), as
well as to the tag ¢t (which excludes that the token works on any other ciphertext in epoch eg if the tags
are different to t). Particularly, since CP% is not contained in Cy ., anymore, such a token cannot be
used to update the ciphertext from Cy ., to C.,. Together with expiry epochs (that can be integrated
straightforwardly thanks to using the binary tree and a simple pruning of the tree accordingly), this
yields the desired TIPE properties.

Concerning security, the proof methodology makes use of the dual-system paradigm where keys
and ciphertexts can be of two forms, i.e., normal or semi-functional. Any combination of both will
decrypt correctly as long as the ciphertext and the key are not both semi-functional. In a first step,
the challenge ciphertext is made semi-functional via introducing semi-functional components into such
a ciphertext. We stress that such a semi-functional ciphertext can be decrypted by key elements coming
from the normal distribution, but will fail with high probability for semi-functional key components.
This is exactly what we will use in the remainder of the proof where we carefully introduce uniform
randomness into each key and token components which have key or token elements associated to the
challenge ciphertext, respectively. This is done as in the usual dual-system paradigm but adapted to
our setting where we can embed uniform randomness into such components and their associated tags
or epochs encodings are not “prefixes” of the challenge ciphertext tag or epoch encoding.

1.2 Preliminaries and Outline

NoTaTION. For n € N, let [n] :={1,...,n}, and let A\ € N be the security parameter. For a finite set S,
we denote by s <— S the process of sampling s uniformly from S. For an algorithm A, let y < A(A, x) be
the process of running A on input (A, z) with access to uniformly random coins and assigning the result
to y. (We may omit to mention the A-input explicitly and assume that all algorithms take A as input.) To
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make the random coins r explicit, we write A(X, z;7). We say an algorithm A is probabilistic polynomial
time (PPT) if the running time of A is polynomial in A. A function f is negligible if its absolute value
is smaller than the inverse of any polynomial (i.e., if Ve € N Jkg VA > ko : [f(N)] < 1/A°). We write
V = (3)iem], for n € N. We may also write vectors in bold fonts which depends on the context, i.e., we

use a component-wise multiplication of vectors, i.e., v-v' = (vy,...,v,)-(v],...,0)) = (v1-v], ..., vn-0)).

PAIRINGS. Let G,H, G be cyclic groups. A pairing e : G x H — G is a map that is bilinear (i.e., for
all g,g € G and h,h' € H, we have e(g-¢',h) = e(g,h)-e(g’,h) and e(g,h-h") = e(g,h) - e(g, '), non-
degenerate (i.e., for generators g € G, h € H, we have that e(g,h) € G is a generator), and efficiently
computable.

GROUP GENERATOR. Let G(A,n’) be a group generator that generates the tuple (G,H,Gr,N,g,h,
(9p, )icinn; €), for a pairing e : G x H — Gr, for composite-order groups G,H, G, all of known group
order N = py - -+ pys, generators g, h, (gp, )icn/], and for ©(X)-bit primes (p;);.

OUTLINE OF THE PAPER. In Sec. 2, we present our security model with expiry epochs and discuss
relations to previous models. In Sec. 3, we introduce Tag-Inverse Puncturable Encryption (TIPE), show
how we can instantiate UE from TIPE and present a concrete TIPE construction. Moreover, we briefly
discuss other applications of TIPE.

2 Updatable Encryption with Expiry Epochs

We define UE with expiry epochs in ciphertexts which allow ciphertexts to being excluded from updates.
We build on the recent UE models [Nis22, GP23, MPW23|. The main idea of UE with expiry epochs
is the following. On the very high level, all operations are bound to discrete epochs 1,2,... where
keys and ciphertexts as well as so-called update tokens are associated to. System setup Gen creates a
first-epoch symmetric key K7. As an illustration, with this key, one can create a first-epoch ciphertext
Clieey Enc(K7, M, eexp), for some message M and expiry epoch eep > 1, and, e.g., outsource Clee
to some semi-trusted third-party. With probabilistic algorithm RotKey, K can be updated (or, rotated)
to Ky while also an update token A, is generated. With As, a semi-trusted third-party can update
Cleep 10 Ca e, < Upd(Az, C1,,,) such that Cy ., is “consistent” with K5. Correctness guarantees that
decryption of Cy ,,, yields M = Dec(K3, Cy,,,) as intended (and so on, if the ciphertext is not expired
already). More formally:

Definition 1. A UE scheme UE with message space M consist of the PPT algorithms (Gen, RotKey,

Enc, Upd, Dec):

Gen(X): on input security parameter X\, key generation outputs an initial (symmetric) key K.

RotKey(K.): on input key K., key rotation outputs an updated key K..1 for the next epoch together
with an update token Agq4q.

Enc(K., M, eexp): on input key K., a message M € M, and expiry epoch eexp, encryption outputs a
ciphertext Ce,,, or L.

Upd(Acyi1,Cee,,): on input an update token Acy1 and a ciphertext C,
ciphertext Ceyq e,,, or L.

Dec(Ke, Cee,,,): on input key K. and a ciphertest C,

update outputs an updated

Cexp ?

decryption outputs M € M U {L}.

€exp ?

Correctness. We require that an honestly generated epoch-j ciphertext Cj,,, (obtained via Enc(Kj,
M, eexp)) is decryptable to M if the expiry epoch is not reached yet. Moreover, an honest update of a
valid ciphertext Cj,,, (via A;11) from epoch j to j + 1 yields a valid ciphertext Cj 1 ,,, that can be
decrypted under the epoch key K11 (obtained via RotKey (kX)) if the ciphertext is not already expired.
(See that we do not give any correctness guarantees beyond the expiry epochs.)

More formally, for all A € N, for all e € [|poly(A)]], for K7 < Gen(A), for all i € {1,...,e}, for
all (Kiy1,Ai+1) < RotKey(K;), for all M € M, for all e, € N, for all j € {1,...,e + 1}, for all
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Cjeop < Enc(Kj, M, eexp), we require that M = Dec(Kj,Cje,,,) holds if een, > j. Moreover, for all
j € {l,....e}, for all Cje,,, < Enc(Kj;, M, eex), for all i € {j,....e}, for O, = Cje,,, for all
Clit,en, € Upd(Ais1, G, ), we require that M = Dec(Ket1,Coyq,e,,) holds if eexp > € + 1.

i ©,€exp €
Intuition of Our Security Notion. The notion is an extension of prior-work notions [Nis22, GP23]
which we augment with the introduction of expiry epochs. (We later show that our notion implies such
prior-work notions.) The distinguishing feature of our model is that we allow the adversary to query
the update token in an epoch which corresponds to the challenge-ciphertext expiry epoch eep and allow
that the key in eep + 1 can be retrieved. In models without expiry epochs, leaking the epoch-e challenge
ciphertext and an epoch-e token together with a key in epoch e + 1 would yield a trivial win (per
definition of correctness).

More concretely, in each epoch, the adversary has access to several oracles as given in Fig. 2. Thereby,
we assume that any (expiry-)epoch information is explicitly retrievable from the keys, tokens, and ci-
phertexts. The adversary is allowed to query honestly generated ciphertexts (with chosen expiry epochs)
via Enc’. RotKey’ triggers rotation of the current key to the next epoch. Upd’ is an oracle that updates
chosen but honestly generated ciphertexts to the current epoch (depending on the expiry epoch). Corrupt
lets the adversary retrieve either the token or the key for a specific epoch. Chall takes a chosen message
and a chosen but honestly generated ciphertext, and outputs a challenge ciphertext (depending on a
uniform bit b). GetUpdC* returns the current challenge ciphertext. At the end of the experiment, we
require that the adversary did not retrieve keys to trivially decrypt the challenge ciphertext or retrieves
an update token to update the challenge ciphertext to an epoch where it has a key. If such validity
checks pass and the adversary guessed b correctly, then the adversary wins the experiment. Otherwise,
we say that a UE scheme is EE-IND-UE-CPA secure as such a notion essentially ensures that fresh and
updated ciphertexts are indistinguishable even if the adversary has access the aforementioned oracles
adaptively. We define:

Definition 2. A UE scheme UE is EE-IND-UE-CPA-secure iff for any PPT adversary A, the advantage
function

AV P () 1= | Pr (Bl () = 1] ~ 12|

is negligible in X, where ExpEeE_irf'”e{pa is defined as in Fig. 2.

2.1 Relation to Other UE Security Notions

Our security notions implies IND-UE-CPA security as defined in [GP23, Nis22]. Moreover, we can even
show that our notion implies a simple and natural ciphertext indistinguishability notion for chosen
messages and (public) expiry epochs where challenge ciphertexts with different expiry epochs are indis-
tinguishable with respect to chosen messages in the same challenge epoch.

EE-IND-UE-CPA Implies IND-UE-CPA for UE with e, = 2*. The security notions of IND-
UE-CPA as given in [GP23, Nis22] are closely related to ours with the exception that ours allows expiry
epochs. In the following, we show that our notions imply the prior CPA notion for an UE scheme with
eexp = 2 for large enough A € N via a simple reduction. Before that, we recap the IND-UE-CPA notion.

We adapt the most recent IND-UE-CPA notion from [GP23| (which is also used in [Nis22]) and
left out unnecessary details such as deterministic updates, CCA, and some sets for the leakage profiles.
Indeed, to show our implication, we require that any successful IND-UE-CPA adversary yields a success-
ful EE-IND-UE-CPA adversary. The contrary does not hold. The reason is that in such a hypothetical
reduction, we cannot simulate encryption queries and a valid challenge with different expiry epochs,
and certainly cannot provide the token Ae:po to the EE-IND-UE-CPA adversary as this would yield a
trivial win via the non-validity of the adversary in the IND-UE-CPA security experiment. Notably, here
the currently strongest notion of IND-UE-CPA is presented, i.e., security for backward-directional key
updates.
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Experiment Expeueéi'f'“e'CPa()\)

K; < Gen(A),phase =0,e=1,¢c=0,4, =L
L :=0,C":=0,K":=0,D" :=0,b+ {0,1}
b o AEnc’,RotKey’,upd’,Corrupt,Chan,Getupdc* ()\)

if A is not valid, then return b” «+ {0,1}

if b= b, then return 1 else return 0

Oracles

Enc’(M, €exp) : Tun Cereap & Enc(Ke, M, eexp) and set L™ := L U (c,e,Ce eqy), ¢ = ¢+ 1. Return Ce c,,, -

RotKey’ : run (Keq1, Acy1) < RotKey(K.). If phase = 1, run C}; ;, < Upd(Aeq1,Cl ). Set e = e+ 1.

Upd’(Cc_l,eexp) Dif (e —1,Cc 1,eq,) € L7, return L. Run C — Upd(Ac, Ce—1,cq,,) and set L7 :=
L*U(c,e,Ceenq), ¢ = ¢+ 1. Return Ce e, .

Corrupt(inp,e’) : if ¢’ > e, return L. If inp = key, set K* = K* U {€'} and return K,.. If inp = token, set
D* =D* U {e'} and return A..

Chall(M, Ce—1,e,,) : if phase = 1, return L. Set phase = 1. If (-, —1,Cc_1,¢,,) ¢ L", return L. If b =0,
set Cf o «— Enc(Ke, M, eexp), €lse C7 1 < Upd(Ae, Ce— )-Set C* =C"U(e,CL,), e" = e, e5p = Cexp,
and return C7 .

GetUpdC* : If phase = 0, return L. Set C* :=C* U (e, C; ;) and return C; .

€,€exp

1,eexp

A is valid iff:

1) Forall ¢’ € K*, (¢/,C} ;) ¢ C* holds. (No trivial win via retrieved keys.)

2) For all ¢’ € K* with e* < ¢’ < e, and (¢' —1,C}_,,) € C*, ¢’ —1 ¢ D" holds. (No trivial win via
retrieved update token.)

Fig. 2. Our EE-IND-UE-CPA security notion for UE schemes with expiry epochs.

Definition 3 (J[GP23]). A UE scheme UE is IND-UE-CPA-secure iff for any PPT adversary A, the
advantage function

Advﬂ'gje_cpa()‘) — ’Pr [Epr‘g:;e-cpa()\) = 1} -1/2 ‘

is negligible in X\, where Expilj'g:f{pa is defined as in Figure 3.

In [Nis22, GP23], efficient UE schemes were presented that fulfill the IND-UE-CPA notion. Those
schemes allow key updates in the backwards direction. We briefly want to mention that any potential
UE scheme that allows key updates in the backward direction cannot be EE-IND-UE-CPA-secure. The
reason is that our notion allows the adversary to query the update token A, 1 in the expiry epoch and
the key K., 11 right after the expiry epoch of the challenge ciphertext. In a backward-directional key
update setting, the adversary can take K, +1 and A 11 to derive K., which results in a adversarial
win in our notion. Hence, this yields a trivial UE scheme separation between IND-UE-CPA and EE-
IND-UE-CPA security as we strictly have to rely on UE schemes where tokens cannot update secret
keys in any direction.

However, we can show that any EE-IND-UE-CPA-secure UE scheme with fixed eex, = 2* is also IND-
UE-CPA secure relating the notions for large-enough expiry-epoch values. Let UE,, be a UE scheme
with expiry epochs set always to eep = 2* for large-enough A\ € N.

€ex|

Lemma 1. IfUE, is EE-IND-UE-CPA-secure, then UE., is IND-UE-CPA-secure. Concretely, for any
PPT adversary A in the IND-UE-CPA security notion there is a PPT distinguisher D in the EE-IND-
UE-CPA security notion such that

Adv‘J‘E‘:f;fPa(A) < AdvaeE_L:(fBe{pa()\).
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Experiment Exp|j¢ "< ())

K, + Gen()\),phase =0,e =1,¢=0,4; = L
L :=0,C":=0,K":=0,D" :=0,b+ {0,1}
b o AEnc’,RotKey’,upd’,Corrupt,Chan,Getupdc* ()\)

if A is not valid, then return b” «+ {0,1}

if b= b, then return 1 else return 0

Oracles

Enc’(M) : run Ce <+ Enc(K., M) and set L* := L* U (c,e,C.),c = c+ 1. Return C..

RotKey’ : run (Keq1, Acy1) < RotKey(K.). If phase = 1, run C}; ;, + Upd(Aeq1,Cl ). Set e = e+ 1.

Upd’'(Ce—1) @ if (,e = 1,Ce1) ¢ L, return L. Run Ce + Upd(A¢,Ce—1) and set L* := L*U(c,e,Ce),c =
¢+ 1. Return C..

Corrupt(inp,e’) : if €’ > e, return L. If inp = key, set K* = K* U {€'} and return K,.. If inp = token, set
D* =D* U {e'} and return A..

Chall(M,Ce—1) : if phase = 1, return L. Set phase = 1. If (,e — 1,Ce_1) ¢ L, return L. If b = 0, set
Cto < Enc(K., M), else C¢ 1 + Upd(Ac,Ce—1). Set C* =C" U (e,C;,), € = e, and return C7 .

GetUpdC* : If phase = 0, return L. Set C* :=C" U (e,C} ;) and return CJ .

A is valid iff:

1) For all e’ € K*, (¢/,C} ) ¢ C* holds. (No trivial win via retrieved keys.)

2) For all ¢’ € K* with e* < €’ and (¢' — 1,0 _, ) € C*, ¢ —1 ¢ D* holds. (No trivial win via updating
a retrieved challenge ciphertext via a token.)

Fig. 3. The IND-UE-CPA security notion for UE schemes.

Proof. D starts A with A and has to present a consistent view for A. Therefore, D forwards oracles
queries for Enc’, RotKey’, Upd’, Corrupt, Chall and GetUpdC* directly to it’s EE-IND-UE-CPA challenger
(using eexp = 24).

Since we have e < eep always in the reduction (as the current epoch e evolves only sequentially),
those queries are consistent. The only crucial point here is the validity of D. For D to be valid, we need
that A does not have queried 1) keys in challenge-equal epochs and 2) update tokens in epochs for which
A has queried a key in the next epoch (but depending on ee, in A’s view). However, since e < €exp
always in the reduction, those validity constraints for A are essentially D’s validity constraints. Hence,
if A is valid and successful in the sense of IND-UE-CPA on UE.,, D yields a successful PPT adversary
on UE,, in the EE-IND-UE-CPA notion. a

Ciphertext Indistinguishability for Chosen Messages under (Public) Expiry Epochs. Next,
we introduce a simple and natural relaxation of our EE-IND-UE-CPA security notion, which we dub
EE-IND-UE-ENC, to show security of ciphertexts for chosen messages under different expiry epochs but
in the same challenge epoch. See that such a property is not immediately achieved in our stronger EE-
IND-UE-CPA notion since there we guarantee indistinguishability of fresh and updated ciphertexts that
have the same expiry epoch in the same challenge epoch. However, as we show, our EE-IND-UE-CPA
implies the EE-IND-UE-ENC notion.

Essentially, such a notion is strongly related to the common IND-UE-ENC notion [LT18], but adapted
to expiry epochs. Particularly, we allow the adversary to output different expiry epochs as a challenge
together with two chosen messages for a challenge epoch. The goal of the adversary is to distinguish
which of the challenge messages was encrypted for which expiry epoch depending on a uniform bit b.
Essentially, b determines if My is encrypted for eexp o Or for ees, 1 while M; is encrypted for the other
expiry epoch mimicking that no PPT adversary can distinguish two different messages for two different
(public) expiry epochs within a target epoch.

The intuition is that in our EE-IND-UE-CPA notion, the adversary is capable of querying encryptions
(through Enc’) for different expiry epochs in the challenge epoch. While this intuitively yields ciphertext
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indistinguishability for different expiry epochs, we want to make it more formal next. The key feature
is that the adversary queries the challenge oracle Chall with two messages and two expiry epochs of
its choice. In the challenge phase, it has to distinguish for which expiry epoch which message was
encrypted, where the choice in the challenge ciphertexts is determined by a uniformly random bit b
which the adversary has to guess to succeed in the notion.

Definition 4. A UE scheme UE is EE-IND-UE-ENC-secure iff for any PPT adversary A, the advantage
function
AQVEET () 1= | Pr [BxplEy () = 1] — 1/2

is negligible in X\, where Expﬁeéirf'”e'enc 1s defined as in Figure 4.

Experiment Expﬁeéi'ﬁ’”e’enc()\)

Ki < Gen(A),phase =0,e =1,c=0,4; = L
L :=0,C":=0,K :=0,D* :=0,b+ {0,1}
b AEnc’,RotKey/,Upd/,Corrupt,ChaII,GetUpdC* ()\)

if A is not valid, then return b” + {0,1}

if b =10, then return 1 else return 0

Oracles

Enc'(M) : run Ce + Enc(K., M) and set L* := L* U (c,e,Ce),c = c+ 1. Return C..

RotKey’ : run (Ke41, Aet1) <+ RotKey(K.). If phase = 1, run C; ;¢ < Upd(Aeq1,Cry) and Ciyy g
Upd(Aet1,Co1). Set e=e+ 1.

Upd’'(Ce—1) : if (,e —1,Ce1) ¢ L, return L. Run Ce + Upd(A.,Ce—1) and set L* := L*U(c,e,Ce),c =
¢+ 1. Return C..

Corrupt(inp,e’) : if €' > e, return L. If inp = key, set K* = K* U {€¢'} and return K./. If inp = token, set
D* =D*U{e'} and return A,.

Chall(M{§, M7, 50,0, €axp,1) © if phase =1, return L. Set phase = 1. If b = 0, set C? o +— Enc(Kc, My, e5p.0),
else CZ 1 < Enc(Ke, M1_p,e5p,1). Set C* =C" U (6,020, Cr 1), € = e, and return C7 o, C¢ ;.

GetUpdC™ : If phase = 0, return L. Set C* :=C* U {(e,C:o,C: 1)} and return (C; o, Cr1).

A is valid iff:

1) For all ' € K*, (¢/,C ,Cy 1) ¢ C* holds. (No trivial win via retrieved keys.)

2) For all ¢’ € K* with e* < ¢’ < max(ehp.0, €axp,1) and (e’ — 1, Cl_10,Cl_1,) €CT, e —1¢ D* holds.
(No trivial win via updating the retrieved challenge ciphertexts via a token.)

Fig. 4. The EE-IND-UE-ENC security notion for UE schemes with expiry epochs.

Lemma 2. If UE is an EE-IND-UE-CPA-secure UE scheme with expiry epochs, then UE is EE-IND-
UE-ENC-secure. Concretely, for any PPT adversary A there is a distinguisher D such that

Advaeéirf—ue-enC(/\) < 9. Advaeéi,rl\:c)i—ue—cpa()\)'

Proof. D starts A with A and has to present a consistent view for A. Therefore, D forwards oracles
queries for Enc’, RotKey’, Upd’ and Corrupt directly to it’s EE-IND-UE-CPA challenger. The answers
of Enc’,Upd’, and Corrupt provide a consistent view for A as they are the same in both experiments.
RotKey’ switches the epochs in the pre-challenge epochs.

If A queries Chall with (Mg, M7, el o, €5p1), D queries its Chall-oracle with Mg, M7, eZ,, o and its
Enc’-oracle with (M}, €5, ), for uniform b < {0,1}. D retrieves C}  from Chall and C7, from Enc’
which D both forwards to A as the answer of A’s Chall-oracle. In half of the cases, this yields a consistent
contribution for A’s challenge ciphertexts.

In the challenge phase, RotKey’ switches the epochs and lets the EE-IND-UE-CPA challenger updates

the challenge ciphertext C7, while C7 ; is updated via the Upd'-oracle (which is possible since Ciiisa
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valid ciphertext queried from D’s Enc’-oracle). If A queries the updated challenge ciphertexts, D returns
those.

For D to be valid, we need that A does not have queried 1) keys in challenge-equal epochs and 2) up-
date tokens in epochs for which A has queried a key in the next epoch (depending on max(eg,, o, €25p.1))-
Those validity constraints for A directly transfer to D’s validity constraints. Hence, if A is valid and
successful in the sense of EE-IND-UE-ENC on UE, D yields a successful PPT adversary on UE in the

EE-IND-UE-CPA notion. O

3 UE from a Puncturable-Encryption Perspective

We introduce a novel primitive dubbed Tag-Inverse Puncturable Encryption (TIPE), provide a TIPE
security model and show how to construct UE with expiry epochs from TIPE. Finally, we give an
instantiation of TIPE under standard assumptions. TTPE essentially views UE from the perspective of
puncturable encryption [GM15]| and generalizes UE. We believe that TIPE has application beyond UE.

3.1 Tag-Inverse Puncturable Encryption

The main intuition of TIPE is the following. On the very high level, all operations are bound to discrete
epochs 1,2, ... where keys and ciphertexts as well as update tokens are associated to. Moreover, as in
plain PE, ciphertexts are attached with a tag coming from an exponentially large tag space 7. System
setup Gen creates a first-epoch symmetric key K;. To show the idea, with such a key, one can create a
first-epoch ciphertext C1 ¢, < Enc(K1,t, M, eeyp), for some message M, tag t € T, and expiry epoch
exp > 1. With probabilistic algorithm KPunc, K; can be updated to K2 depending on a tag set S C T
(i.e., for which ciphertexts the key should not be punctured) while also update tokens (Asz;)icsufv}
are generated. (We allow even a special symbol V in the token Asy which indicates that the key is not
punctured on any ciphertext.) With (Asa)esufv}, @ semi-trusted third-party can update C1 ., to
Cotren, — ExPunc(Ag s, Crye,,) if t € {t',V} such that Cy; ., is “consistent” with Kj. Correctness
guarantees that decryption of Coy ., yields M = Dec(K3,Cyy.,,) as intended (and so on, if the
ciphertext is not expired already). More formally:

Definition 5. A Tag-Inverse Puncturable Encryption (TIPE) scheme TIPE for epochs (1,. .., poly(}\)),
ciphertext-tag space T, and message space M consists of the PPT algorithms (Gen, KPunc, Enc, ExPunc,
Dec):

Gen()) : on input security parameter A, key generation outputs initial key Kj.

KPunc(K,,S) : on input key K. for epoch e and ciphertext tags S C 7 or § =V, if § C T, key
puncturing outputs a punctured key K.y; and tag-specific tokens (Ac¢t1)es; otherwise, if S =V,
outputs a punctured key K41 and (universal) token A.tq,v.

Enc(K.,t, M, eexp) : on input key K., ciphertext tag t € 7, message M € M, and expiry epoch eeyp,
encryption outputs a ciphertext Ce ¢ e, or L.

ExPunc(Acq1,¢, Ce tey,) = ON input token Acyq s and ciphertext Ce g e,,,, the exclude-from-puncturing
algorithm outputs a ciphertext Cey1 e, if t' € {t,V} and e < eep; otherwise outputs L.

Dec(Ke, Ce t,e,,,) : On input key K. and ciphertext Ce.,,, decryption outputs message M € M if
e = €’; otherwise outputs L.

Correctness. We require that an honestly generated epoch-j ciphertext Cj ¢ ..., (obtained via Enc(Kj,t,
M, eexp)) is decryptable to M if the expiry epoch is not reached yet. Moreover, an honest exclusion from
being punctured for a valid ciphertext Cje,, (via Ajy1s with ¢ € S or § = V) from epoch j to
J + 1 yields a valid ciphertext Cji1 ., that can be decrypted under the epoch key K, (obtained
via KPunc(Kj;,S)) if the ciphertext is not already expired. (See that we do not give any correctness
guarantees beyond the expiry epochs.)
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More formally, for all A € N, for all e € [|poly(\)]], for K71 < Gen(\), for all i € {1,..., e}, for any
S € T U{V}, for all (K41, Ai+1,s) < KPunc(K;,S), for all M € M, for all expiry epochs eexp € N,
for all t € T, for all j € {1,...,e+4 1}, for all Cj;e,, < Enc(Kj,t, M, eep), We require that M =
Dec(K, Cjt.e.,,) holds if eep > j. Moreover, for all j € {1,... e}, for all Cj; ., <+ Enc(Kj,t, M, eexp),
foralli€ {j,...,e}, for C7y = Cjie,,, forall Cl . <+ ExPunc(Aiip,Cf, . ) with t' € {t,V},
we require that M = Dec(Ket1,Cpyqy,,,) holds if €ep > € + 1.

Intuition of Our Security Notion. We define IND-TIPE-CPA which guarantees that freshly generated
ciphertexts cannot be distinguished from ones that are excluded from puncturing similarly to UE, but
we give more power to the adversary as it is allowed to even query more tokens. Thereby, we assume that
any (expiry-)epoch information is explicitly retrievable from the keys, tokens, and ciphertexts. Similarly,
we assume that any tag information is explicitly retrievable from the tokens and ciphertexts.

To emphasize the main difference to our UE model, consider some epoch ¢’ after the challenge epoch
where the adversary queried a key K. and the challenge ciphertext is not expired, i.e., €’ < eexp. In our
UE definition, the adversary is not allowed to query a token A, while in TIPE, we allow querying tokens
(Aer t)ies that do not incorporate update capabilities for the challenge tag t*, i.e., t* ¢ S. Moreover, a
token A, v is obviously not allowed to be queried in epoch €’. Those are the essential differences to our
UE notion.

Moreover, similarly to our UE notion, we assume that any (expiry-)epoch and tag information is
explicitly retrievable from the keys, tokens, and ciphertexts. We define:

Definition 6. A TIPE scheme TIPE is IND-TIPE-CPA-secure iff for any PPT adversary A, the advan-
tage function

AVTES 0 1= | Pr BT (1) = 1] — 172

is negligible in X\, where Exp?fggfj{pa is defined as in Fig. 5.

3.2 Generic UE Construction from TIPE

In the following, let TIPE = (TIPE.Gen, TIPE.KPunc, TIPE.Enc, TIPE.ExPunc, TIPE.Dec) be a TIPE with
tag space T = {t} and message space Mrpg. We construct a UE scheme UE = (Gen, RotKey, Enc, Upd,
Dec) with message space M := Mrpg. The main intuition here is that we only need a single tag in T
and each ciphertext is generated with such a tag. Moreover, the key rotation in UE generates the next
UE key and a token that works for any tag, particularly for the single tag in 7. We construct:

Gen()) : return K; < TIPE.Gen(\).

RotKey(K.) : return (Key1, Aey1) < TIPE.KPunc(K,,V).

Enc(Kc, M, eexp) = return Ce e, <= TIPE.Enc(K,,t, M, eeyp), for t € T.

Upd(Acy1,Cee,,) return Ceyq e, < TIPE.EXPunc(Cep,,,, Act1)-

Dec(Ke, Cee,,,) : return M := TIPE.Dec(K,, Ce.c,,,)-

Correctness. See that this directly translates from the TIPE scheme, i.e., the ciphertexts that were

computed by Enc and/or updated via Upd can be decrypted by Dec if the keys are in the same epoch
and the ciphertext is not expired.

Theorem 1. If TIPE is IND-TIPE-CPA secure, then UE is EE-IND-UE-CPA secure. Concretely, for any
PPT adversary A there is a distinguisher D in the IND-TIPE-CPA security experiment, such that

AVTIEET P () 2 Advie £ (V).

Proof. We show the theorem by constructing a PPT distinguisher D in the IND-TIPE-CPA security
experiment with TIPE from any successful PPT adversary A in the EE-IND-UE-CPA security with UE.
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Experiment ExpiTnldF}Ef’j'cpa N

Kq + Gen()\),phase =0,e =0, S =0,c=0,A1v =L
L :=0,C":=0,K*:=0,D" :=0,b«+ {0,1}

b/ «— AEnc’,KPunc’,ExPunc',Corrupt,ChaII,GetUnpuncC* ()\)

if A is not valid, then return b” «+ {0,1}

if b= b, then return 1 else return 0

Oracles

Enc'(t, M, eexp) : Tun Ce
Ce,t,eexp~

KPunc'(8) : run (Ket1, (Aet1,t)tes’) < KPunc(Ke,8'). If phase = 1 and t* € S’ or & = V, run
Clii e  ExPunc(Acyr,r,Ch v y) (if t* € S') or Clyy ey ¢ ExPunc(Acyryv, Cl e p) (if ' = V).
Sete=e+1and S=§".

EXPunc’(Ce—1,t,e0r) + If (e —1,Ce 1 t,e0,) & L*, orif t ¢ S and S # V, return L. Run Ce e,
ExPunc(Ac t, Ce 1,t,e0p) (if t € S) or Ceteny  EXPunc(Ae v, Ceo1 t,ee,) (if S = V) and set L* :=
LU (c,€,Cetrep) ¢ = c+ 1. Return Ce s epp-

Corrupt(inp, €’) : if ¢’ > e, return L. If inp = key, set K* = K* U {€'} and return K./. If inp = token, set
D* =D*U{e,S} and return (Ae 1)tes.

Chall(M, Ce—1,t,e0) : if phase =1, 0rif t ¢ S and S # V, return L. Set phase = 1. If (,e — 1, Ce—1 ¢ e0y,) ¢
L*, return L. Ifb =0, set C; ;o < Enc(K.,t, M, ee), else CF ;1 < ExPunc(Ac ¢, Ce 1t ,eq,) (if T € S)
or C¢yq < ExPunc(Acyv,Ce—1tien,) (if S =V). Set C* =C*" U (e,CF,4), € = e, 1" =1, ey = Cexp,
and return C¢; ;.

GetUnpuncC* : If phase = 0, return L. Set C* :=C" U (e,C; ;) and return C7 , ;.

< Enc(Ke,t, M, eep) and set L™ := L* U (c,e,Ce t,eny), ¢ = ¢+ 1. Return

7ta5exp

A is valid iff:

1) For all e’ € K*, (¢/,C} ) ¢ C* holds. (No trivial win via retrieved keys.)

2) For all ¢’ € K* with e* <€’ < el and (¢ = 1,05, v ),) €C*, (¢ —1,8) ¢ D for &' =Vort* €&
holds. (No trivial win via retrieved update token.)

Fig. 5. Our IND-TIPE-CPA security notion for TIPE.

D runs A()). Let TIPE.Enc’, KPunc, ExPunc, TIPE.Corrupt, TIPE.Chall, TIPE.GetUnpuncC* be the TIPE
oracles. Let A’s oracles be as follows:

Enc'(M, eexp) : return Ce ., < TIPE.Enc' (M, 1, €exp), for t € T
RotKey' : run KPunc(V).
Upd'(Ce—1.c.,,) : return Ce ., < ExPunc(Ce_1,,)-
Corrupt(inp, €’) : return the result of TIPE.Corrupt(inp, e’). (This is either a key or a token depending on
inp.)
Chall(M,Ce_1 c,,,) : return C7, <= TIPE.Chall(M, Ce_1 c,,,)-
GetUpdC* : return C7 , < TIPE.GetUnpuncC*.
We conclude that D provides a consistent view for A. If A is a successful PPT adversary in the
EE-IND-UE-CPA security experiment with UE (see that also the validity conditions of TIPE subsumes

the validity conditions of UE), then D is a successful PPT adversary in the IND-TIPE-CPA security
experiment with TIPE. a

3.3 TIPE from Standard Assumptions

We show how to construct TIPE from standard assumption. Before that, we introduce encoding of
epochs and the dual-system group paradigm. Both are important ingredients to our construction and
discussed in the introduction on the high-level. In the following, we formally provide such ingredients
and give a proof from standard assumptions.
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Encoding of Epochs. We use the encoding function of the recent work due to Drijvers, Gorbunov,
Neven, and Wee [DGNW20, Sec. 4.2]. They give a function e that maps tags t = (¢,...) € {1,2}5*~1,
for A = |logyn|, to epochs [n]:

[t]

_1+Z + (2N = 1)(t; —1)).20

Moreover, t is the inverse function that maps epochs e € [n] to tags {1,2}<*~1:

€ ife=1
tle) =qtle—1)[|1 ifftle—1)<A—1
t][2 if [tle—1)|=A—1,

for longest string t such that t||1 is a prefix of (e — 1). Furthermore, they define sets Iy C {1,2}S* 1
for each t such that:

Iy = {t} U {t]|2 : t]|1 prefix of t}.
The properties of Iy are: (1) t < t’ < Ju € I such that u is a prefix of t', (2) Vt, it holds Iy(c(t)+1) =
T\ {t}if [t] = A=1or Iy(ee)+1) = (Le\{t})U{t[[1, t[|2} otherwise, (3) Vt' > t, it holds Vu’ € I, Ju € I}
such that u is a prefix of u’.
Dual System Groups. Our (relaxed) DSG DSG based on [GCTC16] consists of the PPT algorithms
(SampP, SampG, SampH, SampS, SampK, SampG, SampH):
SampP(\, n) : sample (G, H, Gr, N, (gp, )icin], €) < G(A,n’), for fixed integer n'. Define m : H — Gr to
be linear map, let g and h be group elements generated by gs and hg, respectively (see below). Further,
pars, pars may contain arbitrary information. Output public parameters pp = (G, H, G, N, e, m, pars)
and secret parameters sp = (g, h, pars)
SampG(pp) : output g = (go, - - -,gn) € G" L.
SampS(pp) : output S € G.
SampH(pp) : output h = (hg, ..., h,) € H* 1.
SampK(pp) : output K € H.

SampG(pp,s ) : output g = (go,---,9n) € G"! and g, € G.

SampH(ij7 sp) : output h= (ﬁm ... hy) € H' and hy, h, € H.

SampG, SampS, SampH and SampK sample from a “normal” distribution (used for correctness) while
Sm and Sa/m\pH sample from a “semi-functional” distribution (used in the security proof). When
proving UE security, we can switch UE ciphertexts and keys to semi-functional ones. The essence of
dual system is then carried out, namely, semi-functional ciphertexts and keys are incompatible meaning
that we can derive at a stage where the UE ciphertexts carry a uniformly random group element and
indistinguishability can be shown.

Correctness. For all A\,n € N, for all pp (generated via SampP (), n)):

Projectiveness. m(h)® = e(SampS(pp; s), h), for all s € Z}, and h € H.

Orthogonality. e(S,h;) =1 and e(go, K) = 1, for alli € [n], (ho, ..., hn) < SampH(pp), S < SampS(pp),
(g0, ...) + SampH(pp), and K « SampK(pp).

Associativity. e(go,h;) = e(gi,ho), for all i € [n], (go,...,9n) < SampG(pp) and (hg,...,h,)
SampH(pp).

10 T the introduction, we used the tag set {0, 1})‘ for illustrating purposes; due to technical reasons, the tag set
{1,2}" is actually required.
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G-H-subgroups. The outputs of SampG(pp) and SampS(pp) are uniformly distributed over the generators
of non-trivial subgroups of G"*! and G, respectively. The outputs of SampH(pp) and SampK(pp)

are uniformly distributed over the generators of non-trivial subgroups of H”*! and H, respectively.
Security. For all A\;n € N, for all (pp, sp) < SampP (A, n):
Orthogonality. m(ﬁ) =1.
Non-degeneracy. T lies in a subgroup of hg, gs lies in a subgroup of g.
Left-subgroup indistinguishability (LS). For any PPT D, AdleSSG,D()\, n) =

|Pr [D(pp,g) = 1] — Pr[D(pp, g8) = 1]|

is negligible in A, for g + SampG(pp) and (g, ) + Sm(p;m Sp).
Right-subgroup indistinguishability (RS). For any PPT D, Advpsg p(\,n) 1=

Pr [D(pp,/ﬁ, gg h) = 1} —Pr [D(pp,/ﬁ, gg, hfl) = 1} ’

L —

is negligible in A, for g + SampG(pp), (g,:) + SampG(pp, sp), h + SampH(pp), and (ﬂ,-,-) —
SampH (pp, sp).
Parameter-hiding. The distributions
{pp,g.h,g,h} and {pp,§,h, g’ hh'}
are identically distributed, for (g8 = (go,...,0n),9s) < Sﬁw?(-](pp7 sp), (ﬂ = (?LO, .. 7Bn),hs,ha)

 SampH(pp, sp), &' = (1g7",...,g3"), and W = (LAY, ..., h3), for y1,..., 7  Zy.
Computational non-degeneracy (ND). For any PPT D, Advg‘éGyD(A,n) =

Pr[D(pp,S g8, K 7%, e(S, K)) = 1] ~ Pr[D(pp,S - g8, K -7, R = 1”

is negligible in \, for S = (S,1,...), S «+ SampS(pp), g < SampG(pp), (&) « SampG(pp, sp),

K « SampK(pp), o + Zn, and R « Gr.

Remark. The properties have the following implications which we will need later on. From orthog-
onality and projectiveness, we retrieve e(S,h) = 1. By projectiveness, it holds m(K)® - m(K')® =
e(SampS(pp; s), K) - e(SampS(pp; s), K') = m(K - K')*, for s € Z%;, and K, K’ € H. Moreover, by pro-
jectiveness and G-subgroups, we have m(K)* - m(K)* = e(SampS(pp; s), K) - e(SampS(pp; s'), K) =
e(¢°t, K) = m(K)***', for K € H and suitable generator g € G.

Intuition of Our Construction. Beyond what is already discussed in the introduction on the intuition
of our construction, we give some more technical details in the following. We assume that tags in the
tag set T are integers in Z}, for simplicity. During key generation, we use A + 1 as input to the DSG
parameter-sampling algorithm SampP as this will give us one additional element for embedding the
ciphertext tag during encryption. The initial key K consists of DSG group elements (that are sampled
from the normal distribution) with a distinguished element k; that can be seen as acting similarly to a
master secret key in an (unbounded) HIBE [GCTC16]. (K; corresponds essentially to the root of the
binary tree for the key.)

Key puncturing KPunc prunes the tree as follows: if a node corresponding to the current epoch is
not a leaf node, then it computes the children of such a node. One child gets associated with 1 and the
other one with 2, which maps directly to the encoding. Then, the key material of the parent node is
discarded; otherwise, if such a node is a leaf node, then the key material for this node is discarded. A
re-randomization step for all elements forms the resulting key for epoch e + 1. The corresponding token
is computed around a distinguished element § (depending on &) which is blinded with epoch (and tag)
dependent group elements from the DSG’s normal distribution; it acts a linear shift for k..
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Encryption Enc, depending on the current tree configuration and the expiry epoch, computes the
ciphertext material depending on such a configuration where each group element is similarly computed
to a simple form of an unbounded HIBE ciphertext in [GCTC16] but enhanced with further DSG group
elements. Those elements are crucial and used in ExPunc. The message M itself is blinded by m(k.)?,
where the uniform s is also embedded as “global” randomness in ciphertext elements corresponding to
the tree configuration (see element S).

During ExPunc, the linear shift m(0)® is computed only if ciphertext material corresponding to the
token is available (i.e., if such a token — potentially depending also on the tag — matches ciphertext
material in the current epoch). Such a shift can then be used to update the blinding group element for
the message to the next epoch. Moreover, the ciphertext tree is pruned analogously to how key material
is delegated and discarded in KPunc. Particularly, ciphertext material for the node associated to the
then-old epoch is discarded. Decryption recovers the message if the epochs of the key and unexpired
ciphertext match.

Our Construction. Let DSG = (SampP, SampG, SampH, SampS, SampK, SampG, SampH) be DSG. We
construct a TIPE scheme TIPE = (Gen, KPunc, Enc, ExPunc, Dec) with tag space T = Z}; (determined
during Gen) and message space M:

Gen(\) : compute (pp, sp) < SampP(\ + 1), set T = Z%, sample (ho,...,hr11) < SampH(pp), k1
SampK(pp) and return Ky = ({K}}, m(k1),pp), with K{ = (ho, k1 - h1,...,hy).
KPunc(K,,S) : for K. = ({K}, : u € I'yey}, m(ke), pp), if [t(e)] < A —1, then find

é(e) = (TO,TlaT|t(e)\+1, Ty,
compute
t(e+1) = (To, T1 - Tie(ey 415 Tiee) 25 - - - Th),
t(eJr2) = (To, 1 - T\t(e)Hlv Tig(e)|+25- -5 Th)-

Sample elements & < SampK(pp) and (ho,...,hat1), (hu707...,hu7)\+1)ue[|['t(e+l)” <+ SampH(pp), for
tle+1) = (t(e+1)1,...,t(e + 1)¢(et1)), compute

(ho, 8 H‘t(e+1‘ht(€+1)’ m(ke - 8)) (1fS_V)
Jul

" u; /
Ku = ( Ohu 07 0 Hhu [l \u\Jrl 7|11\+17"'7Tu,)\hu-,)\)7

A 1‘{(Ae+1t>tes—<ho,a Ry TIST REY n(ke - 0))ies (E S £ V)
e+1 —

for {K|, = (T1I107 e 7TL’L)\) cu=(ug,...) € Iyep1) ) Set Key1 = ({K] s u € Tyeqny ), m(ke - 6), pp) and
return (Ae+17Ke+1>-
Enc(Ke,t, M, eexp) : if € > eeyp, then return L. For K, = (..., m(k.), pp), sample S < SampS(pp; s), for

s < Zj, and (gu,0,- - - ,gu,,\_H)uept(e>\pt(6exp+l>} < SampG(pp); for all u = (uy,...) € Iy \ Di(ep+1)s
return

[u|

Ce7tveE><p = ({(Sgu,07 Hggfia Ju,|u|+1s -+ - y Ju )\, glt_l7)\+1)}7 m(ke)s ! M)

i=1

ExPunc(Aci1,e, Cetyen,) @ if € > €ep or t' ¢ {t,V}, then return L. For

Actr,e = (Do, Dy,m(kesr)) and Ceg e, = ({C s u € Iy}, m(ke)® - M),
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if [t(e)| < A — 1, then find Cé(e) = (80,51, Sjt(e)|+15 - - - »9x) and compute

ter1) = (80,51 Siee) 415 Sjecey 425+ -+ Sat1);
tera) = (50,51 Sie)a1s Se@)+2s - - Sas1)-

Sample S < SampS(pp; s'), for s’ < Z}, (Gu,0,-- > Jurti)uer s,y < SampG(pp), compute m(9)* =
e(So,D1)

DS 5D (where Syx11 is only present if ¢’ # V) and
[u]
C;/ == (Su,OSgu,Ov Su,l Hgg:m Su,|u|+lgu,\u|+17 B Su,)\gu,)\a Su,)\+1gfl,>\+1)v
i=1
for {Cy = (Su0,--+, %) 1 u = (u1,...) € Iye) \ T(epptr1) ) Return Ceqnpe, = ({Cy 1 u €
Ft(e—i—l)}a m(ke . 5)S+S . M)
Dec(Kc, Cete,,,) : if € > €exp, then return L. For

K. = ({K,:ue Iy}, m(ke),pp) and Ce ., = {Cy 1 u € Iy}, S1),
find Ké(e) = (Ty,T1,...) and C,é(e) = (8o, 51, .), and return

G(TO7 Sl)

M =5t 5. m)

Correctness. We show:

1) Correct decryption of ciphertexts:

e(Ty, S1) e(ho, [ 15—, 9i) m(ke)®
M=8p 82020 k) M- i=1 -
4 e(So,Th) m(ke) e(Sgo, ke [[;_1 hi)  e(S,ke)

where m(k.)® = e(S, k), for some s € Z%;, e(S,h;) = 1, for all i € [e], and e(go,ke) = 1 due to
projectiveness, orthogonality, and associativity.

2) Correctness for excluding ciphertexts Ceq1t.c,, = ({Cf : u = (uy,...) € Ft(e+1)}7m(k:e+1)s+s, - M)
from puncturing:

M = M,

[u|
C{x/ = (Suﬁsgu}O, Su,l H 93:27 Su,|u\+1gu,|u|+17 ey Su))\‘g]tl)\Jrl)7
i=1
where S« SampS(pp; s'), for " « Zy, (gu,07""gu,>\>u€1"t<a+1) < SampG(pp), m<ke+1>s+8/ =
m(ke)® - m(8)* - m(kes1)® , for m(5)* = S0 " qye o projectiveness, orthogonality, associa-

e(Do,St(e+1),1)’
tivity, and G-H-subgroups.

Theorem 2. If DSG is a DSG scheme, then TIPE is IND-TIPE-CPA-secure. Concretely, for any PPT
adversary A, it holds:

AdVISERE 2 (X) < AdVse p, (A A + 1) + 2 (| Tyes )| + @) - poly(A)-

exp

Advisg p, (A, A+ 1) + poly(A) - Advpec. p, (A A+ 1),

with ¢ number of tag-based token queries.
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Proof. As a brief proof outline, the sequence of games is as follows:

Game 0. The IND-TIPE-CPA experiment.

Game 1. Fresh encryption of C,; in Chall-oracle by using Dec and Enc instead of Upd. This is a
conceptional change. Here, we use the fact that fresh ciphertexts and updated ciphertexts are indis-
tinguishable.

Game 2. The challenge ciphertext(s) are semi-functional (via left-subgroup indistinguishability (LS)).
This is a property that comes from the underlying DSG assumption and is a common hybrid step
in proving constructions secure in the dual-system paradigm.

Game 3.i.0. The i-th token or key query is pseudo-normal (via right-subgroup indistinguishability
(RS)). This is a common next step in many dual-system proofs to prepare the embedding of uniform
elements. All queries up to ¢ — 1 carry a uniform element (ﬁ)o‘

Game 3.i.1. The i-th token or key query is pseudo-normal semi-functional (via parameter-hiding).
This is further common step in many dual-system proofs to prepare the embedding of a uniform
element. All queries up to ¢ — 1 carry a uniform element (?L)“

Game 3.i.2. The i-th token or key query now carries a uniform element (71\)“, all queries up to 7 — 1
carry a uniform element (ﬁ)a

Game 3.i.3. The i-th token or key query is semi-functional (via right-subgroup indistinguishability
(RS)). This is a common next step in many dual-system proofs to finalize the embedding of a
uniform element. All queries up to ¢ carry a uniform element (ﬁ)"

Game 4. The message in the challenge ciphertext(s) is a uniform Gr-element (via computational non-
degeneracy (ND)). In this game, the queried tokens and keys are independent of the challenge
ciphertext(s), the message is independent of the bit b, and security readily follows.

Let S4 ; be the event that A succeeds in Game j. We map the symbol V to the integer 0 for ease of
proof exposition. Let S4 ; be the event that A succeeds in Game j. We highlight changes boxed.

Lemma 3 (Game 0 to Game 1). For any PPT adversary A, it holds:
| Pr [SAy()] —Pr [SAJ] | =0.

Proof. We change the behavior of the challenge oracle such that we use a fresh encryption instead of
updating the ciphertext provided by A. The change is agnostic of the tag (and independent of the
tokens) and the Chall oracle in Game 1 is as follows:

Chall(M,Ce_1,¢.,,) :if phase = 1, orift ¢ Sand S # V, return L. Set phase = 1. If (-,e — 1,Ce_1 ¢c,,,) ¢
L*, return L. If b =0, set CF, o <= Enc(K,,t, M, eeyp), else compute ’ M :=Dec(Kc—1,Cc1,t,e.,)

and

Coyq + Enc(Ke,t, M, eexp) | Set C* =C* U (e,C} ), € =, t* =1, e, = €exp, and return C7 , .

e

Due to correctness (i.e., via perfect re-randomization), the ciphertexts derived from Enc and ExPunc for
an epoch e and tag t yield the same distribution. Hence, such a change cannot be detected by A.

Lemma 4 (Game 1 to Game 2). For any PPT adversary A there is a distinguisher D on LS such
that
[Pr[Saa) — PrlSas]| < Advise (A A+ 1).

Proof. The input is provided as (pp, T), where T = (Tp,...,Th+1) is either g or gg, for g = (go,. - -,

pl-a

gr+1) < SampG(pp) and (8 = (go,---,gr+1),") < SampG(pp, sp). The Chall oracle in Game 2 is as
follows:
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Chall(M, Ce_1¢.c,,) : if phase =1, or if t ¢ S and S # V, return L. Set phase = 1. If (-,e —1,Cc_1 1 c,,,)
¢ L*, return L. With u = (uy,...) € I'ye) \ Ty(enp+1), Set

u|

:,t,o = ({(STOQU,Oa HTiUig::fia T\u|+lgu,\u|+17 oo 7T§+lgfl,)\+1)}u’ m(ke)® - M)
=1

[uf

C:,t,l = ({(STOQU,O’ H Tiuig::jﬂ T|11|+1gu-,\u|+17 B T§+lgf1,)\+1)}u’ m(ke)s : M/)’

i=1

for M/ — Dec(Ke*—laCe*—l,t,eexp)a for (gu,07~-~agu,)\+1)u:(u1,H.)EFt(e)\Ft(eexp_*_l) — SampG(pp)a S+

SampS(pp; s), for s < Z}. Set C* = C* U (6,C7, ), € = e, t* =1, e, = €exp, and return C7 , .

If T = g, then the challenge ciphertext(s) are distributed as in Game 1. If T = gg, then the challenge
ciphertext(s) are distributed as in Game 2.

Lemma 5 (Game 2 to Game 3.1.0). For any PPT adversary A, it holds:
‘ Pr [SA}Q] - Pl“ [SA’3_1‘0] | = 0.

Proof. This is a conceptional change. Essentially we consistently re-randomize the token and key ele-
ments. The KPunc’-oracle in Game 3.0.0 is as follows (where we alter K/, after calling KPunc):
KPunc'(S') : run (K[, , AL, ) + KPunc(K.,S8"). For K., = ({(Tu0:Tu1: Tujuj+1>----Tun) : 0 €

Ft(e+1)}7 m(KE),pp) and Ae+1 - (Dt,Oa Dt,17 Dt,2)t€$/U{V}a Sample (ht,()a ey ht,)\+l)t€S’U{V}7 (hu,O; ey
hur+1)uery., ., < SampH(pp), and compute

lt(e+1)]
Ae+1=(Dt,o’Dt,1 hixer H By Dys)ies,

u]

! u;
K, = (Tu,07Tu71 Hhu s Tasja)+1| Py juf+1 ] - - - u/\“
i=1

for all u € Iy(eqr)- Set Koy = ({ K} s 0 € Tyeqny ), m(Ke), pp). If phase = 1, and t* € S’ or 8’ =V, run
Criypep < ExPunc(Acin i+, CF o) or CFy 4oy <= ExPunc(Aeqay, CF 4. ), Tespectively. Set e = e + 1

and S = §'.

Lemma 6 (Game 3.i.0 to Game 3.i.1). For any PPT adversary A there is a distinguisher D on RS
such that

| Pr [SA’g‘i.()] —Pr [SA,S‘i.l] | < p0|y()\) . AdVBSSG’D()\, A+ 1),

forie [|Ft(e:xp)| + q] and q the number of tag-based tokens queried in epochs e* — 1 and €.

Proof. The input is provided as (pp,ﬁ,g@,T), where T = (Tp,...,Tx+1) is either h or hi’\l, for h =

(hOa"'vh)\—‘rl) A SampH(pp) (ﬁ - (EO?" EA+1)7 ) ) — SampH(ppa Sp) and fOI‘ g/g\ - (90503"'3
Ir+19r+1). We guess the challenge explry7 and “window” epoch elements €, €, & « [|poly(\)]] and

¢ < é*oré > é* . The KPunc’ and Chall oracles are as follows:

abort if e* # € or eg,, # €2 exp-

exp?
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KPunc'(S8’) : run (K., AL ;) < KPunc(K,,S’). For

er1 = ({(Tu g0, Tugr 1 Ta g uj+1s - -+ Tugr n) 2 0 E Tygeqn), " € [ Teqryl]l, m(Ke), pp)

(we can assume a natural order in K ;) and
!
Ae—i—l - (Dt,Oth,laDt?)teS'u{V}a

sample (h0,- .-, bt rv1)tesuqvys (Pu0s -« Puat1)uery.,,, < SampH(pp), and for the (j,;j’)-th query
(j-th token with its j’-th tag-based part, (j,5') € [¢'] % [¢;] with ¢ = ¢’ + ¢;) compute token A, as
follows:

ifj+j <itlA(e=e"—1Ve=2¢ —1)

t(e+1

| )
t; ’\ t(e+1);
J « 7
(Dtj/,Ohtj/,Oy Dtj/71 . htj/,)\Jrl . (h) . H h’tj/,i ?Dtj/,2>tj/€S’U{V}
=1

[t(e+1)]
t, t(e+1);
(Diy o[ To}, Dyt | T |- T |28 s Dty 2ty es700v)
i=1
else:
[t(e+1)]
tr t(e+1);
(Dtj’vohtj/-,o’ Dtj/,l : ht;/,/\+1 : H hi aDtj/,2)t]-/€S/U{V}~
i=1
Moreover, compute key K, as follows:
ifg+j" =ine=ely
lu|
u;
(Tu,j”,Oy Tu,j”?l ’ H7 Tu,j”,|u|+1 T‘|u|+1 y oo aTu,j”,)\)
i=1
else:
lu|
u;
(Tu,j,Ohu,07 Tu,j,l : H hu,p Tu,j,|u|+1hu,\u|+1v v 7Tu,j,)\hu,)\)7
i=1

for all u € Iy(e41), and a < Zy. Set K1 = ({ K}, : 1 € Tyeqny ), m(Ke), pp). If phase = 1, and t* € &'
or 8" =V, run C7 | ;. j < ExPunc(Aci1 4+, CF 1. ) or CFy 4oy, < ExPunc(Aeqay, CF 4 ), Tespectively.
Sete=e+1and S=S8".

Chall(M, Cé*_17t*7é;p): if phase = 1, or if t* ¢ S and S # V, then return L. Set phase = 1. If
(8" = 1,06 14~ ¢x ) ¢ L*, then return L. Set

xp

lu|

Cg*,t*,o = ({(Sgu,o,H (giﬁi)“i gﬁfia 9|u\+1§\u|+1 Gu,|ul+1s5 -+
i=1

(9a+195+1)" ghara) tu= (u1,...) € Tyer) \ Tyer+1) b mikes)* - M),

exp

u|

Ciepo1 = ({(Sgu,07H (9:9:)" 9u's>| Iul+19/ul+1 [Gu,jul+1> - - -5
=1

(9A+1§,\+1)t* gf:,AH) tu=(uy,...) € Iy \Ft(é;pﬂ)}»m(ké*)s M),
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for M/ — DeC(Ke*fhce*fl,t*,eexp) for (gu Ou"-7gu,/\Jrl)u:(ul,...)EFt(E*)\Ft(eex +1) — SampG(pp)7 S

SampS(pp; ), for s <= Zy. Set C* = C* U (€, 5. 1. ), €F = €%, el = €4y, and return CJ. 4. .
If T = h, then the token A.«; with ¢t € {t*,V}, the token A,/ ; with ¢ ¢ {t*,V}, and the key K. (if K/
is queried) or the key Ke: 11 (if Ko is not queried) are distributed as in Game 3.1.0. If T = hh, then

those are distributed as in Game 3.i.1. This reduction loses a polynomial factor.
Lemma 7 (Game 3.i.1 to Game 3.i.2). For any PPT adversary A, it holds:
|Pr{Sazs.ii] —Pr[Sas.i2]| =0,

for i € [|Ft(e;p)| + q] and a large-enough e(\) polynomial in A and q the number of tag-based token
queries.

Proof. This is reminiscent of Lemma 11 in [GCTC16] and results in a pseudo-normal semi-functional
token and keys. For all key elements in the set I'y(.ry (if K is queried) or in Ties,) (if K¢ is not queried)
and for all tag-based token queries, we information-theoretically embed (ﬁ)o‘ in the i-th (key or token)
query step-by-step for each ¢. This can be only be done if the key or token queries have no epoch or tag
prefixes with the challenge ciphertext.

For the tokens (Ac- ¢)iesuqvy before the challenge epoch, see that such a token has no prefix with
the challenge ciphertexts (as the epochs do not match, i.e., such tokens have the epoch e* — 1 encoded
and the challenge ciphertext are in epochs > e*). We can use this fact to embed a (ﬁ)o‘ in (Aex ¢)tesugvy
due to [GCT C16]. Moreover, see that by validity condition 2), A is not allowed to query a token A, ;
with e* < e’ < ef,, and t = t* or t = V when it has queried a key K. .. Hence, we can use such a fact
here to embed an (ﬁ)a—element in K. as the tokens (A ;) do not share prefixes with the challenge
ciphertext. (Otherwise the token can be used to update the challenge ciphertext which would raise the
validity to fail.) Moreover, no information on B is given out in any A, ; due to orthogonality (i.e.,

m(ﬁ) = 1). For the key Ke; 11 see that it does not have any prefixes of the challenge ciphertext and

we can safely embed (ﬁ)" (if K. was not queried; otherwise, (E)a has already been embedded in such
a key). As shown in [GCTC16], due to non-degeneracy, we have that (hs)* can be replaced by some
suitable (h)®, for suitable a, o’ € Zy.

Lemma 8 (Game 3.i.2 to Game 3.i.3). For any PPT adversary A there is a distinguisher D on RS
such that

| PI‘ [SAyg,i_g] — PI‘ [SAyg,ivg] | é pOly(A) . AdVIIC_)SSG,D()V )\ + ].),

forie HFt(e:XP)l + q] and q number of tag-based token queries.

Proof. In this step, we undo the game hop from Lemma 6. As a result, we now have a uniform element
(h)“‘ embedded in the key and in the token queries for K¢/, Key 1 and Ae«, Aer. If T = hh then the
tokens Ag«, Aer and the keys Ker, Kex 41, are distributed as in Game 3..2. If T = = h, then those are
distributed as in Game 3.i.3. This reduction loses a polynomial factor.

Lemma 9 (Game 3'|Ft(e§xp)| + ¢.3 to Game 4). For any PPT adversary A there is a distinguisher
D on ND such that

| Pr |:SA,3-|Ft(e;xp)‘+Q»3:| — Pr[Saa]| < poly(A) - AdVIISdSG,D()‘a A+1),

for i € [z, )| + 1] and ¢ number of tag-based token queries.
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Proof. The input is provided as (pp, Sgg, K - (E)OZT), where T is either e(S,K) or R «+ Gr, for
g « SampG(pp), (g,) + Sa/rr$G(pp7 sp), and h < SampH(pp), S + SampS(pp), S = (S,1,0,...),
K <+ SampK(pp). We guess the challenge, expiry, and “window” epochs elements é*, é%,,, €' < [[e(\)]]
and abort if e* # é* or e}, # €5, or é* < & < éf,,. The RotKey’ and Chall oracles are as follows:

KPunc'(S8’) : run (K., 4, AL,,) + KPunc(K,,S’). (We additionally assume that 6 which is sampled in

€
KPunc is available in KPunc’ as well as k; sampled in Gen in the beginning of the experiment.) For K., =
({(Tu7j//70, Taj 1, Tu,j”,|u|+la . ,Tu7j//7)\) tu e Ft(e+1),j// S HFt(e—i-l)]”v m(Ke),pp) (We can assume a
natural order in K7 ;) and A, = (Dy0, Dt 1, Dy 2)tes/uqvy, store deq1 = 0, key1 = 0-ke (fore = é*—1,
we set K - ké_*lfl as “delta” and K as key in epoch e*, implicitly), sample (At 0, .., bt x11)tesuvy
(P05 - -+ s hua+1)uery oy < SampH(pp), and for the (j,j)-th (j-th token with its j’-th tag-based part)
query compute token A, ; as follows

ife=¢é*—1:

[t(e+1)]

ty t(e+1); ~
’ H ht(, i )1»7”( K- (h) ))f,j/ES'U{V}
i=1

Dy, ohs. D -h .
( t50:00t5,00 D1 ey aa

'

ife=¢ —1:

e’ [t(e+1)]
tjt ™ -1 tet1);
(Dtj/VOhtj/,OvDtj/,l'h't;,,x+1 | (K (h)a : I | 8, ke |- | I ht;,i ’
e* i=1 :

e/
m( K - (ﬁ)LY . H‘s;l ))tj, es/'u{v}

else:
t(e+1)]
ty t(e+1);
J
(De,y0hey0,Deya bty sy [T 07V Doy o)iy esopmy
i=1
Moreover, compute key K}, as follows:
if e = €5
Caxptl lul
(T jrr,0h,0, T grra | K- (R - T 6 |- TT Rt Tagrr julea husul41s - > Tapjr AP, x)
i=e* 41 i=1
else:
u|
u;
(Tu,j0hu0s Tugn - T [ T pupe a1 -+ Tagiabu )
i=1

for all u € Ii(cq1), and o < Zy. Set Koy = ({K, : u € Ty}, m(Ke), pp). If phase = 1, and
tr € 8 or S =V, run Cfy ) oy < ExPunc(Acyr i, CF ) or CFpy ey < ExPunc(Aciry, CF e ),
respectively. Set e=e+ 1 and S = &§'.
Chall(M, Cg«_q,4=ex ) : if phase = 1, or if t* ¢ S and S # V, then return L. Set phase = 1. If

exp
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(-, = 1,Ca_14+ex ) & L*, then return L. Set

exp

[u|

Conpnp = ({(gu,mH (9:9)™ 9u'ss| 9ial+11ul+1 [Gu,jul+15 - - »
=1
(gu,A+1)t*) tu=(uy,...) € Iyer) \ Ty, +1) 1, T+ M)

[u|

Cou o1 = ({(u,O7H (9:9:)" 9u's>| Iul+10/ul+1 [Gu,jul+1> - - -5
=1
[re1dnet uas)” ) 0= (ur,.2) € Fige) \ Tigesy 1)}, T+ M),

for M' « Dec(Ké*,17C’é*,1’t*7é* ), for (guO,...7gu,AJrl)u:(ul,...)EFt<C*)\Ft(C:XP+1) «— SampG(pp), S «

SampS(pp; s), for s < Z};. Set C* =C* U (€, CF. 1. p), €" = €7, eg,p = €4y, and return CF. 4. .

See that m(K - (iAL)"‘) = m(K) holds. Hence, no information on (lAz) is given out via m in A.«. Moreover,
if the adversary queried K./ (by validity, it is not allowed to have queried Agr_; ; with ¢ € {t* V}), then
(h) hides all key elements in K.. Otherwise, if the adversary did not query K./, then (h) blinds the
key elements in K.« . Now, if T = (S5, K), then the challenge ciphertext(s) are distributed as in Game
3. |Ft(e* )| +q.3. If T = R, then the challenge ciphertext(s) are distributed as in Game 4.

Lemma 10 (Game 4). For any PPT adversary A, Pr[Sa 4] = 1/2 holds.

Proof. In Game 4, for (uniform) b € {0,1}, we provide A with challenge ciphertext(s) that include a
uniform Grp-element instead of a A-chosen b-dependent message. Hence, b is completely hidden from
A’s view.

Taking Lemmata 3, 4, 5, 6, 7, 8, 9, and 10 together, shows Theorem 2. a

Applications of TIPE beyond UE. TIPE provides an interesting abstraction for outsourced file
storage with forward-security and fine-grained secure shredding of files. In a recent work, Backendal,
Giinther and Paterson [BGP22] introduced such a so-called protected file storage setting and show how
this can be instantiated via puncturable key wrapping (introduced in the same work). Loosely speaking,
Backendal et al. achieve forward-security via key-rotation (but this requires to download, decrypt and
re-encrypt of all file encryption keys) and the shredding of files is achieved via key-puncturing.

We observe that the concept of epochs in TIPE (used as expiry epochs when instantiating UE from
TIPE) allows to implement the fine-grained forward-security aspect via efficient key-rotation (though
in contrast to [BGP22] via help of the server). Moreover, the ciphertext-tag space in TIPE provides an
additional dimension for granularity which allows to implement a secure fine-grained shredding of files,
i.e., via puncturing of the ciphertext (by excluding them from updates). We hope that TIPE will find
additional applications in this and beyond this context and leave a more detailed study to future work.
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A Concrete Instantiation Under the d-Lin Assumption

For completeness, we provide the concrete DSG instantiation of Gong et al. [GCTC16]|. The pairing
operation is defined as €((ay,az), (b1, b)) = e(as, b1)/e(az, ba). Let 7r, mas, mr be function that map
the leftmost d columns, the d + 1-th column, and rightmost column of a matrix. We require the d-LIN
assumption:

d-LIN assumption. For any PPT adversary D, we have that the function
Adva BN () i=| Pr [D(pars, gos+1 (rt42a)) =1
— Pr [D(paTS’gad+1(51+“‘+84)+8d+1) — 1:| |

is negligible in A, where (G,H, Gr,p, e) < G(\, 1), s1,...,84+1,01, - - ., G4 < Ly, for pars :== (G, H, Gr,
pye, g, h, g, ..., g%t gisi  gsa) for generators g and h of G and H, respectively.!!

The DSG construction (adapted mostly verbatim from [GCTC16]) is as follows (we omit the algo-
rithm SampGT since we directly use the respective values):

(ppa Sp) <;SampP(Aan) Sample (GlaGZaG,T7pagl7927gTagllagé76/) — G(/\,l) a’nd set G = thi+2 X
GI™? H = GI™ x G2 Gr := Gf,e :== ¢,g := g1,h := go. Furthermore, sample matrices
B,B* « Glg.2(Z,) with BTB* = I and Ag,..., A, « Z{™*@ and sample diagonal
matrix R € GLg12(Z,) with the right-most two diagonal entries being 1. Then, set

D := 7. (B),D; := 7.(BA;),D* := 7, (B*R), D! := 7, (B*AR)
m := 7 (B), m; := 7y (BA;), m" := 7 (B*R), m] := WM(B*AiTR)v
f:=nr(B),fi .= mr(BA,;),f* :== 7z(B*R),f := nr(B*AR),

for all i € [n] U {0}, and function m((glz)lvggbz)) = e(g1,g2)P1, for all by, by € Zg”. Define § :=
(go,gf),ﬁ = (ho, hf*) and output

bp ‘= (G7H7GTapvg7 hagTa/e\7m7gDagD07"',gDnahD*7hD37""hD;)
Sp = (a’h’gm’gmg’.“’gmn’gf’ng,”"gfn’hm 7h’m07"'7hmn>hf 7hf07"'3hfn)'

g < SampG(pp): sample s < Z¢ and output g := ((g"°%, gP%), (4%, 9P%), ..., (¢° g°"%)).
g« Sﬁ?f(;(pp, sp): sample § < Z, and output g := (6%, ¢°), (¢°, 6°%), ..., (¢°, %)) and g, :=
0 s
h <—(%a’r’gp|-)| pp, sp): sample r Zg and output h := ((h°, AP™), (RO, APIT), ... (RO, hPnT)).
h« Sm pp): sample 7 < Z, and output h = ((hO,h7F), (RO, WTET), ... (h®, h7E)) and h, :=
(hO, W), hg = (KO, AT™").

S+ SampS(pp): sample s +— Z4*2 and output S := (g*, ¢°
K < SampK(pp): sample k « Z+? and output K := (RP”

—~ —~

).
k Dok,

Correctness and security. All correctness and security claims carry over from [GCTCI16] since no
changes in the assumptions or distributions were made.

1 The original definition of d-LIN requires a1, ...,ad, Sa+1 < Zp; however, as in [CW14, Remark 12|, we allow
for a negligible difference of (d + 1)/p in the Adv‘é’_D"IN function.
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