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Abstract. Improving the reliability of account protection in the blockchain is one of the most
important goals of the entire cryptographic arsenal used in the blockchain and cryptocurrency
exchange. We propose a new threshold multisignature scheme with a double boundary
condition. Access to funds stored on a multisig wallet is possible only when two or more
signatures are provided at the same time.
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A simple analogy is a safe deposit box or safe with two locks and two
keys. Maria holds one key, Juan holds the other. They can open the cell only if
they present both keys at the same time. Individually, they cannot open a cell
without the approval of the other [1].

Thus, multisig wallets provide an additional layer of security. With
this technology, users can avoid the problems often encountered with single-
key wallets, single point of failure, and wvulnerable to attacks from
cybercriminals who are constantly developing new phishing techniques.

Since multisig wallets require more than one signature to move funds,
they are also suitable for businesses and corporations looking to store funds in
shared wallets.

Definition. Multisignature is a technology for signing transactions
with multiple private keys to increase security and privacy during the approval

process for sending transactions.

A multisignature is a kind of threshold signature, implemented as a
check of conditions specified in the basic scripting language of the
cryptocurrency. Multisignature technology has become widespread in the
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world of cryptocurrencies [2].

Definition. A token is a digital certificate that guarantees the
company's obligations to its owner, an analogue of shares on the stock
exchange in the world of cryptocurrencies [3].

Definition. Threshold signature is a variant of an electronic signature, for
the imposition of which the cooperation of at least t members of a group of n

participants is required, denoted as.S, . In essence, it is a special case of the

threshold division of a secret according to the scheme (t, n), when the private key is
split into n parts, and any t parts are enough to recover it. The public key is used in
the usual way. Generation, sharing of a key and distribution of its fragments requires
a group manager (dealer).

Multisignature technology has become widespread in the world of
cryptocurrencies. A token is a digital certificate that guarantees the company's
obligations to its owner, an analogue of shares on the stock exchange in the world of
cryptocurrencies Threshold signature - a variant of an electronic signature, for the
imposition of which the cooperation of at least t members of a group of n
participants is required, denoted as S;. In essence, it is a special case of the threshold
division of a secret according to the (t, n) scheme, when the private key is divided
into n parts, and any t parts are sufficient to restore it (these t persons we call as
significants). The public key is used in the usual way. Generation, sharing of a key
and distribution of its fragments requires a group manager (dealer).

Note that such a group can be, in particular, a manning pool consisting of n
members.

Since the idea of public key cryptography (PKC) was introduced by Diffie and
Hellman [2, 4] in 1976, many PKC schemes have been proposed and broken. For
instance Diffie Hellman key exchange protocol is vulnerable to man in the middle
attack during key exchange steps. To prevent these attacks we propose to use block
chain and divide on domains blockchain using proof of stake (P0oS). The automatic
generation of unique one-time keys prevents the connectivity of transactions and is



possibly due to the optimization of the key exchange using the Diffie-Hellman
method.

Any subset of nodes had to have a unique multisignature key. Multisignature is a
technology for signing transactions with multiple private keys to increase the level
of security and privacy during the approval process for sending transactions. A
multisignature is a kind of threshold signature, implemented as a check of conditions
specified in the basic scripting language of the cryptocurrency.

Let's denote m,(n) — the number of tokens in the wallet of the i -th account
belonging to a subset S, of the n accounts from the blockchain which use (PoS).
Note that one participant can have several accounts, therefore, we consider double
indexing m; (n) where i — denotes a wallet in the blockchain network and j is the
owner of the wallet. More generally, cryptocurrency can be used instead of tokens. It

is convenient to express the value of a token in cryptocurrency as in monetary terms.

Note that such a group can be in particular a manning pool consisting of n

participants. Let us denote by m; (n) the number of tokens in the wallet of the i-th

account belonging to the subset S, of n accounts from the blockchain. Note that one
participant can have several accounts, so we consider double indexing m; (n) where
a number of wallet in the blockchain network denoted by i and j is the owner of the
wallet. More generally, cryptocurrency can be used instead of tokens. It is
convenient to express the value of a token in cryptocurrency as in monetary terms.
We introduce a double threshold signature condition according to the
scheme (t, n), where different t participants have rights to make sign (persons

entitled to sign or significants) from S, satisfying the inequality

3 m, (1) > (n) &

Where t is minimal number of significants which is enough to make

multisignature if they satisfy condition (1), where jeS, that is, participant j

really belongs to the group S, from n persons. The S(n) this is the boundary



number of tokens (or their value in the specified crypto currency) that persons
must have in order to be eligible for multisignature.

Access to funds stored on a multisignature wallet is possible only when
two or more signatures are provided at the same time. At its core, a user's
account can be identified with his wallet. But one person can have several
accounts (for example, this happens during a CB-attack). Therefore, if person j
proves that she has in the aggregate at least the threshold amount necessary to
satisfy the inequality of the threshold amount for multisignature, then the sums
of tokens or currency equivalents on all her wallets are summed up and

included in the total amount of the group S, . To install accounts on a node, each

of the participants can use the BIP 39 algorithm. Even on one node, one person can
have several accounts. Therefore, we will summarize each wallet j -th the
participant indexing it by its index i and then we summarize the amounts available

to different participants in the external amount by j. Then we construct
multisignature with scheme (t,n), where t is minimal number of significan,
number of wallets of participant j denoted by k(j) and m;(n) is sum of taken in

i -th wallet of j -th participant of blochain
k(i)

iz m; (n) = S(n)

j=1i=1
The method of proving that j -th a person has a certain amount in the

wallet can be a simple contract, where the money is transferred back to the
same j -th user. Thus, the j -th participant shows in the contract that he has
this amount explicitly, but then transfers it back to himself (possibly by paying
for the transaction). In most cases, for example, in the Effirium currency, the
amount in the wallet is visible inside the blockchain. In addition, such an
amount can be counted as the sum of incoming money from records inside
blockchain transactions and the amount of outgoing spending from this wallet
visible in blockchain transactions. Thus, in any case, the total amount of tokens

or currency of the j -th participant can be calculated without cost.



We will divide the entire blockchain into domains, each of which has its own
digital signature. Only those domain entities whose wallets have the number of
tokens in excess of a percentage of the critical number of tokens of the entire
blockchain domain have the right to sign. The persons who has the authority to sign

in the i-th domain will be denoted by S;. If a domain member does not have a

number of tokens that exceed the percentage of critical tokens of the entire domain i,
it can apply for the right to sign to the authorized person of his domain S. It should
be noted that S,, can be located at the intersection of domains, then the process of
transferring the key is simplified due to the fact that an authorized person acts as a
surety of two parties at once.

Fig. 1 Location of information exchange participants, with S at the intersection

We consider this case that is specified at Fig. 1. Suppose that S, as shown in the
figure, is at an intersection, A located in i-th domain intends to transfer the secret
key a, to person B in domain j , then A encrypts the component of new secret key
k wich A and B going to construct, with using the conjugating by secret key x and
sends it for signature to authorized persons S, in turn, returns the message with

signature. Then the process of transferring the key to side B takes place. Side B



receives the message and sends it for verification to S, and only then encrypts the

received message with its key.

Fig. 2 Location of information exchange participants, without S at the intersection

In the second case that is specified at Fig. 2, at the intersection of domains there
is no person with the authority to sign S, then we denote the person with the

authority to sign in the domain in which A is located as S, in the case of side B, as
S,, respectively. It is worth noting that the parties S, and S, must have a part of the

digital signature of the neighboring domain, or the ability to exchange with a secure

transmission channel. Then A, as in the first case, encrypts the message and

transmits it to S;, then, S, returns the tuple [x'ax, Sign(x*ax)]. After the

transfer now side B sends the not signed message to S, for identification.

We consider non-commutative generalization of CDH problem [8] on base of
metacyclic group G of Miller-Moreno type (minimal non-abelian group). We show
that conjugacy problem in this group is intractable. For preventing attacks of

decomposition or man in the middle attack [7, 9, 10] both key exchange protocol [7]

participants send to network arbitrator (0) hash h(f) and a hash of conjugated

element h(3°) [4] by an private key element g . key exchange protocol with using

signature



To avoid well known Man-in-the-Middle Attack [7, 11,12] we use multisignature
with double threshold condition in blockchain.
Our goal is the obtaining an efficient algorithm for conjugated elements
computation in the case we want to develop a key exchange algorithm on the basis
of non-commutative DH problem [3]. Because of the relation in metacyclic group,

which determine the homomorphism ¢:(b)—Aut({(a)) to the automorphism group of

the A= <a> , a formula to find a conjugated element is obtained. By applying this

formula, we are able effectively compute the element conjugated to @' by means of
raising to the 1+ p™ ™ -th power by modulo p™, wherem >1.

Thus, our protocol it not vulnerable for the attack of the man in the middle by
solving the decomposition problem [10] of key exchange.
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