On the modifier Q for multivariate signature schemes

Yasufumi Hashimoto *

Abstract

At PQCrypto 2021, Smith-Tone proposed a new modifier, called “Q”, to construct a fast
multivariate signature scheme from a known scheme. In the present paper, we propose an
idea to weaken the security of this modifier.
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1 Multivariate signature scheme and Modifier Q

We first describe the basic construction of multivariate signature schemes and the modifier Q
proposed in [4].

1.1 Basic constructions

Let n,m > 1 be integers, ¢ a power of prime and F, a finite field of order q. There have been
various multivariate signature schemes and most of them are constructed as follows.

Secret key. Two invertible affine maps S : Fy — Fy, T': Fi' — F" and a quadratic map
F:Fy — F' to be inverted feasibly.

Public key. The quadratic map P:=ToFoS:Fy— F.

Signature generation. For a message m € Fi', compute z := T~'(m) and find y € Fy
with F(y) = z. Then the signature is s = S~!(y).

Signature verification. The signature s € Fy is verified by m = P(s).

1.2 Modifier Q

Smith-Tone’s new modifier “Q” [4] is to construct a signature scheme from a known multivariate
scheme in the following way.

Let f1(x),..., fm(x) be the quadratic polynomials of x = (x1,...,2,) in F(x) defined
in §1.1. For a small integer [ > 1, prepare the new variables w = (wy,...,w;) and z =
(2115 210,221, -+ +5 -+ +5 1) Multiply w1, ..., w; to the coefficients of f1(x),..., fu(x) and
put them fi(x,w),..., fin(x,w). Replace z;wy in f’s to zy, add linear sums of {z;z;, —
TjZik 1<ij<n,1<k<l> {ZikZjr — ZjkZir }1<ij<n,1<kr<l, and put them fi(x,z),..., fm(x,2). Define
the quadratic maps F' : Fg‘H — Fyand I F((IlH)n = F' by F(x,w) = (fi(x,w),..., fm(x, W))
and F(x,z) = (f1(x,2),..., fm(x,2)) respectively. The modifier Q is constructed as follows.
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Secret key. Two invertible affine maps S : Félﬂ)n — Fglﬂ)n, T :F — F;" and the
quadratic map F: F;‘H — Fy' defined above.
Public key. The quadratic map P:=To Fo§:Fy " 5 Fm.

m
q )

randomly and find y € Fj; with F(y,w) =u. The signature is s = S~ !(y,y @ w) € Fgl+1)n.

Signature generation. For a message m € F compute u = 7 !(m). Choose w € Fg

Signature verification. Verify whether P(s) = m holds.
Since (x,z) = (y,y ® w) in the signature generation satisfies
Tizjk — Tjzip = 0, ZikZjr — ZjkZir = 0 (1)

for 1 < i,j < n,1 < k,r <l these terms in fi(x,2),..., fm(x,2z) vanish and the signature
s = S7!(y,y ® w) satisfies P(s) = m. While such hidden equations (1) contribute to speed
up the signature generation, they give a big hint to break the modifier Q such as the hidden
equations in Zhang-Tan’s variant [5, 6, 1] and ELSA [3, 2]. In the next section, we describe how
to weaken the security of this modifier.

2 Proposed attack

Let wijr(x,2) := xizji — xjzip and Vijre(X,2) 1= Zipzjr — 2jp2e for 1 <di,j <n, 1 < k,r < L.
Due to (1), we see that any signature s satisfies umk(S’(s)) =0 and vijkr(S’(s)) = 0. Then, if the
attacker has sufficiently many (probably more than % (I+1)n((I+1)n+1)) signatures, he/she can
recover linearly independent quadratic polynomials hi(x,z),...,hy(X,2), which are expected
to be linear sums of uijk(S(x,z)) and Uijkr(g(x, z)). Note that M is the number of w;;,(x,z)
and vjj, (x,z), namely M = 11(I+1)n(n+1). These polynomials will help the attacker to break

Q in the following ways.

1. Direct attack. The direct attack is to generate a dummy signature for a given message
m € F' by solving the system {P(x,2z) = m} of quadratic equations directly. If the at-
tacker has Ry, ..., har, he/she can generate it by solving the system {P(x,z) = m, hi(x,2z) =
0,...,hy(x,2z) = 0}. It is (probably) more efficient than the direct attack without A’s.

2. Rank attack I. Since the coefficient matrices of uijk(é'(x, z)), vijkr(S(x,2)) are of rank 4,
there exist ai,...,ay € Fgy such that the coefficient matrix of

arhi1(x,z) + -+ aphy(x,2) =: b(x,2)

is of rank 4. It is easy to see that such a polynomial b(x,z) is a (permutation of) linear sum of

u121(S(x,2)), . .., u12/(S(x,2)). Then the invertible transform S : F,(]H_l)n — F((lH_l)n satisfying
b(S1(x,2)) = 1 - (linear form of 221, ..., 29) + x2 - (linear form of z11,...,21;)

gives partial information of the secret key S,

3. Rank attack II. For some choice of F, the attacker can recover the secret key more efficiently
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than “Rank attack I”. For example, in QSTS [4], the quadratic map F' is defined by

f1(x) =(quadratic form of x1),

f2(x) =(quadratic form of x;, z2),

fn(x) =(quadratic form of z1,...,zy).
It is easy to see that
f1(x,2) = 21 - quadratic form of z11,...,z1;) + (linear sum of u;;1(X,z) and v; 1 (X, Z)).
J J

Since the coefficient matrix of the former term in the right hand side above is of rank 2, we see
that there exist a1, ..., an+n € Fy such that the coefficient matrix of

alﬁl(xv Z) +ot anﬁn(xa Z) + aTH'lhl (X, Z) T+t an+MhM(X7 Z) = C(X, Z)

is of rank 2. Then the attacker can obtain partial information of the secret key S by recovering
an invertible linear map Sy satisfying

c(S2(x,2)) = x1 - (quadratic form of z11,...,21).
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