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ABSTRACT

With the rapid development of cloud computing, an increasing
number of companies are adopting cloud storage technology to re-
duce overhead. However, to ensure the privacy of sensitive data, the
uploaded data need to be encrypted before being outsourced to the
cloud. The concept of public-key encryption with keyword search
(PEKS) was introduced by Boneh et al. to provide flexible usage
of the encrypted data. Unfortunately, most of the PEKS schemes
are not secure against inside keyword guessing attacks (IKGA),
so the keyword information of the trapdoor may be leaked to the
adversary. To solve this issue, Huang and Li presented public key
authenticated encryption with keyword search (PAEKS) in which
the trapdoor generated by the receiver is only valid for authenti-
cated ciphertexts. With their seminal work, many PAEKS schemes
have been introduced for the enhanced security of PAEKS. Some of
them further consider the upcoming quantum attacks. However, our
cryptanalysis indicated that in fact, these schemes could not with-
stand IKGA. To fight against the attacks from quantum adversaries
and support the privacy-preserving search functionality, we first
introduce a novel generic PAEKS construction in this work. Then,
we further present the first quantum-resistant PAEKS instantiation
based on lattices. The security proofs show that our instantiation
not only satisfies the basic requirements but also achieves enhanced
security models, namely the multi-ciphertext indistinguishability
and trapdoor privacy. Furthermore, the comparative results indicate
that with only some additional expenditure, the proposed instanti-
ation provides more secure properties, making it suitable for more
diverse application environments.

“In this version, we have fixed the issues pointed out by Keita Emura [20] in the version
accepted by ASIACCS 2022 (ePrint - 20211123:100238).

¥ Also with Graduate School of Natural Science and Technology, Kanazawa University,
Kanazawa 920-1192, Japan.

# Also with Artificial Intelligence and E-learning Center, National Chengchi University,
Taipei 11605, Taiwan.

SCorresponding author

Yi-Fan Tseng
Department of Computer Science
National Chengchi University
Taipei 11605, Taiwan
yftseng@cs.nccu.edu.tw

Raylin Tso*S
Department of Computer Science
National Chengchi University
Taipei 11605, Taiwan
raylin@cs.nccu.edu.tw

Yu-Chi Chen

Department of Computer Science and

Engineering
Yuan Ze University
Taoyuan 32003, Taiwan
wycchen@saturn.yzu.edu.tw

CCS CONCEPTS

« Security and privacy — Cryptanalysis and other attacks; Pub-
lic key encryption; Management and querying of encrypted
data; Privacy-preserving protocols.

KEYWORDS

Cryptanalysis; Generic construction; Keyword search; Public-key
authenticated encryption; Post-quantum; Trapdoor privacy.

1 INTRODUCTION

In recent years, with the widespread development of cloud com-
puting technology, the application of cloud storage has become
increasingly popular. With the support of cloud storage, users and
enterprises can easily reduce the cost of local maintenance and
storage. In addition, combined with the Internet of Things devices,
cloud storage systems can provide more meta-services and appli-
cations. However, as the uploaded data are usually critical and
sensitive, ensuring that service providers can properly protect the
privacy of data becomes an important issue. Therefore, to avoid pri-
vacy leakage, users need to encrypt data before outsourcing them
to the cloud. Unfortunately, the encrypted data will lose the flexi-
bility of use, such as search or modification. As the search function
can considerably reduce the transmission demand, this function is
extremely important for cloud storage.

To resolve this issue, the concept of searchable encryption was
first introduced by Song et al. [56] and Boneh et al. [7]. In these
primitives, encrypted data are uploaded along with multiple en-
crypted keywords by the sender, while the receiver can generate
trapdoors for specific keywords. With the trapdoor, the cloud server
can perform a search to find the matched encrypted keywords, i.e.,
they are associated with the same keyword, and return the corre-
sponding encrypted data to the receiver. With the distinction of
whether the generation of encrypted keywords and trapdoors is
symmetric or asymmetric, searchable encryption can be further
divided into symmetric search encryption (SSE) and public-key
encryption with keyword search (PEKS).



The first SSE scheme was presented by Song et al. [56] in 2000.
Because SSE has an advantage in efficiency, it has been extensively
studied [17, 44, 46, 57]. However, in practical applications, SSE has
the same problem as symmetric encryption—the key distribution
problem. To resolve this problem, Boneh et al. [7] combined the
concept of public-key encryption and searchable encryption to
introduce the first PEKS scheme. In this scheme, the searchable
ciphertext (i.e., encrypted keyword) is generated by using the re-
ceivers’ public keys, while a receiver can generate a trapdoor by
using his/her private key and hand it to the cloud server to search
for the matching searchable ciphertexts. In addition to proposing
the notion of PEKS and its construction, Boneh et al. [7] also for-
malized the security requirement of the PEKS, namely ciphertext
indistinguishability (CI), i.e., indistinguishability against chosen
keyword attacks (CKA), which ensures that there exists no adver-
sary who can obtain any keyword information from the ciphertext.

However, Byun et al. [8] pointed out that only considering CKA
is insufficient. The adversary may retrieve the keyword information
from the trapdoor by adaptively generating ciphertexts for guess-
ing keywords and performing tests. To model this attack scenario,
they further considered the notion of trapdoor privacy (TP), i.e.,
indistinguishability against keyword guessing attacks (KGA) [53].
This security notion can be divided into outside KGA launched by
an external adversary (e.g., eavesdropper) and inside KGA (IKGA)
launched by an internal adversary (e.g., malicious cloud server).
As discussed in Byun et al.’s work [8], the keyword space in PEKS
schemes is small and limited, e.g., only 225,000 (~ 216) words in
Merriam-Webster’s collegiate dictionary [10]. Consequently, upon a
brute force attack, there is a high probability (2%) that the adversary
can obtain the keyword information hidden by the trapdoor.

Although many KGA-secure PEKS schemes have been intro-
duced [5, 12-14, 19, 21, 22, 30, 31, 52, 53, 58—60], it was not until
the concept of public-key authenticated encryption with keyword
search (PAEKS) was proposed by Huang and Li [27] that the IKGA
was solved in the single-server context without the communica-
tion between the sender and receiver. In this notion, the trapdoor
generated by the receiver is only valid to the ciphertexts that are
authenticated by a specified sender. In this way, the adversaries
cannot perform KGA by adaptively generating ciphertext for any
keyword to test the trapdoors. As the concept of PAEKS solves the
privacy concern, many variants PAEKS schemes [11, 26, 36, 38, 40—
42, 45, 47-49] have been proposed to be suitable for various scenar-
ios.

1.1 Motivation

MCI and TP Security. Among various PAEKS schemes, Qin et al.
[49] first considered that each encrypted file is related to multiple
searchable ciphertexts in practical scenarios. In this context, PAEKS
needs to ensure that no adversary knows whether two searchable
ciphertext tuples respectively exist ciphertexts that are related to
the same keyword. Hence, they introduced an enhanced security
notion called multi-ciphertext indistinguishability (MCI) to model
this scenario. More concretely, compared with CI, the adversary in
the security model of MCI outputs two keyword tuples and is given
the challenge ciphertext tuple corresponding to one of the keyword
tuples. The adversary’s goal is to point out which keyword tuple
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generates the challenge ciphertext tuple. We also note that Pan
and Li [48] followed this concept and introduced the notion called
multi-trapdoor privacy (MTP) to ensure that no adversary knows
whether two trapdoor tuples respectively exist trapdoors that are
related to the same keyword. Unfortunately, Cheng and Meng [15]
recently showed that Pan and Li’s scheme [48] not only cannot
satisfy MCI but also has flaws in the security proof of MTP.

Quantum-resistant PAEKS. As Shor [54, 55] has confirmed that
there exists a quantum algorithm that can be used to crack the
foundation of many cryptographic primitives—the discrete loga-
rithm hard assumption, scholars have begun to explore how to
construct quantum-resistant PEKS schemes [6, 61]. To further sat-
isfy TP, Zhang et al. [62, 63] introduced two lattice-based PEKS
schemes that are secure against IKGA by restricting the cipher-
text to be authenticated by the sender. However, our cryptanalysis
shows that their schemes contain flaws, and therefore, an adversary
can directly obtain the keyword information of the trapdoor. In
addition, Liu et al. [39] introduced a generic PAEKS construction
and further presented an instantiation based on NTRU lattices. Un-
fortunately, their system model is not a “pure” public-key setting.
More specifically, their construction requires a trusted authority to
assist users in generating their private keys.

Hence, with the above description, it raises an urgent problem:

Can we obtain a secure quantum-resistant PAEKS without the
assistance of trusted authorities?

1.2 Our Contribution

In this work, we first cryptanalyze Zhang et al’s lattice-based PEKS
schemes [62, 63] and show that their schemes cannot resist the
attacks from inside adversary due to their security model exist
flaws.

Then, to resolve the problem described in Section 1.1, we present
a generic PAEKS construction by adopting smooth projection hash
function (SPHF) and PEKS. As a high-level idea, to prevent adver-
saries from being able to adaptively generate ciphertexts for any
keyword and further guess the keyword hidden in the trapdoor, we
restrict that the trapdoor generated from a receiver is only valid
to the ciphertext generated from a specific sender. To meet this
requirement, our strategy is to enable the sender and the receiver
to obtain high-entropy randomness without any interaction by
utilizing (pseudo-random) SPHF. Through this randomness, both
parties can obtain an extended keyword to generate a ciphertext
and a trapdoor, respectively, instead of generating them through
the original low-entropy keyword. As a result, the adversary cannot
perform IKGA by randomly selecting keywords.

In addition, to further achieve the MCI properties, we provide
a theoretical result in Theorem 3.2: if the PAEKS algorithm of a
PAEKS scheme is probabilistic and the PAEKS scheme satisfies CI,
then this PAEKS scheme also satisfies MCI. This interesting result
can boost the security of many existing PAEKS schemes.

Eventually, we compile Behnia et al.’s PEKS [6], and Li and
Wang’s SPHF [37] by our generic construction and propose the first
quantum-resistant PAEKS scheme based on lattices. In terms of the
computational cost and the communication cost, the results show
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that our instantiation provides more secure properties with only a
little additional expenditure.

2 PRELIMINARIES

This section introduces some requisite knowledge, including the
background of lattices and the definitions of cryptographic primi-
tives.

2.1 Background of Lattices

2.1.1 Lattices. Here, we briefly summarize the concept of lattices.
Let B = [by|---|bn] € R™" where by,---,b, are n linear in-
dependent vectors. An m-dimensional lattice A generated by B is
defined as A(B) := {X7, bja; | a; € Z}. Here, B is called the basis
of A. In addition, given n,m,q € Z,u € Z}, and A € ZZX’", we can
define two g-ary lattices and a coset as follows:

o Ag(A)={yeZg |3z¢ 7,y = ATz mod q};
° Afi(A) ={ee€ Zf]" | Ae = 0 mod g};
. Ag(A) ={ee€Z™| Ae =umod q}.

2.1.2  Discrete Gaussian Distributions. For any positive real num-
ber o, any center ¢ € Z™, and any x € Z™, we define the Gauss-
ian distribution of Dy ¢ by the probability distribution function
poc(x) = exp(—7 - ||x — ¢||?/c?). Furthermore, for any lattice
A C Z™, we define psc(A) = Yxep Po,c(x). Then, the discrete
Gaussian distribution over lattice A with parameter (o, c) is defined
as follows: For any x € A, D ¢.¢(X) := po,c(X)/po,c(N).

2.1.3 Lattices with Trapdoors. Next, we introduce the preimage
sampleable functions and lattice basis delegation technique.

(1) TrapGen(1™,1™,q) [4, 43]: For input n, m, q € Z, this prob-
abilistic polynomial time (PPT) algorithm outputs a pair
(A € ZP*™, Tp € Zg™™), where T is a basis for Aé(A),
such that the following property holds:

{A: (A TA) « TrapGen(1", 17, )} ~ {A: A & ZpXm}.

Here, T is called a trapdoor of A.
(2) SamplePre(A, T, u, o) [24]: For an input matrix A € ZZX’"
and its trapdoor Ta € Zg™™, a vector u € Zg, and param-
eter o > ||ﬂ|| - w(y/log(m)), this PPT algorithm outputs a
sample t € Zg‘ from a distribution that is statistically close
to Z)A;(A),U such that At = u mod q.
(3) NewBasisDel(A,R, Ta,0) [3]: For an input matrix A €
Zy*™, a Zg-invertible matrix R sampled from the distribu-
tion Dyxm, trapdoor Ty, and parameter o € R, this PPT
algorithm outputs a short lattice basis Tp of A;; (B), where
B=AR"!.
SampleLeft(A, M, Ta,u,0) [2]: For an input matrix A €
ZEP™ and its corresponding trapdoor Ty € Zg™™

(4

~

, a ma-
trix M € ngm‘, a vector u € Zg, and a parameter o >
||ﬂ|| - w(+/log(m + my)), this PPT algorithm outputs a sam-
ple t € Z™™ from a distribution statistically close to
DAZ([AIM]),G such that [A|M] - t = u mod gq.

2.2 Public-key Encryption with Keyword
Search

In this subsection, we recall the definition of PEKS defined by
Boneh et al. [7]. A PEKS scheme PEKS consists of the following
four algorithms:

e KeyGen(1%): Taking as input a security parameter A, this
PPT algorithm outputs a pair of keys (pkpgks,skpeks),
where pkpgks is the public key and skpgks is the private
key.

PEKS(pkpgks, kw): Taking as input the public key pkpgks
and a keyword kw, this PPT algorithm outputs a searchable
ciphertext ctpgks iy related to the keyword kw.
Trapdoor(skpgks, kw’): Taking as input the private key
skpeks and a keyword kw’, this PPT algorithm outputs a
trapdoor tdpgks kv related to keyword kw’.
Test(ctpeks, kw- tdpeks kw): Taking as input the searchable
ciphertext ctpgks iy and trapdoor tdpgks k-, this determin-
istic algorithm outputs 1 if ctpgks gy and tdpggs kw are
related to the same keyword (i.e., kw = kw’); otherwise, it
outputs 0.

Correctness. For any security parameter A, any honestly
generated key pairs (pkpgks,skpeks), any keywords kw, kw’,
any ciphertext ctpgksgw ¢ PEKS(pkpeks, kw), and any trap-
door tdpgkskw < Trapdoor(skpeks, kw’), then we have
Pr[Test(ctpgks kw» tdpeks kw) = 1] = 1 — negl(A) when kw = kw’
and Pr[Test(ctpgks, kw, tdpeks kw) = 0] = 1 — negl(1) when kw #
kw'.

Ciphertext Indistinguishability of PEKS. The CI ensures that
no PPT adversary can obtain any keyword information from
the given challenge ciphertext, even if it can adaptively query
the trapdoor oracle for any keyword, except for the challenge
keywords. This security requirement is modeled by the following
indistinguishability against the chosen keyword attack (IND-CKA)
game of PEKS that is interacted by a challenger C and an adversary
A.

IND-CKA Game of PEKS:

o Setup. After receiving a security parameter A, C gener-
ates (pkpeks, skpeks) by performing the KeyGen algorithm.
Then, it sends the public key pkpgks to A and keeps the
private key skpgks secret.

e Phase 1. In this phase, A is allowed to adaptively issue
queries to the trapdoor oracle polynomially many times:
for any keyword kw, C generates a trapdoor tdpgs kw by
performing Trapdoor(skpgks, kw) and returns tdpgks gy to
A.

e Challenge. After A terminates the Phase 1, it outputs two
challenge keywords kwf), kw] to C. The restriction is that
A never issues these two challenge keywords to the trap-
door oracle. C then randomly chooses a bit b € {0, 1} and
returns the challenge ciphertext ct* to A by performing
PEKS(pkpgks, kw;;).



e Phase 2. A can continue to query the trapdoor oracle as
in Phase 1 for any keyword kw, except for the challenge
keywords (i.e, kw ¢ {kwy, kwi}).

e Guess. Finally, A outputs a bit b’ € {0, 1} as its answer, and
wins the game if b = b’.

The advantage of A winning the above game is defined as

1
Pr[b:b'] —E

AdoGPERS () =

Definition 2.1 (Ciphertext Indistinguishability of PEKS). A PEKS
scheme is called CI (or IND-CKA secure) if, for any PPT adversary
A, AdoG~PEKS (2) is negligible.

2.3 Labelled Public-key Encryption Scheme

A labelled public-key encryption (PKE) scheme can be viewed as
the variant of PKE. As described in [1], a labelled PKE scheme PKE
consists of the following three algorithms:

e KeyGen(14): Taking as input a security parameter A, this
PPT algorithm outputs a pair of keys (ekpgg, dkpkg), where
ekpkE is the public encryption key and dkpg is the private
decryption key.

o Encrypt(ekpkg, label, mpkg; p): Taking as input the public
encryption key ekpgg, a label label, a plaintext mpgg, and
a randomness p, this PPT algorithm outputs a ciphertext
CtpkE-

o Decrypt(dkpkg, label, ctpkg): Taking as input the private de-
cryption key dkpgg, a label label, and a ciphertext ctpkg, this
deterministic algorithm outputs a plaintext mpgg or L.

In addition, it must to satisfy the following correctness and se-
curity.

e Correctness: For any security parameter A, any pair of keys
(dkpkg, ekpkg) « KeyGen(lA), any label label, any plain-
text mpgg, any randomness p, and any ciphertext ctpgg «—
Encrypt(ekpgg, label, mpkg; p), a labelled PKE scheme is cor-
rect if

Pr[Decrypt(dkpkg, label, ctpkg) = mpke] = 1 — negl(A).

o IND-CPA/IND-CCA1/IND-CCA2 security: Informally, we
say that a labelled PKE scheme has indistinguishability
against chosen-plaintext attacks (IND-CPA) if there is no
adversary that can obtain any information about the chal-
lenge plaintext. Suppose that the adversary is allowed to
query the decryption oracle for any ciphertext, except for
the challenge ciphertext, then we call it indistinguishability
against chosen-ciphertext attacks (IND-CCA2) security. Here
we note that if the adversary cannot continuously query the
oracles after obtaining the challenge ciphertext, we call it
IND-CCAT1 security.

2.4 Smooth Projective Hash Functions

The SPHF was first introduced by Cramer and Shoup [16] to trans-
form an IND-CPA secure encryption scheme into IND-CCA2 se-
curity. Besides, various extended definitions of SPHF are also in-
troduced to achieve password-based authenticated key exchange
schemes [9, 18, 23, 25, 29, 32]. Informally, SPHF is defined for an NP
language L over a domain X that contains two keyed algorithms,
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namely Hash and ProjHash that takes as input the hashing key hk
and a projection key hp, respectively. The important property of
SPHEF is as follows: for a word y € L, the outputs of both algo-
rithms are indistinguishable, while for a word y ¢ L, the outputs of
Hash algorithms are statistically indistinguishable with a random
element.

In this work, we focused on the stronger type of SPHF, called
“word-independent” SPHF defined by Katz and Vaikuntanathan
[33, 34]. Compared with general SPHF, the ProjKG algorithm in
word-independent SPHF does not require a word as its input. The
following formally define the languages and word-independent
SPHF.

We first consider a family of languages (Lpar,itrap)ipar,itrap i0-
dexed by some language parameter |par and some language trap-
door Itrap, together with a family of NP language (§’|par)|par in-
dexed by some parameter Ipar, with witness relation ?—[]Vpar, such
that

ﬁpar ={xe lear | Hw:‘%par(x»w) =1} ¢ ﬁpar,ltrap < leara
where (./‘([Pm)['mr is a family of sets and the parameter Ipar is gen-

erated by a polynomial-time algorithm Setup.lpar(1%) for some
security parameter 1. We suppose that the membership in Xjp,

and %a, can be checked in polynomial time by the given Ipar, and
that the membership in Hpay itrap by the given Ipar and Itrap.
Then, let (Lpar € Lpar,itrap € X]par)lpar,ltrap be the languages
defined as above. An approximate word-independent SPHF scheme
SPHF for these languages consists of the following four algorithms:

e HashKG(lpar): Taking as input a language parameter Ipar,
this PPT algorithm outputs a hashing key hk.

o ProjKG(hk, Ipar): Taking as input a hashing key hk and the
language parameter Ipar, this PPT algorithm outputs a pro-
jection key hp.

e Hash(hk, Ipar, y): Taking as input a hashing key hk, the lan-
guage parameter Ipar, and a word ) € Xj,y,, this determin-
istic algorithm outputs a hash value H € {0, 1} for some
deN.

e ProjHash(hp, Ipar, y, w): Taking as input a projection key
hp, the language parameter Ipar, a word y € g’mar, and a
witness w (i.e., (%,/7( X> @) = 1), this deterministic algorithm
outputs a projected hash value pH € {0, 1} for some § € N.

An approximate word-independent SPHF scheme has to fulfill
the following properties:

e Approximate correctness: For a word y €
§”|par and its corresponding witness w, we
say SPHF is  e-approximate  correctness  if
Pr[HD(Hash(hk, Ipar, x), ProjHash(hp, Ipar, y, w)) > € - §]
< negl(1), where HD(-, -) outputs the Hamming distance
of two input values. In addition, if an approximate SPHF is
0-correct, then it is called SPHF.

e Smoothness: For a word y ¢ §|par, the hash value H is
statistically indistinguishable from a random element chosen
from {0, 1} for some & € N.

In addition to these two properties, to prove the security of the
proposed generic construction, we need another property called
pseudo-randomness:
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e Pseudo-randomness: For a word y € gjpar, the hash value
H is indistinguishable from a random element chosen from
{0,1} for some § € N.

In fact, an (approximate word-independent) SPHF does not need
this property or even satisfy it. However, if the language for the
(approximate word-independent) SPHF is labelled CCA-secure ci-
phertext, it is easily satisfied because the ciphertexts are based on
hard-on-average problems [35].

3 DEFINITION AND SECURITY MODELS OF
PAEKS

Public-key authenticated encryption with keyword search (PAEKS),
first introduced by Huang and Li [27], can be viewed as inheriting
the existed PEKS scheme [7] but additionally satisfies TP. Next, we
review the definition and security requirements of PAEKS defined
in [27].

3.1 Definition of PAEKS
A PAEKS scheme PAEKS consists of the following six algorithms:

e Setup(1%): Taking as input a security parameter A, this PPT
algorithm outputs a public parameter pp.

e KeyGeng(pp): Taking as input the public parameter pp,
this PPT algorithm outputs a pair of public/private keys
(pkg, sks) of the sender.

o KeyGenpg(pp): Taking as input the public parameter pp,
this PPT algorithm outputs a pair of public/private keys
(pkg, skg) of the receiver.

e PAEKS(pp, pkg, sks, pkp, kw): Taking as input the public pa-
rameter pp, the public key pkg and private key skg of the
sender, the public key pkp of the receiver, and a keyword
kw, this PPT algorithm outputs a searchable ciphertext cty.,
related to the keyword kw.

e Trapdoor(pp, pkg, pkg, skr, kw’): Taking as input the public
parameter pp, the public key pkg of the sender, the public key
pkgr and the private key skpg of the receiver, and a keyword
kw’, this PPT/deterministic algorithm outputs a trapdoor
td,, related to the keyword kw’.

o Test(pp, Ctyy, tdg,): Taking as input the public parameter
pp, searchable ciphertext cty,,, and trapdoor tdg,,, this al-
gorithm outputs 1 if cty,, and tdy,,, are related to the same
keyword (i.e., kw = kw’); otherwise, it outputs 0.

Correctness. For any security parameter A, any hon-
estly generated key pairs of the sender (pkg,sks) and re-
ceiver (pkg,skg), any keywords kw,kw’, any ciphertext
ctpy < PAEKS(pp, pks, sks, pkg, kw), and any trapdoor
tdg,y < Trapdoor(pp, pkg, pkg, skg, kw’), then we have

Pr[Test(pp, ctgy tdg,y) = 1] = 1 — negl(A) when kw = kw’;
Pr[Test(pp, Cty, tdgy) = 0] = 1 — negl(A) when kw # kw'.

3.2 Security Requirements of PAEKS

A secure PAEKS scheme should satisfy ciphertext indistinguisha-
bility (CI) and trapdoor privacy (TP). Informally, the notion of CI,
first proposed by Boneh et al. [7], aims to ensure that no PPT adver-
sary can obtain any knowledge of the keyword from the ciphertext.

While the concept of TP, first introduced by Byun [8] in 2006, aims
to ensure that there is no PPT (inside) adversary can obtain any
knowledge of the keyword from the trapdoor.

These two requirements are formally modeled by the following
IND-CKA game and indistinguishability against IKGA (IND-IKGA)
game, respectively, interacted with a challenger C and an adversary
A.

IND-CKA Game of PAEKS:

o Setup. After receiving a security parameter A, C generates
the public parameter pp by executing the Setup algorithm.
Then, it executes the KeyGeng and KeyGenp, algorithms to
obtain the public/private key pairs (pkg, sks) and (pkp, skg)
of the sender and the receiver, respectively. Finally, it sends
(pp. pks, pkg) to A.

e Phase 1. In this phase, A is allowed to adaptively issue
queries to the following two oracles polynomially many
times.

— Ciphertext Oracle Oc: For any keyword kw, C gen-
erates a searchable ciphertext cty,, by performing
PAEKS(pp, pkg, sks, pkg, kw) and returns ct,, to A.

- Trapdoor Oracle Or: For any keyword kw,
C generates a trapdoor tdy, by performing
Trapdoor(pp, pkg, pkg, skg, kw) and returns tdy,, to
A.

e Challenge. After A terminates Phase 1, it outputs two
challenge keywords kwg, kw] to C. The restriction is that A
never issues the queries to O¢c and Or for these two chal-
lenge keywords. C then randomly chooses a bit b € {0, 1}
and returns the challenge ciphertext ct* to A by performing
PAEKS(pp, pkg, sks, pkg, kw},).

e Phase 2. A can continue to query the oracles as in Phase 1
for any keyword kw, except for the challenge keywords (i.e.,
kw ¢ {kwy, kwi}).

e Guess. Finally, A outputs a bit b” € {0, 1} as its answer and
wins the game if b = b’.

The advantage of A winning the above game is defined as

AdvG{PAERS (3) =

Pr[b=10"] - %‘

Definition 3.1 (Ciphertext Indistinguishability of PAEKS). A
PAEKS scheme is called CI (or IND-CKA secure) if, for any PPT
adversary A, Advg{_P AEKS (1) is negligible.

Here, we introduce Theorem 3.2 to show that if the PAEKS algo-
rithm of a secure PAEKS scheme is probabilistic, then this scheme
satisfies MCL.

THEOREM 3.2. Suppose that a PAEKS scheme satisfies CI and its
PAEKS algorithm is probabilistic, then the PAEKS scheme satisfies
MCL

Proor. Suppose that an adversary A can break the MCI of a
PAEKS scheme, then there is a challenger C who can use A as the
black box algorithm to break the CI of the same PAEKS scheme.



e Setup. Given a tuple of public information (pp, pkg, pkg),
C passes this information to A.

e Phase 1. On receiving any ciphertext query or trapdoor
query for a keyword kw from A, C queries O¢ for the ci-
phertext query and queries Ot for trapdoor query. Then, it
returns the answer to A.

e Challenge. After receiving two tuples of challenge key-
words (kwg’l, e ,kwan) and (kwil, e kw’{!n), C per-
forms the following steps. It randomly chooses a tuple
(kwa i kw’ii) for some i such that kw&i # kw’ii. Then, it
takes this tuple as its challenge keyword and receives a
challenge ciphertext ct*. In addition, it randomly chooses

n — 1 elements (ry,---,ri—1,ri+1,* - ,rn) from the out-
put space of the PAEKS algorithm. Finally, it returns
(r1,- -+ riz1,¢t®, rig1, - - -, rn) as the challenge ciphertext for
A.

e Phase 2. A can continue to query the oracles as in Phase 1
for any keyword kw, except for the challenge keywords (i.e.,
kw # kw;"j) fori e {0,1} and j € {1,n}.

e Guess. A finally outputs a bit b, then C takes A’s answer
as its answer.

As ct® is C’s challenge ciphertext and the PAEKS scheme satisfies
CI and the PAEKS algorithm is probabilistic, for the view of A,
(r1,- - ,ri—1, ct*, rig1, - -+, rp) is the same as the n truly ciphertext.
Therefore, suppose A’s answer is right, then C can use A’s answer
to break the CI of the PAEKS scheme. O

IND-IKGA Game of PAEKS:

e Setup. Like the IND-CKA game, C generates the public
parameter pp and public/private key pairs (pkg, sks) and
(pkg,skg) of the sender and the receiver. Then, it sends
(pp. pks. pkg) to A.

e Phase 1. Like the IND-CKA game, A is allowed to adap-
tively issue queries to O¢ and Or polynomially many times.

e Challenge. After A terminates Phase 1, it outputs two
challenge keywords kwg, kw] to C. The restriction is that A
never issues the queries to O¢ and Or for these two chal-
lenge keywords. C then randomly chooses a bit b € {0,1}
and returns the challenge trapdoor td* to A by performing
Trapdoor(pp, pks, pkg, skg, kw}).

e Phase 2. A can continue to query the oracles as in Phase 1
for any keyword kw, except for the challenge keywords (i.e.,
kw ¢ {kwg, kwi}).

e Guess. Finally, A outputs a bit b” € {0, 1} as its answer and
wins the game if b = b’.

The advantage of A winning the above game is defined as

Prb=b'] - =

AdvlPAEKS (3) = .

Definition 3.3 (Trapdoor Privacy of PAEKS). A PAEKS scheme
is called TP (or IND-IKGA secure) if, for any PPT adversary A,
Adv;P ~PAEKS (2} is negligible.

To enhance the security requirements of PAEKS, Qin et al. [49]
introduced the notion called multi-ciphertext indistinguishability
(MCI). This notion aims to ensure that no PPT adversary can dis-
tinguish two tuples of challenge ciphertexts. In addition, Pan and
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Li [48] considered a concept similar to TP, called multi-trapdoor
privacy (MTP), to ensure that no PPT adversary can distinguish
two tuples of challenge trapdoors. For the security games of MCI
and MTP, please refer to [49] and [48], respectively.

4 CRYPTANALYSIS OF PREVIOUS
TRAPDOOR PRIVACY SCHEMES

In this section, we cryptanalyze two lattice-based (variant) PEKS
schemes proposed by Zhang et al. [62] at Inf. Sci. in 2019 and Zhang
et al. [63] at IEEE Trans. Dependable Secur. Comput. in 2021, respec-
tively. The core idea of these schemes against IKGA is to restrict
the malicious adversary from adaptively generating ciphertexts for
any keyword and to further test the trapdoor generated from the
receiver. Although these schemes have been proven to satisfy TP
(i.e., the schemes are secure against IKGA), the security models
in [62] and [63] do not capture the IKGA in a real scenario. More
concretely, the adversary is considered to have won the game if
and only if the adversary is able to generate a valid searchable
ciphertext, rather than just obtain the information about the key-
word from the challenge trapdoor. In the following, we directly
present our cryptanalysis by two lemmas to show that there exists
an adversary that can easily break the TP in polynomial time by
randomly choosing keywords because the trapdoor directly leaks
the keyword information. Please refer to Appendix A for Zhang et
al’s schemes).

LEMMA 4.1. Zhang et al.’s [63] forward-secure PEKS scheme is
vulnerable to IKGA.

Proor. Here, we show how an inside adversary A can retrieve
the keyword information hidden in the trapdoor. Suppose that A
has received a trapdoor td;j := ty,,; related to some time j and
keyword kw. It tries to obtain the keyword information via the
following steps:

(1) Since ty,,; is generated from the receiver by perform-
ing SamplePre(ARHjﬂjfl,TkW”j,y, o), we know that p =

AR||jﬁ}1 tiewllj = AR|lj - Ho (kwll )71 iy -

(2) Then, A randomly selects a guessed keyword kw’ to test
whether p 2 AR||j . Hg(kW/”j)_l Y|

(3) If the equation in Step 2 holds, A outputs kw’ as its guess;
otherwise, A returns to Step 2 and continues to select and
test other keywords.

Therefore, as the keyword space is limited, there is a high proba-
bility that A can obtain the keyword related to the trapdoor by the
brute force attack. O

LEMMA 4.2. Zhang et al.’s [62] proxy-oriented identity-based PEKS
scheme is vulnerable to IKGA.

ProoF. Let idp and idg be two identities of the proxy and the
receiver, respectively. Here, we show that how an inside adversary
A can retrieve the keyword information hidden in the trapdoor.
Suppose that A has received a trapdoor td := dy,, related to some
keyword kw. It tries to obtain the keyword information via the
following steps:
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(1) Since dg,, is generated from the receiver by perform-
ing SampIePre(AidRy’l, Dy, Vv,8), we know that v =
A,»dRy’ldkw, where y « Hy(idp||idgl| kw).

(2) Then, A randomly selects a guessed keyword kw’ and com-
putes y” « Hy(idp|idg|kw’).

(3) A tests whether v 2 AidRy'_lde.

(4) If the equation in Step 3 holds, A outputs kw’ as its guess;
otherwise, A returns to Step 2 and continues to select and
test other keywords.

Therefore, similarly, there is a high probability that A can obtain
the keyword related to the trapdoor by a brute force attack. O

5 PROPOSED GENERIC PAEKS
CONSTRUCTION

In this section, we propose a generic PAEKS construction based on
a PEKS and SPHF with details as follows:

e A PEKS scheme PEKS = (KeyGen, PEKS, Trapdoor, Test)
with keyword space KSpgks that satisfies CL

e An e-approximate, word-independent, and pseudo-random
SPHF scheme SPHF = (HashKG, ProjKG, Hash, ProjHash)
with the output length {0, 1}¢ for the language of the cipher-
text of a CCA2-secure labelled PKE scheme PKE = (KeyGen,
Encrypt, Decrypt) with public key space PKSpke and
plaintext space P Spkg, where € is negligible.

Language of Ciphertext. Let (Ipar,ltrap) = (ekpkg, dkpke),
where ekpkg € PKSpke and dkpgg is its correspond-
ing decryption key. We define the language of -cipher-
text as: 9 = {(Iabel,ctpKE,mpKE) | dp, ctpke —
Encrypt(ekpke, label, mpkg; p)} and & := {(label, ctpkg, mpkg) |
Decrypt(dkpkg, label, ctpkg) = mpkg}, where the witness relation
A is implicit defined as: ﬁ[v((label, ctpke, mpke), p) = 1if and only
if ctpke « Encrypt(ekpgg, label, mpkg; p).

Construction. The whole construction is described as follows:

e Setup(1%): Given a security parameter A, this algorithm runs
the following steps:
- Generates (ekpkg, dkpkg) «— PKE.KeyGen(lA).

— Randomly chooses a plaintext mpgg ﬁ PSpke and a label

label & {0, 1}*.

— Chooses two functions Hy : PKSpreXPSpkex{0,1}* —
PKSpke and Hz : KSpeks X {0, 1} — KSpeks, which
are modeled as random oracles.

— Outputs  the  public parameter
(A, mpk, ekaE, MPpKE, label, Hl, Hz).

o KeyGeng(pp): Given the public parameter pp, this algorithm
runs the following steps:

Checks whether mpk 2 Hj (ekpkg, mpke, label). If the
equation is not satisfied, it terminates.

Computes hkg « SPHF.HashKG(mpk).

Computes hpg < SPHF.ProjKG (hkg, mpk).

Generates ctpkg,s <— PKE.Encrypt(mpk, label, mpkg; ps),
where pg is the witness randomly selected such that
ﬁ(label, ctpkE,s, MpKE), ps) = 1 is satisfied.

pp =

- Outputs the public key pkg = (hpg, ctpkg,s) and private
key sks := (hks, ps) of the sender.
o KeyGenp(pp): Given the public parameter pp, this algorithm
runs the following steps:

Checks whether mpk 2 Hj (ekpkg, mpke, label). If the

equation is not satisfied, it terminates.

— Computes hkg < SPHF.HashKG(mpk).

Computes hpgp < SPHF.ProjKG(hkg, mpk).

Generates ctpgg g <— PKE.Encrypt(mpk, label, mpg; pr),

where pg is the witness randomly selected such that

:%v((label, ctpkE,R, MPKE), PR) = 1 is satisfied.

— Generates (pkpgks, skpeks) < PEKS.KeyGen(l’l).
- Outputs the public key pkp := (hpg, ctpkg r, pkpeks) and
private key skg := (hkg, pr, skpeks) of the receiver.

o PAEKS(pp, pkg, sks, pkg, kw): Given the public parameter
pp, the public key pkg and the private key skg of the sender,
the public key pkg of the receiver, and a keyword kw’ €
KSpeks. this algorithm runs the following steps:

— Computes Hg < SPHF.Hash(hkg, mpk, (CtpKF_,R, mpgE))
and pHg < SPHF.ProjHash(hpg, mpk, (ctpkg,s, mpkg),

ps)-
- Computes der-kwg < Hy(kw,Hs @ pHg).
— Generates CtpEKS,der-kws —

PEKS.PEKS(pkpgks, der-kwsg).
- Outputs a searchable ciphertext cty,, := ctpgks der-kws-

e Trapdoor(pp, pkg, pkg, skg, kw’): Given the public param-
eter pp, the public key pkg of the sender, the public key
pkr and private key skg of the receiver, and a keyword
kw” € KSpeks, this algorithm runs the following steps:

- Computes Hg < SPHF.Hash(hkg, mpk, (ctpkg,s, mpkE))
and pHp < SPHF.ProjHash(hpg, mpk, (ctpkg r, mpkE),

PR)-
- Computes der-kwy < Ha(kw’,Hr ® pHp).
— Generates thEKS,der-kwk —

PEKS.Trapdoor(skpgs, der-kwp).
- Outputs a trapdoor tdg,, = td PEKS,der-kw/"

o Test(pp, Ctyy, tdg,s): Given the public parameter pp, the
searchable ciphertext cty,,, and the trapdoor tdy,,, this al-
gorithm outputs the result of PEKS.Test(ctg,,, tdgy,y)-

Correctness. Suppose that the public parameter pp and the pub-
lic/private key pairs (pkg, sks), (pkg, skg) are honestly generated.
Let cty,, be the searchable ciphertext related with the keyword kw
generated by the sender, and tdg.,,, be the trapdoor related with the
keyword kw’ generated by the receiver.

As the underlying SPHF is e-correct for some € = negl(4), it
follows that

Hs = SPHF.Hash(hkg, mpk, (CtPKE,R> mpKE))
= SPHF.ProjHash(hpg, mpk, (ctpkg r, MpKE), PR)
= pHg;
Hg = SPHF.Hash(hkg, mpk, (ctpk,s, mpke))
= SPHF.ProjHash(hpg, mpk, (ctpkg s, mpkEg), ps)
= pHS
Therefore, Hs ® pHg = Hg @ pHg holds. Clearly, if kw = kw’,
then der-kws = Hz(kw,Hs & pHg) = Ha(kw’,Hgr & pHp),



and therefore, ctppks der-kwg and tdpEKS’der_kw;? are re-
lated to the same extended keyword. As the underlying
PEKS scheme is correct, PAEKS.Test(pp,ctiy,tdy) = 1
holds with overwhelming probability. In contrast, since
H; is modeled as a random oracle, if kw # kw’, then
der-kws = Hz(kw,Hs @ pHg) # Hz(kw’,Hg @ pHg) = der-kwp,
and therefore, ctppksder-kwg and thEKS,der-kw;z are re-

lated to different extended keywords. Consequently,
PAEKS.Test(pp, ctgy, tdgyy) = 0 holds with overwhelming
probability.

Security Analysis. Below, Theorem 5.1 and Theorem 5.2 indicate
that the proposed construction satisfies CI and TP, respectively,
by adopting the sequence-of-games strategy. More concretely, we
construct a sequence of games: the first game is identical to the
real attack game and A can only distinguish these games with a
negligible advantage. For simplicity, let Advgame" (A) denote the
advantage of A in game Game;, where i € {0,---,3}. Further-
more, by Theorem 5.3, we also show that the proposed construction
satisfies MCL

THEOREM 5.1. The proposed generic PAEKS construction satisfies
CI if the underlying SPHF scheme satisfies pseudo-randomness and
Hy is modeled as random oracle.

Proor. This proof consists of four games, illustrated as follows:

Gamey: This game is identical to the real IND-CKA game defined
in Section 3.2. Suppose that the advantage of A in this game is
defined as Aalvc;me0 (A) = e. In addition, to simulate a real view
for A, on receiving the query for some keyword kw from A, the
challenger C responds as follows:
e Oc: For keyword kw, C computes ctg,, —
PAEKS(pp, pkg, sks, pkg, kw) and returns ct,, to A.
e Or: For keyword kw, C computes tdg,, —
Trapdoor(pp, pkg, pkg, skg, kw) and returns tdg, to
A.
Game;: This game is identical to Gamey, except for the
generation of the challenge ciphertext ct* in the Chal-
lenge phase. More concretely, instead of generating Hg «
SPHF.Hash(hks, mpk, (ctpkg,r, mpkg)), C randomly chooses Hg
from the output space of the SPHF.Hash algorithm. Since the un-
derlying SPHF scheme satisfies pseudo-randomness, A cannot dis-
tinguish the view between Game( and Game; . Therefore, we obtain

AdoG™ 1 (1) — Ado 5™ (1)| < negl(2).

Game;y: This game further changes the generation of the challenge
ciphertext ct* in the Challenge phase. In this game, der-kwg is ran-
domly chosen from KSpgks, instead of by computing der-kwg «
Hz(sz, Hs @ pHyg) for some b € {0, 1}. As Hg is randomly chosen
and Hj is modeled as random oracle, the output of Hy (sz, Hs ®
pHg) is random. Therefore, A cannot distinguish the view between
Game; and Game;. Consequently, we obtain

Ado 5™ (1) — Ado5™ ! (1)| < negl(2).

Games: This game is the last game. Because the chal-
lenge ciphertext ct* = ctpgksder-kws 1S generated from
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PEKS.PEKS(pkpgks, der-kws) and der-kwg is now randomly cho-
sen from KSpeks, the challenge ciphertext does not contain any
information about the challenge keywords (kwg, kw]) given by A.
The only way for A is to guess. Therefore, we have

Ado3™(2) = 0.

Finally, combining the above games, we have € < negl(1). The
proof is completed. O

THEOREM 5.2. The proposed generic PAEKS construction satisfies
TP if the underlying SPHF scheme satisfies pseudo-randomness and
H, is modeled as random oracle.

Proor. This proof is similar to the proof of Theorem 5.1, again
with four games.

Gamey: This game is identical to the real IND-IKGA game defined
in Section 3.2. Suppose that the advantage of A in this game is
defined as Adv(;(ameo (1) := e.In addition, the view simulated by the
challenger C is the same as that in Game in the proof of Theorem
5.1.

Game;: This game is identical to Gamey, except for the
generation of the challenge trapdoor td* in the Chal-
lenge phase. More concretely, instead of generating
Hr < SPHF.Hash(hkg, mpk, (ctpkg,s, mpkg)), C randomly
chooses Hg from the output space of the SPHF.Hash algorithm.
Since the underlying SPHF scheme satisfies pseudo-randomness,
A cannot distinguish the view between Game; and Game;.
Therefore, we obtain

Ado 5™ (1) - AdoG™ (1)| < negl(2).

Game;: This game further changes the generation of the challenge
trapdoor td* in the Challenge phase. In this game, der-kwp is ran-
domly chosen from KSpeks, instead of by computing der-kwg «
Hg(kw;;, Hg @ pHp) for some b € {0, 1}. As Hg is randomly chosen,
the output of Hy (sz, Hg @ pHp) is random. Therefore, A cannot
distinguish the view between Game; and Game;. Consequently,
we obtain

Ado 57 (1) — Ado5™! (1)| < negl(2).

Games: This game is the last game. Because the chal-
lenge trapdoor td* = tdpgksder-kwp 1S generated from
PEKS.PEKS(pkpgks, der-kwg) and der-kwg is now randomly cho-
sen from KSpgks, the challenge trapdoor does not contain any
information about the challenge keywords (kwg, kw]) given by A.
The only way for A is to guess. Therefore, we have

AdoG™(2) = 0.

Finally, combining the above games, we have € < negl(1). The
proof is now complete. O

THEOREM 5.3. The proposed generic PAEKS construction further
satisfies MCI if Theorem 3.2 and Theorem 5.1 holds, and PEKS algo-
rithm of the underlying PEKS scheme is probabilistic.

Proor. In the proposed construction, the PAEKS algorithm ac-
tually perform the PEKS algorithm of the underlying PEKS scheme.
To the best of our knowledge, for the current well-known PEKS
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schemes (e.g., [6, 7, 28]), the PEKS is probabilistic. Hence, by com-
bining the result of Theorem 5.1 and Theorem 3.2, the proposed
construction satisfies MCI. m]

6 LATTICE-BASED INSTANTIATION

In this section, we propose the first quantum-resistant PAEKS in-
stantiation based on lattices. This instantiation leverages three
lattice-based primitives as the building blocks and inherits their
securities to be secure against quantum attacks. More concretely,
we adopt the word-independent SPHF scheme introduced by Li and
Wang [37] based on the labelled IND-CCA1 PKE scheme introduced
by Micciancio and Peikert [43], and the PEKS scheme introduce
by Behnia et al. [6]. Note that, since labelled IND-CCA1 PKE can
be transferred to IND-CCA2 PKE by combining a one-time signa-
ture scheme; for simplicity, we only describe the weaker version
(IND-CCA1) of the PKE scheme [43] in the following instantiation.

Before introducing our instantiation, we define some important
notations. Let R be a ring and U be a subset of R* of invertible
elements. In addition, let G := I, ® g7 be the gadget matrix defined
in [43], where g7 := [1,2,---,2k] and k := [logq] - 1. Finally,
we also define the encoding function Encode(y € {0,1}) = p -
(0,-++,0,[g/2])T and the deterministic rounding function R(x) :=
| 2x/q] mod 2. Finally, the notations [A|B] and [A; B] = [AT|BT]T
denote the horizontal concatenation and vertical concatenation of
matrices A and B, respectively.

The whole instantiation is described as follows:

e Setup(11): Given a security parameter A and the parameters
q,n,m, 01, 02, a (set as instructed in the following parameter
selection part), this algorithm runs the following steps:

- Sets k,p,f <« poly(n) and randomly chooses m =
mims - - - My i {0, 1}¥.
— Computes (Ag, T) < TrapGen(1",1™,q).
— Sets ekpgg = A, dkpkg := T, and mpgg := m.
- Randomly chooses element u i U and sets label :== u
— Choose two secure hash functions Hj : Z;X’” x {0, 1}* x
U — 27" Hy {1, -1} x {0,1}* — {1,-1}¢, and an
injective ring homomorphism h : R — ngn.
— Computes A « Hj(Ag,m,u) € ZZX”‘ and sets mpk := A.
- Outputs pp = (Anmq, 01,02k p,tekpkg =

Ao, mpk := A, mpgg = m, label := u, Hy, Hy, h).

o KeyGeng(pp): Given the public parameter pp, this algorithm
runs the following steps:
— Checks whether A £ Hiy (A, m, u).
— Computes A, = A+[0; Gh(u)], randomly chooses a matrix

hks := ks & D",‘S, and computes hpg :=ps = A} - ks €
27, where s > ne(A*(Ay)) for some € = negl(n).
- Fori=1,---,x, randomly chooses vectors sg ; i ZZ as

well as eg ; i Dgt (re-select eg ; if ||es ;|| > 2tv/m), and
computes cs; = A, -ss ;+es;+Encode(m;) mod g, where
t = o1\m - w(4/logn.

- Outputs the public key pkg := (hpg := ps,ctpkes =
{es,i};) and the private key sks := (hks = kg, ps =
{ss,i}i=;) of the sender.

e KeyGenp(pp): Given the public parameter pp, this algorithm
runs the following steps:
— Checks whether A z Hy(Ag, m, u).
- Computes A, = A+[0; Gh(u)], randomly chooses a matrix
hkg == kg « D"fs, and computes hpg :=pr = A} -kg €
ZZ, where s > e(A1(Ay)) for some € = negl(n).

. $
- Fori = 1,---,x, randomly chooses vectors sg; « Z;’
as well as ep; « Dgft (re-select eg; if |leg ;|| > 2tvm),
and computes cg; = A} - sg; + eg; + Encode(m;) mod g,

where t = o1ym - o (4/logn.

— Generates (Bg, Sg) « TrapGen(17,1™,q).

. $
- Selects £+ 1 random matrices BR1,- -+ ,Bry, CR ZZX”’

and a random vector rg i ZZ.

- Outputs the public key pkg := (hpg := pgr,ctpkpr =
{cri}Y; pkpeks = {Bg, {Bri}i_;, Cr,Tr}) and the pri-
vate key skg := (hkg := kg, pr := {SR,i};czl,SkPEKS :=SR)
of the receiver.

o PAEKS(pp, pkg, sks, pkg, kw): Given the public parameter
pp, the public key pkg and the private key skg of the sender,
the public key pkp of the receiver, and a keyword kw €
{1,-1}?, this algorithm run as follows.

- Fori=1,---,k, computes hg; < R(cg’i -ks (mod q)),
ps.i < R(sg,; - pr (mod q)) and ys,; = hs; - ps,i-

- Sets ys = ys1ys;2 -+~ Ysx € {0, 1}

- Computes der-kws := dks = dks dksy---dksy <
Hy(kw,ys) € {1,-1}¢.

- Computes Byz = Cp + Zle dks;Br; and Fg =
[BrIBak] € Z5™*™.

— For j=1,---,p, performs the following steps:

$ $ .
* Chooses bj < {0,1}, arandom s; < Zg, and matrices

R;, & {1,-1}™ M fori=1,---,¢.
* Sets Rj = Zle dkS,iRij € {—¢t,---,e}mm,

Yo v
* Chooses noise vectors xj «— Zg and yj «— Z;".
* Sets zj I_{}—yj €ZF, co; = rhsj+xj+bjlg/2] € Zg,
andey; =Fsj+[yjiz] € Zfzm.
- Outputs a searchable ciphertext cty,, = (ctpeks der-kws =
{Coj, C1j» b]}jpzl)

e Trapdoor(pp, pkg, pkg, skg, kw’): Given the public param-
eter pp, the public key pkg of the sender, the public key
pkr and private key skgr of the receiver, and a keyword
kw’ € {1,—1}?, this algorithm runs as follows.

- Fori=1,---,k, computes hg; R(c;—i -kr (mod q))
and pg; < R(s; " ps (mod q)), and yg; = hg; - pR-

- Setsyr = yr1yr2 - YRx € {0, 1}".

- Computes der-kwp := dkgp = dkpidkpyz---dkry <
Hy(kw', yR).

- Computes By = Cg + Zle dkg iBr; and samples
tdpeks, der-kw), = tak < SampleLeft(Bg, Bgy, Sg. g, 02).

- Outputs tdtM/ = (thEKS,der—kwk = tdk).



o Test(pp, Ctgyy, tdg,s): Given the public parameter pp, the
searchable ciphertext cty.,,, and the trapdoor tdg.,,, this al-
gorithm runs as follows.

- Forj=1,---,p, computes Vvj = co; —tdkclj € Zq.
— Checks whether |v;j — [q/2]| < |g/4]; sets vj = 1 if the
equation holds; otherwise, sets v ;= 0.
- If vj = bj forall j=1,---, p, outputs 1; otherwise, outputs
0.
Correctness. To ensure that the proposed construction works cor-
rectly, there are two conditions that need to be satisfies:

o If kw = kw’, the sender and the receiver obtain the same
derived keyword (i.e., der-kwg = der—kw}e).

o If cty,, and tdy,, are related to the same derived keyword,
then the Test algorithm outputs 1.

We first consider the first condition by Lemma 6.1 followed by
the description in [37]. That is, if the norm of the first error term is
less than €/2 - ¢/4 and kw = kw’, then dkg = dkg.

LEMMA 6.1. Suppose the norm of the first error term (e;;i kg ; and
e:'s—l. -kg i) is less than €/2 - /4 and kw = kw’, then dks = dkg

Proor. Fori=1,---,k, we have
hsi=R(cg; -ks; (mod q))

T T
= R((SR),' “Ay) kg + CRi ks
————
first error term

=R((sg; " Au) -ks; (mod g))
= PRi;

(mod q))

hgi = R(cy, kg; (mod q))

T T
= R((Ss,i “Ay) -kpi+ €s.i kg
——
first error term

=R((sg; - Au) -kr; (mod g))
=Pps.i-

Since ys; = hsi - pri = hri - ps; = yrifori =1,--- k, we
have ys = yg. Furthermore, as ys = yg and kw = kw’, we have
der-kws = dks = Hz(kw,y_g) = Hz(kw/,yR) = dkR = der-kw;z.

O

(mod g))

Then, we consider the second condition in which the Test algo-
rithm will output a correct answer: Forall j = 1,--- , p, we have

vj = co; _tdkclj
ZIESJ +xj+bj|_q/2J —tdk(F;ij+ [yj;Zj])
=bjlg/2] +x; —talyjszjl-

———
second error term

According to Lemma 22 in [2], if the norm of the second error
term is bounded by - o3 - £ - m - a - w(+/log m) +O0(toym3/?) < q/5,
then b; can be obtained correctly. Hence, we have v; = b; for
j=1,---,pif the derived keywords are the same.

Parameter Selection. To make the system work properly, the
parameters have the following restrictions [2, 37, 43]:
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(1) m > 5nlog q so TrapGen can operate [43].

(2) q> 01m3/2a)(\/10g n) so that the first error term is bounded
by €/2 - q/4 and therefore ys = yg.

(3) a < [o2tmw({flogm)]~! and g = Q(agmg/z) so that the
second error term is bounded by ¢/5.

(4) 01 = 24/nand q > 2+/n/a so that Regev’s reduction [50, 51]
can operate.

(5) o2 > £ - m- w(+/logm) such that the security proof in [2]
and SampleLeft work correctly.

To achieve these requirements, the parameters are set as follows.

m = 6n'*?; q=m?3 - w(y/logn);
o1 = 2vn; oy = mt - w(+/logn);
nd > [logql; a = [®m? -w(ylogn)]™L.

Security. The security of the proposed instantiation is directly
based on the underlying schemes. As the language of Li and Wang’s
word-independent SPHF scheme [37] is for the ciphertext of the
labelled IND-CCA2 PKE scheme [43], the word of the scheme
is a ciphertext. Therefore, this SPHF trivially satisfies pseudo-
randomness. In addition, the PEKS algorithm in Behnia et al.’s PEKS
scheme [6] is probabilistic. On the basis of Theorem 5.1, Theorem
5.2, and Theorem 5.3, we obtain the following theorem:

THEOREM 6.2. The proposed lattice-based PAEKS scheme satisfies
MCI and TP.

7 COMPARISON

In this section, we present a comparison of our lattice-based instanti-
ation with other PEKS/PAEKS schemes (i.e., BOC*04 [7], HL17 [27],
ZTW*19 [62], QCH* 20 [49], BOY20 [6], ZXW*21 [63], and LTT*21
[39]) in terms of security properties, computational complexity,
computational cost, and communication cost. Table 1 presents a
comparison of the seven properties of each scheme, namely CI,
MCI, TP, quantum-resistance (QR), and no trusted authority (NTA).
As we have cryptanalyzed ZTW*19 [62] and ZTW™*21 [63] in the
previous section, there are only the QCH*20’s [49] and LTT*21’s
[39] schemes satisfy TP. In addition, only LTT*21 [39] provides
quantum-resistant instantiation based on the NTRU lattices. How-
ever, their solution requires an additional trusted authority to help
users generate their private keys, which increases the difficulty
of use in practice. To provide higher-level security, we removed
this requirement. In general, our instantiation is the first quantum-
resistant PAEKS scheme that satisfies MCI as well as TP and does
not require a trusted authority.

We subsequently conducted two comparisons with three lattice-
based schemes (i.e., ZTW™* 19, BOY20, and ZXW™*21) in terms of com-
putational complexity and communication cost in Table 2 and Table
3, respectively. For simplicity, only five types of time-consuming op-
erations are considered, namely general multiplication (Tys), general
hash function (Tz7), SamplePre function (Tsp), BasisDel function
(Tp), and SampleLeft function (Tsy ). In addition, Fig. 1 presents the
results of the experimental simulation, where the simulation was
carried out in the MATLAB language on Windows 10 Enterprise
Version 1909 with Inter(R) Core(TM) i7-9700 CPU with 3.00 GHz and
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Table 1: Comparison of security properties with those of PAEKS schemes

Schemes CI MCI TP OR NTA
BOC*04 [7] v v X X v
HL17 [27] X X X X v
ZTW™*19 [62] v v X v X
QCH*20 [49] v v v X v
BOY20 [6] v v X v v
ZXW*21 [63] v v X v v
LTT*21 [39] v v v v X
Ours v v v v v

v': The scheme supports the corresponding feature; X: The scheme fails in supporting the corresponding feature; QR: Quantum-resistant; NTA: No trusted

authority.
Table 2: Comparison of Required Operations with those for other Lattice-based PEKS Schemes
Schemes Ciphertext Generation Trapdoor Generation Testing
ZTW*19 [62] 2T + (pn+nm2 + pnm+ p) Ty + Tsp TH+”m2TM+TBD + Tsp Ty + (¢m + nm) Ty
BOY20 [6] p(m? +2nm+n+€+1)Ty Ty + Tsp, 2pmTy

ZXW*21 [63] Ty + (pn +nm? + pnm + p) Ty + Tsp

TH+nm2TM+TBD + Tsp Ty + (fm + nm) Ty

Ours

T+ (k(m+n+1)+p(m? +2nm+n+£+1))Ty

T+ (k(m+n+1)+ )Ty +Tsp 2pmTyy

K, p: The parameters related to security parameter A; ¢£: The length of the keyword; Tys, Ty, Tsp, Tp, and Tsy: The running time of a
general multiplication, general hash function, SamplePre function, BasisDel function, and SampleLeft function, respectively.
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Figure 1: Comparison of Computational Costs with other Lattice-based PEKS Schemes

Table 3: Comparison of Communication Costs with other
Lattice-based PEKS Schemes

Schemes Ciphertext Trapdoor
ZTW™*19 [62] (£ +mt +m)|q| miq|
BOY20 [6] k(|gl + 2m]|q| + 1) 2m|q|
ZXW*21 [63] (¢ +mt +m)|q| m|q|

Ours k(|gl + 2m|q| + 1) 2m|q|

n: The parameter related to security parameter; m: Dimension;
q: Modules; k: The parameter related to security parameter; ¢:
The length of the keyword.
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32GB of system memory. To achieve the 80-bit security level, we set
the parameters with n = 256, m = 9753, ¢ = 4096, p = 10,k = 10,{ =
10,01 = 8,02 = 8, where p, k are the parameters related to the
security parameter (i.e., k, p < poly(1)) and ¢ is the length of the
keyword. In addition, we adopted the internal .net classes of MAT-
LAB, namely System.Security.Cryptography.HashAlgorithm
to implement the SHA256 hash function.

As our instantiation adopted BOY20 [6] as the building block, we
first analyzed the differences with BOY20 [6]. The results indicated
that our instantiation only required some extra cost in terms of
computational cost. In terms of the communication cost, as our
instantiation did not require additional elements to meet the re-
quired securities (e.g., TP), the communication cost was the same
as that for BOY20 [6]. In contrast, although our instantiation took



approximately twice as long as ZTW*19 [62] and ZXW™*21 [63] to
generate ciphertexts, the time it took to generate trapdoors and per-
form tests decreased by approximately 40% and 99%, respectively.
In terms of the communication cost, the ciphertext size and the
trapdoor size of our instantiation were both approximately twice
larger than those for ZTW*19 [62] and ZXW™* 21 [63]. Although the
communication cost increased, we believe that this additional cost
is acceptable under the trade-offs of more security and efficiency.

8 CONCLUSION

In this work, we proposed a generic PAEKS construction that
could transform a PEKS scheme to a PAEKS scheme by equip-
ping a pseudo-random SPHF scheme. Our security proofs demon-
strated that the proposed construction satisfied two basic secu-
rity notations—CI and TP. In addition, based on our theoretical
result (Theorem 3.2), we demonstrated that the proposed construc-
tion further satisfied MCI if the PEKS algorithm of the underlying
PEKS scheme were probabilistic. Furthermore, we introduced the
first quantum-resistant PAEKS instantiation that not only offered
privacy-preserving keyword search but also satisfied MCI and TP.
Compared with the existing quantum-resistant PEKS schemes, the
results indicated that our instantiation was safer and more suitable
for environments with security concerns.
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ZHANG ET AL’S PEKS SCHEMES

A.1 Forward-secure PEKS

Here, we briefly review Zhang et al’s lattice-based forward-secure
PEKS scheme [63], which consists of five algorithms.

e Setup(1%): Taking as input a security parameter A, this algo-
rithm runs the following steps:

- Randomly selects u i Zg and three secure hash func-
tions Hj : ZZX’” x{0,---,p} — Z(’Z”x’”, H, : {0,1}% x
0,--,n} = Z5™, Hy : Zp x {0, 1}' — Z7.

— Respectively generates (Agjo, Ts|jo) and (Agjo. Trjj0) by
performing TrapGen (17, 1™, q).

— Outputs the public parameter pp := (p, Hi, Ho, H3),
the public/private key pairs of the sender (pkg, :=
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Ago-skso = Tgjo) and the receiver (pkg, :=
AR|j0-skro = Tg|jo) for time period 0.

e KeyUpdate(pkpg ;, skgi, i, j): Taking as input an input pub-
lic/private key pair (pkg; := Ag|;»skr; = Tgy;) of the
receiver in the previous time period i and the current time
period j, this algorithm runs the following steps:

- Computes Rp;—; = Hi(Ag|lj) +---+ Hi(Aglli+ 1) €
mem.

- Computes Tg|; < NewBasisDel(Agy;, Rgjjiwj> Trjis
8;), where Agy; = Ag|i(Rgjimj) ™" = Ar(Rgy)™! €
ngm.

— Outputs the public/private key pair (pkg; = Agy;,
skg,j == Tg|j) of the receiver for time period j.

Note that the sender can use the same steps to generate

his/her public/private key pair (pkg ; = Ag;, sks j = Ts) ;)

for time period j.

° PEKS(ka,j,sks,j, ka,j,j, kw): Taking as input a pub-
lic/private key pair (pkg; = Ag)j,sksj = Tg);) of the
sender for time period j, the public key pkg ; := Ag|; of
the receiver for time period j, the current time period j, and
keyword kw € {0,1}%, the sender runs the following steps:

$
Yie <

nx{ : R
Zq , noise e; =

- Chooses a random binary string y; = yj,vj, - -

{0,1}5, uniform matrix B; i

ejej,---ej,), and noise V; = vjvj,---vj,, where

€, e, ﬁZq and vj,---,vj, iZZ’

- Computes f; « Hy(kwllj),cj, = p'Bj + ¢ +
(i vila/2l. e, = (AR||jﬁ;1)Bj +V;.

- Computes h; «— Hz(cj,|ly;) € Zg and generates ; «—
SamplePre(Ag);, Ts| - hj, ).

- Outputs a searchable ciphertext ct; := (¢}, ¢j,, {j).
e Trapdoor(pkg ;,skrj, j, kw): Taking as input a pub-
lic/private key pair (pkg; = Agyj,skgr; = Tgj;) of
the receiver for time period j, current time period j and
keyword kw € {0,1}%, the receiver runs the following steps:
- Computes f; — Hy (kwl[ ), Ty —
NewBasisDel(AR”j, ﬂj’TRHj’ 5j) € Z‘anXm.

- Computes tg,,|; < SamplePre(AR”jﬂ]Tl,TW”j,p, gj) €
Zg.

— Outputs a trapdoor td; = ti,, ;-

e Test(ctj,tdj): Taking as input a ciphertext ct; :=
(cjys ¢jy, &) for time period j and trapdoor td; := ti,;
for time period j, the cloud server runs the following steps:
— Computes yj = yji¥j, Ve = Sy =ty ;-

- Fork =1,---,¢if |y; — Lg/2]| < Lg/4], sets yj, = 1;

otherwise, sets yj, = 0.

Updates y; and computes h; < H3(cj,[ly;) € ZZ.

- If Agj¢; = hj and §; is distributed in DAI;]. (Asp)y”

outputs 1; otherwise, outputs 0.

A.2 Proxy-oriented Identity-based PEKS

In this subsection, we review Zhang et al’s proxy-oriented identity-
based PEKS scheme [62], which consists of six algorithms.

e Setup(14): Taking as input a security parameter A, the key
generator center runs the following steps:



- Generates (A, Ta) < TrapGen(1™,1™,q).

— Selects a uniform random vector v & Zg and five secure
cryptographic hash functions: Hy : {0,1}4 — Z(’I”X’",
Hy : {0,131 x {0, 1}% x {0, 1}2 X Z} — Z, H3 : {0,1}"1 x
{0,135 % {0, 1} X Z" — Z7™™, Hy : {0,1}% x {0, 1} x
{0,1}% — Z7>™, and Hs : {0, 1} x ZJ*! — Z7.

— Outputs  the public
(A, v, Hy, Hy, H3, Hy, Hs)
msk := Ta.

o KeyExtract(msk, id): Taking as input the master secret key
msk := T and an identity id € {0, 1}%, key generator center
runs the following steps:

- Computes Rjg < Hi(id) and A;g = A(R;g) ™' € ngmA

— Generates T;; < NewBasisDel(A,R;y, Ty, o).

— Outputs the secret key sk;; := T4 for identity id.

e Proxy-oriented key generation: This interactive PPT algo-
rithm between a data owner idp and a proxy idp. idp first
runs the following steps:

- Generates a warrant w € {0, 1}¢ according to its require-
ments.

parameters  pp =
and master private key

— Selects a uniform random vector r i Zg and computes
p — Hy(ido||idp||wl|r).

- Computes B, < SamplePre(A;4,, Tigp, p, ) € Zg'.

- Sends (w, 1, f) directly to idp.

After receiving the data send from idp, idp runs the follow-

ing steps:

- Computes Ry, «— Hs(idollidp||w||fw) and Tpr «
NewBasisDel(A;q,, Ry, Tigp, 0).

— Sets (pkpm = Apro, skpro = Tpro) as the proxy-oriented
public/private key pair, where Ap, = Ajq, Ry)7! €
anm.

q
. lBEKS(pkpm,skpm, kw, idg): Taking as input the pub-
lic/private key pair (pkpm = Apro>skpro = Tpro) of the
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proxy-oriented a keyword kw € {0, 1}%, and receiver’s iden-
tity idg, the proxy idp runs the following steps:

— Randomly chooses F & Zng and a binary string v =
TiTy - Tp i {0,1}.
— Samples a noise vector n = nin2 -y <i x and a noise

matrix S = sysp---s¢ & quX[, where y is a Gaussian
distribution.
~ Computes y « Hy(idpllidgllkw), £ = (Aigey™")TF +
S,Z=v'F+n+ (1,72, ,70)|q/2].
— Computes h — Hs(z||&)
SamplePre(Apro, Tpro, b, 8) € Z;".
— Outputs a searchable ciphertext ct := (&, ¢, 0).
Trapdoor(skq,, kw): Taking as input the private key
skigp = Tig, of the receiver idg and a keyword kw €
{0,1}5, idg runs the following steps:
- Computes y «  Hy(idp|lidg||kw) and Dy,
NewBasisDel(Aq,, ¥, Tig,, 0) € Z"I"X'”.
- Generates dy,, «— SampIePre(AidRy_l,Dkw, v,8) € Z,

and 6 —

where AidRy_ldkw = v is satisfied.
— Outputs a trapdoor td := dp,,.
Test(pk pro» €L, td): Taking as input the proxy-oriented public
key pkpm := Apro, a searchable ciphertext ct := (£, £, 0), and
a trapdoor td := dg,,, the cloud server runs the following
steps:
— Computes T =7172- 77 = { — d;{'—w.f € Zg.
- For j = 1,---,¢,if [rj — |g/2]| < |q/4], sets 7j = 1;
otherwise, sets 7; = 0.
- Updates 7 and further computes h « Hs(7||£).

- Checks whether the equation Ap,6 2 h holds. If the
equation holds, outputs 1; otherwise, outputs 0.
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