Erratum:

The application of the Cauchy-Schwarz inequality in (33) on page 53 is incorrect. This
breaks the proof of Lemma 26 and thus of most results in this paper. We thank Minki
Hhan for discovering this problem.

Counterexample. In particular, the following is a simple counterexample to the central
Theorems 4 and 12:

Consider the state |0 — 0)9. (Where g is f or p, depending on whether we are in the
context of Theorem 4 or 12.) We have that

0000 =30 90 = 3 10yt = VNIZ)® = 30 (000

YER yeR\{0} yeR\{0}
€span{|f)?:0 ¢ im f, |dom f| < l}f.

Consider a system with registers XY H in the state ¢ := |0)x|0)y|0 +— 0)9. Then the
previous equation implies

v € span{|z)x[0)y[f) 1 0 ¢ im f, |dom f| <1} ..

By Theorem 4 or 12, with Ay ¢, By :={f:0 ¢ im f} and with ¢ := & (for Theorem 4)
or c:= N—I_2 (for Theorem 12), this implies that

Unieryt? " span{Ja) x| f(z))y|f)? : @ € dom £, 0 ¢ im f, |dom f| <2},
C span{la)x iy £)8 y £ 0}, = T

On the other hand, Ugyeryt) = [0) x|0)y |0 — 0)® by definition of ¢, Ugyery, and |0 — 0)9.

4y/c
Thus Ugyeryy is orthogonal to I ' in direct contradiction to Uguery® X I'. (At least

when 44/c < 1 which is the case if N > 19.)

Unaffected parts. The only unaffected part of the paper is Section 3.1 in which we give
a different view of Zhandry’s compressed oracle technique. This view may be useful in
its own right for understanding Zhandry’s compressed oracle technique. However, it does
not give us a proof technique for random permutations.

Future of this eprint. If we find a way to fix the problems described above, we will
update this eprint. Otherwise we will leave it in place including this erratum for future
reference.
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Abstract

We generalize Zhandry’s compressed oracle technique to invertible random permuta-
tions. (That is, to a quantum random oracle where the adversary has access to a
random permutation and its inverse.) This enables security proofs with lazy sampling,
i.e., where oracle outputs are chosen only when needed.

As an application of our technique, we show the collision-resistance of the sponge
construction based on invertible permutations. In particular, this shows the collision-
resistance of SHA3 (in the random oracle model).
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1 Introduction

The random oracle [BR93] is a powerful heuristici for cryptographic security proofs. It
allows us to abstract from the gritty details of the definition of a hash function and to
imagine it to be just a random function. We can then use powerful reasoning techniques
such as lazy sampling to make security proofs simpler or, in many cases, possible in
the first place. (Lazy sampling refers to the technique of choosing the outputs of the
random oracle “on demand”, when they are first accessed.) These techniques are useful
even if we are not in the random oracle model. For example, when working with a
pseudorandom function, the first step in a proof is often to replace it by a fictitious
random function. Quite similar to the random oracle are random permutations (to model
cryptographically-strong permutations), or ideal ciphers (a heuristic model for block
ciphers, basically a key-indexed family of random permutations). In the standard model,
random permutations occur in security proofs involving pseudorandom permutations (e.g.,
in protocols involving block ciphers). In such proofs, we often consider invertible random
permutations, i.e., we give the adversary access also to the inverse of the permutation.
All of this can be handled very nicely using lazy sampling.

At least, this is the situation in classical cryptography. Once quantum (or post-
quantum) cryptography enters the picture, using the random oracle becomes much harder.
This is because the quantum random oracle gives the adversary superposition-access to
the random oracle. That is, the adversary can query the random oracle on a superposition
of many different values. Then lazy sampling as in the classical case does not work any
more: The adversary could query the oracle on a superposition of all inputs already in
the very first query. If we were to sample the oracle at all the sampled positions, this
would mean sampling the whole function in one go. But that goes against the very idea
of lazy sampling. Furthermore, we cannot just measure where the oracle is queried as
this would disturb the adversary state, and we need to make sure that our technique
does not influence the way in which the adversary is entangled with the random oracle
(in a way that the adversary can notice).

The above does not mean that the random oracle is unusable in the quantum setting.
A number of techniques have been developed for handling the random oracle (history-
free reductions, 2¢-wise independent functions, semi-constant distributions, small-range
distributions, one-way to hiding (O2H) theorems, polynomial method, adversary method,
see the related work below). However, none of these have the general applicability of
the lazy sampling method, and they are often much harder to use. Then, surprisingly,
Zhandry [Zhal9] discovered that a variant of lazy sampling is actually possible with
quantum random oracles, although it is not as simple (and as general) as in the classical
case. We refer to this technique as Zhandry’s “compressed oracle technique”. (We give
more details about it below.)

In general, this heuristic is not sound: There are contrived protocols which are secure in the random
oracle model but insecure when the oracle is instantiated with any hash function [CGH98]. However, in
practice the random oracle model has proven to be a very good heuristic. Readers who reject heuristics
in security proofs may still enjoy the results in this work as a result about generic query complexity, or as
a technique for security proofs involving pseudorandom permutations.



However, when talking about (invertible) random permutations, the situation is much
more limited. The abovementioned tools are specific to the random function case.i
To the best of our knowledge, no hardness results are known about invertible random
permutations, not even simple query complexity results such as the hardness of searching
an input with certain properties. As a consequence, we do not know anything about the
post-quantum security of cryptosystems built from invertible permutations, such as the
industry-standard SHA3 [NIS14].

The present work sets out to fill this gap.

Our contribution.

e We present a new variant of Zhandry’s compressed oracle technique. While it is
not (yet?) applicable in all situations where Zhandry’s is applicable, especially
when efficient simulations are required, it is arguably conceptually simpler. (See
the discussion of pros/contras in Section 3.2.) The greatest advantage of the new
approach is that it is not limited to random functions, but can in principle be
applied to functions of any distribution.

o We instantiate our approach with invertible random permutations. That is, our

framework allows us to prove query complexity and security results that involve
adversaries with superposition access to a permutation h and to its inverse h~!.
Our approach works by keeping track of invariants throughout the adversary’s
execution. These invariants establish where the permutation oracle was queried
and what properties the corresponding outputs satisfy. (E.g., the invariants may
say “no output is 0” or “there are no collisions in the output”.) This mimics the
classical lazy sampling.
We establish a number of theorems that tell us how invariants change under
permutation queries (and inverse queries). The premises of these theorems are
purely combinatorial (upper bounds on the size of certain sets) which means that
all nontrivial quantum mechanical reasoning is hidden away.

e As an example we show that it is hard to find =,y such that h(z]|0¢) = y|/0°
for an invertible permutation h (“two-sided zero search”). To the best of our
knowledge, this is the first hardness result for invertible random permutations.
With our technique, the proof is easy. (Adversary success probability is O(q?/2°)
in ¢ queries.)

Another example is that in a non-invertible random permutation, finding preimages
is hard. While this is known (it follows from [Zhal5a]), our bound O(q?/N) for the
success probability with ¢ queries and domain size N beats the known bound of
O(¢*/N).

We also analyzed both situations with respect to adversaries that make k-parallel
queries, yielding tighter bounds O(¢?k/2¢) and O(q?k/N), respectively.)

2Except for the O2H theorem. Some variants of the O2H theorem apply to arbitrarily distributed
functions [AHU19], in particular to invertible permutations. (An invertible permutation can be modeled
as a function f:{0,1} x {0,1}" — {0,1}", uniformly sampled from the set of all functions where f(0,-)
is a permutation and f(1,-) its inverse.) However, we are not aware of any work that makes use of this.



e We show the collision-resistance of the sponge construction [Ber+07] when instanti-
ated with an invertible random permutation. (The sponge construction is a popular
construction of cryptographic hash functions.) Classically, this is a well-known
result. But in the post-quantum setting, the security of the sponge construction
was known only when using random functions (or non-invertible permutations).
However, most hash functions that use the sponge construction, including the
industry standard SHA3, are based on invertible permutations. Thus our result is
the first result to establish post-quantum security of SHA3. Our result is tight for
typical parameter choices (namely, when the hash output length is not larger than
the “rate” of the sponge).

Related work. Quantum random oracles. [Unrl5; HRS16] showed that finding preimages
in the random oracle is hard ([Boy+98] showed this in worst-case setting.) [Bon+11]
introduced “history-free reductions” which basically amounts to replacing the random
oracle by a different function right from the start. [Zhal2c] showed that random oracles
can be simulated using 2¢g-wise independent functions. Based on this, [Unrl5] introduces
a technique for extracting preimages of the random oracle. [Zhal2c] introduces the
“semi-constant distributions” technique that allows us to program the random oracle
in many random locations with a given challenge value without the adversary noticing.
[Zhal2a] improves upon this with the “small-range distribution” technique that allows us
to simulate random oracles using random looking functions with a small range. [Zhal5b]
shows that random oracles are collision resistant (this is generalized by [TTU16; EU1S;
BES18] to the case of non-uniformly distributed functions with independently sampled
outputs). Collision-resistance of the random oracle is generalized to the “collapsing
property” which allows us to show that measuring the output of the random oracle
effectively measures the input [Unr16]. More general methods for problems in quantum
query complexity (not limited to random oracles) include the polynomial method [Bea+01]
and the adversary method [Amb02]. [ARU14] shows that the difficulties of using the
quantum random oracle are not just a matter of missing proof techniques, but that in
certain cases classically secure schemes are not secure in the quantum random oracle
model.

Compressed oracles. Compressed oracles were introduced in [Zhal9] and used there
to show indifferentiability of the Merkle-Damgard construction, as well as security of
the Fujisaki-Okamoto transform. [Chu+20] generalizes [Zhal9] to Fourier transforms
over abelian groups, thus allowing random functions with a range different from {0, 1}".
Different from [Zhal9], they do not have a compression/decompression algorithm but
instead reason using invariants that are expressed in a basis different from the computa-
tional basis. This is reminiscent of our approach. The also introduce support for parallel
queries (as do we). [Cza+20] generalizes [Zhal9] to non-uniformly distributed functions,
but only for the case where all outputs are independently sampled. (This is similar to
what we achieve in our reformulation of Zhandry in Section 3.1, although we additionally
get rid of the Fourier transform.)

Random permutations. [Zhalbb| shows that random oracles are indistinguishable



from (noninvertible) random permutations. This allows us to derive results for random
permutations from results for random functions. (However, the results might not be
tight, cf. Section 4.2.) [Zhal6] shows the existence of quantum-secure pseudorandom
permutations (qPRP, secure under superposition-queries of the function and its inverse)
from quantum one-way functions. In particular, this implies that a random invertible
permutation can be efficiently simulated.i However, [Zhal6] does not give us any technique
for analyzing schemes that use a qPRP; when analyzing such a scheme we typically
replace the qPRP by an invertible random function in the proof, and the techniques from
the present paper can be used.

Security of the sponge construction. The sponge construction was proposed by
[Ber+07]. In the classical random oracle model, security of the sponge construction
was shown by [Ber+08], both when the sponge is based on random functions and on
invertible random permutations. They showed indifferentiability, which implies many
other properties such as collision-resistance, pseudorandomness, and more. In the
quantum setting, collision-resistance and the collapsing property from [Unrl6] were
shown in [Cza+18] in the random function case. Quantum pseudorandomness of the
sponge was shown by [CHS19] but only in the case where the underlying round function
is secret (the adversary cannot query it). Indifferentiability in the quantum setting was
shown by [Cza+20] in the random function case. All those results immediately imply
the corresponding results in the non-invertible random permutation case since random
functions and permutations are indistinguishable [Zhal5b]. However, for invertible
random permutations, no quantum results are known.

Organization. In Section 2 we introduce relevant notational conventions.

In Section 3 we present compressed oracles for random functions. Specifically, in
Section 3.1 we recap and give a new view on Zhandry’s technique. In Section 3.2 we
present our new compressed oracle technique. In Sections 3.3 and 3.4 we give example
applications (preimage search, collision finding) and introduce the main theorems along
the way. In Section 3.5 we cover extensions for handling parallel queries.

In Section 4 we extend our compressed oracle technique to handle invertible permuta-
tions. Specifically, in Section 4.1 we state the technique for non-invertible permutations.
In Section 4.2 we give an example (preimage search) and introduce the main theorems
along the way. In Section 4.4 we explain how inverse queries are handled and we illustrate
this with an example in Section 4.5 (two-sided zero search). In Section 4.6 we give some
additional convenience theorems for handling classical circuits.

In Section 5, we give the proofs of all our theorems and generalize the model along
the way. See the beginning of that section for an overview. In Section 6, we show the
collision resistance of the sponge construction. In Section 7, we conclude and mention
open questions. In the back matter, we provide a list of theorems, a symbol and a
keyword index, as well as the bibliography.

31f we implement the underlying quantum one-way function using a random oracle, and we simulate
that random oracle with the method from [Zhal2c] or [Zhal9], then we event get a simulation without
computational assumptions.



2 Preliminaries

Miscellaneous notation. A is the empty word. R (z) is the real part of the complex
number z. |z| is the absolute value of x (if x is real/complex) or the cardinality of x (if
x is aset). (a)p is the falling factorial, defined by (a), := a!/(a — b)!, i.e., the number of
injective functions from a set of size b to a set of size a. We write {f(z) : P(x)}, for the
set of all f(x) where x ranges over all values satisfying P(x). (E.g., {#? : x is prime}, is
the set of squares of primes.) We use underscores to emphasize that a variable ranges
over tuples, e.g., z € R¥ for k-tuples z. In slight abuse of notation, we also write 0 for a
tuple of zeroes, f(z) for (f(zl), e f(zk)), a®bfor (ag ®by,...ar D bg).

Total and partial functions. Throughout this work, we will extensively deal with total
and partial functions to describe states, queries, and invariants. For sets D, R, let D — R
be the total functions from D to R, and D < R the total injections (i.e., injective total
functions) from D to R. Furthermore, D = R and D <% R are the partial functions
and partial injections, respectively. For a partial function f: D & R, dom f C D is the
domain (inputs on which f is defined) and im f is the image of f. Let f(z:=1y) denote
the updating of f. That is f(z :=y)(z) =y, and f(x :=y)(a’) = f(a’) for x # 2.

We consider functions (total and partial) as special cases of relations between D and
R (which in turn are subsets of D x R). E.g., a total function f: D — R is a relation
where for every x € D, there is exactly one y € R such that (x,y) € f. In particular, & is
the empty partial function (defined nowhere). And for two partial functions f,g: D = R,
the union fUg is a relation and therefore can be a partial function itself. We say f
and g are compatible, written f© g, iff f U g is a partial function. (Equivalently, f, g are
compatible iff they coincide wherever both are defined.)

For k-tuples z € D, y € RF let z — y be the relation ((xl,yg), e (xk,yk)). In
particular, if  has no duplicates, or if z has duplicates but y has duplicates in the same
places, z — y is the function that maps z; to y; and has domain z. In the special case of
1-tuples, note that if z ¢ dom f, we have f U (z — y) = f(z :=y).

Quantum-related notation. Quantum states are elements of a (not necessarily finite-
dimensional) Hilbert space H. We usually represent quantum states with greek letters
(e.g., ¥) and use ket-notation (|z) ) to refer to basis states of the computational basis
unless specified otherwise, and (z| is the adjoint of |z) ((z| = |2)). (Le., |z) for z € X is
an orthonormal basis of CX.) We write the inner product of ¥, ¢ as (¢, ¢) . However, the
inner product of |z) and |y) is written as (z|y) instead of the awkward (|z), [y)). (And
analogously, for notation |f)’ and similar that we will introduce later, (f| g) is the inner
product of |f) and |g)f.) [|%| is the norm of ¢ € H, and ||A|| is the corresponding
operator norm of the bounded operator A : H — H'. For S C H, span S is the (closed)
span of S, i.e., the smallest topologically closed subspace of H containing S. Projector
always means orthogonal projector.

We will often need to consider the distance between a vector and a subspace: For two



vectors 1,1’ € H, we write 1 ~ Y’ to denote ||¢p — 1’| <e. And if S is a closed subspace
of H, then we write ¢~ S to denote 3’ € S. ¥ ~ YA

Quantum oracle queries. Throughout the paper, we will frequently refer to oracle queries.
Thus, we fix some variables once and for all: D always refers to the domain and R
to the range of the function. (L.e., queries are always made to a function h : D — R.)
We will also fix once and for all the sizes of D and R as M :=|D| and N := |R|. (In
particular, D, R are assumed to be finite.)

We additionally fix a set R. Let @ : R x R — R be a right cancellable operation. To
make notation more familiar, we additionally fix some arbitrary element 0 € R (but do
not assume any specific algebraic properties of it), and we identify y € R with 0@y € R.

Typically, R := R is a group, and @ its operation, e.g., modular addition or XOR.
But being right cancellable is sufficient for the query operation to be unitary. This gives
us some added flexibility when R does not have a natural group structure.

A reader who is not looking for generality may safely assume R = R= {0,1}" and ®
to be XOR.

A query to a fixed function f : D — R can then be implemented by the unitary
|z)|y) = |x)|y @ f(x)). (The fact that this is unitary follows from the right cancellation
property of @.) However, we will more often be interested in queries to a function that
is also stored in a quantum register: For a set Func C D — R that will always be clear
from the context, define the unitary Ugyery,r; oD CP* @ CR" @ CFunc by:

Uquery,k‘§>‘y>‘h> = [z)|y & h(z))|h)

For k = 1 this makes a single query (and z, y are simply elements of D, ﬁ) For k£ > 1, this
implements several queries to the function % in one go (parallel queries). We abbreviate
Uguery = Uquery, 1, 1-€., Uguery|Z)|y)|h) = |2)|y ® h(z))|h) for x € D, y € R, h € Func.

Finally, we need the following technical definition: The projector P, projects a
superposition of functions to those compatible with the partial function r: For a set
Func € D — R that is clear from the context, and for r : D & R, define

P, = Y |h)(h].

h€Func
hor

3 Compressed oracles

3.1 Zhandry’s compressed oracles

We will now recapitulate and rephrase Zhandry’s compressed oracle technique [Zhal9].
trying to emphasize more the separation between implementation issues (encoding via
“databases” etc.) and the core concepts. Then we proceed to give a different view on
the technique that does not involve Fourier transforms and which is, in our opinion,

40r equivalently: ||(1 — P)y|| < & where P is the projector onto S.



conceptually simpler. This will also form the motivation for our new construction that
supports permutations.

A reader who wishes to skip this part and to directly learn our new technique can
safely skip ahead to Section 3.2.

In a nutshell, the compressed oracle technique is a way to simulate/implement a
quantum random oracle (i.e., a uniformly random function A : D — R to which an
adversary or quantum algorithm has superposition query access) in a way that has the
following crucial features:

o The adversary cannot distinguish between the original random oracle and the
stmulation. This allows us to use the simulation in proofs instead of the original
oracle.

e The simulation uses an internal state that has a small representation. This is
not the case for trivial implementations of the random oracle: Those would have
to pick and store the value table of the random function at the beginning. This
value table would require | D] - log| R| classical bits which is infeasible for typical
size of the domain D. In contrast, the compressed oracle only requires roughly
q(log|D| + log|R|) qubits after ¢ queries to the random oracle.

o The simulation keeps track where the random oracle was already queried, and
what the result of that query is. E.g., if the adversary queries h(x) (possibly in
superposition between different values x), and gets y := h(z), then the simulation
will keep a record that a query = +— y was performed (or a superposition of such
records). While this is trivial in the classical case, it is highly surprising that this
is possible in the quantum case: Naively keeping a record of the queries would
entangle the adversary’s state with the state of the compressed oracle, something
the adversary might detect.® Having this record is the arguably the main advantage
of the compressed oracle technique as a proof technique. For example, it allows
us to formulate invariants such as “the adversary has not yet queried an x with
h(z) = 0.

o The simulation is efficient. That is, its runtime is polynomial in the number of
queries performed by the adversary, and the bitlengths of the inputs and outputs
of h. This is closely related to the fact that the internal state has a small represen-

SFor example, the adversary might initialize a register X with > \/% |x), then perform a superposition
query with input z. Now the compressed oracle needs to record the query z +— y (in superposition
between different z). Now the register X is entangled with the compressed oracle’s record. (Or, if the
compressed oracle would measure the query input, the register X would collapse to a single value.) Now
the adversary might wish to distinguish whether the compressed oracle records its queries or not. For
that purpose, the adversary uncomputes the previous query. Now X would be in the original state with
the original random oracle; the adversary can check whether this is the case. But if the compressed
oracle keeps a record of the query x +— y, the state X will not be in its original state but entangled with
the compressed oracle. So in order to be indistinguishable, the compressed oracle needs to forget the
query (i.e., erase the record z — y from its state). In other words, the compressed oracle needs to not
only record queries, but also “unrecord” queries in case of uncomputations. Since the compressed oracle
does not know a priori whether a given query is a computation or an uncomputation (or something in
between), it would seem impossible to solve this problem. The surprising fact of the compressed oracle
technique is that it does solve this problem, almost as a side effect.



tation. Previous approaches for efficiently implementing/simulating the quantum
random oracle either required computational assumptions (simulation via quantum
pseudorandom functions [Zhal2b]) or required the simulator to know the number of
queries that the adversary will perform at the outset of the simulation (simulation
via 2¢-wise independent functions [Zhal2d]).
Through the rest of this section, we present our reformulation of Zhandry’s technique
before explaining our technique.

Standard oracle. Consider the original quantum random oracle. This oracle initially
classically samples a random function h < (D — R). And then a query to the function
h is implemented by a unitary |z)|y) — |z)|y @ h(z)) on the adversary’s query registers
X,Y.

It is easy to see that this is perfectly indistinguishable from the following construction
(called the standard oracle in [Zhal9]):® An additional quantum register H is initialized

with Y, cpn ——|h), i.e., with the uniform superposition of all possible functions.

\/|D—R)|

The adversary does not get access to this register H, but instead the oracle query is
changed to be the unitary Uguery : |2)|y)|h) — |2)|y ® h(x))|h) on registers X,Y, H.

To better understand the following steps, imagine that the register H consists of
many separate registers H, (v € D), each H, storing the output h(z). (That is, h is
represented as a value table in H with H, being the table entries.) Each H, has Hilbert
space CF.

Compressed oracle. Next, we transform the oracle into yet another representation. First,
we extend the registers H, to allow for a value | L), i.e., the Hilbert space is CFUHL},
This means that the register H now contains not total only functions h, but can also
contain superpositions of partial functions. (L denoting an undefined output.)

Intuitively, | L) in some H, will mean that the corresponding h-output is not yet
determined, i.e., that any value is still possible. In particular, having | L) in all registers
H, (i.e., having the empty partial function |&) in H) should correspond to the initial
state of the random oracle.

We make this more formal by defining an encoding/decoding operation to map
between states that do not use | L) (as in the standard oracle) and states that do use | L)
(compressed states).

Let @ denote the quantum Fourier transform on CF. We extend it to work on
the register H, by defining Q|L) := |L). (In [Zhal9] the specific case R = {0,1}" is
considered. In this case the quantum Fourier transform is simply a Hadamard gate on
each qubit in H,. But in [Chu+20] the case for general abelian groups R is considered and
other quantum Fourier transforms are used.) Let U, be the unitary with U, |L) = |0),
UL|0) = |L), ULly) = |y) for y # 0. Let Decomp; := Q- U, - Q' (the decompression
operation).

5The indistinguishability formally follows from the fact that the query commutes with a computational
basis measurement of the register H, and the fact that if that computational basis measurement is
performed at the beginning of the execution, then it is equivalent to uniformly (classically) sampling h.



In the standard oracle, H, has initial state Zy ﬁkg) If we apply Decompi to it,

we get
N
1 ’ QT Uy Q
> A= ly) = 10) = L) = |L).
R
" VIR

Thus, by applying Decompi to all registers H, in the initial state of the standard oracle,

we get | L) in every H,. This leads to the following idea: Initialize all H, with |L).
And whenever we want to perform an oracle query, we decompress all H, by applying
Decomp; (for the initial state, this gives the initial state of the standard oracle). Then
we apply Uguery (the standard oracle). And then we compress all H, again by applying

Decompi. This will lead to exactly the same behavior as the standard oracle (since

successive Decompy, Decompi pairs cancel out).
In other words, we define the compressed oracle to be the oracle with the initial state
| L) ®---®|L) in register H, and that applies the following unitary to X,Y, H on each

query:

CSt0 = (Ix @Iy ® DecompT) “Uguery - (Ix @ Iy @ Decomp)

with Decomp := ® Decomp;. (1)
zeD

Now CStO is perfectly indistinguishable from the standard oracle.

The size of the compressed oracle. So far, we have seen that the compressed oracle
CStO simulates the standard oracle. But why is it useful? To see this, we will think of
the register H as containing partial functions: The basis states of H are |Yz,,...,Yzy)
for y,, € RU{L} where D = {x1,...,zx}. This is the value table of a partial function
f: D =% R. We will identify |yz,,...,Yzy) With |f). In particular, the initial state of
CStO is then |L,..., 1) = |@).

Consider a state |zo)|yo)|f) before a query to the compressed oracle, with |[dom f| < /.
(The initial state has ¢ = 0.)

Applying CStO to this state will decompress all H, (which does not affect |z)) apply
Uquery (which does not affect H,, for o # x( for this particular state), and then compress
all H, again. This is illustrated in the left side of Figure 1 for ¢ := 3. On all H, with
x # xp9, Decomp; and DecompJ{ cancel out (see the right side of Figure 1). Thus, no
matter what xg, yo, f are, the resulting state will be a superposition of f/ with f/ = f
except on zg. In particular, |dom f’| < |dom f| +1 < ¢+ 1. Since this holds for any
|0, Yo, f) with |[dom f| < ¢, this also holds for any superposition of such states. Thus we
have shown” that any state of the compressed oracle that is a superposition of |f) of size
< ¢ will, after a query, be a superposition of |f) of size < ¢+ 1.

In particular, after ¢ queries, the compressed oracle state is a superposition of partial
functions of size < ¢g. Such a partial function can be represented in approximately

" Actually, we have handwavingly sketched it but a formal proof is easy and follows the same ideas.
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lro =1 —= I » I
|y0> Y Y
o o |- o Y
7(2) Decomp] |- Hy
If(3)> Decomp{ — Hs

Figure 1: Operation of CStO for fixed xzy := 3. U denotes the operation |yo)|y) —
lyo @ y)|y)-

q(log|D| 4 log|R|) bits, hence the state of the compressed oracle indeed has a much
smaller representation, hence the name “compressed oracle”.

And we also can see that it indeed “records” queries in some sense: if the state of
the oracle contains |f), then every z € dom f must have been queried. Otherwise we
would have f(z) = L as in the initial state. The converse does not hold, though, because
queries can be uncomputed and thus removed from f.

Efficient implementation. So far, we do not have an efficiently simulatable oracle because
we represent the state of the compressed oracle by giving the complete value table for the
partial functions f. (Each potential output is stored in a different register H,.) However,
an algorithm implementing CStO is free to store the partial functions in a more efficient
way, namely as sorted lists of input/output pairs (called a database in [Zhal9]), leading
to a compact state. And an efficient circuit for the unitary CStO can be constructed by
only applying Decomp; on those entries of the database that are involved in the present
query. This then gives the oracle defined in [Zhal9]. We omit the details here.

The advantage of separating definition of the efficient encoding of the compressed
oracle state from the conceptual encoding as a partial function is that proofs will have to
consider the concrete encoding with ordered association lists only when analyzing the
runtime of the simulation and can use the mathematically simpler concept of partial
functions everywhere else. In particular, in information-theoretical proofs, we do not
need to consider the efficient encoding at all.

Getting rid of the Fourier transform. So far, we have described the compressed oracle
as in Zhandry’s original work (although with a different presentation). As presented
originally, it would seem that the Fourier transform is an integral part of the idea of
the compressed oracleé We will now show that there is a different view which does not
involve the Fourier transform at all. Recall the definition of Decomp; = Q- U, - Q. Using

8[Zha19] considers the special case of a qubit-wise Hadamard which is the Fourier transform over the
abelian group {0,1}". [Chu+20] generalizes this to Fourier transforms over arbitrary abelian groups.
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that definition, we can compute what Decomp; does to various basis states:

05 11) 5 10y - 57 Quolz) = 1)

D Q) S S el + B (0= 10) D ) + 19} (1)~ 1),

— =y

=Qtly)

Note that this calculation did not use that @) is the Fourier transform, only the fact that
it is unitary. And the state [*) is simply the first column of Q. Which, in case of the
Fourier transform, is of course the uniform superposition [x) =", Tlﬁ]z) However, any
other unitary with the same first column would lead to the same result — the definition
of Decomp; does not actually use the Fourier transform, and it only depends on the first
column of Q! In fact, the above calculation works even if the first column is not the
uniform superposition. For example, if we wish to analyze random oracles that use a
random function h that is not uniformly chosen, but where each h(x) is independently
chosen according to some distribution D, we take a unitary ) whose first column is

) =D, g(z)\z% and now Decomp; still maps

Decomp; : | L) — |x)

Decompy  [y) = [y) + (+/3) (1L) — [4)). @

In fact, we can just take this as the definition of Decomp; (relative to a given [x)).
The operators Q and U, are then just a technical tool to show that Decomp; is indeed
unitary, and one possible way of implementing Decomp; efficiently, but they are not part
of its definition.

We can still define an oracle CStO based on this new Decomp; in the same way as
before via (1). Except now CStO will be indistinguishable from the standard oracle
that has the initial state |*) ® --- ® [«). Which is indistinguishable from the original
random oracle if |*) is the uniform superposition. And if [¥) = > a.|z), then it is
indistinguishable from the a random oracle where each h(x) is sampled to be y with
probability |y, |29 Everything discussed so far still applies. In particular, we still have
that the oracle is compressed and records queries: In the compressed state, for any x
that has not been queried, H, will be in state | L) (with the intuitive meaning that the
value of h(x) is not sampled yet).

Thus, by removing the Fourier transform from the picture, we have generalized the
compressed oracle technique to nonuniformly distributed oracles “for free”.E However, we

9We could go even farther and use a different |*) for every x. This would allow us to analyze oracles
where h(z) is picked from different distributions for different z.

1O[Cza+20] also generalizes Zhandry’s technique to non-uniformly distributed functions. (With the
condition that the outputs are independently sampled, i.e., not covering permutations.) However, their
presentation still involves Fourier transforms.
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stress that this approach does not yet allow us to model random permutations because a
random permutation h does not have independently distributed h(zx).'!

In our opinion, this new view of the compressed oracle has multipE advantages:

e It becomes clearer what the essence of the transformation Decomp; is (see also the
discussion below). To assume that the Fourier transform plays a relevant role in
the construction may even hinder understanding of what is really happening.

e There is no need to find a group structure on the range R of the function so
that it matches the operation @ in the definition of the oracle query unitary
|z)|y) — |x)|y @ h(x)). This may lead to less requirements in proofs.

e The technique becomes more general as we are not limited to uniformly distributed
functions.

Understanding Decomp. In order to better understand what the decompression opera-
tion does, let us have another look at the definition. Also, for simplicity, let us assume
for now that |*) is the uniform superposition.

Decomp; : | L) — |x)
Decompy : [y) =+ [y) + (¥ y) (|L) — %)) (3)

TV
correction term

And thus Decomp operates as follows:

Decomp : |y1y2y3 .. .) = 714293 - . .) + correction

"We had one failed approach how to generalize this to random permutations (and possibly other
function distributions). Since we believe that this approach might be natural, we shortly describe it here
and why we got stuck trying to use it:

For S C R, we can define Decompf to be the Decomp,; operation for the uniform distribution on S.
(Le., Decomp? is defined by (2) where |*) := > yes ﬁw)) Then we can define Decomp®* to apply

Decomp? on register H,, where M is the set of all values that are not yet used in other registers. Formally,
it D={x1,...,xMm}, Decompl@zi ly1, - ym) = |y, .o, yim1) @ Decompfi lyi) ® |yit1,...,ym) where
Si =R\ {y1,..-,Yi-1,Yi+1,---,ym}. (Here all y; € RU{L}.) And then we can define a decompression

for permutations as Decomp?™™ := Decompy "M Decompl@mM‘1 -+ - Decompy'“2 Decomp|'**.
. . _ 1 .
It is reasonably easy to verify that Decomp,|L... L) =3, , . » mm). So decompressing the

initial state indeed leads to a uniform superposition of permutations (more precisely, of injections).
And it is also easy to define an oracle query in this model, namely CStOP*™ := Decomp?*™ @ Uguery ®
Decomp?“™.
However, beyond that, things become difficult. First, the definition of Decomp, depends on the ordering

of the domain D. If we would apply the Decompi@xi in a different order, we would get a different operator

Decomp?®™. Second, it becomes very difficult to understand the behavior of CStOP*"™. We were unable
to give an explicit description of how it operates on a basis state. And it is not clear that CStO”*™ maps
a state |y; ...) where at most £ of the y; # L to a superposition of states |g1 ...) where at most £ + 1 of
the 7; # L. But if this does not hold, then we do not have a compressed oracle because we have no upper
bound on the size of the oracle state.

However, we do not exclude that these problems could be solved and the approach made viable. For
example, it might be possible to find some operator that approximately implements CStO?"™ and that
has an easy description and that does not grow the state too much during a query. But we were unable
to find such an operator.
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where 3 :=y for y € R and g := * for y = 1, and where correction is a sum of tensor
products of “correction terms”.

This means that in the compressed oracle state, | L) is used to denote the uniform
superposition in H,, i.e., an output that is completely undetermined so far. On the other
hand, |y) in the compressed oracle state has a somewhat more subtle meaning. Intuitively,
we might expect/want that |y) in the compressed oracle state means that the output is
y. Le., |y) in the compressed state should translate to |y) in the uncompressed state.
In other words, the intuitively natural definition of Decomp; would be the definition
with the “correction term” removed. Unfortunately, the resulting operation would not
be unitary. So the purpose of the correction terms is to stay as close to mapping |y) to
ly) as possible, while keeping the operation unitary. Note that the correction terms are
small because (x|y) = 1/v/N.12

This leads to a different view of how Decomp, could be derived: Instead of constructing
it bottom-up from @ and U, , we could use the ansatz that Decomp is an operator defined
as:

Decomp : | L ... L) [*)...]%)
Decomp : [y1y2y3 - . .) = |J19203 - - .) + correction (4)

where correction must be chosen in such a way that Decomp becomes unitary, such that
correction is as small as possible, and — most importantly — that the correction terms do
not make the compressed oracle state bigger (i.e., when starting with |y;y2...) where
there are at most ¢ non-_L entries, decompressing with Decomp, applying the oracle query
operation Ugyery, and then recompressing with Decom p!, we should get a superposition
of states |yjy5...) with at most £ 4+ 1 non-_L entries). The definitions of Decomp given
above are then just one (although very natural) solution to this ansatz.

Mainly, we presented this approach to give a different view on the compressed oracle
technique (that hopefully gives some intuition about what is going on). But maybe this
approach is also one way to extend the compressed oracle technique to more complex
cases such as oracles with non-independently chosen outputs or similar. We did not
manage to do so with the random permutation case, but this view did lead us to the
approach presented in the next section.

3.2 The non-orthogonal view

In the preceding section, we saw that one way to interpret the compressed oracle technique
is the following:

We want to simulate the “standard oracle” (whose state is the equal superposition of
all functions D — R). The initial state of the standard oracle is |2)f := 3", . p \/ﬁ]m
(Recall from the preliminaries that M := |D| and N := |R| throughout the paper.) Other
states of interest are states where some of the function outputs are fixed (e.g., h(z1) = y1)

2However, the fact that they are small does not, unfortunately, mean that we can ignore them in
calculations. They do, in many situations, add up to very relevant errors. In fact, Decomp; without the
correction terms has operator norm 2 which means that the errors can be as big as the state itself.
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while other function outputs are still undetermined (in superposition between all possible
outputs). A compact way of writing such a state (that we will use extensively in the
following) is given by the following definition:

Definition 1 (Compressed function oracle states) For f : D % R, we define |f)] €

CP=E as follows:

1) = 1
whon \/]{h €(D—R):ho f}]

7).

Since h © f (h compatible with f, see the preliminaries) means that h(zx) = f(z) where
f is defined and h(z) can be arbitrary elsewhere, this is exactly a state that is the
superposition of all h that are fixed in some places and arbitrary in others.

The approach from the previous section was to find a basis for CP 7% consisting of
states that are close to the states of the form |f), and then construct an operator

Decomp : |f) — |f) + correction =: | f)f

for a suitable correction term. (This is exactly (4), but using the notation from Def-

inition 1.) Then the state of the oracle can be represented in terms of states |f) (in

the compressed oracle) and mapped using Decomp to states | f)f of the standard oracle.
Or alternatively, we can say that we represent the state of the standard oracle in the

orthogonal basis |f)f. And the definition of this basis ensures that the size of the partial
functions f grows at most by one upon each query.

Without including the correction terms, this does not work because the |f)! are not
orthogonal and thus Decomp would not be unitary. However, it turns out that in many

situations, we do not need to define Decomp at alll Nor do we need a basis | f)f! Instead,
we simply describe the current state of the standard oracle as a superposition of states
|f)f. This representation is not unique, but to model the fact that the oracle state has a
compact representation, we do not always need that this representation is unique!

In more detail, our variant of the compressed oracle technique is as follows:

e We want to solve a query problem. That is, we want to bound the probability that
the adversary finds some inputs to the random oracle that satisfy a certain property.
Let us call such inputs “bad”. (E.g., we might want to bound the probability that
an adversary finds a collision in the random oracle.)

e The oracle that we use is the standard oracle. That is, the initial state of the oracle
is |2)! in some register H that is not accessible to the adversary. (|@) is the equal
superposition between all functions since @ is the empty partial function and h © @
holds for all h.)

e When the adversary performs a query (using query registers X,Y’), we model this
by applying the unitary Ugyery defined in the preliminaries to X, Y, H. (Or, if we
want to model k-parallel queries, we use Ugyery,k-) So far, nothing is “compressed”.
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o We state an invariant that is supposed to hold during the execution of the adversary
with access to the oracle. l.e., we state an invariant I; that supposedly applies
to the register H after the j-th query. (And Iy in the beginning.) The invariant
I; is a subspace expressed in terms of the states |f)f. That is, it is of the form
I; = span{|f) : f € A} for some set A. (For example, we could state the invariant
I; = span{|f)]: |dom f| < j, f injective}. This would mean that there is no
collision in the part of the oracle that has been queried so far.)

(In more general cases, I; can also refer to other registers than H, e.g., I :=
span{|s)|f)T : s ¢ dom f} on registers S, H would be an invariant stating that the
adversary has not yet found the value s that is stored in register S.)

e We show that if I;_; holds before the j-th query, then I; holds approximately after

the j-th query. More precisely, for any state 1) € Hpest @ Ij—1 (where H g is the
Hilbert space of all registers besides H), we have that Ugquery® is €5-close to a state
in Hrest ® I; for some e;. (Closeness is with respect to ||-||.)
Finding a good bound for ¢; is, of course, the tricky part of this recipe. Fortunately,
we present some theorems for bounding ¢; in terms of some purely combinatorial
expression (bounding the size of some sets of functions) that strongly facilitate this.
See also the next section for an example.

e Now we know that the final state 1,4, after ¢ queries, is € := (Z?Zl ej)-close
to a state in Ifyq := I;. We then measure the final state (and in particular the
adversary’s output register Out). Assume that we formulated I, in such a way
that measuring a “bad” value is 0 for a state in Ify,q. Then we know that the
probability of measuring a bad value in 9 f,q is < g2,

(For example, I, might be defined as span{|z)|2/)| /)| : =(z # 2’ A f(z) = f(2'))}

on registers Out, H to state that the output register does not contain a collision.)
In the following section, we will show by example how this is done in concrete cases.
Note that what we have described so far is for random function oracles, not for random
permutation oracles. (L.e., for the same oracles as Zhandry’s compressed oracle.) We
cover random permutations in Section 4.

Our “non-orthogonal view” has some advantages and disadvantages over the original

compressed oracle technique:

Pro: Contra:

e The approach is conceptually simpler. e Harder to define operations that depend
No correction terms are needed, for on the compressed state. Since our ap-
example. And no special compres- proach does not provide a canonical or-
sion/decompression operation. thogonal basis in terms of compressed

e Invariants mean what they say, not just states, there is no canonical way to mea-
approximately. For example, the invariant sure the content of the compressed oracle,
I := span{|f)T : £(0) = 1} is satisfied by =~ or to implement conditioned unitaries
exactly by the oracle states that are the that depend on it. For example, it is not

superposition of |h) with ~A(0) = 1. Thus  well-defined to say “measure the small-
if we measure h(0), we get 1 with probabil-  est  such that f(z) # L” since there is
ity 1. In contrast, if Zhandry’s compressed no unique decomposition of the state into
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oracle has a state satisfying the analogous
invariant, measuring can result in h(0) # 1
with probability approximately % which
is not intuitive when the invariant is sat-
isfied perfectly (not up to an e-error).'
And similarly, if on an arbitrary oracle
state we measure h(0) and get y, then
in our setting we know that afterwards
the invariant span{|f)’: f(0) =y} holds
(Theorem 4 below).

The approach generalizes to non-uniformly
distributed oracles. It is not restricted to
functions with independently sampled out-
puts. In this work we mainly use it to im-
plement invertible random permutations,
but our central theorems also apply to

states |f)1.!* In contrast, in Zhandry’s
compressed oracle such a measurement
would be well-defined. (Although its be-
havior might not be exactly what we
imagine intuitively due to the fact men-
tioned in the pro-column.) This may be
a problem when tackling problems where
a simulator performs actions depending
on the content of the compressed ora-
cle, e.g., in indifferentiability proofs (e.g.,
[Zhal9; Cza+20]).

Efficient implementation unclear. The
methodology does not give rise to an
obvious way of implementing the com-
pressed oracle efficiently. We leave effi-
cient implementations to future work.

more general cases.

3.3 Example: Zero search

To illustrate our technique, we will show that it is hard to find a zero-preimage of a
random function. More precisely:

Lemma 2 (Hardness of zero search) Let A be an oracle algorithm that performs q queries.
Let h be sampled uniformly at random from D — R. Then p := Pr[h(x) = 0 : z +
AR()] < .

Preparations. To prove this lemma, we start with some preparations to bring the game
into a form suitable for using our technique. Namely, we make sure that everything is
unitary, that we use the standard oracle, and that the success of the adversary can be
read off from the outcome of a measurement of some register.

First, note that without loss of generality, we can assume A to be unitary. (Le., A
does not perform any measurements or other classical operations.) For simplicity, we
assume that the output of A is in the register X (which is also used for oracle queries).
Let U4 denote the unitary that A performs between oracle queries. Uj operates on
E,X,Y where X,Y are the oracle query registers (state spaces Hx = CP, Hy = CH),
and F is the register holding the adversary’s state (state space Hg). Initially, F, X,Y
are in state |0).

13A state that satisfies the invariant is |0+ 1) = |0)|L)|L).... After decompressing, we get
(11) + (<[ 0)(|L) = %)) ® | L)L) ... where |%) := >, \/Lﬁ|z> The first register has a component or-

thogonal to |0) of amplitude approximately (x| 0) = ﬁ7 thus measuring this register yields # 1 with

probability approximately .
4We do not say there is no such measurement in general. Only that we have no canonical definition.
Future research may provide such a canonical definition, hopefully also for the permutation case.
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Figure 2: Circuit describing the zero search game

Second, we can reformulate the game from the lemma slightly: Instead of measuring
A’s output x and classically evaluating h(z), we first run A", Then we query h in
superposition on input X. (L.e., we initialize Y with |0) and then perform a random
oracle query |z,y) — |x,y @ h(z)) on the registers X,Y.) And then we measure Y. Then
the adversary success probability p is the probability that this measurement returns
y = 0.

Third, we use the standard oracle instead of the classically sampled h. That is, we
initialize an extra register H with the uniform superposition of all |h) (for h € (D — R)),
i.e., with the state |@)!. And when A queries the oracle, we apply Uguery to X, Y, H.
(And the final query that computes y is also implemented using Ugyery )

The result of those three transformations is depicted in Figure 2.

Stating the invariants. Essentially, our invariant is that the adversary has not queried
the oracle at an input x that returns 0. In other words, the state of the oracle is a
superposition of states |f)f with 0 ¢ im f. (Since dom f contains all z’s that have been
queried (intuitively at least), im f are the corresponding outputs.) However, the invariant
that we actually state is slightly different: we additionally include the fact that f has size
< j after j queries.'® Furthermore, I ;7 makes no claims about the state of the registers

FE, X,Y. Formally:
I =Hp®Hx @ Hy ®span{]f>f :0 ¢ im f, |dom f| Sj}f for j <gq.

The invariant after the last query (just before the measurement of y) is slightly different:
After the last query, X contains the query input, and Y contains the query result in the
computational basis. (In the queries performed by the adversary, we were not able to
make such a claim because there Y was not |0)-initialized before the query.) We include
this fact in the invariant. That is,

Iﬁnal =Hg ®span{]w>|f(a;))]f>f RS dOIIlf, 0 ¢ 1mf7 ‘domf‘ <q+ 1}:cf

1511 the present lemma, the size of f is not actually used except that the way we formulated Theorem 3
requires it. However, in other situations such as collision-resistance, or when we analyze random
permutations, the size of f plays an active role in the computation of our bounds.
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Proving that the invariants are maintained. We will now show that after the j-th oracle
query, the invariant I; holds approximately. Specifically, we will show that ;, the state
after applying the j-th oracle query, satisfies
iV16/N .
(LIRS for j=1,...,q+ 1. (5)

(Recall from the preliminaries that this means that v; is close in terms of norm to the
subspace I;.)

The initial state 1 is [0)|0)]0)|@)7. Since 0 ¢ im @ and |dom @| = 0, we trivially have

0

that the initial state is in Iy and thus v =~ Ij.

Note that U, preserves the invariant (since it operates only on E, X,Y). Thus

0
Yo = Uatho = Iy as well. (¢ is the state before the (j + 1)-st query.)

. c+/16/N . .
Assume we can show that @Z}}—l ~ j—1 implies ¥; = I; (i.e., that the j-th

invocation of Ugyery makes the invariant worse only by 1/16/N), then we get by induction
(and using the fact that Uy preserves the invariant) that (5) holds for j =0,...,q. (The
case j = ¢ + 1 will need special treatment.)

We get this from the following general theorem for invariant preservation during the
compressed queries:

Theorem 3 (Random function query, simple) Fiz an integer £ > 0 (compressed function
size). Fiz ¢ > 0. Let E,X,Y,H be subsystems with Hilbert spaces Hp, Hx = CP,
Hy :=CE, Hy := CP?E. Let N :=|R|. Assume N > 16. Let {n.}. be an orthogonal
basis of Hg. For each x € D and e, fit Ay C Bge C (D % R) (pre-/postcondition).
Assume that for all x, all e, and all compatible f,g € Ay with |dom f|,|domg| < ¢ and
x ¢ dom f,dom g:

{zeR: flz:=2), glx:=2) ¢ Bx,e}
N
Fiz a unit vector v € Hg @ Hx Q Hy @ Hy. If

<ec. (6)

w é Span{ne’$>’y>‘f>f : f € Al‘,@? ’domf’ S E}ea;yf

then

e+4

Ve
(g @ Upiery)¥ = span{nela)ly)|f)) : f € Boe, dom f| < (41}, .

(The proofs of all theorems stated in the examples are deferred to Section 5.)
To use this theorem, we let A, ¢, By e := {f : 0 ¢ im f} (independent of z,¢), £ := j—1,
Y= w;-_l, and 7. be an arbitrary basis. Then the conclusion of the lemma becomes

£ e+4+/c
Wil T L ; e RY
IR I;_q implies v; ~ I;".

Thus all we need to do is to find the bound c so that (6) is satisfied. This is a simple
(and purely combinatorial, i.e., non-quantum) problem. For any f,g € A, we have that
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0 ¢ im f,im g. The numerator in (6) is the set of value z such that f(z := 2) or g(z := 2)
has 0 in its image. Obviously, the only z that can potentially satisfy this is z = 0. Thus
the numerator is < 1, and (6) is satisfied with ¢ := 1/N.

s+\/m
Inserting this value of ¢, we indeed get that w;-_l ~ 1 j—1 implies v; =~ 1.

ay/16/N

So we know now that v, '~ I, We want to derive the same for g, but
unfortunately, we cannot use Theorem 3 for this because the invariant 15,4 does not fit
the shape of the invariants in Theorem 3: Iy, makes a claim not only about register H,
but also about Y.

In fact, in general it would be difficult to make any conclusions about Y (such as that
Y contains the output of the oracle query) because if Y is not |0)-initialized, its state
might be anything after the oracle query.

However, in the specific situation of the (¢ + 1)-st oracle query, we know what Y

. e v . iV16/N
contains because we initialize it with |0). (See Figure 2.) N I,, and thus also

) IVIBIN " U .
¢ =~ I, (the state after the last Us). But 17, the result of initializing Y with |0),

satisfies a stronger invariant:

N 16/N . .
oy VR Hp oty @span{|0)[f)1 0 ¢ im f, [dom f| < g}, =I5 (7)

(Since the initialization of |0) is an isometry that maps I, to this invariant.) For the
case where Y is |0)-initialized, we have a variant of Theorem 3 that keeps track in the
postcondition of what the result of the oracle query was (we call this “non-oblivious”):

Theorem 4 (Non-oblivious random function query, simple case) In the situation of The-
orem 3, if

RS span{n6|x>\0>\f>f tf € Age,|dom f| < E}ezf
then

e+44/c
(IE ® Uquery)w ~ Span{n€‘$>‘f(x)>|f>f HES dom f7 f € Bm,ev |d0mf| S f + 1}ezf'

Besides the pre- and postcondition, everything in this theorem is the same as before.
In particular, we can still instantiate it with Ay ¢, By e :={f:0¢im f}, {:=g¢q, c:=1/N.
Then the assumption of the theorem is satisfied for ¢ := 17 and € := ¢,/16/N by (7),
and the conclusion is

o/ TE/N+4/2
wﬁnal = (IE' & Uquery)d); ~ Iﬁnal-

Since ¢ = 1/N, this implies (5) for j = ¢ + 1. Thus our invariant holds till the end.

20



Concluding. The last step of the circuit in Figure 2 is a measurement of Y in the
computational basis. For a state in (not just close to) Ifpq, measuring Y gives y =0
with probability 0. And since ¢ g,q is close to Ifyq, measuring Y in the circuit gives
y = 0 with probability close to 0. More precisely:

Let P denote the projector corresponding to measuring 0 in Y. By (5), there is a

(a+1)y/16/N B
Videal With VYgna Y Yideal € Ifinai- Then the probability of measuring y = 0 given

¢ﬁnal is

prﬁnal||2 = Hp(wﬁnal - 1/)z'deal) + PwidealH2 = }‘P(¢ﬁnal _ wideal)||2
o 16(g + 1)?
S Hwﬁnal - widealH2 S ((q + 1)@)2 — QT

As stated in the beginning of our analysis, the probability of measuring y = 0 is the
advantage p of the adversary in Lemma 2. Thus we have shown Lemma 2.6

Of course, Lemma 2 is not a novel result. It serves mainly to illustrate our technique.

3.4 [Example: Collision finding

Our next example is collision finding. One new thing it illustrates is why we need
invariants that depend on the environment state (i.e., what is it good for that we have
the basis 7. of £ in Theorems 3 and 4 and that A, B; . can depend and e).

Lemma 5 (Collision finding) Let A be an oracle algorithm that performs q queries. Let h
be sampled uniformly at random from D — R. Then p := Pr[h(z1) = h(z2) AN 21 # 22 :
(e1,22)  A"()] < L,

Preparations. The preparations towards proving this lemma are similar as in the zero
search problem (Section 3.3). Namely, we make sure that everything is unitary, and that
we use the standard oracle. We assume that the adversary queries the oracle using query
registers X,Y with spaces CP, CE, respectively. Oracle queries are performed using
the unitary Ugyery. The adversary’s behavior is modeled by a unitary U4 on E, X,Y.
However, in the very last invocation of the adversary, we assume a unitary U, instead that
inputs registers F, X,Y but outputs registers E’, X1, Xo where X1, X5 have state space
cP. (X1, X2 contain the alleged collision x1, z5.) Then we initialize a register Y7 with |0)
(for storing the hash of x1), perform a query on X1,Y; using Ugyery, initialize a register
Y> with |0) (for storing the hash of z5), and perform a query on Xs, Y5 using Ugyery-
Finally, we measure X1, Xo, Y71, Y5 in the computational basis, resulting in z1, 2, Y1, y2.
Then p = Pr[y; = ya A 1 # x2]. The resulting circuit is depicted in Figure 3.

180ne note: We ignored the assumption N > 16 in Theorem 3 during the proof. However, Lemma 2 is
trivial for N < 16, so this does not invalidate the proof.
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Figure 3: Circuit describing the collision finding game

Stating the invariants. The invariant that we maintain is that the adversary has found
no collision so far. In other words, the oracle state is a superposition of states |f)7 where
f is injective. And we keep track of the size of f, which grows by at most one in each
query. Formally:

Ii=Hp@Hx @Hy @ span{\f)‘c : f injective, |dom f| < j}f for j <gq.
We state invariant I that is supposed to hold after initializing Y1 with |0):
I, = Hp @Hx, ®Hx, ® span{]O)yl\f)f : f injective, |dom f| < j}f.

After invoking Uguery On 9y, we expect the following invariant. This invariant additionally
states that X7,Y7 contain an input/output pair of f.

I+ 3= g © Hoxy @ span{ |2)x, | f (@) £
x1 € dom f, f injective, |dom f| < ¢+ 1}f
1

After initializing Y5 with |0), we expect the invariant:
s1 = i © Mo, @ span{ 1), £ (@) 0)ys ) :

1

x1 € dom f, f injective, |dom f| < ¢+ 1}f

And in the final state, we additionally claim that the inputs/outputs are related
according to f:

Ifina = Hpr ® Span{!%)xl\f(x1)>Y1!1’2>X2|f($2)>yz\f>f :

x1,x2 € dom f, f injective, |dom f| < ¢+ 2}

friza

Proving that the invariants are maintained. Since @ is injective, 1)y € Iy. Since Uy (or
Uy,) does not touch register H, invariant preservation during invocations of Uy or Uy is
immediate:

3

¢jélj = @b;%Ij for j=1,...,q.
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(In the case 7 = ¢ we have a slight abuse of notation: The rhs is a state in register
E’, X1, X2, H while I; is defined as an invariant on E, X,Y, H. But I; only depends on

Similarly, inserting a |0)-initialized Y7 or Y5 register changes the invariants in the
obvious way:

3 * £
vgmly = YR
13 13

Vo1 R lg1 = T/);Ll ~ I;+1

The nontrivial steps are to show that the invariants are approximately preserved by
invocations of Ugyery:

rAT _ R L
77Z)j—1 ~ I]—l — ¢j — (IE & Uquery)i/)jfl ~ I]—l (.7 — 17 B 7Q) (8)
* & rx * €+0g+1
Q;Z)q ~ Iq — ¢q+1 = (IE/XQ ® Uquery)@bq ~ Iq+1 (9)
* ,E/ * _ I * €+§\€+2 I
qurl ~ dg+1 == wﬁnal = ( E'X1y; @ Uquew)qurl ~ final (10)
for suitable values of 9.
All this together then implies:
£ q+2
Vfinal ~ Tina ~ with  &:= Zéj. (11)
j=1

To show (8), we use Theorem 3 with £ := j — 1, Az, Bye := {f : f injective},
c:=(j —1)/N. The main task is to bound the numerator in (6), i.e., we bound

{z€R: f(x:=2), g(x :== z) not injective}‘

for compatible injective f, g with |[dom f|,|domg| < j — 1 and = ¢ dom f, dom g. Since
f is injective, the only z that make f(x := z) non-injective are z € im f. Since
lim f| < |dom f| < j — 1, we have that the numerator is bounded by j — 1. Thus (6)
indeed holds with ¢ = (j — 1)/N. B

This show (8) with ¢; :=4y/c = \/16(j —1)/N for j=1,...,q.

And (9) is shown completely analogously, except that we use the non-oblivious
Theorem 4 instead of Theorem 3. The resulting bound is 0441 := /16g/N.

Finally, to show (10), we again use the non-oblivious Theorem 4. However, this time
we have to consider an additional subtlety: The invariant I, states that z; € dom f,
where z7 is stored in register X; which is not involved with the current query (the query
registers are Xo and Y3). Furthermore, Y is supposed to contain f(x1), i.e., it refers to
the function f. And Y7 is also not involved in the query. Fortunately, invariants of this
form can still be handled by the theorems. In the present case, we instantiate Theorem 4

as follows:
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o Hp:=Hp @ Hx, ® Hy,. (The environment consists of registers £, X1,Y7). And
Hx = Hx, and Hy := Hy,. (The query registers are Xo,Y>.)

e The basis 7, is instantiated as: nes 5, 4, = |€/)pr|21) x, Y1)y, where |¢/) g are an
arbitrary orthonormal basis of E’. (IL.e., the indices e of the basis 7, are triples
(6/7 T, Z/l))

b Az,(e’,m1,y1)a Bm,(e’,x1,y1) = {f : 21 € dom fa f(xl) = Y1, f injeCtive}
o (:=q+1,c:=(¢+1)/N.
With these choices, the precondition in Theorem 4 becomes:

Span{|e/>E’|‘T1>X1’y1>Y1’x>X2‘O>Y2|f>f : f € Am,(e’,:}cl,y1)7 ’domﬂ <q+ 1}e’xly1:z:f = ;Jrl'

And the postcondition becomes:

span{[¢') 1) x [y )wi ) £ (@) 1))

v edom f, f € Ay (e 21 41), |dom f| < g + 2} / ; = Ifinal-
ew1yiz
So Theorem 4 indeed can be used to show (10) with dq42 := 4/c = 1/16(q +1)/N. (The
bound (6) is shown completely analogously as in the proofs of (8), (9).)
Hence (11) holds.

Concluding. The last step of the circuit in Figure 3 is a measurement of X1, Y7, Xo, Y5 in
the computational basis. For a state in (not just close to) Ig,,, measuring X1,Y7, Xo, Ya
yields values z1,y1, 2, y2 such that y; = f(z1), y2 = f(x2) for some injective f with
x1,22 € dom f. This implies that (x1 # z2 A y1 = y2) does not hold. Hence measuring
X1,Y1,X2,Ys in a state in I, gives (1 # x2 A y1 = y2) with probability 0. Since
Yfinal ~ Ifinal, it follows that measuring X1, Y1, Xo, Y2 in ¢g,q gives (1 # z2 A y1 = yo)
with probability < 2. Thus p < 2. (Recall that p was the advantage of the adversary

but also the probability of measuring (z1 # 22 A y1 = y2).) And since € := Z?ﬁ J;
3
and §; = 1/16(j — 1)/N and in particular 6; = 0, we have 2 < %. This shows

Lemma 5.17

3.5 Parallel queries

(This section can be skipped by a reader who is not interested in parallel queries.)

In the preceding sections, we only considered adversaries that perform one oracle
query at a time. In some situations, it is beneficial to consider adversaries that perform
k oracle queries in parallel, and perform ¢ rounds of such parallel queries. Of course,
such an adversary cannot do anything a gk-query adversary cannot do, but the bounds
achieved in the parallel-query model can be tighter.

Technically, the only difference between a single query and k-parallel queries to
the standard oracle is that the adversary invokes Ugyery i instead of Ugyery. (See the

170One note: We ignored the assumption N > 16 in Theorems 3 and 4 during the proof. However,
Lemma 5 is trivial for NV < 16, so this does not invalidate the proof.
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preliminaries for the definition of Ugyery,k-) The state of the standard oracle is still the
same, a superposition between all possible functions. So all we need to support k-parallel
queries are variants of Theorems 3 and 4 that show how invariants evolve under parallel
queries.

The two theorems below are these analogues to Theorems 3 and 4. They differ from

latter theorems in the following way:

e They support k-parallel queries. To accomplish that, the query registers X,Y now
contain superpositions of k-tuples (i.e., their spaces are CP, C, respectively). And
instead of values z, z, we now quantify over k-tuples z, z everywhere.

The biggest change is to the combinatorial condition (12): In the single query case
we had a simple dichotomy between x ¢ dom f (in which case f(z) can still be
updated to a new value z) and = ¢ dom f (in which case the update does not make
sense). With tuples z it becomes more difficult since part of z might be in dom f.
The correct analogue in the k-parallel query case is then (z — z) © f: This means
that for every entry x of x, f(z) either is undefined (and thus can be updated to
the corresponding z-entry), or it is define but already returns the right z-entry.
(The parallel-query theorems are actually a generalization of the non-parallel theorems.
We will later prove the non-parallel theorems as corollaries of the parallel-query theorems.)

Theorem 6 (Random function query) Fiz integers k > 0 (query parallelism), £ > 0
(compressed function size). Fix ¢ > 0. Let E, X, Y, H be subsystems with Hilbert spaces
Hp, CP*, CR" 4 .= CP=R. Let N := |R|. Assume N > 16. Let {ne}e be an orthogonal
basis of Hg. For each x € D* and e, fixt Age, Bre C (D R) (pre-/postcondition,).
Assume that for all z, all e, and all compatible f,g € Az with |dom f|,|domg| < £:

{é € Rk (&Hé) © f,g9 and fg,gagg,g gé Bg,e}

12 \dom F\domg] <c f (12)
where fy = fU (2~ 2z) and gz > 1= gU (z — 2).
Fiz a unit vector v € Hg @ Hx @ Hy @ Hy. If
v~ span{nela)[y)|f)  f € Age, [dom f] < 0}, = A
then
(5 © Ugiery i)~ =" span{nla)l| /)1 : ] € Bue, ldom f| < 04k}, . = B

18 A note on interpreting this formula: If z contains duplicates that are mapped to different values
in z, then at a first glance it may seem that this formula may not be well-defined. (What function is
fz,z7) However, in this case, by definition of compatibility (v, see preliminaries), (z + z) © f cannot hold
for any function f, thus values z that would lead to this problem are simply excluded by the condition
(z—2) o f,g

If  contains duplicates but they map to matching values in z, then x — 2z is a well-defined function
(see prelimiaries, again). Note that in that case, the cardinality |z \ dom f \ dom g| in the denominator is
a cardinality of sets, not a length of tuples. L.e., repeated elements of x are not counted twice.
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Theorem 7 (Non-oblivious random function query) In the situation of Theorem 6, if

then

v~ span{ne[z)|0)| /) : f € Age, [dom f| < €},

+4y/c

(IE@Ugiery 1)~ span{el)|f(@))| )1 : z C dom f, f € Bye, |dom f| < L+k} .

3.5.1

Zero search with parallel queries

We quickly revisit the example of zero search (Section 3.3) and list the differences in the
analysis in the case of parallel queries. We show:

Lemma 8 (Hardness of zero search (parallel queries)) Let A be an oracle algorithm that
performs q queries. Fix an integer k > 0 (query parallelism). Let h be sampled uniformly

2

at random from D — R. Then p:=Pr[h(z) = 0: 2z « A" ()] < %- (As opposed

16(gk+1)?
L

as one would get as an immediate corollary from Lemma 2.)

(Note that the adversary A gets hE not h. Ie., each of the g queries is a k-parallel query.)

The differences to the proof of Lemma 2 are:

In all invariants, we replace the condition |dom f| < j by |dom f| < jk. (And
analogously |dom f| < ¢ —1 by |dom f| < (¢ — 1)k.) This is because in each query,
the length increases by up to k.
We use Theorem 6 instead of Theorem 3. (L.e., we use the theorem with parallel
query support.) For the last query (which queries only one value), we can still
use the non-oblivious Theorem 4. (Or alternatively, we could use Theorem 7 with
k:=1.)
When applying Theorem 6, we need to bound (12) (instead of (6)) with suitable c.
Consider compatible f,g € Ay = {f:0 ¢ dom f} with |dom f|, |[dom g| < (j — 1)k.
If € R¥ is in the set in the numerator, then: It coincides with ( fUg)(x) wherever the
latter is defined. And wherever z has repetitions, z has repetitions, too. (Otherwise
2 — z would not be a function.) That leaves only ¢ := |z \ dom f \ dom g| entries
that are not constrained to a fixed element, i.e., N! possibilities for z. Out of
these unconstrained z-entries one must be 0, otherwise f U (z — z) would be in
Bze = {f:0¢dom f}. This means we have at most tN'~! possibilities. Thus
the numerator is bounded by tN'~!. The denominator is N¢. Thus the fraction
is bounded by t/N < k/N. Thus (12) is satisfied with ¢ := k/N. Thus the bound
4\/c = 4/16/N must be replaced by 4,/c = \/16k/N.
In the application of Theorem 4, we keep the same value of ¢ (nothing changed
there).
In total, we thus get ¥ sna ~ Ifina with € := q\/16k/N + \/16/N. Hence p < ¢2 =
16(qv/k+1)2

i .

26



4 Compressed permutations

4.1 Adapting our approach

So far, we have only studied random functions, not random permutations. However,
it turns out that it is quite simple to translate the model introduced in Section 3.2 to
permutations. (Or more generally, injective functions D — R with |R| > |D|.)

In Section 3.2, we introduced the compressed oracle states | f)7 which are the super-
position of all functions A that are compatible with the partial function f. This allows us
to describe an oracle that is determined on some z1,...,x, by giving a partial function f
with dom f = {z1,...,2,}. And the initial state of the oracle was then simply described
by |@)1, the superposition of all |h).

For injective functions, we do the same, only we restrict the functions h to be injective.
This leads to the following definition:

Definition 9 (Compressed permutation oracle states) For f: D <% R, we define |f)P? €

CP=E 4s follows:

P 1 h

) h:;R¢|he(D%R):h©f\|>
hof

Note the fine differences to Definition 1: all arrows are replaced by hooked arrows,

denoting injective total/partial functions.

Now the recipe given in Section 3.2 works exactly in the same way, except that we use
|f)? instead of |f)] everywhere. Since |@)P, the initial state, is the equal superposition of
all injections, this analyzes an oracle that gives access to a random injection. Hence we
have a technique for compressed permutation oracles.

Of course, the crucial difference is that now, we need to reason about invariants
expressed in terms of states | f)¥, not |f)!. (And about the errors introduced to them
during an oracle query Ugyery.) The behavior of oracle queries on |f)P is more complex to
analyze because | f)? is not a tensor product. (In contrast, |f) = |f(21))®|f(z2))®... if
we define | L) := )" \/LNM) For example, if the oracle is in state |@)P, the superposition
of all injective functions, and we query it on xg, getting 1o, then we know that querying
1 will not give yg. Even in the initial state, all outputs are entangled.

Fortunately, the difficulty of dealing with this can be hidden away in general-purpose
theorems for reasoning about invariants, very much like the ones we introduced for the
random function case (Theorem 3 etc.) The examples in the following sections show this.

However, note that what we have described so far handles permutation oracles, but
not invertible permutation oracles. That is, the examples in the following two sections
only give bounds on the adversary success if the adversary does not get access to the
inverse of the oracle h. Query complexity results for non-invertible permutations can be
easily achieved with existing results (but with worse concrete bounds). Namely, [Zhal5a]
shows that random functions and random permutation are indistinguishable (up to a
success of O(q®/M)), hence every result for random functions carries over to random
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permutations with an additional error of O(¢®/M).'? For results about invertible random
permutations/injections, see Section 4.4.

4.2 Example: Zero search

To illustrate our technique for random permutations, we will show that it is hard to find
a zero-preimage of a random permutation (or injection). More precisely:

Lemma 10 (Hardness of zero search in permutations) Assume that N > M and q <
N/2.
Let A be an oracle algorithm that performs q queries. Let h be sampled uniformly at

random from D < R (injections!). Then p := Pr[h(z) =0 :x + AM()] < %.

Note that by symmetry, the same bound also holds when searching for some y € R
other than 0, in particular also for uniformly random y.

To the best of our knowledge, the best known bound for this is O(¢3/N) (as a simple
consequence of the indistinguishability of random functions and permutations [Zhalbal;
in the M = N case only). That is, it was known that Q(+/N) queries are needed to find
a O-preimage, we have improved this to Q(v/N) queries (which is tight due to Grover’s
algorithm [Gro96]). (And we further improve on our bound in Section 4.3.1 by taking
into account parallel queries.)

The proof is in large parts similar to that in the random function case (Section 3.3).
We highlight mostly the differences.

Preparations. The preparation step is almost identical to the random function case.

The only difference is that we replace the oracle access to the random injection h not by

the standard oracle (which implements Uy, With initial state |@)) but by the “standard

permutation oracle”™ This oracle has a register H with space CP 7 and is initialized
. oy 1 o . p

with the superposition >, .. p 7\/|DTR||h>' Note that that superposition is |@)P, one of

the compressed permutation states.
The circuit resulting from the preparations is still as depicted in Figure 2, only the
initial state on H is |f)? now.

Stating the invariant. Also the definition of the invariants is essentially the same and
follows the same intuition. But instead of expressing them in terms of states |f)!, we
express them in terms of states |f)P. Thus:

Ij:==Hg @ Hx ® Hy @span{|f)" : 0 ¢ im f, |dom f| §j}f for j <gq.
and

Ifinal = Hp @ span{|z)x|f(2))y|f)" : # € dom f, 0 ¢ im f, |[dom f| < j}_ ..

YHowever, [Zhalba] does not show the indistinguishability of random functions and random injections
when domain and range have different sizes.
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(Note that the use of |-)? also implicitly means that f is quantified only over D < R, not
over D % R.)

And we also state the invariant I; that is supposed to hold right before the last query
(after initializing Y with |0)):

I; = Hp ® Hx @span{|0)y|f)P : 0 ¢ im f, |dom f| < j},

Proving that the invariant is maintained. This follows the lines of the random function
case, but the bounds are different.
In the random function case, we showed that:

6+6j

€ .
Vi~ Iy = Vi =g @ Upery))¥j_1 ~ Lisn  (G=1,...,q9) (13)
x* £ rx * e+9q+1
% ~ Iq = wﬁnal = (IE ® Uquery)wq ~ Iﬁnal (14)

for §; :== y/16/N.
Here we will show the same (for other choices of ;). This then implies, as before:

q+1 5
Yj=19j

¢ﬁnal ~ Iﬁnal . (15)

So all that remains to do is to find out for which J; equations (13), (14) hold.

As before, we have theorems to show invariant preservation. For (13), we use the
analogue to Theorem 3 in the permutation case:

Theorem 11 (Random permutation query, simple) Assume |D| < |R|. Fiz an integer
>0 (compressed function size). Fiz ¢ > 0. Let E, X,Y, H be subsystems with Hilbert
spaces Hg, Hx = CP, Hy := CE, Hy := CPE. Let N := |R|. Assume { < N — 16.
Let {ne}e be an orthogonal basis of Hp. For eachx € D ande, fit Ay C By C (D <% R)
(pre-/postcondition). Assume that for all x, all e, and all compatible f,g € Ay with
f U g injective and |dom f|,|domg| < ¢ and = ¢ dom f,dom g:

{z€eR:2z¢imf,img, f(rv:=2), g(x:=2) ¢ Bye}
N — ‘domfudomg‘

<ec. (16)

Fiz a unit vector v € Hp @ Hx @ Hy @ Hy. If

v~ span{ne|z)|y)| /)P : f € Ape, |dom f| < 0}, .

then

et+4+/c

(IE & Uquery)1/} ~ Span{ne|$>‘y>|f>p : f € Ba:,e, |dOH1f’ < £+ 1}exyf'

The main differences to Theorem 3 are that the theorem is stated in terms of |f)?,
not |f)f, and that the proof obligation (16) is different (this will lead to a different c).
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We thus again instantiate this theorem with A, ¢, By e :={f:0¢im f}, {:=j—1,
and 9 := w;fl, and an arbitrary orthonormal basis 7. of HE.

We proceed to determine c¢. For any f,g € A, we have that 0 ¢ im f,im g. The set
in the numerator in (16) contains only values z such that f(x := z) or g(x := z) has 0
in its image. Obviously, the only z that can potentially satisfy this is z = 0. Thus the
numerator is < 1. We also have |dom f|, |dom f| < ¢ = j — 1, thus the denominator is
> N —2(j —1). Thus (6) is satisfied with ¢ := 1/(N —2(j — 1)).

Hence the theorem implies that (13) holds with &; := \/16/(N — 2(j — 1)).

And the analogue for Theorem 4 the following theorem:

Theorem 12 (Non-oblivious random permutation query, simple case) In the situation
of Theorem 11, if

W~ span{nela)|0)|f) : f € Ag,e, |dom f| < 0} cap

then

e+4+/c
(IE ® Uquery)w ~ span{ne|x>‘f(:v)>|f>p T e dom f7 f € Bm,ev |d0mf| S f + 1}ezf'

This one is instantiated with Az ¢, By := {f : 0 ¢ im f}, £ := g, and ¢ := ;. We
get c:=1/(N — 2q) with the same analysis as before, and it follows that (14) holds with
dg+1 :=+/16/(N —2q).

Thus, we have shown for which d§; (15) holds. It is elementary to see that

2
Z5j§ 16(¢+1) ‘
N —2q

Hence from (15) we get:

16(g+1)2
N—2¢q

~

¢ﬁnal ~ Iﬁnal~ (17)

Hence we know how far from the invariant the final state is.

Concluding. The analysis of the last step is again identical to the random function case,

except that the bound (¢ + 1)4/16/N is replaced by the new bound %. The

probability of measuring y = 0 is the square of that bound, Lemma 10 follows.%°

290ne note: We ignored the assumption £ < N — 16 in Theorem 11 during the proof. However, this
assumption can only be violated when ¢ > N — 16. Under the assumptions of Lemma 10, when ¢ > N — 16,

2
the bound % is > 1, hence the lemma is trivial in that case.
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4.3 Parallel queries

(This section can be skipped by a reader who is not interested in parallel queries.)
Same as in the case of random functions (see Section 3.5), parallel queries to a com-
pressed permutation oracle can be handled simply by replacing the query operator Ugyery
by Uguery,k- As in the case of random functions, we provide analogues to Theorems 11
and 12 that describe what happens to invariants in case of k-parallel queries. Also like in’
the case of random functions, the new theorems additionally support invariants of a more
general shape. See Section 3.5 for a description of both features. The theorems are:

Theorem 13 (Random permutation query) Assume |D| < |R|. Fiz integers k > 0 (query
parallelism), £ > 0 (compressed function size). Fiz ¢ > 0. Let E, X,Y, H be subsystems
with Hilbert spaces HE, CDk, CRk, H = CPE. Let N := |R|. Assume { < N —16. Let
{neYe be an orthogonal basis of Hi. For each x € D* and e, fix Aze,Bge C (D R)
(pre-/postcondition). Assume that for all z, all e, and all compatible f,g € Ay with
f U g injective and |dom f|, |dom g| < £:

{z € RE: (z— 2) 9 f.g and fy ., gz, injective and fy 5, 9z ¢ Bz}

<c 2 (18
N — |dom f U dom
< | ! g|>|@\domf\domg| o
where fy = fU(z— 2) and gz, = gU (z — 2).
Fiz a unit vector v € HE @ Hx Q Hy @ Hy. If
(0 ~ Span{ne|£>ly>|f>p D f € Ages [dom f] < E}egyf = A
then
et+4+/c
(IE @ Uguery k) =~ span{17e|§>|g>]f>’J : f € By, |dom f| <0+ k}egyf = B

Theorem 14 (Non-oblivious random permutation query) In the situation of Theorem 13,
if
15
(PR Spaﬂ{ﬂe\@@\f)p fe ALev ’domf’ < E}egf
then

e+44/c
(IE®Uquery,k)¢ ~ Spaﬂ{ﬂe\@’f@mﬂp -z g dom f7 f € BL& ‘domf‘ S l + k}egf’

The main difference to the theorems from Section 3.5 (besides being stated for
compressed permutation states instead of compressed function states, of course) is the
combinatorial condition (18) which is somewhat more complex. (For example, the
denominator involves a falling factorial (a)y, see the preliminaries.)

21Gee also footnote 18 for a note on tuples z with repeated entries. And the cardinality
|z \ dom f \ dom g| in the denominator is a cardinality of sets, not a length of tuples.
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4.3.1 Zero search with parallel queries

We shortly revisit the example of zero search in permutations (Section 4.2) and list the
differences in the analysis in the case of parallel queries. We show:

Lemma 15 (Hardness of zero search (permutations, parallel queries)) Let A be an or-
acle algorithm that performs q queries. Fiz an integer k > 0 (query parallelism).
Assume gk < N/2. Let h be sampled uniformly at random from D <— R. Then

pi=Prlh(z) =0:z+ A"()] < %@(E)Q. (As opposed to < % as one would get

as an immediate corollary from Lemma 10.)

(Note that the adversary A gets h¥, not h. Le., each of the ¢ queries is a k-parallel query.)
Note that by symmetry, the same bound also holds when searching for some y € R
other than 0, in particular also for uniformly random y.

The differences to the proof of Lemma 10 are:

e In all invariants, we replace the condition |dom f| < j by |dom f| < jk. (And
analogously |dom f| < ¢ —1 by |dom f| < (¢ — 1)k.) This is because in each query,
the length increases by up to k.

e We use Theorem 13 instead of Theorem 11. (I.e., we use the theorem with parallel
query support.) For the last query (which queries only one value), we can still use
the non-oblivious Theorem 12. (Or alternatively, we could use Theorem 14 with
k:=1.)

e When applying Theorem 13, we need to bound (18) (instead of (16)) with suitable
c. Consider compatible f,g € Az = {f : 0 ¢ dom f} such that f U g is injective
and |dom f|,|dom g| < (j — 1)k. If z € R¥ is in the set in the numerator, then:

— It coincides with (f U g)(z) wherever the latter is defined.
— Wherever z has repetitions, z has repetitions, too. (Otherwise z — 2z would
not be a function.)
— The remaining ¢ := |z \ dom f \ dom g| entries of z are distinct from each
other and from im f Uimg. (Otherwise f; . or g, . would not be injective.)
— Within the remaining ¢ entries, z has a 0. (Otherwise f, . and g, , would be
in Bge={f:0¢ dom f}.)
— In other words, the remaining ¢ entries form an injection from a ¢ element set
to U := (R \im f \ img) > 0 that has 0 in its image. Let u := |U|. There are
t - (u—1)¢—1 such injections.
Thus the numerator is bounded by ¢ - (u — 1)¢_.
Note that u = |R\im f \img| = N — |im f Uimg| = N — |dom f U dom g| where
the last inequality holds because f U g is an injection. Hence the denominator
in (18) is (u);.
Thus the lhs of (18) is bounded by

to(ufl)t,lzt(ufl)! (uft)!:ES k

(u)y (u—1t)! ! u~" N—=2(j -1k
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Here t < k follows from the definition of ¢t and |z| = k, and u > N —2(j — 1)k follows
from the definition of u and |dom f|, [dom g| < (j — 1)k. Thus (12) is satisfied with

c:= m Thus the bound 4v/c = \/16/(N — 2(j — 1)) must be replaced by

4y/c = \/16k/(N —2(j — 1)k).
e In the application of Theorem 4, the analysis is as in the non-parallel case. (Except
that we instantiate the theorem with ¢ := ¢k instead of ¢ := q.) We get ¢ =

\/16/(N — 2gk) in that case.

e In total, we thus get ¥fnq ~ Ifng with € = ?:1 \/16k/(N— 27— k) +
\/16/(N — 2gk). Hence p < e% < 16(]3\_[7];;;:)2.

4.4 Inverse queries

We now study permutations with inverse. That is, we consider the case where the
adversary gets superposition query access to a permutation h, as well as to its inverse
h~1. (We only consider the case N = M because then the inverse is always defined.)

As it turns out, with the setup we have so far, adding inverse queries is very simple.
The main observation is that performing an inverse query is equivalent to replacing h by
its inverse, performing a regular query, and then replacing h by its inverse again. This
gives rise to the following definition:

Definition 16 (Invertible standard oracle) Assume N = M. The invertible standard
oracle has an internal state register H with initial state |@)? € CP7E as well as query
registers X,Y . The adversary has access to X,Y but not to H and can perform two
different queries:
e Regular query: This applies Ugyery (07 Ugueryk; in the parallel-query variant) to
X, Y H.
e Inversion query: This applies the unitary Invert to H which is defined by Invert :
|h) = |h~1).

An adversary with access to uniformly random h, h~! can thus be replaced by an
adversary with access to the invertible standard oracle. (And if the original adversary
performs ¢ queries, the new adversary will perform ¢ regular queries and < g+ 1 inversion
queries.

When analyzing an adversary that queries the invertible standard oracle, we can
again use the approach of maintaining invariants expressed in terms of |f)P states (since
the initial state of the invertible standard oracle is still |@)P). We already have theorems
for handling the regular queries. The only new thing we need is to know is how invariants
behave under inversion queries. This is surprisingly simple:

Lemma 17 (Inversion queries)
(i) For f € D < R, Invert|f)? = |f~1)P.
(ii) For a space H, a set A C (D<= R), and an integer £ > 0: If 1
H ® span{|f)P: f € A, |dom f| <{l}y =: I, then (Iy ® Invert)y ~ H
span{|f)P: f71 € A, |dom f| < (}p=:1".

Qo

®
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Lemma 17 (ii) means that if the current joint state (of the adversary and the oracle)
satisfies some invariant expressed in terms of | f)P-states, then we can compute the next
invariant by simply inverting all the f’s. And the error € does not increase. (I.e., inversion
queries are for free.) In particular, if A is invariant under inversion, then inversion queries
do not change the invariant at all.

(For readability, we have not stated Lemma 17 (ii) in the most general form possible.
E.g., we do not allow the invariant to depend on the H-register. In more complex cases
where Lemma 17 (ii) is not applicable, it should be quite simple to just use Lemma 17 (i)
directly.)

This is all we need to handle random permutation oracles with inverses. The next
section will illustrate this. But first we give the simple proof of Lemma 17:

Proof. We first show (i). Let F:={h€ D<= R:ho f}. Let F~ :={h™' : h€ F}.
Then |F~| = |F| since inversion is an involution. Since h © f iff =1 © f~1 (at least for
injective total h, injective partial f), we have that F~ = {h € D < R:h o f~'}. Thus
Invert|f)? = Invert ¥ ——|h )

vert|f)? = Inv ]; =l) Z Ik

®) 1 (+4)| o1
= —=|h) = = |n) = fThP.

Here (x) is by index substitution h + h~! and definition of F~. And (*x) follows from
“={he€D<< R:ho f'} and the definition of |-)P.

We now show (ii). We have

(I ® Invert) I = H ® span{Invert|f)? : f € A, |dom f| < £}
9 @span{|f~ 1P : f€ A, |dom f| < {}f
Q9 @span{|f)P: fL € A, |[dom fl < 0} (19)

Here (%) is by index substitution f ~+ f~!, and () follows because |[dom f~!| = |[dom f|
for injective f.

Finally, if ¢ ~ 1 , then (Iy ® Invert)y ~ (I ® Invert) I since Iy ® Invert is unitary.
With (19), (ii) follows. O

4.5 Example: Two-sided zero search

We give a simple example for reasoning about invertible random permutations. The
previously used examples (zero search and preimage search) are not suitable because it is
trivially possibly to solve those problems with a single query to the inverse function.
Instead, we consider the following problem: Given a permutation h (and its inverse),
find values z,y € {0, 1}" such that h(z||0°) = y||0°. More precisely, we show the following:
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Lemma 18 (Hardness of two-sided zero search) Assume that D = R = {0,1}" ¢ and
that ¢ < 277 /2.

Let A be an oracle algorithm that performs q queries. Let h be sampled uniformly at
random from D — D (a random permutation). Then p := Pr[h(z||0°) = y||0° : (z,y) +

_ 2
Ahoh 1()] < 21?(:124;}%7”

That is, finding such z,y takes (1/2¢) queries. The bound is tight by Grover’s
algorithm [Gro96].

Relevance of this problem. While this is, to the best of our knowledge, not a standard
problem, we believe it is an interesting problem for several reasons. First, it is the simplest
nontrivial problem for invertible permutations that we are aware of. Second, this problem
resisted all our prior attempts (in collaboration with Alexander Belov) of solving it with
existing techniques for quantum query complexity such as the adversary method [Amb02]
or the polynomial method [Bea+01]. While this is admittedly a very subjective measure
of difficulty, the fact that this problem can be solved quite easily with our compressed
oracle technique gives evidence for the power of our technique. And third, this problem is
a special case of the security of the collision-resistance of the sponge construction: if h is
the round function, from z,y with h(z||0°) = y||0¢, it is very easy to construct a collision.
So solving this problem, while not sufficient, is necessary for analyzing the security of the
sponge construction.

Preparations. We will call (z,y) bad iff both z,y end in 0°. We say f has no bad pair
iff there is no « € dom f such that (z, f(x)) is a bad pair.

As in the examples before, we assume that A is unitary (represented by the unitary
Uy). It uses two query registers X and Y with state spaces Hx = Hy = c2e (r+c
qubits), and a register E for its state. We let A output x € {0,1}" in register X (padded
with ¢ zeroes). We do not require A to output y. (It can be recomputed from h(z[|0)
anyway.) In the end, we initialize Y with |0""¢) and perform an additional oracle query.
Then we measure X and Y, resulting in values Z, 9. If (Z,9) is bad, we say the adversary
wins. Let p be the probability that the adversary wins. Then p > p, so it will be sufficient
to bound p. (We do not have p = p because we have removed the requirement that the
adversary outputs the correct y.) Furthermore, we replace oracle access to h and h~! by
the invertible standard oracle (Definition 16). Altogether, we get the circuit depicted in
Figure 4. Between which queries there are Invert invocations depends on the adversary,
so not all Invert invocations drawn in the figure are actually contained in the circuit.

Stating the invariant. As before, we have to state an invariant that is supposed to hold
before and after every oracle query. Since the goal of the adversary is to find an x such
that (z, h(z)) is bad, we state as an invariant that the adversary has not queried such an
x so far:

Ij:=Hp ®Hx @ Hy ®@span{|f)F : [dom f| < j, f has no bad pairs}f
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Figure 4: Circuit describing the two-sided zero search game. We drew an Invert be-
fore/after every query. Only a subset of these will actually be contained in the circuit.
p is the probability that (&, y) is bad.

And after the last query (which we added to the end of the circuit), we claim that
the same holds and additionally, X and Y contain the input/output of an oracle query:

Ifina == Hp @ span{|z)x|f(z))y|f)? : € dom f, |dom f| < j, f has no bad pairs}mf

And as before, we need a variant of I, that additionally states that we initialized Y
with |0):

I =Hp @Hx ® span{|0)y|f)" : [dom f| < ¢, f has no bad pairs}f (20)

Proving that the invariant is maintained. We will prove five facts:

0
Yo = Ip (21)
15 3 .
i~ I = P~ for j=0,...,q (22)
. 52551 .
Vi~ = 1 ~ I; forj=1,...,q (23)
E % € *
w; ~ 4q — wq ~ Iq (24)
</ 3
* € *
@ZJ ~I, = ¢ﬁnal ~ Iﬁnal (25)
a7~ "q

By induction, and using that ZqH ]{,6_'22; < \/ 21669;;}; (recall N = 27%¢), this then

implies

Eﬁnal . 2
wﬁnal ~ Iﬁnal with Efinal ‘= 21(‘6£q2—;};7‘ (26)

Fact (21) follows immediately from the definitions of 1y and I;.

To show (22), first note that w’ ~ I immediately implies (Uy ® I H)z/;- ~ I because
the invariant I; refers only to reglster H Whlle U 4 operates only on registers other than H.

In the case that there is no inversion query Invert before the (j + 1)-st oracle query,
Yj = (Ua ® Iy); and we have shown (22).
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If there is an inversion query, ¢; = (Igxy ® Invert)(Us ® I H)@b; Thus we need to
show that Invert preserves the invariant.

Note that the condition in the set comprehension in the definition of I; is invariant
under inversion. (That is, f satisfies it iff f~! satisfies it.) Thus, by Lemma 17 (ii) (with
H=HpOHxQHy,l:=j, A:= {f : f has no bad pairs}, = (Uys® IH)zp;) we have
that (Ua ® I, ~ I implies v; = (Ipxy ® Invert)(Ux @ Iy)¥) ~ I

This shows (22).

We now show (23). To do so, we apply Theorem 11 that we already encountered when
showing the hardness of zero search in permutations. We instantiate the theorem with
(:=j—1and Ay, By :={f: f has no bad pairs} and ¢ := % and ¢ 1= .
The premise (16) in Theorem 11 then becomes:

For all compatible f, g that have no bad pairs with |dom f|,|domg| < j —1
and all ¢ dom f, dom g:

{z€R:z¢imf,img, f(z:=z), g(z := z) have bad pairs}
N — ‘domedomg‘

<ec.

The denominator is clearly lower bounded by N —2(j — 1). To bound the numerator,
consider that if f has no bad pairs, then f(z := z) only has a bad pair if (z, z) is a bad
pair. This can only happen if 2z ends in 0°. Since z € {0,1}"1¢, there are 2" such values z.
Hence the numerator is upper bounded by 2", and the fraction is upper bounded by

_
€= NG

Thus Theorem 11 is applicable and shows that %‘71 ~ I;_1 implies ¢; = (Ip ®

Uguery) V-1 =8 I;. Since ¢ = #}_1), this shows (23).

We proceed to show (24). Let V' denote the operation that joins E,Y in a register E'
and adds a fresh |0)-initialized register Y. (See Figure 4.) Then 97 = V4;. And since V

is an isometry, 4} ~ VI, = I*. This shows (24).
To show (25), we use the non-oblivious query theorem (Theorem 12), otherwise the

analysis is corerletely analogous to that used to show (23).
Thus (26) holds.

Concluding. The last step of the circuit in Figure 4 is a measurement of X, Y in the
computational basis. Ifpq is the span of some states of the form |x)|f(x))|f)? where f

has no bad pairs. In particular, (z, f(z)) is not a bad pair. Thus measuring X,Y on a
Efinal

state in If,, yields Z, ¢ that is a bad pair with probability 0. We have Yfnu ~ Ifna
by (26). Thus when measuring X,Y on state 15,,, we get a bad pair with probability
p < ej%ml. As stated in the beginning of this analysis, p < p (recall that p is the winning

probability of A in Lemma 18), so we have proven Lemma 18.22

220ne note: We ignored the assumption £ < N — 16 in Theorem 11 during the proof. However, this
assumption can only be violated when ¢ > N —16. Under the assumptions of Lemma 18, when ¢ > N — 16,
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4.5.1 Two-sided zero search with parallel queries

We shortly rewrite the example of two-sided zero search and list the differences in the
analysis in the case of parallel queries. We show:

Lemma 19 (Hardness of two-sided zero search) Assume that D = R = {0,1}"¢ and
that gk < 2°t" /2. Fiz an integer k > 0 (query parallelism).

Let A be an oracle algorithm that performs q queries. Let h be sampled uniformly at
random from D < D (a random permutation). Then p := Pr[h(z||0°) = y||0° : (z,y) +

k (p—1\k 16(gvk+1)? 16(gk+1)*
A (] < 00/ ke

corollary from Lemma 18.)

(As opposed to < as one would get as an immediate

(Note that the adversary A gets h* and (hfl)k, not h and h~!. Le., each of the ¢ queries
is a k-parallel query.)

The differences to the proof of Lemma 18 are:

e In all invariants, we replace the condition |dom f| < j by |dom f| < jk. (And
analogously |[dom f| < ¢ by |[dom f| < gk.) This is because in each query, the length
increases by up to k.

e We use Theorem 13 instead of Theorem 11. (I.e., we use the theorem with parallel
query support.) For the last query (which queries only one value), we can still use
the non-oblivious Theorem 12. (Or alternatively, we could use Theorem 14 with
k:=1.)

e When applying Theorem 13, we need to bound (18) (instead of (16)) with suitable c.
Consider compatible f,g € Aze ={f: f has no bad pairs} such that f U g is
injective and |dom f|, [dom g| < (j — 1)k. If z € R¥ is in the set in the numerator,
then:

— It coincides with (f U g)(z) wherever the latter is defined.

— Wherever z has repetitions, z has repetitions, too. (Otherwise z — 2z would
not be a function and hence not compatible with f, g.)

— The remaining ¢ := |z \ dom f \ dom g| entries of z are distinct from each
other and from im f Uimg. (Otherwise f; . or g . would not be injective.)

— Within the remaining ¢ entries, z has an entry of the form z'||0¢. (Otherwise
fz> and g5 » would be in B, . = {f : f has no bad pairs}.)

— In other words, the remaining ¢ entries form an injection from a ¢ element
set to U := (R \ im f \ im g) with at least one 2’||0° in its image. There are ¢
possible positions for that entry, < 2" possibilities for the value of that entry,
and (u — 1);—1 possibilities for the remaining entries (where u := |U|). Thus
there are < 2" - (u — 1);—1 such injections.

Thus the numerator is bounded by 2" - (u — 1);_1.

Note that u = |[R\im f \img| = N — |im f Uimg| = N — |dom f U dom g| where
the last inequality holds because f U g is an injection. Hence the denominator
in (18) is (w);.

2
the bound ;fiq;]})y is > 1, hence the lemma is trivial in that case.
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Thus the lhs of (18) is bounded by

2"t (u— 1)1 _ oy (u—1)! (u—1t)! _ 2 < 2"k

() (u—t)!  ul w T N—-2 -1k

Here ¢ < k follows from the definition of ¢ and the fact that z has
length k. And w > N — 2(j — 1)k follows from the definition of w and

|dom f|, [domg| < (j — 1)k. Thus (12) is satisfied with ¢ := % Thus

the bound 4y/c = /16 -2"/(N —2(j — 1)) in (23) must be replaced by 4,/c =
V16-27k/(N —2(j — 1)k). o

e In the application of Theorem 4, the analysis is as in the non-parallel case. (Except
that we instantiate the theorem with ¢ := ¢k instead of ¢ := ¢.) We thus get
V16 - 27 /(N — 2qk) instead of 1/16 - 27 /(N — 2q) in (25).

e In total, we thus get Vs kS Ifina  with  egpa =

?:1 V16-27k/(N —2(j — 1)k) + /16 -27/(N — 2gk). Hence p < 5%7“” <
16(qvk+1)?
2°—2qk/2"

4.6 Classical computations

As we have seen in the example in this paper, an analysis using our compressed oracle
technique usually investigates a circuits that consists of two parts. First, an execution
of the adversary. And then an invocation of a circuit that takes the adversary’s output
and checks whether it is valid. E.g., in the case of zero search (Sections 3.3 and 4.2),
this check was done by evaluating the random oracle on the adversary output register
X, and measuring the resulting hash in register Y (and checking whether that hash is
0). Or, in the case of collision finding (Section 3.4), we evaluated the random oracle
twice, on registers X7 and Xo. While this postprocessing is not part of the adversary’s
attack, we still need to track the evolution of the invariants during these queries. (E.g.,
that 0 ¢ im f, or that f is injective.) And additionally we need to track the relationship
between the different registers in the invariant. (E.g., that X,Y is in state |z, f(z))
for some z.) In the examples described so far, this is quite simple. And even in more
complicated cases, things are conceptually very simple: If we show that oracle queries
maintain an invariant f € A (up to some error), and we evaluate a circuit C' involving
oracle queries, then the invariant f € A is still satisfied afterwards. But we also have
to keep track in the invariant that the output registers contain whatever the circuit
computed. That is, we get an invariant roughly like this:

span{|95>\B(y)>’f>p 1fe A}xf

where B is whatever function the circuit C' computes. (In our examples so far, B was
either just f(x) (see Ifnq in Section 4.2), or f(x1), f(x2) (see Ifing in Lemma 5).) In
the examples we saw, proving this invariant was just one or two invocations of the
nonoblivious query theorem (Theorem 4). For complex circuits, however, going through
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the circuit step by step and tracking the change of the invariant for each gate of the
circuit is very tedious and not very rewarding, especially since we essentially already know
what the final invariant should be. For example, in the proof of the collision-resistance of
the sponge construction (Section 6), our initial proof spent four pages attempt simply
on tracking the invariants throughout a circuit that evaluates the sponge construction.
To avoid such unnecessary technical proofs, we present a corollary below that allows to
show the preservation of an invariant during the evaluation of circuit C' that performs a
classical computation in superposition.

We state the corollary only for compressed permutations, but an analogous result for
compressed functions is easy to derive with almost the same proof.

Classicalish circuits. We call a quantum circuit classicalish if it operates on a number of
quantum registers Ry, ... as well as a quantum register H with Hilbert space Hy = CP—E,
and if each step is one of the following:
e Apply a unitary gate U to registers other than H where U is a permutation matrix.
(E.g., CNOT, Toffoli, swap, X.)
e Add a new register R, initialized with a fixed computational basis state |z).
e Add a new register Y, initialized with |0). Let X be any of the existing registers
except H. Apply Uguery to X, Y, H.
For a classicalish circuit C, we define the function By, computed by C (for h € D — R)
to be the unique function such that C' maps |z)|h) g to |Bp(z))|h). (Strictly speaking,
By, is a function family, indexed by h.)
In our definition, By, is indexed by a total function h. For a partial function f, define
By (z) as follows:
o If for all h: D — R that are compatible with f, Bj(x) has the same value, then
By (z) := By(zx) for some h compatible with f.
e Otherwise By(x) := L.
(In other words, Bf(x) is a partial function defined whenever f contains enough informa-
tion about h to compute Bj(x).)

23

Corollary 20 (Queries in classicalish circuits) Let E, D, H be registers with Hilbert spaces
He, Hp, Hig = CPE. Fiz ¢ > 0. Let C be a classicalish circuit on D, H, and let By,
be the function computed by C. Let R denote the output registers of C' (not including H ).
Assume that C contains at most q invocations of Ugyery. Assume £ +q < N —15. Fig
AC (D <5 R).

Assume that for all compatible f,g € A with fUg injective and dom f,dom g < f+q—1:

{z€R:z¢imf,img, f(x:=2), glv :==2) ¢ A}‘
<ec.
N—20l+q-1) =¢
Fix a unit vector v € Hg @ Hp @ Hy. If
v~ Hp @spanl|d)plf)?: [ € A, [dom f| < tf

(27)

23We do allow these gates to have different input and output registers. For example, we can have a
gate that splits a 2n-qubit register X in two n-qubit registers Y, Z.
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then

(I52C)p TRV Hp@span{ |By(d)) | f)P : By(d) # L, [ € A, |dom f| <+ q}df _. L.

Proof. We prove the theorem by induction over the length of C.

If C has zero gates, then By, is the identity, and By(x) # L for all f. Hence the first
span in the theorem is a subspace of the second. And Ci = 1. Hence the theorem
follows in this case.

Now assume the theorem holds for circuits of length L. Let C' be a circuit of length
L+ 1. Thus C consists of a circuit C’ of length L followed by a single gate G. Let By,
denote the function computed by C’. We distinguish two cases depending on G:

e (G is a unitary gate on registers other than H and G is a permutation matriz,
or G adds a register initialized with |z). In both cases, G|z) = |g(z)) for some
function g. (In the case of adding a register, g(z) = (z, 2).) Then By, = g o B}, for
all h. Since C has < ¢ invocations of Ugyery, so has C’. Thus we can apply the
induction hypothesis and get:

(5@ Oy "R Hy @ span{| By (@) ) -

Bi(d)# L, €A |domf|<l+q) =T

df -

Since G operates on the registers other than H as |z) — |g(z)),

(I ® G)I' = Hp @ span{ |g(BI(d)|f)"

¢ < CclI.
Bi(d) # L, f€ A4, |domf|_€+q}df_l

Here the C uses that if B}(z) # L, then By(x) = g(B}(z)) # L. Since (/g ®

4q+/c
CHy =g I' and (I ® G)I' C I and G is an isometry, (Ig @ C)Y = (Ig ®

4q+/c 4q+/c
C)Is®Cy Y (In@ G)I' € I. Thus (5 ® C)p V" I.

o G initializes a new register Y with |0) and applies Ugyery to X, Y, H. For notational
ease, assume that the registers of the circuit are R, X,Y, H, in that order. C’ has
output registers R, X, H. Let B} (z)r denote the part of B} (x) corresponding to
registers R, and By (x)x the part corresponding to register X. Then Bj(x) =
(By,(z)r, By (z)x) and By(z) = (B}, (z)r, Bj,(z)x, h(B}(x)x)). And C’ makes at
most ¢ — 1 invocations of Ugyery. We can then apply the induction hypothesis
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(with ¢ — 1 instead of ¢) and get:

e+4(q—1)v/c
Ipo "~ " Hg @span{|B}(d)) pylf)P

! < — =T
Bj(d) # L, f€A, |domf|<l+qg 1}df I

(Note that if we invoke the induction hypothesis with g — 1 instead of ¢, the premise
(27) changes. However, (27) with ¢ replaced by ¢ — 1 is a weaker condition, so the

premise is satisfied in the induction hypothesis.)
Let Uy denote the isometry that maps ¢ +— 1 ® |0)y. Then

Ul = span{\B}(d)R>E\B}(d)X>X|0>Y|f>p :

Bid)# L, feA, |domf|<l+q— 1}df — I

+4(q—1
and thus Up(In ® ') % "Y* I,. By Theorem 12 (with £:= ¢+ g — 1 and

Ag (e ) Beerry = {f : (z,7) €Im B}, f € A}), this implies

Uque’l‘yUO(IE ® C/)"(ﬂ E+g\/a Span{ ‘B}(d)R>E‘B}(d)X>X‘h(B}(d)X)>Y|f>p :

Bj(d) # L, f(By(d)x) # L, f€ A, |domf|<b+q} =T

i

If B(d) £ L and f(B)(d)x) # L, then By(d) = (B}(d)r, By(d)x, h(B}(d)x))
e+4q+/c

L. Thus I* C I. It follows that (Ig ® C)¢ = UgyeryUo(IE ® C")9p +;§‘[ 1. O

5 Query theorems

In the present section, we will prove the theorems introduced throughout the text that
tell us how invariants evolve under oracle queries.

All those theorems are special cases of two theorems that handle queries and non-
oblivious queries to “generalized compressed oracles”, a generalization of both the random
function and the random permutation case that we have seen before. See Section 5.2
below for more details.

The following table gives an overview of the theorems we prove, together with page
numbers for the theorems and their proofs:
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random random generalized
functions permutations oracles
simple recular Theorem 3, p. 19 Theorem 11, p. 29
p & proof p. 60 proof p. 60 n/a
queries . Theorem 4, p. 20 Theorem 12, p. 30
non-oblivious
proof p. 60 proof p. 61
arallel recular Theorem 6, p. 25 Theorem 13, p. 31 Theorem 24, p.47
p . g proof p.57 proof p. 58 proof p. 55
queries " Theorem 7, p. 26 Theorem 14, p. 31 Theorem 25, p.48
non-oblivious
proof p. 58 proof p. 59 proof p. 56

Before we prove those theorems, we give some simple properties of compressed
functions/permutations in the following section that will come in handy later.

5.1 Simple properties

In the following two lemmas, let D, R be finite sets (in Lemma 22 with |D| < |R]), let
M :=|D|, N := |R|. Let f,g denote partial functions (injections in Lemma 22) from
D to R. Let r denote a partial function from D to R. Let £f := |dom f|, {4 := |dom g|,
Ui = |dom f\ domg|, £y := |[dom g \ dom f|, ¢, := |[domr|, £,_y := |[dom 7 \ dom f|.

Lemma 21 (Compressed functions)
(i) 12) = Xh.p—r 7o |-
(ii) [|1£)7]| = 1.

1

(iii) (f] g)f = § VN'rotlos
0

In particular, for f # g,
0<(flg)f <1/VN.

(iv) Bl )i = Ll Ur)f

if for.
And P,| )1 = 0 otherwise.

Proof of both lemmas.

i
NP

Lemma 22 (Compressed permutations)
. p_ 1
(i) 100 = Thposr b=l
(ii) |If)P]| =1.

1

(iii) (f] g)P = A VN ey (N—todey,
0 (otherwise)

In particular, for f # g,
0<(fl9)® <1/y/N —max{ly,{y}.
: p_ 1 f
(iv) P|f) =R lfur)

if for and fUr injective.
And P.|f)P = 0 otherwise.

In addition to the notation stated before the lemmas, let

Uty == |dom f Udom g| and ¢ := |dom f U domr|.
Property (i) (in both lemmas) is immediate from the definition of |-}, |-)P (see
Definitions 1 and 9, respectively), using the fact that |[D — R| = N™ and |D < R| =

(N)as-

Property (ii) (in both lemmas) is immediate from the definition.

For Lemma 21 (iii), first note that for any partial A : D < R, there are NM=|dom#
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total functions u : D — R with u © f.
Then if f © g,

f & : —2 U Tu 3 U
(flg) > ({teD->R):tQf}) 2({ue (D= R):uQg}) Sﬂ)

t:D—Ru:D—R

M-t _NM-—¢ —1 iff t=
to fuvg =N f =N . :6 elseu
Z N—M+Lp /2405 /2 _ NM—tyy | N—M+Lp/2+05/2 _ pN—(2L5y—Ls—L5)/2
t:D—R
to fUg

(2>N_(Zf—g+€g—f)/2.

Here (x) is by definition of |-)7. And (+*) follows from the definitions of £¢, £y, £y, L5 g, Lyt
and elementary reasoning about set cardinalities.

And if f & g, then the second sum ranges over all ¢ compatible with f and g
simultaneously, but there are no such ¢, hence (f| g)' = 0 in that case.

The “in particular” case is immediate since for compatible f # g, at least one of
lrg,lypis > 1.

This shows Lemma 21 (iii).

For Lemma 22 (iii), first note that for any partial injection h : D < R, there are
(N — [im h]) pr—jdom n| = (N — |dom A|) pr—|dom n| total injections u : D — R with u © h.
Then if f © g and f U g injective,

® : ~3({u u =2 (tu
(floP= >  ({te@=>R):t9f}) 2([{ue (D= R):uVg}|) )

t:D—Ru:D—R

tof uog =(N—ff)M—ef =(N—€g)r—tq =1
(=) (N_AOT (N M)! (N_M)T _(N_M)!

> O G = (Y — b, i

t:D—R

to fUg
(k) 1

VI =20 (N =)e,,

Here (x) is by definition of |-)P. And (*x) uses the definition of the falling factorial
(a)p = al/(a —b)!. And (x*x) uses the definition of the falling factorial, the fact that
big =Ly + gy =Ly + Ls g4, and some elementary simplification on both sides.

And if f % g or f U g is not injective, then the second sum ranges over all injective
total ¢ compatible with f and g simultaneously, but there are no such ¢, hence (f| g)? =0
in that case.

The “in particular” case follows since for f # g, at least one of {4, /4 ¢ is > 1, and
since (a)p > a for b > 1.

This shows Lemma 22 (iii).
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For Lemma 21 (iv), recall the definition of P, from the preliminaries. In the case
that f © r, we have

Pif) = > ({te D= R:tQ f})) "/’ Poft)

t:?@—f)R
QS ({teD—=R:t0 f}) )
tt:gﬁﬁf =NM~ty
= N/24/2 N (|{te D — R:tQ fur}]) )
o ﬁ’f Nt

= N4%/242|f yr)f = N~672|f Ui,

Here (x) uses the fact that P,|t) = |t) if ¢ © » and = 0 otherwise. Thus the sum gets
restricted to those ¢ with ¢ © r and ¢ © f, hence ¢t © f Ur. And the bounds under the
braces were already stated in the proof of (iii).

In the case that f 9 r, the second sum quantifies over functions ¢ that are compatible
with both f and r but there are no such t. Thus in this case, P.|f)f = 0.

This shows Lemma 21 (iv).

For Lemma 22 (iv), in the case that f © r and f Ur injective, we have

PP = 3 ({te D= R:tQ f})"*P,Jt)

t:?@‘—fﬂz
QS ({teD = R:t9 1}]) ")
ttgfﬁﬁ :(N*Ef)Mfef
e (Hte D> R:tQ fur}) )
ttchf(_CMI:2 =(N- gjr)M 2,

[ (N—Lg)! f(x2) 1 ) f
(N—¢p)! | fU ) \/m |fur).

Here (x) uses the fact that P,|t) = |t) if ¢ © r and = 0 otherwise. Thus the sum gets
restricted to those t with t © r and ¢t © f, hence t © f Ur. And the bounds under the
braces were already stated in the proof of (iii). And (xx) uses the definition of the
falling factorial, the fact that £p = £; + £,_, and some elementary simplification.

In the case that f @ r or fUr non-injective, the second sum quantifies over injective
functions ¢ that are compatible with both f and r but there are no such ¢. Thus in this
case, P.|f)P =0

This shows Lemma 22 (iv). O
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5.2 Generalized case

In this section, we present and prove the theorems about compressed oracle queries
and their effect on invariants in the most general setting. This setting encompasses
both random functions and random permutations but is not restricted just to those two
cases. This generality is bought by having harder to prove premises in the theorems.
While the theorems that are specialized to random functions/permutations have a purely
combinatorial premise (e.g., (6)), the premises of the general theorems involve some norms
and inner products. In later sections, we derive the specialized theorems as corollaries.

First, we generalize the concept of compressed function/permutation oracles (in
particular the definitions of the states |f)7 and |f)P) by stating some properties that
should be satisfied by these states without prescribing a specific definition:

Definition 23 (Generalized compressed oracle) A generalized compressed oracle consists
of:

e Finite sets D and R (domain and range).

o A set Func of total functions D — R. (Those correspond to the possible values of
the uncompressed oracle.)

o A set Valid of partial functions D < R. (We call functions in this set valid).

o A family of normalized states |f)® € CFU"® for f € Valid. (We do not require that
they form a basis or are orthogonal.)

such that
(i) For f € Valid, and forr: D = R: If f $r or (fUr) ¢ Valid, then P,|f)? = 0.

(ii) For f € Valid, and for r: D % R: If f,r are compatible and (f Ur) € Valid, then
there exists an F > 0 such that P.|f)% = F|f Ur)S.

(i1i) For f,g € Valid: If f,g are not compatible, then (f|g)? = 0.
(iv) For f,g € Valid: (f|g)® > 0.

Both the compressed function oracle and the compressed permutation oracle are
examples of generalized compressed oracles. In the case of the compressed function
oracle, Func := D — R, Valid := D & R, |f>g := | f)!. In the case of the compressed
permutation/injection oracle, Func := D < R, Valid := D < R, ’f>g :=|f)P. The fact
that these are generalized compressed oracles follows from Lemmas 21 and 22.

We can also model nonuniformly distributed oracles: For example, let D be a
distribution over D — R. Then an oracle whose state is chosen according to D can be
modeled by the following generalized compressed oracle: Func:= D — R (or a suitable
subset thereof), Valid := D % R (or a suitable subset thereof), and

}f>g = Z %f) ]g> where Tf = Z D(g)

g€Func g€Func
gof gof
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While the latter is a generalized compressed oracle, it may depend on the distribution D
whether it is a useful one because the concrete parameters achievable in Theorem 24
below will depend on D.

The following is the main theorem for the preservation of invariants under oracle
queries in the generalized setting. Its basic structure is the same as the theorems we
already saw (e.g., Theorem 13): It shows that under certain conditions, if ¢ approximately
satisfies an invariant, then U1 (the state after an oracle query) approximately satisfies a
new invariant. The shape of these invariants in exactly as in Theorem 13 (besides being
stated in terms of | f)? instead of |f)), so the way how this theorem is applied follows the
same lines as we did with Theorem 13. However, there are a number of generalizations
that we will discuss after the statement of the theorem.

Theorem 24 (Oracle query) Fiz a set X of tuples x C D (of possibly different lengths).

Fiz c,d > 0 with d < % Fix Ay ¢, By C Valid for z € X and e. Fiz mutually orthogonal

projectors My . on a Hilbert space Hg for x € X and e. For everyxz € X, e, and z C R

with |z| = |z| (same length), fix a scaled isometry** V., on a Hilbert space Hy .
Assume that for all x € X and e, and all compatible f,g € Age,

g
Ve 12 1B | 8] - [[Pyss )0 (fule—2)|gUzm—2) -
2 Wacsll [Porscl 7] - [Poslo?l o <o
fU(sz),é%aaZ{égValid\BLe

(Using the convention 0/0 := 0, a/0 := oo for a #0.)
Assume that for all compatible f,g € Ay with f # g: (f|¢)® < d.
Let
U:= Z Mye® Vyez @ Prsz

zeX, e, z

|z|=|z2]

Fiz a unit vector 1) € Hp @ Hy @ CFune, If

Yo~ Y imM, ®Hy @span{|f)?: f € A}y = A

zeX, e
then
s+ 21{?%1
Uy = Z im My ® Hy @span{|f)?: f € Byt =t B
zeX,e

(> is the sum of subspaces, i.e., the span of all linear combinations.)

(The theorem is shown in Section 5.2.1, page 55.) This theorem generalizes the previous
theorems (Theorems 6 and 13) in the following ways:

24That is, an isometry multiplied with a complex scalar. The most important example are isometries
and the zero-operator.
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e It is not limited to the random function or random permutation case but applies to
generalized compressed oracles. (Using |f)? instead of | f)T or |f)P.)

e [t generalizes how oracle queries are formalized: Before, there was a distinguished
register X that contained the oracle input z in the computational basis. Now the
oracle input z can be encoded in an arbitrary way in the state of the environment
register E. (The register E here encompasses both the query input register X and
the environment register E from Theorems 6 and 13.) How z is derived from E
is described by a projective measurement M;e. (Tﬁs M, . takes the role of the
environment basis 7. in Theorems 6 and 13, and the role of measuring z.)

e The output of the oracle is also handled in a more general fashion: Instead of having
a register Y that encodes a tuple of outputs y in the computational basis, we allow
the output register Y to have an arbitrary form. The operation of the oracle on Y
in dependence of the output z is then specified by an isometry V. . .. For example,
instead of XORing the result onto Y, the oracle could perform a phase shift that
depends on z. Also V.. can depend on z, e, so the way the oracle operates can
depend on other parts of the state. (And V.. is actually only required to be a
scaled isometry. This might allow for oracles which have a non-zero probability of
returning, by setting V. . := 0 for some z,e€, 2.)

e There is no fixed length of query inputs z any more. Thus, the oracle can be queried
in superposition between different amounts of parallelism. X = D* would mean
k-parallelism. X = D* would mean unbounded parallelism. Anything in between is
possible, too.

e There is no built-in requirement in the invariants that dom f < ¢ for some integer /.
It is, of course, still possible (and in many situation necessary) to track the size
of f in the invariants, but this needs to be included manually in the sets A, . and
B . This means that we have more flexibility, e.g., the size of £ might depend on
e or on some outputs of f, etc.

While many of these generalizations are probably needed only in rare circumstances, we
decided to keep them in the theorem, and refer to the specialized theorems for random
functions/permutations for easier to read theorems.

Of course, analogous to the random function and permutation cases, we also need a
theorem for non-oblivious queries (compare with Theorems 7 and 14). In this theorem,
there is nothing conceptually new. The only generalization to mention is that instead of
requiring Y to be initialized with |0), we more generally allow Y to be initialized with
any state ¢y, . that can depend on the query input z and the state of the environment £
(via e).

Theorem 25 (Non-oblivious oracle query) In the situation of Theorem 24, fix addition-
ally some Yy gz € Hy.
If
€ .
(RS Z 1mMLe®span{zpy&e® /)8 fe Ag,e}f N
zeX e

48



then

2\/c
t/A-3d
=~

Uy Z im M, . ® s.paLn{V%e,éwy@e Q1) f € BgeN flz)= z} o = B

zeX, e

(The theorem is shown in Section 5.2.1, page 56.)

5.2.1 Proofs in the generalized case

We now proceed to prove Theorems 24 and 25. In order to do so, we first show two lemmas
that are limited special cases of those theorems. Namely, we are considering the case
where the input z to the oracle is fixed. (In particular, no superposition between different
inputs.) While very restricted, this case nontheless captures all the core difficulties in
the proof. The general case is then a simple corollary. (Using the fact that all |z) are
orthogonal.) We also express the invariant preservation slightly differently (the norm
of the projection onto the orthogonal complement of the invariant is small) which is
technically a bit simpler when used in the proof of the general case.
The lemma that is a limited special case of Theorem 24 is the following:

Lemma 26 (Oracle query (fixed input)) Let A, B C Valid (pre-/postcondition). Fix
¢, d >0 with d < % Fiz a tuple x C D. For every list z C R with |z| = |z| (same length),
fiz a scaled isometry V, on Hilbert space Hy . Assume that for all compatible f,g € A:

(fUl—2)|gu (@~ 2))°
XZ: IVl - [Pamszl £)2] - [Pas2lde] - Fla)e

(x—2)0f.9
fU(zrz),9U(z—2)€Valid\B

<ec. (29)

(Using the convention 0/0 := 0, a/0 := oo for a #0.)
Assume further that for all compatible f,g € A with f # g: (f|¢)? < d.
Let U:= 3} V,®Py,. Then for i € (Hy @ span{|f)?: f € A}s), we have

10 = Pe)U| <

T3 - 1l

where Pp is the projector onto Hy ® span{\f)El : f € B}y.

Proof. Since 9 € (’Hy ®@span{|f)?: f € A}f), there are scalars a,y € C such that

p=Y % ®f) where y5:=> ayfly) (30)
)

feA

Here |y) are an arbitrary orthonormal basis of Hy Let W; for j = 0,. 3 be the
quadrants of the complex plane. More precisely, W, := {ret”/ 2 telj,g —|— ), T > O}.
Note that the W; form a partition of C\ {0}. Furthermore for a,b € W;, R(ab) > 0.
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We can then decompose v and 7 as follows:

3 3
Vij = Z ayrly), ;= ng’ ®|f)®.  Then ;= Zm, P = Z%-
Y feA §=0 §=0
OcnyWj

The purpose of this decomposition is the following: Inner products involving the
summands of a single 1; will have non-negative real parts. This will avoid negative
factors in inequalities later on (in Claim 3) which would make it impossible to use
monotonicity arguments.

For j =0,...,3, define:

CbgOOd = Z Vé’)/f X ]Pgr—>§|f>g

fEA, 2
(z—=2)0f
fU(z—2z)eB

3
S ST P S AT
j=0 fEA, z
(z—z)0f
fU(z—z)€eValid\B
o= Y Ve ®Puoslf)R.
feA, z

(z—2)2f
or fU(z—z)¢Valid

Intuitively, ¢9°°? is the part of the final state (after the query U) that satisfies the
predicate B, ¢%@? the part that does not satisfy B, and ¢™°P¢ will turn out to be 0. Note
that

$9°%% + @bt 4 prore = Z Vevs @ Py | f)° = Z(Vg@ ) Z V@11 =Uy.
fEA, z 2 fea
(31)

Here the first equality uses that > vf; = ; (see above), and that each f € A, z satisfies
the condition under exactly one of the three sums. And the last inequality follows
from (30) and the definition of U in the statement of the lemma.

The following claim shows that ¢9°°¢ is indeed good (namely, satisfies the postcondi-
tion B):

Claim 1 ¢9°? € Hy ® span{|f)?: f € B};.

Proof of claim. Fix f € A and z such that (z — z) is compatible with f and
fU(zw— 2)€B.
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Since B C Valid (by assumption of the lemma), f U (z — z) € Valid and thus by
Definition 23 (ii), Py, |f)® = F|f U (z — 2))? for some F € C.

Since f U (z+ 2) € B, F|fU(z+ 2))® € span{|f)?: f € B}; and hence
Vavsi @ Pemsz| )8 € Hy ® span{|f)® : f € B}y.

Thus all the summands in the definition of @¢9°¢ are in Hy ®
span{|f)® : f € B};. The claim follows. o

Claim 2 ¢"°P¢ = (.

Proof of claim. By Definition 23 (i), Pg;|f)? = 0 when (z+—2) ¢ f or
fU(z+— z) ¢ Valid. Thus all the summands in the definition of ¢"°P¢ are 0. ¢

The following claim is the core of this lemma: It bounds the size of the “bad” parts
of the final state.

Claim 3 [[¢2*]| < /e [|;]l.
Proof of claim. We have

o2 = R(llo2l?) = R( D (Verss, Vertas) - (Paszl )% Parsr19)?) ).

1922 (%)

Here (%) means that the sum ranges over all f,g,z2,2 with f,g€ A, (x— 2) @ f,
(x—2)og, fU(x— 2),9U(z+— 2') € Valid\ B.

By Definition 23(ii), and since A C Valid, we have Pg,|f)? =
Fr | fU(xz— 2))? for some Fr, > 0 for f,z satisfying (). And analogously
Pysz9)® = Fyulg U (z — 2/))® for some Fy,y > 0. Thus we can continue our
calculation as:

=R (Verss Vergg)  FreFox(f U@ 2)l g U (@ o 2)0)
19,2,z (%)

If z # 2/, then fU (2~ 2) and gU (z — 2’) are not compatible. Thus by
Definition 23 (iii), (fU (z— 2)|gU (z — 2))¢ = 0. Thus all summands with
z # 2’ vanish, thus:

=R (Vaus Vavs) - FraFoelf Ul = 2)lgU @ 2))9)
139:2,(%x)

Here (**) means that the sum ranges over all f, g,z with f,g € A, (z — 2) © f, g,
fU(z— z),9U(z — z) € Valid\ B. (The only change is that we removed 2z’ from
the indices of the sum and replaced all occurrences by z.)
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Since V; is a scaled isometry by assumptions of the lemma, (V.v¢j, Viygs) =
v (VfjsVgj) Where v, := ||V;[|2. Furthermore, when f, g, z satisfy (x*), for Gy, :=
(fU(z—2)|gU(z— 2))9/(f]|9)% we have G4, > 0 by Definition 23 (iv). (We
set Gy, := 0 in the 0/0 case, and := oo when only the denominator is 0. The case
G t4, = 00 can only occur when v, Fy, Fy, = 0 since otherwise (29) would not hold
for finite ¢.) Then:

= %< Z (YrisVai) - Ve r2Fg2Grgz(f] g>g>

RG] >0

We can reorder the sum:

T Z (ZZ () UzngngGf%) R((Vf5,705)) - (£l 9)°

f.g€A —

R >0 >0
Here (x#*) means the sum ranges over all z with (z — 2) © f,g, fU (z —
z),9U (z — z) € Valid \ B.

We were able to pull the R into the sum because (7¢;,74;) was only multiplied
with reals.

In the previous sum, we have (f|¢)? > 0 by Definition 23 (iv).

And R((vsj,7g5)) = 0 follows since {vrj,Vgj) = > y 0y fOryg, and
Qy f,0yg €W
0 f0ug has a non-negative real part (as is the case for any two elements of the
same W;).
And the fact that the sum over z is bounded by c¢ is by assumption (29).

(And using that f,g € A and the definitions of v,, Fy,, Fy., G t4.. Note also that

||P§H§|f>g|| = HFf§|f U(z — §)>QH = |Ff§| = ng-)
Thus:

e R(Y i) - (F19)°) = e R(I1%) = ¢

f,geA

Thus we showed
654012 < e [lps]1°

Taking the square root on both sides proves the claim. o

Unfortunately, we cannot directly use Claim 3 to get a bound on [|¢*?|| in terms of

|¥|, only in terms of ) _|j1);||. Since in general, > ||1);|| can be much larger than ||>" ;]|

(e.g., when ) 1); = 0), that bound could be very loose. Fortunately the following claim

shows that, in the present setting, this is not the case:

Claim 4 Y, 4] < o2 - [y
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Proof of claim. For j =0,...,3 we have

6312 = R(1312) = R( 3 r75705) flg) > R(by ) (f9°

—_— ——
f.g€A f.9€A >0 >0

Here the fact that (f|g)® > 0 is by Definition 23 (iv) (using f,g € A C Valid). And
§R((fyfj, fygj)) > 0 by definition of vy, (this fact was already show in the proof of
Claim 3).

We can omit all summands with f # g and only make the sum smaller:

= Z R((vpsovesd) - (12 = ZH’ijH2. (32)

feA feA

For all j # k, we have

| (55 ) !—’Z (V> Yak) flg ’ > i var)| - (F19)°

fge4 F9&A _gif p=g  <dif f#g

Here (f|g) > 0 is by Definition 23 (iv) (using also that f,g € A C Valid). And
(flg)? < d for f # g holds by assumption of the lemma when f © g and by
Definition 23 (iii) when f ¢ g. And (v¢j,7gx) = 0 for f = g holds because

by definition of ~¢;, we have (v, vm) = > ayrayg = 0 (the last
oy fEW; anyWk

equality follows since W; and W), are disjoint and thus we have an empty sum).
We can thus continue the computation:

L Zd- Y [ e < d- Y sl - gl

fgeA f,9€A
(32)
D sl D llvarlz < d - sl Nl (33)
fEA geA

Here CSI refers to the Cauchy-Schwarz inequality.

Finally, we compute:

ol = [ = 2+ 30540 2 S = 3| )
J J#k

=3l - d- Zuwju ell = %(an )(Z ) —a- (Shwl)’
254 (S 1) —d- (anm) (Zw)
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2
Since d < % by assumption of the lemma, <Zj\|z/sz) < l_isdHlpH?_ The claim
follows. o

We now have
ot = | 3 o}
J

And thus
H(l _ PB)UwH(i)H 1 — )(¢good +¢bad +¢nope>}
g%t 'S 2L .

Claim 4

2/l (34)

ZH¢bad

()

(1= Pg)o™|

Here (*) uses Claim 1 to show that (1 — Pg)¢9°°? = 0 and Claim 2 to show that
¢"°P¢ = 0. And (xx) uses that 1 — Pp has operator norm < 1 since Pp is a projector.
The last inequality shows the lemma. O

And the lemma that is a limited special case of the non-oblivious Theorem 24 is the
following;:

Lemma 27 (Non-oblivious oracle query (fixed input)) In the situation of Lemma 26, as-
sume additionally that ¢ = ¥y ® Yy for some Yy, v¥g. Then we have

T3 1l

11 = PR)U| <
where P is the projector onto span{Vél/Jy I feBAf(z)= z} e

This lemma is a simple corollary of the previous proof.

Proof. Since we assume all assumptions from Lemma 26, everything shown in the proof
of that lemma still applies. Furthermore, note that in that proof, when we defined ~
n (30), we used an orthonormal basis |y) of Hy that was chosen arbitrarily. We can
therefore instead chose it such that 1y and |0) are colinear. Everything in the proof
still holds with that choice of basis.

We strengthen Claim 1 as follows:

Claim 1 ¢9°°¢ € span{V.¢y ® |f)9: f € BA f(z) = z} of

Proof of claim. Fix f € A and z such that (z — z) is compatible with f and
ff=fU(z—2) € B.

Since B C Valid (by assumption of the lemma), f U (z +— z) € Valid and thus
by Definition 23 (ii), Py, |f)? = F|f’) for some F € C.

Since f' € B and f’(z) = z, we have Vvf; ® Py | ) = Vo @ F|f')°
span{Voy ® |f)?: f € BA f(z) = 2} ;.

54



Thus all the summands in the definition of @9°¢ are in
span{Voy ® |f)?: f € BA f(z) = 2} - 3

We can now redo the very last calculation from the proof of Lemma 26 for Pj
instead of Pg:

()

H(l _ Pllg)U¢H(37:1)H(1 . P/B)(¢good +¢bad _’_¢nope)}

(+%) G o
< gt < AL -l

(1 Pp)o|

Here () uses Claim 1 to show that (1 — Pg)¢9°°¢ = 0 and Claim 2 to show that
¢™°P¢ = 0. And (*x) uses that 1 — Pj; has operator norm < 1 since Pp is a projector. [

Proofs of the main theorems. We can now derive Theorems 24 and 25 from the preceding
lemmas:

Proof of Theorem 24. Without loss of generality, we can assume that all M, . are
rank-1. (Otherwise, we split them into more projectors.) Then M, . is the projector
onto some normalized 1, . € HE.

Since 1 ~ A by assumption, we have that ¢ ~ Pa1 where Pp is the projector on A.

Let Pp g be the projector on Hy @ span{|f)®: f € Bge}s. Let Uge : =), Ve ®
TP o

Let ¥z . € Hy ® CFunc e such that (Mg e @I I)PAY =g e @ Yge. Let Prest 1=
(I =Y ge Mze) ® I ®I)Pay).

Since the M, . are mutually orthogonal, we have that the n; . ® 13 . and s are
all mutually orthogonal. And PatY = tyest + nye Ne,e ® Vg e-

Since Pav € A, we have nge @ Yy = (Mye ® I @ [)Pat) € imM,, ® Hy ®
span{|f)®: f € Age}s. Then ¢y € Hy @span{|f)?: f € Azc}y.

Then by Lemma 26 (with A := Az ¢, B:= Bge, V; :=V,e, ¥ :=Vge, PB:= Pge),
we have

2
11— Poae)Usctioell < Llmell  for L= 2. (35)
Let Pp be the projector onto B. Then

2

H(l - PB)UPA¢"2 = HZ(l - PB)U(nLS ® wg,e) + (1 - PB)Uwrest

2

< ZH(l — PB)U(Ng,e ® Yze)

(

*

) ZH(l —Pe)(I Q@ Uge)(Nge® U@ve)uz

&76

D1~ (@ Pos) (I @ Upe) e @ )|

&76
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= ZH”LG ® (1 - PB7£,€)U£7€¢£,€H2 = ZH (1 - PB,L@)ULewLeHZ

g’e

(35)
SIS el < L (lretll® + e ® Yiell?)
Z,e B3

2
=277 = I?||Pay|? < L[| = 2.

Wrest + Z Nz,e @ wg,e
Z,e

Here (x) is by the definition of U and Uy ., and by the fact that 7, . is in the image of
the projector M, .. And (*x) follows since 7, is in the image of M . and thus Pg and
I ® Pp 4. are equal on vectors of the form 7, . ® ---. And (xxx) follows since the 1y .
and s are all mutually orthogonal.

Thus [|(1 — Pg)UPav| < L. Hence

Uty % UPxtp = PgUPat € B

(The ~ follows since ) ~ Pay and U is unitary.)
Thus U1 o B. By definition of L this is the conclusion of the theorem. O

Proof of Theorem 25. The proof is identical to the proof of Theorem 24, except for the
following additions and differences:

e In the previous proof, we chose 1, . such that (Mze ® I @ 1)) = Nzge @ Yge-

Combined with the strengthened assumption ¢ ~ A of the current theorem, this
means Yge € span{yyz. ® |f)%}¢. This implies that 1z = Yy ze @ Yz, for
some Yz € H.

e The definition of Pp e is changed to Pp s e =
Span{v£76,z¢Y,Le R |f)2: f € Bge A flz) = §}-

e Instead of Lemma 26, we use Lemma 27 (with A := A, ¢, B := By, V. := V.,
P = PAQ;[)Q,@; PIB = PB,g,ea Yy = wY,g,ea Yy = @Z)H,g,e)' U

5.3 Random functions

We now show Theorems 6 and 7 as corollaries of the general Theorems 24 and 25.

Basically, the proofs boil down to instantiating the generalized compressed oracle
(Definition 23) with |f)} instead of | f)9, and then heavily simplifying the preconditions
(using the basic properties from Lemma 21).

Theorem 6 (Random function query).
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Proof of Theorem 6. The compressed function oracle is a special case of the generalized
compressed oracle with Func := D — R and Valid := D = R and |f)? := |f)I. Thus
we show this theorem by instantiating Theorem 24. In that theorem, let X := D¥,
Agei=AgeN{f :|dom f| < £}, By := By N{f : |dom f| < £+ k}, Hp := Hp @ CP,
Mg = et ® |2)(z], Vae,z = Ug, which is defined by Ug.|y) == |y ® 2), c:=¢, d =%

To apply Theorem 24, we need to show two bounds. First, for all f # g, (f|g)’ <
d = %. This follows from N > 16 by Lemma 21 (iii).

Second, we need to show the bound from (28). Instantiated in our setting, this
bound becomes: For all z,e and compatible f, gEAQe with |dom f|, |dom g| < ¢

(fU@m 2)|gU (e 2))
(flg)f

— N Yfz-ga/2Lga-fa/2HEp g /24y f /2

> Ueell’ - [Basel ]| - [Perszle)] - <c (36)

2EDF (%) =il

—N"faf/?2 =NTtag/?

where (*) means that the sum ranges over z satisfying: (z — 2) © f,g and f3;, 02, ¢
By N{f:|dom f| <+ k}.

The bounds under (36) come from Lemma 21 (iv) and (iii). In those bounds,
oy = ’g\domf}, Ctpoge = ’(domf Uz)\ (domgUz)|, £yy = ’domf \ dom g/, etc.
(All || are cardinalities of sets here, not of multisets/tuples. IL.e., z is interpreted as a
set here.)

We have

— Ly 7/2 = Lyg/2 = Lprga/2 — Lopga/2 + Lpg/2+ Ly § /2= —Ly gy (37)

This is seen most easily by checking that each region in the following Venn diagram
contributes the indicated amount to the lhs.

8
A

The only non-zero region is z \ dom f \ dom g which contributes 1 to the lhs. Hence the
lhs is equal to £,_s,. This shows (37).

From (37), it follows that the summand in (36) equals N ‘. Thus (36) can be
restated as Z/N ‘- < ¢ where Z is the number of z that satisfy (x). Since [dom f| < ¢
by assumption, and |z| < k, we always have fU (z — z) € (f : |[dom f| < £+ k). Hence
fU(@—z) & ByeN{f:|domf| <l+k}iff fU(z — z) ¢ By Analogously for
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gU(z +— z). Thus the set of z that satisfy (x) is the set in the numerator in (12). Hence
(12) is equivalent to Z/N ‘= < ¢ which in turn is equivalent to (36). Since we assumed

(12), (36) holds and Theorem 24 is applicable.

Furthermore, note that for our choices of X, My ¢, Vzc., the operator U defined in
Theorem 24 is equal to Ig ® Ugyery,- And A, B defined in Theorem 24 are the same as
A, B defined in the present theorem.

Thus Theorem 24 shows that

Eal \/2.%
(IE ® Uquery,k)w ~ B.
Since d = %, we have ¢ + \/% = ¢ + 4y/c. The theorem follows. O

Theorem 7 (Non-oblivious random function query).

Proof of Theorem 7. Analogous to Theorem 6, except using Theorem 25 instead of
Theorem 24. ]

5.4 Random permutations

We now show Theorems 6 and 7 as corollaries of the general Theorems 24 and 25.
The proofs boil down to instantiating the generalized compressed oracle (Definition 23)
with |f)P instead of |f)?, and then heavily simplifying the preconditions (using the basic

properties from Lemma 22).

Theorem 13 (Random permutation query).

Proof of Theorem 13. The compressed permutation oracle is a special case of the
generalized compressed oracle with Func := D < R and Valid := D <% R and |f)? :=
| /). Thus we show this theorem by instantiating Theorem 24. In that theorem, let
X:=DF Ay :=AgeN{f:|dom f| <€}, Bye:= By N{f:|dom f| <L+ k}, H :=
Hp ® CP*, Wil 2 = Nend @ |z){z|, Vi, := Ug, which is defined by Ug,|y) := |y ® 2),
c:=c,d:= %.

To apply Theorem 24, we need to show two bounds. First, for all f # g, (f]| g)] <
d = %. This follows from ¢ < N — 16 by Lemma 22 (iii).

Second, we need to show the bound from (28). Instantiated in our setting, this
bound becomes: For all z, e and compatible f, gEALe with |[dom f|, |dom g| < ¢

Zz z Zz z f
S el [Pl - [Pensla] - SEEIIZCEE D) < g

z€DF (x) =1

— 1

_ 1
VI, VE=g)ey g B (N—tp)g - (N~Lg)g,
B (Niéfﬁ)egz—fg'(Niegz)éfg-gg
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where (%) means that the sum ranges over z satisfying: (z — 2) © f,g , and fz2, 9z
injective and f3 2,922 ¢ Bge N{f : |dom f| < £+ k}.

The bounds under (38) come from Lemma 22 (iv) and (iii). In those bounds,
Do = |dome£’, Lo = |£\domf T ’(domf Uz)\ (domg Ug)’, D =
|dom f \ dom g|, etc. (All |-| are cardinalities of sets here, not of multisets/tuples. Le.,
z is interpreted as a set here.)

Unfolding the definition of the falling factorial (a), = a!/(a — b)!, the summand in

(38) becomes

(N_ef _gz-f)! (N—tg—Lsg)! £ (N7 (N_Efz_ggz—fz)! (N_Kgi_ffg—gg)!
(N—H7JT (N5 (N—Lp—Lgf)! (N—Lg—Ls g)! (N—Lz)! (N—£gg)!

(Note that all those factorials have nonnegative arguments since |[dom f Udom g U z| <
|D| < N.) Since |[SUT| = |S|+|T\ S| for sets S, T, we can rewrite this to:

MW (N—zfgz)! (N—ngz)! _ (N_ngz)! — (N—ng_zszg)! — 1
(N—t5)] (N—Ly )| (Nbre ) (Nbal . (N—lgy)! (N—0)! N—T)ey gy

Thus the summand in (38) is 1/(N —{p)e, .. Thus (38) can be restated as
Z/(N —€gy),.,, < c where Z is the number of z that satisfy (). Since |dom f| < ¢ by
assumption, and |z| < k, we always have fU (z +— z) € {f : |dom f| < ¢+ k}. Hence
fU(@w— z) ¢ BeeN{f:|domf| <l+k}iff fU(z — z) ¢ Bz.. Analogously for
gU (z — z). Thus the set of z that satisfy () is the set in the numerator in (18). Hence
(18) is equivalent to Z/(N — £fy)e, ., < ¢ which in turn is equivalent to (38). Since we
assumed (18), (38) holds and Theorem 24 is applicable.

Furthermore, note that for our choices of X, M, ¢, V; c -, the operator U defined in
Theorem 24 is equal to Ir ® Ugyery k- And A, B defined in Theorem 24 are the same as
A, B defined in the present theorem.

Thus Theorem 24 shows that

er\/%
(IE X Uqueryk)d} ~ B
Since d = 1, we have € + \/% = ¢ + 4,/c. The theorem follows. O

Theorem 14 (Non-oblivious random permutation query).

Proof of Theorem 14. Analogous to Theorem 13, except using Theorem 25 instead of
Theorem 24. O

5.5 Single query case

We now show the theorems for the single query case (i.e., the non-parallel case) for random
functions and permutations. These are straightforward corollaries of the corresponding
theorems for parallel queries with k£ = 1.
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Theorem 3 (Random function query, simple).

Proof of Theorem 3. This theorem is obtained as a special case of Theorem 6 with k := 1
(and thus we write z instead of x). Then (after applying elementary simplifications) we
get the present theorem, except that the bound (12) becomes:

Assume that for all z, all e, and all compatible f,g € A,;. with
[dom f1, [dom g| < ¢

{Z ER: (:L' = Z) < fvg and fxzagxz §é Bm,e}
N\{I}\domf\domgl

<c

where fz, 1= fU (x> 2), gz, == gU (z — 2).
We then distinguish two cases:

e If x € dom f Udom g: Then for z with (z — 2) © f,g, we have fU (z — 2) =
feAe CByeorgU(z—2)=g¢€ Aye C Bge. (Recall that Ay, C By e by
assumption of the present theorem.) But this contradicts the last condition in the
numerator. Hence the numerator is 0 and the inequality is trivially satisfied.

e If x ¢ dom f Udomg: Then (x — z) © f, g holds trivially, and fU (z — 2) =
f(z:=2), gU(x+— z) = g(x := z), so the numerator is equal to the numerator
in (6). And [{z}\ dom f\ domg| = [{x}| = 1, so the denominator becomes N.

Thus in this case, the inequality is identical to (6).

Thus the present theorem is a special case of Theorem 6. ]

Theorem 4 (Non-oblivious random function query, simple case).

Proof of Theorem 4. Analogous to Theorem 3, except using Theorem 7 instead of
Theorem 6. ]

Theorem 11 (Random permutation query, simple).

Proof of Theorem 11. This theorem is obtained as a special case of Theorem 13
with £ := 1 (and thus we write = instead of z). Then (after applying elementary
simplifications) we get the present theorem, except that the bound (18) becomes:

Assume that for all z, all e, and all compatible f,g € A, . with fUg injective
and |dom f|, |[dom g| < ¢:

‘{z €ER:(z—2)9 f,g and fi,, gz inj. and fr,, g2z & Bre}
(N — ‘domf Udomg‘)

<c

[{z}\dom f\dom g|
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Figure 5: The sponge construction with a four block input mq||ms||ms|/m4 and a three
block output hq||ha]|hs.

where fz, = fU (x> 2), gz, == gU (z — 2).
We then distinguish two cases:

e If x € dom f Udom g: Then for z with (z — 2) © f,g, we have fU (z — 2) =
fe€Ae CByeorgU(zi—z2)=g¢€ Aye C Bge. (Recall that Ay C By e by

assumption of the present theorem.) But this contradicts the last condition in the
numerator. Hence the numerator is 0 and the inequality is trivially satisfied.

e If £ ¢ dom fUdom g: Then (x — z) © f, g holds trivially, and f,., g, are injective
iff z ¢ dom fUdomg, and fU (z — 2) = f(z:=2), gU (z — 2) = g(z := 2),
so the numerator is equal to the numerator in (16). And [{z} \ dom f \ domg| =

|{z}| =1, so the denominator becomes N — |dom f Udom g|. Thus in this case,
the inequality is identical to (16).

Thus the present theorem is a special case of Theorem 13. O

Theorem 12 (Non-oblivious random permutation query, simple case).

Proof of Theorem 12. Analogous to Theorem 11, except using Theorem 14 instead of
Theorem 13. U

6 Collision-resistance of sponges

We will now give a quick overview over the sponge construction and then prove its
collision-resistance (when based on invertible permutations).

6.1 The sponge construction

In this section, we review the sponge construction introduced by [Ber+07]. The sponge
construction is parametrized by three integers: r (the rate), ¢ (the capacity), and d
(the output length). The sponge will hash messages m consisting of r-bit blocks and
return a d-bit hash. The state of the sponge consists of r + ¢ bits. The sponge is
further parametrized by a round function f : {0,1}"t¢ — {0,1}"*¢. Given a message
m consisting of (padded) message blocks mi,ma, ..., the message is first absorbed into
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the state as depicted in the absorbing phase in Figure 5. Then an output Aihs... is
extracted as depicted in the squeezing phase. Finally, the hash consists of the first d bits
of hihy.... (We do not make the padding function explicit, it suffices for our purposes
that it is injective.)

More formally, for a round function f and an input m = m;y...m, with m; €
{0,1}", we define the state Sy (m) € {0,1}"¢ of the sponge by: S¢()\) := (0,0) and
Sp(my...my) = f(Sp(my...mp_1) ® (my,0)). (We write (z,y) instead of x|y for
r-bit/c-bit strings x, y for better readability.) Then the i-th output block h; consists of
the first r bits of Sy(m||(0,0)""!), and the final hash S]’}‘wh(m) consists of the first d bits

of hihy.... (In particular, if d < r, as is the case for SHA3, then S]’}‘wh(m) is the first d
bits of S¢(m).)

Depending on the scheme instantiating the sponge construction, f is an arbitrary func-
tion (e.g., in Gluon [Ber+12]) or a permutation (e.g., in SHA3 [NIS14], Quark [Aum+10],
Photon [GPP11], and Spongent [Bog+13]). In the post-quantum setting, the security of
the sponge has been analyzed in the case that f is a random function [Cza+18; Cza+20].
This automatically implies security when f is a non-invertible random permutation, i.e.,
if the adversary can query f but not f~!, since a non-invertible random permutation
is indistinguishable from a random function [Zhalba]. However, in the case that f is
an invertible permutation (e.g., in SHA3), no post-quantum security results about the
sponge construction were known prior to this work. (This is different from the classical
case, where the sponge construction is known to be indifferentiable from a random oracle,
and thus collision-resistant, pseudorandom, and more [Ber+08].)

In the following sections, we will show that the sponge construction is collision-resistant
for invertible random permutations.

6.2 Invariant for collision-resistance

We now proceed to develop the invariant used to describe the fact that the adversary has
not yet found a collision in the sponge. At this point, the analysis is purely combinatorial,
the post-quantum aspect comes in the next section.

A reader who is interested only in the post-quantum aspects can skip this section
and read only the last paragraph which summarizes everything that is needed for the
next section.

Throughout this section, we assume that d < r, i.e., the output length is no larger
than the rate. (The case d > r is covered implicitly, see the comment after Theorem 28
in the next section.)

As in the previous section, S¢(m) is the state of the sponge on input m. If f is a
partial function, we let S¢(m) := L if any of the f-invocations of the definition of Sy(m)
was undefined.

We first translate the collision problem into a graph-theoretic problem: Given a partial
injective function f : {0,1}"1¢ <5 {0,1}""¢, we define the following directed sponge graph:
Its nodes are bitstrings (a,b) with a € {0,1}", b € {0,1}¢. We call (0,0) the root. The
graph has three kinds of edges:
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Figure 6: Various subgraphs related to sponges. This figure requires color.

e Blue edges: For any a,b, if f(a,b) # L, then there is a blue edge (a,b) — f(a,b).

e Red edges: For any a,d’,b, there is a red edge (a,b) — (d’,b).

e Gree edges: For any a,a’,b, V', there is a green edge (a,b) — (da/,b) if the first d
bits of a and a’ are equal.

An rb-path is a (possibly empty) path that starts with a red edge, alternates red and
blue edges, and ends with a blue edge (see Figure 6). An rbr-path is a path that starts
with a red edge, alternates red and blue edges, and ends with a red edge (i.e., an rb-path
with one additional red edge). A rooted rb/rbr-path is an rb/rbr-path starting at the
root. An rb/rbr-rooted node is a node at the end of a rooted rb/rbr-path. A co-rooted
node is a node v such that there is an rb-path starting at v whose end-node is connected
by a green edge to an rb-rooted node (see Figure 6). Note that in all those definitions
(and in the definition of a claw below), we do not assume that all edges are distinct. E.g.,
an rb-path can contain the same edge several times.

We make a two observations:

e For any message m with Sy(m) # L, there is a corresponding rooted rb-path where
the i-th red edge is (a,b) — (a & m;,b), and the blue edges are defined by f. No
two messages m have the same corresponding rooted rb-path.

e If m,m’ form a collision relative to f,i.e.,if m # m' and S}m‘*h(m) = S}W‘Sh(m’) # 1,
then the corresponding rooted rb-paths are different, and the end-nodes of the
corresponding rooted rb-paths are connected by a green edge (the green edge means
that the first d bits of the state are equal, thus S}L“Sh(m) = S}mh(m’)).

Thus, if m, m’ form a collision relative to f, then the graph has a claw, which we
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define as: Two different rooted rb-paths whose end points are connected by a green
edge. (Two examples of claws are shown in Figure 6.)

We also say “f has a claw/has no claw” to mean that the sponge graph corresponding
to f has a claw/has no claw.

e A minimal claw is a claw so that no proper subset of the vertices forms a claw as
well. In a minimal claw, the two rooted rb-paths do not have the same last blue
edge. (Compare with the “non-miminal claw” in Figure 6.) We see this as follows:
If in a claw C, the two paths have the same last blue edge v/ — v, then the last
red edge v — v/ would be also the same (since f is injective). Then the there would
be two different rooted rb-paths to v, and there is a green edge v — v (by definition
of green edges). Thus we have a smaller claw, namely C' with v, 1/, " removed.
Hence C' is not minimal.

In our proof of collision-resistance, we will therefore show that the adversary cannot
produce a claw.

Fix a partial injective f with |dom f| < ¢ such that the sponge graph G for f has
no claw. Fix some node = ¢ dom f, and consider a node z ¢ im f such that the sponge
graph G’ for f(z := z) will have a claw. How can I choose 27 Let me count the ways. G’
has one additional blue edge © — 2. If G’ has a claw (but G does not), then it has a
minimal-claw containing  — z. Then z must be a co-rooted node in G’. Thus one of
the following cases occurs:

e There is an edge z — x. (See gadget 1 in Figure 6, the new edge = — z is dashed.)

Since there are only 2" red edges going to x, there are at most 2" possibilities for z.

e There is a path z — v/ — v/ where V" is co-rooted, and the edges are red and
blue, and v/ # z. (See gadget 2 in Figure 6.) Here we can assume v/ # x because
otherwise we would be in the previous case. Thus v/ — 1/ is an edge in G. Since
there are only /¢ blue edges in G, there are at most ¢ possibilities for v/. And
since there are only 2" red edges going to any given node v/, there are at most 2"/
possibilities for z.

e There is a path 2z — ¢/ + / where v is rbr-rooted and the edges are green
and blue. (See gadget 3 in Figure 6.) Since we assumed that z — z is part of a
minimal claw, we have that the blue edge is not x — z. (See the discussion after
the definition of minimal claws.) Thus that edge is part of G. Since there are
only ¢ blue edges in G, there are at most ¢ possibilities for /. And since there
are only 2"7°~¢ green edges going to any given node ¢/, there are at most 2"+¢=4¢
possibilities for z.

e There is a green edge from z to the root. (See gadget 4 in Figure 6.) Since there
are only 27T¢~¢ green edges going to the root, there are at most 2"¢~% possibilities
for z.

Thus for every f :{0,1}"7¢ < {0,1}""¢ with |dom f| < ¢ that has no claw, and every
x ¢ dom f,

{z¢imf: f(z:=2) hasaclaw}| <2 40+ 1)+ 2" (L +1). (39)

This tells us how hard it is to get a claw using an f-query. Next we analyze the how hard

64



it is to get a claw using an f~'-query.

Fix a partial injective f with |dom f| < ¢ such that the sponge graph G for f has
no claw. Fix some node x ¢ im f. We will bound the number of z ¢ dom f such that
the sponge graph G’ for f(z := ) has a claw. G’ has one additional blue edge z — x. If
G’ has a claw (but G does not), then z must be an rbr-rooted node in G. (If there are
several occurrences of z — z in the claw, we consider one closest to the root.) Thus one
of the following cases occurs:

e There is a path v/ — v/ — 2z in G where V" is rbr-rooted, and the edges are blue
and red. (See gadget 5 in Figure 6.) Since there are only ¢ blue edges in G, there
are at most ¢ possibilities for /. And since there are only 2" red edges leaving any
given node v/, there are at most 2"¢ possibilities for z.

e There is a red edge from the root to z. (See gadget 6 in Figure 6.) Since there are
only 2" red edges leaving the root, there are at most 2" possibilities for z.

Thus for every f: {0,1}"7¢ < {0,1}""¢ with |dom f| < ¢ that has no claw, and every

x ¢ im f,

‘{z ¢domf: f(z:=z)hasa claw}’ <270+ 1).

We say f has a co-claw iff f~! has a claw. Then the preceding bound immediately implies
(by substituting f by f~!): For every injective f : {0,1}"7¢ <& {0,1}""¢ with |dom f| < ¢
that has no co-claw, and every = ¢ dom f,

{z¢imf: f(zr:=2z2)hasa co—claw}‘ <270 +1). (40)

(Not having a co-claw is the invariant whose preservation we show when the oracle is
inverted using Invert.)

For the remainder of the analysis (next section), we only need to remember: If m,m’
form a collision relative to f (i.e., their sponge-hashes are equal), then f has a claw. And
f has a co-claw iff f~! has a claw. And bounds (39) and (40). The definition of claw,

and the graph-theoretic notions above were only needed for the derivation of these facts.

6.3 Proof of collision-resistance

We are now ready to show the collision-resistance of the sponge construction:

Theorem 28 (Collision-resistance of sponges) Let c,r,d be the parameters of the sponge
construction. Assume d < r. Let f:{0,1}77¢ < {0,1}""¢ be uniformly random. Let A be
a quantum algorithm. Assume each of the messages returned by A contains < b blocks of r
bits (not necessarily both of the same length, and the empty message is allowed). Assume
that A makes q queries to f and q_ queries to f='. (And let qio1 := q+ + q_ + 2b.)
Assume qpor < 27T¢ — 15,
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Then
pi= Pr[m ?é m’ A S]fcmsh(m) — S}Lash(m/) . (m’m/) <_ Af’f_l()]

16q;, 2
Odior ((g+ +2m) V2704 27¢ g V2 )

T 1 — g2 rert

©_34q},
— 9min{c,d}

where (x) only holds under the additional condition qor < 2"1¢/34.

In other words, to find a collision, we need Q(min{Qd/ 3 9c/ 3}) queries.
Note that if d < r (as is the case, e.g., with SHA3), this bound is essentially tight: If
d < ¢, we can find a collision by running the BBHT algorithm [Boy+98] on & }L“Sh. This

takes Q(2%/3) queries. And if ¢ < d, we can find an inner collision (i.e., m # m’ such that
the last ¢ bits of Sy(m),Sy(m’) are equal) using BBHT in Q(2%3) queries. And from
an inner collision, we can trivially construct a collision by extending m,m’ by one block
each.

If d > r, the theorem as stated does not apply. However, since a collision with

output length d implies a collision with output length r, the theorem bounds the success
34q?of,
gmin{c,r}

probability in the d > r case by However, this bound may not be tight.

We now proceed to proving Theorem 28.

Preparations. As in the various examples in this paper, we first transform the game
from Theorem 28 into a suitable form:

We replace A by a unitary adversary, represented by a unitary Ua acting on a state
register E, and on query registers X,Y (consisting of r + ¢ qubits each). We replace
oracle access to f and f~! by access to the invertible standard oracle (Definition 16).
That is, queries to f are replaced by applying Ugyery on X,Y, H. And queries to f —1are
replaced by Usipperse := (Ix ® Iy @ Invert) - Ugyery - (Ix ® Iy ® Invert). The last invocation
of the adversary uses a different unitary U, instead that stores the adversary’s output
m, m’ in registers M, M'. (L.e., M, M’ both have an orthonormal basis |m) where m
ranges over messages of < b blocks.) The result is depicted in Figure 7 in the first half
(“adversary invocation”) of the circuit.

Next, we apply Casponge to M, M', H. Casponge is a quantum circuit that computes
the sponge hashes of M, M’. That is,

Coasponge[m)ar|m’)arr|h) 11 = [m) arlm’)ar |S3" (m)) 518" (m')) s12) (41)

for some z (that may depend on m,m’, h). We do not specify a concrete circuit, but it is
easy to see that Casponge can be implemented using at most 2b queries to Ugyery (since
both m,m’ are at most b blocks long). Furthermore, Casponge Can be implemented as a
classicalish circuit (as defined in Section 4.6; basically this means that the circuit only
uses CNOT, Toffoli, X and swap gates and fresh auxiliary qubits).

66



adversary invocation

A
’

0y E E E -
=m

X X | 7 M M’
[0y 24 Uy H HUa — — = = =m/
A Uguery AT Vs [~ v 7| Unen [ VAT T s1AB
joy ¥ [ N L or |— o Y M| U2sponge 52 Lo/

|oye H Uinverse Uinverse | _ | Uinverse H H

e e e A A

Yo g Y1 Y o a1 Vave Ui, Yinal

Figure 7: Circuit used in the collision-resistance proof for the sponge construction.

Finally, we measure registers M, M’, S, S” in the computational basis, giving m,m/, s, s'.
Then m,m’ are the outputs of the adversary, and s, s’ are the sponge hashes of m,m’.
Thus the adversary’s success probability p is:

p=Prm#m As=4]. (42)
Maintaining the invariant. Let

Ij :=Hp ® Hx ® Hy @span{|f)” : f has no claw, |dom f| < j}f.

Then by definition, vy satisfies g € Iy, i.e., Yg 2 Iy. (See Figure 7 for the definition of
Vi, w;, etc.) And since U4 does not operate on H, we have:

Vil = Yl forj=0, ..., ¢ +q — 1L

For the j-th query (i.e., the invariant preservation between w;-_l and v;, with j =
1,...,q+ + q—), we distinguish two cases:
o If the j-query is Ugyery, then we have

15 €+5+
via =L = Y= (IE @ Upery)Vj1 = I

gr+c—d or
for 6, = 4\/ Qtot + Qtot

27 — 2q404

This follows by Theorem 11 (with ¢ := j — 1, Ay, By := {f : f has no claw},

r4+c—d; TS
c:= %{Jﬂ%) In this theorem, condition (16) becomes

‘{z cz¢imf,z¢img, f(z := 2),g(x := z) have a claw}‘ gr+e—dj | o1
2rte — }domf U domg‘ T 2rte —2(5—1)

for injective f,g with |dom f|, |domg| < j — 1 and z ¢ dom f,dom g. This follows
directly from (39) and |dom f|, |dom g| < j — 1. And we have 4,/c < ..
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e If the j-th query is Uipyerse, by Lemma 17 (ii) we have

£ / [

Vig = L1 = (Ipxy @ Invert)y;_, = I;_,
where
I =Hp@Hx @ Hy ® span{|f)? : f has no co-claw, |dom f| < j};.
And furthermore:

e+6_—

(Ipxy ® Invert)y,_y ~ I, = (Ip ® Uguery) {pxy ® Invert)y) , =~ I

27’
for 6_ = 4,/ $.
27 — 2q404

This follows by Theorem 11 (with £ := j—1, Ay e, By :={f : f~! has no co-claw},

c:= 2T++23(]_1)) In this theorem, condition (16) becomes
‘{z cz ¢ im f,img, f(z := 2),g(x := z) have a co—claw}‘ 9"
<
2r+¢ — |dom f U dom g T2rte —2(5 - 1)

for injective f, g with |dom f|, |domg| < j — 1 and z ¢ dom f,dom g. This follows
directly from (40) and |dom f|,|dom g| < j7 — 1. And we have 4y/c < J_.

And furthermore, by Lemma 17 (ii) again, we have

(IE ® Uquery)(IEXY ® InVeI‘t)ng-,l é IJ_ — ¢j = (IE' & Uim}erse)w;'—l é Ij

So altogether:
e+0_

£ .
%;1%[3'—1 = ; = I for i=1, ..., g+ +q—.
Combining the implications we got so far, we get:
q+04++q-0-
Vay+a ~ Tqi4q -

Since U4 does not operate on H, this implies
’ a0+ a0
¢q++q— ~ q++q-
=Hp @ Hyr @ Hypr @ span{|f)? : f has no claw, |dom f| < g4 +q¢-}5
= Hp @ spanf{|m)a|m/)pr | f)P + f has no claw, |dom f| < g4 + ¢— s (43)

Finally, we apply Corollary 20 for the application of Casponge in the end. By Corollary 20

. 2r+c—d o or o
(Wlth C:=1Ip® CQsponge7 q = 2b, £ :=qy+q-, c:= WM? A= {f :

f hasno claw}, D := MM', R:= MM'SS’Z), (43) implies

(q4-+2b)6 4 +q_6_

Ql)ﬂnal = (IE’ by CQsponge)d}(/1++q7 ~ Hp ® Span{|Bf(mvm,)>MM’SS’Z|f>p :

By(m,m’) # L, f has no claw, |dom f| < Qtot} ; =: Ifnal
mm/
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where By is the function computed by Cagponge (cf. Section 4.6). For the application
of Corollary 20, we need to show that (27) holds, i.e., for f,g with no claws and
dOIIlf, domg S qtot — 17

’{z cz¢imf,z ¢ img, f(z := 2),g(z := z) have a claw}‘ grte=dg, 4 9 g,
27t — 2(quor — 1) 27— 2(quor — 1)

This follows directly from (39) and |dom f|, |dom g| < gsot — 1. And we have 4\/c < d,.
Concluding. The last step of the circuit in Figure 7 is a measurement of M, M’', S, S" in
the computational basis. Consider a state ¢ € Ifq (not just close to this subspace). Then,
when measuring registers M, M’, S, S’, we get m,m/, s, s’ such that there exists an f, 1, m’
so that f has no claw, and mm/ss’ are the first four components of Bf(r,m') # L.
Since By, is the function computed by Cagponge, by definition of Coagponge (see (41)),
we have that By (/) = (i, i/, SPo"(m), Spash(m/), z). Thus s = S}‘“Sh(m) # 1,
§=38 }’as”(m’ ) # L. Since f has no claw, m, m’ do not form a collision relative to f (see
the last paragraph of Section 6.2), i.e., 7(m #m/ As=+¢).

Summarizing, when measuring M,M’,S,S" on a state ¢ € Ifpu, we get
m #m’' A s =" with probability 0.

. (q++2b)044q-0— . . T
Since Y final ISl Ifinai, measuring M, M’, S, S" in the circuit gives m #

m' A's = s with probability < ((g4 + 2b)d4 + q_5_)2. By (42), this probability is p.
Thus
16 2
p< (g4 +20)64 +q-6-)" = - (;tft,,_cﬂ ((Q+ +20)V/27 +27¢ +q_V 2_6)
— Ytot

¢ 3443,
— 9min{c,d} "

where (*) only holds when g, < 2"7¢/34. This shows Theorem 28.

7 Conclusion & open questions

We extended Zhandry’s compressed oracle technique to invertible permutations. This
gives us the first proof technique for quantum hardness results for invertible random
permutations. We have analyzed the collision-resistance of the sponge construction using
this technique. (And as a consequence, we have the first post-quantum security proof
for SHA3.) However, the technique has still some limitations: it is not clear how to
efficiently simulate a random permutation, nor how to measure what oracle positions
have been queried or how to otherwise perform actions that depend on the oracle queries
performed so far. In particular, we do not know how to make indifferentiability proofs
(or similar proofs involving simulators that “look inside” the random oracle). Overcoming
these hurdles is an interesting open problem.

Our technique also allows us to reason about ideal ciphers (since an ideal cipher can
be seen as a family of independent invertible random permutations). Interesting future
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work would be to make this explicit, e.g., by applying the technique to the analysis of
schemes involving block ciphers in the ideal cipher model.

Concerning the sponge construction, open questions are properties such as the
collapsing property, pseudorandomness, (second-)preimage resistance (this follows from
collision-resistance, but maybe a direct proof gives better parameters), the fact that the
sponge construction is a secure MAC, and of course the indifferentiability of the sponge
construction. (All in the setting with an invertible round function.)
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