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Abstract

In recent years, there has been a proliferation of algebraically structured Learning With Errors (LWE)
variants, including Ring-LWE, Module-LWE, Polynomial-LWE, Order-LWE, and Middle-Product LWE,
and a web of reductions to support their hardness, both among these problems themselves and from related
worst-case problems on structured lattices. However, these reductions are often difficult to interpret and
use, due to the complexity of their parameters and analysis, and most especially their (frequently large)
blowup and distortion of the error distributions.

In this paper we unify and simplify this line of work. First, we give a general framework that
encompasses all proposed LWE variants (over commutative base rings), and in particular unifies all prior
“algebraic” LWE variants defined over number fields. We then use this framework to give much simpler,
more general, and tighter reductions from Ring-LWE to other algebraic LWE variants, including Module-
LWE, Order-LWE, and Middle-Product LWE. In particular, all of our reductions have easy-to-analyze and
frequently small error expansion; in most cases they even leave the error unchanged. A main message of
our work is that it is straightforward to use the hardness of the original Ring-LWE problem as a foundation
for the hardness of all other algebraic LWE problems defined over number fields, via simple and rather
tight reductions.
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1 Introduction

1.1 Background

Regev’s Learning With Errors (LWE) problem [Reg05] is a cornerstone of lattice-based cryptography,
serving as the basis for countless cryptographic constructions (see, for example, the surveys [Reg10, Peil6a]).
One primary attraction of LWE is that it can be supported by worst-case to average-case reductions from
conjectured hard problems on general lattices [Reg05, Pei09, BLP™ 13, PRS17]. But while constructions
based on LWE can have reasonably good asymptotic efficiency, they are often not as practically efficient as
one might like, especially in terms of key and ciphertext sizes.

Inspired by the early NTRU cryptosystem [HPS98], Micciancio’s initial worst-case to average-case
reductions for “algebraically structured” lattices over polynomial rings [Mic02], and follow-on works [PRO6,
LMO06], Lyubashevsky, Peikert, and Regev [LPR10] introduced Ring-LWE to improve the asymptotic
and practical efficiency of LWE (see also the concurrent independent work [SSTX09], which considered
a search variant of Ring-LWE). Ring-LWE is parameterized by the ring of integers in a number field,
and [LPR10, PRS17] supported the hardness of Ring-LWE by a reduction from conjectured worst-case-hard
problems on lattices corresponding to ideals in the ring.

Since then, several works have introduced and studied a host of other algebraically structured LWE variants—
including Module-LWE [BGV 12, LS15, AD17], Polynomial-LWE [SSTX09, RSW 18], Order-LWE [BBPS19],
and Middle-Product LWE [RSSS17]—relating them to each other and to various worst-case problems on
structured lattices. Of particular interest is the work on Middle-Product LWE (MP-LWE) [RSSS17, RSW18§],
which, building on ideas from [Lyul6], gave a reduction from Ring- or Poly-LWE over a huge class of rings
to a single MP-LWE problem. This means that breaking the MP-LWE problem in question is at least as hard
as breaking all of large number of Ring-/Poly-LWE problems defined over unrelated rings.

Thanks to the above-described works, we now have a wide assortment of algebraic LWE problems to
draw upon, and a thick web of reductions to support their hardness, at least for certain parameters. However,
these reductions are often difficult to interpret and use due to the complexity of their parameters, and most
especially their effect on the problems’ error distributions. In particular, some reductions incur a substantial
error blowup and distortion, which is often quite complicated to analyze, and bounded loosely by rather
large factors. Some desirable reductions, like the one from Ring-LWE to MP-LWE, even require composing
multiple hard-to-analyze steps. Finally, some of the reductions require non-uniform advice in the form of
special short ring elements that in general do not seem easy to compute. See Figure 1 for a summary.

All this makes it rather challenging to navigate the state of the art, and especially to draw conclusions
about which problems and parameters are supported by reductions and proofs. The importance of having clear,
precise, and tight reductions is underscored by the fact that certain seemingly reasonable parameters of algebraic
LWE problems have turned out to be insecure, but ultimately for prosaic reasons; see, e.g., [CIV16, Peil6b].

1.2 Contributions and Technical Overview

Here we give an overview of our contributions and how they compare to prior works. At a high level, we
provide a general framework that encompasses all the previously mentioned LWE variants, and in particular
unifies all prior “algebraic” LWE variants defined over number fields. We then use this framework to give
much simpler, more general, and tighter reductions from Ring-LWE to other algebraic LWE variants, including
Module-LWE, Order-LWE, and Middle-Product LWE. A main message of our work is that it is possible to
use the hardness of Ring-LWE as a foundation for the hardness of all prior algebraic LWE problems (and
some new ones), via fairly simple and easy-to-analyze reductions.



1.2.1 Generalized (Algebraic) LWE

In Section 3 we define new forms of LWE that unify and strictly generalize all previously mentioned ones.

Defining generalized LWE. First, in Section 3.1 we describe a general framework that encompasses all the
previously mentioned forms of LWE, including plain, Ring-, Module-, Poly-, Order-, and Middle-Product
LWE (in both “dual” and “primal” forms, where applicable). The key observation is that in all such problems,
the secret s, public multipliers a, and their (error-free) products s - a are vectors over the quotient Zg := Z/QZ,
where Z = S, A, B = SA (respectively) is a fixed fractional ideal of an order O of a number field K, and
the “modulus” Q is some fixed (integral) O-ideal.! Moreover, the products s - a are given by some fixed
Og-bilinear map on s and a. By fixing bases, this map can be represented as an order-three tensor (i.e., a
three-dimensional array) over Og, where evaluating the map corresponds to multiplying the tensor by the
vectors representing s and a along the corresponding dimensions.

A generalized LWE problem is defined by some fixed choices of the above parameters (order, ideals, and
tensor), along with an error distribution. In such a problem, there is a random “secret” s over Sg, and an
instance consists of independent “noisy random products”

(a;, b=s-a; + e; mod QB),

where each a; is uniformly random over .Ag and each e; is drawn from the error distribution.? For example,
plain LWE uses n-dimensional vectors over order O = § = A = Z, modulus Q = ¢Z for some integer ¢,
and the vector inner product as the bilinear map, which corresponds to the n X n x 1 identity-matrix tensor.
Ring-LWE uses the ring of integers O = Ok of a number field K as its order, with A = O, S = OV (the
dual lattice of O, known as the “codifferent” fractional ideal), modulus Q = ¢gO (or more generally, any
O-ideal), and multiplication in K as the bilinear map, which corresponds to the 1 x 1 x 1 scalar-unity tensor.

We show how Middle-Product LWE also straightforwardly fits into this framework. Interestingly, by a
judicious choice of bases, the two-dimensional matrix “slices” M,.. of the middle-product tensor M turn
out to form the standard basis for the space of all Hankel matrices. (In a Hankel matrix, the (7, £)th entry is
determined by j + £.) This formulation is central to our improved reduction from Ring-LWE over a wide
class of number fields to Middle-Product LWE, described further in Section 1.2.3 below.3

Parameterizing by a single lattice. Next, in Section 3.2 we define a specialization of generalized LWE that
still encompasses all prior “algebraic” LWE variants defined over number fields, including Ring-, Module-,
Poly-, and Order-LWE. A member £-LWE of this class of problems is parameterized by any (full-rank)
lattice L of a number field K, i.e., a free additive subgroup whose Q-span equals K. Its coefficient ring

O :={zeK:zLCL} (1.1)

is the set of field elements by which £ is closed under multiplication. Letting LY = {z € K : Trg g(2L) C
7} denote the dual lattice of L, it turns out that O% = (£ - £¥)Y, and it is an order of K; indeed, it is the

1An order O of K is a subring (with unity) that is also the Z-span of some Q-basis of K; the latter condition is equivalent to
being a full-rank lattice in K. An (integral) O-ideal is an additive subgroup Z C O for which OZ = Z. A fractional O-ideal is a
set Z C K for which dZ is an O-ideal for some d € O. In this work, all ideals are implicitly required to be nonzero, i.e., not {0}.

2Qbserve that the reduction modulo OB is well defined because the (error-free) product s - a; is over Bo.

3Toeplitz matrices, which are closely related to Hankel matrices, also play an important role in the original reduction from (primal)
Poly-LWE to MP-LWE [RSSS17]. Viewing that reduction in our framework (specifically, Theorem 4.8), we observe that the primal
Poly-LWE tensor typically does not have Hankel slices. But at the cost of some relative error growth and distortion (represented by B
in our theorem, and M ¢ in [RSSS17]), the tensor’s output basis can be transformed to a dual one, which does induce Hankel slices.



maximal order for which £ is a fractional ideal. Notice that £ and £ have the same coefficient ring; in
particular, if £ is an order O of K or its dual O, then OF = 0.4

An L-LWE* problem is simply the generalized LWE problem, specialized to order @ = OF and fractional
O-ideals A = O, S = B = LV, with s and a as k-dimensional vectors over Sg and Ag (respectively) and
s - a denoting their inner product; when k£ = 1, we usually omit the superscript. So, an instance has a secret s
over LY, and consists of independent noisy random products

(a;, b=s-a; +e; mod QLY),

where each a; is uniformly random over Oé and each ¢; is drawn from the error distribution. We show (see
Remark 4.6) that under mild conditions, taking the multipliers a; to be over Og is without loss of generality,
which justifies the focus on this specific formulation of £-LWE.

We now explain how £-LWE generalizes prior algebraic LWE problems over number fields. As already
noted, when £ = O or £ = OV for an order O of K, we have OF = O. So, £L-LWE specializes to the
following problems (and similarly, £-LWEF specializes to the “Module” variants):

1. Ring-LWE [LPR10] when £ = Og is the full ring of integers of K
2. Poly-LWE [RSW18] when £ = Z[a]" for some o € Ok;
3. Order-LWE [BBPS19] (or its “dual” form) when £ = O, for some arbitrary order O of K.>

Notice that in the second case, £ is the dual OV of its coefficient ring @ = OF, so both the secret s and
product s - a are over LY = O itself (modulo Q). But as we shall see, for reductions it turns out to be more
natural and advantageous to let £ be an order, not the dual of an order. Furthermore, £-LWE also captures
other cases that are not covered by the ones above, namely, those for which £ is neither an order nor its dual.
(For L-LWE to be well defined, we just need the O*-module structure of £, not any ring structure.)

As mentioned above, £-LWE is also parameterized by an error distribution. For consistency across
problems and with prior work, and without loss of generality, we always define and view the error distribution
in terms of the canonical embedding of K. For concreteness, and following worst-case hardness theorems for
Ring-LWE [LPR10, PRS17], the reader can keep in mind a spherical Gaussian distribution of sufficiently large
width r = w(+y/log n) over the canonical embedding, where n = deg(K /Q). While this differs syntactically
from the kind of distribution often considered for Poly-LWE—namely, a spherical Gaussian over the coefficient
vector of the error polynomial—the two views are interchangeable via some fixed linear transformation. For
Gaussians, this transformation just changes the covariance, and if desired we can also add some independent
compensating error to obtain a spherical Gaussian. However, our results demonstrate some advantages of
working only with spherical Gaussians in the canonical embedding, even for Poly-LWE.

Reductions. In Section 4 we give a modular collection of tight reductions between various parameterizations
of generalized LWE. Essentially, each reduction transforms samples of one LWE instantiation (for an unknown
secret) to samples of another instantiation (for a related secret), and has the primary effect of changing either
the ideals S and A, the order O (or the lattice £ defining it, in the case of £-LWE), the tensor T" defining

4We caution that O is not “monotonic” in £ under set inclusion, i.e., £ C £’ does not imply any subset relationship between O
and (’)L/, in either direction. In particular, £’ and cL’ have the same coeficient ring for any integer ¢ > 1, but there can exist £
having a different coefficient ring where c£' C £ C L.

5In “dual” Order-LWE as defined in [BBPS19], the domains of the secret s and the multipliers a,; are merely swapped relative to
our definition of O-LWE. However, this is merely a syntactic difference, since the problems are tightly equivalent (with no change to
the error distribution), under a mild condition that is also needed in other reductions; see [BBPS19, Remark 3.5] or Corollary 4.3.
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Figure 1: Summary of some known reductions among algebraic lattice and LWE problems. Dashed arrows
represent prior reductions, and solid arrows represent some of the reductions given in this work.

the bilinear map, or the number field over which all the other parameters are defined. All of the reductions
preserve the number of samples, almost all of them preserve the error distribution, and most of them are even
tight polynomial-time equivalences (i.e., reductions in both directions). In cases where the error distribution
is not preserved, it is changed by an easy-to-analyze linear transformation.

All of the main results of this work are then obtained by invoking or composing the above-described
primitive reductions in various ways. We next give an overview of three main theorems that we obtain in this
way; it seems likely that other interesting and useful results can be established as well.

1.2.2 Reduction Between £-LWE Instantiations

As a first main result (see Theorem 4.7), we obtain a reduction from £'-LWE to £-LWE for any lattices
L C L' of K for which © := OF C ' := OF, and the conductor O-ideal (L : L') (see Definition 2.1
and Lemma 2.8) is coprime with the modulus Q of the target problem; the source problem uses modulus
Q' = O'Q. Importantly, and unlike prior reductions of a similar flavor, our reduction preserves the error
distribution. In particular, it yields a reduction from Ring-LWE to Order-LWE, by taking £’ = O to be the
full ring of integers of a number field K, and £ = O to be another order of K; see below for further details.

We stress that the only “loss” associated with the reduction, which seems inherently necessary, is that
when £ # L/, the lattice QL by which the resulting noisy products b & s - a are reduced is typically “denser”
than the lattice Q'(£')Y € QLY by which the original noisy products ¥’ ~ s" - a’ are reduced. One can
alternatively see this as the (unchanging) error distribution being “wider” relative to the target lattice than to
the original one. This can have consequences for applications, where we typically need the error from some
(possibly combined) samples to be decodable modulo QL". That is, we need to be able to efficiently recover e
(or at least a large portion of it) from the coset e + QL to do this, standard decoding algorithms require



sufficiently short elements of the lattice (QLY)Y = (£ : Q). (When Q is invertible as a fractional O-ideal,
this lattice is simply Q~!£; in particular, when Q = ¢Q is principal, this lattice is g~ £.) So, the “sparser”
we take £ C L' to be, the sparser we need Q to be in order to compensate. This weakens both the theoretical
guarantees and concrete hardness of the original £'-LWE problem, and is reason to prefer denser L.

Discussion and comparison to prior (and subsequent) work. We now describe some of the immediate
implications of the above reduction, and compare to related ones. Take £ = O = Ok to be the
full ring of integers of K, which corresponds to Ring-LWE, for which we have worst-case hardness
theorems [LPR10, PRS17]. Then these same hardness guarantees are immediately inherited by Order-LWE
(and in particular, Poly-LWE in its “dual” form) by taking £ = O to be an arbitrary order of K, as long as
the conductor O-ideal (O : O’) is coprime with Q. These guarantees are qualitatively similar to the ones
established in [RSW18, BBPS19, BBS21], but are obtained in a much simpler and more straightforward
way; in particular, we do not need to replicate all the technical machinery of the worst-case to average-case
reductions from [LPR10, PRS17] for arbitrary orders O, as was done in [BBPS19, BBS21].©

Our reduction can also yield hardness for Poly-LWE—in which the secret s, multipliers a;, and (error-free)
products s - a; all are over an order O itself, not its dual—via a different choice of L (see the next paragraph).
However, it is instructive to see why it is preferable to use problems in which the products are over the
dual OV of the order. The main reason is that these admit quite natural reductions, both from Ring-LWE and
to Middle-Product LWE and Module-LWE, whose effects on the error distribution are easy to understand and
bound entirely in terms of certain known short elements of O; see Sections 1.2.3 and 1.2.4 for details.

By contrast, the reduction and analysis for (primal) Poly-LWE over O = Z[a] (as in [RSW18]) is much
more complex and cumbersome. Because OV € O (except in the trivial case K = Q), we cannot simply
take £ = V. Instead, we need to apply a suitable “tweak” factor t € K, so that £ = tOV C O and
hence £V = t~1O. Reducing to £-LWE preserves the error distribution, but to finally convert the samples to
Poly-LWE samples we need to multiply by ¢, which distorts the error distribution. It can be shown that ¢ must
lie in the product of the different ideal of O and the conductor ideal of O (among other constraints), so the
reduction requires non-uniform advice in the form of such a “short” ¢ that does not distort the error too much.
The existence proof for such a ¢ from [RSW18] is quite involved, requiring several pages of sophisticated
analysis. Finally, the decodability of the (distorted) error modulo QO is mainly determined by short nonzero
vectors in (QO)Y = (OV : Q), which also must be found and analyzed. (All these issues arise under slightly
different guises in [RSW18]; in fact, there the error is distorted by ¢2, yielding an even looser reduction.)

1.2.3 Reduction from Order-LWE to Middle-Product LWE

In Section 5 we give a simple reduction from O-LWE, for a wide class of number fields K and orders O
including polynomial rings of the form O = Z[a]| = Z[x]/ f(z), to a single Middle-Product LWE problem.
Together with the £-LWE reduction described above, this yields a Ring-LWE to MP-LWE reduction like the

°Formally, the worst-case hardness theorems obtained from our results (with [LPR10, PRS17]) versus [BBPS19] are incomparable
and complementary: ours stem from (worst-case) ideal lattices corresponding to Ok -ideals, whereas those of [BBPS19] stem from
invertible O-ideals. Because a number-field lattice can be invertible as an ideal of at most one order, the two classes of ideals are
disjoint (when O # Ofk). Subsequent work [BBS21] gave a worst-case hardness theorem for modulus Q = qO, q € Z stemming
from all O-ideals, under an assumption that is equivalent to (O : Ok) + Q = O. This class of ideals is a superset of both the
Ok -ideals and the invertible O-ideals, so the result from [BBS21] generalizes both ours and the one from [BBPS19]. We mention
that the condition (O : O') + Q = O implies that all fractional O-ideals are invertible modulo Q (see Section 2.4.2), which gives a
simpler proof of the general “Cancellation Lemma” from [BBS21] and also enables our Theorems 4.5 and 4.7.



one obtained by the combination of [RSSS17, RSW18], which says that breaking the MP-LWE problem in
question is at least as hard as breaking all of a wide class of Ring-LWE problems over unrelated number fields.

However, our result subsumes the prior ones by being simpler, more general, and tighter; see Figure 1 for a
comparison. More specifically, it drops certain technical conditions on the order, and the overall distortion in
the error distribution (starting from Ring-LWE) is given entirely by the spectral norm ||p|| of a certain known
power basis p of O. In particular, spherical Gaussian error over the canonical embedding of O translates to
spherical Gaussian MP-LWE error (over the reals) that is just a ||p|| factor wider. These advantages arise from
the error-preserving nature of our £-LWE reduction (described above), and the judicious use of dual lattices
in the defintion of O-LWE.”

At heart, what makes our reduction work is the hypothesis that the order O has a power basis = (z*) for
some x € O; clearly any monogenic order O = Z|a/] has such a basis, with x = «. Using our generalized
LWE framework, we show that when using a power basis p and its dual p¥ for O and OV respectively, all the
“slices” T;.. of the tensor T representing multiplication OV x O — OV are Hankel matrices. So, using the
fact that the slices M;.. of the middle-product tensor M form the standard basis for the space of all Hankel
matrices, we can transform O-LWE samples to MP-LWE samples. The resulting MP-LWE error distribution
is simply the original error distribution represented in the p" basis, which is easily characterized using the
geometry of 7.

The above perspective is helpful for revealing other reductions from wide classes of LWE problems to a
single LWE problem. Essentially, it suffices that all the slices T;.. of all the source-problem tensors 71" over a
ring Og lie in the Og-span of the slices of the target-problem tensor. We use this observation in our final
main reduction, described next.

1.2.4 Reduction Between Module-LWE Instantiations

Lastly, in Section 6 we give a reduction establishing the hardness of Module-LWE over an order O of a
number field K, based on the hardness of Module-LWE (or Ring-LWE, as a special case) over any one
of a wide class of orders O’ of number field extensions K’/K. This is qualitatively analogous to what is
known for Middle-Product LWE, but is potentially more beneficial because Module-LWE is easier to use in
applications, and is much more widely used in theory and in practice.

A bit more precisely, we give a simple reduction from O’ -LWE", for awide class of orders ', toa single O-
LWEP problem. The only needed condition is that ©" is a rank-(k /k’) free O-module; therefore, the “total rank”
(over Z) is preserved.® This condition is easily achieved, for example, by defining 0" = Ola] = O|x]/ f(x)
for some root « of an arbitrary degree-(k/k’) monic irreducible polynomial f(z) € O[z]. Once again, due to
the use of duality in the definition of the problems, the reduction’s effect on the error distribution is very easy
to characterize: the output error is simply the trace (from K’ to K) of the input error. In particular, the typical
example of spherical Gaussian error in the canonical embedding of K’ maps to spherical Gaussian error in
the canonical embedding of K, because the trace just sums over a certain equi-partition of the coordinates.

We point out that our result is reminiscent of, but formally incomparable to, the kind of worst-case
hardness theorem for O-LWE* (for certain O) given in [LS15]: there the source problem involves arbitrary
(worst-case) rank-k module lattices over O, whereas here our source problem is an average-case rank-k’ LWE

7We note that an independent and concurrent work [SSZ19] gave a reduction from (primal) Poly-LWE to MP-LWE that preserves
the error distribution for a wide range of defining polynomials. This can be used to somewhat reduce the error expansion in the prior
chain of reductions from Ring-LWE to MP-LWE [RSSS17, RSW18]. However, the earlier steps in the chain still incur a larger error
expansion than ours does; see Figure 1 for details.

8We stress that K’ can be any extension field of K. Proving that one specific Ring-/Module-LWE instantiation is at least as hard
as many others without such a restriction remains a very interesting open problem.



problem over a rank-(k /") O-module. Our result is also somewhat complementary to a reduction of [AD17]
(generalizing [BLP™ 13]) that can reduce the rank of Module-LWE problems, with a corresponding increase
in the modulus size and error rate (relative to the modulus). Specifically, the reduction is from Module-LWE
of rank k (over any ring of integers in a number field) and modulus ¢ to Module-LWE of rank k /¢ (over the
same ring) and modulus ¢, where the error rate grows by roughly the square root of the total rank of the
source problem.

1.3 Differences From Conference Version

This work is the full version of a preliminary conference paper [PP19]. Compared to the preliminary version,
the present one has the following main additions and improvements:

* We give a formal definition of the generalized LWE problem (see Section 3.1), which encompasses all
previously proposed algebraic LWE problems over polynomials or number fields, and in particular
allows for an arbitrary modulus O-ideal O, not just an integer q.

* Several results from the conference version involved hypotheses of the form ged(|£'/ L], q) = 1 for
relevant lattices £ C L/, whereas the present version asks that (£ : £) + Q = O. It turns out that
for @ = qO, the former hypothesis immediately implies the latter one (because |£'/L| € (L : L) by
Lagrange’s Theorem), so the present results are strictly more general, with no stronger hypotheses than
the previous versions.°

* We give a more general and modular collection of reductions between instantiations of generalized
LWE (Section 4), and have reworked the hardness theorems for Middle-Product LWE (Section 5) and
Module-LWE (Section 6) as direct consequences of these reductions.

2 Preliminaries

In this work, by “ring” we always mean a commutative ring with identity. We let [n] = {0,...,n — 1} fora
non-negative integer n.

Computational issues. All of the computational operations needed by the reductions in this work—e.g.,
computing the sum, intersection, or product of lattices; evaluating a group homomorphism, and inverting it
when it is injective; computing the kernel of a group homomorphism, etc.—can be performed in polynomial
time (given suitable representations) using generic algorithms on finitely generated (and in particular, finite)
abelian groups. These mainly rely on algorithms for computing the Smith and Hermite normal forms; see,
e.g., [Coh99, Chapter 4] and [CDOO1] for details. (More efficient algorithms are frequently available for
important special cases, like cyclotomic fields or full rings of integers.) For simplicity of exposition, we omit
explicit algorithmic descriptions in favor of abstract mathematical notation, and typically treat the inputs
(groups, homomorphisms, etc.) as implicit by context, except where they may not be obvious.

2.1 Vectors, Matrices, and Tensors

In this work we frequently work with tensors, which generalize vectors and matrices to higher dimensions.
Formally, a tensor 7" over a base set S has a finite index set / and a value 7; € S for each i € . If
I =11 x --- x I, is seen as the Cartesian product of 7 components, we say that T" has order r, and index

9In fact, the two hypotheses can be shown to be equivalent for Q = gO, by a version of the Jordan-Holder theorem.



it as Tj,4,..;,.. (A tensor’s order may vary depending on how we choose to factor I.) Vectors are merely
order-one tensors, which we denote by lower-case letters in bold, like a, or with arrows, like @, depending on
the base set. Matrices are order-two tensors, which we denote by upper-case bold letters, like A. We denote
higher-order tensors by ordinary upper-case letters, like 7.

For tensors A, B over a common set .S supporting multiplication, and having respective index sets I, .J,
their Kronecker product (also known as tensor product) A ® B is the tensor having index set / x J whose
(¢, j)thentry is (A ® B);; = A; B;. In general, then, the order of A ® B is the sum of the orders of A and B.
However, when A and B have the same order r with [ = I{ X --- x I, and J = J; X --- X J,, we can also
treat A ® B as an order-r tensor as well, by reindexing it to have index set K1 x --- X K, where K; = I; X J;,
and ((i1,71),- -, (ir, jr))theentry A;,..; Bj,...;,. Moreover, a product index set [n] x [n] for non-negative
integers n, n’ can be reindexed as [n - n] (and vice versa), where (i, j) corresponds to in’ + j.

2.2 Number Fields, Lattices, and Duality

For the remainder of this section we recall the key concepts from algebraic number theory that will be used in
this work; for further details and proofs, see any standard text, e.g., [Lan94].

An (algebraic) number field K is a finite-dimensional field extension of the rationals Q. More concretely,
it can be written as K = Q((), by adjoining to Q some element ( that satisfies the relation f({) = 0 for some
monic irreducible polynomial f(z) € Q[x]. The polynomial f is called the minimal polynomial of , and the
degree of f is called the degree of K, which is denoted by n in what follows.

The (field) trace Tr = Tr g K — Q is the trace of the (Q-linear transformation on K (viewed as a
vector space over Q) representing multiplication by x. More concretely, fixing any Q-basis of K lets us
uniquely represent every element of K as a vector in Q™, and multiplication by any € K corresponds to
multiplication by a matrix M, € Q™*"; the trace of x is the trace of this matrix.

For the purposes of this work, a lattice £ in K is a full-rank free additive subgroup of K, i.e., a free
Z-module of rank n. Equivalently, any lattice is generated as the integer linear combinations of some n
Q-linearly independent basis elements b = (b, ..., b,) € K™, as £L = {37, Z - b;}; the choice of basis is
not unique.

For any two lattices £, £’ C K, their product £ - £’ is the set of all integer linear combinations of terms
x -2’ forx € L,2' € L. This set is itself a lattice, because it is torsion free and finitely generated by the
tensor product of any basis of £ and of £’.

For a lattice L, its dual lattice £V (which is indeed a lattice) is defined as

LY :={re K:Tr(zL) CZ}.

It is easy to see that if £ C L' are lattices in K, then (£')Y C £V, and if bis a basis of L, then its dual basis
bY = (by,...,by) is abasis of LV, where b is defined so that Tr(b; - b}) is 1 when i = j, and is 0 otherwise.

Observe that by definition, 2 = b’ - Tr(I;v -x) forevery x € K.

2.3 Orders and Ideals

An order O of a number field K is a lattice in K that is also a subring, i.e., 1 € O and O is closed
under multiplication. An element oo € K is an algebraic integer if there exists a monic integer polynomial
g(X) € Z[X] such that g(a)) = 0. The set of algebraic integers in K, denoted Ok, is called the ring of
integers of K, and is its maximal order, i.e., every order O of K is a subset of O . For any order O of K,
we have O - OV = OY because OV =1-0YV C O - OV and Tr((O - OV) - O) = Tr(0OV - O) C Z, since
0-0=0.



An ideal of an order O, also called an O-ideal, is an additive subgroup Z C O that is closed under
multiplication by O, i.e., OZ C T; in fact, this is an equality, since 1 € O. Throughout this work, we always
implicitly restrict ideals to be nontrivial subgroups, in order to rule out the inconvenient “zero ideal” Z = {0}.
With this restriction, every ideal Z is a (full-rank) sublattice of O.

A proper ideal p C O is maximal if there does not exist any O-ideal Z strictly between p and O, i.e.,
p C I C O;itis prime if for every a,b € O for which ab € p, either a € p or b € p (or both). It turns out
that in any order of a number field, an ideal is prime if and only if it is maximal. Two O-ideals Z and 7 are
coprime (also known as comaximal) if 7 + J = O. Finally, a fractional ideal of an order O isasetZ C K
for which there exists a d € O such that dZ is an O-ideal; in particular, Z is a lattice.

A fractional O-ideal 7 is invertible if there exists a fractional O-ideal Z~! for which ZZ~! = ©. Such
an Z~!, which is unique, is called the inverse of Z. Every fractional O-ideal is invertible, but every
non-maximal order O C Ok has some non-invertible ideal (see the next subsection for further details).

2.4 Lattice Quotients

Here we introduce a very useful notion called the quotient of two number-field lattices, and recall how several
important objects can be obtained from it.1°

Definition 2.1 (Lattice quotient). For lattices £, £ in K, their quotientis (L : L) :={zx € K : 2L’ C L}.

The above can be seen as a kind of quotient because ZL' C L if and only if Z C (£ : £'). For any lattices
L, L, L"in K, it follows immediately from the definition that

(L LY C(L:Lh. .1
In addition, the lattice quotient generalizes the notion of invertibility for ideals.

Lemma 2.2. Let O be an order of K, and let T,1' be a fractional O-ideals, with T' invertible. Then
(Z:7')=Z(T')" . Inparticular, (O :T') = (T')~~

Proof. Wehave Z(T')™1 - T' = T,s0 Z(T')~! C (Z : T') by definition of lattice quotient. Now observe that
I=I2(Z)'7T Cc(1:7T)T C1I,
so the inclusions are equalities. Multiplying both sides by (Z')~! yields the claim. O

As we shall see below, several sets of interest in this work can be defined as quotients of various lattices.
The following gives an alternative characterization of the lattice quotient, which shows that it is also a lattice.

Lemma 2.3. For any lattices L, L' in K, we have (L : L) = (LVL")".

Proof. For any x € K, we have

re(LVL) = Tr((zLNLY)CZ <= zL C(LY) =L. n

10We stress that this notion is entirely different from the quotient group £’/ L of lattices £ C £’; in particular, no containment
relationship is required.
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24.1 Coefficient Rings and Conductor Ideals

Every lattice has an associated (maximal) order called its coefficient ring, which is simply the quotient of the
lattice with itself.

Definition 2.4 (Coefficient ring). For a lattice £ in K, its coefficient ring is
Of =(L:L)={zcK:2LC L}

Recall from Lemma 2.3 that O = (LLY)Y, so OF = OL”. Moreover, if £ is an order O or its dual O,
then O% = O. The following lemma explains the choice of the name “coefficient ring.”

Lemma 2.5. For any lattice L in K, its coefficient ring O is the maximal order of K for which L is a
fractional ideal.

Proof. First we show that O is an order of K. It is clear that O = (£ - £Y)V is a lattice in K (because
L - £V is), thus we only need to show that it is a subring of K with unity. We clearly have 1 € O% by
definition. Moreover, for any z,y € OF, we have (zy)L = z(yL£) C xL C L, so zy € OF, as required.
By definition we have that Of . £ C L, so L is a fractional O%-ideal. And for any order O of K, if
O-LC Lthen O C (L : L) = OF, so OF is the maximal order of K for which £ is a fractional ideal. [J

Lemma 2.6. For any lattices £, L' in K, both OF and OF" are contained in O£ In particular, (L:L
is a fractional ideal of all three of these coefficient rings.

Proof. We have OF(L : L) = (L : L)(L : L)) C (L : L), so OF C OEL) by definition of coefficient
ring. The proof for OF is essentially identical, but with the order of multiplication reversed. 0

Throughout the paper, let Lo denote the (finite) quotient O“-module £/QL for any lattice £ of K
and any subset @ C OF having a nonzero element.!! Without loss of generality, Q may be taken to be
an OF-ideal, i.e., we can replace Q with the O%-ideal QOF because QOFL = QL. When Q = {q}isa
singleton set, or equivalently, when Q = g©OF, we often just use ¢ as the subscript, as in Ly.

Definition 2.7 (Conductor ideal). For any lattices £ C £’ in K, their conductor ideal is (L : L').

We remark that the conductor is often defined only for orders O C (', but we find it useful to define it
more generally for (sub)lattices, since many of the conductor’s properties still carry over to this setting. For
example, the following lemma explains the choice of the name “conductor ideal.”

Lemma 2.8. For any lattices £ C L' in K, the conductor ideal (L : L') is an (integral) ideal of both O
and OL’, and hence also of the order O N O~

Proof. By Lemma 2.6, (£ : £') is a fractional ideal of both O* and OF', so it suffices to show that it is
contained in both orders. Because £ C £’ and by definition of lattice quotient, we have 1 € (L' : L).
Therefore,

(L:LYC(L: L)L :L)C(L:L)=0F

The proof for o~ proceeds almost identically, but with the order of multiplication reversed. O

uNote that 9L = QO L C OFL =1L, s0 L/QL is well defined, and is finite because QL is a lattice.
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2.4.2 Alternative Notions of Invertibility

Recall from above that every non-maximal order of K has a non-invertible ideal. In particular, for any orders
O ¢ O, the conductor ideal C = (O : @’) is not invertible as an O-ideal: for if CZ = O for some fractional
(O-ideal Z, then because C is an (O’-ideal, we have O’ = O’'O = O'CZ = CZ = O, a contradiction. Yet
despite the lack of ideal inverses in general, there is a proxy that turns out to be just as good for our purposes.
Throughout the rest of this subsection let O be an arbitrary order of K.

Definition 2.9 (Pseudoinverse). The pseudoinverse of a fractional O-ideal Z is (O : Z).

We stress that both the inverse and pseudoinverse are defined with respect to a particular order O. Note
that by Lemma 2.2, for an invertible ideal, the pseudoinverse is simply the inverse ideal. In any case, the
pseudoinverse is a fractional O-ideal, (i.e., O(O : Z) C (O : 7)), because O(O : Z7)Z C OO = O. Using
the pseudoinverse we generalize the notion of ideal invertibility, by defining it modulo another (integral) ideal.

Definition 2.10. For an O-ideal Q, we say that a fractional O-ideal 7 is invertible modulo Q if the O-ideals
(O :7)T and Q are coprime, i.e., (O:Z)Z + Q = O.

Observe that if Z is invertible, then it is also invertible modulo any Q, simply because (O : Z)Z = O.
Furthermore, if Q and the conductor ideal (O : Of) are coprime (in @), then any fractional O-ideal Z is
invertible modulo Q, because O = (O : Ok ) + Q C (O : I)Z + Q by the following lemma.

Lemma 2.11. For any fractional O-ideal I, we have (O : Og) C (O : I)I C (O : OF). In particular,
both inclusions are equalities when T is an O -ideal.

Proof. The second sentence follows immediately from the fact that OF = Q. For the second inclusion,
by (2.1) we have that

(0: 1) IO =(0:I)(T:T) I C(0:I)I C O,
as needed. For the first inclusion, to show that some A C O is also a subset of (O : Z)Z, it suffices to express

A = A'T for some A’ C K, because then A’ C (O : Z). Since (O : O) C O is an Ok-ideal, and O 7 is
a fractional O -ideal and hence invertible (with respect to O), we have that

(O : OK) = (O : OK)OK = (O : OK)(OKZ)_IOKI. O

2.5 Chinese Remainder Theorem

We now recall a general form of the Chinese Remainder Theorem (CRT) and its consequences for our work.
The theorem is often stated for the special case of M = (O, in which case it additionally yields a ring
isomorphism; the more general form below immediately follows by tensoring the isomorphism with M,
which can be done because M is an O-module.

Theorem 2.12 (Chinese Remainder Theorem). Let 7, ..., 7, be any pairwise coprime (equivalently, co-
maximal) O-ideals, let T = [];_, Z;, and let M be any fractional O-ideal. Then the natural O-module
homomorphism

MJIM = P M/TiM
=1

is an isomorphism (which is efficiently computable and invertible given the L; and M).
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We next show several important consequences of CRT for our purposes. The following generalizes [LPR10,
Lemmas 2.14 and 2.15] and [BBPS19, Lemma 2.35] to arbitrary orders O and possibly non-invertible
(fractional) ideals Z.

Lemma 2.13. Let O be an order of a number field K, Q be an O-ideal, T and T’ be fractional O-ideals,
and suppose that (Z' : Z)(Z : Z') + Q = O. Then there exists t € (Z' : T) such that t(Z : ') + Q = O.
Moreover, such a t can be found in polynomial time given O, I, T', and all the prime (equivalently, maximal)
O-ideals that contain Q.

As a special case, a fractional O-ideal T' is invertible modulo Q if and only if there exists t € T’ such
that t(O : 7') + Q = O.

Proof. Let py,...,p, be the distinct prime (equivalently, maximal) O-ideals that contain Q. First we show
thatany ¢t € (Z' : 7) \ U;_, p:(Z' : Z) suffices. We have that t(Z : Z') + Q C (Z': Z)(Z : ') + Q = O.
Suppose for contradiction that the inclusion is not an equality. Then ¢(Z : Z') + Q C p for some maximal
(and hence prime) ideal p C O, which implies that ¢(Z : Z') C p and Q C p, so p = p; for some i. By these
inclusions, the fact that ¢t € (Z’ : Z), and the hypothesis that (Z' : 7)(Z : ') + Q = O, we have that

tetO=t((Z:0)Z:T)+Q) Cpi(T : T)+tQ Cp;(T' : 1), (2.2)

sot € p;(Z’ : Z), which contradicts the choice of .

Now, we show that such a ¢ exists and can be computed efficiently. First, note that (Z' : Z) # p;(Z' : 7)
for all 4.2 So, for each i, choose some non-zero t; € (Z' : Z)/p;(Z' : Z), and let t € (Z' : Z) be (an arbitrary
representative of) the preimage of (t1,...,¢,) € @;_,(Z' : Z)/p;(Z’ : ) under the isomorphism given by
Theorem 2.12 (which we can invoke here because the p; are distinct maximal ideals, and hence pairwise
coprime). Clearly, t € (Z' : Z) \ U;_, p:(Z' : Z), as desired.

For the special case, the ‘only if” part follows immediately by letting Z = O. For the ‘if” part, if such a
teT existsthen O =t(0: 7))+ Q CT'(O : T') + Q C O, so the inclusions are equalities, hence 7' is
invertible modulo Q. O

Lemma 2.14. Let O be an order of a number field K, Q be an O-ideal, ,T', T be fractional O-ideals, and
t € (Z': ) be suchthat t(Z : ') + Q = O. Then the function 0;: K — K defined as 6;(u) = t - u induces
an O-module isomorphism from (ZJ ) g to (' J)o.

Proof. That 6, induces an O-module homomorphism follows immediately from the fact that it is multiplication
by a fixed t € K. Now consider the function from Z.7 to (Z'J )¢ that is induced by 6;. Its kernel clearly
contains QZ .7, because ¢t € (Z' : 7), and is in fact equal to QZ.7, which may be seen as follows. If
u-t € QT'J forsomeu € ZJ,thenu-t(Z:7') C QT'J(Z:7') C QTJ. Because t(Z : ')+ Q = O, we
getthatu € uO = u(t(Z : 7') + Q) C QZJ, as desired. So, the function from (ZJ)g to (Z'J) g induced
by 6, is injective. It remains to show that it can be inverted, which also implies that it is an isomorphism.
Letv € Z'J be arbitrary. By hypothesis, ¢(Z : Z') and Q are coprime (in O). Therefore, by Theorem 2.12
we can compute some ¢ € t(Z : Z') such that ¢ = 1 (mod Q). Thenleta =c-v € t(Z : 7')T'J Ct1J,
and observe thata — v = (¢ — 1)v € QT'J. Letw = a/t € ZJ; then 6, (w) = a = v (mod Q7' J), so
w mod QZ.7 is the preimage of v mod Q7’7 . O
2This is by Nakayama’s lemma (see [Mat89, Theorem 2.2, page 8]), which says that if Z = p,Z, then there is an € O such that

r =1 mod p, (hence r # 0) and rZ = {0}. Since K is an integral domain, this implies that Z = {0} is the zero ideal, which we
have ruled out for the entire paper.
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Special case: bijective natural inclusions. For any lattices £ C £’ in K and set Q C OfNnoO~ containing
a nonzero element (so that both Lg and £, are well defined), the natural inclusion map Lo — L sends the
coset  + QL to the coset z + QL’. (This can be seen as the composition of an inclusion map and a natural
homomorphism.) The following lemmas give conditions under which maps of this kind are bijections.

Corollary 2.15. Adopt the notation of Lemma 2.14, and also assume that T C T" and (T : ')+ Q = O.
Then the natural inclusion map h: (ZJ)g — (Z'J)g is a bijection. Moreover, because (Z')Y C IV and
(2 :ZV) = (Z : T"), the same holds for the natural inclusion map ((Z')VJ)o — (ZVJ)o.

Proof. This follows immediately from Lemma 2.14, by letting ¢t = 1 € (Z’ : Z), which makes the O-module
isomorphism induced by 6; simply the natural inclusion map. O

The following shows that if the hypotheses of Corollary 2.15 hold, and we have a corresponding inclusion
for the ideals’ coefficient rings, then the coprimality condition also holds for the coefficient rings themselves
(thus yielding another bijective natural inclusion).

Corollary 2.16. Let £ C L' be lattices in a number field K, let O = OF and O’ = OF" denote their
respective coefficent rings with O C O', and let Q be an O-ideal such that (L : L") + Q = O. Then
(O0:0)+9=0.

Note that the converse does not hold: let £ = ¢£’' and Q@ = ¢O for some positive integer ¢; then
O=0"=(0:0),but(L: L") =q0=0Q.

Proof. Tt suffices to show that (£ : L") C (O : O'), because the latter is contained in O by Lemma 2.8. To
see this, observe that

(L:LYO =(L: L)L - LhYyC(L:LYC(L: L)L :L)C(L:L)=0,

where for the second inclusion we use the fact that 1 € (£ : £) because £ C L. O

2.6 Gaussians

To formally define Gaussian distributions over number fields, we need the field tensor product K = K ®q R,
which is essentially the “real analogue” of K/Q, obtained by generalizing rational scalars to real ones. In
general this is not a field, but it is a ring; in fact, it is isomorphic to the ring product R** x C*®2, where K
has s; real embeddings and sy conjugate pairs of complex ring embeddings, and n = s; + 2s2. Therefore,
there is a “complex conjugation” involution 7: Kr — KR, which corresponds to the identity map on each R
component, and complex conjugation on each C component.

We extend the trace to Ky in the natural way, writing Tr,, /g for the resulting R-linear transform. It turns
out that under the ring isomorphism with R*! x C*2, this trace corresponds to the sum of the real components
plus twice the sum of the real parts of the complex components. From this it can be verified that K is an
n-dimensional real inner-product space, with inner product (z, y) = Trg, /r(x - 7(y)). In particular, Kg has
some (non-unique) orthonormal basis b, and hence b¥ = 7(b).

Now let H be any n-dimensional real inner-product space (e.g., H = R™ or H = Kp) and fix an
orthonormal basis, so that any element x € H may be uniquely represented as a real vector x € R" relative
to that basis.
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Definition 2.17. For a positive semidefinite > € R™*", which we call the covariance matrix, the Gaussian
function p 52 H — (0, 1] is defined as p /5(x) := exp(—7x' - £~ - x) for x € span(¥) = ¥ - R" and
p \/i(x) := 0 otherwise, where X~ denotes the (Moore-Penrose) pseudoinverse. The Gaussian distribution
D /5 on H is the one whose probability density function (when restricted to span(X)) is proportional

to p /5"

When & = 2 - I for some r > 0 we often write pr and D, instead, and refer to these as spherical
Gaussians with parameter . (In this case, the choice of orthonormal basis for H is immaterial, i.e., any
orthonormal basis yields the same ¥ = 2 - L)

It is easy to verify that for any positive semidefinite ¥ and any matrix A € R™*"™, the distribution
A-D 55 =D /5, where ¥ = A -X- Al Itis also well known that the sum of two independent Gaussians
having covariances X1, X9 (respectively) is distributed as a Gaussian with covariance > + Y2. Therefore,
a Gaussian of covariance ¥ can be transformed into one of any desired covariance ¥’ = ¥, i.e., one for
which ¥’ — ¥ is positive semidefinite, simply by adding an independent compensating Gaussian of covariance
¥ -3

2.7 Extension Fields

For the material in Section 6 we need to generalize some of our definitions to number field extensions K’/ K,
where possibly K # Q. The (field) trace Tr = Tr /g0 K " — K is the function mapping any element
x € K' to the trace of the K-linear transformation on K’, viewed as a vector space over K, representing
multiplication by . (In more detail, fixing an arbitrary K -basis of K, every element of K’ can be represented
as a vector with entries in K, and multiplication by = corresponds to multiplication by a square matrix with
entries in K; the trace of x is the trace of this matrix.) We extend the trace to the real inner-product spaces Kp
and KR in the natural way, writing Tr K./ Ky for the resulting Kg-linear transform.

Leth = (by,...,b;) bea K-basis of K'. Its dual basis b = (bY ... b)) is defined so that Tr g/ (b;bY)
is 1 when i = 7, and is 0 otherwise. For a lattice £ in K', its dual lattice relative to an order O of K, also
called the O-dual of L for short, is defined as

E\/o = {.’L’ € K, : ’I‘I'K//K(l‘ﬁ) Q O}

Notice that this generalizes our prior definition of the dual lattice for K = @, whose only order is O = Z.
Also, it is easy to verify that if b is an O-basis of £, then b" is an O-basis of £V,

For a tower K" /K'/K of number fields extensions (i.e., K”/K' and K'/K are both number field
extensions), it is easy to verify from the definitions that the trace decomposes as Tr g/ = Trper/pc 0 Trgen jgcr.
Moreover, if ¢ is a K'-basis of K" and ¢ is a K-basis of K, then by definition and K’-linearity of Tr -~ K
we have (¢ ® ¢1)Y = ¢y ®¢.

Lemma 2.18. Let K" /K'/ K be a tower of number field extensions and O", O, and O be orders of K", K',
and K, respectively. Then (0")Vo' - (0')Vo C (O")Vo, with equality if O" is a free O'-module and O' is a
free O-module.

(Equality may hold more generally, but the above statement is all we will need in our application.)

13Note that the covariance of D is actually ¥ /(27), due to the normalization factor in the definition of p_.
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Proof. For the first claimed inclusion, observe that by the decomposition Tr /¢ = Trgerjpc 0 Trgen g,
K'-linearity of Tr /K> and the definition of dual lattice, we have that

TrK///K (O” * (O”)\/Ol M (Ol)vo) == T‘I‘K//K (TrKII/K/ (O/, N (O//)VO/) * (O/)VO)
C Tricic (0 (0)7) C O,

as needed.

For the reverse inclusion (under the additional hypothesis), let ¢, be a (finite) O’-basis of O”, and ¢,
be a (finite) O-basis of O'. Then &, ® ¢ is an O-basis of O, thus (¢2 ® ¢1)Y = & ® ¢} is an O-basis of
(O")Vo, and all of its entries are in the O-ideal (O”)Vo’ - (O')Vo. Therefore, (O")V0 C (O")Vor . (O')Vo,
as needed. ]

3 Generalized (Algebraic) Learning With Errors

In this section we define a generalized form of LWE and relate it to the various prior LWE variants. First, in
Section 3.1 we give a unified framework that encompasses all LWE variants (over commutative rings) that we
are aware of. Then, in Section 3.2 we show in particular how to obtain all “algebraic” forms of LWE over
number fields, including Ring-, Order-, and Poly-LWE, simply by parameterizing our generalized LWE by a
lattice in the number field.

3.1 Generalized LWE

Here we describe a general framework that captures all variants of Learning With Errors (over commutative
rings) of which we are aware, and is helpful in linking them together. Our starting point is the observation
that in all such problems, the secret s, public multipliers a, and their (noiseless) products s - a each belong to
a quotient Zo = Z/ QT (or its many-fold Cartesian product) for some respective fractional ideals T of some
common order O of a number field and a fixed “modulus” O-ideal Q. Moreover, the products are given by
some fixed Og-bilinear map on s and a. As a few examples:

* Ordinary LWE uses the Z,-bilinear inner-product map (-,-): Zq X Ly — Zg, where the secret,
multipliers, and products all are associated with the ideal Z = Z of the unique order O = Z in the
rational number field K = Q, and ¢ is an integer modulus.

* Ring-LWE uses the R,-bilinear multiplication map R(\Z/ X Ry — R(y, where the multipliers are associated
with the maximal order R = O of a number field K, and the secret is associated with the “codifferent”
fractional ideal R".

* Module-LWE interpolates between the above two cases, using the R,-bilinear inner-product map
(RY)* x R} — RY, where R and R" are as above.

A generalized LWE distribution is parameterized by:

1. an order O in a number field K and an O-ideal O;
2. suitable fractional O-ideals S, A, B = S A,

3. dimensions kg, k,, kp, and an order-three tensor 1" € O’SXk“Xkb, which induces an Og-bilinear map
T: Sg* X Agl — Bg’ defined as T'(3, @)¢ = >_, ; Tijesia;; and

4. an error distribution ¢ over K. ]g”.
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Informally, the associated computational problems are concerned with “noisy products” (@ < AS,I; R~

T($,d)) for some fixeds € S gs. Clearly, different choices of the tensor 7" and/or error distribution ¢ may
yield different distributions of noisy products.

Definition 3.1 (LWE distribution). Adopt the above notation. For s € § ks a sample from the distribution
A s, A4(3) over AIS x (Kr/QB)* is generated by choosing d < Ag’ uniformly at random, choosing
€ < 1, and outputting

(@, T(3,d) + & mod (QB)™).

For notational convenience, we also define the uniform distribution Ur s 4 = U(A’S x (Kr/QB)kv).14

Definition 3.2 (LWE problem, search). The search-LWEr s 4 4 ¢ problem is: given ¢ independent samples
from Ap s 4. (3) where 3 + Sk, find 3.

Definition 3.3 (LWE problem, decision). The decision-LWE7 s 4 4 ¢ problem is to distinguish between ¢
independent samples from either A7 s 4, (5) where 5 <— U(S gs) orUrs, A.

Discussion. Requiring S and A to be fractional O-ideals, and Q to be an O-ideal, for some common
order O—rather than just some arbitrary lattices in K—is without loss of generality. Given lattices S, A,
and Q, in order for Sg and Ag to be well defined (see Section 2.4.1), without loss of generality Q is an ideal
of both coefficient rings OF, OA, and hence of their intersection O as well. Then both S, A are fractional
O-ideals, because they are fractional ideals of OF, O (respectively), and hence of any common suborder as
well. (More generally, we may take O to be any common suborder of @S, O that contains Q.)

Using a tensor over Og to represent an Og-bilinear map Sgs X .Agl — Bg’ is also without loss of
generality, under the mild assumption (which is also needed for some of our reductions) that the ideals S
and A—and hence B = S A as well—are invertible modulo Q. That is, any bilinear map with such domain
and range can be represented by an order-three tensor over Og. To see this, first note that by Lemma 2.14, for
eachZ € {S, A, B} the Og-module Zg is isomorphic to Og. Because the latter module has a one-element
Og-basis {1}, the former also has a one-element Og-basis {gz} for some g7 € Zg, where gz = gsga.
This naturally extends to the “standard basis” of Ig, whose ith vector has g7 in its ith component and zeros
elsewhere. Using these bases, any bilinear map 7' can be uniquely represented as an order-three tensor T’
over Og by letting T;;, € Og be the (th coefficient (with respect to the standard basis) of T'(é;, €;), where
€;, €; are respectively the ith and jth standard basis elements of their modules. By Og-bilinearity of the map
and the fact that gz = gsg.4, it follows that this tensor induces the bilinear map.

3.2 Parameterizing by a Single Lattice

We now define a special case of generalized LWE that still encompasses all prior algebraic LWE problems
over number fields, including Ring-, Module-, Order-, and Poly-LWE. The key observation is that all of
these problems can be obtained simply by taking the secret to be over (the dual of'S) a certain lattice £ in a
given number field, taking the public multipliers to be over the lattice’s coefficient ring © = O, and using
a tensor corresponding to an identity matrix. Indeed, the first two of these simplifications are without loss
of generality under a mild assumption, by the reductions given in Theorems 4.1 and 4.5 (see Remark 4.6).

“Note that the contents of T' are not used in the definition of Ur s, 4, but its modulus Q and dimensions kq, k, are. So, for
consistent notation between the two kinds of distributions, we include 7" as a subscript for both.

5We take the secret from the dual lattice for technical reasons that simplify the correspondence with prior problems like Ring- and
Order-LWE, and the reductions between £-LWE problems for different choices of the lattice L.
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Moreover, taking £ = O itself to be an order is especially advantageous for reductions from Ring-LWE and
Order-LWE (as shown in Section 4.3), and to Middle-Product LWE (as shown in Section 5).

Definition 3.4 (L-LWE problem). Let £ be a lattice in a number field K, O = OF be the coefficient ring
of £ (and of L), 1 be a distribution over Kg, Q be an O-ideal, and k be a positive integer. Let T € OZXkX !
be the order-three tensor whose single & x k layer is the identity matrix. The (search or decision) .C—LWE'“Q%Z

problem is then simply the (search or decision, respectively) LWEr ov o 4 ¢ problem, i.e., with A = O and
S=B=1L".

We often omit £ when k£ = 1; in this case, we have s € Eé, a € Og, and a sample from the distribution
A7 rv.0.5(s) has the form (a,b = s - a + e mod QLY).

Let us now see how the above definition strictly generalizes all prior algebraic LWE variants defined over
number fields or polynomial rings. For simplicity, take k = 1 (taking k£ > 1 simply yields the “Module”
analogues). Recall that if £ is some order O of K or its dual OV, then O% = O. Therefore, by taking £ = O
to be the full ring of integers (i.e., the maximal order in K'), we get the Ring-LWE problem as originally defined
in [LPR10], and by taking £ = O to be an arbitrary order we get Order-LWE [BBPS19].16 Alternatively,
by taking £ = OV when O = Z[a] for some a € O, we get the (primal) Poly-LWE problem [RSW138],
which does not involve any dual lattices (hence the choice of £). As we will see in Section 5, the “dual”
formulations (i.e., O-LWE for orders O) have advantages over the “primal” formulations in terms of simplicity
and tightness of reductions. Finally, by taking £ to be neither an order nor the dual of an order, we get other
problems that are not covered by any of the prior ones.

4 Generalized LWE Reductions

In this section we give a modular collection of tight, “minimal” reductions between various instantiations of
generalized LWE. Each reduction alters a subset of the parameters, changing:

1. the ideals S, A (Section 4.1);

2. the order O in the number field (Section 4.2), including the special case of changing the lattice £ in
L-LWE (Section 4.3);

3. the tensor 7" (Section 4.4); or

4. the number field K over which all the other parameters are defined (Section 4.5),
with no loss in hardness of the associated LWE problems. Moreover, almost all of the reductions establish
tight equivalences between problems, i.e., reductions in both directions. In later sections, we will obtain our

main results for Order-LWE, Middle-Product LWE, etc., by suitably composing these individual reductions as
building blocks.

6]n “dual” Order-LWE as defined in [BBPS19], the domains of the secret s and the multipliers a; are, respectively, O¢g and (’)é,
which are swapped relative to our definition of O-LWE. However, as shown below in Corollary 4.3, the two problems are tightly
equivalent (with the same error distribution), under a mild condition that is also needed for other reductions. This generalizes a
similar observation made in [LPR10], that all Ring-LWE variants having the same product of the domains of s and a;, and the same
error distribution, are tightly equivalent.
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4.1 Changing the Ideals

In this section we give reductions that map from one choice of the fractional ideals S, A to another, while
preserving the tensor 7', error distribution ), and number of samples.

Our first theorem shows that without loss of generality, the entries of @ may be chosen from Og instead
of Ag (with a corresponding change to the domain of the entries of §) when A is invertible modulo Q;
recall from Section 2.4.2 that this is the case for all fractional ideals if Q is coprime to the conductor ideal
(O : Ok). This transformation is tight in all respects and reversible, so in fact it yields an equivalence between
LWET s 4.4, and LWEp s/ 4/ 4 ¢ (in either their search or decision forms) whenever A, A’ are invertible
modulo Q, and AS = A’'S’ (see Corollary 4.3).

Theorem 4.1. Let O be an order in a number field K; S and A be fractional O-ideals with B = SA; QO
be an O-ideal; kg, kq, and ky, be positive integers; T € O’SXk“Xkb be an order-three tensor; and ) be a

distribution over Kﬂgb. If A is invertible modulo Q, then there is a polynomial-time computable and invertible
deterministic transform that, given all the prime (equivalently, maximal) O-ideals that contain Q:

1. maps distribution Ut s A to distribution Ur g o, and

2. maps distribution Arp s 4.4 (3) to distribution App o (3'), where 3 = h(S) for some O-module
isomorphism h: Sg — Bog.

In particular, (search or decision) L\WEr s 4 y ¢ is deterministic polynomial-time equivalent to (search or
decision, respectively) \WET g © 4 4, for any L.

Remark 4.2. We stress that for efficiency, the reduction needs to be given all the prime (O-ideals that contain Q.
These are a subset of the prime ideals p that “lie over” some prime integer divisor p € Z of the index
Q=10/9| € QNZA(.e. pNZ = pZ), which themselves may be easy to compute for certain choices of Q
and O. This is because for any prime O-ideal p O Q O QO, wehave p NZ O QO NZ = QZ, so p must lie
over some prime divisor p of Q).

Proof. Since A is invertible modulo Q, Lemma 2.13 says there exists a polynomial-time computable ¢t € A
such that t(O : A) + Q@ = O. Then by Lemma 2.14, the function 6;(u) = t - u induces the O-module
isomorphisms g: Og — Ag and h: Sg — Bg, where in both cases we invoke the statement with Z = O
and 7' = A, and for g we let 7 = O and for h we let 7 = S.

The claimed transform is as follows: for each input sample (@, b) € AIS x (Kr/QB)k, we output

. —1/=\ 7 7 ko
(@ =g '(d@),0 =b) € OF x (Kr/QB)"
where g~! is evaluated coordinate-wise on the vector @. It is clear that this maps uniformly random d to
uniformly random @’, because g is a bijection. And obviously, the distribution of ¥’ is identical to that of b.
To complete the proof, it suffices to show that T'(3,d) = T'(s,d’), where 8’ = h(S). By linearity, it is
enough to show that s - a = h(s)g~!(a) forall s € Sg and a € Ag. Note thata =t - g~'(a) + Q.A and
h(s) =t- s+ QB. Therefore,
sca+QB=s-(t-g '(a) + QA) + OB
=t-s-g '(a)+ OB
= (t-s+QB)-g '(a)+ OB
= h(s)-g (a) + OB.
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For the claimed equivalences between LWE problems, simply apply the above transform or its inverse
to each LWE sample. For the search problems, we may recover 3 from §’, and vice versa, via h~! or h,
respectively. O

Corollary 4.3. Adopt the notation from Theorem 4.1, and let S', A’ be fractional O-ideals with S' A’ =
B = SA. If both A, A are invertible modulo Q, and all the prime (equivalently, maximal) O-ideals that
contain Q are known, then (search or decision) \WET s 4. ¢ is deterministic polynomial-time equivalent to
(search or decision, respectively) L\WET s/ a7 4 4, for any L.

Proof. By Theorem 4.1, both problems are deterministic polynomial-time equivalent to L\WE7 50 0. [

The next simple theorem shows that we can replace S and B with appropriately related super-ideals.
Because this transformation may discard information by reducing modulo a “denser” lattice, it is typically not
reversible, though under certain conditions it can be.

Theorem 4.4. Let O be an order of a number field K; S C S, A, B = SA C B = S§'A be fractional
O-ideals; Q be an O-ideal; ks, k., and ky, be positive integers; T € OS’Xk‘ZXk” be an order-three tensor;

and v be a distribution over Kﬂgb. Then there is a polynomial-time deterministic transform that:
1. maps distribution Ut s 4 to distribution Ut s 4, and
2. maps distribution At s 4.4(3) to distribution At s 4.4 (8'), where 8 = § mod QS'.

In particular, there is a polynomial-time randomized reduction from decision-\WEr s 4. ¢ to decision-
LWET s 4,0, for any L.

Moreover, if the natural inclusion map Sg — Sé is a bijection (see, e.g., Corollary 2.15), then the
reduction can be made deterministic, and also extends to the search versions of the problems. In addition, if
the natural inclusion map Bg — B/Q is a bijection and 1 is discrete over B*, then the above deterministic
reductions are a polynomial-time equivalences.

Proof. The claimed transform is as follows: for each input sample (@, b) € Alg x (Kr/QB)*, we output
(@ =a, b =bmod (QB)") € A x (Kr/QB)"

Trivially, this transform maps uniformly random @ to uniformly random d’. Also, since QB C QB/, the
transform sends uniformly random b to uniformly random v.

To complete the proof, it suffices to show that 7'(3,d@) = T'(3',d) (mod OB’). By linearity, it suffices
that s-a = s’ - a (mod QB') forall s € Sg and a € Ag, where s’ = s mod QS’. This follows immediately
from the fact that a € Ag and B’ = S’ A.

The claimed reductions follow immediately by applying the above transform to each LWE sample, and (if
necessary for the decision-to-decision reduction) re- randomizing the secret 8’ in the standard way, by choosing
a uniformly random 7/ € (S’Q) ¢ and changing each sample (d ( V) to (@, b + T(%’ d')). Moreover, when
the natural inclusion map Sg — S, is a bijection, note that ' is uniform over (Sg, )k because F is uniform
over S so the reduction is deterministic (re-randomization is not needed), and (for the search problems) we
may recover § from §' simply by applying the inverse of the natural inclusion map. Finally, when additionally
the natural inclusion map Bg — By, is bijection and 1 is discrete over B, the b are over B o so the above
transform itself is efficiently invertible, hence the problems are equivalent. O
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4.2 Changing the Order

In this section we show a reduction (which in some cases is an equivalence) between generalized LWE
problems defined over orders O C (O’ of the same number field, for appropriately related ideals and tensors
T" = T mod QQ'; the error distribution and the number of samples are preserved.

Theorem 4.5. Let O C O be orders in a number field K; S and A be fractional O-ideals with B = SA;
S'=08 A=04andB =8A =0B; Qbean O-ideal with Q' = 0'Q; T € O *** be an
order-three tensor for positive integers ks, ko, and ky,; and i) be a distribution over Kﬂgb. If(O:0)+9=0,
then there is a polynomial-time deterministic transform that:

1. maps distribution Ut s, A to distribution Ut s a1, and
2. maps distribution A1 s A.(3S) to distribution A s/ a1 ,(S") where s = 3 mod (Q'S’ )Es,

where T' = T mod Q', which is in (O’Q,)k&'x’““x’“b. Furthermore, if B' = B, or 1 is discrete over B*, then
the transform is also polynomial-time invertible.

In particular, there is a polynomial-time deterministic reduction from (search or decision) \WEr s 4.y ¢ to
(search or decision, respectively) \WE7 s/ 1 4 ¢ for any £, and when the above transform is polynomial-time
invertible, the problems are polynomial-time equivalent.

Proof. In all that follows, keep in mind that for any fractional O’-ideal Z’, we have Q' = QO'T' = QT',
and thus Z,, = Zgy. By Corollary 2.15, the natural inclusion maps Og — Og/, Ag — Ay, Sg — Sirs
Bg — By, are bijections, where we invoke the statement with the order O and the fractional O-ideals Z = O
and 7' = O’ in all cases, and with 7 = O, A, S, B, respectively.

The claimed transform is as follows: for each input sample (a, l;) € AIS x (Kr/QB)*, we output

(@ = dmod (Q A, =bmod (QB)") € (Ay )k x (Kr/Q'B)k

It is clear that this transform maps uniformly random a to uniformly random d@’, since the natural inclusion
map Ag — A’Q, is a bijection. Also, since QB C Q’'B, the transform sends uniformly random bto uniformly
random U/

To complete the proof, it suffices to show that 7'(3,d) = T'(s',d’) (mod Q'B’). By linearity, it
is enough to show that for all s € Sg, r € Og (representing an entry of 7)), and a € Ag, we have
sr-a=s-r"-a (mod QB')where s’ =s+ QS ,r"=r+Q,andd =a+ QA Indeed,

S'T'G+Q/B/:(S+Q/S/)'(r—f—Q/)'(G/+Q/.A/)+Q/B/:S,'T/'a/‘i‘Q/B,.

To see that the transform is polynomial-time invertible (under one of the additional hypotheses), first
recall that the natural inclusion map Ag — A’Q, is a bijection, and therefore efficiently invertible. Thus, it
suffices to show that the modular reduction & = b mod (Q'B')* is efficiently invertible. This is the case if
B' = B, because Q'B = QO'B = OB’ = QB and hence ' = b. Alternatively, if ¢ is discrete over B*,
then each entry of bis mapped to the corresponding entry of v by the natural inclusion map Bo — BQ,,
which a bijection, as already noted.

The claimed reductions between LWE problems follow immediately from the above transform and its
inverse (when applicable), simply by applying them to each LWE sample. For the search problems, we can
recover s from 3’ (or vice versa) using the inverse (or the forward direction, respectively) of the natural
inclusion map Sg — S O
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Remark 4.6. Theorems 4.1 and 4.5 imply that the specific choices of order and ideals in the definition of
L-LWE (Definition 3.4) as an instantiation of generalized LWE are canonical ones, under mild conditions.
Specifically, by Theorem 4.1, a generalized LWE instantiation over an order O is equivalent to one where
A = O and § is some fractional O-ideal (assuming all the prime O-ideals containing Q are known). Letting
O’ = ©% D O, by Theorem 4.5 this instantiation is equivalent to one over @’ with A’ = O’ A = ¢’ and
§' = O'S = S, which are exactly the choices made in £-LWE with £ = S". Note that a sufficient condition
to satisfy the hypotheses of Theorems 4.1 and 4.5 is (O : Og) + Q = O, because then any invertible O-ideal
is invertible modulo Q by Lemma 2.11, and because (O : Ox) C (O : O').

4.3 Changing the Lattice in £-LWE

As a straightforward corollary to Theorem 4.5 we get the following efficient, deterministic reduction from
L'-LWE to £-LWE, under mild conditions on the lattices £ C £’. Notice that, while the hypothesized
containments of the lattices and their coefficient rings syntactically match those of the preceding results,
the reduction actually goes in the opposite direction, from a “denser” order O’ = Of toa “sparser” one
O = OF C O©'. A main case of interest is when £ = O and £ = O’ are themselves orders; the theorem
then says that hardness of Order-LWE over O'—and in particular Ring-LWE, where (' is the full ring of
integers—implies hardness over suborder 0.V

Theorem 4.7. Let L C L' be lattices in a number field K, O = OF and O = OF be their respective
coefficient rings with O C O', Q be an O-ideal such that (L : L") + Q = O, Q' = O’ Q, 1) be a distribution
over KR, and k be a positive integer. Then there is a polynomial-time deterministic reduction from (search or
decision) L' -LWEkQ/ﬂM to (search or decision, respectively) E-LWE]“QM o for any L. Moreover, if 1 is discrete
over (L)Y, then the problems are polynomial-time equivalent.

Proof. We proceed in two steps, by composing the “reverse” direction of Theorem 4.5 with Theorem 4.4.
First, (O : O') + Q = O by Corollary 2.16. Invoke Theorem 4.5 with orders O C O’ and A = O, S =
B = (L)Y (which is a fractional O-ideal because it a fractional O’-ideal), making A" = O’ A = O’ and
§'=0'S =8, and hence B' = &' = § = B. This yields a deterministic polynomial-time equivalence
between (search or decision) £/-LWE¥ e = LWET (pr)v or 4 ¢ and (search or decision, respectively)
LWE% (LY 0,00 where T" and T respectively correspond to k-by-k identity matrices over (’)’Q, and Og.
Next, because (£ : £') + Q = O, by Corollary 2.15 the natural inclusion map (L) — L is a bijection.
So, Theorem 4.4 gives a deterministic reduction from LWE%( L)V, 0,p,0 1O (search or decision, respectively)
LWE7r £v.0.p.0 = L-LWEg 4 ¢, as desired. Moreover, if ¢ is discrete over (£')", then again by Theorem 4.4
the problems are polynomial-time equivalent. O

4.4 Changing the Tensor

We now give a reduction from one generalized LWE problem to another, when their associated tensors are
suitably related by multiplication with appropriately invertible matrices. In particular, the reduction is even
error preserving when a certain one of those matrices is the identity.

Theorem 4.8. Let

"We remark that [RSW18, Theorem 4.2] proves a similar result for any order O C O, under the hypothesis (O : O )+ Ox Q =
Ok (among others). By [Con09, Theorem 3.8], this hypothesis is equivalent to ours for this choice of orders, so our result is strictly
more general than the one of [RSW18].
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* O be an order in a number field K, and S and A be fractional O-ideals with B = S A;

e T c OkSXk“Xkb andT' € C’)k xka
O- ldeal Q;

e Se Ok; “ks A€ (’)k“x% and B € OFv*kv pe matrices where A and B are right invertible over Og
and K (respectlvely) and Zje Tije Ajj Beg =3 . T 1jrr Sivi for all i g’ 0 and

xk; T
® be tensors over Og for positive integers kg, kq, ky, ki, kl,, kj and

s "Var

* %) be a distribution over KR”.
There is a polynomial-time randomized transform that:
1. maps distribution Ut s 4 to distribution U s 4, and
2. maps the distribution At s A.(3) to Arr s 4,4(3"), where ' = Bip and §' = S3.

Furthermore, if A is square (and hence invertible), the transform is deterministic.

In particular, there is a polynomial-time randomized reduction from decision-L\WET s 4 4 ¢ to decision-
LWE7 5 4,4 ¢ for any £, and similarly for the search problems if S is left invertible (over Og). Furthermore,
when A is square, there is a deterministic decision-to-decision reduction if S is right invertible, and similarly
for search-to-search if S is invertible.

Proof. First, let v: .Ag" — A’S be defined by v(d’) = A@’. This map is surjective because A is right
invertible, and a basis of its kernel (which is a finite group) can be computed in polynomial time using the
techniques referenced at the start of Section 2. Therefore, we can efficiently sample uniformly from v~ (),

/
and such a sample is uniformly random over Ag‘ when d is uniformly random over AIS. Furthermore, notice
that when A is square, v~ (@) is unique, so we can deterministically sample from it.
The claimed transform is as follows: for each input sample (d, b) € AIS x (Kr/QB)*, we output

(@« v'(@), ¥ = Bb) € Al x (Kr/QB)"

As already observed, this maps uniformly random @ to uniformly random d’. Tt also maps uniformly random
be (Kr/ QB)’% to uniformly random &' € (Kg/QB)", because multiplication by B is a surjective map
from Kp " to Ky 5 (since B is rlght invertible over K), and B(QB)*» = (QB)".

It remains to show that if b = T'(3,d@) + & mod (QB)* for some & < 1, then b/ = T'(3,d) +
¢ mod (QB)¥ where & = BE. To see this, observe that for any index ¢ of ¥/,

b/gl = Z Byby = Z Bg/g(njg 8iaj + eg)
4 i7.j7e

= Z By Tije si Ajjr ay + ey
"j?j/ Z

= Z e S i Si a‘/]'/ + 62/

4,5

= Z ]—I;/j/e/ S;/Q‘Ij/ + 62/
il5

= TI(S 6 )gl =+ 661,

as desired.
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For the claimed reductions, note that it may not suffice to simply apply the claimed transformation to
each input sample: while ' is uniformly distributed when S is right invertible, it may not be otherwise. This
is easily addressed by the standard technique of re-randomizing the secret, choosing a uniformly random
mes %’ and transforming each sample (@', V) to (@', 0/ + T"(#,@')). This preserves the uniform distribution,
and for LWE samples it maps any secret §' to a uniformly random secret 3’ + 7.

The above establishes the claimed reductions between the decision problems. For the claimed reductions
between the search problems, apply the above transform, and given the secret s’ for the resulting samples,
simply compute the original secret as 3 = ST5, where ST is a left inverse of S. O

Remark 4.9. Theorem 4.8 can be used to reshape the error distribution in a generalized LWE problem
by a factor of any ¢t € O that is invertible modulo Q, i.e., for which there exists some v € O such that
t-u =1 mod Q. This is equivalent to the condition that tO and Q are coprime, i.e., tO + Q = O. In this
case, we can set B = tI, A = ul, and S = I to obtain a reduction between generalized LWE problems in
which the error distribution is multiplied by ¢, and all the other parameters are unchanged.

4.5 Changing the Number Field

In this section we show an equivalence between generalized LWE problems over number fields K C K’
and orders O C K, O’ C K’ of different degrees, for suitably related ideals and tensors. Despite the rather
technical nature of the theorem statement, the core idea is fairly straightforward. Let 7" be an order-three
LWE tensor over O, where Q" = O0’Q for some O-ideal Q, and recall that it represents some bilinear map
on a secret and a multiplier. Furthermore, suppose that the input and output domains of 7" (as a bilinear map)
are free O-modules with some known bases. Then 7" is equivalent to a larger order-three LWE tensor T’
over Og, simply by representing the inputs and output in their respective O-bases, and replacing each entry
of T" with the block representing multiplication by that entry (also relative to those O-bases). Formally, this
expansion is done by letting 7" be the entry-wise trace of the order-three Kronecker product 77 ® C, where C
is the Kronecker product of the input bases and the dual of the output basis.

Theorem 4.10. Let
* K'/K be a k-dimensional number field extension with Tr = Tr K}/ Ks (which, to recall, coincides with
Trir/x on K'), with O an order of K and O an order of K';
e Q be an O-ideal with Q' = O'O;
o« M, M, M = Aﬁlgﬂjlfz be fractional O'-ideals that are also rank-k free O-modules with respective
known O-bases bs, by, by (which hence are K -bases of K'), each with index set [k);
* S, A, B = SA be fractional O-ideals and 8’ = SM;, A' = AM., B' = BM) = S’ A’ be the

corresponding fractional O'-ideals;

* ki, ky, kj be positive integers, with ks = ki, - k, ko =k, - k, and ky = ky, - k;

e T € ((9’Q,)]“‘g ko XKy be an order-three tensor over Og andT = Tr(T'®C) € (’)’S *kaxkv be the entry-
wise trace of the order-three tensor T' @ C having index set [k, - k| x [k, - k] x [ky - k| = [ks] x [kq] X [k
(see Section 2.1), where C = 55 ® l;a & 5,\)/ 18 and

« o' be a distribution over (K} ).

BNote that T € OIE;X’““X}% because by is an O-basis of (M})V©, and hence each element of T = Tr(T’ ® C) is in
Tr(Og MM, (M})VO) C Tr(Jor) C Og, where J = My, (M;,)Ve.

24



Then there is a polynomial-time computable and invertible transform that:

1. maps distribution U s g to Ut s 4, and
2. maps distribution A s gy (3') to Ars a4.4(8), fors =Tr(s' ® bY) and 1 = Tr(¢/ @ I;X)

In particular, (search or decision) L\WE7 s/ a1 ¢ is polynomial-time equivalent to (search or decision,
respectively) L\WET s 44 ¢, for any £.

Proof. We begin by showing that the bases 55, I;a, l;b yield a number of polynomial-time computable bijections,
which we utilize throughout the proof. We show this in detail for I;S; the reasoning for Ea and Eb is similar.

Note that because 58 is an O-basis of a lattice in K, it is also a K -basis of K’, and a Kg-basis of Kﬁ%{- In
particular, the function : Kf — KE defined by ¢(z) = Tr(x - bY) is a bijection with inverse Z — (Z, bs),
and these also induce bijections between K’ and K*. Furthermore, since S’ = SM., it follows that ¢ maps
surjectively (and hence bijectively) from S’ to S*: for if 2 € S’, then

Tr(e-BY) € § - TH(MEY) = 5 - OF = &%,

and if 7 € S¥, then o~ 1(Z) = (Z,b) € SM’, = &'. Similarly, p maps bijectively from Q'S’ = QS’ to
(QS)¥, simply by K -linearity of ¢.
The claimed transform is as follows: given a sample (@', ') € (A’Q,)k@ x (Kf/Q'B')¥s, we output

-

(@="Tr(@®b)), b="Tr(t @ b)) € Ay x (Kp/QB)*

By what we showed in the previous paragraph, Tr( ® bV) simply extracts the coordinate vector (relative
to bg) of each entry of d’, and similarly for Tr(b’ ® bV) Therefore, the maps from @’ to d, and from Vtob,
are bijections between their respective domains, and hence preserve the correspondlng uniform distributions.

To establish the second part of the claim, it suffices to show that Tr(7" (3, ) ® bv) T($,d), where
recall that 3 = Tr(3 @ bY). Also recall that T = Tr(T” ® C) where C' = by ® b, ® by, and that we can
index T' by ((¢/,1), (5, 7), (¢, £)) where (i, j',¢') is an index of T”, and 4, j, ¢ € [k] are respectively indices
of by, by, l;g/ By definition, we have

-

T iyirye0) = Te(Tijopr - (bs)i(ba) (0)e)-
Also, s and a are indexed in a similar way, where
Sy = Tr(8h - (bY):) and Gy = Tr(@ - (B));).

Therefore, by K -linearity of Tr and the definition of the dual basis, for any index (¢, ¢) we have

TEden = Y, Twawawes 3w GG

— ZTr<T, o (Z(b ) Tr(3 )(Z - (by); ))@)z)

7

= ZTI' e 6;/ . (bz/)[)

= Tf(Tl(glﬁ/) (B)e) = T (T'EF @) @ B)) 1 .
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as desired. Finally, the transform is polynomial-time invertible because the maps applied to @’ and V are, by
taking linear combinations with b, and by, respectively.

For the claimed equivalences between LWE problems, simply apply the above transform or its inverse to
each sample. For the search problems, we may efficiently recover 5 from &, or vice versa, via the bijection ¢
or its inverse (from the start of the proof). ]

5 Hardness of Middle-Product LWE

Rosca et al. [RSSS17] introduced the Middle-Product LWE (MP-LWE) problem and gave a hardness theorem
for it, by showing a reduction from a wide class of Poly-LWE instantiations—and by extension, Ring-LWE
instantiations [RSW18]—over various polynomial rings of the form Z[a] = Z[z]/ f(z) for f(x) satisfying
mild conditions.

In this section we give a reduction that, when combined with our reduction from Theorem 4.7, subsumes
the prior Ring-/MP-LWE connection in the simplicity of its descriptions and analysis, and in its error expansion
and distortion (see Figure 1). These advantages arise from our use of O-LWE as an intermediate problem,
and in particular its use of dual lattices, in contrast to the entirely “primal” definition of Poly-LWE.

5.1 Middle-Product LWE

Middle-Product LWE can be seen as an instance of generalized LWE, as follows. The d-middle-product
operation takes two polynomials of certain degree bounds, multiplies them together, and outputs only the
“middle” d coefficients of the product. More specifically, the product of two polynomials respectively having
degrees < n + d — 1 and < n has degree < 2n + d — 2; the middle-product discards the lowest and highest
n — 1 coefficients, and outputs the remaining d coefficients. Middle-Product LWE is concerned with random
noisy middle products with a secret polynomial over Z, for an integer modulus q.

To see this as an instantiation of generalized LWE, take the trivial number field K = Q with its unique
order O = Z, and take ideals S = A =B =7Z. Let ks, = n + d — 1 and k, = n, and respectively identify
Sé“s = Z’;+d_1 and Ay = Zy with Zq<”+d_1[ac] and Z3"[x] (the Z;-modules of polynomials of degrees

< n+d—1and < n, respectively), via the bases § = (1,z,...,2"" ) and d = (2", 2" 2,...,1).
(Basis d is in decreasing order by degree for reasons that will become clear shortly.) Finally, let k, = d and
identify Bf» = Z2 with 2"~ ! - Z5%[z] via the basis b = (z"~*, 2", ..., z"T42),

The middle product is a Z,-bilinear form M : Z];S X Z’;a — Zgb that is represented by the order-three
tensor M (which is indexed from zero in all dimensions) defined by

1 ifi=44¢
M,y = 5.1
it { 0 otherwise. 1)

This is because s; - a; = ' - 2”177 = x(=D+(=7) which equals b;_; if 0 < i — j < d, and vanishes
under the middle product otherwise. Therefore, the “slice” matrix M;.. (obtained by fixing the ¢ coordinate)
is the n x d rectangular Hankel matrix defined by the standard basis vector e; € Z"t¢~1 which is 1 in
the ¢th coordinate and zero elsewhere (again indexing from zero).”® Importantly, these M,.. slices form the
standard basis of all n x d Hankel matrices, so we refer to M as the “Hankel tensor.” With these observations,
Middle-Product LWE is simply the following instantiation of generalized LWE.

Recall that a matrix H is Hankel if each entry H; is determined by j + ¢ (equivalently, it is an “upside down” Toeplitz matrix).
So, an n x d Hankel matrix is defined by an (n + d — 1)-dimensional vector whose ith entry defines the entries H, fori = j + .
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Definition 5.1 (MP-LWE problem). Let n,d, q be positive integers and v be a distribution over R%. The
(search or decision) MP-LWE,, ; ; . ¢ problem is simply the (search or decision, respectively) LWE; 7.7 ¢
problem, where M is the order-three tensor from Equation (5.1).

The above definition is specialized to the (unique) order Z of the rationals (Q, to match the definition given
in [RSSS17]. However, it and Theorem 5.3 below generalize straightforwardly to other orders O of number
fields K; see Remark 5.4.

We point out that MP-LWE becomes no easier as d decreases (and the corresponding final coordinate(s)
of the error distribution are truncated), because the degree-(n + d — 2) monomial of the secret can affect only
the monomial of the same degree in the middle product. Therefore, dropping the latter just has the effect of
dropping the former. In the tensor M, this corresponds to removing the “slices” M, 4_2).. and M..4_1),
which yields the tensor for parameters n and d — 1.

5.2 Reduction

We start by recalling the notion of a power basis.

d—l)

Definition 5.2. For an order O, a power basis is a basis of the form p = (xj)ie[d] =(1,z,2% ... 2 for

some z € O.

Theorem 5.3. Ler d < n be positive integers, O be an order of a degree-d number field K having a known
power Z-basis p = (27) jeldp ¥ be a distribution over Kg, and q be a positive integer modulus. There
is a polynomial-time randomized reduction from (search or decision) O-L\WE, y, ¢ to (search or decision,
respectively) MP-LWE,, 4 4y ¢, where ¢' = Tr g, (¥ - D).

Proof. The reader may wish to focus first on the special case d = n, in which case the matrix A constructed
below is the identity matrix, and can be ignored.

First, because P is a Z-basis of O and 3" is a Z-basis of OV = O - OV, by Theorem 4.10 we have a
polynomial-time deterministic reduction from (search or decision) O-LWE, ,, s = LWE; ov 0 4,4.¢ to (search
or decision, respectively) LWEr 7 7 4 ¢, where Tj;p = Tr(p;/pjpg) S ZngXd for Tr = Trg /. Observe that
each “slice” T;.. is a d x d Hankel matrix, because p;p; = 27+¢ depends only on j + £. As we show next, this
is the key property allowing us to relate 7" to M.

To complete the reduction to MP-LWE, we use Theorem 4.8 by exhibiting a suitable relationship between
the d x d x d tensor T and the (n + d — 1) X n x d middle-product tensor M. Specifically, we will show

that for suitable matrices A € ngn, S e Zg"ﬂl*l)m (and B € Z%*? being the identity matrix),
Z Tijo Ajjr = Z Mg Sy . (5.2)
j i

First, extend the power Z-basis § = (27) je@ of Otop = (27 /) j'€[n+d—1)» by including more powers of =
if necessary. Define the matrix A ;;; = Tr(p]v : p;/) € ngn, which is right-invertible because its left-most d
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columns form the d x d identity matrix. Now, the left-hand side of Equation (5.2) is

/
Ej’@’ = Z CTZ]E’AJJ’
J

= Tr(p)pipe) - Tr(p) - Ply) (definition of T and A)
j
—Tr (p;/ (3 T - p)) .pg,) (Q-linearity of Tr: K — Q)
j
=Te(p) -y - pe) = Te(p) - a7 ™). (duality, definition of 7 and 7)

Observe that each “slice” TZ’ is an n X d Hankel matrix. So, we can factor 7" as the middle-product
tensor M times a suitable matrix S: each slice 7} can be written as an (efficiently computable) Z,-linear
combination of the slices M;.., because these latter slices form the standard basis for the n x d Hankel
matrices over Z,. More formally, defining S € Z((]ner_l)Xd by S;; = Tr(pl, - p)), by definition of M we
have TZ’J, o = 2 My jrpSy; for all i. Furthermore, S is left-invertible, since its first d rows form the d x d
identity matrix.

To conclude, we have satisfied Equation (5.2) with suitable A and S, and hence Theorem 4.8 yields
a polynomial-time randomized reduction from (search or decision) LWE7 7 7 4, to (search or decision,
respectively) LWE 7, 7.4 ¢ = MP-LWE,, g 4 4 ¢, as claimed. ]

Remark 5.4. Our definition of MP-LWE as an instantiation of generalized LWE, along with Theorem 5.3,
naturally generalize to orders O # Z of number fields K # Q. Specifically, we define MP-LWE© ,.4,0,4.¢
as LWE 0, 0,40, Where M € (’)(Q"er_l)X"Xd is the order-three Hankel tensor whose entries are given by
Equation (5.1).

Letting K’/ K be a degree-d number field extension and OO’ be an order of K that has a power O-basis p,
notice that 0’ is a free O-module of rank d with basis p, and (O’)Y is a free O-module of rank d with
basis V. So, O’ = OO’ and (O')Y = (O')VoOV by Lemma 2.18 (for the tower K'/K/Q and orders
O, O, Z). Therefore, the statement and proof of Theorem 5.3 straightforwardly generalize: first, Theorem 4.10
with M/, = O’ and M/, = (O’)"© gives a polynomial-time deterministic reduction from O’-LWEg o =
LWEl,(O’)V,O/,Q,w/,E to LWE@@V()#,I where Tl'jg = TI‘K//K(p;/pjpg) S Og(dXd and ¢ = 'j[‘l'[(-]§§/1<-JR (w’ f))
Then, Theorem 4.8 gives a polynomial-time randomized reduction to MP-LWEp ,, 4.0, ¢-

5.3 Managing the Error Distribution

The reduction described in Theorem 5.3 reduces O-LWE with error distribution v to MP-LWE with error
distribution ¢ = Try, /R(w - p) over R, where p is some power Z-basis of O. However, we ultimately
want a reduction from many O-LWE problems to a single MP-LWE problem, so we need to further control
the resulting error distribution. To this end, we consider the usual case where 1) is a Gaussian distribution
over KR, in which case it turns out that 1) is a Gaussian whose covariance is related to the Gram matrix of p.
Moreover, by a standard technique we can add some independent Gaussian error having a compensating
covariance to arrive at any desired target covariance that is sufficiently large.

Throughout this section, we use the following notation. Let Tr = Trp, /g, and given a basis p
of O, let P = Tr(p - 7(P)) denote the (positive definite) Gram matrix of B, whose (i, j)th entry is
(pi,p;) = Tr(pi - 7(p;)). Fix some orthonormal R-basis b=7(b") of Kg, and let P, = Tr(b- 7). Then by
R-linearity of 7 and trace, we have

P = Te(5- 7(p)") = Tr(p- 7((B") - Te(5- 7)) ) = Tu(F - ") - Te(b - F') = P} Py .
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For a real matrix A, let

JA[] = max [|Aul]y
[[ull2=1
denote the spectral (or operator) norm of A; observe that by the above, we have ||P| = ||Py||%.

Corollary 5.5. Let d < n be positive integers, O be an order of a degree-d number field K with a power
Z-basis p, ¥ € R¥4 be a positive semidefinite matrix, and q be a positive integer. For any ¥/ > PZ - Py,
there is a polynomial-time randomized reduction from (search or decision) O-L\WE, p _  to (search or
decision, respectively) MP-LWE,, 4, p

V3
Vet

In particular, for any r' > r\/||P||, there is a polynomial-time randomized reduction from (search or
decision) O-LWE, p, ¢ to (search or decision, respectively) MP-L\WE,, 4, p , 0.

Proof. By applying Theorem 5.3 we obtain a polynomial-time randomized reduction from O-LWE, p st

to MP-LWE,, 4,44 ¢, Where ¢ = Trg /g(p - D /%) 1s a distribution over R? and is analyzed as follows.
Because b is an orthonormal basis of KR, the original error distribution D J5 over K has the form bt . D U5
where D5 is a Gaussian over R?. Then by R-linearity of the trace,

W = Tr (-0 Dyg) = Trg, m(B-0") - Dys =Py D5 = D sy

where > = PZ - Py
Since ¥/ = Y1 by assumption, we may transform the error distribution D /5y to D 5 by adding (to
the b-part of each MP-LWE sample) a fresh error term from the compensating Gaussian distribution of
covariance ' — X1 > 0. This yields the desired error distribution and completes the proof of the first claim.
For the second claim, notice that if ¥ = r? - I, then ¥’ = (+/)? -1 = P} - ¥ . P, = r? - P, because
(7)1 — r2P is positive semidefinite, since x'Px < ||P|| - ||x]|3 for any x. O

5.4 Example Instantiations

Corollary 5.5 bounds the expansion of the error distribution by the square root of the spectral norm of
the Gram matrix P of a power Z-basis p of O. Here we show that there are large families of orders with
well-behaved power bases.

Let « be an algebraic integer with minimal polynomial f(x) € Z[x] of degree d, and consider the order
O = Z[a] € K = Q(«a), which has power Z-basis p = (1, ...,a?"!). Consider the Vandermonde matrix

2 d—1
1 o1 of a}i X
2 —
1 as of O% X
2 —
2 d—1
1 ag a -+ ay

where the «; are the d distinct roots of f, i.e., the conjugates of «. This V represents the linear transform o
that maps coefficient vectors with respect to p to the canonical (or Minkowski) embedding.

It is easy to see that the Gram matrix of p is P = V*V, where V* denotes the conjugate transpose of V,
s0 /||P|| = || V|. Therefore, we immediately have the bound /|[P| < || V]2 < V/d - max;||o(a?)|, where
the maximum is taken over ¢ € [d]. That is, the Frobenius and Euclidean norms of the power-basis elements
(in the canonical embedding) yield bounds on the error expansion. The following lemma gives an alternative
bound directly in terms of the minimal polynomial f(x).
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Lemma 5.6. Adopt the above notation, and assume that the minimal polynomial f(z) = % — g(x) € Z[x],
where g(z) = apz® + --- + a1z + ag has degree at most k < d. Then \/|P| < d - AY@=K) ywhere
A= Ef:0|ai|. In particular, if k = (1 — ¢)d for some ¢ € (0,1), then \/||P|| < d - AY/°.

For example, if all the |a;| = poly(d) and ¢ < 1 is any positive constant, then /||P|| = poly(d). This
enlarges the set of moduli f(z) yielding polynomial error expansion from those considered in [RSSS17].

Proof. We bound || V|| as follows. Let v, = max;|a;| > 1 be the maximum magnitude of any root of f.
Then || V|| < dmax|V; ;| < d - af. Now, because the «; satisfy af = g(«;), by the triangle inequality we
have a? < oF - A and hence a?~* < A. The claim follows by raising to the d/(d — k) power. O

6 Hardness of Module-LWE

In this section we obtain a simple reduction from O’-LWE, for a wide class of orders ', to a single O-LWE
problem of higher rank (i.e., Module-LWE) over a suborder O C O’ of lower rank. The reduction preserves
the “total rank™ of the problems, i.e., the product of the ranks of the LWE problem and the order over which it
is defined.

Theorem 6.1. Let K'/K be a degree-r number field extension, O be an order of K, O' be an order of K’
that is a (rank-r) free O-module with known basis b, Y’ be a distribution over Kp, and Q be an O-ideal
with Q' = O'Q. Then for any positive integer k', there is a polynomial-time deterministic reduction from
(search or decision) O’—LWEI‘:Q/,W’K to (search or decision, respectively) (’)-LWEkQﬂM, where k = k'r and

¥ =Tryy k. (¥).

Proof. First note that by Lemma 2.18 (for tower K’/ K /Q and orders O', O, Z), we have (O")" = (O')V0 O".
Furthermore, " is an O-basis of (O")Vo, because b is an O-basis of @’. We invoke Theorem 4.10 with
fractional O'-ideals (and free O-modules) M), = O', M, = M) = (O')V° having respective bases
by = b,bs = by, = bY, and ideals A = O, S = B = 0V, which yield A’ = 0, 8" = B' = (©')". This gives
a polynomial-time deterministic reduction from (search or decision) O'- LWE’“/,ﬂ% ¢ = WEp (o, 01,0 405
where T}, . 1= = 0y is the k' x k' x 1 identity-matrix tensor over (’)Q,, to (search or decision, respectively)
LWEiOV’O’w’e, where T(y 3)(jr.jye = Oitgr - Tricryie (b bibe) € OF**" and ¢ = Tryer e, (b - ). 20

To complete the reduction to O—LWEkQ’w’ ¢» we take an appropriate linear combination of the r “layers”
of T to obtain the k x k x 1 identity-matrix tensor, and invoke Theorem 4.8. Let Tr = Tr K/ Ky and define
B = Tr(gv)t € O'*7, where the membership holds because B is the coefficient vector of 1 € (0’ relative to
the O-basis b. Notice that for any x € K’, by K-linearity of Tr and the definition of dual basis we have that

B-Tr(b-z)=Te(0V) - Tr(b- x) = Tr((l;\/)t T (b - z)) = Tr(z).

Therefore, Tr(g -r~1) € K™ is a right inverse of B, and similarly, B@ = Tr(¢)') = 1. Next, define

20For convenience, for the first two indices of 7' we identify [k] = [k'r] with [k’] x [r], as described in Section 2.1.
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T e Olgk“ as
Tlrayrn = D TirarjyBue
l
= 6i’j’ . TrK’/K (b;/bj Z bg TrK’/K(bz/))
V4

= 0jrjr - TYK'/K(bz‘vbj)
— 6i'j/ . 51] — (5(2'/’2')(]'/7‘7')7

so 7' is the identity-matrix tensor, as desired. Therefore, taking A = S to be the k£ x k identity matrix
and invoking Theorem 4.8, we get a polynomial-time deterministic reduction from (search or decision)
LWET,(’)V,O,&,E to (search or decision, respectively) LWE7 ov 0 4.0 = O—LWEkQ’w’e. [

6.1 Managing the Error Distribution

Similarly to our reduction from O-LWE to MP-LWE in Section 5, we want a reduction from many O’-LWE
problems to a single O-LWE* problem. To control the resulting error distribution, we consider the usual
case where the original error distribution ¢/’ is a Gaussian, in which case it turns out that the resulting error
distribution 1) is also a Gaussian. As in Section 5.3, we can add some independent Gaussian error with a
compensating covariance to obtain any large enough desired target covariance. Alternatively, when 1)’ is a
spherical Gaussian, then ) is one as well, with a covariance that is an 7 factor larger, so no compensating error
is needed. (Also note that (O0’)V is typically denser than OV in their respective canonical embeddings—or
seen another way, O can have shorter vectors than ()’—so the increase in covariance does not necessarily
represent an actual increase in the relative error.)

In what follows, let K’/ K be a degree-r number field extension, fix some orthonormal R-bases ¢ =
7((¢)Y) and é = 7(¢") of Kf and Ky (respectively) for defining Gaussian distributions, and let A =
Try jr(€ - 7(¢)") be the real matrix whose (4, j)th entry is (c}, ¢;).

Corollary 6.2. Adopt the notation and hypotheses of Theorem 6.1, with ¢’ = D J5 over K}, for some
positive semidefinite matrix Y. For any ¥ = A! - Y - A with ) = D s over K, there is a polynomial-
time randomized reduction from (search or decision) O’ —LWEk/,ﬂMZ to (search or decision, respectively)
O-LWES 4 -

Moreover, for s = s'\/T, there is a polynomial-time deterministic reduction from (search or decision)
o’ —LWEkQ/,7 D, ¢ to (search or decision, respectively) (’)—LWE’“Q’ Da b

Proof. By Theorem 6.1, there exists a polynomial-time deterministic reduction from O’ —LWEk/,?w,yz to
O—LWEkQ’w ¢ where ¥y = Trye /g, (¢) is analyzed as follows. The original error distribution " over Kp
has the form ¢/ = &t - D 57 Where here D s is a Gaussian over RAe(X'/Q)  Then by linearity,

1/)1 = TrK]fQ/K]R(q//) = 6t . TI'K]{{/R(T(g) . E/t . D\/ﬁ) = Et . At . D\/ﬁ = 6t . ‘D\/fl

is the distribution D /5 over Kg, where 31 = A*- ¥/ - A. Since ¥ > ¥4 by assumption, we can transform
the error distribution D /- to D55 by adding (to the b-part of each O-LWE sample) a fresh error term from
the compensating Gaussian distribution of covariance > — ¥; > 0. This yields the desired error distribution
and completes the proof of the first claim.
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For the second claim, observe that because ¢ and ¢ are orthonormal,
Al A = Trg /r(e- 7(8)") = Trgey /r(Tries yxc, (1) - € ()" = Trg, r(r-¢- @Y =r-L

Therefore, if ¥ = (s/)2-Tand ¥ = s2-I,then X1 = A?- Y- A = r(s')2-1 = s%-1 = %, so no compensating
error is needed, yielding a deterministic reduction. O

6.2 Instantiations

It is straightforward to instantiate Corollary 6.2 to get reductions from a huge class of O’-LWE problems
over various orders O’ to a single O-LWE problem. Let O be an arbitrary order of a number field K, and
let & denote some root of an arbitrary monic irreducible degree-r polynomial f(X) € O[X]. Then we can
satisfy the hypotheses of Theorem 6.1 by letting K’ = K(a) and O' = Ola], so that (1, q,...,a" 1) is
an O-basis of O'. (We emphasize that there are no restrictions on the choice of the algebraic integer «,
other than its degree over O.) Letting, e.g., 9’ = Dy be a spherical Gaussian over K and ¢ = D, Jr be
the corresponding spherical Gaussian over KR, we obtain a polynomial-time deterministic reduction from
O'-LWEE, , , to O-LWEY, , ,, where k = k'r.
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