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Abstract

Learning with errors over algebraic integer rings (Ring-LWE) was
introduced by Lyubashevsky, Peikert and Regev in Eurocrypt 2010 and
has been served as the fundamental hard problem for lattice cryptogra-
phy. In recent years variants of algebraically structured learning with
errors such as order-LWE, module-LWE and LWE over number field
lattices have been introduced. In this paper we prove that for LWE
over a number field lattice L in an arbitrary number field of degree n,

when the width satisfies W\/i) <o < Ci}(/iolvT)" for some polynomially
bounded cardinality |LY/L;| sublattice Ly C LY with non-negligible
O, then the LWE over L can be solved by a polynomial time algorith-
m for some modulus parameters. This leads to new sublattice bounds
on widths of solvable Ring-LWE instances. From our sublattice attack
on Ring-LWE it is natural to ask if there exists sublattices L C Rk
for some number field K with very small A;(LY) and non-negligible
O%? In practice sublattice attack is very necessary for all Ring-LWE
based lattice cryptography. Secondly we prove that for LWE over an
arbitrary number field lattice there are infinitely many modulus pa-
rameters such that the problem can be transformed to distinguishing
the discretization of one-dimensional continuous Gaussian distribution
from the uniform distribution. Hence for these modulus parameters
these LWE over arbitrary number arbitrary number field lattices can
be solved within a polynomial time for a suitable large width (though
still narrower than the range in hardness reduction results). While for
plain LWE there is no such modulus parameters.
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1 Introduction

1.1 SVP and SIVP

A lattice L is a discrete subgroup in R™ generated by several linear in-
dependent vectors bi,...,b,, over the ring of integers, where m < n,
L :={aibi+ -+ anbm a1 € Z,...,a,,, € Z}. The volume vol(L) of
this lattice is \/det(B - BT), where B := (b;;) is the m X n generator matrix
of this lattice, b; = (bj1,...,bin) € R™ i = 1,---,m, are base vectors of
this lattice. The length of the shortest non-zero lattice vectors is denoted by
A1(L). The well-known shortest vector problem (SVP) is defined as follows.
Given an arbitrary Z basis of an arbitrary lattice L to find a lattice vector
with length A;(L) (see [41]). The approximating shortest vector problem
SV Pf(my is to find some lattice vectors of length within f(m)A1(L) where
f(m) is an approximating factor as a function of the lattice dimension m (see
[41]). A breakthrough result of M. Ajtai [4] showed that SVP is NP-hard un-
der the randomized reduction. Another breakthrough proved by Micciancio
asserts that approximating SVP within a constant factor is NP-hard under
the randomized reduction (see [41]). For the latest development we refer to
Khot [28]. It was proved that approximating SVP within a quasi-polynomial
factor is NP-hard under the randomized reduction. The Shortest Indepen-
dent Vectors Problem (SIV P,,,)) is defined as follows. Given an arbitrary
Z basis of an arbitrary lattice L of dimension m, to find m independent
lattice vectors such that the maximum length of these m lattice vectors is
upper bounded by v(m)A,, (L), where A, (L) is the m-th Minkowski’s mini-
mum of lattice L (see [41]). For the hardness results about SV P and SIV P
we refer to [28, 29, 50].

1.2 Gaussian and discrete Gaussian

Set ps.c(x) = e~ mllx—ell?/s* for any vector ¢ in R™ and any s > 0, ps = ps.0,
p = p1. The Gaussian distribution around c with width s is defined by its

probability density function Dy = Ps.c(x) ,Vx € R".

sn

Discretization. For any discrete subset A C R"™ we set psc(A) =
Yxeapsc(x) and Dgc(A) = ExcaDsc(x). Let L € R" is a dimension n



lattice, the discrete Gaussian distribution over L is the probability distribu-
tion over L defined by

DS,C(X) _ ps,c(x)
DS,C(L) Psp(L) .

Vx € L7 DL,s,c =

When ¢ = 0, the discrete Gaussian distribution is denoted by Dr,s. We
refer the following properties of discrete Gaussian distributions to [38].

1) If x is distributed according to Dy and conditioned on x € L, the con-
ditional distribution of x is D1, sc.

2) For any lattice L and any vector ¢ € R™ we have p, ¢(L) < p,(L).

3) Set C = ¢V 2mee ™ < 1 for any ¢ > \/%, and n dimensional lattice L

and v € R", p(L — ¢y/nB,) < C"p(L), p((L + v) — ¢y/nB,,) < C"p(L),
where B, is the unit-ball centered at the origin.

4 If a e € R is sampled according to a Gaussian distribution with width o,
then the Euclid norm ||e|| of e satisfies ||e|| < v/3no with an overwhelming
probability.

1.3 Algebraic number fields

An algebraic number field is a finite degree extension of the rational number
field Q. Let K be an algebraic number field and Ry is its ring of integers
in K. From the primitive element theorem there exits an element 6 € K
such that K = Q[z]|/(f) = Ql6f], where f(x) € Z[z] is an irreducible monic
polynomial satisfying f(0) = 0 (see [17]). It is well-known there is a positive
definite inner product on the lattice Rk defined by < u,v >= trg q(u?)
where ¥ is its complex conjugate (see [8, 16]). Sometimes we use ||ul| to
represent try /Q(uﬂ)l/ 2. This is also the norm with respect to the canonical
embedding (see [32]). The number field K is called monogenic, if the ring
Rk of integers is of the form Rk = Z[z]/(f) = Z[f]. This is equivalen-
t to that Rk has a power base (see [23]). In this case the discriminant
of the number field K (see [17]) is the same as the discriminant of the
minimal polynomial f, Agx = Ay;. For a monic degree m polynomial f
with m roots 61,0, ...,0,,, then the discriminant of the polynomial f is
Ay =140 - 6;)2. For an ideal I C Rx if we can find one generator g,
this ideal is called a principal ideal generated by g. Any ideal in Rk is a
lattice of dimension deg(K/Q). For an ideal I C Ry, its dual I is defined
as IV = {x € K, trg/g(ax) € Z,Va € I}. An order O C K in a number field
K is a subring of K which is a lattice with rank equal to deg(K/Q). We



refer to [17, 18, 10] for number theoretic properties of orders in number fields.

Let &, be a primitive n-th root of unity, the n-th cyclotomic polyno-
mial ®, is defined as ®n(z) = [1j_; geq(jm=1(® — ¢J). This is a monic
irreducible polynomial in Z[z] of degree ¢(n), where ¢ is the Euler func-
tion. The n-th cyclotomic field is Q(&,) = Q[z]/(Pn(z)) and the ring of
integers in Q(&,) is exactly Z[¢,] = Z[x]/(Pn(x)) (see [54]). For example
when n = 2™ the n-th cyclotomic polynomial is ®gm (z) = 22" +1. When
n = pis an odd prime ®,(z) = 2P~ + 2P~ 2 + ...+ r + 1 and when n = p™,
Dy () = Pp(zP" ) = (2P P b T

The cyclotomic number field QI&,] is a monogenic field. The discriminan-
t of the cyclotomic field (also the discriminant if the cyclotomic polynomial
®,,) is

é(n)
) n
(=07 —&
pn P~
For example when n = 2" the discriminant is 2(m=12""" " When n = p is
—1
an odd prime the discriminant is (—1)"2 pP~2. Hence
é(n)
o) M
H(fj —&)P=(-1)" O
[y p?™
where £1,82,...,84(n) are n-the primitive roots of unity, from the equality

Aq,) = A,

We consider the field K, = Qlz]/(f;) where fy(x) = 2" + ¢, ¢ has a
prime factor with exponent 1. Then f,(x) is irreducible from the Eisenstein
criterion. It is known that when n is a power of a prime [, ¢ is squrefree and
12 can not divide ((—q)"+q), the field K, is monogenic (see [24], Proposition

n“—mn

5.1). The discriminant of K, is (—1)" 2 n"¢"! (see [24]).

1.4 Plain LWE, Ring-LWE and LWE over number field lat-
tices

1.4.1 Plain LWE

Let n be the security parameter, ¢ be an integer modulus and x be an error
distribution over Z,. Let s € Zy be a secret chosen uniformly at random.



Given access to d samples of the form
(a,[a-s+ely) € Zy x Zy,

where a € Z; are chosen uniformly at random and e are sampled from the
error distribution x, the search LWE is to recover the secret s. In general y
is the discrete Gaussian distribution with the width . Here a-s = Xa;s; is
the inner product of two vectors in Zg.

Write the d coefficient vectors ap,...,ay as columns of a matrix A €
ZZXd, Then the search LWE problem LW E, , 4, is to recover the secret
from A™ - s+ e = b mod ¢ from public (A,b). Here 7 is the transposition
of a matrix and (s, e) is an unknown vector.

Solving decision LW E,, 4 4 is to distinguish with non-negligible proba-
bility whether (A,b) € Zng X Zg is sampled uniformly at random, or if it
is of the form (A, A" - s + e) where e is sampled from the distribution x.

Here [a-s+e¢], is the residue class in the interval (=2, 1]. We refer to [49]
for the detail and the background. When ¢ is prime and polynomial bound-
ed by poly(n), there is a polynomial-time reduction between the search and
decision LWE (see [49]). For this LWE without ring structure the reduction

results from approximating SVP to plain LWE were given in [49, 42, 9].

1.4.2 Ring-LWE

If the Zy is replaced by P, = P/qP where P = Z[z]/(f), f(z) is a monic
irreducible polynomial of degree n in Z[z], this is the polynomial learning
with errors problem. The inner product a -s = Xa;s; is replaced by the
multiplication a-s in the ring P,. The error distribution x is defined as the

discrete Gaussian distributions with respect to the basis 1, z,22,..., 2"}
(see [23, 24]).

If the Zy is replaced by (Rk); = Rk/qRk where Rk is the ring
of integers in an algebraic number field K, this is the Ring-LWE, learn-
ing with errors problem over the ring Rk. The secret s is in the dual
(Rk"); = Rk"/qRk" and a € Rk, is chosen uniformly at random. The
inner product a-s = Xa;s; is replaced by the multiplication a-s in (RKv)q.
The error e is in (Rk"), = Rk"/qRk"”. In this case the width of error



distribution is defined by the trace norm on K ® R via the canonical em-
bedding (see [32, 11]). This is called the dual form of Ring-LWE problem .
When s € (Rk), and e € (Rk), are assumed it is called the non-dual form
of Ring LWE problem. As indicated in [12, 45] these two forms of Ring-
LWE problem can be converted with a scale factor |AK|% on the width of
the Gaussian distribution of errors. In [12] and [45] page 10 it was indi-
cated in monogenic case a "tweak factor” f’(f) can be used to make two
versions equivalent. The reduction result from approximating ideal-SVP to
Ring-LWE over arbitrary number fields were give in [32, 33, 47].

Remark 1.1. First of all the hardness of approximating SVP to some
almost polynomial factors under the randomized reduction was proved for
all lattices (see [28, 29, 50]), while the hardness of some Ring-LWE is based
on SV Ppoiy(n) or SIV Pyoyen for fractional ideal lattices as proved in the
above result (see [49, 42, 32, 47]). People do not have any evidence that
approximating SVP for ideal lattices is hard or not (see [45, 49]). Secondly
the approximating factor has to be small if we want the hardness of LWE
or Ring-LWE from the hardness of SV Poy(n) or STV Py (n), since when
the approximating factor is as large as exponential of lattice dimensions, the
LLL algorithm can be used to give the desired lattice vectors (see [35]).

1.4.3 LWE over number field lattices

Learning with errors over a number field lattice was introduced in [46]. Let
L C K be a rank deg(K) lattice and

Ol={zecK:z-LcL}
Then O is an order.
LY ={y e K:Trg/q(zL) C Z}.

o, = ol/q0%, L, = LY/qLY. The secret vector s is in L, and a is in
OL,. Here we notice that O - LY C L. Then the error e € LZ.

When L = Ry, it is the dual form of Ring-LWE. When L = OV for
an order O C K, this is the Order-LWE introduced in [10]. This form was
indicated in [46]. For example for a number field K = Q[f], O = ZI[d],

this is Order-LWE over Z[f]. In this case Z[0]Y = %Z[O] (see [18]), then



0%l = Z[6). Hence s € (Z[0)]),, a € (Z[6]), and e € (Z[]),.

For MP LWE (middle-product LWE) and relations of widths in the re-
duction between different learning with errors we refer to [51, 52, 46]. We
refer to [10, 51, 52] for hardness reduction results.

1.4.4 Width with the canonical embedding

The Gaussian distribution depends on coordinates and the norm. We need
to pay special attention to coordinates (or the basis with which coordinates
are obtained) and the norm used when we say the "width” of a Gaussian
distribution. The ”canonical embedding’ was used to define the Gaussian
distribution on K ® R (see [32, 33, 45, 11]). We recall the analysis in [11].
Set & : K — H the canonical embedding defined on the number field
K = Q[z]/(f) where f is a degree n irreducible polynomial over Q and
ai,...,a, in C are n roots of f. We refer the definition of the space H
to Subsection 2.2 in [33]. Set Ny the inverse of the Vandermonde matrix
(ag_l)lgmgn and B the following matrix.

I, 0 0

0 %132 %132

0 %152 %152
Here there are s; real roots of f and 2s9 conjugate complex roots of f. Hence
s1+2sy =n. Let r = (r1,...,r,) where r1,...,r, are n positive real num-
bers. If z;, ¢ = 1,...,n, is sampled independently from the Gaussian distri-
bution with width r;, then coordinate vector with respect to the polynomial
base 1,z,...,2" of K® R from the Gaussian distribution with parameter
r (with respect to the canonical embedding ®) is N;-B - (x1,...,2,)7. Set

N,
[IN¢[|]2 = max d ||£|TH where x € R takes all non-zero vectors. In the case

r = (¢/,...,0"), if in the dual form of the Ring-LWE problem we set the
width of the Gaussian distribution with respect to the canonical embedding
is o, then o’ < ||Ny¢||2 - max{|f'(a1)|,...,|f (on)|} - 0. Here f’is the deriva-
tive of the defining equation f(x) of the number field.

1.5 Known attacks

We refer to [6, 1, 30] for the attack to LWE from the Blum-Kalai-Wasserman
algorithm and its improvement. In [35] a probabilistic polynomial time



algorithm was given to recover the secret key of LWE over Zj when X
is very large. On the other hand Ring-LWE problems over integer rings
of some algebraic number fields or polynomial rings Py were attacked in
[22, 24, 15, 16, 11, 15]. In [45, 11] the above attack was analysed. The at-
tacks can succeed because the width of the Gaussian distribution over K@ R
is too small, often smaller than a constant not depending on g only depend-
ing on the lattice dimension d, or the shape of the Gaussian distribution on
P, with respect to the base 1,x,...,2% ! is too "skewed” (see [45, 12]).

When the width is too small, with high probabilities the errors are within
some range z -+ (—%, %) with a fixed integer z, the Ring-LWE can be reduced
to an errorless problem (see [45]). One of the attack in [22, 24, 15, 16, 11, 15]
is based on a homomorphism Rx — Rk/p = Fgu, where p is the ideal
over ¢ and u is one or two. Then the Ring-LWE can be ”transformed” to
a LWE over F ;. If the ”error distribution” over F.r from the errors sam-
pled according to some Gaussian distribution is concentrated, then it leads
to a complexity O(g3n) attack. Over 2-power cyclotomic integer rings, the
above ”error distribution” is indistinguishable from the uniform distribution
under a suitable condition(see [16], section 4). Then their attack can not
be applied to cyclotomic integer rings. Their method can also be applied to
some polynomial LWE problems as described in [23, 24].

In [19] approximating SV P with approximating factor 20(v/nlogn) for
principal ideals in cyclotomic integer rings with n = p™ can be found from
an arbitrary generator within polynomial time by an efficient bounded dis-
tance decoding algorithm for the log-unit lattice. This work was extended
in [20] and [48] such that sub-exponential complexity algorithms with some
pre-processing for approx-SVP in ideal lattices have been achieved. The
analysis of the approximating factor was recently published in [21].

The bounded distance decoding problem (BDD) for a lattice L is as fol-
lows. Given any x to find a lattice vector v € L such that ||x—v|| < B where
B is a fixed bound. In many applications B = yA;(L) is assumed. Attacks
on LWE and Ring-LWE by bounded distance decoding with pruning were
given in [36]. For algebraic attacks on LWE we refer to [1]. As indicated in
[39], a polynomial time algorithm to find the secret key in the binary LWE
can be obtained by the method in [1] when n? samples are available. For
binary LWE and Ring-LPN (learning parity with errors over ring) we refer
to [30] for sub-exponential attacks. We refer to [10] for solving Ring-LWE
under some conditions about samples and secret distributions and [53] for



algebraic structure improvement on the Blum-Kalai-Wasserman algorithm.

2 Ouwur contribution

Factor modulus parameters. We distinguish these modulus parameters
g which is a factor of f(u) where f is the defining equation of the number
field K and u is an arbitrary integer. For these modulus parameters the
upper bound for the width of solvable instances of Ring-LWE in [23, 11, 45]
was substantially improved as showed in Corollary 2,2 and 2.3 and compared
in Subsection 2.5. The condition that ¢ is a factor of f(u) is not strong as
showed in Subsection 5.3. In concrete case we at least need to consider these
modulus parameters that are not-too-big factors of f(u) for each integer w.

Sublattice attack. Since the publication of Lyubashevsky-Peikert-
Regev Eurocrypt 2010 paper [32] the hardness of Ring-LWE and ideal-SIVP
has not been understand yet though it is widely conjectured hard. In previ-
ous attacks on Ring-LWE in [23] (then in [11, 45]) the Ring-LWE equation
a-s+e = b mod q was transformed to consider a-s+e = b mod P, where P
is a prime ideal factor of the modulus parameter ¢ which has a polynomially
bounded algebraic norm N(P). In this attack since

M(PY) > N (PY)Un
the width has a small upper bound for solvable instances.

We propose to consider the equation a-s+ e = b mod L, where L is a
sublattice having polynomially bounded cardinality |Rk /L| and satisfying
qRk C L. Then \;(LY) can be very small hence the width can be very
large to solve the above equation. The difficulty here is O might be negli-
gible. We proved that the Ring-LWE is NOT HARD if O is non-negligible.
Hence this paper initiates the study the very interesting number-theoretic
problems about number field lattices closely related to the hardness of Ring-
LWE.

2.1 Main results

We consider the LWE over a number field lattice L. Let ¢ be a modulus pa-
rameter. a and s are taken uniformly in OF = O%'/¢O" and LY = LY /qL".



The error e is sampled in Ly = LY/qL" according to a discrete Gaussian
distribution.

Let f(z) € Z[x] be an irreducible polynomial with degree n and K =
Q[z]/(f) = Q] be an algebraic number field. Let bY,... b,/ be a base
of LY. Let h(LY) € Rk be the element satisfying that h(LY)b) € Z[f],

i =1,...,n. We set |h(LY)] = max{|61(h(LY))|,...,|0,(h(LY))|} where
d1,...,0, are n embeddings of K in C. It is clear that there exists such an
element since by € Q[f], i = 1,...,n. For example in the case K is mono-

genic then Rk = Z[f], we can set h(Rk ") = f/(6). Here f/(x) is the deriva-
tive polynomial of f(z). ORX = Ry, and h(ORK) = 1. When L = Z[f])",
this is the order LWE over Z[f]. s € (Z[0]),, h(Z[0]) = h(OZD") = 1.

From a-s+ e =b mod ¢, then
h(OM)a - h(LY)s + h(OM)A(LY)e = h(OM)A(LY)b.

We have the following result.

Theorem 2.1. Let K and L be as above and we consider the LWE over
L. We assume that the polynomially bounded modulus parameter ¢ < n“t
(c1 is an arbitrary fized positive integer) is a factor of f(0) and the width

c2+/logn
I[N [|2-[(OL)[-|L(LY)]*
where co is another arbitrary fixed positive integer, then LWE over the num-
ber field lattice Li can be solved by a O(n4c§) complexity algorithm.

o with respect to the canonical embedding satisfies o <

It is clear f(x + u), w is an arbitrary integer, is also a defining equation
of the number field K. It has n roots 6 — u, 0y — u,...,60, —u. h(L")e can
be expanded in Z[0 — u] as follows.

h(LVYe=ej +ef(0 —u)+---+el (0 —u)"t,

where e, € Z/qZ,i=0,1,...,n— 1.

Corollary 2.1. Let K and L be as above and we consider the LWE
over L. We assume that ¢ < n®' is a factor of f(u) for an arbitrary inte-
ger u where c1 is an arbitrary fived positive integer. Then for this modulus
parameter q if the width o with respect to the canonical embedding satisfies

o < ca(y/logn)q

= [INf(atuwll2:[R(OF)]-[(LY ,
teger, then LWE over the number field lattice L can be solved by a O(n*%2)

1 where co 1s another arbitrary fized positive in-

10



complexity algorithm.
We can apply Corollary 2.1 to the case L = Rk ".

Corollary 2.2. Let K, Rk and we consider the dual form of Ring-LWE
problem as in Section 1. Assume that
1) K = Q[z]/(f) is monogenic;
2) q < nf is a polynomially bounded factor of f(u) for some integer u
where c¢1 is an arbitrary fized positive integer, we denote the polynomial
fu= flz+u);
3) The width o in the dual form of RING-LWE with respect to the canonical

embedding satisfies o < —caly/logm)g where co s an arbitrary fixed pos-

I[N, [[2-max f’~
itive constant. Here we recall max f' = max{|f'(01)|,...,|f (6n)|}, where
01,...,0, are n roots of the defining equation f.
Then when n is sufficiently large, for a non-negligible probability % > nil of

secrets s, the decision version of the dual form of Ring-LWE over Rk can
be solved within a polynomial time O(n*<).

We apply Corollary 2.2 to the special number field sequence considered
in the paper [23] then in [11].

Corollary 2.3. Let K, = Q[z]/(f), fq(x) = 2™ + ¢ and we consider
the dual form of Ring-LWE. Assume that
1) q has a prime factor with exponent 1. n is a two—to-power of 2k g is
square-free and 4 can not divide ((—q)" + q);
2) ¢ < n where ¢y is an arbitrary fized positive integer;
2) The width o in the dual form of RING-LWE with respect to the canoni-

cal embedding satisfies 0 < ca4/ l(’%ql/n where co is another arbitrary fized
positive integer.

Then when n is sufficiently large, for a non-negligible probability % > % of
secrets s, the decision version of the dual form of Ring-LWE for modulus
parameter q over Rk can be solved within a polynomial time O(n4c§).

The following result is to transform the learning with errors equation
a-s+e=b mod q to a weaker equation a-s+ e = b mod L; where L is
a sub-lattice of LY containing qL". In previous works [23, 11, 45] only the
case L is an ideal was considered.

Theorem 2.2. Let K be a degree n extension field of Q and L C K be

11



a number field lattice. We consider the LWE over the number field lattice
L. Suppose that Ly is a sublattice of LY satisfying ¢LV C L; C LY and
the cardinality |LY /L1| < n where c1 is an arbitrary fized positive inte-
ger. LY C K is the dual lattice of Ly under the trace inner product. If
the width o of Gaussian with respect to the canonical embedding satisfies

c24/logn

T\/?]i) <o < il(le) , then for a € OV satisfying the following property A)

A) There exist a; and ag in oL satisfying aa; +qas = 1 and a;L; C Ly,

s mod Lj can be determined with a probability greater than ILV7}L1I +
1

—=——— from the LWE equation in a O(n?) compleity.
n"2|LV /Ly

The following Corollary 2.4 is direct application of Theorem 2.2 in the
case L = Rk".

Corollary 2.4. Let K be a degree n extension field of Q. We consider
the non-dual form of Ring-LWE over K. Suppose that L C Rk is a rank
n sublattice satisfying qRx C L C Rk and the cardinality |Rk /L| < n®,
where c1 is an arbitrary fived positive integer. If the width o of Gaussian

< cay/logn

with respect to the canonical embedding satisfies M(%T) <o < NIV

where LY C K is the dual lattice of L under the trace inner product, then
for a € Rk satisfying the following property A)

A) There exist a; and ay in Rk satisfying aa; + qag =1 and a;L C L,

s mod L can be determined with a probability greater than m +
1

—=——— Jfrom the non-dual Ring-LWE equation in a O(n?) compleity.
n"2|Rk /L|

We should notice that for hard algebraically structured LWE instances,
s mod L for uniformly distributed s € LY /qL" is uniformly distributed in
LY /L; for any sublattice Ly C LY containing gL". That is for each possibil-
ity of LV /Ly, s mod Lj occurs with a probability ‘Lvil/[,” Hence if elements
satisfying the condition A) is non-negligible Theorem 2.2 and Corollary 2.4
show that decision LWE can be solved within a polynomial time.

From Theorem 2.2 we have the following result about the solvable alge-

braically structured LWE over ideals. In particular when N (I) is exponential
large the bound on the width about solvable LWE instances are quite large

12



since A\1(JV) can be quite large.

Corollary 2.5. Let K be a degree n extension field of Q and L =
I € Rk be an ideal in Rx. Suppose J is a fractional ideal satisfying
IcJcC %I and N(J/I) < n* where ¢ is an arbitrary fized positive in-
teger. If the width o of Gaussian with respect to the canonical embedding

vn cav/logn

satisfies N <o< N then for a € Rk which is coprime to q, s mod

JV can be determined with a probability greater than N(}/I) +—0= 1( ;
n2N(J/1

: from

the LWE equation in a O(n?) complexity.

Corollary 2.6. Let K be a degree n extension field of Q and L C K be
a number field lattice. We consider the LWE over the number field lattice
L. Suppose that Ly is a sublattice of L satisfying ¢LV C Ly C LY and
the cardinality |LY /Li| < n where c1 is an arbitrary fized positive inte-
ger. LY C K is the dual lattice of Ly under the trace inner product. If
the width o of Gaussian with respect to the canonical embedding satisfies

)\;/(i) <oc< ciir ”Il‘Ogn and O¥1 N O is non-negligible in O with a probabili-

1( 1)
ty at least N%B, the decision LWE over L can be solved in a O(n4c§+203+261)

complexity.

For a sublattice L C Rk we define a new sublattice m(L) =L+ L-L+
«+++ L---L+--- Since each element in Rk is an algebraic integer with
degree at most n, then b]! --- b, i1,...,i; € {1,2,...,n}, j1,...,jt <n—1
span the lattice m(L) where {by,...,b,} is a base of the lattice L. If
L is in some integral lattice I, it is obvious m(L) C I. We also have

L-m(L) C m(L).

Corollary 2.7. Let K be a degree n extension field of Q. We consider
the non-dual form of Ring-LWE over K. Suppose that L C Rk is a sublat-
tice satisfying qRk C L C Rk and the cardinality |Rk /L| < n, where ¢;
is an arbitrary fized positive integer. If the width o of Gaussian with respect
to the canonical embedding satisfies /h(*\f(zv) <o < MC(QT%, then for a
L of s € Rk the decision non-dual Ring-LWE can be

2 nel
dexter) complexity.

probability at least
solved in a O(n

Corollary 2.8. Let K be a degree n extension field of Q. We consider
the non-dual form of Ring-LWE over K. Suppose that L C Rk is a sublat-

13



tice satisfying

I)L-LCL;

2) qRx C L C Rk;

3) the cardinalities |Rk /L| < n®* where ¢; is an arbitrary fived positive in-
teger.

If the width o of Gaussian with respect to the canonical embedding satisfies

VA .
/M(T\/ET) <og< Cil(Lovg)n, then for a probability at least nil of s € Rk the

decision non-dual Ring-LWE can be solved in a O(n’¢+e1)

complexity.

2.2 Theoretical implications

In this paper we give a new lower bound on widths of error distributions
in "hard” instances of learning with errors over number field lattices from
our sublattice attack. In the case of Ring-LWE this new lower bound is
different with the previous works and analysis in [24, 11, 45]. Secondly we
distinguish factors of f(u) as modulus parameters , where f € Zx| is the
defining equation and wu is an arbitrary integer, such that for these modulus
parameters Ring-LWE, Order-LWE, Polynomial LWE and generally LWE
over number field lattices problems can be transformed to distinguish the
discretization of one-dimensional continuous Gaussian from the uniform dis-
tribution, that is, only the term ey of error distribution is involved in the
problem (see Proof of Theorem 2.1). This leads to a better bound on widths
of solvable instances of Ring-LWE as showed in Corollary 2.3. On the other
hand there is no such type modulus parameters for plain LWE.

2.3 Practical sublattice attack on Ring-LWE

For a given instance of Ring-LWE in an arbitrary number field K with width
o and the modulus parameter ¢ we need to check these sublattices L C Rk
satisfying

1)¢gRk C L C R;

2)|Rk /L| upper bounded by for example ﬁ where M is a not-too-big pos-

itive constant;
3)A(LY) < Voo,

(e

For these sublattices L we need to exclude these a whose module ¢ in-
verse a~! is in OY. Otherwise s — a~! - b is in L with a non-negligible

14



probability. Hence the partial information of the secret key s mod L can
be determined with a probability at least |RK1 yininn

1
2 .
n'°2|Rg /L|

In practice sublattice attack is very necessary for using Ring-LWE in
lattice cryptography, since when for a practical instance when ¢ is fixed,
there are few ideal factors P satisfying condition 1) and 2). The condition
3) is not satisfied for relative big width for ideal P since A1 (P") can not be
very small when 1) is satisfied for an ideal P. However there are many
sublattices satisfying all above three conditions!

2.4 An open problem

For a sublattice L C Rk satisfying gqRg C L C I, where I is an ideal, and
the cardinality |Rx/L| < poly(n) (then |Rk/I| < poly(n) and A\ (IY) can
not be very small), if \;((m(L))") is very small then it follows from Corol-
lary 2.7 a new very large bound on the width of solvable Ring-LWE can be
obtained. It is natural to ask the following question. Notice that m(L) C I
and A1 ((m(L))Y) < A\ (IY).

Problem. Is there a sublattice L C Rk with a polynomially bound-
ed cardinality |Rk/L| < poly(n) satisfying that O is non-negligible and
A ((LY) is very small? In particular is there such a sublattice with very
small \1(LY) leading to a bound about width in the range of hardness reduc-
tion results in [47]?

2.5 Comparison with bounds in Crypto 2015 and Eurocrypt
2016 papers

In Theorem 2.1 conditions on the width do not lead to the case that the
width o’ of the error distribution eg,...,e,—1 is too small or skew such
that the instance can be reduced to the errorless case. For example for the
number fields in Corollary 2.3, in previous Crypto 2015 paper and Eurocrypt
2016 paper [24, 11] the width o with respect to the canonical embedding

has to satisfy
q

< 33
4y/mn2(qg—1)2"2n

g

15



in [24] Theorem 5.3 (notice that the defining polynomial in [24] is of the
form ™ + ¢ — 1) and
(¢ —Dl/m

n

o<

in [11] Subsection 3.3. It is clear that the bound on the width o

V n

in Corollary 2.3 is better. The distinguishing from the uniform distribu-
tion in [24] was realized by x statistic test or by a theoretical argument in
[24, 11, 45]. In this paper the distinguishing is proved by a direct probability
computation.

In Corollary 2.4 if L is required to be an ideal in Rk, then from the
inequality A\(LY) > v/n(N(LV)Y/" and N(L") > -1, we have

\/logn logn
)\1 LV -

for sufficiently large n and a suitable positive constant c3. This conclusion in
Corollary 2.4 is similar as the result of Corollary 2.3. This can be compared
with Theorem 5.2 in page 25 of [45]. However if L is only required as a rank
n sublattice containing gRk, A\1(L") might be smaller and the bound on
the width o might be better.

3 Algebraic reduction and probability computa-
tion

3.1 Algebraic reduction

We consider the LWE over number field lattice L C K, where K = QIf]
is a number field. a-s can be expressed as (1,0,...,0""!). AT - s, where
a=ag+a0+-- +a ,19”_1 s =59+510+--+5,-10""!. Here we assume
s = (50,81,---,5n-1)" € (Z/qZ)". By multiplying a suitable factor h(L")
this is always true. A7 is the matrix form of the multiplication of a in K.
The entries of the matrix A are from the coefficients of the polynomial f
and a. The computation of A is from the relation f(f) = 0 reducing the
term 67, j > n to a linear combination of lower power terms 1,6,...,6" 1.
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We have the following result.

Theorem 3.1. The matrix A™ has n distinct eigenvalues ag + a16; +
coe an_19f71 with eigenvector Uy = (1,6,,.. ., 0,?71), where 01, ...,0, are
n roots of f(x). That is, we have

U;- A7 = (ag + a16; + a2} + -+ + ap_10; ) Uy

Proof. We have Uy - A" -s =a-s = (ag+ a16; + - - - + an_167 1) (s0 +
510 +-- -+ sn,leffl) =(ap+ a1+ -+ an,lﬂﬁfl)Ut - s for any possible
s, since 6, is a root of the polynomial f. Then

(Up- AT — (ag + a1y + -+ + ap_10) 1)Uy) -5 =0

for any possible s. Thus Uy - A™ — (ag + a10¢ + - - - + an_lﬁf_l)Ut = 0. The
conclusion is proved.

Theorem 3.2. Let q be a positive integer such that w € Z/qZ is
a root of f(x) module q. Set w = (L,w,...,w" ). Then w - A7
(ao + arw + asw? + - + a,_1w" )W mod q.

Proof. Since f(w) = 0 mod ¢, then taking the congruence module ¢,
wl, j > n can also be represented as a linear combination of lower pow-
er terms 1,w,...,w" ! by the same relation as f(w) = 0 mod q. We have
w-A"-s = (ag+arw+- - Fan_ 1w (so+s1w+- 45, 1w 1) mod q. That
is for any s € (Z/qZ)", we have (w-AT —(ap+ajw+ - -+an_1w" )w)-s =0
mod q. Then w- A" = (ag + ayw + aqw? + -+ + an,lw"_l)w mod q.

For example when n = 2, d = 2™~1, the cyclotomic polynomial ®om (x) =
a:2m‘_1 + 1. Then §7€f =—1and &a= —Qd—j — Ad—j41§n — * — ag1&71 +
ao&l +-- -+ad_j_1§g_1. Thus the matrix A is a d x d matrix of the following
form.

ao ay az - Qd-1
—Qq—-1 Qg a - Qg2

_a2 _al _ao o .. a3

_al _a2 _a3 DY a/O
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3.2 Probability computation

For the discretization to Z of Gaussian distribution of the width o, the
probability at x is

6_71—(%)2

Podiscrte() = 7 420 (27 4 oe4m(3)? 49973 4. 4

Then after taking module ¢, the probability at x € (-3, 1] is

z+kq (:c—kq)z

_ e (5?4 I Gt P e )
B 1+ 2e~(5)? + 26_4”(5)2 + 2e~9m(5)? + .- —l-.

Po,discrete,modq (IE)

Theorem 3.3. Let ¢ = q(n) be a positive integer sequence tending
to the infinity. Suppose that e is a continuous random wvariable over R
satisfying the Gaussian distribution of the width o(n) < cy/lognq where c is
an arbitrary fixed positive integer. Then the discrete random variable over
Z/qZ from e satisfies
1)
Pa,discrete,modq(o) > 1 !

q + n7r02+1'
if o(n) is not bounded and n is sufficiently large.
2)

1
> > c(M
2 TnE= e = M)

Pa,discrete,modq(o)

if o(n) is upper bounded by a positive constant M, where c¢(M) is a small
positive constant only depending on M.

Proof. The second conclusion is direct. We prove the first conclusion.

143E% e (5)° 1pmEes, ()
Set ¥1(0) = —*==——— and Y5(0) = —*==-———_ From the Poisson
summation formula (see [38]) we have
Y1(0) = 14 555 e k),
and )
1a(0) = -+ B e
q
—7\'0’2
Since TS, ek < mER ek = 9 e T
o 1+ e
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On the other hand Y>(0) > %(1 + e_”(%)Z) > %(1 + n:CZ) from the con-
dition o(n) < ¢v/logng. The conclusion follows directly.

3.3 Gautschi’s bound on the co norm of inverses of Vander-
monde matrices

Since the estimation of the bound ||Nf||2 for the inverse of Vandermonde
matrix N is needed in our results, we recall th Gautschi bound in [25].

Let

V(@1,...,20) = (aij)1<i<no<jcn—1 = (])1<i<n0<j<n-1

be a Vandermonde matrix and V™! be its inverse. Here z1,...,z, are
distinct complex numbers. The following result in [25] Theorem 4.4 is useful
to give bounds on ||Ny||o. We recall that the

1Al = masx 7 o,
where A = (ay)1<v<n1<pen. 1t is clear L [|A [ < [|All2 < v/l | Al

Gautschi Theorem. Set p(x) =[] (x — ;). Suppose that Tpi1-; =
Z;, where T; is the conjugate of x;, and xnt1 = 0 if n is odd. If Re(xz;) >0
2
or Re(x;) <0 foralli=1,...,n. Then

Ip(=1)] <V < Ip(=1)|
min { {720 p'(x:)]} ming{ {1 (@)}
if Re(z;) >0 foralli=1,...,n and
POl g < )
ming { =y [’ («:)]} min; { T 7/ ()}
if Re(xz;) <0 for alli = 1,...,n, where the minimum is taken over all i

with 1 <7 < 3.
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4 Proofs and Algorithms

4.1 Proof of main results

Proof of Theorem 2.1. We first consider the situation that s,a,e are
in Rk, Let w be a root of the equation f(x) = 0 mod q. From The-
orem 3.1 we have w - AT = (ag + a1w + agw? + -+ + ap_ 1w H)w mod
q, where w = (1,w,...,w™ !). Then for an unknown secret vector s,
w-AT-s = (agtaiwtasw?+- - Fan,_1w" ) (sp+s1w- A5, 1w ) mod q.
From the sample (A, b) satisfying A”-s+e = b mod ¢, w-A"-s+w-e =w-b
mod q. That is, (ag+aiw+asw?+- - +an_1w" ) (sg+s1w+- - -+8,_ 1w 1)+
(eo +ew+---+ en_lw”_l) =by+biw+ -+ by_1w" ! mod gq. Then the
equality eg +ejw+- -+ e, qw" ' = bg+biw+- -+ by 1w mod ¢ holds
for secret vectors satisfying sg + sjw + - - - + s,—1w™ "t = 0 mod ¢. Since q is
bounded by a polynomial function of n, then for a non-negligible probability
% of secret vectors, eg + eqw + -+ + ep_ 1w P = by +byw + - - + by_qw" !
mod q.

Since w = ¢ is a root of f(x) =0 mod g, then if (a,b) is a sample from
the Ring-LWE euqation, eg+e1q+---+e,—1¢" = bg+b1qg+---+bp_1¢" "
mod q, that is, eg = bg mod ¢ for a non-negligible probability % of secrets.
We only need to test if by mod ¢ is a uniform distribution on (—4,4]NZ.
From Theorem 3.3 g as a discrete random variable differing with the unifor-
m distribution with a term 714% at zero or bigger than a positive constant.
Then the LWE problem can be solved by testing the probability of by at
zero. This can be achieved by testing O(n¢") samples within O(n*¢") time.
Since h(O%)a, h(L")s, h(O¥)h(L")e are in Rig,, we get the conclusion of
Theorem 2.1.

Another simple proof of Theorem 2.1. We observe the product a-s
mod q. Since the constant term of the defining equation f(x) mod q is zero,
then (0)’ mod q, for j > n, is only a Z/qZ linear combination of #"~1,... 60
mod q. Then agsg+eyg = by mod ¢ from the Ring-LWE equation a-s+e =Db
mod q. For a probability % of secrets sg = 0 mod ¢, then ey = by mod q.
From Theorem 3.3 the conclusion of Theorem 2.1 follows.

Proof of Corollary 2.1 It follows from Theorem 2.1 directly.

Proof of Corollary 2.2. This statement follows from Corollary 2.1
and Subsection 1.4.
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Proof of Corollary 2.3. The n roots are ql/”gj, where ;, j =
1,2,...,n = 2F are 2* primitive 2F*!
k
(&)
2.

-th root of unity. Here we notice
—1. Then the conclusion of Corollary 2.3 follows from Corollary
2 and ||Ny||2 = L

7n (see [11]).

Proof of Theorem 2.2. We calculate the probability Pe of the condi-
tion e = 0 mod Lj. It is clear

%1y \2
E L €_7T( o )
Pe _ xel

2 eLve_ﬂ_( IESIS )2 :
X

o

> eiﬂ_(nytr )2 ) e_w(‘lxl_‘tr )2
Set Y3(0) = =x— and Yy(0) = === . From the
Poisson summation formula (see [38]) we have

1 2
Y 0 = 72)( _ﬂ—(Hth?“a—) X
3( ) det(LV) cLE
and

1 2
_ S e=rllxlliro)
Y4(O) det(Ll) EXE(Ll) e

Since o > W}l‘) then Syere mIXIro)? <1 4 2% from Lemma 3.2 in [38].
Hence P > |LV1/L1\ +

e for sufficiently large n. Then a-s = b mod
n °2|LV /Ly|
L1 holds for a probability greater than \Lvl/Ll| + 1

nie3 LV /Ly | '

We have a-aj; 4+ gas = 1 for some a; and as in Ol such that a;L; C L.
It follows ajas = s — gass = a;b mod a;L;. Since ajL; C L; and
gags € gLV C L; we have s = a1b mod L.

The conclusion follows di-
rectly.

Proof of Corollary 2.4. Corollary 2.4 follows from Theorem 2.2 di-
rectly.

Proof of Corollary 2.5. Corollary 2.5 follows from Theorem 2.2. di-
rectly.

ncl’

Proof of Corollary 2.6. When the secret s € L; with a proba-
bility at least —

for a € O N O with a probability at least —

nes3’
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as € L;. Then e = b mod Li is a uniform distribution. From Theo-
rem 2.2 Pg > . Then the conclusion follows directly.

1 + 1
2
Ry /La| n4c2|RK/L1\

Proof of Corollary 2.7 and 2.8 It follows from Corollary 2.6 directly.

4.2 Algorithms

The algorithm for Theorem 2.1 is as follows. For given samples (a, b), we test
the probability of (b), = bg mod ¢. If it is not from the Ring-LWE equation
a-st+e=Db,itis %. If the sample is from the equation a-s+e = b, then for a

non-negligible probability of % of s, the probability P((b), = 0) > %4— !

P .
n7r62+1

This can be tested from O(n4c§) samples within O(n4c§) time complexity.
The algorithm for Corollary 2.6 is to test the probability of e = 0 mod m(L).
The similar process gives the distinguishing from the uniform distribution.

5 More solvable instances of Ring-LWE

Our main result Theorem 2.1 can be applied to LWE over arbitrary lattices
in arbitrary number fields. In this section we give some applications in two-
to-power cyclotomic fields and order LWE problems.

5.1 Two-to-power cyclotomic fields

In many cases the condition in Theorem 2.1 can be satisfied for infinitely
many modulus parameter ¢g. For example when K; = QJz]|/(®yt), where
Dy = 227" 4+ 1 is the 2!-th cyclotomic polynomial, then for any odd prime
modulus parameter ¢ = 1 mod 2¢, there exists a integer h such that B2+
1 = 0 mod q (see Proposition 2.10 in page 13 of [54]). Therefore there exists
al<h<q—1such that B2 +1 =0 mod q. Then we have the following
result from Theorem 2.1.

Corollary 5.1. Let K = Q[x]/(®,) where n = 2¢, R = Z[z]/(®P,)
and the dual form of Ring-LWE over Rk be as above, c¢1 be an arbitrary
fized positive integer, ¢ < n* be a odd prime modulus parameter satisfying
q =1 mod n. We assume that the width o in the dual form of Ring-LWE

with respect to the canonical embedding satisfies o < 202 logng

W where C2 1S
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another arbitrary fixed positive integer.

Then when n is sufficiently large, for a non-negligible probability % > nll of
secrets s, the decision version of the above non-dual form of Ring-LWE over
Rk can be solved within a polynomial time O(n*?).

Proof. The conclusion follows from Corollary 2.2 and Gautschi’s bound.

5.2 Order LWE

In this subsection we give applications to order LWE in an arbitrary number
field K = Q[z]/(f) where f € Z[z] is an irreducible monic polynomial.

Corollary 5.2. Let K,, = Q[z]/(f) = Q0] be an number field and we
consider the order LWE over the order Z[f]. Assume that
1) The modulus parameter q < n* where ¢y is an arbitrary fized positive
integer and q is a factor of f(u) for some integer u, set f, = f(x + u);
2) The width o of error distribution with respect to the canonical embedding

. V1 . . iy
satisfies o < 7|2Nf0ﬁ;l. where ¢y s another arbitrary fived positive constant.

Then when n is sufficiently large, for a non-negligible probability % of secrets
s, the decision version of the order LWE over Z[] can be solved within a
polynomial time O(n4e).

Proof. The conclusion follows from Theorem 2.1 directly.

5.3 Values of irreducible polynomials in Z[z]

The modulus parameters satisfying the condition in Corollary 2.1 and 2.2
have to be factors of f(h) for some integer h. We recall some results to show
that this condition is not a strong restriction on modulus parameters.

First of all the following result in page 13 of [54] indicates that in cy-
clotomic polynomial case, the probability that a prime modulus parameter
satisfying the condition 2) in Theorem 2.2 is %

Proposition 5.3. Let n be a positive integer and p be an odd prime
satisfying that p is not a factor of n. Then there exists an integer h such
that ®,,(h) =0 mod p if and only if p =1 mod n.
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The following Bouniakowsky conjecture made in 1857 [7] also suggests
that there are infinitely many prime modulus parameters satisfying the con-
dition 2 in Theorem 2.2.

Bouniakowsky’s conjecture. Let f(x) € Z[x] be an irreducible poly-
nomial satisfying ged(f(1), f(2),...,) = 1, then there are infinitely many
integers m such that f(m) is prime.

The following result in [5] suggests that the prime factors of f(m) are
quite large.

Proposition 5.4. Assume that the abc conjecture is true. Suppose that
f(x) € Z[z] has no repeated roots. Fize > 0. Then ][, ime— factor—p—of—fm)P >

im|dee()=1=¢ “where the constant implied by > depends on f and e.

6 Conclusion

In this paper we give two types of bound on width (with respect to the
canonical embedding) for solvable instances of learning with errors over
number field lattices. Firstly we give a sublattice attack on learning with er-
rors over number field lattices in arbitrary number fields. From this attack
we need to check polynomially bounded cardinality sub-lattices Ly C LY
for LWE the over number field lattice L or sublattices L C Rk satisfying
IRk /L| < poly(n) for Ring-LWE. In practice this means that widths have
to be at least as large as maxjy,v /Lllépoly(n){ﬁf)} if O™ is non-negligible
or at least as large as max g, /L|§poly(n){m}' Secondly for an arbi-
trary number field K = Q(f) we prove that for modulus parameters which
are factors of f(u) for arbitrary integer u the LWE over number field lattices
for these modulus parameters can be solved within a polynomial time for
a larger bound on width. Then some better bounds on widths for provable
weak instances of Ring-LWE are proved.

Acknowledgement. The author is grateful to Professor Chris Peikert
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ful suggestions.
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