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Abstract

Non-malleable codes are encoding schemes that provide protections against various classes
of tampering attacks. Recently Faust et al. (CRYPTO 2017) initiated the study of space-
bounded non-malleable codes that provide such protections against tampering within small-
space devices. They put forward a construction based on any non-interactive proof-of-space
(NIPoS). However, the scheme only protects against an a priori bounded number of tam-
pering attacks.

We construct non-malleable codes that are resilient to an unbounded polynomial number
of space-bounded tamperings. Towards that we introduce a stronger variant of NIPoS called
proof-extractable NIPoS (PExt-NIPoS), and propose two approaches of constructing such a
primitive. Using a new proof strategy we show that the generic encoding scheme of Faust et
al. achieves unbounded tamper-resilience when instantiated with a PExt-NIPoS. We show
two methods to construct PExt-NIPoS:

1. The first method uses a special family of “memory-hard” graphs, called challenge-hard
graphs (CHG), a notion we introduce here. We instantiate such family of graphs based
on an extension of stack of localized expanders (first used by Ren and Devadas in
the context of proof-of-space). In addition, we show that the graph construction used
as a building block for the proof-of-space by Dziembowski et al. (CRYPTO 2015)
satisfies challenge-hardness as well. These two CHG-instantiations lead to continuous
space-bounded NMC with different features in the random oracle model.

2. Our second instantiation relies on a new measurable property, called uniqueness of
NIPoS. We show that standard extractability can be upgraded to proof-extractability
if the NIPoS also has uniqueness. We propose a simple heuristic construction of NIPoS,
that achieves (partial) uniqueness, based on a candidate memory-hard function in the
standard model and a publicly verifiable computation with small-space verification. In-
stantiating the encoding scheme of Faust et al. with this NIPoS, we obtain a continuous
space-bounded NMC that supports the “most practical” parameters, complementing
the provably secure but “relatively impractical” CHG-based constructions. Addition-
ally, we revisit the construction of Faust et al. and observe that due to the lack of
uniqueness of their NIPoS, the resulting encoding schemes yield “highly impractical”
parameters in the continuous setting.

We conclude the paper with a comparative study of all our non-malleable code construc-
tions with an estimation of concrete parameters.

*Research conducted at Visa Research.
TResearch conducted at Visa Research.
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1 Introduction

Non-malleable codes and tamper-resilience. The notion of non-malleable codes (NMC)
was put forward by Dziembowski, Pietrzak and Wichs [DPW10] as an abstract tool for protect-
ing cryptographic devices against tampering attacks (e.g. [BDLO1|). Intuitively, an encoding
scheme (Encode, Decode) is called non-malleable with respect to a class of tampering adversaries
(modeled as functions or algorithms) A if for any adversary A € A and any message x, the output
DecodeoAoEncode(z) is independent of z, unless it is equal to z. It is straightforward to see that
A can not contain all efficiently computable functions because in that case it is always possible
to just decode a codeword ¢ to z, modify (for example add 1) and re-encode x + 1; hence one
must consider a restricted class A which excludes functions able to encode or decode. Therefore,
the NMC literature (for example [LL12, FMNV14, AAG*16, DLSZ15, FMNV15, JW15, ADL14,
CG14]) focuses on constructing encoding schemes that are non-malleable against a meaningful,
broad class of tampering functions; notice that non-malleability against a broader A translates
to protection against stronger tampering attacks.

Leaky NMC for space-bounded tampering. One such interesting tampering class is space-
bounded tampering, in that the only restriction on A4 is that any (efficient) tampering algorithm
in this class can only use a limited amount of memory. Space-bounded tampering captures the
essence of mauling attacks performed by malware that infect small-space devices like mobile
phones. However, as noticed by Faust et al. [FHMV17a] (henceforth FHMV), for such tamper-
ing class it is unreasonable to assume that a tampering algorithm can not decode. For example,
if decoding requires more space than what is available for the attacker, then the encoded se-
cret becomes unusable inside the device. The encoding algorithm, on the other hand, can be
reasonably space-intense and performed outside the device. Therefore, it is possible to assume
the space-bounded adversary cannot perform encoding, therefore avoiding the aforementioned
impossibility.

Moreover, even if A includes only Decode, “full-fledged” non-malleability is still not achiev-
able. To see this, consider an attacker that decodes ¢, learns the message z and based on the
first bit of  overwrites the memory of the device with a precomputed encoding — leaking the
first bit (this can be easily extended to an attack that leaks any log(|x|) bits by tampering
once). However, Faust et al. [FHMV17a| observed that all hope may not be lost if it is possi-
ble to guarantee that the leakage is “not too much”. Formally FHMYV defines a weaker notion
called leaky non-malleability, which guarantees that an encoding scheme satisfying the notion
would leak only a limited amount of information about x. FHMV also showed that this is suf-
ficient for many applications. For example, they showed how one can use such leaky NMC by
trading-off tampering with leakage when x comes from a high-entropy distribution (see Section 7
of [FHMV17b] for more details).

Continuous space-bounded tampering. Traditional NMC (as defined in [DPW10]) guar-
antees non-malleability when the attacker tampers only once. To use such NMC for tamper-
resilience (see [DPW10] for more details), one needs to refresh the encoding after each tamper-
ing. To combat this issue, in 2014, Faust et al. [FMNV14| proposes the notion of continuous
non-malleable codes that tolerates an unbounded number of tampering attempts, which conse-
quently removes the necessity of re-encoding in the tampering application. Though FHMV’s
definition of (leaky) non-malleability allows continuous tampering, their construction (see The-
orem 3 of [FHMV17b]) only allows an a priori bounded number of tampering attempts (say 6)
because their parameters are related in a way that the leakage (say, ¢) is directly proportional
to 0. Hence, after a few tampering attempts, the leakage becomes as large as |z|. Coming up



with a construction that tolerates an unbounded (polynomially large) 6 was left open in FHMV
(see Remark 2 of [FHMV17h]).

1.1 Our Work

Leaky NMC for continuous space-bounded tampering. In this work we address the
open problem by proposing various constructions of non-malleable codes, in all of which the
leakage £ is proportional to the logarithm of the number of tamperings, i.e. log(#).! No prior
bound is required for 6 in this case. However, we do not claim that our solutions are strictly
stronger than that provided in FHMV, because we assume a “self-destruct” mechanism similar
to the prior works on continuous non-malleability (e.g. [FMNV14]). Roughly speaking, the
“self-destruct” mechanism requires the small-space device to erase its entire state (or make it
non-functional) once a tampering is detected. As already shown by FHMV, this is a necessary
requirement for achieving unbounded continuous space-bounded tampering.

Our approach: Stronger non-interactive proof-of-space. FHMV’s encoding scheme re-
lies on any extractable non-interactive proof of space (simply called NIPoS)2. In contrast, we
introduce a new and stronger property of NIPoS called proof-extractability and prove that when
FHMV’s encoding scheme is instantiated with a proof-extractable NIPoS (PExt-NIPoS), then
we obtain a continuous space-bounded NMC (CSNMC). We take two different approaches to
construct PExt-NIPoS — in the following few paragraphs we choose to outline them through
the natural flow of our attempts, instead of dividing strictly into two distinct approaches.

Proof-extractability from any NIPoS with uniqueness. Our starting point is the con-
struction of FHMV [FHMV17a] which is based on any NIPoS. We show that any NIPoS can be
upgraded to a PExt-NIPoS if it has a special property called uniqueness, which we define as a
quantitative measure of a NIPoS. We notice that the parameters of the resulting PExt-NIPoS
(and consequently the CSNMC scheme yielded via FHMV’s generic construction) is directly re-
lated to the uniqueness parameter of the starting NIPoS. For example, if a NIPoS has “maximal
uniqueness”, then the resulting CSNMC incurs “minimal leakage”, which is equal to p — |¢| bits,
where p is the available (persistent) space.> Unfortunately, we do not know of a provably secure
NIPoS construction with maximal, or even a “reasonably good measure” of uniqueness (later
we propose a construction that satisfies partial uniqueness based on heuristic assumptions). In
fact, we show that the NIPoS used in FHMV (which is in turn based on the PoS proposed by
Ren and Devadas in [RD16|) has poor uniqueness parameters and thus, when adapted to our
proof-extractability technique, yields a CSNMC which suffers from a leakage that is as large as
~p— |zl

Modeling space-bounded adversary with bounded description. The lack of a NIPoS
with “good uniqueness” drives us to revisit the adversarial model of FHMYV, in particular, how

'In the rest of the paper whenever we say that an encoding scheme satisfies continuous space-bounded non-
malleability or is a CSNMC, we mean that the encoding scheme is a leaky NMC for space-bounded tampering
with £ o log(8).

2In this section by NIPoS we informally refer to a (non-interactive) proof-of-space with extractability. Later
while treating formally we also say phrases like “extractable NIPoS” or “NIPoS has extractability” explicitly and
sometimes also use the abbreviation like Ext-NIPoS for that — but in general a NIPoS is assumed to have implicit
extractability.

3We assume that the entire space in the device is split into two parts, the persistent space which is reusable,
and the transient space which is refreshed after each tampering. An impossibility shown in FHMV (see Theorem 1
of [FHMV17b]) restricts the persistent space to remain relatively small when 6 is unbounded.



they formalize the notion of space. In FHMYV, which in turn follows the notion introduced
by Dziembowski et al. [DKW11b], the adversary is separated into two parts: a “big adversary”
which is a PPT adversary with no space-bound, and a “small adversary” that is a space-bounded
poly-time adversary. In a security game, the big adversary starts interacting with the challenger,
and then outputs small adversaries which will then have access to the target codeword (or the
proof, in case of NIPoS) and execute tampering in a space-bounded manner.

We notice that FHMV assumes that the small adversary can have arbitrary amount of
auxiliary information hardcoded in its description (see Page-5 of [FHMV17b]). In reality this
seems to be an overkill, because if the small adversary (e.g. malware) has a huge description, it
might not even fit into a small-space device (e.g. a mobile device), let alone executing tampering.
So, it is reasonable to assume that such adversary has a bounded size description. In particular,
we define a class of space-bounded adversaries as Aﬁ;’f;ce containing all poly-time adversaries that
have a description of size at most f-bit and which require at most s-bit to execute.

PExt-NIPoS from Challenge-hard Graphs (CHG). We define a new family of “memory-
hard graphs” called challenge-hard-graphs and construct PExt-NIPoS for the class of space-
bounded adversaries Az,’,éce from that. We provide two instantiations of CHG: (i) The first one
extends the stack of local expanders (SOLEG), used by Ren and Devadas [RD16] in the context of
proof-of-space. We uses a novel technique to connect a gadget with a standard SoLEG in order to
amplify crucial challenge-hardness parameters. This technique may be of independent interest.
(ii) The second one uses the graph designed by Paul et al. [PTC76] and used by Dziembowski et
al. [DFKP15], who use the notion of challenge-hardness implicitly to construct proof-of-space.
Both of the constructions use standard graph-pebbling techniques to ensure memory-hardness
(and challenge-hardness) and work in the random oracle model. Plugging-in these PExt-NIPoS
constructions into FHMV’s encoding scheme, we obtain CSNMC schemes with “almost minimal
leakage” ¢ ~ p — |c|.

A NIPoS with partial uniqueness based on heuristics. The constructions mentioned
above all come with rigorous security proofs (in the random oracle model). However, it turns
out that in order to achieve reasonable security, the concrete parameters of these constructions
are fairly impractical (see Section 9 for a detail analysis). For example, for a message of size
1 MB, the size of a codeword is almost 800 MB for the CHG-based NMC constructions (see Ta-
ble 2). To complement this, we take a step back on our initial idea of constructing NIPoS with
“good uniqueness”, and propose a simple and practical instantiation of NIPoS based on heuristic
assumptions. The construction uses a concrete instantiation of a memory-hard-function (MHF),
and applies a (non-interactive) publicly verifiable computation where the verification requires
small space. When the MHF is instantiated with the SoLEG-based construction of Ren and
Devadas [RD16], the resulting NIPoS has extractability and a “good measure of uniqueness”.
This yields a PExt-NIPoS with very good parameters and, consequently, plugging-in that to
FHMV’s encoding scheme we obtain a CSNMC with very small proof size (in killobytes), that
also allows a leakage, as small as p — 0.99|c|, in certain settings.

While the above scheme is practical, it is not provably secure, since we can not assume that
the hash-functions within the MHF are random oracles, as the prover needs to access the circuit
of the MHF to produce a proof of computation.? Note that any MHF, while used in practice
with concrete hash functions (for example SHA3) for important practical applications |Tar],
provides provable guarantees only in the random oracle model (see, e.g. [ACPT17]). Instead, we

“This is similar in spirit to the works (e.g., [CGM16b, DFKP16]) that use zero-knowledge proofs of full-
domain-hash signatures — security of such signatures only holds in the random oracle model, while one needs to
have a concrete instantiation before applying zero-knowledge proofs.



Approach | PExt-NIPoS type | Assumptions Leakage Size of A

CHG SoLEG-based RO ~p—| Bounded
PTC-based RO ~p—|c Bounded

Uniqueness FHMYV-based RO ~p— |z Unbounded poly
MHF-based Heuristic | ~ p —0.99|c| | Unbounded poly

Table 1: Among the above constructions, the MHF-based one is the most practical one whereas
the SOLEG-based one has the best concrete parameters among the provably-secure constructions.
For a detail comparison of the concrete parameters please see Table 2 in Section 9.

rely on heuristic assumptions that intuitively state that the MHF remains memory-hard when
the random oracle is instantiated with a standard hash function like SHA3.

Roadmap. We summarize our contributions below in Section 1.2. In Section 1.3 we provide
an elaborative technical overview. Then, after providing preliminaries in Section 3 and basic
definitions of Continuous Space-bounded Tampering in Section 4, we define the new NIPoS
properties (uniqueness and proof-extractability) in Section 5 where we also discuss their relations.
In Section 6, we show that the FHMV’s encoding scheme satisfies continuous space-bounded non-
malleability when instantiated with PExt-NIPoS. Section 7 introduces the notion of challenge-
hard-graphs and shows how to use them to construct PExt-NIPoS. We provide a heuristic
construction of NIPoS with (partial) uniqueness relying on memory-hard functions in Section 8
and finally in Section 9, we conclude with a instantiations and comparison of the important
concrete parameters of different encoding schemes we constructed.

1.2 Summary of our Contributions
Our overall contributions can be summarized as follows:

e We propose the first constructions of continuous space-bounded (leaky) non-malleable
codes (with a necessary “self-destruct” mechanism) and thus resolve an open problem
posed by FHMV [FHMV17a]. Overall we propose four different constructions of different
merits; we provide a comparison in Table 1:

e We introduce various abstract notions of NIPoS, like proof-extractability and uniqueness,
and show relations among them. The abstractions are targeted towards constructing
CSNMC as the main end goal, but may be of independent interests. We prove that
the FHMV encoding scheme is a CSNMC when instantiated with any PExt-NIPoS.

e We propose different techniques to construct a PExt-NIPoS. We introduce the notion
of challenge-hard graphs and show how to build PExt-NIPoS from that. We propose a
novel technique to bootstrap the important challenge-hardness parameters of a CHG by
carefully connecting a gadget to a special type of memory-hard graphs (SOLEG). Further-
more, we provide a simple construction of partially uniqgue NIPoS that yields “reasonably
practical” parameters for the resulting PExt-NIPoS and CSNMC. It is based on heuristic
assumptions on memory-hard functions and complements the provably secure but “rela-
tively impractical” CHG-based constructions.

e Finally we provide a comparative study of the most important parameters of all our
CSNMC constructions with respect to concrete instantiations. This helps us to under-
stand the practical impacts of different techniques and constructions proposed in this
work.



1.3 Technical Overview

Revisiting FHMV’s construction. We start by briefly revisiting the construction of FHMV
[FHMV17a). Recall that FHMV’s generic encoding scheme is based on any extractable (non-
interactive) proof-of-space (NIPoS).

First let us briefly recall the notion of proof-of-space introduced in [ABFG14, DFKP15].
In an interactive proof-of-space (PoS) protocol, a prover P interactively proves that she has
“sufficient amount of space/memory” to a space-bounded verifier V. One can use Fiat-Shamir
transformation [F'S87| to make it non-interactive, in that the entire proof can be represented
as one single string, say m;q, with respect to an identity ¢d. The verifier is able to verify the
pair (id, m;q) within bounded space. Extractability of NIPoS guarantees that: given an honestly
generated pair (id, m;q), if a space-bounded “small adversary” A is able to compute another valid
(i.e. correctly verified) pair (id’, m;4) such that id # id’, then id’ can be efficiently extracted
from the RO queries made by the “big adversary” B (that has no space-restriction and may be
represented by a PPT algorithm) given a “small hint”®.

Given a NIPoS, FHMV’s encoding scheme works as follows. On input a message x, the
space-intense encoding algorithm runs the prover of NIPoS on an identity « to generate a proof
7. The codeword c is simply the pair (x,7,). The space-bounded decoding algorithm, on
receiving ¢ = (z,7,;), runs the (space-bounded) verifier. If the verification passes, it returns z,
otherwise it returns L denoting the invalidity of ¢. Intuitively, non-malleability follows from
the guarantee provided by NIPoS; namely, whenever the small adversary tampers to a valid
codeword (z/,m,/), the new message ' must be independent of the input message .

To be slightly more formal, to show that this encoding scheme is non-malleable against space-
bounded attacker, one needs to simulate the tampering experiment with “a small leakage” on
z. Given the extractability, the simulator can be constructed as follows: the leakage is obtained
using the “small hint”. As guaranteed by the extractability of NIPoS, since the “small hint” (of
length 7, say) is sufficient to extract id’, each tampering can be simulated by first obtaining the
hint as a leakage and then running the NIPoS-extractor to obtain id’. Clearly, this strategy runs
into problem for unbounded continuous tampering as the overall leakage ¢ becomes proportional
to 6 - n (where 6 denotes the number of tampering queries).

Proof-extractability to the recovery. The above discussion shows that we possibly need a
stronger guarantee from the underlying NIPoS to make FHMV’s encoding scheme a CSNMC. To-
wards that, we introduce a stronger property of a NIPoS called proof-extractability (PExt-NIPoS).
It guarantees that, given a “small hint” (of length 7', say), it is possible to construct a stronger
extractor that extracts not only the changed identity, but also the changed proof: (id’,m ;).
Intuitively, this means that if a small adversary computes a valid pair (id’, 7;;), then the “big
adversary” must have computed the entire proof 7, (as opposed to a part of the proof as for
NIPoS) outside the small-space device; hence, enabling extracting the entire proof from the RO
queries made by B only.

Given the proof-extractor, the new NMC simulator works as follows: it uses the hint to get a
“small leakage” and then runs the proof-extractor to obtain (id’, ;). Furthermore, the simula-
tor also needs an extra leakage, which consists of the “extra persistent space” (of size p —n)® —
now the simulator reconstructs the entire persistent tampered state and can continue the rest of

®Note that we made some syntactical change to FHMV’s definition of extractability by introducing an explicit
hint-producing function. We introduce the length of the hint as a new extractability parameter which must be
small for making the definition meaningful. For example, if the leakage function leaks the entire pair (id’,7},),
then the definition would be trivially satisfied. Looking ahead, in the proof of CSNMC this hint will be used by
the NMC simulator as a leakage to simulate the tampering experiment. For more details we refer to Section 5.
5As discussed in Remark 3, this leakage is necessary in most of the natural settings.



the tampering experiment without having to make any further leakage query. However, to avoid
any leakage before the first tampering takes place (for example, if the first 100 tampering func-
tions are identities), the simulator needs to know the index when the target codeword changes
for the first time in the sequence of tampering and for that the leakage becomes proportional
to log(f). Overall, the simulator only needs to make a constant number of leakage queries (two,
to be precise) to simulate any (polynomial) number of tampering, as opposed to making one
leakage query for each tampering. The overall leakage becomes £ o log() + 1’ + (p — n) thereby
achieving CSNMC. Therefore, the main question that remains is how to construct PExt-NIPoS,
which will be described in the next few paragraphs.

Uniqueness and Proof-extractability. We observe that, if a NIPoS has a special property,
called uniqueness, then it satisfies proof-extractability. Intuitively, uniqueness means for a fixed
identity id, there exists exactly one string m;q such that m;; verifies correctly with respect to
id. Unfortunately, we do not know how to construct a NIPoS with such property (even under
heuristic assumptions). Therefore, to have a more relaxed and fine-grained notion, we define
uniqueness as a quantitative measure: a NIPoS has upes-uniqueness means that, for any identity
id, the first upos bits of any valid 74 are fixed and can be computed efficiently with overwhelming
probability.

We then show (in Lemma 2) that any upes-unique NIPoS satisfies proof-extractability, where
the size 1’ of the hint required for PExt-NIPoS depends on upos as: ' = 1) + Npos — Upos, Where
1 denotes the size of the hint of the starting NIPoS and np.s denotes the size of the proof.
This follows naturally from the construction of the hint-producing function of PExt-NIPoS, as
the hint for the proof extractor needs to contain enough information to extract both id’ and
m,9- Now id’ can be extracted from the hint produced via the starting NIPoS (by standard
extractability); given 4d’ the proof-extractor can compute the first upos bits of m;y; but the
remaining part, which has length n,0s — upos, must be separately output by the hint-producing
function of PExt-NIPoS. Notice that, maximal uniqueness means Upos = 7lpos Which in turn
implies 7 = 1. Hence, if FHMV’s encoding scheme is instantiated with a maximally unique
NIPoS, part of the leakage of the resulting CSNMC would be determined by only 1 and hence
would be minimal. We leave the task of constructing a maximally unique NIPoS as an interesting
open problem. On the other hand, we observe that the NIPoS considered by FHMYV has wpes ~ 0
and hence the leakage is largely dominated by 7 + 71,0, resulting in much worse parameters.

Partially unique-NIPoS from memory-hard functions. We are able to construct an
NIPoS with reasonably large upos from heuristic assumptions on memory-hard functions. The
construction is very simple: let M be a concrete instantiation of a memory-hard function, which
guarantees that any space-bounded adversary can not compute the function on a randomly
chosen input in polynomial time. Let us assume a verifiable computation scheme (VC) where
the verification can be done in small-space. Then the NIPoS prover works as follows: given an
identity id, first compute a hash (that is assumed to be a random oracle) to generate a random
value x := H(id), then compute y := M(x) and finally run the VC prover to produce a proof
Tye to prove that y is indeed obtained by computing M (x). The proof-of-space is then defined
to be the pair (M (x), 7). The NIPoS verifier works naturally by first computing x = H(id)
and then verifying the proof my in small-space.

To see that the construction above yields a NIPoS with good uniqueness, first note that the
extractability follows from the fact that the function M is memory-hard and can not be computed
on a random input by a space-bounded “small adversary”; hence, the “big adversary” must have
queried on id’ beforehand enabling extraction of id’ from B’s RO queries. Note that here we
also need to rely on the soundness of VC as otherwise the small adversary could just compute



a different “memory-easy” function and “fake” the proof of computation to fool the verifier.
Moreover, note that, the first part of the NIPoS proof is indeed uniquely determined (with
overwhelming probability any other string would fail to verify as guaranteed by the soundness
of the VC scheme), whereas the second part, i.e. the proof m, is not. So, overall we have a
NIPoS with wupos = |y|. Since the VC produces a short proof to enable small-space verification
(we use Pinocchio [PHGR13] to instantiate), we are able to have a NIPoS with fairly large upos,
which in turn leads to a CSNMC with very good parameters.

PExt-NIPoS from Challenge-hard graphs (CHG). In addition to the heuristic construc-
tion above, we also construct a provably secure PExt-NIPoS in the random oracle model, albeit
with an additional restriction on the class of space-bounded adversaries, namely assuming that
the description size of a small-space adversary is also bounded (as discussed in Section 1.1).

To do so, we define a new notion of memory-hard graphs, called challenge-hard graphs
(CHG). Recall that, special types of DAGs are used for memory-hardness and for constructing
proof-of-space via graph-labeling games. Usually, labels are the output of the hash functions
modeled as random oracles (therefore are not “compressible”). In a graph-based proof of space
constructions (e.g. [RD16]), an honest prover computes the labeling of the entire graph ensuring
the usage of significant amount of space. Small-space verification is done by checking the labels
of a few randomly selected nodes (or challenge nodes) of the graph — this guarantees that the
“small adversary” cannot put too many fake labelings (a.k.a. faults) without storing them and
thereby ending up using less memory.

However, such verification leaves room for computing a small part of the proof inside the
small-space device — for example, consider a multi-layered DAG (e.g. a stack of bipartite
graphs), for which a “big adversary” computes the labeling of the entire graph except for a single
node in the last layer, and the “small adversary” easily computes the label of the node inside the
small-space device. As a result the entire proof can not be extracted only from B’s RO queries,
making proof-extractability impossible.

To remedy this issue, we replace the traditional memory hard graphs with CHG, which
contains another carefully chosen set of challenges and guarantees that, even if a “big adversary”
computes the labeling of the entire graph except for a few nodes and send a bounded hint to the
“small adversary”, it is still infeasible to compute the labels of the new challenge nodes with a
small-space device. Let us remark that such a guarantee is only possible when the small adversary
has a small description size (i.e., the hint from the “big adversary” is small), as otherwise the small
adversary, for example, can hard-code the entire labeling for whole graph including all possible
challenges, making challenge hardness impossible. As discussed in Section 1.1, we propose two
instantiations of CHGs with different merits with respect to their parameters.

2 Related Works

Our work can be categorized among the work on non-malleable codes against global tampering,
where the entire codeword is subject to tampering, as opposed to granular tampering, where
the codeword is split into independently tamperable parts. In the NMC literature, majority
of work, e.g. [LL12, GPR16, ADL14, AAGT16, CG14, KOS18, KOS17, CGM*164a| falls into
the the later category; among them [CGM™16a] considers, a weaker notion (non-malleability
with replacement) of NMC like us (leaky-NMC). A few other works, e.g. [FMVW14, AGM™15,
BDKM16, BDKM18]| consider global tampering. Moreover, most of these work consider one-time
tampering. Continuous tampering, first proposed in [FMNV14], is addressed also in [FNSV18,
ADNT17, OPVV18, AKO17, FMNV15]. Except FHMV [FHMV17a], the recent work by Ball et
al. [BDKM18| also considers space-bounded NMC, albeit in a streaming model. Our modeling of



space-bounded adversary, which is also adapted in FHMYV is used in earlier woks like [DKW11Db,
DKW 11a] for constructing different schemes. For more detail on different NMC-based compilers
for tamper-resilience we refer to [Muk15].

3 Preliminaries

3.1 Notation

For a string =, we denote its length by |z|; a truncated string from é-th bit to j-th bit is denoted by
zfi...j]; for aa € N, bit(a) € {0,1}* is its boolean representation and bit~! is the corresponding
inverse function; if X is a set, |X| represents the number of elements in X'. When z is chosen
randomly in X', we write x <—s X. When A is an algorithm, we write y < A(z) to denote a run of
A on input z and output y; if A is probabilistic, then y is a random variable and A(z;7) denotes
a run of A on input x and randomness r. An algorithm A is probabilistic polynomial-time (PPT)
if A is probabilistic and for any input z and a randomly chosen r € {0,1}* the computation
of A(z;7) terminates in at most a polynomial (in the input size) number of steps. We often
consider oracle-aided algorithms ACC)| with access to an oracle O(-).

For any string x, and any hash function H, we use the notation H, to denote the specialized
hash function that accepts only inputs with prefix equal to x. Often the hash function is modeled
as a random oracle.

We consider Turing Machine as our model of computation where any algorithm A is formally
represented as a binary string. Any string w hardwired into A is denoted in the subscript as
A, and also becomes part of its description. An algorithm A has a state sty € {0,1}* that does
not include the description of A. stp is typically initialized with the input = and (optionally)
some other auxiliary information. At each time step stp is updated. At termination A returns
an output y also denoted as A(x). If A is a stateful algorithm then it also outputs the state sta.

We denote with A € N the security parameter. In the rest of the paper A will always be an
implicit security parameter and any other parameter will be a function of A. A function v : N —
[0, 1] is negligible in the security parameter (or simply negligible), denoted v(\) € negl()), if it
vanishes faster than the inverse of any polynomial in A, i.e. (\) = A=< A function p: N — R
is a polynomial in the security parameter, written u(\) € poly()), if, for some constant ¢ > 1,
we have u(A) € O(X9).

3.2 Basic Definitions

We present a concrete definition of pseudorandom function.

Definition 1 (Pseudorandom Function). For parameters k,,n € N and €, € [0,1) a keyed
family of functions {P, : {0,1}* — {0, 1}"}vefo, 1y is called a (k, n, p, €pr)-pseudorandom func-
tion” if for any PPT adversary A the probability of the following real-or-random game to output
1 is at most % + Epr:

Real-or-Random Game for P

e Choose a random key x <—s {0, 1}/
e Choose a random bit b «s {0, 1}.

e For each query = from A do as follows depending on b:

"Note that €, would be a function of the security parameter and the number of queries made by A in the
real-or-random game. For simplicity we will fix a upper bound on the number of queries and then choose ey
accordingly. Concretely we will fix all query-bound to be 2°*. For more details see Section 9.



— b =0: if x queried earlier, send the same reply as before; otherwise send a
fresh random value y s {0, 1}" to A.
— b=1: send y := P (z) to A.

e Receive a guess V' from A. Return 1 if and only if b = b’ and 0 otherwise.

Sometimes we will use PRF with arbitrary large domain (that is {0,1}*). Such PRF can be
constructed from any PRF satisfying above definition by Merkle-Damgard domain extension
technique and called a (%, n, y1, epr)-PRF.

We will be using the following tail bound in the proof of Lemma 7.

Lemma 1 (Hoeffding inequality). Let Zi,...,Z, be independent random wvariables that are
identically distributed, and 0 < Z; <1 for every i € [n]. Denote by X, := > | Z;. Then, for
any € € (0,1), it holds that

Pr[X, < E[X,] —en] < exp(—2¢2n).
Let us recall the standard definitions of coding schemes for boolean messages.

Definition 2 (Coding schemes/Codes). A (k,n)-code II = (Init, Encode, Decode) is a triple of
algorithms specified as follows: (i) The (randomized) generation algorithm Init takes as input
A € N and returns public parameters pp € {0,1}*; (ii) The (randomized) encoding algorithm
Encode takes as input hard-wired public parameters pp € {0,1}* and a value z € {0,1}*, and
returns a codeword ¢ € {0,1}"; (iii) The (deterministic) decoding algorithm Decode takes as
input hard-wired public parameters pp € {0,1}* and a codeword ¢ € {0,1}", and outputs a
value in {0,1}* U {1}, where L denotes an invalid codeword.

We say that II satisfies correctness if for all pp € {0,1}* output by Init(1*) and for all
x € {0,1}*, Decodep,(Encodepy () = x with overwhelming probability over the randomness of
the encoding algorithm. A codeword c is called valid if Decodepy(c) # L.

3.3 Bounded Algorithms

In this paper we will be dealing with algorithms that are restricted in terms of different re-
sources. In particular we consider two main types of resource: time and space. Importantly,
in contrast with [FHMV17a| we split the space-usage into two parts: (i) the space required to
store the algorithm and (ii) additional space used by it. Faust et al. [FHMV17a] only assumes
concrete measure of the later one and the former one was implicitly assumed to be an unbounded
polynomial in the security parameter. We formalize the notion of bounded algorithms below.

Definition 3 (Bounded algorithms). Let A be an algorithm such that (i) f-bits are sufficient
to describe the code of A, (ii) at any time during its execution, the state of A can be described
by at most s bits and (iii) on any input, A runs for at most ¢ time-steps. Then we say that A
is a (s, f,t)-bounded algorithm. For such algorithms we have fa < f,sa < s and tp <t (with
the obvious meaning). Sometimes, for simplicity, we will call an (s, poly(A), poly(A))-bounded
algorithm just s-space-bounded, an (s, poly(A), t)-bounded algorithm (s, t)-space-time bounded
and an (s, f, poly(\))-bounded algorithm (s, f)-total-space-bounded.

Note that the bound f the size of A is also an upper bound on the hardwired auxiliary informa-
tion. We stress that, similarly to previous works [DKW1la, DKW11b], in case A is modeled as
a Turing machine, we count the length of the input tape and the position of all the tape heads
within the space bound s. Given an input z € {0,1}", and an initial configuration o € {0, 1}*~",
we write (y,0) := A(x; o) for the output y of A including its final configuration 6 € {0,1}*~".

Intuitively, a coding scheme can be decoded in bounded space if the decoding algorithm is
space bounded.



Definition 4 (Space-bounded decoding). Let II = (Init, Encode, Decode) be a (k,n)-code, and
d € N. We call IT a (k,n)-code with d-space-bounded decoding, if for all pp output by Init(1*)
the decoding algorithm Decodep,(-) is d-space-bounded.

3.4 Random Oracles

All our results are in the random oracle model (ROM). Therefore we first discuss some basic
conventions and definitions related to random oracles. This section is taken almost verbatim
from [FHMV17al. First, recall that in the ROM, at setup, a hash function # is sampled uniformly
at random, and all algorithms, including the adversary, are given oracle access to H (unless
stated otherwise). For instance, we let II = (Init", Encode™, Decode™) be a coding scheme in
the ROM. Second, without loss of generality, we will always consider a random oracle H with a
type H : {0,1}* — {0, 1}"*.

We emphasize that unlike many other proofs in the ROM, we will not need the full pro-
grammability of random oracles in pur proofs. In fact, looking ahead, in the security proof
of our code constructions, we can just assume that the random oracle is non-adaptively pro-
grammable as defined in [BM15].8 The basic idea is that the simulator/reduction samples a
partially defined “random-looking function” at the beginning of the security game, and uses that
function as the random oracle H. In particular, by fixing a function ahead of time, the reduction
fixes all future responses to random oracle calls—this is in contrast to programmable random
oracles, which allow the simulator to choose random values adaptively in the game, and also to
program the output of the oracle in a convenient manner. In particular, in most of our proofs
we will be simulating the random oracles with a PRF.

We additionally make the following convention. Random oracle queries are stored in query
tables. Let Q be such a table. Qg is initialized as Qy := (. Hence, when the random
oracle H is queried on a value u, a new tuple (bit(u),u,H(u)) is appended to the table Qy
where bit : {0,1}* — {0, 1}0(10g A is an injective function that maps each input u to a unique
identifier, represented in bits. We call bit(u) the index of (u, H(u)) in Q. Clearly, for any tuple
(i,u, H(u)) we have that bit™1(i) = u.

4 Continuous Space-bounded Tampering

Space-bounded Tampering algorithms. We assume that tampering algorithms are deter-
ministic?, sequential and (s, f)-total-space-bounded, where s, f € N are tunable parameters and
are usually functions of the security parameter A. Let us denote the class of all such algorithms
by .Aﬁ,’)};ce. When the context is clear, we might just refer to Aig,éce by Agpace for simplicity.
Generally any A € AS,’,{,ce will be often referred to as a space-bounded tampering algorithm.

Oracles. Next we define space-bounded tampering oracle with self-destruct. In contrast with [FHMV17a]
(Definition 5) our tampering oracle has the “self-destruct” mechanism.

Definition 5 (Space-bounded Tampering Oracle with Self-destruct). A space-bounded tampering

oracle with self-destruct Ogﬁigg’s’f’p is parametrized by a (k, n)-code IT = (Init*, Encode™, Decode™),

a string = € {0, 1}*, public parameters pp € {0,1}* and integers s,p € N (with s > p > n). Ini-
tially, the oracle assigns a flag sd := 0, and sets a state st := (¢, o), where ¢ := EncodeH(pp, x),

8In [BM15], the authors show that such random oracles are equivalent to non-programmable ones, as defined
in [FLR*10].

9This is without loss of generality, as in the tampering setting A is chosen by PPT distinguisher D (“big
adversary” in our case) who can just hardwires its truly random coin to A.
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S

and o := ogl|oy := 0P7"||0°"P. Given input a space-bounded tampering algorithm A € Agzice,

the oracle works as follows:

Oracle On’x’pg’s’f’p(A):

real-s

Parse st = (¢, 00,01)

(5, 5’0, 5’1) = AH(C; UOHUI)

Update st := (¢, 9,0°7P)

# := Decode™ (pp, é); If # = L then sd := 1
If sd =1 return L

Return z.

Remark 1. We assume that the tampering algorithm has access to the public parameter but
we do not explicitly hardwire it inside A and hence it is neither accounted for in the bound f
nor in s. Similar to the setting of mon-malleable codes in the common random string model
(cf. [LL12, FMNV1/]) pp is considered to be untamperable. In reality pp can be part of a
read-only memory to which the attacker does not have write access. We do not formalize that
explicitly.

We recall from [FHMV17a| the definitions of the leakage (’)fe’zk that can be queried in order
to retrieve up-to £ bits of information about x and the simulation oracle which would use the
leakage oracle to simulate the output of the tampering experiment.

Definition 6 (Leakage oracle). A leakage oracle (’)ﬁgk is a stateful oracle that maintains a
counter ctr that is initially set to 0. The oracle is parametrized by a string = € {0,1}* and
a value £ € N. When (’)fe’;ck is invoked on a polynomial-time computable leakage function L,
the value L(z) is computed, its length is added to ctr, and if ctr < ¢, then L(z) is returned;
otherwise, | is returned.

oy . . . . Y/ . .
Definition 7 (Simulation oracle). A simulation oracle (’)Sjn 5P s an oracle parametrized

by a stateful PPT algorithm Sg, values ¢, s € N, some string = € {0, 1}"7, and public parameters
pp € {0,1}*. Upon input a space-bounded tampering algorithm A € Ai,’,{,ce, the output of the
oracle is defined as follows.

Oracle Q22551 PP (7).

Lx o
Let 7 + S;Qleak( )(1’\, pp, A)
If Z = same* set T := .
Return z.

Space-bounded Continuous Non-malleability. Our definition is broadly the same as
in [FHMV17a] with slight modifications: here the real tampering oracle Oyea1.5q4 has self-destruct
in it and we consider a concrete non-malleability error-bound &,m.

Definition 8 (Space-bounded continuous non-malleability with self-destruct). For parameters
k,n,l s, f,p,0,d,ny € N (with s >p>n) and e,y € [0,1) let H : {0,1}* — {0,1}"* be a ran-
dom oracle, then we say a (k,n)-code I = (Init’  Encode™, Decode™) is an f-leaky (s, f, p)-space-
bounded!? (6, enm)-continuously non-malleable code with self-destruct with d-space-bounded de-
coding (or (¢, s, f,p,0,d, enm)-SP-NMC-SD) in the ROM if II satisfies the following conditions:

0Note that the terminology “space-bounded" is slightly overloaded as we use it both for an encoding scheme
as well as for an algorithm (cf. Definition 3.)
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e Space-bounded decoding: Decode™ is d-space-bounded.

e (¢,0,enm)-continuous non-malleability: For any PPT distinguisher D that makes at
most @ queries to the tampering oracle Oyea1s4, there exists a pair of PPT algorithms (also
called the simulator) S = (S1,Ss), such that for all € {0,1}¥ and A € N,

I1,z,pp,s, f,p

‘Pr [DH(')’Oreal-sd O (pp) =1: pp InitH(lA)]
—Pr [Dsl<->,O§§.f’””’s’f""’<->(pp) =1: pp« Initsl(lA)] | < enm,

the randomness coming from H, Init, D, S = (S1,S2) and encoding of Oyealsd-

Remark 2. The roles of S1 and Sa are the same as in [FHMV17a/. Intuitively, Si simulates all
the random oracle queries and So simulates the tampering queries with the help of the leakage
oracle. We implicitly assume that S1 and So may share states. For readers familiar with the
notion of non-malleable codes in the common reference string model (c.f. [LL12, FMNV1/]]), we
remark that the simulator is not required to program the public parameters (but is instead allowed
to program the random oracle).

We are interested in constructing an encoding scheme which satisfies Definition 8 with any
choice of § = poly(\). Recall from Section 3.2 of [FHMV17a| that, in this case, self-destruct
is necessary in order to achieve a meaningful notion of non-malleability as otherwise whenever
6 > n it is impossible to achieve space-bounded non-malleability for any non-trivial'! leakage .

Remark 3. We notice that, if the parameter f is such that adversaries from Ai,’,’;ce can have
valid encodings (c1,c2) of two different messages hard-wired into their description, the leakage ¢
will be (approximately) at least as big as the size of the “extra persistent space” p—mn. Otherwise,
the distinguisher D can send a space-bounded adversary A with hard-wired (cy,ca), which first
copies any p — n bits of the target message into the extra persistent space and then depending
on the first bit of that overwrites the target encoding with ¢i or co. Repeating this process, D
learns the entire extra persistent space after only a few (0 =~ p—n) tampering. Therefore, in our
setting where we allow sufficiently large f and any unbounded 0 € poly(X), the leakage £ always
contains p —n as an additive factor.

5 Non-Interactive Proof of Space (NIPoS)

As in [FHMV17a], the main building block of our NMC construction is Non-Interactive Proof of
Space (for short NIPoS). Intuitively, a NIPoS allows a prover to convince a verifier that she has
a lot of space/memory. Importantly, the verification done on the verifier’s side is space efficient.

We start by recalling the definition of NIPoS from [FHMV17a| adjusted to (s, f,t)-bounded
algorithms. We split the definitions completeness and extractability here. Then we define
property called proof-extractability. We made some syntactical changes to the definition of
extractability to align it with the proof-extractability definition. Finally we define a new quan-
titative measure of NIPoS called uniqueness and show that uniqueness, when combined with
extractability gives proof-extractability.

Definition 9 (Non-interactive proof of space (NIPoS)). For parameters sp, Sy, kpos, pos € N
with sy <'s < sp an (kpos, Npos, Sp, Sv)-non-interactive proof of space scheme (NIPoS for short)
in the ROM consists of a tuple of PPT algorithms (Setup’, P, V*) with the following syntax.

1 Recall that for any non-trivial leakage we must have ¢ < k — w(log k) as otherwise the tampering adversary
learns (almost) all information about the input rendering the notion useless.
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e Setup™(1%): This is a randomized polynomial-time (in \) algorithm with no space re-
striction. It takes as input the security parameter and outputs public parameters pppos €
{0,1}*.

o Pprpos(z’d): This is a probabilistic polynomial-time (in \) algorithm that is sp-space-
bounded. It takes as input an identity id € {0,1}*> and hard-wired public parameters
PPpos, and it returns a proof of space 7 € {0, 1}7wos,

° V;‘épos(id ,m): This algorithm is sy-space-bounded and deterministic. It takes as input an

identity 4d, hard-wired public parameters pp,.s, and a candidate proof of space m, and it
returns a decision bit.

We require completeness to hold:

Completeness: For all id € {0, 1}* we have that

Pr [V;’épos(id,w) — 11 Ppyes ¢ Setup™(1Y); 7 Pﬁépos(id)} — 1,

where the probability is taken over the internal random coins of the algorithms Setup and
P, and over the choice of the random oracle.

We define the extractability of a NIPoS separately as follows.

Definition 10 (Extractability of NIPoS). Let NIPoS = (Setup”, P, V*) be an (kpos, pos, Sp,
sy )-non-interactive proof of space scheme. Let s, f,t,n € N and epos € [0,1) be parameters with
sy < s < sp. Then we say that NIPoS is (s, f,t, 7, pos)-extractable (Ext-NIPoS) if there exists
a polynomial-time deterministic algorithm K (the knowledge extractor) and a deterministic
efficiently computable function Fyine : {0,1}* — {0,1}" such that for any probabilistic poly-
nomial-time algorithm B, we have

Pr[GeB)fEd()‘) = 1] < €pos;
for the game Gg%,()) defined as follows:

Game G, (M):

1. Sample pppos Setup’(1*) and 7 + Pyppos(id).

2. Let A « B?fppos(id,w) such that A € Ai,’f;ce (if this condition fails, then output
0 and stop).

Let (id,7) := A% (id, ).

Let 2 := Fhint(PPpos; Q1 (B), id).

Let a := K(pppos; @2(B), 2).

Output 1 if and only if: (i) V}} (id,7) = 1; (ii) id # id and (iii) id # o;
otherwise output 0,

AN

where the set Q(B) contains the sequence of queries of B to H and the corresponding answers,
and where the probability is taken over the coin tosses of Setup, B, P and over the choice of the
random oracle.
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Remark 4. Note that, we made two changes from the one used in FHMYV: first we introduce a
new hint-producing function which can return a “small string” (for example, the the index of id
in the RO table Q3 (B)) and given that hint, the extractor can now find out the target identity
from the same table. Secondly, the extractor here only returns the target identity instead of all
identities found in the table (as done in FHMYV). We stress that it is important for the parameter
n to be small, as otherwise the definition is trivially satisfied. Looking ahead, the final measure
of leakage in the NMC construction will be controlled by the size of this hint.

Extractability guarantees that if the space bounded adversary A successfully tampers to a
new pair (z';i, 7), the identity id can be extracted from the query table of the algorithm B, i.e.,
the pair (id,7) was (partially) precomputed by B. Let us stress that knowledge of id does
not generally imply knowledge of the entire pair (z’Nd, 7). This is because there might be many
different 7 for which Vz,'épos(fd,ﬁ') = 1, unless, of course, there is a unique such 7. In order

guarantee extraction of the entire pair (z;i, 7), we need NIPoS to satisfy a stronger extractability
property, which we call Proof-Extractability and define next.

Definition 11 (Proof-Extractability of NIPoS). Let NIPoS := (Setup’, P*, V) be a (kpos, 7pos,
sp, sy)-non-interactive proof of space scheme. Let s, f,t,7 € N and ep.ext € [0,1) be parameters
such that sy < s < sp. Then NIPoS is called (s, f,t,7, €p-ext)-proof extractable (PExt-NIPoS) if
there exists a polynomial time deterministic algorithm K (the proof-extractor) and an efficiently
computable deterministic function Fpin : {0,1}* — {0, 1}" such that for any PPT algorithm B
and any identity id € {0,1}*°s it holds that

Pr(GE(A) = 1] < epext,
for the game GR;(\) defined as follows:

Game GE‘??{; (A):

H(1A H ;
1. Sample pppes < Setup”™(1%) and 7 « Ppppos(Zd)'

2. Let A « B;’épos(id,ﬂ) such that A € AS,;J;ce (if this condition fails, then output
0 and stop).

Let (id,7) := A% (id, 7).
Let z := Fhint(ppposv On(B), (ZNdvﬁ-))
Let a := K(pppos, Q2(B), 2)

Output 1 if and only if: (i) ng)pos(ia,fr) =1; (ii) id # id and (iii) (id,7) # a;
otherwise output 0,

SR ol

where the set Qy(B) is the random oracle query table of B.!2 The probability is over the choice
of the random oracle, and the coin tosses of Setup, B.

Remark 5. Note that, in the above definition the hint-producing function takes the pair (z'~d7 )
as opposed to only id as in Definition 10. Intuitively this means that, given some small hint,
the extractor does not only return the changed identity, but the identity-proof pair. Clearly this
makes the later definition stronger.

As mentioned above, when there is a unique valid proof corresponding to each identity, then
proof-extractability reduces to simply extractability. Nevertheless, it may also be possible that
only a part of the proof is uniquely determined. We formalize this by the following definition.

12 Note that B does not make RO queries after outputting the small adversary A.
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Definition 12 (Uniqueness of NIPoS). Let NIPoS := (Setup™, P, V) be a (kpos, pos, 5P, SV )-
NIPoS. Then NIPoS is called (upos, Eunique)-unique (where tpos < Mpos, Upos € N and eynique €
negl())) if for any A € N, there is a deterministic function J : {0, 1}* x {0, 1}#ees — {0, 1}%s such
that for pp,es Setup’()\), any identity id € {0, 1}* and any m € {0, 1}, if V;f,(id,w) =1,
then J(pppos; id) = 7[1 ... upos|] With probability at least 1 —eynique (Where the probability is over
the randomnesses of Setup” and P7).

Remark 6. Intuitively, the definition says that for a valid proof 7, a part of ™ (first upes bits
in this case) can be uniquely and efficiently determined given the id and the public parameters
pp with overwhelming probability.

In the following lemma, we formally show that uniqueness and extractability together imply
proof-extractability. To see this, observe that, e.g., maximal uniqueness implies that given id,
the corresponding 7~ is fixed and hence it suffices to provide the PExt-NIPoS hint-producer
only with id.

Lemma 2. Let NIPoS := (Setup™, P, V") be a (Kposs Mpos, Sp, Sv)-INIPoS that is (Upos, Eunique ) -

unique and (s, f,t,n, Epos)-extractable. Then NIPoS is (s, f,t,1, £p-ext)-proof-extractable where

/
N =N+ Npos — Upos Ep-ext < Epos T €unique

Proof. Given the hint-producing function F;,: and the extractor K for the extractable NIPoS we
construct a hint-producing function F}, . and an extractor K’ for proof-extractability as follows:

Fyine: Tt takes (pppos, Q#(B), (id, 7)) as input and runs Fhine on (pPpes, Q#(B), [d) to obtain £.

It returns ¢’ where ¢/ = £||3 for 8 := TT[upos + 1. .. Npos).

K': Tt takes (pppos, @#(B),¢') as input, parses £ = £||3. Then it runs a := K(pppes, Q(B), 1)
and 7 := J(PpPpos; @). It returns (o, a’) where o/ = v||3.

It is clear that, whenever the standard extractor K is able to extract the correct i~d, the
proof-extractor will be able to extract the correct pair (i?i,fr) as the part of © was uniquely
derived by J and the rest of it is obtained from the additional hint. Therefore, the only case
when K’ would fail is exactly when (i) K fails or (ii) J fails. Hence we have p.ext < €pos + Eunique-
On the other hand, since F}, . needs to output an additional hint of 7[upes + 1. ..7pos| the hint
7’ is more than n by exactly npos — Upos and hence we have 1/ = 1+ npos — Upos. This completes
the proof.

O

6 Space-bounded NMC from Proof-Extractable NIPoS

We are now prepared to show that the encoding scheme of FHMYV satisfies Definition 8 for any
unbounded 6 € poly(\) when instantiated with any PExt-NIPoS. For completeness, we first
recall the FHMYV construction. This is taken (almost) verbatim from [FHMV17a].

The Encoding Scheme of [FHMV17a]. Let (Setup’™, P V) be a (k,n, sp, sy)-NIPoS in
the ROM where H : {0,1}* — {0,1}"* denotes the random oracle for some ny € poly(\). We
define a (k,n)-coding scheme IT = (Init”, Encode’, Decode™) as follows.

InitH(l’\): Given as input a security parameter A, it generates the public parameters for the
NIPoS as pppos < Setup’(1*), and outputs pp := PPpos-
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Encode?;é(x): Given as input the public parameters pp = ppp,s and a message = € {0, 1}F) it
runs the NIPoS prover to generate a proof of space m < Pz;épos (x) using the message = as
identity. Then it outputs ¢ := (z,7) € {0,1}" as a codeword.

Decode?fp(c): Given a codeword ¢, it first parses ¢ as (z,m). Then it runs the NIPoS verifier
b:= Vg'épos(x, 7). If b =1 it outputs z, otherwise it outputs L.

The following theorem formally states that the above construction is a continuous non-malleable
code for any 6 € poly(A).

Theorem 1. Let A\ be a security parameter and H : {0,1}* — {0,1}"* be a hash function
modeled as a random oracle. Let {PRF : {0, 1}* — {0, 1}"*}, cro 1ymey be any (*,n31, Nkeys Epr)-
PRF, where niey € poly(X). Let (Setup™, P, V™) be any (Kpos; Npos; sp, Sv)-NIPoS that is
(s, f, poly(N), 1, €p-ext)-proof-extractable. Then for any 6 € poly(\), the (k,n)-code T = (Init™,
Encode™, Decode™) defined above is an (£, s, f,p, 0, sy, enm)-SP-NMC-SD in the ROM, where

k= kpos
N = Kpos + Mpos

Epos + Mpos < p < 2n — O(log(A))
L=p—n+[logh|+n

Enm < Epr Tt Ep-ext

The above theorem together with Lemma 2 imply that the encoding scheme of Faust et al.
satisfies Definition 8 also when instantiated with any Ext-NIPoS with (partial) uniqueness. This
is formalized in the following corollary:

Corollary 1. Let \ be a security parameter and H : {0,1}* — {0, 1}""* be a hash function mod-
eled as a random oracle. Let {PRFy : {0,1}* — {0, 1}""} 1o 1ymey b€ any (, N3, Niey, Epr)-PRE
where nyey € poly(A). Let (Setup™, P V) be any (Kpos, pos, Sp, sv)-NIPoS that is (s, poly(\),
poly (), n, €pos)-extractable and (upos, Eunique)-unique. Then for any § € poly(A), the (k,n)-code
II = (Init*, Encode®, Decode™) of FHMV is an (¢,s,poly(\),p, 8, sv,enm)-SP-NMC-SD in the
ROM, where

k= kpos N = Kpos + Npos kpos + Npos < p < n+k — O(log(N))
ezp_k_upos"i‘ Hoge—‘ +n+2 €nm = €pr t €pos T Eunique-

Proof of Theorem 1. We remark that, due to close similarity with the proof of [FHMV17a,
Theorem 3|, we will be using many texts that are taken verbatim from [FHMV17a].

We fix the oracle output length ny € N and the parameters k,n, ¢, s, f,p,0 = poly(})
for the (k,n)-code II = (Init’*, Encode®, Decode™). The correctness of the coding scheme is
guaranteed by the perfect completeness of the underlying NIPoS. Moreover, since the decoding
algorithm simply runs the verifier of the NIPoS, it is straightforward to observe that decoding
is sy bounded.

To prove Theorem 1, it is sufficient to show that there exists an explicit construction of
PPT simulator S = (S1,S2) such that the (k,n)-code II satisfies (¢,0, enm)-continuous non-
malleability. Before we construct such simulator, let us recall that proof-extractability of the
underlying NTPoS implies existence of a hint-producing function Fin¢ and a knowledge extractor
K. On high level, the hint-producing function takes as input a valid pair (id, ) and a table
of random oracle queries (2 and outputs a string z of length 7. Given this hint and the query
table @, the knowledge extractor K is able to reconstruct the pair (id, 7). The simulator we now
define heavily relies on these two algorithms.
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Constructing the simulator. We now describe the simulator SP = (SlD, 52D ), depending on
a PPT distinguisher D.'* A formal definition of the simulator is given in Fig. 1; we provide a
high level description of the simulator below.

Informally, algorithm S; simulates the random oracle H by sampling a uniform random key
x <5 {0, 1} for a pseudorandom function (PRF) PRF, : {0,1}* — {0,1}"#; hence, it defines
H(u) := PRFy(u) for any u € {0,1}*.14 Sy receives the description of the RO (i.e., the PRF key
X) from S;.

The simulator So then makes a query to the leakage oracle with the function L; that has
hard-coded: the coding scheme II, the description of the simulated RO, the code of D and the
encoding randomness penc. The function L; first encodes (using the randomness penc) the target
message r to generate a codeword c. Then it runs the code of D to obtain the first tampering
algorithm A; which it applies to ¢ and obtains a tampered codeword ¢. In case the tampered
codeword decodes to the target message x, the leakage function continues running D to obtain
the second tampering algorithm Ag which it applies to ¢. Let A;« be the first tampering algorithm
that tampers to a codeword that does not decoded to the target message x. The leakage function
Ly returns the binary representation of j* to the simulator Sp. In case no such Aj« exists, the
L signals this to Sg by returning the flag 0.

If the output of the leakage oracle if the flag 0°1, Sy replies all tampering queries A1, ..., Ay
by outputting the symbol same*. Otherwise, the simulator Sy learns the value j*. In that case,
So answers all the tampering queries Ag,...,Aj«_1 by outputting the symbol same*. In order
to answer the j*-tampering query, the simulator So makes another query to the leakage oracle.
This time with the function Ls which has hard-coded: the coding scheme II, the description of
the simulated RO, the query table Q3 /(D) consisting of all RO queries made by D (until this
point), the code of all tampering algorithms Ay, ..., Aj«, the encoding randomness penc and the
code of the hint-producing function Fjint.

The function Lo first encodes (using the randomness penc) the target message = to generate
a codeword c. Then it applies the composed function Aj« o Aj«_j o --- 0o Ay on ¢ to generate
the tampered codeword ¢ which it decodes to obtain a value & # z. If T is equal to L, i.e. ¢ is
an invalid codeword, then the leakage function signals this fact by returning the flag 02 to the
simulator Sy. Otherwise, the leakage function runs the hint-producing function Fjint to obtain a
string z defining how to reconstruct the tampered codeword from the query table Qy /(D). The
leakage function returns z and p — n bits of the additional persistent space.

If the output of the leakage oracle is the flag 02, the simulator S, replies to all tampering
queries Aj«,...,Ag by L. Otherwise, the simulator Sy replies to the j*-th tampering query by
the message Z, where (Z,7) = ¢ := K(pp, Qu(D), z). Sy recovers the entire persistent space and,
hence, is able to answer all follow up tampering queries without any further leakage query.

Some intuitions. Firstly, note that in the real experiment the random oracle is a truly random
function, whereas in the simulation random oracle queries are answered using a PRF. However,
using the security of the PRF, we can move to a mental experiment that is exactly the same as
the simulated game, but replaces the PRF with a truly random function.

Secondly, observe that if none of the tampering algorithms A; tampers with the codeword
or none of the algorithms tampers to a codeword ¢ which decodes to a different message than
the target message x, i.e. the first leakage function returns 0, then the simulator perfectly
simulates the real experiment since it answers all the tampering queries by the symbol same*
which is exactly what the tampering oracle does.

3Tn the rest of the proof we drop the superscript D, and just let S = (S1, S2).
14Such a PRF can be instantiated using any PRF with fixed domain, and then applying the standard Merkle-
Damgard transformation to extend the input domain to arbitrary-length strings.
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Simulator S = (54,S2)

1. Let PRF, : {0,1}* — {0,1}"# be a PRF. The simulator S; samples a uniform random key
X < {0,1}™e and defines H := PRF,.. The query table Q/(D) is initially empty.

2. So receives x from S;. Then it queries the leakage oracle on the following leakage function:

Leakage function L; : {0,1}* — {0,1}%1

Ly is hard-coded with the description of H (i.e. with PRF,) and thus it consis-
tently answers all RO queries from D and all A;. Furthermore, it is hard-coded
with the encoding scheme II, the code of D and the encoding randomness penc.
(a) Produce the codeword ¢ <—s Encode;'é (z) using randomness penc and initialize
the auxiliary space o := oyl|oy := 0P~"||0°7P. Let ¢ := 1 and j* := 0.
(b) If i <6, do as follows:
i. Run D to get tampering algorithm A;. Let (¢, d¢||d1) := Ai(c; o0l|o1)-
ii. Compute 7 := Decode?fp(é).
iii. If £ # x, then set j* := ¢ and go to Step 2c. Else increment ¢ by 1,
define (¢, o¢||o1) := (¢,50]|0°7P) and go back to Step 2b.
(¢) Return ¢; := bit(5*).

3. Once Sy obtains ¢; € {0,1}, it proceeds as follows. If ¢(; = 0°1, then it sets j* := 0 + 1,
else it sets j* := bit71(¢;). Then it returns same* for all queries A;, where 0 < i < j*. If
j* =60+ 1, then the simulator stops. Else it proceeds to Step 4.

4. For the j*-th tampering query Aj~, So makes another call to its leakage oracle with the
following leakage function:

Leakage function Ly : {0,1}* — {0, 1}*2:

Ly is hard-coded with the description of H (i.e., with PRF,), the table Q(D),
the code of (A1,Az,...,Ajx), the encoding scheme II, the code of the hint-
producing function Fjin: of the NIPoS and the same encoding randomness penc.

(a) Produce the codeword c <s Encodezﬁ,(m) using the same penc and initialize
the auxiliary space o := og||o1 := 0P~"||057P.

(b) Let A := Ajx oAjs_10---0A;. Run A to get (¢,60||51) = A(c; o0l|o).

(c) Compute T := Decodez,'é(é). If # = L, output the flag 0°2, otherwise run
2 = Fhint(pp, Qx(D), ¢) and return ¢ := z || 69 || 1.

5. Depending on the fo-bit string (s, the simulator So proceeds as follows:

(a) If ¢ = 0%, then Sy returns L for all tampering queries A;, where i > j*.

(b) Else Sa parses (2 as z || 6o || 1, runs (Z,7) < K(pp, Q1(D), z) and outputs Z for the
j*-th tampering query Aj~. Sy it reconstructs the entire memory (¢, o) as ¢ := (Z,7)
and o := 69||0°"P. It answers all the follow up tampering queries A;, where i > j*,
without any further access to the leakage oracle, as follows

i. Run A; to obtain (¢, d¢||01) := Ai(c; 00]|o1)-
ii. Output Decode?;é(é) and set (¢, o¢||o1) := (¢, 0/|0°7P).

Figure 1: Description of the simulator S = (Sy,Ss)
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Assume now that the first leakage query returns bit(5*) such that 0 < j* < 6. Intuitively, the
only case in which the simulation strategy of answering the j*-th tampering query goes wrong
is when the tampered codeword ¢ is valid, but the knowledge extractor K fails to reconstruct
the codeword ¢. We denote this event as NOTEXTR. We prove that NOTEXTR occurs exactly
when the adversary D violates the proof-extractibility property of the underlying NIPoS, which
happens only with negligible probability.

Finally, if the simulator answers reconstructs the tampered codeword after the j*-th tam-
pering query, it can answer all the follow up tampering queries perfectly.

The detailed formal analysis is given in Appendix A.

7 Constructing Proof-Extractable NIPoS from CHG

In this section, we present a concrete Proof-Extractable NIPoS construction whose main building
blocks are: (i) a novel family of hard-to-pebble graphs called challenge-hard graphs (CHG) and
(ii) Merkle Commitments. For completeness, we first recall the definition of Merkle Commit-
ments and the concept of graph pebbling. Thereafter, we introduce and formally define CHGs
in Section 7.3. Our NIPoS construction is then presented in Section 7.4 and the proof that it
satisfies Proof-Extractablility in given in Appendix B. We conclude this section by presenting
and comparing two concrete CHG constructions and stating the concrete parameters of the
resulting Proof-Extractable NIPoS.

7.1 Merkle Commitments

For completeness, we adapt the notations from [FHMV17a] and briefly recall the construction
of Merkle commitment [Mer88| from there. Merkle commitment is built upon a hash function
Hcom which will be modeled as a random oracle throughout our paper. Intuitively, during the
committing phase, a sender exploits a so-called hash tree to commit a vector of N elements
z := (z1,...,2n) using N — 1 invocation of Heom. At a later point, one can open any of the
values z; by providing the hash labels of a Merkle tree path with size logarithmic in V.

Definition 13 (Merkle commitment). An (ng, N)-Merkle commitment scheme (or MC scheme)
in the ROM is a tuple of algorithms (MComZtm MOpen*<m MVer*cm) described as follows.

e MCom™<m(z): On input an N-tuple z = (z1, ..., zy), where z; € {0,1}"# this algorithm
outputs a commitment ¢ € {0, 1}"*.

e MOpen™«m(z i): On input a vector z = (z1,...,2y) € {0,1}"*N and i € [N], this
algorithm outputs an opening (z;,¢) € {0, 1}1Hog N)nw,

o MVer?tm (i ¢, (z,1)): Oninput an index i € [N], and a commitment /opening pair (¢, (2,)),
this algorithm outputs a decision bit.

7.2 Graph Pebbling and Labeling

We recall basic definitions, facts and lemmas regarding graph pebbling from prior works, in
particular from [FHMV17a|. Throughout this paper G = (V, E) is considered to be a directed
acyclic graph (DAG), where V is the set of vertices and E is the set of edges of the graph G.
Without loss of generality we assume that the vertices of G are ordered lexicographically and are
represented by integers in [IN], where N = |V|. Vertices with no incoming edges are called input
vertices or sources, and vertices with no outgoing edges are called output vertices or sinks. We
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Merkle Commitment
MCom?tem (2, ..., zy_1): Output ¢ := Root™™ (N, (2, ..., 2x_1)).
MOpenTtem((2g, ..., 2n_1),1):

e If i =0 mod 2 then v := z;41; else ¥y := z;—1.
e For j =2 to log(N) do

— 1:=1div 2
— If i =0 mod 2 then 1), := Rootem (2771, (Z(i41)25-15 -+ -5 Z(i42)201-1));
else 1; 1= Root*teom (2]'71, (Z(i_1)2j71, ey Zigio1_1))-

b OUtPUt (zia (¢17 cee 7¢10gN))'
MverHcom (’L, 0, (Zv (wla ) @ZjlogN))):
e If i =0 mod 2 then ¢’ := Heom(2||¥01); else ¢ := Heom (¢1]2).
e For j =2 to log(N) do
— 4:=14div 2
— If i =0 mod 2 then ¢/ := Heom(¢'|[1;); else ¢ := Heom (¥5]|¢).
e If ¢ = ¢’ then output 1, otherwise output 0.

Figure 2: Construction of a Merkle commitment scheme

denote deg(v), the set of all predecessors of the vertex v. Formally, deg(v) = {w € V: (w,v) €

In this section we briefly explain the concept of graph labeling and its connection to the
abstract game called graph pebbling which has been introduced in [DNWO05|. For more details
we refer to [RD16, ABFG14, DFKP15]. We follow the conventions from [RD16] and will use
the results from the same. Sometimes for completeness we will use the texts verbatim from the
same paper.

Labeling of a graph. Let H: {0,1}* — {0,1}"* be a hash function (often modeled as a
random oracle). The H-labeling of a graph G is a function which assigns a label to each vertex
in the graph; more precisely, it is a function label: V' — {0, 1}"* which maps each vertex v € V
to a bit string label(v) := H(qy), where we denote by | {v(l), e ,v(deg)} | = deg(v) and let

~Jv ifvis an input vertex,
D7 o || tabel(w®) || ... || label(v(@8))  otherwise.

An algorithm A labels a subset of vertices W C V' if it computes label(W). Specifically, A labels
the graph G if it computes label(V).

Additionally, for m < |V/|, we define the H-labeling of the graph G with m faults’® as a
function label: V' — {0,1}"%* such that, for some subset of vertices M C V of size m,

label(v) # H(qy), for every v e M
label(v) = H(qy), for every v € V'\ M.

150ne can also define an analogy of faults in the pebbling game by adding a second kind of pebbles. These
pebbles are called red pebbles in [DFKP15] and wild cards in [ABFG14].
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Sometimes we refer to labeling with faults as partial labeling.

When H is modeled as a random oracle one can show an interesting property about graph
labeling as we present next as a lemma that appeared in form of a discussion in [RD16]. It is
based on an observation previously made in [DFKP15].

Lemma 3 ([RD16, Section 5.2|). Suppose H is modeled as a random oracle. Let A™ be an
(s, t)-bounded algorithm which computes the labeling of a DAG G with m € N faults. Then there
exists an (s +m-ny,t)-bounded algorithm A that computes the labeling of G without faults but
gets m correct labels to start with (they are initially stored in the memory of AM and sometimes
called initial labels).

Intuitively the above lemma follows because the algorithm AM can overwrite the additional
space it has, once the initial labels stored there are not needed.

Pebbling game. The pebbling of a DAG G = (V, E) is defined as a single-player game. The
game is described by a sequence of pebbling configurations P = (FP,..., Pr), where P; C V
is the set of pebbled vertices after the i-th move. In our model, the initial configuration P
does not have to be empty. The rules of the pebbling game are the following. During one move
(translation from P; to P;11), the player can place one pebble on a vertex v if v is an input
vertex or if all predecessors of v already have a pebble. After placing one pebble, the player can
remove pebbles from arbitrary many vertices.'® We say that the sequence P pebbles a set of
vertices W CV if W C Uie[o,T]Pi-

The time complexity of the pebbling game P is defined as the number of moves ¢(P) :=T.
The space complexity of P is defined as the maximal number of pebbles needed at any pebbling
step; formally, s(P) := max;cjo 7 {|F[}.

Ex-post-facto pebbling of a DAG (in the ROM). Let H : {0,1}* — {0,1}"* be a
random oracle. Let A be an algorithm that computes the (partial) H-labeling of a DAG G.
The ex-post-facto pebbling bases on the transcript of the graph labeling. It processes all oracle
queries made by A during the graph labeling (one at a time and in the order they were made).
Informally, every oracle query of the form ¢,, for some v € V, results in placing a pebble on
the vertex v in the ex-post-facto pebbling game. This provides us a link between labeling and
pebbling of the graph G. The formal definition follows.

Let H: {0,1}* — {0,1}"* be a random oracle and Qy a table of all random oracle calls
made by A" during the graph labeling. Then we define the ez-post-facto pebbling P of the graph
G as follows:

e The initial configuration Py contains every vertex v € V such that label(v) has been used

for some oracle query (e.g. some query of the form #(- - - ||label(v)]| - - - )) at some point in
the transcript but the query g, is not listed in the part of the transcript preceding such
query.

e Assume that the current configuration is P;, for some ¢ > 0. Then find the next unprocessed
oracle query which is of the form q,, for some vertex v, and define P;;1 as follows:
1. Place a pebble on the vertex v.

2. Remove all unnecessary pebbles. A pebble on a vertex v is called unnecessary if
label(v) is not used for any future oracle query, or if the query g, is listed in the

Y6Similar to [RD16] in our model we assume that removing pebbles is for free as it does not involve any oracle
query
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succeeding part of the transcript before label(v) is used in an argument of some other
query later. Intuitively, either label(v) is never used again, or A* anyway queries g,
before it is used again.

The lemma below appeared in several variations in the literature (see, for example, [ABFG14,
RD16]), depending on the definition of graph pebbling.

Lemma 4 (Labeling Lemma (in the ROM)). Let H : {0,1}* — {0,1}"* be a random oracle.
Let G be a DAG. Consider an (s,t)-bounded adversary A™ which computes the H-labeling of the
graph G. Also assume that A™ does not guess any correct output of H without querying it. Then
the ex-post facto pebbling strategy P described above pebbles the graph G, and the complexity of
P s

s

s(P) < and t(P) <t.

ny
Proof. By definition of ex-post-facto pebbling, it is straightforward to observe that if A* com-
putes the H-labeling of the graph G, then the ex-post-facto pebbling P pebbles the graph. Since
we assume that the adversary does not guess the correct label, the only way A* can learn the
label of the vertex v is by querying the random oracle. The bound on ¢(P) is immediate. Again,
by definition of the ex-post-facto pebbling, there is no unnecessary pebble at any time. Thus,
the number of required pebbles is equal to the maximum number of labels that A needs to
store at once. Hence, the space bound follows directly from the fact that each label consists of
ny bits and that the algorithm A™ is s-space bounded. ]

Localized expander graphs. A (N, ~i,72)-bipartite expander, for 0 < 71 < 72 < 1, is a
DAG with N, sources and N, sinks such that any 71V, sinks are connected to at least oIV,
sources. We can define a DAG G’ Nk y1,02 by stacking kg (€ N) bipartite expanders. Informally,
stacking means that the sinks of the i-th bipartite expander are the sources of the i+ 1-st bipartite
expander. It is easy to see that such a graph has N (kg + 1) nodes which are partitioned into
ka + 1 sets (which we call layers) of size N.. A Stack of Localized Expander Graphs (SoLEG)
is a DAG Gn, kg, ,4. Obtained by applying the transformation called localization (see [RD16,
Section 3.4] for a definition) on each layer of the graph G’ kG

We restate two lemmas about pebbling complexity of SOLEG from [RD16]. The latter
appeared in [RD16] in the form of a discussion.

Lemma 5 ([RD16, Theorem 4]). Let H : {0,1}* — {0, 1}"* be a random oracle. Let G, kg v
be a SoLEG where 3 := 2 — 271 > 0. Let P = (Fy, ..., Pyp)) be a pebbling strategy that pebbles
at least y1 N, output vertices of the graph G, kg 1. which were not initially pebbled, where the
initial pebbling configuration is such that |Py| < BN, and the space complexity of P is bounded
by s(P) < BN.. Then the time complezity of P has the following lower bound:

t(P) > 2%~ N,

Lemma 6 ([RD16, Section 5.2|). Let Gn,_ kymve be @ SOLEG and H: {0,1}* — {0,1}"#* be
a random oracle. There exists a polynomial time algorithm A’ that computes the H-labeling of
the graph G N, kg1 7. 1 Neng-space.

7.3 Challenge-Hard Graphs (CHG)

In this section we introduce the concept of challenge-hard graphs (CHG for short) which we use
it to construct proof-extractable NIPoS. Informally challenge-hard graphs satisfy the following
property with respect to graph pebbling: with small budget on the number of pebbles available
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(for example if an algorithm is space-bounded) no pebbling strategy can put pebbles on multiple
random challenge vertices of the graph in a reasonable amount of time. The property should hold
even if the player gets a few (but not too many) pebbles on arbitrary vertices at the beginning.
We remark that the notion of challenge hardness has similarities with a notion introduced in
[DFKP15]. In particular, in Section 4 of [DFKP15|, the authors informally described a pebbling
game which is similar to the game in our notion (Definition 14).

Challenge hard graphs are parameterized by the following variables: N, 8, N, 7, t,&, where
N is the size of the graph; 7. is the number of challenge nodes, where all the challenges are in
a pre-defined target set V.; N, is the size of the target set V; 5 - N. = Q(N.) is the budget on
the number of pebbles available; ¢ is an upper bound on the running time of pebbling strategies;
and ¢ is an upper bound on the winning probability of the pebbling challenge game.

Definition 14 (Challenge Hard Graphs (CHG)). A family of directed acyclic graphs {G) }aen
(with constant in-degree)'” is (8, N,, N, 7, t, €)-challenge-hard (where B € (0,1) is a constant,

and other parameters are functions of \), if for every A € N and graph G = G = (V, E) (with

N = N()) vertices), there exist 7. target sets (possibly with overlapping) VC(I), cee VC(TC) cv

such that the union of the target sets
V. = Vc(l)u...UvC(Tc) cVv
has N, vertices, and the following property is satisfied:

For any pebbling strategy B = (B, B2) it holds that

AR, . (N =Pr [GE, . (N = 1} <e,
where the pebbling game Ggfg,t,fc,G()‘) is defined as follows.

b
Game GE?B,MCG()‘):

1. Let Py + By be a pebbling configuration, where |Py| < - N.
2. Let chal - D™ be 7. random challenge vertices (possibly with overlapping),

where D™ is the uniform distribution over V! x - x 17520
3. Let P = (P, ..., Pyp)) + B2(F,chal) be a pebbling strategy.
4. Output 1 iff
e P follows the rule of a sequential pebbling strategy.
e For every i € {0,...,t(P)}, it holds that |P;| < 8- N,.
e chalC FByU--- UPt(p).
o t(P) <t

We define N./7. and N/N, as the challenge sparseness and graph compactness of G.

Intuitively, challenge sparseness defines what fraction of the target nodes will be challenged.
Graph compactness determines what fraction of all node in the graph are in the target set.
Looking ahead, these two metrics of CHG will play crucial roles in determining the parameters
of the NIPoS and the encoding schemes.

1"We require the in-degree of the graph to be a constant, because for graph-labeling in the ROM this captures
the essence of the standard model. To see this assume that H is implemented by an iteration-based scheme (e.g.,
Merkle-Damgard extension), and thereby to compute the hash output, it is sufficient to store only a few labels at
each iteration step. However, while in the ROM computing a label label(v) := H (v, label(pred(v))) is only possible
if the entire labeling label(pred(v)) is stored. If the in-degree is high (e.g. super-constant) this distinction would
affect the parameters. We refer to Appendix B.3 in [BCS16] for more discussions.
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7.4 Construction of PExt-NIPoS from CHG

Now we present our main PExt-NIPoS construction based on challenge-hard graphs and show
that it satisfies proof-extractability. The construction is quite similar to the one presented
in [FHMV17a| with only a few minor modifications.

The scheme consists of three algorithms (Setup’, P, V#) that use the following ingredients:

e a DAG G = (V, E) with N = |V| vertices and maximal in-degree deg € O(1), which has
T, target sets 18VC(1), ey VC(TC) C V such that

Vc;:VC(l)U...UVC(Tc) cv
and V. has N, vertices.

e a set of random oracles {Hid}ide{()’l}kpos U {Hcom} U {Hchai} defined as follows: H;q :
{0, 1}slog Nbdegmy 10 137 for every id € {0,1}%os; Heom @ {0,132 — {0,1}7%;
Henal takes as input a {0, 1}KeesTm#_bit string and outputs a random challenge set check
plus 7. challenge nodes:

(check, chal := (chaly, ..., chal.)) € VT x V1) x ... x V(7e)

For simplicity of explanation, we assume that the output length of Hcpa is exactly ny
(where ny > 7 -log|V| + 7. - log|Ve|), and we define the corresponding challenge sets
(check, chal) as the first 7 - log [V| + 7. - log |Ve| bits of the RO output.'® Note that by
a typical domain separation technique (e.g., used in [ABFG14] and [MMV13]), we can
instantiate the three random oracles using a unified random oracle H : {0,1}* — {0, 1}"*.

The construction is presented in detail in Figure 3. We provide a high-level overview here.
The prover first computes the labeling of a graph G = (V| F), and then commits the labeling
using a Merkle tree. From the merkle root value ¢, the prover computes the Fiat-Shamir
challenge #(¢¢), which consists of two sets (check, chal). The set check contains 7 random nodes
in V', and the set chal has 7. random nodes in a target set V. C V. The proof is the Merkle
tree opening paths for nodes in check U pred(check) U chal, where pred(check) are the parents of
nodes in check.

Remark 7. Our scheme can be viewed as a generalization of the NIPoS scheme in [FHMV17a].
In particular, besides opening nodes’ labels (Merkle-commitments) for checking graph consis-
tency, the proof also includes the labels for a small challenge set chal. In particular, setting chal
empty we can obtain the FHMYV NIPoS which in turn is based on the proof-of-space construction

from [RD16].

Memory usage of the prover and the verifier. In our PExt-NIPoS construction, the
honest prover has to store the complete labeling of the graph G plus the entire Merkle tree, thus
the size of the prover’s space is

sp:=N-ny+ (N—-1) ny,

where ng is the random oracle output length. On the other hand, the verifier only needs to
store a single proof-of-space, which consists of a Merkle root value, two challenge sets, and

18Note that the target sets can have overlapping parts, that is they may share some nodes.
9For ease of explanation, we assume that |V| and |V,| are powers of 2.
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PExt-NIPoS Construction

Setup’(1*): On input the security parameter 1* output a set of public parameters PPpos €
{0,1}*, which consist of values 7, 7., N., N € N, the DAG G as described above.

P?,'épos(id): Given public parameters pp,os € {0, 1}* and identity id € {0, 1}Fvos do as follows:

1. For every node v € V., compute a H;g-labeling of v as label(v) :=
Hiq(v, label(pred(v)), where label(pred(v)) are the H,4-labelings of v’s parents in G.
Let ¢ := (label(v)),c € {0, 1}V % be the H;q-labeling of the graph G.

2. Given labeling ¢ compute the Merkle commitment ¢, := MComcm (¢), where ¢y €
{0,1}"* is the Merkle root.

3. Determine the set of challenges (check, chal) := Hcpai(id, ¢y).
4. Output the proof-of-space m which consists of two parts:

e The Merkle-root value and the two challenge sets
(¢h¢, check, chal) € {0,1}"* x VT x V(1) x ... x V[7e)

e Let pred(check) be the set of predecessors for nodes in check. For every node
v € check U pred(check) U chal, output the Merkle-tree opening path from the v-
th leaf (with label label(v)) to the Merkle-root (with value ¢¢): MOpen*tem (¢, v).

Vg‘épos(id,ﬂ): Given public parameters ppys, identity id € {0, 1}*es and a candidate proof-of-
space m € {0, 1}"™es check the correctness of 7 with respec to id as follows:

1. Parse

=T

(D (log N)
((;54, CheCk, Cha|)7 {(ZU, (yv oY ))}vecheckUpred(check)Uchal

2. Check (check, chal) = Hchal(id, ¢p).
3. For every node v € check, denote by z, the opening for v, and z,eq(,) the openings
for v’s parents in graph G. The check: 2z, = Hq(v, Zpred(v))

4. For every node v € check U pred(check) U chal, denote by (zy, (ygl), e ,yf)logN))) the

opening path for v, V checks that

MVer Heom (v, dg, 2, (y(l), . ,yglogN))) =1.

(%

5. Output 1 if and only if all of the above check passes; otherwise output 0.

Figure 3: Our PExt-NIPoS construction: Denoting by v the number of RO input-output pairs in
the proof we call this construction a (7., 7, v)-Merkle-tree-based PExt-INIPoS scheme built
upon the DAG G.

7 - (deg 4+ 1) 4+ 7, tree paths. Since each tree path is of length log NV, the size of the verifier’s
space is given by:

sy i=ny + 7 logN + 7. -log Ne + (7 - (deg + 1) + 7¢) - log N - ny .

It is not hard to see that our PExt-NIPoS scheme satisfies completeness. We formally show
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that our NIPoS scheme satisfies proof extractability by proving the theorem stated next.

Theorem 2. Let \ be a security parameter. Suppose G := Guarp 5 a (8, Ne, N, Tc, t, €peb)-
challenge hard graph with indegree deg = O(1); H : {0,1}* — {0,1}"* is a hash function
modeled as a random oracle; and g is a (7, T, v)-Merkle-tree-based PExt-NIPoS scheme (defined
in Figure 3) built upon G, where

vi=(7-(deg+1)+7.) -logN +1.
For any s, f € N such that there exists a constant 6* € (0,1) where
s+f< (86 —001) N, ny,

it holds that Ilg is a (kpos, Npos, Sp, sv)-NIPoS that is (s, f,t,1, €p-ext)-proof-extractable, as long
20
as

Sp > kpos + (2N — 1) - ny 52> 8y > kpos + V- Ny n=0(vlog\)
Npos = V * Ny Ep-ext < poly(A) - (2_”” +exp(—k) + epeb) ,

where K =7 - No - 6*/N.

Remark 8. To guarantee that the verifier space sy := v-ny s smaller than the tampering space
s, we require T, to be significantly smaller than N./log N. Hence we need the underlying CHG
to be at least Q(log N)-challenge sparse (defined as N¢/Tc).

Proof intuition. Consider the game Gg()\), denote by (id,7) the adversary’s output iden-

tity and proof-of-space, and ®¢ the Merkle root value in 7. To explain intuitively, we consider
the simpler case where ¢y is the commitment of the H - -labeling of the graph.?! To argue proof
.qe . t
extractability, observe that in the game Gy ()):
e [f the big adversary B computes the graph labeling and the Merkle commitment herself,
that is, the RO input-output pairs in (id, 7) are queried by B, then a knowledge extractor
can extract (id,7) from the query table of B.

e Otherwise, we can bound the advantage of the proof extractability game by the advantage
of a pebbling challenge game. By challenge-hardness of the graph, the probability that a
space-bounded adversary A generates a new proof-of-space in time bound ¢ is negligible.

We provide the formal proof of Theorem 2, that is, our NIPoS scheme satisfies proof extractability
in Appendix B.

Remark 9. Similar to [FHMV17a] and [RD16], we consider a restricted storage model where the
adversary always stores the graph labels in their entirety before using them, that is, the adversary
never compress the graph labels. We leave the proof of Theorem 2 in the general storage model
(where the adversary can store arbitrary function of the graph labels) as an interesting open
question.

20 The polynomial factor in €p.ex depends on the number of RO queries made by the adversary. We refer to
Inequality 7 for the exact probability upper bound.

21 The more complicated case, where a labeling with faults is committed, can be handled by requiring the
adversary to open a few random nodes and their neighborhoods.
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Proof outline. To bound the advantage of proof-extractability game, we first bound the
probability of a few bad events. Conditioned on bad events do not happen, it is guaranteed
that the space-bounded adversary A wins the game only if it outputs a (id, %) such that i) the
merkle root value ¢y € 7 is a commitment of a graph labeling that is mostly consistent with
the H - -labeling of graph G, and ii) 7 contains the opening labels of a few random challenge
nodes, that is, the challenge nodes set is unpredictable for A. Hence the winning probability
can be naturally bounded by the advantage of a labeling challenge game, which in turn can be
in transformed to a pebbling challenge game. And thus we can finally bound the advantage of
proof-extractability game by the advantage of pebbling challenge game, which finishes the proof.

7.5 Instantiating CHG

In this section we present two constructions of challenge-hard graphs. First, we propose a new
construction of CHG from Stack of Localized Expander Graphs (SoLEG) used by Ren and
Devadas [RD16| in the context of proof-of-space. We refer to Section 7.2 for more details on
SoLEGs. Then we also show that the graph constructed by Paul, Tarjan and Celoni [PTC76]
and used by [DFKP15] satisfies the notion of challenge-hardness, but with different parameters.

First note that a family of SOLEG (with constant in-degree) is already challenge hard if
the number of challenge nodes (i.e., 7.) satisfies that 7. > (8 + 71) - Ne. This follows right
away from Lemma 5. However, the challenge sparseness of the graph (i.e., N./7.) is O(1) which
too small for our application.?? As discussed in Remark 8, we need a challenge-hard graph
with Q(log IV)-challenge sparseness. We resolve this by constructing challenge-hard graphs with
larger challenge sparseness by extending a family of SoLEGs. For ease of explanation, in the
following we assume that N, is divisible by 7.. We note that a similar result holds if N./7. is
not an integer.

Our SoLEG-based Construction. Given N, 7. € N (where N./7. is an integer), the challenge-
hard graph Guarp is a Te-extension of a SoLEG. 1t consists of a SOLEG, 7. gadget graphs, and
edges from SoLEG’s sink vertices to the gadget graphs.

For every i (1 <i < 7.), the ith gadget graph HS\Z,)C = (V@ E®) consists of N,/ lines. For
every j (1 <j < N./7.), the jth line Iiney) (in HE\Z,)C) consists of N./7. vertices and a path from
the first vertex to the last vertex. For every j (1 < j < N./7.), we denote by endgi) the sink of

Iinegi), the ¢th target set Vc(i) is then defined to be

Vc(i) = endgi) u---u endg\i[)c/n .

And we see that the union of the target sets
Vo=V u...uyle

contains N, vertices.
Besides the edges in the SOLEG and gadget graphs, there are also edges from SoLEG’s sink
vertices to the gadget graphs. In particular, for every i (1 < ¢ < 7.) and every k (1 < k < N./7.),

the ((¢ —1)N./7.+ k)-th sink vertex of the SOLEG has N./7. outgoing edges to the gadget graph
HS\Z,)C, where the jth (1 < j < N./7.) outgoing edge points to the kth vertex of the jth line Iineg.l)

Let Gn, koyi4e Pe the SOLEG, the number of vertices in Giyagrp is

Te Te

AS N2
N:—kG'NC—}—TC-() :kGf-Nc—i-ic.

#?Recall that 3 is a constant, thus N./7 is O(1) if 7. > (8 + 1) - Ne.
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SoLEG

JQ/QQ\Q\N sinks

Figure 4: A 7.-extension of a SOLEG with 7. = 2 and N. = 4. We ignore the graph structure
of SOLEG and only show the sink vertices. Each of the first N./7. = 2 sink vertices has two
outgoing edges, each edge pointing to a line of the first gadget graph HS\I,C) = Iinegl) U Iinegl).
Similarly, each of the next N./7. = 2 sink vertices has two outgoing edges, each edge pointing
to a line of the second gadget graph H§\2,c) = Iinegz) U Iinegz). The left 2 gray nodes consist of the

first target set Y/;(l). The right 2 gray nodes consist of the second target set VC(Q). The union of
the targets has |V.| = N. = 4 nodes.

We provide a simple example (Figure 4) of a CHG based on a SOLEG below.

It is easy to observe that the challenge sparseness is N./7. and the graph compactness of
the graph is kg + N, /7. for the above construction. We prove the following lemma about our
construction.

Lemma 7. Let GN, ko140 e @ SOLEG with parameters Ne, kg € N, v1,72 € (0,1). Denote
by B =y —2y1 >0ande :=1—0—v > 0. For any 7. € N (such that N./7. is an
integer), let Guaro = (V, E) be the Te-eatension of GN, kgqiye- Then it holds that Gysrp s
(B, Ney N == kg - No + N2 /70, 7e, 286 - 41 - N, exp(—€? - 7.))-challenge hard.

Proof. Fix any adversary B = (B1, B2) and consider the pebbling challenge game G';th’ TC,G()\).

Denote by Py C V the initial pebbled set output by B;. Denote by ng := dg - N. the number of
output vertices (in Gy, kg 1,4 ) that were initially pebbled. For every i (1 <14 < 7.), recall that

the target subset Vc(z) consists of N./7. lines, and we denote by n; := §; - N./7, the number of
lines that have at least one pebble on it (i.e., the lines whose intersection with Py are non-empty).
Since |Py| < 8- N¢, by definition of the game, we have

T T
c c N
i=0 i=1 ¢
By rewriting the second inequality, we have

D bt < (5 0) N 1)
i=1 ¢
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For every i (1 <14 < 7.), we define a random variable X; € {0,1} for the ith challenge node:
Denote by chal; C Vc(i) the challenge node in the ith target set Vc(i); we set X; := 1 if the line
that contains chal; has no initially pebbled vertex (i.e., the line has no intersection with Fp);
and we set X; := 0 otherwise. We define

i=1

Note Pr[X; = 1] = 1 — §; (over the randomness of chal;), and random variables {X;};c.] are
independent. Recall that ¢ :=1— 8 —~; > 0, thus by Hoeffding inequality, we have

PriX <E[X]—e 7] <exp(—2-¢ 7).

Next we show that if X > E [X] —e- 7., then it takes at least ¢ := 2F¢ . ~; - N, steps to pebble
all the challenge vertices, and hence finish the proof.

Claim 1. Denote by € :=1— 3 —~v1 > 0. If the challenge set chal is chosen so that

Te

XZE[X]—5‘Tc:Z(1—5i)—(1—ﬂ—’h)'Tc:(ﬁ+71)'7c—zc:5i,
=1

i=1
then it takes the adversary By at least t := 256 . ~y1 - N, steps to pebble all the challenge vertices.

Proof. First, we show that the adversary By has to pebble at least X - N./7. output vertices (in
GN, ko qe) to answer all challenges: For every i (1 < i < 1), if X; = 1, then the line that
contains chal; has no initially pebbled vertex. Thus to pebble the sink node chal;, the adversary
has to pebble the vertices (on the line) step by step, which in turn requires the pebbling of
the output vertices [(1 — 1) - Ne/7e + 1,...,0 - Ne/7c] of GN, keiye- Since X = >77¢, X5, the
adversary has to pebble at least X - N./7. output vertices in total.

On the other hand, if the challenge set chal is chosen so that X > (8 4+ v1) - 7c — Y. &,
then by Inequality 1, we have

N, “. . N,
X'TC > (5+71)'Nc_25i'76 > (5+71)'Nc_(6_50)'Nc:('Yl‘i"SO)'Nc-
c i=1 c

Since at most dy - N. output vertices were pebbled initially, Bo has pebbled at least v - IV,
output vertices that were not initially pebbled. By Lemma 5, we have the time lower bound
t > 2kc .~y . N, O

Combining the above arguments, with probability at least 1 —exp(—2-¢2-7.) (over the choice
of the challenge set), it takes at least ¢ := 2¥G . ~; - N, steps to pebble all the challenge vertices,
and thus the graph Gyagp is (8, Ne, N, 7¢, 256 - 41 - N, exp(—¢? - 7.))-challenge hard. O

Construction of CHG from PTC [PTC76]’s graphs As observed by [DFKP15] (in Sec-
tion 6.1 of [DFKP15]), the graph introduced by Paul, Tarjan and Celoni [PTC76] (in short,
PTC’s graph) does satisfy challenge hardness. Adapting Theorem 1 of [DFKP15] into the mul-
tiple challenge setting, we obtain the following lemma.

Lemma 8 (|[DFKP15, Theorem 1]). Let {G}ren be a family of PTC’s graph (DAG) with graph
parameters N. = N¢(\), N := N.log N. and in-degree 2. Then for any 7. € N and any A € N,
Gy is (B, Ne, N, 7c, 00, (1 — B)7)-challenge-hard where = 1/512.

29



7.6 A comparison of the two CHG constructions

We provide a brief comparison between the two CHG constructions described above. First we
provide asymptotic bounds on the parameters. Setting N. = A%, kg = A%, and 7. = ©(A!)
in Lemma 7, we observe that the CHG based on SoLEGs has Q(A\%®)-challenge sparseness,
O(X%®)-graph compactness and exponential security.?> Formally,

Corollary 2 (CHG based on SoLEGs). Let GN, kg be a SOLEG with parameters N, =
M kg = O(A%D), v1,72 = O(1). The ©(A'5)-extension of G, kg s 05 (O(1), A2, O(A%5), O(AL),
29(/\0'5), Q*W(A))-challenge hard. The challenge sparseness is Q(A°), and the graph compactness

is O(\09).

Under the same level of security, the CHG based on [PTC76]’s graphs achieves better graph
compactness asymptotically. In particular, setting N, = A2, 7. = O(A'®) in Lemma 8 we
observe that the CHG based on PTC’s graphs has Q(\%%)-challenge sparseness, O(log \)-graph
compactness and exponential security. Formally,

Corollary 3 (CHG based on PTC’s graphs). Let Gy be a PTC’s graph with graph parameters
N, = N.(\), N := N.log N. and in-degree 2. Then it satisfies (O(1), 2, O(A\2log \), O(A}?),
0, 2_w()‘))—challenge hardness. The challenge sparseness is Q(AY?), and the graph compactness
is O(log \).

It is worth noting that, asymptotically, PTC’s graph supports better parameters than our
SoLEG-extension graphs for the same security. However due to the presence of a large constant
factor (that is 1/8 = 512), the graph-size of PTC’s graph becomes much larger than the SoOLEG-
extension graph— this affects the concrete parameters of NIPoS significantly (see, Corollaries 8
and 9).

By setting ¢ = 2780 the pebbling budget 5 - N, := 2!° and time bound to be 2%, we
calculate the concrete values of the other parameters. We present two corollaries below.

Corollary 4 (CHG based on SoOLEGs (concrete)). For the SoLEG-extension construction, set-
ting v2 == 2/3, 71 := 1/6, we obtain f = 1/3 and € = 1/2. To obtain 80-bit security in the
pebbling game (i.e., Adv'éfgi,TwG()\) < 2780) the challenge parameter 7. can be approvimated to

28, For the pebbling budget bound B - N, := 219 and a typical time bound t := 280, the target set
size N, is no more than 22, and the graph size N is about 2'8.

Corollary 5 (CHG based on PTC’s graphs (concrete)). For the PTC’s graph, for a typical
80-bit security of the pebbling game (i.e., Adv‘ée,gija@()\) < 2780) the challenge parameter .
can be approzimated to ~ 2. For a typical pebbling budget B - N, := 210, we have to set the
target set size N, to be 212, and the graph size should be at least N := 223,

7.7 Instantiations of PExt-NIPoS from CHGs

We obtain two PExt-NIPoS constructions by plugging-in the parameters from two CHG con-
structions, namely the SoLEG-extension (Corollary 2) and the PTC’s graph (Corollary 3) re-
spectively into Theorem 2.

Corollary 6 (PExt-NIPoS from SoLEG-extension). Let H : {0,1}* — {0,1}"* be a hash
function modeled as a random oracle (where ny = w(\)). Let Guarp be the T.-extension of

ZNote that choosing 7. = ©()) is already sufficient for exponential security. We choose 7. to be ©(A'®) only
for shrinking the graph compactness N/N. = kg + N./7. which is an important factor in constructing NIPoS.
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a SoLEG with graph parameter N, = \2. The (1., T,v)-Merkle-tree-based PExt-NIPoS scheme
built upon Gyarp, where

7. = w(AP) 7 =w\P) v=w(\"?log)\),
is @ (Kpos, Mpos; Sp, Sv)-INIPoS that is (s, f,t,1, €p-ext)-proof extractable, where

kpos = O(A'?log \) - nyy Npos, Sy = W(A P log \) - ny sp = O(\*?) - ny

s, f =O(\2) ny t=002Y") fpex=2"*W n=wA\Flog? \).
Corollary 7 (PExt-NIPoS from PTC’s graph). Let H : {0,1}* — {0,1}"* be a hash function
modeled as a random oracle (where ny = w(X)). Let Guarp be the PTC’s graph [PTC76] with
graph parameter N, = \?. The (T, T, v)-Merkle-tree-based PExt-NIPoS scheme built upon Guaro,

where
Te = w(A) T =w(Alog\) v =w(Alog?\),

is @ (Kpos, Npos, Sp, Sv)-INIPoS that is (s, f,t,1, €p-ext)-proof extractable, where

kpos = O(A log? \) - ny Npos, SV = w(Alog? \) - ny sp = O(Nlog\) - ny
s, f=0(\) ny t=o00  epea=2"" n=wXlog’(\).

We complete the comparison of the two PExt-NIPoS constructions based on CHG, we instantiate
the above corollaries with concrete parameters.

Corollary 8 (PExt-NIPoS from SoLEG-ext.(concrete)). Let us fiz:>*
‘Q’H(B)’ < 264 ‘Q’H(A)’ < 264 ny = 216 t= 280 Ep-ext = 2_1607

and consider the NIPoS built upon SoLEG-based CHGs. To guarantee that sy < s, the graph
size of the SoLEG-based CHG is at least N Z, 100,000,000. The resulting NIPoS is a (kpos; Tpos,
sp,sv)-NIPoS that is (s, f,t,1, €p-ext)-proof extractable, where

kpos = 1MB Npos, Sv ~ 800MB sp ~ 1TB s+ f=~11GB n ~ 7T50KB.
Corollary 9 (PExt-NIPoS from PTC (concrete)). Let us fix:
|On(B)| <29 [Qu(A) <2%  my=2"0 =2 g =271,

and consider the NIPoS built upon CHGs in [PTC76]. To guarantee that sy < s, the graph size
of the CHG is at least N Z, 300,000,000, 000. The resulting NIPoS is a (kpos, pos, Sp, sv)-NIPoS
that is (s, f,t,m, €p-ext)-proof extractable, where

kpos & 256MB  pos, sy &~ 256GB sp ~ 2.5PB s+ f ~256GB 1~ 250MB.

Remark 10. Observe that concrete parameters of the above constructions turn out to be better
than the asymptotics, due to the presence of a “large” constant factor (1/5 = 512) in PTC’s
graph. This phenomenon is an effect of the same phenomenon observed in the CHG constructions

(c.f. Section 7.6).

243We set the bound for gpex to be 271 because later in Section 9.1, for instantiating the SP-NMC-SD with
the desired security.
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8 PExt-NIPoS from Memory-Hard Functions

In this section we propose a simple construction of NIPoS with extractability. Our construction
is based on memory-hard functions (MHF for short) and verifiable computations. Intuitively, an
MHF requires that any time-bounded algorithm needs to use significant memory to compute such
function on a randomly chosen input. We remark that, in contrast to the previous works [AS15,
ACK™16, ACPT17], we treat the hash functions inside the MHF as concrete hash functions
and mot modeled as random oracles. In particular, we require that an MHF is concretely
described and can be represented as a circuit. This is crucial in our context as we use verifiable
computation which requires non-black-box access to the function (i.e. an MHF) to be verified.
Indeed, we pay a price for that: unlike [AS15, ACKT16, ACPT17] we do not have a provable
guarantee for the memory-hardness, because the only known way to have such guarantee is to
use ROM (that gives provable guarantees based on pebbling-games) which is not compatible
with our setting. Instead, we heuristically assume that a hash-based MHF construction, that
has provable memory-hardness guarantee in the ROM, is memory-hard when the random oracle
is instantiated with a standard hash function (for example SHA3).

8.1 Memory-hard Functions

Here we formalize memory-hard functions.

Definition 15 (Memory-hard Functions (MHF)). Let H : {0,1}* — {0,1}* be a random
oracle. For parameters k,n, Smhf, tmnf, S, f,t € N and eqmps € [0,1), where spps > s, a function
M : {0,1}% — {0,1}" is called a (k,n, Smhf, tmhfs S, f5 £, Emnf)-memory-hard function (or MHF
for short) in the ROM if:

e M is computable by a (Smnf, tmnf)-space-time-bounded algorithm.

e for any (s, f,t)-bounded deterministic algorithm A*, any z € {0,1}* we have that:

Pr[M (H(z)) = AM(2)] < s

Remark 11. [t is worth noting that, though our definition is in the ROM, the function M itself
does not have access to random oracles, but in the security game the adversary A has access to
the random oracle. Looking ahead, since our notion of NIPoS is also in random oracle model,
we stick to random oracle model here. Nevertheless our definition can be generalized to standard
model straightforwardly.

8.2 Publicly verifiable computation

We describe publicly verifiable computation below. Our definition follows prior work in verifiable
computation literature (e.g. [PHGR13]), but adjusted to our setting. In particular, we will be
explicit about space and time use of each algorithm and the algorithms involved will follow the
notion of bounded algorithms (cf. Definition 3).

Definition 16 (Publicly verifiable computation). For parameters sp, tr, sp°, tg°, sy, ty, k, n, e €
N, with s¥¢ < sp < s%, t¥¢ < tp < t& let F: {0,1}* — {0,1}" be a deterministic function that
is computable by an (sp,tr)-space-time bounded algorithm. Then an (sp,tr, sp’, tp°, sy, tyf,
k,m, nye, Evc)-non-interactive publicly verifiable computation (or VC for short) for F, where
evc € [0,1), consists of a tuple of PPT algorithms (Gen, Prove, Ver) with the following syntax.
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e Genp(1*) — (ekp,vkp): This randomized algorithm, hardwired with the description of
F', takes as input the security parameter and outputs a public verification key vkpr and a
public evaluation key ekp.

e Provey, () — (y,myc): Thisis a (sp°, tp°)-space-time bounded randomized algorithm with
the public evaluation key ekp hard-coded which takes an input = € {0,1}* and returns
the value y = F(x) € {0,1}" and a proof of computation 7, € {0, 1}"™=.

o Very,, (,y,me) =: 1/0: This is a (s{’, ty°)-space-time bounded deterministic algorithm
that takes as input the public verification key vkp, an input z € {0, 1}’“, an output
y € {0,1}" and a candidate proof m, € {0,1}™< and returns a decision bit.

We require the following properties to hold for any security parameter A € N:

Completeness: for all z € {0,1}* we have that:
Pr [VerekF(xaya M) =1 | (ekr,vkr) < Genp(1Y); (y, mvc) < Provec, (90)] =1,

where the probability is over the internal random coins of the algorithms Gen and Prove.

Soundness: for all probabilistic polynomial time adversaries A, we have that

F(a®) #y* (2%, y%, mic) < Alekr, vkp)

where the probability is over the internal random coins of the algorithms Gen and A.

- [Verka(l‘*,y*aW:;c) =1 (Ek'Fy’UkF) — GenF(l)‘); :| < Eves

8.3 Partially-unique Ext-NIPoS from MHF and VC

In this section, we construct a partially-unique NIPoS with extractability based on a MHF
and a VC with space-bounded verification. At a high level, the NIPoS scheme is designed as
follows. Let M be a memory-hard function and (Gen, Prove, Ver) a publicly verifiable scheme.
The NIPoS prover on input id first queries the random oracle to obtain = := H(id) and then
runs the algorithm Prove on input x and outputs whatever the algorithm outputs, i.e. the value
y := M (z) and the proof of correct computation m,. The NIPoS verifier on input id and the
proof of space (y,my) first queries the random oracle to obtain z := H(id) and the runs the
algorithm Ver on input x,y, myc and outputs whatever the algorithm outputs.

Our Construction. Let M be a (k,n, Smhf, tmhf, S, 5T, €mhf)-MHF, (Gen, Prove, Ver) be a
(Smhf> tmhf, Sp°, tp%, 8U, B, Ky M, N, Eve )-VC scheme for M and H : {0,1}* — {O 1}k be a hash-
function modeled as random oracle such that tmpf, tp°, ty° € poly(A) and syf < s < sp°. Then
define the following algorithms:

Setup(1*): On input the security parameter, run (vkas,ekys) + Genpr(1*) and set PPpos =
(vkar, eknr).
(i
t

d): Given public parameters pp,os := (vkar, ekys) and an identity id € {0, 1}Feos| compute

pp 0s
" the proof-of-space as follows:

1. Obtain z := H(id) by querying H.
2. Compute (y, myc) := Provee,, ().
3. Return 7 := (y, myc).
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Vg‘épos(id,w): Given public parameters ppyos = (vkar, eka) an identity id € {0,1}%e and a
candidate proof 7w € {0, 1}"°s_ check the correctness of m with respect to id as follows:
1. Obtain x := H(id) by querying H.
2. Parse (y,myc) = .
3. Return Very,, (z,y, myc).

In the following lemma, we formally state that the above construction satisfies uniqueness
and extractability properties.

Lemma 9. The above construction is (kpos, Npos; 5P, Sv)-NIP0S with (Upos, Eunique)-Uniqueness
and (s, f,t,m, epos)-extractability as long as:

kpos € poly(X) Npos = 1 + Nc sp > max(sp’, kpos)
sv < sy +k+n+kpos+ne n=Ilog|Qu(B)]
1
Unme = N Eunique < € €pos S Eve t Emhf + o
pos unique vC pos VvC m Qk _ ‘QH(B)|

where |Qq,(B)| is the the total number of random-oracle query made by B.

Proof. The bounds on npes, Upos are obvious. The parameter kyos can be set to any polynomial
in A as the random oracle’s input domain is unrestricted. If kpos is smaller than sp°, then sp can
be set to sp’, otherwise it must be set to at least the length of the id (as it needs to store the
entire input to make an RO query). The upper bound on sy is obtained just by summing up
lengths of all the parameters used with the space required to run the verifier. The uniqueness
eITOr Eynique Can be set up to e, because as long as soundness of the VC-scheme does not fail
uniqueness holds. It only remains to argue about epos which we do next.

Let us first give some intuition. Since the no (s, f,t)-bounded adversary can compute the
function M on a random input #(id), B’s best bet to make the output of the G§;(\) = 1 is to
either (i) compute another function, that is not memory-hard and “fake” the proof or (ii) guess
the random-oracle output H(id) correctly. The probabilities are bounded by &, and =~ 1/2F

ext

respectively for those events and hence the probability of G, (A) outputting 1 can be bounded
by ~ eve +27%. We formalize G, ()\) (Definition 10) with respect to the above construction:

Game GE5;(\)

Sample pp,es Setup(1*) where PPpos = (€knr, vkar).
Compute z = H(id) and run (y, mc) < Provec,, ().
Let A < BH(pppos, id, (y, mye))-

Let (id, §, Tye) := AT (id, y, Tuc).

Let 2 1= Fhine(PPpos, @ (B), id).

Let o := K(pppos, Q4 (B), 2).

Compute z := H(id) and output 1 if an only if (i)Very,, (%,7, fve) = 1, (ii)
id # id and (iii) id # «. Otherwise output 0.

R

where the hint-producer just leaks the index of id from the table, and if id is not found, then it
returns 07. The extractor, on receiving z would return id from the table Q/(B), unless z = 07,
in which case it returns 0...0. Clearly we have that: n = log|Qx(B)|.

For a fixed id € {0,1}%0s define the following events with respect to the above game where
randomness comes from the randomized procedures and B:
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Event UNSOUND: ¢ # M(Z) and Very,, (%, 7, Ty) =1

Event GUESS: B guesses T correctly without asking the RO on id.
Now we have that:
Pr[GEG,(A) = 1] < Pr[GEG,(A) =1 | ~UNSOUND A =GUESS] + Pr[UNSOUND] + Pr[GUESS].
However since M is a (k, 1, Smhf, tmnfs S, 5T, Emnf)-MHF we have:
Pr[GEG(A) =1 | “UNSOUND A ~GUESS] < empf.

Furthermore from the soundness of VC we have that Pr[UNSOUND| < e, and by a simple

counting argument, we get Pr|GUESS] < m where |Qy(B)| is the total number of random
oracle queries asked by B. Combining the above results, we obtain that
1
< -
€pos < Eve T Emhf T ok _ |Q7—[(B)‘
which concludes the proof. O

8.4 Instantiating MHF

Our MHF instantiation is a slight variant of a graph-based proof of space construction;?® in

particular, we choose the one provided in [RD16] (also used in [FHMV17a]). However, similar
formal arguments of space-hardness does not work in our case. Instead, we rely on a heuristic as-
sumption (and also Assumption 1) that our construction, provided below, satisfies our definition
of MHF (cf. Definition 15) for useful parameters.

Our construction Mg Hash: On input z € {0, 1}*, define the MHF Mg Hash as follows:
consider the SOLEG G, kg 1,705 Tecall that the number of nodes of Gy, k41,40 1S given by
N = N.(kg + 1) and the in-degree is deg € O(1). Let Hash : {0,1}* — {0,1}"™s be a standard
hash function (for example SHA3) with collision-probability eps. On input = € {0,1}*, first
compute a Hash,-labeling of Gy, k. 41,4,- Denote the labeling by z = (z1,...,2zn) € {0, 1},
where each z; € {0,1}™s. Output y where y := H,(z) € {0,1}™=.

For a standard instantiation of H, we assume the following facts about labeling a SoLEG.
For basic definitions and facts about graph labeling we refer to Section 7.2. Our first assumption
is essentially a concrete version of Lemma 6, in that the hash function is modeled as a random
oracle. Instantiating that with a concrete hash function, we loose that provable guarantee.
Nevertheless, we assume that the same property holds.

Assumption 1 (Efficient labeling with Hash). Let G, k41,40 be @ SOLEG and #H: {0,1}* —
{0,1}" be a “standard hash function” like SHA3. There exists a polynomial time algorithm A

that computes the H-labeling of the graph Gy, k.41 ,7. 0 at most N.ny-space.

Assumption 2 (Memory-hardness of Graph-labeling with Hash). Suppose that Assumption 1 is
true for the hash function Hash : {0,1}* — {0, 1}"= (with collision-probability eps). Then for any
k, Smhf, tmhf, 8, f>t € poly(A) such that ¢ < 286~ N, and s < §N.nps for some & € [0,72 — 271),
the above construction is (k, 7, Smnf, tmnfs S, f5 £y Emnf)-MHE where:

N ="hs  Smhf >k + Nhs(Ne+log(N) +1) +n

_nhch(,B — 5) _ _k
2 YhsThs 2
N Tog(N) +(s+ f)ens + +

for =72 — 271 and a constant yps € (0, %]

Emhf < €xXp (

258ince popular memory-hard functions like SCrypt [Tar] are not conjectured to provide exponential space-time
trade-off, we are unable to use them here.
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Notes on Assumption 2. First notice that, by our construction and Assumption 1, which
says that there exists a polynomial-time algorithm that can label the graph Gy, kg~ 40, it is
straightforward to see the bounds on n and smp. In fact those are not even part of Assumption 2,
although for simplicity we state them as assumption. The main conjecture is made on the upper-
bound of emps. Note that it has an expression similar to the the bound of NIPoS-error vp0s in
Theorem 2 of [FHMV17a| (see Page-17 of [FHMV17b]). First let us focus on the final three
three terms (s + f)eps + 27 s + 27k These terms are derived provably (again made part
of the assumption for simplicity) from the collision resistance of Hash, guessing probability of
the output of Mg Hash (@ssuming that it’s output has min-entropy at least yhsnps for some
Yhs € (0,3]) and the guessing probability of RO output (without querying). For the term

exp <%CE’?V_)6)> we use the same expression from NIPoS-error vp0s in Theorem 2 of FHMV.

Essentially we assume that if the labeling of the same graph (used in Theorem 2 of FHMV)
is done with respect to a concrete hash function (namely Hash) instead of a random oracle,
then its space-hardness remains approximately the same. Since a concrete instantiations of a
random oracle will definitely not meet all its properties we use a more “conservative” bound: first
note that since our MHF-definition (Definition 15) does not have a small-space verification, the
adversary’s task is harder compared to the extractability game (Definition 10). In particular,
in the MHF-definition the adversary wins if and only if it returns exactly the value that is the
correct output of the MHF on a random input. In contrast, the NIPoS requires that the returned
value (that is the proof 7 in Definition 10) has to be verified correctly only by a “low-space”
verifier (leaving room for some “faults”). However, if we naively put the number of faults to
be zero in the expression from Theorem 2 of [FHMV17a] the corresponding probability would
have been equal to zero as well. A closer look into the proof of the same theorem reveals that
this would implicitly assume similar graph-labeling and pebbling Lemmas (see Section 7.2 for
details) for the concrete hash function Hash. We feel that this would have been a rather strong
assumption as we do not know how to even define a pebbling game with respect to a concrete
hash function which is not modeled as a random oracle. Therefore, intuitively we just assume
that instantiating the random oracle with a standard hash function is somewhat equivalent to
allowing a few faults. We leave further analysis on our assumption as an interesting direction
for future work.
From Assumption 2 we get the following corollary about our MHF-candidate:?%

Corollary 10. Suppose that Assumption 1 holds for the hash function Hash : {0, 1}* — {0, 1}™s
and based on that Assumption 2 holds for our construction based on a SOLEG GN, kg e With
N = N (kg + 1) nodes and deg = O(1) in-degree such that:

nhs =X B=7-27€(0,1) kg=A-1
N.=X  &ps € negl(N).
Then, for any 6 € (0,5), any € > 0 and any s € (0, %] our construction is a (k,n, Smhf, tmhfs
s, [yt emnf)-MHEF for t, f,tmnf € poly(X) and:

E=0(X) n=X  spp=0N\)

—(B—=9)A
§< 6N Emhf < €Xp (ifg()\))) + negl(\) € negl(\)

26We remark that this corollary is very similar to Corollary 1 of [FHMV17b] as one may expect. However the
parameters here are much better in terms of efficiency.
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Furthermore, for making emne ~ 2750, we need to have A ~ 2300. Choosing standard values
for other parameters, 6 = 0.1, = 0.9,9,s = 0.001 we get concrete parameters for our MHF-
construction as:

k>80 n ~ 670 KB Smhf 2~ 8000 TB s < 800 TB Empf & 2780

8.5 Instantiating VC

Our NIPoS construction can be instantiated with any VC for which the verification can be done
in small space (compared to computing the function itself). In this work we concretely consider
such a scheme, known as Pinocchio [PHGR13].

Space requirements of Pinocchio Verifier. Without giving formal arguments on the space-
bound, we rely on the following assumption on the Pinocchio verification algorithm. Note that
these bounds are independent of the space-bound of the function (in this case that is Mg Hash)
to be verified. We briefly provide some justifications of that afterwards. We refer the reader for
more details about the algorithm and the time complexity to the original paper [PHGR13].

Assumption 3 (Space-bounded Verification). Let G be a (as considered in [PHGR13|) cyclic
subgroup of points in E(F,); E(F,) denotes an elliptic curve over F, where p € exp()) is a
prime.?” Then for a function F : {0,1}¥ — {0,1}", the Pinocchio verification algorithm (see
Protocol 2 of [PHGR13|) requires k+n+O(A)-bit space asymptotically and ~ k+n-+300-[log p]
bits concretely.

Notes on Assumption 3. First notice that the size of the proof is equal to 8 elements
of a group G. Hence, the size of the proof is upper bounded by 16 - [log(p)]. The verifier
has the verifiaction key vkp hardcoded and it gets as input (i) the input and output values
of the function F', i.e. k + n bits in total, and (ii) a proof of correct computation, m, which
consists of 8 group elements. Thus, on high level, the verifier needs to store the input and
output,?® has to be able to further store constant number of group elements, have enough space
to add two points on the curve and compute a non-trivial bilinear map e: G x G’ — Gp [BF01]
where G’ is subgroup of E(F,2) and the target group Gr is a subgroup of ]FZQ. A point on
an elliptic curve can be stored using constantly many field elements. Addition of two curve
points requires only constantly more space than performing an arithmetic operation in the
field for which we need O(log(p)) space. Computing the bilinear map requires constantly more
space than adding two curve points. Thus, asymptotically, the space complexity of the verifier
can be assumed to be k + n + O(log(p)) = k +n + O(X). It is more challenging to have a
reasonable measurement of the concrete space complexity of the verifier since it depends not
only on the concrete implementation of the verification algorithm itself but also on the concrete
implementation of all its subprotocols including the basic arithmetic operations in the finite field
Fp. Assuming that Ver is implemented in a sequential manner, e is the modified Weil pairing as
defined in [BF01] computed using Miller’s algorithm |[Mil86], we can roughly assume the space
complexity of the verifier as s{f <k +n + 300 - [log(p)].

2TTo achieve 128-bits of security, as suggested by [Aur], we will set [log(p)] ~ 1536.

28 An space-optimized verification algorithm might be used to ensure that the verifier never has to read the
entire input (or to write the entire output), if those are parsed in a “streaming manner”. But we choose to follow
a rather conservative approach and assume that the verifier needs to store the input/output at all time.
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Space requirement of Pinocchio Prover. The space requirement of the prover algorithm
Prove.y, (with hardcoded evaluation-key ekr) mainly depends on the space-complexity of the
function F' to be verified. Suppose that F' can be computed by a (sg,tr)-bounded algorithm,
then the space requirement of Prove.s, must be at least max(sp, nyc) because the prover also
outputs the proof of computation of length n,.. For Pinocchio, ny. is equal to 16[logp]. But
since we are concerned with memory-hard functions, we simply assume that sp > n,.. However,
in reality it could be much larger than that as the prover has to (i) evaluate the circuit (ii)
interpolate a polynomial of degree d, that is upper bounded by the number of gates in the
circuit (more precisely, it is equal to the number of multiplication gates in the circuit) (iii)
divide two polynomials of degree d (iv) finish the computation of the proof (that consists of 8
group elements of size [logp|) by scalar multiplications and additions of points on elliptic curve
(for more details we refer to [PHGR13]). We will be assuming a (possibly loose) lower bound of
Pinocchio prover’s space requirement as stated in the assumption below.

Assumption 4 (Lower-bound on Prover’s space). Let G be a (as considered in [PHGR13]) cyclic
subgroup of points in E(FF,), where E(F,) denotes an elliptic curve over a F,, where p € exp(\)
is a prime. Consider a function F' that is computable by a (sp,tr)-bounded algorithm for
sp,trp € poly(A\) and also assume that sp > [16log(p)]. Then the Pinocchio prove algorithm
(see Protocol 2 of [PHGR13|) requires at least sp-bit space.

Combining Assumption 3 and Assumption 4 we conclude:

Corollary 11. Let A € N be the security parameter and let F : {0,1}* — {0,1}"* be a deter-
ministic function that is computable by an (sp,poly(\))-space-time bounded algorithm. Then
there exists an explicit (sp,poly(A), sy, poly(A), sp¢, poly(A), k, n, nye, negl(\))-non-interactive
publicly verifiable computation construction, where:

s =k+n+0) sp°>sp  nye=0(\)

Furthermore, in concrete terms, to get eye ~ 27128 choosing [log p| ~ 1536 (following [Aur]) we
can have estimations of the verifier’s space syf ~ 58 KB 4 k +n and the proof-size n,c ~ 3 KB.

8.6 Instantiating partially unique NIPoS and PExt-NIPoS

Putting together the instantiations of MHF and VC, we can get a (partially) unique extractable
NIPoS based on four heuristic assumptions (Assumptions 1-4). Plugging in the parameters from
Corollary 10 and Corollary 11 into Lemma 9, we obtain the following corollary:

Corollary 12 (MHF-based NIPoS with uniqueness). For any ¢ > 0 and a § € (0,1) there
is an explicit construction of (Kpos; Mpos, Sp, Sv)-NIPoS which has (Upos, Eunique)-uniqueness and
(s, f,t,m, €pos)-extractability for any f,t € poly(A) as long as:

kpos € POly(A®)  mpos = O(NY)  sp =Q(N°)  s<oN
sy = O(\?) Upos = A2 Eunique € negl(A) n = O(log(\)) €pos € negl(A).

Instantiating this construction with A = 2300 to get epos ~ 2780 and setting kpos = 4 KB,
|Qx(B)| < 254 and 6§ = 0.1, we obtain a (Kposs Mpos, 5P, Sv)-NIPoS which has (tpos, Eunique)-
uniqueness and (s, f,t,1, €pos)-€xtractability where f,t can be set to any large enough value and

kpos =4 KB mpos 673 KB sp >8000 TB s <800 TB
sy~ T40 KB Upos ~ 670 KB eynique @ 2712 =64 gpos = 270
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9 Instantiating and comparing our NMC constructions

We propose four constructions of space-bounded (leaky) non-malleable codes that support un-
bounded tampering. All of them are based on non-interactive proof of space. Two require
proof-extractability whereas the other two are based on standard extractability. I this section
we provide asymptotic bounds for parameters of each construction. Additionally, we compare all
constructions with respect to concrete values. Although our constructions have different merits,
we believe this comparison is important. Let us begin by summarizing all our constructions
briefly:

e Construction-1 (based on SoLEG-extension): This encoding scheme is constructed
from poof-extractable NIPoS using Theorem 1. The proof-extractable NIPoS is instantiated
with the challenge-hard graph built in this paper via SOLEG-extension. The parameters
of the proof-extractable NIPoS where stated in Corollary 6.

e Construction-2 (based on PTC’s graph): This encoding scheme is also constructed
from poof-extractable NIPoS using Theorem 1. The proof-extractable NIPoS is instantiated
with the PTC’s challenge-hard graph proposed in [PTC76]. See Corollary 7 for parameters
of the NIPoS.

e Construction-3 (based on FHMV’s NIPoS): This encoding scheme is constructed
from an extractable NIPoS using Corollary 1. The underlying NIPoS is an instantiation is
from FHMV |[FHMV17a] which is in turn a variant of [RD16]’s proof-of-space construction.
The parameters of the NIPoS can be found in [FHMV17b, Corollary 1].

e Construction-4 (based on MHF): This encoding scheme is again constructed from
an extractable NIPoS with partial uniqueness using Corollary 1. The underlying NIPoS is
instantiated by a (heuristic) memory-hard function and a verifiable computation scheme.
Corollary 12 summarizes the parameters of this NIPoS construction.

9.1 Instantiations from different PExt-NIPoS

Let us now discuss each code construction in more detail and formally state asymptotic bounds
for code parameters.

Instantiating with CHG-based NIPoS. Instantiating with the CHG-based PExt-NIPoS
from Section 7.4 we obtain two encoding schemes. Plugging-in the parameters from the SoOLEG-
based NIPoS (Corollary 6) and the PTC-based NIPoS (Corollary 7) into Theorem 1 respectively
we obtain the following two corollaries with asymptotic bounds.

Corollary 13 (Construction-1 based on SOLEG-extension). Let ny € w(\) be the RO out-
put length. Assume the existence of a (x,ny, poly(\), negl(\))-PRF. Then, for any 6 € poly(\)
the (k,n)-code built upon the NIPoS in Corollary 6 is (¢, s, f,p, 0, d, negl(X))-SP-NMC-SD in the
ROM, where

{=w\Plog?\) £+ w(log)) <

k<
s, [ =O(\) - ny n<p<

OMlog))-ny  n=wA P log))-ny
n+k— O(log \) d=w\5log\) - ng .

Corollary 14 (Construction-2 based on PTC’s graph). Let ny € w(\) be the RO output
length. Assume the existence of a (*,n3, poly(N), negl(\))-PRF. Then, for any 6 € poly(\) the
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(k,n)-code built upon the NIPoS in Corollary 7 is ({,s, f,p,0,d,negl(\))-SP-NMC-SD in the
ROM, where
¢ =w(Xlog® \) {4+ w(log A

<k n = w(Alog? \) - ny
s,f = O(\?) ny n<p

+k—O(log \) d=w\log?\) - ny .

S O
>~
<)
o

no

Xt
3
2

Instantiating with FHMV’s NIPoS. First we observe that the NIPoS used in FHMV,
that is the one proposed by Ren and Devadas [RD16], has ~ 0 uniqueness. Combining this
observation and plugging-in the asymptotic parameters from FHMV [FHMV17b, Corollary 1]
to our Corollary 1, we obtain an encoding scheme that satisfies continuous space-bounded non-
malleability with the following parameters.

Corollary 15 (Construction-3 from FHMV’s NIPoS). Consider a (*,poly(A), negl()))-
PRF. Then for any 6 € poly(\) and any f € poly(A) and 6 € (0,1) the (k,n)-code built upon the
NIPoS of [FHMV17b, Corollary 1] is (¢, s, f,p,0,d,negl(\))-SP-NMC-SD in the ROM, where

ONYHY =k>r+0(og()) n=00W) d=00M
{=p—k+O(logA) =0(\") O\ <p<n+k-0(@og)) ON')<s<3iN.

We provide a remark comparing the above corollary with Theorem 3 of [FHMV17b].

Remark 12. There are two major differences compare to [FHMV17b, Theroem 3. First here
the leakage grows with [log(0)] compared to in [FHMV17a] where £ = 0 -O(log(\)), which grows
linearly with 6 — this implies that we can set 6 to be any unbounded polynomial function of
A. Second, here we achieve a weaker notion, in that a self-destruct is present. As explained
in Section 4, in our case self-destruct is inevitable as otherwise it is impossible to tolerate an
unbounded 6. For a more detail discussion we refer to [FHMV17a/.

Instantiating with MHF-based NIPoS. Finally, let us discuss parameters of our cod-
ing scheme based the extractable NIPoS with partial unigness built from heuristic MHF and
VC. Plugging-in Corollary 12 into Corollary 1, we obtain an encoding scheme satisfying space-
bounded continuous non-malleability for parameters provided in the following corollary.

Corollary 16 (Construction-4 based on heuristic MHF). For any e >0 and a 6 € (0,1)
there is an explicit construction of a (k,n)-code which is (¢, s, f,p,0,d, enm)-SP-NMC-SD as long
as 0, f € poly(\) and:

ON)=k>0+0®0og)\) n=00AN) L=p—k—X+0(og)\)
ON) <s<6X  n<p<n+k—0®Iog)) d=0N) e € negl(\)

9.2 Comparing concrete parameters

Assumptions. The first three constructions are based on “memory-hard graphs”. The hard-
ness can be proven in the random oracle model via standard pebbling games (see a discussion
in Section 7.2). The main proof relies on combinatorial arguments. In contrast Construction-
4 relies on heuristic arguments for space bounds. The main assumptions are (Assumption 2
and 1) that memory-hard graphs retain their space-hardness when instantiated with concrete
hash functions. This is needed because the standard pebbling arguments fall short when the hash
function is not modeled as a random oracle. We also rely on a few other assumptions (namely
Assumption 3 and 4) regarding the underlying verfiable computation. For all our constructions
we need a PRF with standard security as the proofs depend on the pseudorandomness guarantee

of the PRF.
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Our setting. Since our constructions are obtained from different techniques and achieve dif-
ferent bounds, it is important to fix a common measure with respect to which a comparison
makes sense. We choose to fix a standard security measure. In particular, we set enm = 2750
in the Definition 8 — that is how we can estimate the values of the other parameters (namely,
k,n,l, s, f,p,d) to get 80-bit security. We also choose a reasonable values for the number of tam-
pering queries: 6 = 216,29 Whenever there is a term that depends on the number of RO queries
made by a poly-time adversary, (for example |Q,(A)|) we set that to 264. We assume that a
poly-time adversary runs for 289 time steps. Since in our setting (as discussed in Remark 3) £ is
always as big as p — n we compare the parameters considering p =~ n to have minimal leakage.
We choose small values for k (close to £) within the supported range, although for most of our
constructions much higher £ is supported.

Using concrete instantiations of PExt-NIPoS (resp. Ext—-NIPoS) and plugging-in them to
Theorem 1 (resp. Corollary 1), we get the concrete parameters for the resulting CSNMCs.  We
provide a comparative study in Table 2.

Technique | NIPoS-type k n, (= p) [ d s(+f)
CHG SoLEG-based | 1 MB | 801 MB | 0.8 MB | 801 MB | 1.1 GB(+f)
PTC-based | 257 MB | 256 GB | 256 MB | 256 GB | 256 GB(+/)
FHMV-based | 226 TB | 415 TB | 225 TB | 452 TB 800 TB
MHF-based 4KB | 677 KB | 3 KB 740 KB 800 TB

Ext

Table 2: This table shows approximate concrete parameters for the setting when p ~ n. Note
that for PExt-NIPoS-based constructions the last column has bound on s 4+ f, whereas for
Ext-NIPoS-based constructions the bound is only on s as f can be set to arbitrary large value.
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A Proof of Theorem 1
To simplify the notation in the proof, let us write
DF = DO () pm .= pHOOZET () ps . pSIOORT0)

to denote the interaction in the real, resp. mental, resp. simulated experiment.

Consider an adversary D which makes 6 queries to Oyealsq- By Definition 8, we need to
prove that the simulator SP = (SP,SP) defined in Fig. 1 is such that, for all values z € {0, 1}*
satisfying

‘Pr [Dr(pp) =1:pp<s InitH(l/\)} —Pr {Ds(pp) =1:pp<s Initsl(l)‘)” < enm(A).

A straightforward reduction to the pseudorandomness of the PRF yields:

Pr [Ds(pp) = 1: pp s Init> (1})] — Pr[D™(pp) = 1: pp s InitH(lk)} ‘ < epr(N).
Hence, our goal is to show that
‘Pr {Dr(pp) = 1: pp s Init*(1*)] — Pr[D™(pp) = 1: pp s InitH(l)‘)} ‘ < €pos(A).

Let us now fix some arbitrary z € {0,1}* and over the randomnesses of the randomized
procedures Init, Encode, the distinguisher D and the simulators Si,Ss let us define an event
NOTAMP as

NOTAMP := Ly (z) = 0%,

In other words, the event NOTAMP occurs when the first leakage function outputs 0°* which
signals that none of the tampering algorithm tampers to a codeword that decodes to something
else than the target message z.

Claim 2. It holds that
|Pr[D"(pp) = 1| NoTamp] — Pr[D™(pp) =1 | NoTAMP|| =0

Proof. In case of the event NOTAMP, the simulator answers all tampering queries by the symbol
same* which is exactly what the tampering oracle does in the real experiment. O

The above claim implies that:

[Pr[D*(pp) = 1] = Pr[D™(pp) = 1| (2)
< |Pr[D*(pp) = 1| -NoTamp| — Pr[D™(pp) = 1 | -NoTaMP]|.

If the event “NOTAMP occurs, then j* := bit™!(L;(z)) is such that 0 < j* < # which means
that Aj« is the first tampering algorithm that tampers to a codeword ¢ which decodes to = # x.
As a next step, we define an event

INVALID := Decode;f,(é) =1
and prove the following claim.
Claim 3. It holds that

|Pr[D"(pp) = 1 | "NOTAMP A INVALID] — Pr[D™(pp) = 1 | -NOTAMP A INVALID]| = 0
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Proof. If the tampering algorithm Aj« tampers to an invalid codeword, then the second leakage
oracle returns the flag 02. The simulator So outputs the symbol same* for all tampering queries
Ai,...,Aj~_1 and L for all tampering queries Aj+,...,Ag. This is exactly what the tampering
oracle does in the real experiment (recall that we consider non-malleable codes with self-desctruct
mechanism). O

Let us denote E := “NOTAMP A =INVALID. Using the claim from above and Eq. (2), we can
bound the the probability that D succeeds as follows:

|Pr[D"(pp) = 1] —Pr[D™(pp) = 1] | (3)
< [Pr[D"(pp) = 1| E] - Pr[D™(pp) = 1| E] .
If the event E occures, then A~ tampered to a valid codeword ¢ that decodes to & # x. Next,

we define the event
NOTEXTR := K(pp, Qx(D), 2) # ¢,

where z := Fuine(pp, Q1 (D), ¢). In other words, the event NOTEXTR happens when ¢ is not
extraxtable from the oracle query table Q4 (D). Using Eq. (3), we can bound the probability
that D succeeds as follows:

[Pr[D*(pp) = 1] — Pr[D™(pp) = 1]| (4)
< |Pr[D*(pp) =1 | E A -NOTEXTR| — Pr[D™(pp) = 1 | E A -“NOTEXTR]
+ Pr[NoTEXTR | E].
We complete the proof by showing the following two claims.
Claim 4. [t hold that Pr [NOTEXTR | E] < gp0s.

Proof. We construct a PPT algorithm B running in game G'ée;t(/\), that attempts to break the
proof-extractability of the NIPoS with probability €p0s:

Algorithm B7D{:

1. Receive as input pppes <5 Setup™(1*), z € {0,1}*, and 7 ¢ P?;épos(x).
2. Assign (¢,0) := (z||7,0°7™), Q(D) := 0, and define A := Id, where Id: {0,1}°
— {0,1}" is the identity function.
3. For i € [#] proceed as follows:
(a) Answer random oracle queries made by D, before A; is chosen, by querying
H in game Gprzt()\) and forwarding the answers to D; in addition, store
these queries in the table Q(D).
(b) On receiving A;, set A :=AoA; and run (¢,5) := Ai(c;0).

(¢c) Compute Z := Decodez,{p(é) and run z := Fyine(pp, Qu(D),¢). If & # {x, L}

and ¢ # K(pp, Qu(D), 2z), then output A and stop. Otherwise let (c,0) :=
(¢,00]|0°7P), where 6¢||61 := &, and send Z to D if £ # x and same* if
T =x.

We observe that B perfectly simulates the view of D. So, if the event NOTEXTR happens, then
B wins the game G’ée;t()\). By proof-extractability, we have

€pos = Pr[GR(A) = 1] > Pr[NOTEXTR | EJ.
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Claim 5. It holds that
‘Pr [Dr(lA) —1|EA ﬂNOTEXTR] ~Pr [Dm(ﬂ) —1|EA —\NOTEXTR} ‘ ~0.

Proof. When the simulator is able to reconstruct the codeword ¢ = (Z,7) from the query table
Q7(D), then the simulator answers same* to all tampering queries Ay,...,A;jx_1 and outputs
the value Z to the tampering query Aj« which is exactly was the tampering oracle does in the
real experiment. What remains to discuss is how the simulator answers the follow up tampering
queries Aj«11,...,Aq. Since the additional persistent space &g is leaked by the leakage function
Ly the simulator is able to reconstruct the entire internal memory as (¢, 5o, 0°~P). Hence, it can
perfectly simulate the behavior of the tampering oracle and answer all the remaining tampering
queries correctly. O

Combining the above two claims together with Eq. (4), we obtain
‘Pr [Dr(pp) =1: pp+ InitH(lA)] —Pr [Dm(pp) =1: pp+ Initsl(l/\)} ‘ < €pos

as desired.

To complete the security analysis, it remains to argue about the size of leakage. The first
leakage query L; outputs a £1-bit string which is equal to either the zero bit string or the binary
representation of j*. Since 0 < j* < 6, we have 1 := |bit(d)| = [log#] + 1. The second leakage
query Lo returns an f-bit string which is either the zero bit string or contains (i) the hint z
which is of length 7, (ii) the additional persistent space which is of length p — n and (iii) a bit
1.39 Hence ¢3 = n+p — n + 1. To conclude, the size of the leakage is

=101+ 0y =[logl|+n+p—n+2.

B Proof of Theorem 2

From now on, for the proof-extractability game, we fix the random oracle length ny € N, the
(B, Ne¢, N, ¢, t, €peb)-challenge-hard graph G := Gyarp = (V, E) with maximal indegree deg =
O(1), the target sets C(l), A VC(TC) C V, the parameters sp, sy, kpos, v, 7, e € N for the NIPoS
scheme, the identity id € {0,1}*v>s, and the parameters s, f,t € N for the tampering class.

In the proof extractability game Ggf?;()\), we denote by B the outside adversary, A the
(s, f,t)-bounded tampering algorithm, and (z’~d,7~r) the output of A. To make the bound more
explicit, we denote by Qg € poly(A) (resp. @ € poly(A)) an upper bound on the number of RO
queries made by B (resp. A).

Step 1: First, we consider a bad event where the adversary guesses the RO output without

making the random oracle query.

Event GUESS: There exists a random oracle input-output pair (inp, H(inp)) € Qy/(7)U
Qx(A) U Qx(B), such that B or A guesses the output H(inp) (i.e., using the output
H(inp) as a part of an RO query input (or the proof-of-space) before H(inp) is ever
queried).

Claim 6.
deg- (R +Q) (R +Q +V)

2nH ’

Pr[GuEss| <

The probability is over the choice of the random oracle, and the coin tosses of Setup, B.

30This additional bit is needed to distinguish the string from the flag 02.
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Proof. Denote by E; (1 <i < Qg+ @ +v) the event that B (or A) guesses the ith input-output
pair (inp;, H(inp;)) in Qx(7) U Qxn(A) U Qx(B). We first bound Pr[E;] for every i: At the
moment that the adversary determines/queries inp;, H(inp;) is uniformly random as it has not
been queried before; since the adversary has at most deg-(Qg+ Q) input slots to guess the output
before knowing #(inp;), the probability of guessing correctly is at most (deg - (Qg + Q))/2"*.
Finally, since there are at most Qg+ @ +v RO input-output pairs in Qy (7)UQx(A)UQ«(B),
the claim holds by union bound.
O

Step 2: We consider the second bad event that the adversary opens the merkle root value qgg
to different labelings, i.e., the binding property is violated.

For a vector z € {{0,1}"* U {L}}" and a value ¢, € {0,1}"*, we say that the adversary
mazimally committed z to ¢y, iff 1) for every v € [N] such that z, # L, the adversary computed
(via querying RO) a Merkle tree path from position v (with label z,) to the root value bu; 2) for
every v € [N] such that z, = L, the adversary has never computed (via querying RO) a Merkle
tree path from position v to the root value ¢,. We consider the following event.

Event UNBIND: Denote by (5@ the Merkle root value in the output proof-of-space
7. There exist two different®! vectors z1,2z2 € {{0,1}"* U {L}}", such that the
adversary maximally committed both z; and zs to the Merkle root value ¢y.

Claim 7.
Pr [UNBIND| < o,

where ol := (Q+Q)? /2™ is the collision probability of the hash function Heom. The probability
is over the choice of the random oracle, and the coin tosses of Setup, B.

Proof. First, we show that if the event UNBIND happens, then the adversary outputs an RO
collision pair. We denote by z; and zs the two vectors that the adversary mazimally committed
to the Merkle root value ¢, and denote by v € [N] the minimal index such that zq, # 22,.

Since at least one of z1 4, 22, is an ny-bit string, by the second requirement in the definition of
the mazimally committing, both 21, and 29, are ny-bit strings. Hence, there exist two opening
paths (from leaf v to the root), which have different leaf labels (i.e., 214, 22, € {0,1}"%), but
have the same Merkle root value ¢Ng. Therefore, it must be the case that there exists an RO
collision pair.

Second, we show that the collision probability o is at most (Qg + Q)?/2"*. For every
i,j € [@Qs + Q] (Where i < j), we denote by E ; the event that 1) the output of the adversary’s
ith RO query collides with that of the jth RO query; 2) the jth RO query (inp;, H(inp;)) is
the first query with input inp;. We bound Pr[E; ;] for every i,j (i < j): At the step where
the adversary makes the jth RO query (but does not receive the answer), the input inp; was
fixed, the output H(inp;) was fixed, but #(inp;) has not been queried yet and thus is uniformly
random. Thus the probability that H(inp;) collides with #(inp;) is at most 1/2"%.

Since there are at most (Qg +Q)? choices for (i,7), by union bound, the collision probability
Ecol 18 at most (Qp + Q)%/2"#. O

Since
Pr [G’é‘f;‘;()\) = 1] < Pr[GUESS| + Pr [UNBIND]

+ Pr [(G'é‘ff;()\) =1) A ~GUESS A “UNBIND| ,

31By different we mean there exists an index v € [N] such that z1,, # 22,0.

50



to bound Pr[GE(A) = 1], it is now sufficient to bound the probability of the event E; :=

(Gge;(:l()\) = 1) A =GUESS A “UNBIND. Intuitively, E; implies that the adversary A generates
a valid proof that is not extractable by the knowledge extractor. Moreover, the proof is bound
with a unique graph labeling.

Step 3: Next, we consider the third bad event that the labeling committed by the adversaries
is significantly different from the graph labeling of GG, that is, the labeling has large number of
faults.

Let m € N be a parameter that will be clear later, we define an event NOFAULT,,,.

Event NOFAULT,,: Denote by id the output identity, and ngg the Merkle root value
in the output proof-of-space 7. It happens that the adversaries (including both B
and A) maximally committed (altogether) a vector z into the Merkle root value ¢y
such that: z is an H;-labeling (of the graph G) with at most m faults.

Claim 8. Denote by event E; := (Gge;(;()\) = 1) A =“GUESs A “UNBIND, it holds that

Lm

Pr[E; A =NoFAauLT,,]| < (Q + Q) - ( N

) <@ +Q) e (-2

where the probability is over the choice of the random oracle, and the coin tosses of Setup, B.

Proof. Denote by Ef (1 < i < Qg + Q) the event that the ith RO query input to Hcpal is
(iE, (,Zgg), where id is the output identity and ¢, is the Merkle root value in 7. We first bound
Pr[E; A E; A =NOFAULT,,].

If the event “UNBIND happens, then there exists a unique vector z that the adversary
maximally committed to the Merkle root value ggg. Moreover, as the event GUESS does not
happen, the adversary already committed the vector z to the Merkle root value ¢~4 before querying
Henal(id, ¢y). Since NOFAULT,,, does not happen, z is an H ;-labeling (of the graph ) with
more than m faults, i.e., there are at least m false nodes that will fail the graph consistency
check. Note that the game Grée;(ctl()\) outputs 1 only if the uniformly chosen set check checks no
false node, therefore we have 7

m\T T-m
Pr[Ef A By A “NOFAULT,,] < (1 - N) < exp (— - ) .
Finally, we note that the adversary must have queried (i&z, qgg) to Henal as GUESS does not

happen. Since there are at most Qg + @) random oracle queries, the claim holds by union bound.
O

Since
Pr[E;] < Pr[E; A =NOFAULT,,] + Pr [E; A NOFAULT,,] ,

to bound Pr[E;], it is now sufficient to bound the probability of the event Ey := E; ANOFAULT,,.
Intuitively, Eg implies that the adversary A generates a valid proof that is not extractable by
the knowledge extractor. Moreover, the proof is bound with a unique graph labeling that has
no more than m faults.

Step 4: To bound Pr[Es], we first show a useful claim that if the adversary wins the game, the

outside adversary B should not have known the challenge set Hcha|(z’~d, (Z;g). We define an event
called OPENCHAL, meaning that the challenge sets were computed by the outside adversary B.
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Event OPENCHAL: The RO input-output pair (gili,@),?—[chm(fd,qgg)) is queried by
the outside adversary B (i.e., ((id, ¢¢), Henal(id, ¢r)) € Q3(B)), where id is the out-
put identity, and ¢, is the Merkle root value in the output proof-of-space 7.

Claim 9. Denote by event Eq := =UNBIND A =GUESS A (Gge?;(/\) = 1), it holds that
Pr[E; A OPENCHAL| =0,
where the probability is over the choice of the random oracle, and the coin tosses of Setup, B.

Proof. If the event ~GUESS A OPENCHAL happens, the adversary must have 1) followed the

topological order when computing the Merkle commitment; 2) computed the Merkle root value

¢~g € 7 herself. On the other hand, since UNBIND does not happen, the 7 (deg + 1) + 7. opening

paths in proof T must have been computed by B already, as otherwise, if there is a new opening

path in 7, the binding property is violated and an RO collision pair would appear. Therefore
pext

we have Qg (7) C Q(B). By the winning condition of the game, Gg~;(\) outputs 0, thus the

claim holds.
O

Note that Claim 9 implies that OPENCHAL will never happen if the event Eo := E; A
NoFAULT,, occurs. Thus we can bound Pr[Es] by analyzing a simpler labeling game where the
challenge set is uniformly random.

The labeling challenge game. At the beginning of the labeling game, an outside adversary
B outputs a graph labeling ¢ (with m faults) and a space-time bounded algorithm A. Then a
set of random challenge nodes is revealed, and the game wins if the algorithm A can recover the
labeling of the random challenge nodes.

Let parameters ny, kpos, s, f,t, @, 7. € N, graph G (plus the corresponding target sets), and
random oracle H be the same as in the proof-of-space scheme Ilg. Denote by s* := s + ny and
f* = f+logQ. For any PPT adversary B (in the restricted storage model), and any m € N,
we define the labeling challenge game GEZ*J*J,Q,%M,G()‘) as follows.

lab .
Game Ggl. 51 0 r.ma(V):

1. Let (o,A,id*,£) < B, where o is a memory state with no more than s* bits, A
is a (s*, f*,t)-bounded deterministic algorithm (that is in the restricted storage
model and makes at most @ RO queries), id* € {0, 1}*rs is an identity, and £
is an H;4+-labeling (of graph G) with no more than m faults.

2. Let chal s Vc(l) X oo X VC(TC) be a uniformly chosen challenge set.
3. Let ({ZU}’UECha|) — AH(O’, chal).

4. Output 1 if and only if for every v € chal, it holds that z, = ¢, (where ¢, is the
vth element of labeling ¢).

We define the advantage of GIBaES*7f*,t,Q,TC7m7G(A) as

lab . lab _
AV 1t @romG(N) = P1 [ GBS 1o g meN) = 1]

where the probability is over the choice of the random oracle, and the coin tosses of chal, B.
Next we show that Pr[Es] can be bounded by the advantage of labeling challenge game.
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Claim 10. Fiz parameters ny, kpos, s, f,t,Q,7. € N, graph G, PPT adversary B (in the re-
stricted storage model) and identity id in the game G’ée?;()\). For any m € N, we define event

Es := ~GUESS A (GB5(\) = 1) A ~UNBIND A NOFAULT, .

Let s* := s+mny and f*:= f+log Q. There exists a PPT adversary B (in the restricted storage
model) such that

Advllg’b,s*,f*,t,Q,Tc,m,G()‘) > Pr[Eq] /Q.

Proof. Intuitively, from the adversary B, we build the adversary B’ by programming an RO
query output with the random challenge set, and hope that B will output a proof-of-space that
contains the correct labels for the challenge set.

More formally, the adversary B’ (in GIB&‘}:S*7f*7t7Q77—C7m7G(A)) determines the output (o, A, id*, £)
as follows.

1. The initial state o is (id, m := Pz,{ppos(id)), where id is the identity in the game GPBT?;()\).
2. B’ samples a uniformly random index ¢ s [Q)].
3. Next, B’ determines the identity id* and the labeling ¢ as follows.

e With access to the random oracle #, B’ simulates the execution B* until B outputs
a tampering algorithm A. Let Qz(B) be the query table of B.

e B’ runs A (0 := (id, 7)) until A made ¢ RO queries to Hcpal. If A terminates before
making ¢ RO queries to Hchal, B’ outputs L and halts.

e Let inp, := (id", ¢}) be the gth query input to Hchal, and let Q#(A) be the query
table of A. B’ uses Q(B) U Q(A) to compute ¢ — the sequence of labels underlying
the merkle commitment ¢j. If B’ finds more than one vector that maximally commits
to the value ¢ (i.e., the binding property is violated), B’ outputs L and halts.

e If 7 is an H;4+-labeling with more than m faults, B’ outputs | and halts.

4. Then from the tampering algorithm A, the adversary B’ builds an algorithm A’ that hard-
wires the index ¢. Given inputs a state o and a challenge set chal, A” (o, chal) runs A% (o).
After A made the gth RO query to Hcnal (with input inp, := (id*, ¢7)), instead of directly
replying with Hchal(inp,,), A’ programs the RO output so that it is consistent with the

input challenge set chal. Then A’ continues running A. Denote by (i~d77~7) the output of
AM(g). A" extracts the label values {2, }yechal from 7, and outputs the labeling.

5. Finally, the adversary B’ outputs (o, A’, id*, ().

Note that the algorithm A’ is (s*, f*,t)-bounded since A’ requires only the extra memory
space to store the challenge set chal, and the hardwired index ¢ has no more than log () bits.

Next we argue that Advlé’t:s*,f*,t,Q,TC,m,G()‘) > Pr[Ez] /Q. Consider the execution of GpBe’;(;()\)
Given the randomly chosen g <—s [Q], we define a good event E7.

Event Ej: A’s gth query to Hcpa (With input (id*, ¢7)) is the first Hepal’s query (by

B or A) that satisfies id" = id and o = b¢, where id is the ouptut identity by A,
and ¢y is the merkle commitment in the output proof-of-space by A.
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Define BAD as the event that in the execution A’(o,chal), after A made the gth queries to
Hchal, the query input inp := (id*, ¢;) was queried by B (or A) before. Note that B’ wins the
labeling game if E; A Eg happens and BAD does not happen, hence

AdVEP v fe 1 0o (A) = Pr [EX A By A =Bab] . (5)

On the other hand, if BAD happens, then the event E} does not happen. Thus Pr[Ej A Ea A
BAD] = 0, and we have
Pr[Ef A Ey] = Pr [E} AEg A—BaD] . (6)

Combining Inequality 5 and Inequality 6, we have
AdVEP ot 1 e (A) = Pr [E A By

Next, we show that
Pr [E; A Ep] > Pr[Es] /Q.

By Claim 9, Eo implies that OPENCHAL does not happen (i.e., ((Z~d, (Z;g), Hcha|(z’~d, (Z;g)) ¢ Oy (B)),
thus (z’~d, (j;g) can only match to some RO query of A. Since ¢ € [@] is chosen independetly and
uniformly, conditioned on Eg, it holds that with probability at least 1/Q, the gth Hchal query
(made by A) is the first Hepa query that has input (id, ). Hence we have Pr[E; A Eg] >

Pr[E2]/Q.

In summary, we have
AdVEP o+ i 1 e (A) = Pr [EX ABo] > Pr(E,] /Q,

and the claim holds.
O

Since an upper bound of Pr[Es] can be obtained from the advantage of labeling challenge
game, to bound Pr[Es], it is now sufficient to analyze the advantage of the labeling challenge
game.

Step 5:  Finally, we exploit challenge-hard graphs to bound the advantage of the labeling chal-

lenge game. The idea is to generically transform any (sequential) labeling algorithm that wins
the labeling challenge game with probability p, into a (sequential) pebbling strategy that wins
the pebbling challenge game with probability at least p.

Claim 11. Fiz parameters ny, kpos, s*, [*,t,Q,7c,m € N, graph G (with N wvertices) and the
corresponding target sets. Let B' be any PPT algorithm (in the restricted storage model). Define

s+ ff+m-ny
N - ny '

B =

There exists a pebbling strategy B, such that
b lab
AdeB?’,ﬁ*7t,7—c7G(A) > AdVBé‘,,S*,f*,t,Q,Tc,m,G()\) )

where AdvE,th*vf*vthﬁc’m’G()\) is the advantage of the labeling challenge game GEPS*J* £.0rem.cA),

and Adv'é;f,tfﬁ*,tﬁmc()\) 1s the advantage of the pebbling challenge game GE?P,B*,t,TC,G(A) (see Defi-
nition 14 ).
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Proof. Suppose B’ outputs (o, A, id*,¢) in the labeling game Gla/b,s*,f*,t,Q,rc,m,G(/\)~ We deter-
mine the pebbling strategy accordingly as follows. Given id* and £, let F' C V be the set of false
nodes (i.e., the set of nodes whose labels are inconsistent with the graph). For every possible
challenge set chal, we denote by Tr(A(c,chal)) the transcript of A(e, chal), and P*(chal) the set
of necessary nodes at step 0 in the ex-post-facto pebbling of Tr(A(o, chal)). We define

P* .= U P*(chal),
chaleV V) x...xy{me)
and define the initial pebbled set as Py := P* U F.

We show that |Py| < * - N.: First, |F| < m as ¢ is an H;4+-labeling with at most m
faults. Second, since we assume that A never compresses or guesses graph labels, by definition
of ex-post-facto pebbling, it holds that |P*| < (s* 4+ f*)/ng. Therefore we have

n

|Po| <m+ =% N,.

Next, in the pebbling game, given a uniformly chosen challenge set chal, we determines
a sequential pebbling strategy as follows. Let Tr(A(o,chal)) be the transcript of A(o,chal),
and P be the ex-post-facto pebbling of Tr(A(o, chal)). We define the pebbling strategy P* :=
(Po, ..., P,) as follows: The initial pebbled set is the set Py := P* U F' defined before. For every
step ¢ (1 <i <t), let P! be the pebbling configuration in P (at step i), we define the pebbling
configuration as P; := F'U P/.

Since |F| < m and A is a (s*, f*,t)-bounded sequential algorithm in the restricted model, it
holds that P* is a strategy that i) follows the rule of a sequential pebbling, ii) runs at most ¢
steps, and iii) uses at most m + (s* + f*)/ny = B* - N, pebbles.

Finally, we note that the winning probability of the transformed pebbling strategy is at least
Advll_g’b,s*,f*,t,Q,Tmm,G()‘)? as P* pebbles all the challenge vertices if and only A(o, chal) answers
all the challenge labels. And thus the claim holds.

O

Recall that the graph G is (3, N, N, 7¢, t, €peb)-challenge hard, and
s+ f<(B—-0"—=0.01) - N. -ny.
Thus for N. > 200, we can set m := §* - N, s* :=s+ny, f*:= f +log@ so that
5= s+ A meny < s+ f+m-ny+2ny
N -ny - N -ny
By Claim 11 and by (8, N¢, N, 7¢, t, €peb )-challenge-hardness of G, it holds that

=B-0014+2/N.<8.

lab b b
AdVEZ s+ 1+.1,Q reim,G(A) < Advg?',ﬁnt,ma()‘) = AdeB?’”B,t,TC,G’()‘) < €peb -
Thus, by Claim 10, we have that
PriE)] <Q- Advll_gzl’b,s*,f*,t,Q,TC,m,G(A) < Q- €peb-

Wrap-up: In summary, let m := §* - N, and x := 7 - m/N, define event E; := (GE5(\) =
1) A =GUEss A “UNBIND and event Eg := E; A NOFAULT,,, we have

Pr |GETS(\) = 1] < Pr[Gusss] + Pr [UNBIND] + Pr [Eq A =NOFAULT] + Pr [E,]
_deg (Q5+Q) Qs +Q+v)  (Q8+Q)

2nH 2mH

+ (QB + Q) * exXp (_KJ) +Q - €peb ;
and Theorem 2 holds because @, Qg € poly(A).
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Remark 13. In the general storage model where the adversary can store arbitrary function of
the graph labels, Pietrzak [Piel8] presented an elegant proof that transforms any parallel labeling
algorithm into a parallel pebbling strategy. However, the reduction proof does not extend to the
sequential setting, because even if the original labeling strategy is sequential, the transformed
strategy is still a parallel pebbling strategy. A possible approach to avoid the issue seems to con-
struct a graph that is challenge hard against parallel pebbling strategies. We found that Pietrzak
[Pie18] indeed defined a similar notion of challenge hard graphs for parallel pebbling strategies.
Unfortunately, the graph that they constructed only achieves a time bound that is linear to the
graph size, which is too weak to fit into our setting where a tampering algorithm typically has
polynomial running time.
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