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RESUMEN

Loscifradoresdebloquemodernosenfrentanelpeligroquesuponenlosataquesdecanalcolateralpor
consumodepotenciaquetienencomoobjetivoprincipallascomponentesnolinealesconocidascomoS
-cajas.Unamétricateóricafrenteaestetipodeataqueseslapropiedaddenominadavarianzadel
coeficientedeconfusión.Mientrasmayorseaelvalordeestamétricamejorserálaresistenciateórica
delaS-caja.Enestetrabajosepresentaelusodelameta-heurísticalíderesyseguidoresenla
obtencióndeS-cajasconaltosvaloresdelavarianzadelcoeficientedeconfusión.

ABSTRACT

Modernblockciphersarefacingthethreatofside-channelattacksbypowerleakagewhosemaintarget
arethenon-linearcomponentsknownasS-boxes.AtheoreticalmeasurefortheresistanceofanS-box
againstthistypeofattacksistheconfusioncoefficientvarianceproperty.Ahighervalueofthisproperty
representsabettertheoreticalresistance.Inthisworkweusetheleadersandfollowersmeta-heuristic
inordertoachievegoodconfusioncoefficientvariance’svaluedS-boxes.
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INTRODUCTION

Inmoderndays,theinformationsharedbyusersisavaluableresource.Inordertoprotectthedataof
eachuserisnecessarytheuseofsymmetriccryptographyandinaparticularcasetheuseofblock
ciphers.Themostimportantnon-linearcomponentofblockciphersareS-boxes,vectorboolean
functions,whichwarrantiestheconfusionduringtheencryptionprocess[1].Blockciphersareunderthe
constantthreatofcorrelationpowerattacks(CPA)thattargetsthepowerleakagesmeasuredbythe
attackerduringtheevaluationprocessoftheS-box[2].Thereareasetofpropertiestostudythe
resistanceassociatedtoanS-boxagainsttheCPAattacks[3].Someofthosepropertiesaretheoretical
andingeneral,theiruseistodesignhighlyresilientS-boxesagainstCPAattacks.



Oneofthosepropertiesistheconfusioncoefficientvariance(CCV)[4].Piceketal.in[4]showsashigher
theCCVthebetterresistanceofanS-boxagainstCPAattacks.Thus,higherCCVvaluedS-boxesare
betterontheconstructionofblockciphers.Therearetwootherpropertiesweuseinthispaper,theyare
thenon-linearity(NL)[5]anddifferentialuniformity(δ)[10,11,12].Thefirstmeasurestheresistanceof

anS-boxagainstlinearattackswhilethesecondreferstoresilienceagainstdifferentialattacks.

From Tamayo-Verain[7]wereceiveourmotivationtouseLeadersandFollowersmeta-heuristic.This
investigationwasmadeforthepropertyoftransparencyorder(TO)[8],beingthefirsttimetheLeaders
andFollowersmethodwasappliedtocombinatoryandcryptographicproblems.Theresultspresentedin
[7]wereverygoodforTOproperty,andisourinteresttoobtainthoseresultsbutfortheCCVproperty.

The Leaders and Followers meta-heuristic is an evolutionary algorithm[6],with the distinctive
characteristicofusingtwopopulationstheleadersandthefollowers.Theleaderskeeptrackofthebest
solutionsfoundbythealgorithm,whilethefollowersaretaskedwiththesearchfornewsolutions.The
newsolutionsgeneratedwithinthefollowersarecomparedwiththeirpeersinthefollowerspopulation.
Theleaderspopulationisupdatedwithsolutionsfrom thefollowerspopulationonlyafterenoughsearch
hasbeenperformedinthecontextofthefollowers[6].Figurebelowshowsapseudo-codeofthemethod.

Fig.1–Pseudo-codeoftheLeadersandFollowersmethod.

Thealgorithm startwithleadersandfollowerspopulationsrandomlyselectedfrom thesearchspace,
repeatingitsmainloopuntiladefinedterminationcriterionissatisfied.Oneveryiterationofthemain
loopbeginswitharoundofupdatetothefollowers,madebyselectingaspecifiednumberofpair(leader,
follower)tocreateanewtrialchild.Ifthechildisbetterthanitsfollowerparentis,itwillreplaceitinthe
followerspopulation.Forthefinalpartofthemainloop,itischeckedifenoughsearchhasbeen
performedinthecontextofthefollowerstoenhancetheleaders,andifitsomergethepopulations
returninganewimprovedleaderspopulation.Oncetheleadersareupdated,thefollowersarerestarted
asuniformlysampledsolutions.



EXPERIMENTANDRESULTS

Weonlytestthemethodforthe8x8bitS-boxspace.Likein[4]ourfitnessfunctionFistakenasthesum
ofthe values ofnon-linearity and confusion coefficientvariance ofanalyzed S-box.Equation I
representsthefitnessfunctionF.

F=NL+CCV (I)

Wemadeafewchangesfrom themethodpresentedin[7].Firstly,ourmethod’sstopcriteriaisreachinga
fixednumberofiterations(notfunctionevaluations)givenintheinput.Like[7],wealsomodifytheway
tocreateanewtrial.Inadditiontobothparents;wetookavaluexwithintheinterval[0, -1],beingn2

n

thenumberofbitsforeachS-boxinput;makingthenew trialequaltothefollowerwiththefollower
outputs,intheoutputofevaluatingfollower(x)andevaluatingleader(x),swapped(seeFig.1).Inthisnew
composition,theevaluationofxineachpairofleaderandfollowerdeterminedistinctivelyifthenewtrial
S-boxcanimprovethefollowerornot.EquationIIrepresentsthenewtrialcreation:

trial=swap(follower,follower(x),leader(x)) (II)

Fig.1–NewtrialcreationusingthefunctionofequationII.

Oneveryroundofupdatetothefollowerswithinthemainloop(seesteps4-11in[6]),wecreatesanew
trialforeveryvalueofx∈ [0, -1]selectingatrandom aleaderandafollower.Likeintheoriginal2

n

method,iftheevaluationofthetrialisbetterthanfollowerwas,thenweproceedtosubstitutethe
followerforthenewsolution.Themergecriterionforthepopulationsissatisfiedifthemeanoffitness
functionFonthesetoffollowersisbetterthanthemeanofFontheleaders.

Tuningparameterstoensureagoodresultintheminimum possibletimeisalwayshard.Takingas
referencetheresultsof[7]over500000functionevaluations(around2000ofouriterations-mainloop
-),wedecidetosettheiterationsto2500inorderoffindinggoodresultsinagoodtime.

Forsettingsizetobothpopulations,theleadersandthefollowers,weseekguidanceinexperiments
presentedinpublicliterature.In[6]theauthorofLeadersandFollowerssuggestapopulationofthe
samesizeastheamountofcomponentsfrom aninputofthesearchspacedomain.Inourcaseresultsin
havingtwopopulationsofsize .In[7],Tamayo-Vera,afteragroupoftrialsoversizesbetween100and2

n

500,setthepopulationsizeto300.Piceketal.in[4]selectapopulationsizeof50.Finally,theauthorin
[9]getsgoodresultsbysettingthepopulationsizeto10elements.Wetookthelastreferencetosetout
populationsize.



Weruntwoindependenttest,making2500iterationsoverapopulationsizeof10elementsforthe
leadersandthefollowers.SmallpopulationsizeswarranteesamayorrateofchangesmadeoveranS-
boxsinceitcanbeselectedwithbetterprobabilitythanfrom alargersetofS-boxes.However,we
cannotassumethechangesmadewillbealwayspositive.Werelythemajorityofthosechangesbecome
inupgrades,avoidingmissedfunctionevaluationsasmuchaspossible.

Weestablishastatisticalcomparisonwithinthespaceof8x8bitS-boxesshowingthebehaviorof25000
randomlygeneratedS-boxesandourexperimentsresults(seeTable1.).

Method Maximum
NL

Minimum
NL

Mean

NL

Maximum
CCV

Minimum
CCV

Mean

CCV

Generated
S-Boxes

Random 98 76 92.7 0.249 0.076 0.124 25000

LaF 98 98 98 4.66 4.026 4.253 20

Table.1–StatisticalcomparisononsomeS-boxeswithinthespace8x8bits.

Theoutcomeresultsfrom bothtestsconfirm thatselectasmallpopulationsizeisnotabadidea,
becauseoneveryresultingsetofleadersalltheelementspresentvaluesofconfusioncoefficient
variancegreaterthan4.0points.Thetwomaindifferencesbetweenrandom generatedS-boxesandour
methodarequalityofCCV valuesandtime.Inmatteroftime,random generationisquitefastthan
applyingLeadersandFollowerswithmeantimeof24hoursinanIntel(R)Core(TM)i3-2310processor@
2.10GHzand4GBofmemory.Inqualityterms,resultsprovesthatLeadersandFollowersiswidelybetter
thanrandom generation.WealwaysgenerateasetofS-boxeswithhighvaluesofconfusioncoefficient
varianceandgoodnon-linearity,while,asweshowinTable1,isverydifficulttorandomlygenerateS-
boxeswithconfusioncoefficientvariancegreaterthan0.5,andasignificantamountofthem presentlow
valuesofnon-linearity.

Table2showsthevaluesofnon-linearity,CCVanddifferentialuniformityofAESS-box,thebest8x8S-
boxpresentedbyPiceketal.in[4]andtwoofourresults.InTable1,themeanofCCVvaluesisbigger
thanPicek’sCCVvalue.Despitewecouldnotachieveanalmostoptimalnon-linearityliketheAdvanced
EncryptionStandard(AES)S-Box[12];Table1showsthatgeneratedS-boxespresentsavalueof98like
Picek’sNLvalue.WealsocheckthevaluesofdifferentialuniformityforallS-boxes,havingtwoofthe
totalgeneratedwithδvaluesgreaterthan12.Nevertheless,theaveragevalueforthismetricamongthe
evolvedS-boxesis12,includingfourS-boxeswithδvalueof10.

S-box Non-linearity ConfusionCoefficient
Variance

Differential
Uniformity

AES 112 0.11 4

Picek 98 4.06 12

S
1

98 4.66 12



S
2

98 4.22 10

Tab.2–ComparisonofsomeS-boxesfoundusingourmethodwithAESS-boxandPicek’sS-box.

ThetableaboveshowsthatLeadersandFollowersmethodiscapableofproduceabettersetofresults
withasmallerpopulationthanusedin[4].From bothtestsmade,90%ofthepopulationisbetterthan[4]
and20%ofeachsampleshowsimprovementtothevalueofthedifferentialuniformity.

CONCLUSIONSANDFUTUREWORK

Inthiswork,weconsiderthestudyofthemeta-heuristictechniqueknownasLeadersandFollowers
appliedtothesearchof8x8bitS-boxeswithgoodvaluesofconfusioncoefficientvarianceandnon-
linearity.Wecheckthatforsmallpopulationsizesplusthenew trialcreationfunction(simplerthana
crossover)themethodisabletoproduceasetofgoodresultsinarelativeshortperiod.Wehopeon
somemodificationsofthefitnessfunctionusedinthispaperleadtobetterresults.Ourfuturetaskisto
continuetheresearchofusingLeadersandFollowersfortheimprovementofS-boxeswiththegoalof
reachingnon-linearityvaluesgreaterthan98andmakeupgradesonanotheroftheirproperties.
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APENDIXA–SOMES-BOXESFOUNDWITHLEADERSANDFOLLOWERS

NL=98,CCV=4.662,δ=12

CC242FC444F08AFCDD324780A8BE4197
554D1299F565A485E073D9CB6A15B378
FA275B1AE4FB21E98D0C7D0B01A38C3F
894C53CD7491DB6D2B75A033C79DC582
14B5C6BD5C06DFB4636FC0397752E622
E525E12657BCA19B62385F69118BD4B9

4A7F42CA9E1B9646D0D39CED7C0A7B5A
728137AD7045C1E3D51FA5544BAF1C2E
D1B6C293CE719888581EA6F62A0E7E3B
3620F861185986FDBF3CAE09D8F70DAA
B03AF2791DA2F9E8ACF490B84F958EC8
FFB2EC032CE7285E6C508F2302DC87F3
A7C9A9642DEA8356B1106BDA94350FEB
683D16EFBA84FE6631EE60D6F1071708
51435DD230493E7A9FAB9A194EDE0513
E2CF0476BB48C340006792D76E29B734

NL=98,CCV=4.216,δ=10

8B78BBEFBF7E03CA76956EDC6BCBB8F1
8A23BDFBF3F5D4653EC77CB3ED8FADBC
159F08830A20C9B4A4B0854440A01987
355C0104801198D32651922A64242E32

DA5EDD2FF27DC5F89397A7F7D79D4D90



6233D577F4CDCE9B718EFF3FF9FD5D36
3CB158134AA14653564E142118009A1A
0E29411C960D0F722D4C4205120B3AEE
16EB8209C194E95AE189170C86E0D069
E8A94506843034E7E4D150073849C3C2
279C6FFEDFDE6D4B63665FB93DD655F0
392BF67BE5BEA89ED9E337BAAE6757EC
D2432560618CB2C62CB52810A2021E6C
911D31548188A3C4796A4868C02252AC
A58DEAE61F73D874E21BB6DBFA5BAB70
59A675CF4F3B47AA7ACC7FAFB7FCC899


