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Abstract At Eurocrypt’18, Cid, Huang, Peyrin, Sasaki, and Song introduced a new tool
called Boomerang Connectivity Table (BCT) for measuring the resistance of a block cipher
against the boomerang attack which is an important cryptanalysis technique introduced by
Wagner in 1999 against block ciphers. Next, Boura and Canteaut introduced an important
parameter related to the BCT for cryptographic Sboxes called boomerang uniformity.

The purpose of this paper is to present a brief state-of-the-art on the notion of boomerang
uniformity of vectorial Boolean functions (or Sboxes) and provide new results. More specif-
ically, we present a slightly different but more convenient formulation of the boomerang
uniformity and prove some new identities. Moreover, we focus on quadratic permutation-
s in even dimension and obtain general criteria by which they have optimal BCT. As a
consequence of the new criteria, two previously known results can be derived, and many
new quadratic permutations with optimal BCT (optimal means that the maximal value in
the Boomerang Connectivity Table equals the lowest known differential uniformity) can
be found. In particular, we show that the boomerang uniformity of the binomial differen-
tially 4-uniform permutations presented by Bracken, Tan, and Tan equals 4. Furthermore,
we show a link between the boomerang uniformity and the nonlinearity for some special
quadratic permutations. Finally, we present a characterization of quadratic permutation-
s with boomerang uniformity 4. With this characterization, we show that the boomerang
uniformity of a quadratic permutation with boomerang uniformity 4 is preserved by the
extended affine (EA) equivalence.
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1 Introduction

Substitution boxes (Sboxes) are fundamental parts of block ciphers. Being the only source
of nonlinearity in these ciphers, they play a central role in their robustness by providing
confusion. Mathematically, Sboxes are vectorial (multi-output) Boolean functions, that is,
functions from the vector space [ of all binary vectors of length n to the finite field I3, for
given positive integers n and r. These functions are called (n,r)-functions and include the
single-output Boolean functions which correspond to the case r = 1. When they are used
as Sboxes in block ciphers, the number r of output bits equals or approximately equals the
number 7 of input bits. We shall identify the vector space [} to the finite field F»» of order
2". A nice survey on Boolean and vectorial Boolean functions for cryptography can be found
in [10] and [11], respectively.

In 1999, Wagner [24] introduced the boomerang attack which is an important crypt-
analysis technique against block ciphers involving Sboxes. These attacks can be seen as an
extension of classical differential attacks [5]. In fact, they combine two differentials for the
upper part and the lower part of the cipher. The dependency between these two differentials
then highly affects the complexity of the attack and all its variants (we refer for example to
[3,4,6,7,15,17,18] and the references therein).

At Eurocrypt 2018, Cid, Huang, Peyrin, Sasaki, and Song [13] introduced the concept
of Boomerang Connectivity Table (BCT for short) of a permutation F. Such a notion al-
lows one to simplify the complexity analysis by storing and unifying the different switching
probabilities of the cipher’s Sbox in one table. Very recently (2019), Song, Qin and Hu [22]
proposed a generalized framework of BCT. They applied their new framework to two block
ciphers SKINNY and AES which are two typical block ciphers using weak and strong round
functions respectively.

In 2018, Boura and Canteaut [2] introduced a parameter for cryptographic Sboxes called
boomerang uniformity which is defined as the maximum value in BCT and provided a more
in-depth analysis of boomerang connectivity tables by studying more closely differentially
4-uniform Sboxes. They completely characterized the BCT of all differentially 4-uniform
permutations of 4 bits and then studied these objects for some cryptographically relevant
families of Sboxes as the inverse function and quadratic permutations. These two families
provide the first examples of differentially 4-uniform Sboxes optimal against boomerang
attacks for an even number of variables. Later, Li, Qu, Sun and Li [20] gave an essentially
equivalent definition to compute the BCT and the boomerang uniformity and provided a
characterization of functions having a fixed boomerang uniformity by means of the Walsh
transform and finally exhibited a class of differentially 4-uniform permutations for which
the boomerang uniformity equals 4. Not long ago, Boura, Perrin and Tian studied in [9]
the boomerang uniformity of some popular constructions used for building large S-boxes.
The aim of this manuscript is to increase our knowledge on the boomerang uniformity of
(quadratic) Sboxes in the line of the recent articles [2] and [20].

The paper is structured as follows. In Section 2, we introduce the needed definition-
s related to the differential uniformity and boomerang uniformity of vectorial functions
and briefly discuss these notions. In Section 3, we present shortly the state-of-the-art on
boomerang uniformity of Sboxes. Here we present a slightly different but more convenient
formulation of the boomerang uniformity and show that the row sum and the column sum



of the boomerang connectivity table is related to the differential spectrum and can be ex-
pressed in terms of the zeros of the second-order derivative of the permutation or its inverse.
Next, in Section 4, we specialize our study of boomerang uniformity to quadratic permu-
tations in even dimension and generalize the results presented in [2] and [20] on quadratic
permutation with optimal BCT (optimal means that the maximal value in the Boomerang
Connectivity Table equals the lowest known differential uniformity). Consequently, we re-
cover these known results and provide many new families of optimal Sboxes. In particular,
we show that that the boomerang uniformity of the binomial differentially 4-uniform permu-
tations presented by Bracken, Tan, and Tan [8] equals 4. We also give a connection between
the boomerang uniformity and the nonlinearity for some special quadratic permutations. In
Section 5, we present a new characterization of quadratic permutations with boomerang
uniformity 4 via the images of linear transformations associated from the quadratic permu-
tations. With this characterization, we show that the boomerang uniformity of a quadratic
permutation with boomerang uniformity 4 is preserved by the EA equivalence.

2 Preliminaries

In this section, we recall some notations, definitions and results related to the differential
properties and boomerang uniformity of vectorial Boolean functions.

Throughout this article, #E denotes the cardinality of a finite set E. The binary field is
denoted by [F, and the finite field of order 2" (resp. q) is denoted by Fa. (resp. ). The
multiplicative group I3, is a cyclic group consisting of 2" — 1 elements. The terminology
Sbox refer to an (n,n)-vectorial function, that is, a function from Fo. to itself.

Any function F from o to itself admits a unique representation as a polynomial over Fy.
in one variable with degree at most 2" — 1:

2"—1
Fx)=) &x'; & €Fy. (1)
i=0

For any k, 0 < k < 2" — 1, the number w, (k) of the nonzero coefficients k, € {0,1} in
the binary expansion of k is called the 2-weight of k. The algebraic degree of F is equal to
the maximum 2-weight of the exponents i of the polynomial F (x) such that §; # 0, that is,
deg(F) = maxg<i<y—1520w2(i). A function F from Fy. to itself is said to be quadratic if
deg(F)=2.

We use the following terminology: a permutation polynomial over I, is a polynomial
F(x) € F,[x] for which the function a — F(a) defines a permutation of [F,.

Recall that for any positive integers k and r such that r|k, the trace function from Fy to
I, denoted by Tr¥, is the mapping defined as

k1

\ ir r 2r k—r
Trk (x) := sz =x+x7 x4+

i=0

In particular, the absolute trace over I, of an element x € Fy. equals Tt} (x) = Y~ K2
Definition 1 Given an (n,n)-function F, the derivative of F with respect to a € Fo» is the

function D,F : x — F(x+a) + F(x). For (a,b) € (Fy)*, the second order derivative of F
with respect to a € Fp: and b € Fou is the function D,DyF : x+— F(x+a) +F(x+b) + F (x+



a+Db)+F(x). For (a,b) € (Fy)*, the entries of the difference distribution table (DDT) are
given by

DDTr (a,b) = #{x € F | D,F (x) = b}.

The function F is said differentially two-valued if DDTF (a, b) takes two values only for any
(a,b) € F5, x Fon. These values are known to be {0,2'} for some positive integer z. Thus
we will often say that F is differentially two-valued {0,2'}. Some basic results on these
functions can be found in [1].

The differential uniformity of F is defined as

A(F) = max DDTr(a,b).

a,beFs,

The differential uniformity is an important concept in cryptography as it quantifies the
degree of security of a Substitution box used in the cipher with respect to differential attacks.
APN (Almost Perfect Nonlinear) functions F are those such that their differential uniformity
equals 2 (i.e. A(F) =2).

Definition 2 Let F be a permutation of .. For (a,b) € (Fa )2, we define the entries of the
boomerang connectivity table (BCT) as

BCTr(a,b) =#{x € Ty | F"'(F(x)+b)+F ' (F(x+a) +b) = a},

where F~! denotes the compositional inverse of F. The boomerang uniformity of F is de-
fined as

B(F) = max BCTr(a,b).

a,bE]FE,,
Observe that DDTr(a, b) is equal to 0 or 2" when ab = 0. Likewise, BCTr (a,b) = 2" when

ab=0.
It is well-known that F and F~! have the same differential uniformity since

F'x)+F '(x+a)=b < x+a=F(F '(x)+b)
< F(F'(x))+F(F'(x)+b) =a,

yielding that DDTy-1(a,b) = DDTr(b,a) for any (a,b) € (F%,)?. Not surprising, as shown
in [2, Proposition 2], that is also true for the boomerang uniformity since

FUF@)+b)+F (F(x+a)+b) =a
= Fx)+F(F "(F(x+a)+b)+a)=b
< F(F'(F(x+a))+a)+F(F ' (F(x+a)+b) +a) = b,

that is,

BCTg(a,b) = BCTy 1 (b,a), Y(a,b) € (F5)>. ®))



3 On the boomerang uniformity of Sboxes

For vectorial Boolean functions, the most useful concepts of equivalence are the extended
affine EA-equivalence and the CCZ-equivalence. Two (n,r)-functions F and F’ are called
EA-equivalent if there exist affine permutations L from Fy: to Fp: and L' from Fyr to Fy
and an affine function L” from Fy to Fy- such that F/ = L' o F o L+ L". EA-equivalence is
a particular case of CCZ-equivalence [12]. Two (n,r)-functions F and F’ are called CCZ-
equivalent if their graphs Gr := {(x,F(x)), x € Fu} and Gy := {(x,F’'(x)), x € Fpu} are
affine equivalent, that is, if there exists an affine permutation £ of Fy x Fpr such that
L(GF) =Gl

As explained in [2], the multi-set formed by all values in the BCT is invariant under
affine equivalence and inversion. In other words, the behavior of the BCT with respect to
these two classes of transformations is the same as that of the DDT. However, while the
differential spectrum of a function is also preserved by the extended affine (EA) equivalence,
this is not the case for the BCT. As EA-equivalence is a special case of CCZ equivalence,
the boomerang uniformity is also not always preserved under CCZ-equivalence.

In [13], it was indicated that BCT(a,b) is greater than or equal to DDTr(a,b) yielding

Theorem 1 ([13]) Let F be a permutation of Fon. Then, B(F) > A(F).
It was also proved that
Theorem 2 ([13]) Let F be a permutation of Fou. Then, A(F) =2 if and only if B(F) = 2.

In [2], Boura and Canteaut established an alternative formulation of the boomerang uni-
formity as follows:

Theorem 3 (/2]) Let F be a permutation of Fo.. Then, for any a and b in I3,

BCTr(a,b) =DDTr(ab)+ Y. #(uf,'n(b+ad,'))

YEFS, Y£b

where 1
Uy, ={xeFu|DyF ' (x) =a}.

In this paper, we shall use a slightly different formulation of Theorem 3.

Theorem 4 Let F be a permutation of Fo.. Then, for any a and b in F3,

BCTp(a,b) = Y #(Up,N(a+ 1)), &)
YEF3,
where
W), ={x €Fy | D,F (x) = b}.

Proof Observing that BCTg(a,b) = BCTg-1(b,a), we can prove Equation (10) by direct-
ly applying Theorem 3. Here we mention another method. It was proved in [20] that the
quantity BCTx(a,b) equals the number of solutions (x,y) € (F2:)? satisfying the equation-
s F(x)+ F(y) = b and F(x+a)+ F(x+ a) = b simultaneously. Letting x +y = v, then
y=x-+7, so we have

BCTr(a,b) :#{(x, Fx)+F(x+y) =b }

v F(x+a)+F(x+y+a)=b

B ) F(x)+F(x+7)=b
- ZY:#{X' F(x+a)+F(x+Y+a) :b}’
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It is easy to see that the set in the inner sum for each subscript 7 is ‘Z,l‘yF »N (LH— ‘UYF b).
Moreover, ’U(f , = 0 since b # 0. This completes the proof of Theorem 4. ]

The new formulation (10) seems more convenient to use than Theorem 3 which involves
F~!. Moreover, in (10), the condition that F is a permutation is not required, that is, we
may define the boomerang uniformity for any (n,n) function F, even though it may not be a
permutation. This is similar to the concept of differential uniformity, which may be of future
interest. Finally, in (10), since 'Uf ,=a-+ ‘Ug »» We have

BCT(a,b) = DDTr(a,b) + ;0# (U (atTy,)),
Y#a,

from which we can immediately derive BCTr(a,b) > DDTf(a,b).

In the following, we show that the row sum and the column sum of the boomerang
connectivity table can be expressed in terms of the zeros of the second-order derivative of
the permutation or its inverse.

Proposition 1 For any a and b in F5,, we have

Y BCTr(a,c) = ) #{x€F» |D.DF(x)=0} )
CE]F;H L‘EF;,,
= Z DDTF(a7c)272", 4)
celFs,

and
Y BCTp(c,b) = Y #{x€Fy |DyDF~'(x)=0}
ceF, cels,

Y DDTg(c,b)* —2".

ce]F;”

Proof Let a and b be in F3,. According to (10)

Y BCTi(ac)= ¥ ¥ #reFa | DF() = DyF(rta) =c)
c€Fs, c€F3, YeFs,
= Z #{x € Fo | DyF (x) = DyF (x+a)}.
YEF;,

Here we have used the fact that DyF (x) # O for any x € Fp» and vy € F5, since F is a permu-
tation. Now, the identity (4) follows immediately from the fact that DyF (x) = DyF (x+a) if
and only if D,DyF (x) = 0.

As for (5), first we observe

Z BCTr(a,c)

c€Fm

_ F)+F(y)=c
_CE;M#{u,y)e(m)Z. F(x+a)+F(y+a):C}

=#{(x,y) € (Fp)?: F(x)+F(y) =F(x+a)+F(y+a) }

B F(xX)+F(x+a)=c| _

=) #{(x7y)€(IF2n)2. F(y)+F(y+a):C}_ Y. DDTf(a,c).

c€Fon c€Fp

Noting that BCTFg(a,0) = 2" and DDTF(a,0) = 0, we obtain the desired identity. The proof
of the second assertion is similar, by using BCTr(c,b) = BCTp-1(b,c). This completes the
proof of Theorem 1. O



4 On the boomerang uniformity of quadratic permutations

In this section, we specialize our study of boomerang uniformity to quadratic permutations
in even dimension. In even dimension, it is known that the best differential uniformity of
a quadratic permutation is 4. Note that in even dimension, APN quadratic permutations F
do not exist [21]. Therefore, A(F) = 4 is the lowest differential uniformity that a quadratic
permutation F can achieve.

In [2], Boura and Canteaut exhibited a family of quadratic permutations with optimal
BCT, i.e. permutations which have differential uniformity and boomerang uniformity both
equal to 4. In [20] Li et al. provided another family of quadratic permutations with optimal
BCT. These two families of permutations are related to the so-called Gold power permuta-
tions [16]. In this section we obtain a vast generalization of these results.

Theorem 5 Let q be a power of 2 and m be a positive integer. Let F : Fyn — Fyn be a
quadratic function of the form

Fx)= Y o« X e € By, (6)

0<i<j<m—1
Then A(F) > q. Moreover, if F is a permutation on Fgn and A(F) = g, then B(F) =gq.
Proof For any y € ., let

Hy(x) =F(x+7)+Fx)+F(y).

We have
HY(X) = Z Cij ((x+ry)qi+qj +xqi+qf +,Yq‘+q.r)
0<i<j<m—1
= Y ey Ty
0<i<j<m—1

We apply Theorem 4. The set ‘Zlfb is given by

‘ll;b ={x€Fy :H(x)=b+F(Y)}.
Since F is a quadratic function, if u{h # 0, that is, DDTr(y,b) > 0, then u‘;h is an affine
subspace of Fy» obtained by a translation of the vector space Kr(y) where

Kr(y) = {x€Fp : Hy(x)=0}.

It is easy to see that Kp(y) is a vector space over F, and y-F, C Kr(y). Thus we have
A(F) > #Kr(Y) > q.
Now suppose that F is a permutation and A(F) = g. Then we have

Kr(Y) =7-F,.

Thus
0 : if DDTg(y,b) =0o0raé¢y-F
F F\ __ I £) qs
UypN(a+Uy) = { Ul if DDT(y,b) > 0anda € 7-F,,

and from Theorem 4 we have

BCTr(a,b) = Y DDTr(ay,b). (7
YEF;



Now suppose there exist y; # ¥ € I such that
DDTg(ay;,b) #0, Vi=1,2,

then the equations
Hupy(x) =b+F(ay), x€Fgpm

are solvable for both i = 1,2. Noting that for i = 1,2, since y; € F,,

Hay (x) = YiHla(x),  F(ay;) =¥F(a),

we have

g-ﬁ-'y,-F(a) elmH,, i=1,2.

1

Here ImH, is the image of the function H,(x) on IF». It is easy to see that the set ImH,, is a
vector space over [F,. Thus we have

b+Y'F(a) €ImH,, i=1,2,

and
(b+YF(a)) = (b+1F(a) = (1 —12)*F (a) € ImH,,

and hence F(a) € ImH,. However, this means that the equation
F(x+a)+F(x)=0

is solvable for x € Fy», which is impossible because F' is a permutation and a # 0.
So we have proved that in (7) there is at most one Y € F; such that DDT(ay,b) # 0.
Noting that actually

DDTF(avb) € {07Q} V(avb) € (F;’”)Za

we obtain BCTr(a,b) < ¢ for any (a,b) € (IF‘;)2 So we conclude that B(F) = ¢. This
completes the proof of Theorem 5. a

Remark 1 Let F be a quadratic permutation given by (6) with A(F) = g. From the proof of
Theorem 5, DDT(a,b) € {0,q} , where (a,b) € (F}.)*.

We remark that a general quadratic function F (x) of the form (6) may be written as

F(x) = f(x)+0(x),

where o _
flx)= Z i jxqurqj, O(x) = Z cx?
0<i<j<m—1 0<i<m—1
Noting that the function ¢ is linear, so A(F) = A(f).
As applications of Theorem 5, we show here how two previous results of quadratic
permutations with optimal BCT from [2] and [20] can be derived.

(). Let n =2 (mod 4) and let ¢ be an even integer such that ged(r,n) = 2. It was known
that the function F(x) = x> *! is a permutation on F,. and A(F) = 4 (see [1]). Theorem
5 implies that B(F) = 4. This is [2, Proposition 8].



(2). Let n = 2m where m is an odd integer. Let y € IF%, be an element such that the order of
A*"~1is 3. Define F(x) = x*" 2 4 Ax. It was known that F(x) is a permutation on Fy.
with A(F) = 4 [23]. We may write F(x) = f(x)? where f(x) = x2"" 1 4227 x27+2"7,
hence Theorem 5 implies that B(F) = 4. This is [20, Theorem 5.3].

Next we exhibit another family of quadratic permutations with optimal BCT. To this
end, we mention that it has been found in [8] a highly nonlinear 4-differential uniform
permutation of Fp» with n =3k, k=2 (mod 4), 3 tk:

F(X) _ |3x2‘+1 + B2kx2”‘+2"+‘ (8)

where ged(n, s) =2, 3|k + s and P is a primitive element of Fo.. It was proved that A(F) = 4.
So from Theorem 5 we obtain

Corollary 1 Let F be an (n,n)-function (permutation) defined by (8). Then, B(F) = 4.

Finally, we show by numerical computation that many new quadratic permutations with
optimal BCT can be found by Theorem 5. Here we focus only on the quadratic function
F(x) of the form

F(x) =x""2 4+ Ax+Bx* +Cx'%, A,B,C€Fy, )

where n =2 (mod 4) and gcd(n,s) = 2. It was known that A(F) = 4. Noting that F(x) =
f(x)? where

f) =2 eA? @ 1B PR, AB,CEF,,

by Theorem 5, if F' is a permutation, then B(F) = 4. For simplicity we only consider the
case n = 6 and search via Magma triples (A, B,C) € (F5)? such that F is a permutation, the
number of which is given in the tables below. For comparison, we also indicate the number
of such F’s implied by [2, Proposition 8] and [20, Theorem 5.3]. This really shows that
there is a abundance of quadratic permutations with optimal BCT which can be obtained
from Theorem 5.

Table 1: The number of quadratic permutations F (x) of the form (9) on IF,¢ with optimal BCT
Theorem 5 (this paper) | [2, Proposition 8] | [20, Theorem 5.3]
s=2 960 1 15

Next, we will present a connection between the boomerang uniformity and the nonlin-
earity for the quadratic permutation F* given by (6). For any function F from Fy» to itself,
the Walsh transform of F at (A,u) € Fy. x Fyn is defined as

Wp(k,,u) = Z (_1)’I‘T(M'ﬂ()c)Jr/J)c)7

XEF m

where Tr(-) is the absolute trace function from Fy» to F,. The component functions of F are
the Boolean functions Tr(AF (x)), where A € Fyn. A component function Tr(AF (x)) is said
to be bent if W (A, u) = +q*, for all u € F . In this case, Tr(AF (x)) is also called a bent
component of F.



The nonlinearity N Ly of F is defined as

1
NLp = 3 (¢" — max {|Wr(A,p)| : (1) € Fl X Fgn }) .

In [14], Charpin and Peng established some links between the nonlinearity and differen-
tial uniformity of differentially two-valued functions and quadratic functions. They proved
the following useful result for differentially two-valued functions [14, Theorem 8].

Theorem 6 Let F be any quadratic function over Fon which has no bent component (when
n is even). Let t be a nonzero integer which divides n. Then F is differentially two-valued
{0,2'} if and only if the Walsh spectrum of F has values {0,+2"" } with n+1 even.

Combining Theorems 5 and 6, we present a new link between the boomerang uniformity
and the Walsh spectrum of a clase of quadratic functions.

Theorem 7 Let g =2' and F be a quadratic permutation defined by (6). Then B(F) = 2!
tm+t

if and only if Wr(A,pu) € {0,£272" }, where (A,u) € Fy X Fyn. In particular, if B(F) =2,
ALy =4 (2m-2%).
Proof Using Theorem 5, B(F) = 2" is equivalent to DDTr(a,b) € {0,2'}, where (a,b) €

Fyn X Fyn. Since F is a permutation, F has no bent component. Hence the desired results
follow from Theorem 6.

5 Quadratic permutations with boomerang uniformity 4

It was showed that the S-boxes having 2-uniform DDT always have 2-uniform BCT,
while S-boxes having 4-uniform DDT usually cannot ensure 4-uniform BCT [13]. A com-
plete classification of S-boxes with 4-uniform BCT is still elusive. Further, not only their
characterization, but also their generation are challenging problems. Next, we will present a
characterization of quadratic permutations with boomerang uniformity 4.

Let F be a quadratic function from Fy to itself. Without loss of generality, we can as-
sume F(0) = 0. Let By be the symmetric bilinear form such that Br(x,y) = F(x+y) +
F(x) + F(y) for all x,y € Fp. We denote by Bp, the linear transformation induced by
Br(a,-), and by V, the image {Br,(x) : x € Fon} of Br,. Then, F is a permutation, if and
only if, f(a) & Vr, for any a € F},. For two elements a and @’ in Fy., we write a L a
if they are orthogonal with respect to Bp, i.e. Br(a,a’) = 0. For a € F2", define Kp, =
{x € Fo : Bp4(x) = 0}. Then we have the following lemma.

Lemma 1 Let F be a quadratic function of Fy» with differential uniformity 4 and let a € F3,.
Thend L d", where d',d" € K.

Proof Ttis observed that DDT(a, f(a)) = #Kp, = 2'%, where {r, = dimg, (Kr,,). Since the
differential uniformity of F is 4, then #Kr, = {0,a} or {0,a,c,a+c}, where ¢ € Fx \ {0,a}.
The deserved conclusion then follows from Br(a,a) = Br(c,c) = Br(a,c) =0.

Then, we have the following result on the boomerang connectivity tables of quadratic
permutations.

Proposition 2 Let F' be a quadratic permutation of F.. Then, for any a and b in I3,

BCTy(a,b) = ) 2brd (10)
d Lra,f(d)eb+Vyy

where (g s = dimp, (Kpq).
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Proof Tt was proved in [20] that the quantity BCTF(a,b) equals the number of solutions
(x,y) € (Fan)? satisfying the equations F(x) + F(y) = b and F(x+a) + F (x+a) = b simul-
taneously. Then we have

BCTr(a,b) = #{()Qy) = F(x)+F(y) = ;12 , }

x+a)+F(y+a
F(x)+F(y)=b
:#{()@y). BF,a(x—Fy);:O }

Letting x+y = d’, then y = x+d’/, so we have

BCTg (a7b) = Z #{x :Bra (-x) = f(d,) +b}
d Lra
_ Z 2@#’7
a Lra,f(a)eb+Vyy

where /f is the dimension of the linear space Ky, over IF,. It completes the proof. O

Corollary 2 Let F be a quadratic permutation of Fon with differential uniformity 4. Suppose
that Vg g = Vg for any a',a" € F5, with a' L a". Then the boomerang uniformity of F is
4.

Proof Let a,b € F5,. Now suppose there exist @’ # d”’ € [F; such that d lra, d 1ra,
f(d)eb+Vry and f(d") € b+ VEy. Then f(d')+ f(a") € Vey = Vrgwia- By Lemma 1,
Brp(d',a") =0.Thus, f(a'+a") = f(d')+ f(d") € VEy1q, which is impossible because F is
a permutation and @’ 4+ a” # 0. So there is at most one @’ such thata’ L a, f(a') € b+ Vpy.
Note that DDT(d’, f(a')) = 27« < 4. By Proposition 2, we have BCT(a,b) < 4. Then we
get B(F) < 4. The deserved conclusion then follows from Theorem 1.

For a quadratic permutation, we have the following result about boomerang uniformity.

Theorem 8 Let n be a positive integer. Let F : Fon — Fon be a quadratic permutation with
differential uniformity 4. Then the boomerang uniformity of F equals to 4, if and only if,
Vra = Vig forany a,d € F5, witha Lp d'.

Proof Let the boomerang uniformity of F be 4. Let a € IF,. Note that DDT(a, f(a)) = 2%,
where ¢, = dimp, (KF,). Since the differential uniformity of F is 4, we have ¢g, = 1 or 2.

If ¢r, = 1, there is only one a’ € F%, such that a’ Ly a. The conclusion is clearly true.

Let g, =2 and d’ € F%, such that @’ Lp a and Vg, # Vry. By a,d’ € Ky, we have
lp o = 2. Then, dimy, (Vr,) = dimg, (V) =n—2. Similarly, ¢r .., =2 and dimg, (Ve gia) =
n—2. Thus, dimg, (Vrq + Vrg + VEgra) > n— 1. Then, there exist a ¢ € Fyr such that Fon =
(Va4 Vea + Viara ) U (¢ + Vg + VEg + Viara ). Hence, there are a; # a; € {a,d’,a+a'}
such that f(a1) + f(a2) € Via+ Viw +Viara = Via +Via + Veia+a- BY Vea+a, C Via +
Vi, we have f(a))+ f(a2) € Vra, +Vra, = Via, + Vra, + Via +a,- Then, there exist x;,x, €
Fy» such that f(a;) + f(az2) = Bra, (x1) + Brg, (x2), that is

foa+a)+f(x1) = fla+a) + fx).

Let b = f(x; +ai) + f(x1). Then, f(a;) = b+ Brg(x;) € b+ Vrg. By Proposition 2 and
Lemma 1, we obtain
BCT(a;,b) > 27 42 =8,
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which is conflicted against with B(F') = 4. Hence, we have Vg, = Vg for any a,da’ € F},
witha Lpd'.

Conversely, the deserved conclusion follows from Corollary 2.

This completes the proof.

While the differential uniformity of a function is preserved by the extended affine (EA)
equivalence (i.e. all transformations of the form A, o F o A| + Ay where A}, A, are affine per-
mutations and A is an affine function ), this is not the case for the boomerang uniformity. For
instance, the two permutations G4 and G¢ from [19] are EA-equivalent, but their boomerang
uniformities differ: B(G4) = 10 and B(Gg) = 8. We now show that the boomerang uniformity
of some special quadratic permutations is preserved under extended affine (EA) equivalence.

Theorem 9 Let F and G be two quadratic permutations of ¥on which are extended affine
equivalent, i.e., there exist two affine permutations A , A, and a affine function Ag such that
G =Ay0F oA +Ay. Suppose that B(F) = 4. Then, the boomerang uniformity of G is also
4.

Proof Let G'(x) = F(x) + L(x), where B; is the inverse of Ay, L, is the inverse of the linear
part of A; and L(x) = L, 0 Ag o By (x) + L, 0oAg o B{(0). Since By (x,y) = Br(x,y) for any
x,y € Fan, by Theorem 8, then B(G’) = 4. The deserved conclusion then follows from [2,
Proposition 1].

6 Conclusions

We have pushed further the study of boomerang uniformity of cryptographic Sboxes. More
specifically, we have presented a slightly different (and more convenient) formulation of the
boomerang uniformity and showed that the row sum and the column sum of the boomerang
connectivity table can be expressed in terms of the zeros of the second-order derivative of the
permutation or its inverse. Most importantly, we have specialized our study of boomerang
uniformity to quadratic permutations in even dimension and generalized the previous re-
sults on quadratic permutation with optimal BCT. As a consequence of our general result,
we derived many new quadratic permutations with optimal BCT. In particular, we showed
that the boomerang uniformity of the binomial differentially 4-uniform permutations pre-
sented by Bracken, Tan, and Tan equals 4. Furthermore, we derived a connection between
the boomerang uniformity and the nonlinearity for some special quadratic permutations. Fi-
nally, we gived a characterization of quadratic permutations with boomerang uniformity 4
by the images of some linear transformations. With this new characterization, we showed
that the boomerang uniformity of a quadratic permutation with boomerang uniformity 4 is
preserved by the EA equivalence.
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