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Abstract. We present several transformations that combine a set of
attribute-based encryption (ABE) schemes for simpler predicates into
a new ABE scheme for more expressive composed predicates. Previous
proposals for predicate compositions of this kind, the most recent one
being that of Ambrona et al. at Crypto’l7, can be considered static
(or partially dynamic), meaning that the policy (or its structure) that
specifies a composition must be fixed at the setup. Contrastingly, our
transformations are dynamic and unbounded: they allow a user to specify
an arbitrary and unbounded-size composition policy right into his/her
own key or ciphertext. We propose transformations for three classes of
composition policies, namely, the classes of any monotone span programs,
any branching programs, and any deterministic finite automata. These
generalized policies are defined over arbitrary predicates, hence admitting
modular compositions. One application from modularity is a new kind of
ABE for which policies can be “nested” over ciphertext and key policies.
As another application, we achieve the first fully secure completely un-
bounded key-policy ABE for non-monotone span programs, in a modular
and clean manner, under the g-ratio assumption. Our transformations
work inside a generic framework for ABE called symbolic pair encoding,
proposed by Agrawal and Chase at Eurocrypt’17. At the core of our
transformations, we observe and exploit an unbounded nature of the
symbolic property so as to achieve unbounded-size policy compositions.

1 Introduction

Attribute-based encryption (ABE), introduced by Sahai and Waters [36], is a
paradigm that generalizes traditional public key encryption. Instead of encrypting
to a target recipient, a sender can specify in a more general way about who
should be able to view the message. In ABE for predicate P : X x Y — {0,1},
a ciphertext encrypting message M is associated with a ciphertext attribute,
say, y € Y, while a secret key, issued by an authority, is associated with a key
attribute, say, x € X, and the decryption will succeed if and only if P(z,y) = 1.
From an application point of view, we can consider one kind of attributes as
policies, and the other kind as inputs to policies. In this sense, we have two basic
forms of ABE called key-policy (KP) and ciphertext-policy (CP), depending on
which side has a policy associated to.



Predicate Compositions. A central theme to ABE has been to expand the
expressiveness by constructing new ABE for more powerful predicates (e.g.,
[24,14,32,33,34,23]). In this work, we continue this theme by focusing on how
to construct ABE for compositions of predicates. We are interested in devising
transformations that combine ABE schemes for based predicates to a new ABE
scheme for their composed predicate. To motivate that this can be powerful in
the first place, we introduce an example pritimive called Nested-policy ABE.

Example: Nested-policy ABE. As the name suggests, it allows a key policy
and a ciphertext policy to be nested to each other. This might be best described
by an example. Suppose there are three categories for attributes: PERSON, PLACE,
CONTENT. Attached to a key, we could have attribute sets/policies categorized
to three categories, PERSON:{ TRAINEE, DOCTOR}, PLACE:{PARIs, Z1P:75001},
CONTENT:‘(KIDNEY AND DISEASE) OR EMERGENCY’, with a “composition policy”
such as ‘PERSON OR (PLACE AND CONTENT)’, which plays the role of concluding
the whole policy. A ciphertext could be associated to PERSON:*SENIOR AND
DocTOR’, PLACE:‘PARIS OR LONDON’, CONTENT:{ KIDNEY, DISEASE, CANCER}.
Now we argue that the above key can be used to decrypt the ciphertext since
the attribute set for PLACE satisfies the corresponding policy in the ciphertext,
while the policy for CONTENT is satisfied by the corresponding attribute sets
in the ciphertext, and the concluding policy (attached to the key) states that if
both PLACE and CONTENT categories are satisfied, then it can decrypt.

We can consider this as a composition of two CP-ABE sub-schemes for the
first two categories and KP-ABE for the last category, while on the top of that,
a KP-ABE scheme over the three categories is then applied. To the best of our
knowledge, no ABE with nested-policy functionality has been proposed so far,
and it is not clear in the first place how to construct even for specific policies.

Our Design Goal. We aim at constructing unbounded, dynamic, and generic
transformations for predicate compositions. Dynamicity refers to the property
that one can choose any composition policy (defined in some sufficiently large
classes) when composing predicates. In the above example, this translates to
the property that the concluding policy is not fixed-once-and-for-all, where, for
instance, one might want to define it instead as ‘(PERSON AND CONTENT) OR
PLACE’, when a key is issued. Moreover, we aim at modular compositions where
we can recursively define policies over policies, over and over again. Furthermore,
for highest flexibility, we focus on unbounded compositions, meaning that the sizes
of composition policies and attribute sets are not a-priori bounded at the setup.
Generality refers to that we can transform any ABE for any based predicates.
This level of generality might be too ambitious, since this would imply an attempt
to construct ABE from ID-based Encryption (IBE), of which no transformation
is known. We thus confine our goal to within some well-defined ABE framework
and/or a class of predicates. Towards this, we first confine our attention to ABE
based on bilinear groups, which are now considerably efficient and have always
been the main tool for constructing ABE since the original papers [36,24].

Previous Work on Predicate Compositions. We categorize as follows.



— Static & Specific. Dual-policy ABE (DP-ABE), introduced in [6], is the AND
composition of KP-ABE and CP-ABE (both fixed for the Boolean formulae
predicate). The fixed AND means that it is static. The underlying ABE schemes
are also specific schemes, namely, those of [24,39].

— Static & Small-class & Generic. Attrapadung and Yamada [12] proposed
a more general conversion that can combine ABE for any predicates that can
be interpreted in the so-called pair encoding framework [7,8,1,2], but again,
fixed for only the AND connector. A generic DUAL conversion, which swaps
key and ciphertext attribute, was also proposed in [7,12]. All in all, only a
small class of compositions were possible at this point.

— Static/Partially-dynamic & Large-class & Generic. Most recently, at
Crypto’17, Ambrona, Barthe, and Schmidt [3] proposed general tranformations
for DUAL, AND, OR, and NOT connectors, hence complete any Boolean for-
mulation, and thus enable a large class of combinations. Their scheme is generic
and can combine ABE for any predicates in the so-called predicate encoding
framework [42,19]. However, their compositions are static ones, where such a
composition policy has to be fixed at the setup. A more flexible combination (§2
of [3]), which we call partially dynamic, is also presented, where the structure
of the boolean combination must be fixed.

Our Contributions: Dynamic & Large-class & Generic. We propose
unbounded, dynamic, and generic transformations for predicate compositions that
contain a large class of policies. They are generic in the sense that applicable ABE
schemes can be any schemes within the generic framework of pair encoding, see
below. These transformation convert ABE schemes for a set of “atomic” predicates
P={P,..., P} to an ABE scheme for what we call policy-augmented predicate
over P. Both key-policy and ciphertext-policy augmentations are possible. In
the key-policy case, the dynamicity allows a key issuer to specify a policy over
atomic predicates, like the concluding policy over three sub-schemes in the above
nested example. In the ciphertext-policy case, it allows an encryptor to specify
such a policy. Below, we focus on the key-policy variant for illustrating purpose.
We propose the following four composition transformations.

1. Span Programs over Predicates. In this class, we let a composition policy
be dynamically defined as any monotone span program (MSP) [25] where each
of their Boolean inputs comes from each evaluation of atomic predicate. This is
illustrated in Fig. 1. A key attribute is a tuple M = (A, (i1, 21),- -, (i T ))
depicted on the left, where A is a span program (or, think of it as a boolean
formula). A ciphertext attribute is a set Y = {(j1,y1),---, (U, 9:)}. The
indexes iy and jj, specify the index of predicates in P, that is, i4, 7, € [1, k]. To
evaluate M on Y, we proceed as follows. First, we evaluate a “link” between
node (ig,x4) and node (j,,,y,) to on if iy = j, =i and P;(xy4,y,) = 1. Then,
if one of the edges adjacent to the d-th node is on, then we input 1 as the
d-th input to A, and evaluate A. Our transformation is unbounded, meaning
that m and ¢ can be arbitrary. Note that since span programs imply boolean
formulae, we can think of it as boolean formula over atomic predicates.
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Fig. 1: Span program over predicates  Fig.2: Branching program over predicates

2. Branching Programs over Predicates. In this class, we let a composition
policy be dynamically defined as any branching program (BP) where each
edge is evaluated in a similar manner as in each link in the case of span
program composition above. This is depicted in Fig. 2. A branching program
is described by a direct acyclic graph (DAG) with labels. It accepts Y if the
on edges include a directed path from the start node to an accept node. A
direct application for this is a predicate that comprises if-then clauses. We
achieve this by a general implication from the first transformation, similarly
to the implication from ABE for span programs to ABE for BP in [8].

3. DFA over Predicates. In this class, a composition policy can be defined
as any deterministic finite automata (DFA) where each transition in DFA is
defined based on atomic predicates. Such a DFA has an input as a vector
v = ((41,y1)s- -, (Js, y¢)) which it reads in sequence. It allows any direct graph,
even contains directed cycles and loops (as opposed to DAG for branching
programs), and can read arbitrarily long vectors y. This transformation fully
generalizes ABE for regular languages [41,7], which can deal only with the
equality predicate at each transition, to any predicates.

4. Bundling ABE with Parameter Reuse. We propose a generic way to
bundle ABE schemes (without a policy over them, and where each scheme
works separately) so that almost all of their parameters can be set to the same
set of values among those ABE schemes. This is quite surprising in the first
place since usually parameters for different schemes would play different roles
(in both syntax and security proof). Nevertheless, we show that they can be
reused. Loosely speaking, to combine k£ schemes where the maximum number
of parameters (i.e., public key size) among them is n, then the number of
parameters for the combined scheme is n+ 2k. Trivially combining them would
yield O(nk) size. We call this as the direct sum with parameter reuse.

We denote the above first three key-policy-augmented predicates over P as KP[P],
KBI[P], KA[P], respectively. For ciphertext-policy case, we use C instead of K. Also,
we call the generalized machines in the above classes as predicative machines.

Scope of Our Transformations. Our conversions apply to ABE that can
be interpreted in the pair encoding framework, which is a generic framework
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Fig. 3: DFA over predicates

for achieving fully secure ABE from a primitive called Pair Encoding Scheme
(PES), proposed by Attrapadung [7]. PESs for many predicates have been pro-
posed [7,12,8,2], notably, including regular language functionality [41,7]. Agrawal
and Chase [2], at Eurocrypt’17, recently extended such a framework by intro-
ducing a notion called symbolic security for PES, which greatly simplifies both
designing and security analysis of PES and ABE. A symbolically secure PES for
predicate P can be used to construct fully secure ABE for the same predicate
under the k-linear and the g-ratio assumption [2] in (prime-order) bilinear groups.
Our conversions indeed work by converting PESs for a set P of predicates to a
PES for KP[P], KB[P], and KA[P], that preserves symbolic security.

Applications. Among many applications (discussed in §9 and §L), we obtain:

— ABE with multi-layer/multi-base functionalities and nested-policy. The gen-
erality of our transformations make it possible to augment ABE schemes in
a modular and recursive manner. This enables multi-layer functionalities in
one scheme, e.g., ABE for predicate KP[KB[KA[P]]], which can deal with first
checking regular expression (over predicates) via DFA, then inputting to an if-
clause in branching program, and finally checking the whole policy. By skewing
key and ciphertext policy, we can obtain a nested-policy ABE, e.g., predicate
KP[CP[P]]. Moreover, the fact that we combine a set of predicates into a
composed one enables multiple based functionalities, e.g., revocation [3,43],
range/subset membership [10], regular string matching [41], etc. This level of
“plug-and-play” was not possible before this work.

— The first fully secure completely-unbounded KP-ABE for non-monotone span
programs (NSP) over large universe.! Previous ABE for NSP is either only
selectively secure [32,11,44] or has some bounded attribute reuse [33,34]. See
Table 1 in §9.2 for a summary. Our approach is simple as we can obtain
this modularly. As a downside, we have to rely on the g-type assumption
inherited from the Agrawal-Chase framework [2]. Nevertheless, all the current
completely unbounded KP-ABE for even monotone span programs still need
g-type assumptions [35,7,2], even selectively secure one [35].

— Mixed-policy ABE. In nested-policy ABE, the nesting structure is fixed. Mixed-
policy ABE generalizes it so as to be able to deal with arbitrary nesting struc-
ture in one scheme. The scheme crucially uses the direct sum with parameter
reuse, so that its parameter size will not blow up exponentially.

o

For large-universe ABE, there is no known conversion from ABE for monotone span
programs. Intuitively, one would have to include negative attributes for all of the
complement of a considering attribute set, which is of exponential size (see §L.1).



Comparing to ABS17 [3]. Here, we compare our transformations to those of
Ambrona et al. [3]. The most distinguished features of our transformations are
finite automata based, and branching program based compositions. Moreover,
all of our transformations are unbounded. For monotone Boolean formulae over
predicates, our framework allows dynamic compositions, as opposed to static
or partially-dynamic (thus, bounded-size) ones in ABS. As for applicability to
based predicates, ours cover a larger class due to the different based frameworks
(ours use symbolic pair encoding of [2], while ABS use predicate encoding of [19]).
Notable differences are that pair encodings cover unbounded ABE for MSP, ABE
for MSP with constant-size keys or ciphertexts, ABE for regular languages, while
these are not known for predicate encodings. One drawback of using symbolic
pair encoding is that we have to rely on g-type assumptions. A result in ABS also
implies (static) non-monotone Boolean formulae composition (via their negation
conversion). Although we do not consider negation conversion, we can use known
pair encoding for negation of some common predicates such as IBE and negated
of IBE (as we will do in §9). In this sense, non-monotone formulae composition
can be done in our framework albeit in a semi-generic (but dynamic) manner.
We provide some more related works and possible future directions in §L.6.

2 Intuition and Informal Overview

This section provides some intuition on our approaches in an informal manner.

Pair Encoding. We first informally describe PES [7] as refined in [2]. It consists
of two encoding algorithms as the main components. The ciphertext encoding
EncCt encodes y € Y to a vector ¢ = c(s,8,b) = (cy,...,¢,,) of polynomials
in variables s = (sg,...,5,,), 8 = (81,...,8,,), and b = (by,...,b,). The key
encoding EncKey encodes x € X to a vector k = k(r,#,b) = (ky,...,k,,,) of
polynomials in variables r = (ry,...,7,, ), ¥ = (a,7,...,7,,), and b. The
correctness requires that if P(x,y) =1, then we can “pair” ¢ and k to to obtain
asg, which refers to the property that there exists a linear combination of terms
¢;ry, and kjs, that is asy. Loosely speaking, to construct ABE from PES, we use
a bilinear group G = (G, G,) that conforms to dual system groups [20,1,2]. Let
g1, g5 be their generators. The public key is (95’ e(g1,92)%), a ciphertext for y
encrypting a message M consists of g3, g5, and e(g;,g2)"*° - M, and a key for x
consists of gi‘, g1- (In particular, the hatted variables are only internal to each
encoding.) Decryption is done by pairing ¢ and k to obtain asj in the exponent.

Symbolic Security. In a nutshell, the symbolic security [2] of PES involves
“substitution” of scalar variables in PES to vectors/matrices so that all the
substituted polynomials in the two encodings ¢ and k will evaluate to zero for
any pair x,y such that P(z,y) = 0. The intuition for zero evaluation is that,
behind the scene, there are some cancellations going on over values which cannot
be computed from the underlying assumptions. To rule out the trivial all-zero
substitutions, there is one more rule that the inner product of the substituted
vectors for special variables that define correctness, namely, a and sg, cannot
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Fig.4: Simpler variants of span program over predicates, for modular approach

be zero. In some sense, this can be considered as a generalization of the already
well-known Boneh-Boyen cancellation technique for IBE [15].

Note that one has to prove two flavors of symbolic security: selective and
co-selective. The former allows the substitutions of variables in b, ¢ to depend
only on y, while those in k to depend on both z,y. In the latter, those in b,k
can depend only on z, while those in ¢ can depend on both z,y. Intuitively,
the framework of [2] uses each flavor in the two different phases—pre and post
challenge—in the dual system proof methodology [40,27,30,42,7,2].

Our Modular Approach. In constructing a PES for KP[P], we first look into
the predicate definition itself and decompose to simpler ones as follows. Instead
of dealing with predicates in the set P all at once, we consider its “direct sum”,
which allows us to view P as a single predicate, say P. Intuitively, this reduces
KP[?P] of Fig. 1 to KP[P] of Fig. 4a. We then observe that KP[P] of Fig. 4a is,
in fact, already a nested predicate. It contains ciphertext-policy with the OR
policy in the lower layer, followed by key-policy augmentation in the upper layer,
as decomposed and shown in Fig. 4c and Fig. 4b, respectively. Hence, we can
consider a much simpler variant that deal with only one input at a time.

Our Starting Point: Agrawal-Chase Unbounded ABE. To illustrate the
above decomposition, we consider a concrete predicate, namely, unbounded KP-
ABE for monotone span program (MSP), along with a concrete PES, namely,
an instantiation by Agrawal and Chase [2], which is, in fact, our starting point
towards generalization. First we recall this PES (Appendix B.2 of [2])2:

Cy = (b130 + (Y02 + bs)sgj))je[q] )
AT j i .

k(A,Tr) = (Air + ng)bl’ 7"57’) (7{'(2)1}2 + bS))iE[m]
where (A, 7) is an MSP with A € sze, A, is its i-th row, t = (@, 71, ..., Fp_1),
and Y = {y1,...,9,}. (The exact definition for MSP is not important for now.)
We now attempt to view this as being achieved by two consecutive transformations.

% This encoding or closed variants are utilized in many works, e.g., [29,35,7,21]. Rouse-
lakis and Waters [35] were the first to (implicitly) use this exact encoding. Attra-
padung [7] formalized it as PES. Agrawal and Chase [2] gave its symbolic proof.
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We view the starting PES as the following PES for IBE (P'"®*%(z,y) = 1 iff z = y):

¢, = bysg + (yby + b3)sy

2
k, = (a+71by, ri(xby + b3)) 2

denoted as I\gg, which is first transformed to the following PES for IBBE
(ID-based broadcast encryption, P'®%F (2, V) = 1 iff 2 € Y), denoted as I'gge:

Cy = (blso + (y;b2 + b3)3§j))je[q] = (¢j)jelq]

(3)
k, = (a +7r1by, 7 (wby + bS))

which is then finally transformed to the above PES for KP-ABE. We aim to
generalize this process to any PES for arbitrary predicate.

The two transformations already comprise a nested policy augmentation
process: the first (IBE to IBBE) is a ciphertext-policy one with the policy being
simply the OR policy, while the second (IBBE to KP-ABE for MSP) is a key-
policy one with policy (A, 7). To see an intuition on a policy augmentation, we
choose to focus on the first one here which is simpler since it is the OR policy. To
see the relation of both PESs, we look into their matrix/vector substitutions in
showing symbolic property. We focus on selective symbolic property here. It can
be argued by showing matrix/vector substitutions that cause zero evaluations in
all encodings, when x # y. For the base PES I'|gg, this is:?

ey [1] i+(y+)i=g (4)
o (o E =0 () -9

where each rectangle box represents a matrix of size 1 x 2 or 2 x 1. On the other
hand, the selective symbolic property for the PES I'ggg can be shown below,
where we let 1; be the length-q row vector with 1 at the j-th entry and 1, ; be
the (¢ + 1) X ¢ matrix with 1 at the entry (1,1) (and all the other entries are 0).

B B

J(GNT

(S\,Dj (s )

B (so) 7))
1 1 . 91 0 ;11 e -1 1 -
cy 1 1,:(1) +(y; + (1;) =0
1 Yq
k. : -1, -1 1 _
T 11+ oy Ty 11,1*07

s ) ()
Yy1—T Yg—T . :
—1 Yq

Our Observation on Unboundedness. We now examine the relation of
substituted matrices/vectors between the two PESs: we observe that those for

3 As a convention throughout the paper, the substitution matrices/vectors are written
in the exact order of appearance in their corresponding encodings (here is Eq. (3)).



Igge contains those for Igg as sub-matrices/vectors. For example, By for the
substituted ¢, in Eq. (4) is “embedded” in Bj for the substituted cy in Eq. (5),

for y € Y. We denote such a sub-matrix as Béj ) = (;Jl)

We crucially observe that the unbounded property (of IBBE) stems from

such an ability of embedding all the matrices from the base PES—(BE{ )) jela—
regardless of size q, into the corresponding matrix in the converted PES—Bj in
this case. Our aim is unbounded-size policy augmentation for any PES. We thus

attempt to generalize this embedding process to work for any sub-matrices.

Difficulty in Generalizing to Any PES. Towards generalization, we could
hope that such an embedding of sub-matrices/vectors has some patterns to follow.
However, after a quick thought, we realize that the embedding here is quite
specialized in many ways. The most obvious specialized form is the way that
sub-matrices B:(,,J ) are placed in Bj: the first row of ng ) are placed in the same
row in Bj, while the other row are placed in all different rows in Bj. Now the
question is that such a special placement of sub-matrices into the composed
matrices also applies to any generic PES. An answer for now is that this seems

unlikely, if we do not restrict any structure of PES at all (which is what we aim).

We remark that, on the other hand, such a special embedding seems essential
in our example here since, in each c;, in order to cancel out the substitution of
by s, which is the same for all j, we must have the substitution for (y;by + b3)sgj )
to be the same for all j € [q]. Therefore, we somehow must have a “projection”

mechanism; this is enabled exactly by the placement in the first row of Bj, Bj.

Our First Approach: Layering. Our first approach is to modify the trans-
formed PES so that sub-matrices can be placed in a “generic” manner into the
composed matrices. (It will become clear shortly what we mean by “generic”.) In
the context of IBBE, we consider the following modified PES, denoted as Iigge:

Cy = (f25ncw + flsg)j)’ bls(()j) + (yjb2 + b3)8(1j))j€[fI] (6>
kw = (anew + rnewf27 Tnewfl + lel’ 7‘1(33b2 + b3))

This is modified from the PES in Eq. (3) by introducing one more layer involving
the first element in each encoding, where f;, f5 are two new parameters. The
main purpose is to modify the element b;sy to blsgj ) so that it varies with 7,

which, in turn, eliminating the need for “projection” as previously. This becomes
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clear in the following assessment for its selective symbolic property:

Cy 111,1(11)T + Fl(lj)T =0,

1 0 -1
0 —1 Y1

+ | v + (1,)" =0

(_1’ _ylfx ] _1’ _yqfa: ) x + =0.

0 -1
1 Yq

(7)

where we let 1, ; be of size (2¢) x ¢ and 1; be of length 2¢ (defined similarly
to 1, 1,1y, resp.), and let F; be the (2¢) x ¢ matrix with all entries in the first
row being —1 (and all the other entries are 0). Here, we observe that all the
composed matrices regarding the parameters (by, by, bs) of the PES Iggg are
formed exactly by including the substituted matrices of the base PES in the
“diagonal blocks”, namely, we can now “generically” define, for i € [n],

BV
, i
B’i = . .
B

Moreover, arranging the vector substitutions in their corresponding slots will result
in exactly the zero evaluation of each substituted equation of the base PES. This
approach is naturally generalized to any base PES. Put in other words, intuitively,
we can obtain the proof of symbolic property of the composed PES from that of
the base PES generically, via this conversion. Such a conversion, transforming
any PES (c,, k) for predicate P to its ciphertext-policy augmentation (with OR
policy), can be described by

C/Y = (f2snew + flséi)v Cyj)je[q], k;: = (anew + Tnewf27 (kz)‘w—n‘newfl) (8)

where the variables s, in c,, are superscripted as 57(} ), and “—” denotes the
variable replacement. This PES is for the predicate of “ciphertext-OR~policy”
over P—returning true iff 3j P(z,y;) = 1. In fact, one can observe that Eq. (8)
is a generalization of Eq. (6).

Our Second Approach: Admissible PES. One disadvantage with our first
approach is the inefficiency due to the additional terms. Comparing PES I'\gge
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to Iggg, the former requires 2¢ more elements than the latter (note that we
include also (séj )) jelg) When counting overall ciphertext elements). However, we
already knew that the additional terms are not necessary for some specific PESs
and predicates, notably our I'gg for IBE.

We thus turn to the second approach which takes the following two steps.
First, we find a class of “admissible” PESs where there exists a conversion for
ciphertext-policy augmentation without additional terms. Second, we provide a
conversion from any PES to a PES that is admissible.

As a result of our finding, the admissible class of PESs turns out to have a
simple structure: k consists of k; = a + r1b;, and «, b; do not appear elsewhere
in k, while in ¢, we allow by, sg only if they are multiplied—b; 5. Intuitively,
this “isolation” of by, a, s; somewhat provides a sufficient structure” where the
“projection” can be enabled, but without mitigating to additional elements as
done in the above first approach. The ciphertext-OR-policy augmentation can
then be done by simply setting

C/Y = ((Cyj)‘séj)Hsnow )jE[q]’ k; = kx (9)

One can observe that this is a generalization of Eq. (3), and that there is no
additional terms as in Eq. (8). Our conversion from any PES to an admissible
one (for the same predicate) is also simple: we set

C/y = (f?sncw + fls()? Cy>7 k/m = (ancw + Tncwf27 (km)|a»—>rncwfl) (10)

where s is the variable in y, while s, is the new special variable (that defines
correctness). It is easy to see also that combining both conversions, that is,
Eq. (10) followed by Eq. (9), we obtain the conversion of the first approach
(Eq. (8)). But now, for any PES that is already admissible such as I'gg, we do
not have to apply the conversion of Eq. (10), which requires additional terms.

Towards General Policies. Up to now, we only consider the OR policy. It
ensures that P'(2,Y) = 0 implies P(z,y;) = 0 for all j. However, for general poli-
cies, this is not the case, that is, if we let P be such a ciphertext-policy augmented
predicate over P (this will be formally given in Definition 5), P(x, (A, 7)) =0
may hold even if P(x,7(j)) = 1 for some j. Consequently, we have no available
substituted matrices/vectors for the key encoding for such problematic j. Another
important issue is how to embed the policy (A, n) without knowledge of z (cf.
the selective property), but be able to deal with any x such that P(x, (A, 7)) = 0.

We solve both simultaneously by a novel way of embedding (A, 7) so that,
intuitively, only the “non-problematic” blocks will turn “on”, whatever = will
be, together with a novel way of defining substituted vectors for k so that all
the “problematic” blocks will turn “off”. To be able to deal with any x, the
former has to be done in the “projection” part, while the latter is done in the

* Note that we indeed require a few more simple requirements in order for the proof to
go through: see Definition 4.
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“non-projection” part of matrices. By combining both, we will have only the
non-problematic blocks turned on, and thus can use the base symbolic property.
Towards Other Predicative Machines: Automata. At the core of the above
mechanism is the existence of “mask” vectors which render problematic blocks to 0.
We crucially observe that such “mask” vectors depend on and only on (x, (A, m))
and the sole fact that P(z, (A, 7)) = 0, i.e., the non-acceptance condition of MSP.
Notably, it does not depend on the actual PES construction. This feature provides
an insight to extend our approach to other types of predicative machines—finite
automata in particular—by finding appropriate combinatorial vectors that encode
non-acceptance conditions. (See more discussions in §L.5.)

Wrapping up. Up to now, we mainly consider the selective symbolic property.
The co-selective property (for the ciphertext-policy case) is simpler to achieve,
since each substitution matrix of the converted PES is now required to embed
only one matrix from the base PES, as our modular approach allows to consider
one input at a time (for key attribute). The situation becomes reversed for the
key-policy case: the co-selective property is harder. Nonetheless, we can always
use the DUAL conversion to convert from ciphertext-policy to key-policy type.
Comparing to Unboundedness Approach in CGKW [21]. Chen et al. [21]
recently proposed unbounded ABE for MSP. Their approach conceptually converts
a specific bounded scheme ([31]) to an unbounded one for the same specific
predicate—MSP. This is already semantically different to our conversion, which
takes any pair encoding for a predicate P and outputs another for a different
predicate—namely, the (unbounded) policy-augmented predicate over P.

3 Preliminaries

Notations. N denotes the set of positive integers. For a,b € N such that a < b, let
[a,b] ={a,...,b}. FormeN,let [m]={1,...,m}and [m]" ={0,1,...,m}.
For a set S, we denote by 2% the set of all subsets of S. Denote by S* the set
of all (unbounded-length) sequences where each element is in S. For N € N,
we denote by ZX}M the set of all matrices of dimension m x ¢ with elements
in Zpy. For a matrix M € Z?\?Xf7 its i-th row vector is denoted by M,. (in

Z}VM). Its (7,7)-element is M, ;. Its transpose is denoted as M. For vectors

acZybeZ? we denote (a,b) € Z}VX(CH) as the concatenation. The i-th
entry of a is denoted as a[i]. For ¢ < j, denote a[i, j] := (a[i],a[i + 1],...,a[j]).

Let M(Zy) be the set of all matrices (of any sizes) in Zy, and M,,(Zy) be
the set of those with m rows. For a set S of vectors of the same length (say,
in ZY), we denote span(S) as the set of all linear combinations of vectors in
S. For polynomials p = p(zq,...,2,) and ¢ = g(y1,-..,Yn), we denote a new
polynomial pl, g = p(9(y1,-- -, Yn), Ta; - - -, T,). Matrices and vectors with all
0’s are simply denoted by 0, of which the dimension will be clear from the context.
We define some useful fixed vectors and matrices.

- lf is the (row) vector of length ¢ with 1 at position ¢ where all others are 0.
- 1;7}]-“ is the matrix of size m x £ with 1 at position (7, j) and all others are 0.
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3.1 Definitions for General ABE

Predicate Family. Let P = { P, : X,, x Y, = {0,1} | kK € X } be a predicate
family where X,. and Y,. denote “key attribute" and “ciphertext attribute” spaces.
The index x or “parameter” denotes a list of some parameters such as the
universes of attributes, and/or bounds on some quantities, hence its domain X
will depend on that predicate. We will often omit x when the context is clear.

General ABE Syntax. Let M be a message space. An ABE scheme® for
predicate family P is defined by the following algorithms:

— Setup(l’\,f-z) — (PK, MSK): takes as input a security parameter 1" and a
parameter x of predicate family P, and outputs a master public key PK and
a master secret key MSK.

— Encrypt(y, M,PK) — CT: takes as input a ciphertext attribute y € Y, a
message M € M, and public key PK. It outputs a ciphertext CT. We assume
that Y is implicit in CT.

— KeyGen(z, MSK, PK) — SK: takes as input a key attribute x € X, and the
master key MSK. It outputs a secret key SK.

— Decrypt(CT,SK) — M: given a ciphertext CT with its attribute y and the
decryption key SK with its attribute z, it outputs a message M or L.

Correctness. Consider all parameters «, all M € M, x € X,., y € Y,. such that
P (z,y) = 1. If Encrypt(y, M, PK) — CT and KeyGen(z, MSK, PK) — SK where
(PK, MSK) is generated from Setup(1*, ), then Decrypt(CT,SK) — M.

Security. The standard notion for ABE is called full security. We omit it here
and defer its definition to the §B.1, as we do not work directly on it but will
rather infer the implication from pair encoding scheme (Proposition 2).

Duality of ABE. For a predicate P : X x Y — {0,1}, we define its dual as
P :YxX — {0,1} by setting P(Y, X) = P(X,Y). In particular, if P is considered
as key-policy type, then its dual, P, is the corresponding ciphertext-policy type.

3.2 Pair Encoding Scheme Definition

Definition 1. Let P = { P, },. where P, : X, x Y, — { 0,1}, be a predicate
family, indexed by x = (N, par), where par specifies some parameters. A Pair
Encoding Scheme (PES) for a predicate family P is given by four deterministic
polynomial-time algorithms as described below.

— Param(par) — n. When given par as input, Param outputs n € N that specifies
the number of common variables, which we denote by b := (by,...,b,).

® It is also called public-index predicate encryption, classified in the definition of
Functional Encryption [17]. It is simply called predicate encryption in [2].
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— EncCt(y, N) — (wy,ws,¢(s,8,b)). On input N € N and y € Yy par), EncCt
outputs a vector of polynomial ¢ = (cy,...,¢,,) in non-lone variables s =
(8058151 8y,) and lone variables § = (31,...,38,,). For p € [ws], the p-th

polynomial is given as follows, where 1, ., 7, ,; € Zy:

Z np7z§z + Z np,t,jbjst'
]

2€[w, tefw, )" j€ln)

— EncKey(z, N) — (my,my,k(r,£,b)). On input N € N and z € X(y par)s
EncKey outputs a vector of polynomial k = (kq, ..., kms) in non-lone variables
r = (ry,...,7y,) and lone variables # = (a,7y,...,7,,,). For p € [mg], the
p-th polynomial is given as follows, where ¢,,, ¢, .., ¢p,; € Zn:

Gpot D Gpufut D Gpugtiby

wE[my) vE[m],j€[n]

— Pair(z,y,N) — (E,E). On input N, and both x, and y, Pair outputs two
matrices E, E of sizes (w; + 1) X mg and ws X my, respectively. O

Correctness. A PES is said to be correct if for every k = (N, par), z € X,, and
y € Y,. such that P.(x,y) = 1, the following holds symbolically:

SEk' + cEr' = as,. (11)

The left-hand side is indeed a linear combination of s.k, and c,r,, for t €

i
[wi]",p € [ms)],q € [ws],v € [my]. Hence, an equivalent (and somewhat simpler)
way to describe Pair and correctness together at once is to show such a linear
combination that evaluates to asy. We will use this approach throughout the

paper. (The matrices E, E will be implicitly defined in such a linear combination).

Terminology. In the above, following [2], a variable is called lone as it is
not multiplied with any b; (otherwise called non-lone). Furthermore, since «,
sg are treated distinguishably in defining correctness, we also often call them
the special lone and non-lone variable, respectively. In what follows, we use
ct-enc and key-enc as a shorthand for polynomials and variables output by EncCt
(ciphertext-encoding) and EncKey (key-encoding), respectively. We often omit
writing wq, wy and my, my in the output of EncCt and EncKey.

3.3 Symbolic Property of PES

We now describe the symbolic property of PES, introduced in [2]. As in [2], we
use a : b to denote that a variable a is substituted by a matrix/vector b.

Definition 2. A PES I' = (Param, EncCt, EncKey, Pair) for predicate family P
satisfies (dy, d,)-selective symbolic property for some d;,dy € N if there exists
three deterministic polynomial-time algorithms EncB, EncS, EncR such that for
all Kk = (N,par), z € X,., y € Y, with P (z,y) =0,
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— EncB(y) — By,...,B, € Z;lledz;
— EncS(y) = sg,...,8,, € 7%, 81,180, € ZLx,
— EncR(z,y) = T1,oe Ty, €M ARy B, € 2
we have that:
(P1). asg #0.
(P2). if we substitute, for all j € [n], ¢ € [w]*, 2 € [w], v € [ma], u € [ma),

A AT T A
5,:8 bjs,: Bjs; , a:a, Ty Ty ryb; 11, B,

z z

into all the polynomials output by EncCt(y) and EncKey(xz), then they
evaluate to 0.
(P3). a =1,

Similarly, a PES satisfies (dy, dy)-co-selective symbolic property if there exists
EncB, EncS, EncR satisfying the above properties but where EncB and EncR
depends only on x, and EncS depends on both x and y.

Finally, a PES satisfies (d, dy)-symbolic property if it satisfies both (d}, d5)-
selective and (dY , d5 )-co-selective properties for some dy,d; < dy, dy,dy < dy. ¢

Terminology. The original definition in [2] consists of only (P1) and (P2); we
refer to this as Sym-Prop, as in [2]. We newly include (P3) here, and refer to the
full definition with all (P1)-(P3) as Sym-Prop™. This is w.l.o.g. since one can
convert any PES with Sym-Prop to another with Sym-Prop™, with minimal cost.
Such a conversion, which we denote as Plus-Trans, also appears in [2]; we recap
it in §B.2.

For convenience, for the case of selective property, we use EncBS(y) to simply
refer to the concatenation of EncB(y) and EncS(y). Similarly, we use EncBR(z)
for referring EncB(x) and EncR(z) for the case of co-selective property.

Implication to Fully Secure ABE. Agrawal and Chase [2] show that a PES
satisfying (d;, dy)-Sym-Prop implies fully secure ABE. They use an underlying
assumption called (D;, Dy)-g-ratio, which can be defined in the dual system
groups [20] and can consequently be instantiated in the prime-order bilinear
groups. Note that paramater (D;, Dy) are related to (d;, dy). Since their theorem
is not used explicitly in this paper, we recap it in §B.2 for self-containment.

3.4 Definitions for Some Previous Predicates

ABE for Monotone Span Program. We recap the predicate definition for
KP-ABE for monotone span program (MSP) [24]. We will mostly focus on
completely unbounded variant [7,2], where the family index is simply Kk = N € N,
that is, any additional parameter par is not required.6 Below, we also state a
useful lemma which is implicit in e.g., [24,31].

% Bounded schemes would use par for specifying some bounds, e.g., on policy or
attribute set sizes, or the number of attribute multi-use in one policy. The term
“Unbounded ABE” used in the literature [29,34,21] still allows to have a bound for
the number of attribute multi-use in one policy (or even a one-use restriction).
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Definition 3. The predicate family of completely unbounded KP-ABE for mono-
tone span programs, PX"™MP = (P . X, x Y, — {0,1} },., is indexed by k = (N)
and is defined as follows. Recall that A,;. denotes the i-th row of A.

- X.={(A,m) |AeM(Zy), 7:[m] > Zy }.
-y, = oZn)
— P((A,7),Y)=1 <= 1} espan(Aly), where Aly = { A, |r(i)eY }.

where m x /£ is the size of the matrix A. O

Proposition 1. Consider a matriz A € Zn*". Let Q C [m] be a set of row
indexes. If 14 ¢ span{ A;. | i € Q }, then there exists w = (wy,...,w,;) € A
such that wy =1 and Ai:wT =0 forallt € Q.

Specific Policies. It is well known that ABE for MSP implies ABE for monotone
Boolean formulae [24,13]. The procedure of embedding a boolean formula as
a span program can be found in e.g., §C of [28]. We will be interested in the
OR and the AND policy, for using as building blocks later on. For the OR
policy, the access matrix is of the form Agg,,, = (1,..., 1)T € Zan“. For the
AND policy, it is Aanpm = Doiq Lig - — > =2 17";™. For further use, we let

Mor(Zy) = { Aorm | m € N} and Manp(Zy) = { Aanp,m | m €N }.

Embedding Lemma. To argue that a PES for predicate P can be used to
construct a PES for predicate P’, intuitively, it suffices to find mappings that
map attributes in P’ to those in P, and argue that the predicate evaluation for
P’ is preserved to that for P on the mapped attributes. In such a case, we say
that P’ can be embedded into P. This is known as the embedding lemma, used
for general ABE in [16,9]. We prove the implication for the case of PES in §B.3.

4 Admissible Pair Encodings

We first propose the notion of admissible PES. 1t is a class of PESs where
a conversion to a new PES for its policy-augmented predicate exists without
additional terms, as motivated in the second approach in §2. We then provide
a conversion from any PES to an admissible PES of the same predicate (this,
however, poses additional terms).7 Together, these thus allow us to convert any
PES to a new PES for its policy-augmented predicate.

Definition 4. A PES is (d;, d,)-admissible if it satisfies (d;, d5)-Sym-Prop™ with
the following additional constraints.

(P4). In the key encoding k, the first polynomial has the form k; = a + r;b;
and «, b; do not appear elsewhere in k.

(P5). In the ciphertext encoding c, the variables b; and sy can only appear in
the term blso.s

7 Interestingly, this conversion already appears in [2] but for different purposes.
® That is, b;so and bys; for j € [2,n],t € [1,n] are not allowed in c.
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(P6). In the symbolic property (both selective and co-selective), we have that

B, = 1?11”2, Sg = 1?2, and r,[1] # 0 for all v € [m4]. O

We will use the following for the correctness of our conversion in §5.

Corollary 1. For any admissible PES, let c,k,s,r,E,E be defined as in Defini-
tion 1 with P, (x,y) = 1. Let 8§ = (s1,...,5,, ). There exists a PPT algorithm that

takes E and outputs a matriz B of size wy xms such that SEk ' +cEr' = —r1b1Sg-

Proof. We re-write Eq. (11) as sok; + T + cEr' = as, (where T is a sum of
s¢k; with coefficients from E). Note that syk; has coefficient 1 since o appears
only in k; and we match the monomial as to the right hand side. Substituting
ki = a+ryby, we have T+cEr' = —r1b159. We claim that s is not in 7', which
would prove the corollary. To prove the claim, we first see that k; is not in T,
since « is not in the right hand side. Thus b; is also not in T (as b; only appears
in k;). Hence, s, is not in T, since otherwise b;s, where j > 2 appears in T, but
in such a case, it cannot be cancelled out since such term is not allowed in c. [

Construction 1. Let I' be a PES construction for P. We construct another
PES I" for also the same P as follows. We denote this I by Layer-Trans(I").

— Param’(par). If Param(par) returns n, then output n42. Denote b = (by,...,b,,)
and b/ = (f17 f2a b)

— EncCt'(y, N). Run EncCt(y, N) — c. Let s, be the special variable in c. Let
Snew De the new special variable. Output ¢’ = (f}8new + f250, €).

— EncKey'(z, N). Run EncKey(z, N) — k. Let 7., be a new non-lone variable
and ., be the new special lone variable. Let k be exactly k but with a
being replaced by 7y fo. Output (Qpew + Mew /1, K)-

Pair/Correctness. Suppose P(z,y) = 1. From the correctness of I" we have a
linear combination that results in asy = 7oy f2Sg- From then, we have (ay ey +
rncwfl)sncw - Tncw(flsncw + f250) + Tncwf280 = QpewSnew) a8 required.

Lemma 1. Suppose that I for P satisfies (dy,dy)-Sym-Prop™. Then, the PES
Layer-Trans(I") for P is (dy + 1,dy)-admissible. (The proof is deferred to §E.)

5 Ciphertext-policy Augmentation

We now describe the notion of ciphertext-policy-span-program-augmented predi-
cate over a single predicate family. We then construct a conversion that preserves
admissibility. The case for a set of predicate families will be described in §7. The
key-policy case will be in the next section §6.

Definition 5. Let P = { P, }, where P, : X, x Y, — { 0,1}, be a predicate
family. We define the ciphertext-policy-span-program-augmented predicate over P
as CP1[P] = { P, }K where P, : X,, x Y. — { 0,1} by letting



18

—D:CHDC
Y. ={

L (A, 7r)|A€M(ZN) m:[m] =Y.}
— P(z,(A,m) =1 < 1| espan(Al,), where A|, == { A, | P,(z,7(i)) =1}.

where m x £ is the size of the matrix A. O

Construction 2. Let I' be a PES construction for P satisfying admissibility.
We construct a PES I'" for CP1[P] as follows. Denote this I"" by CP1-Trans(I").
— Param’(par) = Param(par) = n. Denote b = (by,...,b,).
— EncKey'(z, N) = EncKey(z, N).
— EncCt'((A,7),N). Parse A € Zu*".

e For i € [m], run EncCt(n (i), N) to obtain a vector e =W (s g ,b)
of polynomials in variables s = (s(()l), sgl), - 1(1,3) @ = ( g ), e Ag; ),
and b. Denote §* = (s! @ 7(4,3 )-

e Let s, be the new spec1al non-lone variable. Let Vg, ...,Vp be new lone
variables. Denote v = (b Spew; Vg, - - - 5 Vp)-

e For i € [m], define a modified vector by variable replacement as

@) . c(i)|bls§f) AT (12)

Finally, output ¢’ = ¢'(s’,8',b’) as ¢’ = (c'(i))ie[m}. It contains variables

(i))ie[m]) §' = (Uz’ g, (8 8" ))ie[m]), and b’.

S, = (Snew7 (é

Pair/Correctness. For proving correctness, we suppose P, (z,(A, 7)) = 1.
Let S :={i€ [m]| P,(x,n(i)) =1}. For i € S, we can run Pair(z, (i), N) —
(E,E). From the correcteness of I', we derive E from E via Corollary 1, and
obtain a linear combination §VEk" + ¢VEr' = —rlblséi). With the variable
replacement in Eq. (12), this becomes sEK" + /DB = —rlAi:vT. Now
since 1} € span(Al|,), we have linear combination coefficients { t; } ;es such that
YicgtiAi = lf. Hence we have the following linear combination, as 1"equired:9

k1Snew + D ies til — TlAi:VT) = (a4 7101)Spew — T'1015new = CnewSnew-
Theorem 1. Suppose a PES I" for P is (d,dy)-admissible. Then, CP1-Trans(I")
for CP1[P] is (£ 4+ m(d; — 1), md,)-admissible, where m X £ is the size of policy.
Proof. We prove symbolic property of I from that of I" as follows.

Selective Symbolic Property. We define the following algorithms.
EncBS'(A, 7) | For each i € [m], run

EncBS(r (7)) — (B@,...,BS% si .., s§>s>)

¥ Note that, since s’ does not contain 58), it is crucial that we use Corollary 1 where
=) _ = (s (1) (4) ).
s17,.

the linear combination relies only on § seee Suy
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where B(.i) € Zled2 () € ZIXUl2 A() € Zlel For j € [2,n], we parse B()
()

(;j(i)> where e( ) e Zle"’ and B( % € Z(dl 1)xds (i.e., decomposing into the
j

first row and the rest). Let d] = £+m(d; —1) and dy = md,. Any vector of length
d5 can be naturally divided into m blocks, each with length dy. Any d;-length
vectors consists of the first ¢ p0s1tions which are then followed by m blocks of

length d; — 1."% Let B} = 1d1><d2, Snew = 1 = 1Ld/l for v € [2,4], and
eél)Al,l egm)Am,l
e§-1)A1,5 e(m)Am,e
B~ | By it
~(2)
B;
B{"
block ¢
. i !
s =(0,...,0, s |0,...,0) € 7",
block 4
. . . \L !
§ = (s9[1]A,, 0,...,0,8[2,dy], 0,...,0) € Z*", (14)

for j € [2,n], i € [m], t € [wy,], z € [wy;]. Output

‘ EncR'(z, (A, 7)) ‘ First note that we have the condition P, (z, (A, 7)) = 0. Let
S={ie[m]| P(z,n(i)) =1}
1. From P.(x,(A,7)) = 0 and from Proposition 1, we can obtain a vector
w=(wy,...,wy) € ZA such that w; =1 and A, w' =0forallic S.
2. For each i ¢ S, we can run EncR(z, 7(i)) — ( (i) .. rffl)l; a rgl), R Agn)2>,
where r( D e Zlel A( ) e Zle2 and a = 1d2 € Zle2
3. For i € [m], let 9; = A W /r( )[ 1]. Note that r{[1 [1] # 0 due to admissibility.

4. Let ayey = 11 , and for v € [my], u € [my] let

r'lu = (w7 91['1(;1)[2a dl]a e agmrgjm) [2, dl]) € Z}\/‘Xdlv (15)
f.’/U. = (gl 7(141)7 R ’gmflgl«m)) 6 Z:JLVXd2. (16)
5. Output (r},..., rinl; Apows s - - - ,f‘lmg).

1% That is, the i-th block of a vector h € Zlel ishl0+(dy —1)(i—1)+ 1,0+ (dy — 1)d].
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Verifying Properties (sketch). Properties (P1),(P3)-(P6) are straightforward.
to verify. Due to limited space, we provide a sketch in verifying (P2)—zero
evaluation of substituted polynomials—here, and defer the full details to §F.

In ct-enc ¢, the p-th polynomial in /D ig D =

£
Z npizA;(l Z(]’f) ( zlblsnew+z Z 77th J . (17)
=2

z€[w, ;] te[wy ;)
J€[2,n]

le

Substituting 51 1 (87) 7, bisuey : Bi(Suew) > v, (V)T b5t By )T

1(4)

into ¢,/ will result in a column vector of length dy = ¢ + m(d; — 1). We denote

it as w'. We claim that w' = 0. We use the symbolic property of the base
PES, I', which ensures that the substitution of c(z) via EncBS(7(i)), denoted
uT, evaluates to 0. In fact, via elementary linear algebra, one can verify that
for j € [€], w[j] is u[l] scaled by A, ;, and that the i-th block of w is exactly
u[2,d,], while the rest of w is already 0 by construction. Hence the claim holds.

In key-enc k, the substitution for k; is straightforward. For p € [2 mg], we have
kp =2 ueimy] Poiulut Dvcimy] jelzm PpwTobs Substituting 7, : ¥, r,b; : r, B}
into k, will result in a row vector of length dy = mdy. We denote it as w. We
claim that w = 0. Let u; be the substitution result for &, via EncR(z,7(i)). One
can eventually verify that the i-th block of w is g;u;, Wthh evaluates to 0 since,
if i € S we have g; = 0, while if i € S we have u; = 0 due to the symbolic
property of the base PES. Hence the claim holds.

Co-selective Symbolic Property. Let EncBR'(z) = EncBR(z).

‘ EncS'(z, (A, 7)) ‘ First note that we have the condition P, (z, (A, 7)) = 0. Let
S={iem]|P(e,n(i)) =1}

1. For each i € S, we have P, (x, (7)) = 0. Thus, we can run EncS(z, 7 (i)) —

(séi),... sq(uz ; s§1)7... 3(12 ) where sg) € Zle2 and § A( ) e Z}VXdl.
2. From P ( (A,m)) = 0 and Proposition 1, we can obtain a vector w =
(wi,...,wy) such that w; =1 and A-.wT =0forallieS. Let ¢; = Ai:wT.
3. Let Sy = 192, st(l) qlsgz), &) = 489 and v = w, 1%, for i € [m),
te [wl,z]a L e [2 E] [w27z]

e Output (spoms (570 os)) _ovhevi (80 80) ).
t/iglm] 1€[m]

Verifying Properties. First we can verify that anewsr—i—eW = 1(112(1(112)T =1+#0,
as required. Next, since we define EncBR’(z) = EncBR(z), the substitution for
key-enc is trivially evaluated to 0, due to the co-selective symbolic property of
I'. It remains to consider the substitution for ct-enc ¢. For i € [m], p € [w3,],

the polynomial c () jg depicted in Eq. (17). We have that the middle sum term

A, v' is substituted and evaluated to ql( )T Let u; € Zd1X1 denote the
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substitution result for c](,i) (gs a part Qf c(i)) via EncS(z, 7 (i)) (and EncBR(x)).
By our constructions of s;(z) and §/z(1)7 it is straightforward to see that the

substitution for c;,(i) (as a part of c/(i)) via EncS'(z, (A, 7)) (and EncBR'(z))

is indeed qiu;r. Note that u;r contains Blsg)r = 1?2: this corresponds to the
substitution of Ai:vT. Finally, we can see that qiuiT = 0 since if ¢ € S then
q; = 0, while if ¢ € S, we have uZ-T = 0 due to the co-selective property of I'. [

Intuition. Due to an abstract manner of our scheme, it might be useful to relate
the above selective proof to the idea described in §2. Intuitively, the upper part
of B;- of Eq. (13) acts as a “projection”, generalizing B; of Eq. (5) in §2, but now
we also embed the policy A in a novel way. Consider the multiplication ri,B;.
Here, only “non-problematic” blocks (the i-th block where i € S) are turned “on”
by w from r,,. All “problematic” blocks (i € S) are turned “off” by the “mask”
vector (Aj.w ' ,...,A,.w' ). We also note that this “mask” vector encodes the
non-acceptance condition as per Proposition 1. All in all, this gives us the relation:
r;B; = —(glrf,l)By), ,gmrgm)Bg-m)) (¢f. Eq. (27) in §F), where we recover

the substitution vectors of the base PES, namely, rg,i)Bg»i), and thus can use the
base symbolic property. We succeed in doing so despite having the “projection”
part, which seems to hinder the independency among blocks in the first place.

6 Key-policy Augmentation

For a predicate family P, we define its key-policy-span-program-augmented
predicate—denoted as KP1[P]—as the dual of CP1[P'] where P’ is the dual of P.
Therefore, we can use the dual conversion [12,2]—applying two times—sandwiching
CP1-Trans, to obtain a PES conversion for KP1[P]. However, this would incur
additional elements for encodings (from dual conversions). Below, we provide a
direct conversion without additional elements.

Construction 3. Let I" be a PES construction for a P satisfying admissibility.
We construct a PES I'" for KP1[P] as follows. Denote this I"" by KP1-Trans(I").

— Param’(par) = Param(par) = n. Denote b = (by,...,b,).
— EncCt'(y, N) = EncCt(y, N) = c(s, 8, b).
— EncKey'((A,7), N). Parse A € Z%*‘. Let v := (Qpey; V2, - - - , ) be new lone
variables. For all ¢ € [m], do as follows.
e Run EncKey(m(i), N) to obtain a vector k' = k(i)(r(i),f‘(i), b) of poly-
nomials in variables r¥) = (rgi), ... ’T‘r(:;)l,i>7 #0 = (a(i), f%i), ... ,fﬁ,?g), b.

e Define a modified vector by variable replacement as

KO =x9 o,

In fact, this only modifies kgi) =a® 4 7“§i)b1 to kll(i) = Ai:vT + r;i)bl.
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Finally, output k' = k'(r’,#',b) as k' == (k/(i))i clml’ It contains variables

I‘/ = (I‘(i))ie[m], f‘/ = (anew, Vg, ..., Uy, (f‘(l))ze[m]% and b.

Pair/Correctness. For proving correctness, we suppose P, ((A,7),y) = 1. Let
S={ie[m]|P,(n(i),y) =1}. Fori € S, we can run Pair(n(i),y, N) — (E,E)
and obtain a linear combination sE(k'™)T + cE@)T = aWs, = A, v s,.
Now since 1§ € span(A|,), we have linear combination coefficients { ¢; },. g such

that ), ot A
Yics 7,(Al:v ).90 = QewSo, a8 required.

= 1{. Therefore, the above terms can be linearly combined to

Theorem 2. Suppose a PES I' for P is (dl,dz) admissible. Then, the the PES
KP1-Trans(I") for KPl[ | satisfies (mdl, m’dy)-Sym-Prop™, where m x { is the
size of policy and m' = max{m, ¢}. '

The proof is analogous to CP1-Trans, and is deferred to G. Note that, unlike
CP1-Trans, KP1-Trans does not preserve admissibility, by construction.

7 Direct Sum and Augmentation over Predicate Set

In this section, we explore policy augmentations over a set of predicate families.
We will also introduce the direct sum predicate as an intermediate notion, which
is of an independent interest in its own right.

Notation. Throughout this section, let P = {P(l), e P(k)} be a set of predicate
families. Each family PY) = {P(j )},Q is indexed by x; = (N, par;). The domain
for each predicate is specified by P(] ) ,,f] )« H(] ) {0,1}. Unless specified
otherwise, we define the combined index as & = (N par) (N, (parq,...,parg)).

Let X, = Ujep({i} x X)) and ¥, = U, ({i} x Y.

Definition 6 We define the key- polzcy span-program-augmented predicate over
set P as KP[P] = { P, } where P, : X, x Y, — {0,1} by letting

- X, ={(A,7m) | AeM(Zy), 7:[m] =X, }.
i Y
- Y. =2""
— P,((A,7),Y)=1 <= 1} espan(Aly), where"?

Aly = { A;

I(my (i), y) € Y st PTD) (ny(4), y) = 1 } .

where 7(i) = (w1 (i), mo(i)) € X, and m x £ is the size of the matrix A. O

" As noted in Remark 4, we have in particular that m, ¢ will affect only the size of
g-ratio assumption, but do not pose any bound on the policy size for the ABE scheme.
12 1) the bracket, we write P instead of P,g”lgl_)» for simplicity.
7 G
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Remark 1. When P has one element, say P = {P}, we abuse the notation and
write KP[P] := KP[{P}]. Note that KP[P] is still more powerful than KP1[P],
defined in §6 (see Definition 12 in §G for a detailed description), as it allows a
ciphertext attribute to be a set.

Unbounded/Dynamic/Static/OR/AND. We consider (confined) variants
of the predicate KP[P] as follows. We will confine the domain of (A, m), which
specifies a policy over predicates. Their full domain, inferred from Definition 6,
is D=, nen My (Zy) X F, i, where F,, ;- denotes the set of all functions that
map [m] to [k]. For a class C C D, the predicate KP[P] with the domain of
(A, ) being confined to C is denoted by KP[P] and is also called dynamic
span-program composition with class C. 1t is called unbounded if C = D. 1t is
called static if |C| = 1. We denote KPor[P] as the shorthand for KP4 [P] where
C = UmentAorm} X Fi i, and call it the key-OR-policy-augmented predicate
over P. (Recall that Agg ,, is the matrix for the OR policy, see §3.4.) Analogous
notations go for the cases of KP1lgr, KPanp, CPor, and so on.

Definition 7. We define the predicate called the direct sum of P as DS[P] =
{ P. }, where we let the predicate be P, : X, x Y,, = { 0,1} with

P.((i,2), Goy) =1 = (i=3) A (PV(z,y)=1).
For notational convenience, we also denote it as P @ .. @ P® = DS[P]. ¢

We are now ready to state a lemma for constructing KP[P]. The implication
is quite straightforward from definitions. We defer the proof to §H.

Lemma 2. KP[P] can be embedded into KP1[CP1ogr[DS[P]]]-

Constructing PES for KP[P]. Now, since DS[P] is a single predicate family
(rather than a set of them), we can apply the CP1-Trans and KP1-Trans to a
PES for DS[P] to obtain a PES for KP[P]. Note that we apply Layer-Trans for
admissibility if necessary.

Constructing PES for Direct Sum. In the next two subsections, we provide
two constructions of PESs for direct sum of a set P of predicate families. The first
is a simpler one that simply “concatenates” all the base PESs for each predicate
family in P. The second is superior as the same parameter variables b can be
“reused” for all predicate families in P.

7.1 Simple Direct Sum by Parameter Concatenation

Construction 4. Let I'Y) be a PES for P, Also let T = (I'V, ..., r'®). We
construct a PES I'" for DS[%P], where P = {P(l)7 ol P(k)}7 as follows. For further
use, we denote this I"" by Concat-Trans(T").

— Param’(par). For j € [k], run Param(j)(parj) to obtain n;. Denote b =

(bgj), . .,bgf'j)). Output n = ny + ...+ ny. Denote b’ = (b(l), .. .,b(k)).
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— EncCt'((4,%), N). Run EncCt(j)(y7 N) — c =c(s,8, b(j)) and output c.
— EncKey'((i,2), N). Run EncKey 2 (z,N) = k = k(r, f',b(i)) and output k.

Pair/Correctness. This is straightforward from the base schemes. More pre-
cisely, for proving correctness, we suppose PH((Z', x), (4, y)) = 1. Thatis, i = j
and P,g)(x,y) = 1. Hence, we can run Pair(j)(x,y,N) — (E,E) and obtain a
linear combination sEk ' + cEr' = asg, as required.

To prove symbolic security of Concat-Trans(T'), we use one more intermediate
constraint for the underlying PESs, called Sym—PropJH'7 which, in turn, can be
converted from PES with normal Sym-Prop via Plus-Trans. We defer these proofs
to §H. Below, we let | be a special symbol which is not in Y,., X,., and abuse

notation by letting any predicate evaluate to 0 if at least one input is the symbol
L.

Definition 8. A PES I for predicate family P satisfies (d;, d2)—Sym—Prop++ if
it satisfies (dy, dy)-Sym-Prop™ with the following further requirement.

(P7). In the selective symbolic property definition, the zero evaluation property
of key-enc (P2) also holds for EncB(L), EncR(z, L) for all z € X,.. O

Lemma 3. Suppose that, for all j € [k]|, the PES rv for predicate family
pW satisfies (dy, dy)-Sym-Prop™™ . Then, the PES Concat-Trans(I") for predicate
family DS[P], where P = {P(l), cey P(k)}, satisfies (dy, ds)-Sym-Prop™.

7.2 Efficient Direct Sum with Parameter Reuse

Construction 5. Let I''Y) be a PES for PY). Also let T' = (F(1)7...,F(k)).
We construct a PES I'" for DS[P], where P = {P(l), . 7P(k)}, as follows. We
denote this scheme by Reuse-Trans(T"). The intuition is to use two new parameters

gj, hj specific to I g ), where in the proof, their substituted matrices serve as the
“switches” that turn on only the j-th scheme, and that is why we can reuse the
same based parameters b (since the others are rendered zero by the switches).

— Param’(par). For j € [k], run Param(j)(parj) to obtain n;. Let n = max;¢ ;) n;-
Output n’ = n 4 2k. Denote b = (by,...,b,, 91,9k P1,-. ., hy). Also
denote b; = (by,...,b, ).

— EncCt'((j,y), N). Run EncCt(j)(y,N) — ¢ =c(s,8,b;). Let s, be the new
special non-lone variable. Output ¢’ = (c, g;80 + hjsnew).

— EncKey'((i,2), N). Run EncKey(i)(m, N) = k = k(r,,b;). Let 7, be a new
non-lone variable and ay,e,, be the new special lone variable. Let k be exactly
k but with o being replaced by rpewg;- Output k' = (k, Onew + Tnewli )

Pair/Correctness. Suppose PH((i,x), (7, y)) = 1. Thus, i = j and P,g)(x,y) =
1. Hence, we can run Pair(j)(;v, y, N) — (E,E) and obtain a linear combination
sEk' + cEr' = asy = (Thewd;)so- Hence, we have the following, as required:
(anew + rnewhj )Snew - Tnew(ngO + hjsnew) + (Tneng)so = QnewSnew:
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start € BAD accept start

@ € Bap /ql\/\@ Yi | Y2 | Y3 | Ya
V € Bap
Z BAD Z BAD

Fig. 5: Predicative DFA for language of sentences that start with a bad word and have
an even number of the total bad words. Based predicates for testing membership/non-
membership can use IBBE, IBR, defined in §9.2, respectively.

Lemma 4. Suppose that PES r¥ for pW satisfies (dy, dz)—Sym—Proer, for all
j € [k]. Then, the PES Reuse-Trans(T'") for predicate family DS[P], where P =
{P(l)7 ... ,P(k)}, satisfies (dy, dy)-Sym-Prop™. (The proof is deferred to §H.2.)

8 Predicative Automata

This section presents an augmentation via DFA over predicates. Due to direct
sum transformations, it is again sufficient to consider a single predicate variant.

Let P = { P, }, where P, : X, x Y, — {0,1}, be a predicate family. A
Predicative Automata (PA) over P, is a 4-tuple (Q, T, gy, F') where @ is the set
of states, T C @ x @ x X, is the transition table, ¢y € @ is the start state, and
F C Q@ is the set of accept states. For simplicity and w.l.0.g., we can assume that
there is only one accept state, and it has no outgoing transition. An input to
such an automata is a sequence Y = (y1,...,v¢) € (Y,.)", where £ is unbounded.
A predicative automata M = (Q = {q9,---,9-1},7,q0,95—1) accepts Y if there
exists a sequence of states (q(l), .. .,q(z)) € Qe such that for all ¢ € [1,4], it
holds that there exists (q(i_l),q(i),x(i)) € T such that Pﬁ(x(i),yi) = 1, and
that q(o) = qo and q(z) = ¢,_;. Following the predicate for deterministic finite
automata (DFA) [41,7,2], we will assume determinism of such a predicative
automata. (So we may call it predicative DFA.) In our context, this is the
restriction that for any different transitions with the same outgoing state, namely
(q,¢',2") and (q,¢",z") with ¢ # ¢", we require that for all y € Y,., it must be
that P, (z',y) # P,(2",y). We can observe that if P is the equality predicate
(IBE), then the resulting predicative DFA over P is exactly the definition of DFA.

Example. We provide an example of languages. Suppose we have a list of
words which are considered BAD. There exists a simple predicative DFA, depicted
in Fig. 5, that accepts exactly any sentences that start with a BAD word and
contain an even number of the total BAD words. This seems not possible with
span programs, since a sentence can be arbitrarily long.

Definition 9. Let P = { P, },. where P, : X, x Y, — { 0,1}, be a predicate
family, indexed by x = (N, par). We define the Key-policy-Automata-augmented

predicate over P as KA1[P] = { P, }K where P, : X, x Y, — { 0,1} by letting

— X, = { M | M is a predicative automata over P, }.
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v =(Y0)"
(M Y)=1 <= M accepts Y. ¢

’U\QC\

Intuition. The intuition for constructing PESs for DFA over predicates is
similar to that of span program over predicates in that we follow the blueprint of
generalizing PESs for X over IBE to X over any predicates, where X is either
DFA or span program. Note that this blueprint was explained in §2 for the case of
span programs. Here, for the DFA case, the starting PES is the ABE for regular
languages (which can be considered as DFA over IBE) of [7], of which a symbolic
proof was given in §B.5 of [2]. In our construction below, one may notice that
the structure of PES contains “two copies” of the underlying PES. This feature
is inherited from the PES for ABE for regular languages of 7], which already
utilizes two copies of IBE encodings.

We note some differences from the case of span programs. For the constructions,
while our conversions for span programs use the second approach in §2 (based
on admissible PES), we will base our conversion for DFA instead on the first
approach (using the layering technique). This is done for simplicity. For the proofs,
we note that span programs and DFAs have completely different combinatorial
properties and thus different kinds of substituted matrices. See more discussions
below.

Construction 6. Let I" be a PES construction for P. We construct a PES I’
for KA1[P] as follows. For further use, we denote this I"" by KA1-Trans(I").

— Param’(par). If Param(par) returns n, then output 2n + 5. Denote b, =
(bl,l, LR bl,n)a b2 = (b2,1> e 7b2,n)7 and b/ = (b17b2a hOagla hlag27 h2)

— EncCt'(Y, N). Parse Y = (yy,...,y,). For i € [{], run EncCt(y;, N) to obtain

a vector ¢! of polynomials. We will use two copies of it, with two different
sets of variables, written as:

1) o= (1) g1 ) 2 = o) (52D 5@ by

and relate these two sets of variables via:

(D ifi=0
B ) S U T S TR S I (18)
s if i =0

We then define ¢ == hosfg)w and, for i € [{],

- hlsr(lew ) + gls/(l 1) + hQSr(lle)w + gQS/O(i)v

fl?w, e f@w are new non-lone variables with sf@w being special.
(c(lal)’ (29 )z‘e[é] )

where s
Finally, it outputs c = (06, R/
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- EnCKeyl(Ma N) Parse M = (Qa T: 90, QO'fl) and parse J= { (qvthwtvxt) }te[

where each vy, w; € [0,0 — 1]. *® Let ug,uy, ..., u,_; be new lone variables
with u, 1 being special. For all ¢ € [m], run EncKey(z,, N) to obtain a

m]

vector k® of polynomials. We use two copies of it, with two different sets of
variables. We then modify them via variable replacement as follows.

kLt k(t)<r(1’t) (L1 b,) k2 — k(t)(r(Q’t) #(2:0) by)

)

K0 k(l,t)|a(1’t) o K20 k(2’t)|a(2’t)b—>r(t) ’

new9J1 new 92

where (1), is a new non-lone variable (the same one for both). We then define

];;0 = —Ug + Tr(l(()e)wh[)a ifl,t = uvt + Tr(lie)whh ];2,75 = _uwt + Tg?th'
for t € [m]. Finally, it outputs k f= (k‘o, (l%l,t, l}Zt,k/(l’t), k'(Q’t), )te[m]) .

Pair/Correctness. Suppose P,(M,Y) = 1. That is, there exists a sequence

@",....¢") € Q" such that for all i € [1,4], it holds that P (2" y,) = 1
and ( (1) q(’),x(’)) € 7, and that ¢'*) = g,, while ¢/ =¢,_,. Fori e [4], we
proceed as follows. Denote t; € [m] as the transition index that corresponds to

the i-th move; that is, let (%t + G, 5 T, ) = (q(ifl) (i),x(i)) From this, we have

T, = o, for all 7 € [£]. Now since P, (T4, y;) = 1, we can run Pair(x, ,y;, N)

to obtain hnear combinations that are equal to
Dy, = 04(1%)5(()1’1-) =(r flgv)v91)56(l Y,

Dy, = 04(27ti)5§)2’i) =(r Elév)\/gZ)sé)(Z)'

1)+ . i1 .
We have Qi = Dl i+D2 i+51(rllew )kl t,i+5gbezwk2 t; fL r(ltev)v - Sr(llew )uwti71 75517le)wuwt

Let Qg == Sncka — rr(l%, b= fg)wuo Combining them, we obtain — Zf:o Q; =
(0)

Snew

Uy_1, as required.

Theorem 3. Suppose a PES I for P satisfies (d;,dy)-Sym-Prop™ ™. Then, the
the PES KA1-Trans(I") for KA1[P] satisfies (11dy, ody)-Sym-Prop™, where ¢; =
max{{ + 1,m}, ¥, = max{l + 1,2m}, where € is the size of ciphertext attribute
Y, and m is the size of transition table T for predicative automata M.

We defer the proof to §I. At the core, we point out combinatorial vectors
that encode the non-acceptance condition of predicative DFA and use them as
the “mask” vectors in the proof. Since the combinatorial properties here is richer
than the KP1 case, the proof is somewhat more complex.

13 v, w, indicate the “from” and the “to” state of the ¢-th transition in T, respectively.
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9 Applications

We provide applications from our framework. Due to limited space, we also offer
more discussions in §L..3, §L..4, where we also motivate for real-world applications.

9.1 ABE for New Predicates

Predicative Branching Program. This is similar to and might be less powerful
than predicative DFA but may serve an independent interest, since its definition
and construction are simpler. A Predicative Branching Program (PBP) over a
predicate P, : X,, x Y. — {0,1} is a 4-tuple (I, ¢1,q,, L) where I' = (V, E) is
a directed acyclic graph (DAG) with a set of nodes V = {q¢,...,¢,} and a set
of directed edges E C V27 q: is a distinguished terminal node (a node with no
outgoing edge) called the accept node, g, is the unique start node (the node with
no incoming edge), and L : E — X, is an edge labelling function. An input to
aPBP M = (I'q1,q,,L) is y € Y,,. Let I, be an induced subgraph of I" that
contains exactly all the edges e such that P.(L(e),y) = 1. Such a PBP M accepts
y if Iy, contains a directed path from the start node, g,, to the accept node, ¢;.
Following the deterministic characteristic of boolean branching programs, we
will assume determinism of PBP: for any node v, for any two outgoing edges
€1, ey from the same node v, we require that P.(L(e;),y) # P.(L(es),y) for any
y € Y,.. We denote the key-policy-augmented predicate using PBP over P as
KB1[P]. We show that it can be embedded into KP1[P] by using almost the same
proof as in the case for the implication ABE for span programs to ABE for BP
in [8]. For self-containment, we provide this in §J.

Nested-policy /Mixed-policy ABE. We can define new type of ABE that
nests policies. Nested-policy ABE is ABE for predicate CP[KP[P]] or KP[CP[P]],
or any arbitrarily hierarchically nested ones. In these schemes, however, the
structure of nesting is fixed. We define what we call Mized-policy ABE to free
up this restriction altogether. It is defined in a recursive manner to make sure
that at level £, it includes all the possible nesting structures that have at most ¢
layers. To construct a transformation for this, we observe that a trivial scheme
using parameter concatenation would be inefficient as when going from level £ — 1
to £, the number of parameters will become at least d times of level £ — 1, where
d is the number of transformations plus one (e.g., if we want only KP[-] and
CP[], then d = 3). Hence, the overall size at level £ would be O(d"). Fortunately,
thanks to our construction for direct sum with parameter reuse, Reuse-Trans, the
parameter size (which will correspond to the public key size for ABE) can be
kept small. For ¢-level scheme, the parameter size is O(n+ k + df), where n is the
maximum parameter size among k based predicates in P. We explore this in §K.

9.2 Revisiting Known Predicates

Known Predicates and Modular Constructions. We describe some known
predicates and how they are related to more basic predicates via the policy
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augmented predicate notions (e.g., KP1[-], KP[-]). These relations directly suggest
what transformations (e.g., KP1-Trans) can be used so as to achieve PES for
more expressive predicates from only PESs for basic predicates, namely, IBE
and its negation (NIBE), in a modular way. We note that the ciphertext-policy
variants can be considered analogously, and can be obtained simply by applying
the dual conversion [7,2]. Let U = Zy be the attribute universe.

We consider the following predicates.

— P®F U x U — {0,1} is defined as PPF(z,y) =1z =y.

— PVBE U x U — {0,1} is defined as PN®F(z,y) =1 &z £ 4.
IBBE | u . IBBE _ 14

- P :Ux 2" — {0,1} is defined as P (2,Y) =1z €Y.
e It is clear that P'®®F can be embedded into CP1og[P'®F).

— PR U x 2% - {0,1} is defined as PPR(z,Y)=1o2 ¢ Y.
e It is clear that P'®® can be embedded into CP1ayp[PV'EF].

— PTBBE . (11,2} x U) x 2% — {0,1} is defined as PT'®®%((i,2),Y) = 1 &
(i=1hzeY)V(i=2AzgY)"”
e It is clear that P''®®F can be embedded into CP1og[P'®%F @ P'®R].

— The predicate for completely-unbounded KP-ABE for monotone span program
PXPMSP (a5 defined in [7] and recapped in §3.4) is the same as KP1[P'®5E],
or equivalently, KP[PIBE].

— The predicate for completely-unbounded KP-ABE for non-monotone span
program pKP-NSP corresponds to exactly the definition of KPl[PTIBBE]. For
self-containment, we also explicitly describe this induced definition in §D.

For self-containment, we provide PES constructions for P'®E and PV'BE i §C.

On ABE for Non-monotone Span Programs. To the best of our knowledge,
fully secure completely-unbounded large-universe KP-ABE for non-monotone
span program (NSP) had not been achieved before this work. We achieve a scheme
in prime-order groups, in a modular and clean manner from simple PESs for P'BE
and PN'®F. An explicit description of our PES for it is given in §D. We have to rely
on the g-ratio assumption, inherited from the framework of [2]16; nevertheless,
all the current completely unbounded ABE for even monotone span programs
still also need g-type assumptions [35,7,2], even selectively secure one [35]. We
provide a comparison to known KP-ABE schemes for NSP in prime-order groups
in Table 1. We further discuss why large-universe ABE for NSP is generally a
more difficult task to achieve than ABE for MSP in §L.1.

For the CP-ABE case, a fully secure completely-unbounded scheme for NSP
was recently and independently reported in [45]. Their scheme is constructed in
composite-order groups. Our instantiated CP-ABE for NSP is in prime-order
groups, and unlike [45] of which proof is complex and specific, ours can be
obtained in a modular manner. Table 2 for CP-ABE for NSP is deferred to §A.

" IBBE is for ID-based broadcast encryption [22]; IBR is for ID-based revocation [11].
'® This is a unified notion for IBBE and IBR, and is called two-mode IBBE in [44].
1 m defense, we also provide a positive remark towards the g-ratio assumption in §L.2.
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Table 1: Summary for KP-ABE for non-monotone span programs with large universe.

Schemes |PK| ISK| |CT| Unbounded Security Assumption
[policy|/multi-use/[attrib. set|
OSWo07 [32] 1 o(T) O(m) o(T) v v selective  DBDH
I o(T) O(mlog(T)) O(t) v v selective  DBDH
OT10 [33] O(TR) O(m) O(tR) v full DLIN
OT12 [34] o(1) O(m) O(tR) v v full DLIN
ALP11 [11] o(T) O(Tm) o(1) v v selective T-DBDHE'
YAHK14 [44] T o(T) O(Tm) 0(1) v v selective T-DBDHET
11 o(T) O(m) o(T) v v selective  DBDH
111 o(T) O(mlog(T)) O(t) v v selective  DBDH
v o(1) O(m) O(t) v v v selective t-A'
Our KP-NSP I o(1) O(m) o(t) v v v full qratio’
11 o(T?) O(T*m) o(1) v v full qratio’
M O(M*+ ML) O(1)  O®(M®+ ML) v v full qratio’

Note: ¢ = |attribute set|, m x £ is the span program size, R is the attribute multi-use bound, T', M, L are the maximum
bound for ¢, m, ¢, respectively (if required). Assumptions with T are g-type assumptions.

On Constant-size Schemes. One huge further advantage in using the symbolic
PES framework of [2] is that any symbolically secure PES can be transformed
to constant-size schemes (in ciphertext or key sizes) by bounding corresponding
terms and trading-off with the parameter size (n from Param). In particular, any
of our transformed PESs in this paper, e.g., KP[P], can be made constant-size.
We include such ABE for NSP in Table 1,2. We derive their complexities in §D.

Revisiting the Okamoto-Takashima Definition. The Okamoto-Takashima
type ABE [33,34] for non-monotone span program was defined differently. We
recast it here in our terminology, and explain how to achieve a PES for it in a
modular manner in §D.
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Supplementary Materials

A Supplementary Table and Figure

This section provides a summary table for CP-ABE, for supplementary to §9.2.

Table 2: Summary for CP-ABE for non-monotone span programs with large universe.

Schemes |PK] [SK| |CT| Unbounded Security ~ Assumption
[policy|/multi-use/|attrib. set|
OT10 [33] O(TR) O(tR) O(m) v full DLIN
OT12 [34] o(1) O(tR) O(m) v v full DLIN
YAHK14 [44] o(1) o(t) O(m) v v v selective m-B'
YWB18 [45] o(1) o(t) O(m) v v v full ¢-PBDHE'
(Composite-order)

Our CP-NSP 1 o(1) o(t) O(m) v v v full qratio’

I oI o(1) oT*m) v v full qratio’

I O(M? + ML) O(t(M® + M*L)) O(1) v v full qratio’

Note: ¢ = |attribute set|, m X £ is the span program size, R is the attribute multi-use bound, T, M, L are the maximum
bound for ¢, m, ¢, respectively (if required). Note that only the scheme of [45] is in composite-order groups. Assumptions
with T are g-type assumptions.

B Recapped Known Definitions and Results

B.1 Security Definition for ABE

For self-containment, here we describe the security definition for ABE, deferred
from §3.1. An ABE scheme for predicate family P is fully secure if no probabilistic
polynomial time (PPT) adversary A has non-negligible advantage in the following
game between A and the challenger C.

1. Setup: € runs Setup(1*, k) — (PK,MSK) and hands PK to A.

2. Phase 1: A makes a j-th private key query for X; € X,.. C returns SK; by
computing SK; < KeyGen(X;, MSK, PK).

3. Challenge: A submits equal-length messages M, M; and a target ciphertext
attribute y* € Y, with the restriction that P, (x;,5") = 0for all j € [1,¢,]. €
flips a bit b & {0,1} and returns CT* < Encrypt(y*, M,, PK).

4. Phase 2: A continues to make a j-th private key query for X; € X,; under
the restriction P, (z;,y") = 0. € returns SK; <+ KeyGen(X;, MSK, PK).

5. Guess: The adversary A outputs a guess b’ € {0,1} and wins if b =b. The
advantage of A is defined as [Pr[b =b] — 3|.

B.2 Main Theorem in the Agrawal-Chase Framework

For self-containment, we recap the main theorem in the Agrawal-Chase frame-
work [2], deferred from the discussion in §3.3.
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Proposition 2 ([2]). Suppose there exists a PES that satisfies (d1, dy)-Sym-Prop
for a predicate family P. Then, there exists a fully secure ABE scheme for the
predicate family P in prime-order bilinear maps under the (Dy, Dy)-g-ratio and
the k-linear assumptions for any k > 2, where D1 = max(dy,dy — 1)+ M; +1 and
Dy =dy+ Wi+ 1, and M; and W are the mazimums of the number of key-enc
and ct-enc non-lone variables, respectively, in the encoding among respective key
and ciphertezt queries (in the security game for ABE).

Remark 2 (Enhanced Symbolic Property [2]). A PES satisfying (d;, dy)-Sym-Prop
is indeed not directly sufficient for constructing fully secure ABE. Agrawal and
Chase [2] provide a more constrained definition of Sym-Prop called Enhanced
Symbolic Property, or Sym-Prop*. An ABE scheme constructed via their generic
construction over a PES with Sym-Prop™ is proved fully secure. As shown in [2],
most previous concrete PESs [7,2] already satisfy Sym-Prop*. Otherwise, Agrawal
and Chase [2] also provide a generic conversion which converts any PES with
(dy, ds)-Sym-Prop to a PES with (d;, dy)-Sym-Prop™.

Remark 3. As noted in [2], if a scheme satisfies (d;, d5)-Sym-Prop, then it also
satisfies (d}, d3)-Sym-Prop for any dj > d; and dy > d,.

Remark 4. As noted in [2], the parameter (d;,dsy) for symbolic property of a
PES will affect only the size of g-ratio assumption, but will not pose any bound
on the ABE scheme syntax, constructed over the PES.

Constraint. We will use a constraint that a = 1?2. This constraint is implied
from Sym-Prop™ (but we do not need all the other constraints in Sym-Prop™, which
require a bit more). Therefore, any PES with Sym-Prop can be converted to a
PES with Sym-Prop™ using the conversion in [2].!” We describe this conversion
below.

Construction 7. Let I' be a PES construction for P. We construct another
PES I" for also the same P as follows. We denote this I by Plus-Trans(I").

— Param’(par). If Param(par) returns n, then output n+1. Denote b = (b1, ..., b,,)
and b’ = (b, f).

— EncCt'(y, N). Run EncCt(y, N) — c. Output ¢’ = (¢, fsg).

- EncK~ey/(x, N). Run EncKey(z, N) — k. Let 7, be a new non-lone variable.
Let k be exactly k but with a being replaced by « + 7, f. Output k.

Proposition 3 ([2]). Suppose that I' for P satisfies (dy,ds)-Sym-Prop. Then,
Plus-Trans(I") for P satisfies (dy,dy)-Sym-Prop™.

' In fact, this requires only the first conversion out of the three consecutive conversions
in [2] that turns a PES with Sym-Prop to a PES with Sym-Prop™.
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B.3 Embedding Lemma

For arguing implications among PESs, we use the embedding lemma, deferred
from §3.4. Such a lemma is already known and applied for arguing implications
among ABE schemes [16,9]. We adapt to the case of PES here.

Definition 10. Let P, : X, x Y, — {0,1}, and P, : X\, x Y, — {0,1} be
two predicate families, indexed by x = (N, par) € X and x" = (N, par’) € X',
respectively. We say that P’ can be embedded into P if there exists three efficient
mappings f,, fe, fk where f, : X' — K maps & = (N,par’) — x = (N, par) and
fo: .'X:;/ = Xy, fi: ’3;/ —Y,. such that for all 2’ € X;/,y/ € ‘é;/, we have:

P,i’(mlvy/) =1 «— Pn(fe(xl)afk(yl)) =1 (19)

Lemma 5. If P’ can be embedded into P, then any symbolic-secure PES for P
implies a symbolic-secure PES for P'.

Proof sketch. Let I be a PES for P. We construct a PES I" for P’ by sim-
ply defining Param’(par’) = Param(f,(par’)), EncCt'(y’, N) = EncCt(f.(y'), N),
EncKey'(z', N) = EncCt(fi(z"), N), and Pair'(2',y’, N) = Pair(f(2'), f.(v), N).
The correctness and security is guaranteed by the forward and backward direction
of Eq. (19), respectively. O

C Basic Concrete Pair Encoding Schemes

In this section, we describe pair encoding schemes for some basic predicates.

C.1 Basic Schemes

Construction 8. A PES for P'®F. The encoding is that of the Boneh-Boyen
scheme [15] (which is also used in [30,7]).

— Param — 2. Denote b = (by, by).

EncCt(y, N) — ¢; = (yby + by)sp.

— EncKey(z, N) = ki = a+ rq(aby + by).

Pair. Suppose x = y. We have k;sq — ric; = asg-

Selective Symbolic Property of Construction 8.

— EncBS(y) outputs (by : —1, by : y, s :1). Note that d; = dy = 1.
— EncR(z,y), where x # y, outputs (r : a:l).
— We can verify that

e asy: (1)(1)=1=#£0.

e ¢ :(y(=1)+y)(1)=0

o ki 1+ x—iy(w(—l) +y)=0.

1
z—y’

Co-selective Symbolic Property of Construction 8.
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— EncBR(z) outputs (b; : (0,—1), by : (—1,z), r; : 1, « : (1,0)). Note that
dy =1,dy = 2.
— EncS(z,y), where x # y, outputs (s : (1, ziy))
— We can verify that
o aso:(1,0)-(1,72)" =1#0.
o &y :(1,0) 4+ (1)(xz(0,—-1) + (—1,z)) = (0,0).
o (0.~ +(-La)) (L) =0.

) T—y

Construction 9. A PES for PM®F (the negated predicate of IBE). This is
extracted (and simplified) as a special case of negated spatial encryption of [7].

— Param — 2. Denote b = (by, by).

EncCt(y, N) — ¢; = (yby + by)sg.

EnCKey(.’L‘, N) — (kl = + rlbl, ka = rl(.’L'bl + b2))
1

— Pair. Suppose = # y. We have k;sq — r_uk}QSO + ﬁrlcl = asp.

Selective Symbolic Property of Construction 9.

— EncBS(y) outputs (by : —1, by : y, sg: 1). Note that d; = dy = 1.
— EncR(z,y), where x = y, outputs (r; : 1, «: 1).
— We can verify that

o asg: (1)(1)=1=#0.

e ¢ :(y(=1)+y)(1) =0

o ki : 14 (1)(—1) =0, and ky : (1)(z(—1) +y) = 0.

Co-selective Symbolic Property of Construction 9.

— EncBR(z) outputs (b : =1, by : @, 1 : 1, a:1). Note that d; =dy = 1.
— EncS(zx,y), where x = y, outputs (sq : 1).
— We can verify that

e asy: (1)(1)=1=#0.

e ki :1+(1)(—1)=0,and ky : (1)(z(-1) + ) =0.

o ¢ :(y(—1)+x)(1) =0.

C.2 Basic Admissible Schemes

The above mentioned PESs for IBE and NIBE are not admissible. One can
apply the Layer-Trans transformation of Construction 1 to obtain ones, but these
would incur two additional elements for each of the key and ciphertext encoding
(counting also the non-lone variables). An alternative way is to use the dual
conversion [12,2], which incurs only one element to each encoding. Applying
the dual conversion to a symmetric predicate will result in the same predicate.
Equality (IBE) and inequality (NIBE) predicates are symmetric, hence we can
apply without changing their functionalities. We note that the converted PES from
the dual conversion can be easily shown to be admissible (by slightly adapting
the proof in [2]). For concreteness, we write the dually converted schemes for
Construction 8 and 9 here, as we will use them for constructing a PES for
KP-NSP in §D.



37

Construction 10. A PES for PIBE7 dually converted from Construction 8.

Param — 3. Denote b = (b, by, b3).

EncKey(z, N) — (ki = a + 71by, ko = 71 (yby + b3)).

— EncCt(y, N) — ¢; = bysg + (xby + bs)s;.

— Pair. Suppose & = y. We have kysg — r1¢1 + kys1 = asg.

Construction 11. A PES for PN'"®F, dually converted from Construction 9.

Param — 3. Denote b = (b, by, b3).
EncKey(z, N) — (ky = a4 r1by, ky = r(xby + b3)).
— EncCt(y, N) — (c1 = b1so + basy, co = (yby + b3)s1).

. . _ 1 _ 1 _
Pair. Suppose x # y. We have kysqg — ric; + L L Rl kys; = asg-

D PES for KP-ABE for Non-monotone Span Programs

In this section, for self-containment, we describe a concrete PES construction for
PKPNSP e first give the explicit definition of this predicate, which is induced
from what we define exactly as KP1[PT"®®F] in §9.

Definition 11. The predicate family of completely unbounded KP-ABE for non-
monotone span programs, P*PNF = {P,:X, xY,—{0,1} },., is indexed by
k = (N) and is defined by

- X, ={(A,m) | AeM(Zy), 7:[m] — {1,2} x Zy }.
-y, — 9@n)

— P((A,7),Y)=1 <= 1} espan(Aly), where

Aly ={ A, | (m@)=1Am@GE) eY) Vv (m(i) =2 A m(i)¢Y) }.
where m x ¢ is the size of the matrix A. O

We now describe a concrete PES construction for PKP'NSP, following the
explanation in §9. We first recall that P*PN°" — KP1[P"®B5] and that P''®BE
can be embedded into CPloR[PIBBE © PIBR]. Also, we have that P'®®% can be
embedded into CPloR[PIBE], and P'®R can be embedded into CPlAND[PNIBE]. We
thus obtain a PES for P*P™P via the following sequence of transformations
applying to I'gg, I nige, which are the PES constructions 10 and 11, respectively.

Ngge < CP1-Trans(Igg)- Confine to OR.
I'gr < CP1-Trans(Iygg)- Confine to AND.
I + Concat-Trans(Igge; I gR)-

I'rgee < CP1-Trans(I™). Confine to OR.

Ip-nsp < KPL-Trans(I'rigge)-

Construction 12. A PES I'vp_nsp for PRPNSP
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— Param — 8. Denote b = (bl,b2,b3,61,627637g1,gg).
- EnCCt(Y = {yla s ayt}a N) - C(S, §7b) = ((Cj7 El,jv EZ,j)jE[t]7C/7 E,):

cj = bys+ (y;bs + b3)s;, d = ga50+ 915,
¢y = v; + b5, Coj = (y;b2 + b3)55, ¢ = gas0 + 915,
where vy = by5— (va+---+v;) and s = (s, 5,5, (s, 5;)iem) 8= (va, ..., vy).

Note that s is special non-lone variable.
— EncKey((A,7),N). Parse A € Zw** and 7 : [m] — {1,2} x Zy. For k €
{1,2}, let S, :=={i € [m] | m () = k }. For i € [m], denote x; := my[i]. Define

o for i € Sy ky; =rigy + by, ko = ri(2;by + by).
o for i € Sy: l_ﬁ’i = r;gl + 7“251, 152’1- = 7‘1-(%-52 =+ 53)

Also define k; :7Ai:9zT + rigy. Output the key encoding as k(r,#,b) =
((kl,i» kQ,i)iESp (kl,ia k2,i)i€5’2a (kz{)ie[m])v where we let r = (Tgari)ie[m]v P =
a = (a,aq,...,ap). Note that « is the special lone variable.
— Pair. Suppose (A, 7) accepts Y. Let S} := {i € S, | my(i) €Y } and S5 =
{i€8y|m(i) €Y }. Let S :=S; US,. We have two cases:
e Consider i € S7. Let j; € [t] be such that y;, = x;. We have

!/ /
r,c — kl,is + T’icji - k2,i5ji =T;9250

e Consider i € S5. We have that for all j € [t], y; # ;. We have

= 7 — —
r,c — kl’is + E (Ticl,j —
jelt]

1 _ = /
————1;Cy j + ———ky ;5;) = 7;925¢-
Y — & Yj — X

Consider a further linear combination for all 7 € S:
kzl'so - (49230) = (Ai:aT)sO.

Now since 1} € span(Aly), we have linear combination coefficients { 7; } ies
such that ), g7 A; = 1?. Therefore, the above terms can be linearly

combined to ) ;¢ (Ao )sy = asg, as required.
Theorem 4. I'yp nsp satisfies Sym-Prop™.

Proof (sketch). This is since the base PESs I'gg, I \ge are admissible. We can
consecutively apply CP1-Trans and Concat-Trans which preserve admissibility.
We can finally apply KP1-Trans since it is admissible. The result of KP1-Trans
transformed PES satisfies Sym-Prop™. O
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On Constant-size Schemes. Recall the notation that w;,w,, w3 represent
the number of non-lone variables, lone variables, and polynomials in ct-enc,
and mq, my, mg represent the number of non-lone variables, lone variables, and
polynomials in key-enc, respectively. The transformations in [2] can convert a
PES I' to another PES I'" with (w1, w5, ws) = (1,0,1) (and hence would yield
an ABE scheme with constant-size ciphertexts). This comes with a cost that
(n',my, mh,mi) = (Wyn + Wa) Wy, my Wy, moWi, mgWy + m W3 (Win + Ws)),
where Wy, Wy, W5 are the bounds for wy, wy, w3 allowed in the original scheme.
Schemes with constant-size keys can also be achieved and its resulting efficiency
can be obtained swapping the above “m-terms” and “w-terms”.

When applying these transformation to our instantiation for KP-ABE for NSP,
we have n = O(1), w; = O(t),wy = O(t), w3 = O(t), and m; = O(m), my =
O(¢),m3 = O(m), where t is the attribute set size, and m x £ is the size of a
span program. Bounding ¢, m, ¢ to T, M, L respectively, we obtain schemes with
constant-size ciphertexts or keys as shown in Table 1 and 2.

Revisiting the Okamoto-Takashima Definition. The Okamoto-Takashima
(OT) type ABE [33,34] for non-monotone span program was defined differently.
We recast it here in our terminology, and explain how to achieve a PES for it
modularly.

Define POT : ({1,2} xNxU)xU* — {0,1} by P°T((4,4,2), (y1,.... ) =1 &
(i=1Az =y;)V(i =2Az # y;). The OT-type ABE for NSP can then be defined
as PXPNSPOT . kp1[POT]. " Comparing to normal PXPNP which takes a set
of attributes as a ciphertext attribute, this variant takes a wvector of attributes
and requires a key attribute to specify a position j in that vector. Decoupling
this basic predicate behind the OT variant of ABE for NSP gives some insight
not only how the functionality differs from the original definition but also how
to construct a scheme for it. It is not difficult to see that the above P°T can be
embedded into CP1og[P'®PF © CP1og[P'®E A PN'BE]], where A is the static AND
composition (can be obtained by just fixing policy to AND). Intuitively, the two
parts of the direct sum are for mode i = 1 and i = 2, respectively. Inside the
second part, the P'®E is used for the equality check on the index j, while PNIBE
is used for checking x # y;. Interestingly, for the negative attribute part, it uses

OR (among y), as opposed to AND (among Y) as in P'°R. OR suffices since the
evaluation needs to check only the specified position j.

With the definition in place, we can apply appropriate transformations to
achieve a PES for P*FNSPOT We omit its explicit description here. The resulting
instantiations have the same asymptotic efficiency as shown in our original
instantiations in Table 1, 2.

% As a caveat, our KP1 transformation is completely unbounded, while the OT12
scheme in [34] requires a bound on the attribute multi-use.
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E Proof for Layer Transformation

This section provides the correctness and the proof of Lemma 1 for the symbolic
property of the layer transformation, Layer-Trans, deferred from §4.

Selective Symbolic Property of Construction 1.

—~ EncB'(y). Run EncB(y) — (B,) e |- Note that B; € Z37% Let dy = dy +1.
Set B}, = ( ) € Zhxt B =187 % and B, = —10%%,

— EncS'(y). Set Spew = 11 . Run EncS(y) — ((st)te[wl], (éz)ze[w2]) Let ¢ =
1/50[1]. Note that this can be computed since a(sy) ' = 30[ ] # 0 due to sym-
bolic property. Set S; = (S, é; = q(ov éz) Output ( Snew> (St)te[wl]a ( z)ze[wz])

— EncR'(z,y). Run EncR(z,y) — ((t)vepm,]> & Eu)ucpm,))- Set r, = (1,r,),

d d .
Tnew = _1117 and Apew = & = 112' OUtPUt (rncwa (r{u)ve[ml]a Anews (ru)ue[rng])'

We can verify that apewSpew © 1‘112(1‘112)T =1+#0and

= fiSnew T f280 ¢ 1d1Xd2(1d2) ]~d,11Xd2q(SO)—r =0
oo fr 1 192 — 101850
0
— ¢ : 0 due to the symbolic property of I', and use B;(s;)T =q (B (s )T)
(St
— k : 0 due to the symbolic property of I', and use rLB} =r,B;.
— (P6): we have F| = 1d1Xdz7 Snew = 1?2, and r),[1] = 1 # 0 for v € [m,]. (P4)
and (P5) are straightforward. (Note that f; is treated as b; of Def. 4.)

Co-selective Symbolic Property of Construction 1. This is exactly the same
as selective argument as above except that now we consider EncB’(x), EncR'(z),
EncS’(z,y) which utilizes EncB(z), EncR(x), EncS(z,y), respectively.

F Verifying Proof for Ciphertext-policy Augmentation

In this section, we provide a more in-depth explanation for verifying the selec-
tive symbolic property of the CP1-Trans conversion, deferred from the proof of
Theorem 1 in §5.

Verifying Selective Symbolic Property. First, we can verify that anewszew =
1(112(1?)—'— = 1, which is not zero, as required.
We then verify that each polynomial in k, ¢’ evaluates to 0. For ct-enc c’, let

ws; is the size of . Forie [m], p € [ws,], the p-th polynomial in /W s

S O LRSI S RO

2€[wy ;] te[w, ;],5€[2,n]
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where we recall that the term blsg(i) is replaced by Ai:vT in the construction.
First, Ai:vT is substituted and evaluated to
4,57

¢
Ai,lB/l(snew)T + Ai,2V/2 +ot AMVQ = ZA' 17 = (A, 0, ,O)T (21)
j=1

Next, bjsé(i) is substituted and evaluated to

eE‘I)Am eﬁm)Am,l 0 E

: (e (si) A
eﬁ-l)Au eEm)Am,/ 0 0

)N\ T ~ (2
Bj(s(”) = | B[P ()" =
5 (2) 0 ~(,)0
! : B, (si")"

0
B0 0 .
J .
0

(22)

where the appearances of (sﬁ“)T and B;i)(sf))T are in their respective i-th block.

From these, together with the substitution for §" to (é/(i))—r via Eq. (14), we

z

have that c;,(i) is substituted and evaluated to

7 )\ T
69n) AL, (e (st") ) A
: Az 1 e(l) S(l) T A
% : (e; (to) JAic
i . [ Al i .
Z 77(,);: : +77;(7,2),1 076 + Z 7](,1)‘/,].
z€[ws ;] 0 . t.G[wm] 0 0() .
(89[2,dy]) "0 ek B;”(s{")
. 0 0
0 :
0
(23)

which is a vector in Z}j\}“. We argue that each row of it is 0. To see this, we
use the symbolic property of I', which ensures that the substitution of c}(,l) via
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EncBS(7(i)), as shown below, will evaluate to 0:

o) FnibaBist’ + Y nl Bisi)” (24)
z€[ws ;] t€lw, ;],5€[2,n]
(i 7 )N T
B ARl @ty el (st")
= np,z A(z) T +77,o1 Z 77th ~(7, () T
z2€[wy ;] (SZ [27d1]) t€[wy ;] Bj ( Sy )
j€[2.n]
(25)

One can observe that the element in position j, for j € [1,¢], in Eq. (23) is exactly
the element in the first row of Eq. (25) multiplied by A; ;. The i-th block of
Eq. (23) is exactly the remaining part of Eq. (25) when excluding the first row.

For key-enc k, let mg is the size of k. The first polynomial k1 =a+ r1b1 is
substituted to a,.,, 4+ 3B}, which is evaluated to 0 since a,,, = 1 ,B] = ld1 xda

and the first element of rj is —w; = —1. Next, we consider the p-th polynomlal
in k, for p € [2,m3], which is

Z (bpu U Z ¢p,v7j7avbj' (26)
u€E[my) ve[ml],jG[Q,n]

Note that a, b; do not appear due to admissibility. We then observe that r,b; is
substituted and evaluated to

e§'I)A1,1 e;-m)Am1
65 )Al egm)Am,l
rLB; = (U), gqu(jl)[Q, d1]7 A ,gmrq(}m) [2’ dl]) B;l)
B;”
BY"
= ( WaLw’ +g,r02,d B, e ™AW + g, [2,d,]B <m>)
- (91‘"51)351)’ agmrim)Bém)> (27)

This, together with our substitution of #, to #, in Eq. (16), we have that the

substitution of k, is a vector in Z}VX% of which the ¢-th block of length d,, for
i € [m], is exactly

(Z PR D) L )

UE[my) ve[m,],j€[2,n]

For all ¢ € [m], this i-th block is evaluated to exactly 0 since
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— if 4 € S, then we have g; =0,

— if ¢ € S, then the polynomials in the i-th block, g;(u;), evaluate to 0. This is
since u; is exactly the substitution result for k, via EncR(z,7(i)), and the
selective symbolic property of I' applies here since, in this case of i, we have
P (z,7(i)) = 0.

G Definition and Proof for Key-policy Augmentation

G.1 Definition

In §6, we define KP1[P] based on the duality notion (§3.1) in a back-and-forth
manner. For concreteness and self-containment, we also describe its explicit
definition here.

Definition 12. Let P = { P, }, where P, : X, x Y, — { 0,1}, be a predicate
family, indexed by x = (N, par). We define the key-policy-span-program-augmented
predicate over P as KP1[P] = { P, }K where P : X, xY,. — { 0,1} by letting

~ X, ={(A,7) | AeM(Zy), 7:[m] = X, }.

- y_n = yn'

— P.((A,m),y) =1 <= 1] €span(A|,), where A|, == { A, | P.(n(i),y) =1 }.
where m x ¢ is the size of the matrix A. O

G.2 Proof for Key-policy Augmentation

We describe the omitted proof of Theorem 2, deferred from §6.
Co-selective Symbolic Property. We first prove co-selective symbolic prop-

erty of I from that of I". We assume w.l.o.g. that m > ¢ (see Remark 5). We
define the following algorithms.

— EncBR(A, 7). For each i € [m], run
EncBR(7(i)) — (Bgi>,...7ng>; v, ) rg>r<>)
where B € 4% v() e Z" #) € Z);' ™, and a = 1% € Z)". Also,

from admissibility we have B = By = 1{1%. Let d} = md, and d = md,.
Any vector of length d}] can be naturally divided into m blocks, each with
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length d;. (The same goes for d5.) We then let

Al,lBl A1,£B1 o
B = : Fol o eZY ™, (28)
Am,lBl Am,EBl
B\
B® o
B, = J € L3 %, (29)
(m)
Bj
block
v =(0,...,0, £ |0,...,0) ez,
Apey = 19 € Z\",
block ¢
vi =(0,...,0, 1 ,0,...,0) = 1{2 ), ., € Zy®,
block
&% =(0,...,0, £ |0,...,0) € 7%, (30)

for j € [2,n], i € [m], v € [my,], v € [2,4], u € [my;]. The block number i
indicates that the specified sub-vector is at the i-th block position of the
whole vector."? Finally, EncBR’ outputs

(Bll, . 7B;,L, <r/1(l), e 71'{,-5;1)11,)1_6[”1] ;anew7v,27 te ,V%, (f‘ll(L)7 e ,f‘;S:Q)’l)ze[m] )

— EncS'((A, 7),y). First note that we have the condition P,((A,7),y) = 0. Let
S={ie[m]|P,(n(i),y) =1}
1. For each i ¢ S, we have that P.(w(7),y) = 0. Hence, it is possible to run

EncS(7(i),y) — (séi), . ,sgjz; éﬁ“, . ,ésji) )

where séi) € Z}VXdQ, and é(zi) € Z}VXdl.

2. Since P,((A,7),y) = 0, from Proposition 1, we can obtain a vector
w = (wy,...,wp) € ZN" such that w; =1 and A w' =0 for all i € S.
We denote ¢; = A;w ' for all i € [m)].

3. Let s; = (wll‘fz, . ,w41f270, ...,0) € Z}VXdé. For t € [wy], z € [ws), let
s, = (qls,(fl), ey qmsgm)) € Z}\,Xd;7
8 = (qlggl),...,qmégm)) ez, (31)
Finally, output (56, s, ... 7s;)l; §h,... 7§;;2) .

' For a d’-length vector, the i-th block consists of position (i —1)d; + 1 to id;. For a
ds-length vector, the i-th block consists of position (i — 1)dy + 1 to id,.
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Remark 5. In the above, we assume w.l.o.g. that m > £. In the case m < £, we
simply let dj, = £d, and append 0 to the right of B; (for j € [2,n]) instead of B].

Verifying Properties. First, we can verify that, since w; = 1, we have that
anew(sg)T = 1, which is not zero, as required.

We then verify that each polynomial in k', ¢ evaluates to 0. For key-enc k',
let mg ; is the size of k. Fori e [m], p € [2,m3,], the p-th polynomial in k'@ is

D K LRSI S Al Y (32)

u€[my ;] vE[my ;],5€[2,n]

where we recall that the coefficients are those of k') obtained from EncKey(7 (), N)
(for the PES I'). Note that a,b; do not appear due to admissibility. We then

observe that rl(,i)bj is substituted and evaluated to

block ¢
rVB) = (0,...,0, r'BY 0,...,0).

This, together with Eq. (30), we have that the substitution for the term (32)
have only elements in the i-th block remained, which is

GRS SRR
u€lmy ;] v€[my ;],5€(2,n]

but this is exactly 0 due to the co-selective symbolic property of I'.

The remaining elements in key-enc are the first polynomials in each K¢ )

namely, k1( ) = Ai:v +ry )bl. First, Ai:v is substituted and evaluated to

d!
A a,, + Ai,2V/2 +o 4+ Ai,evé Z A 1 ; 1)dy+1

d d
- (Ai,lll 7Ai,2112? e 7Ai,2112707 .. 70)

The other element, rgi)bl, is substituted and evaluated to

_ M\fki A1,1B1 A1,L7B1
B = (0,...,0, r{” ,0,...,0) : ; 0
Am71B1 T Am,ZBl
dy dy dy
:_<A'L,111 ’Ai,Qll 7"'7Ai,£11 707"'7())7

where we use rgi)Bl =-a= —l‘fz. Hence, the whole substitution for k'l(i) is 0.
For ct-enc ¢, the p-th polynomial in c is

Z Mp,=8% + 1p,0,10150 + Z Mp.t.;055¢5

zE€[wsy) te[wq],j€[2,n]
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where we emphasize that b;, s; does not appear except in monomial b; sy, due to
admissibility.
Via EncS’ (and EncBR'), this is substituted to

Z np,z(élz)T =+ 77]),0,1B/1(S£))T + Z np,t,jB;(S;)T' (33)

z€[wsy) te[w,],5€[2,n]

We examine each term. First, we have

do\T
A, B, -+ A ,By wl(l,l ) Q1(1l1il)T
Bi(so) = o aer [T (34)
w d
Am,lBl e Am,ZBl ¢ 01 (]m(]'ll)T
and for j € [2,n],t € [w;] we have
1 D (DT
Bf" a(si)’ aB{Y(s;")
Bi(s) = | = :
B;-m) qm(sg’m))T qugm) (ng))T

Hence, we have that the term (33) evaluates to

f]1(111)T q1 (é(zl))T Q1(1(111)T
. = Z Np.o : 4 .

() ) €] 4 (85T 4 (17"

+ Z np,t,j . (35)
w m m)\ T
S e E)

Eq. (35) is a vector in Z'Ii\} *1 This can be divided to m blocks each of length d;.
For all i € [m], the i-th block is evaluated to exactly 0 since

— if ¢ € S, then we have ¢; = 0,

— if 1 € S, then the polynomials in the i-th block, qi(ui)T, evaluate to 0. This
is since (u;) " is exactly the substitution result for ¢, via EncS(7(i),y), and
the co-selective symbolic property of I" applies here since, in this case of i,
we have P, (m(i),y) = 0.

Selective Symbolic Property. We prove selective symbolic property of I”
from that of I'. We define the following algorithms.

— EncBS'(y) = EncBS(y).
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— EncR'((A, ), y). First note that we have the condition P, ((A,),y) = 0. Let
S={iem| Pur(i)y) =1}

1. From the condition P, ((A,7),y) = 0 and from Proposition 1, we can
obtain a vector w = (wy,...,wy) € Z}Vxe such that w; =1 and AZ-:(‘)T =0
for all ¢ € S. Denote ¢; = Ai:wT.

2. For each i € S, we have that P,(m(i),y) = 0. Hence, it is possible to run

EnCR(ﬂ-(i)v y) - (rgi)a R r'grib)l,i,; a, f'gl)v cee ,f"gril)z,i> :
where rl(f‘) € Z}del, f'ff) € Z}VXdz, and a = 1?2 € Z}VXdz.

3. Fori € [m], v € [my,], €24, uc[my,]let

rl =g x) ez,
Anew = w11% = (1, 0,...,0) € ZL%,
vV =w,1% = (w,0,...,0) € ZY®,
#0 =g, #0 ez %.

4. Output ((r’f“,...,r;ﬁj]) Ao Vo ooy Vs (f‘/l(i),...,f'/,gé ) )
"t/ ie[m] "t/ i€[m]

Verifying Properties. First we can verify that a,.,s; = lfz(lfz)T =1#0,

as required. Next, since we define EncBS’(y) = EncBS(y), the substitution for
ct-enc is trivially evaluated to 0, due to the selective symbolic property of I'.

It remains to consider the substitution for key-enc k’. For i € [m], consider the
p-th polynomial kz(,i) where p € [2,m3,]. Let u; € Z}\,Xdz denote the substitution
result for kz(f) (as a part of k™) via EncR(w(i),y) (and EncBS(y)). By our
constructions of r;(i) and f‘;(i), it is straightforward to see that the substitution
for k;,(i) (as a part of k'(i)) via EncR'((A,7),y) (and EncBS'(y)) is indeed g, u;.
We can see that ¢;u; = 0 since if ¢ € S then ¢; = 0, while if ¢ ¢ S, we have u; =0
due to the selective symbolic property of I'.

Finally, the remaining terms consist of k/l(i) = AZ-:VT + rgi)bl, for ¢ € [m].
This is substituted and evaluated to 0 as

A A, + Az’,2V,2 +- Ai,fvé + I'/1(1')]3/1 = qz'ltfz + Qirgi)Bl = 0.

H Proofs for Direct Sum

In this section, we provide the proofs omitted from §7. We start with the following
lemma.

Lemma 2 (restated). KP[P] can be embedded into KP1[CP1og[DS[P]]].
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Proof. We first explicitly describe the deduced definition of predicate family
CP1og[DS[P]]: it is specified by P, : X, x 2"~ — {0,1} where

P.((i,2),Y)=1 <= 3(i,y) €Y s.t. P,g?(x,y) =1.

Now, from the definition of KP1 over one predicate family CP1oz[DS[P]] (using
Definition 12), we have that KP1[CP1ogr[DS[P]]] renders to exactly the same
as the definition of KP[P] (Definition 6). (Put in other words, the embedding
functions from the latter to the former can defined as the identity functions. ) O

H.1 Proof for Parameter Concatenation Scheme

Lemma 3 (restated). Suppose that, for all j € [k], the PES % for predicate
family PY satisfies (dy,dy)-Sym-Prop™™. Then, the PES Concat-Trans(T') for
predicate family DS[P], where P = {P(l), ces P(k)}, satisfies (dy, ds)-Sym-Prop™.

Proof (sketch). We prove selective symbolic property by defining substitution
algorithms as follows.

- EnCB/(jv y) )
e Run EncBY)(y) to obtain ng), ceey Bgfj).

e For j' € [K]\ {j}, run EncB(j,)(J_) to obtain ng/), e B;JJ).

— EncS'(4,y). Simply run EncS(j)(y).
— EncR'((i,z), (4,v)). Since PK((i, x), (7, y)) = 0, we have two cases:
e Case i = j and P,gz)(x,y) = 0. Output EncR(j)(x,y).

e Case i # j. Output EncR® (z, L), which is possible to run for all z € DC,(f).

It is then straightforward to see that the two properties follow from those of
Sym-Propt™t of ') for all j € [K].
Co-selective symbolic property can be proved as follows.

— EncB'(i, 2). _ ‘ _
e Run EncB¥ (z) to obtain B, ..., B{Y

i°

e For i’ € [k]\ {i}, simply set Bgi ). ,Bg/,) to 0.

— EncR’(i,z). Simply run EncR(i)(z).
— EncS'((4,2), (4, y))- Since P, ((i,z), (j,y)) = 0, we have two cases:
e Case j =1 and P,gj)(x,y) = 0. Output EncS® (z,y).
e Case j # i. Output zero vectors for all elements except sy, which is set
so that asg # 0.

The property (P1) holds due to our setting of sy . The property (P2) also holds
from the Sym-Prop of r'in key-enc and the above former case of ct-enc. For the
latter case of ct-enc, the only non-zero vector sy will appear only as a product
ij)sg which is 0, since BEj) for j # i was set to 0. O
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Lemma 6. Suppose that I for P satisfies (dy, dy)-Sym-Prop. Then, Plus-Trans(I")
for P satisfies (dy, dy)-Sym-Prop™.

Proof. Sym-Prop™ follows from Proposition 3. We prove property (P7) as follows.

— EncB(L). Set all B, to 0. Set F = 111711Xd2 € Z;{}Xd? Output (By,...,B,,F).

— EncR(z, 1). Let vy, = —1?1, and all the remaining vectors be 0.
In key-enc, a + 7. f is substituted and evaluated to a + r . ,F = 1‘112 -
1?11?11”2 = 0. As the other remaining terms are all 0, this concludes the
proof. U

H.2 Proof for Parameter Reuse Scheme

Lemma 4 (restated). Suppose that, for all j € [k], the PES 'Y for predi-
cate family PV satisfies (dy,ds)-Sym-Prop™. Then, the PES Reuse-Trans(T) for
predicate family DS[P], where P = {P(l), ceey P(k)}, satisfies (dy, dy)-Sym-Prop™.

Proof. We first prove selective symbolic property by defining substitution algo-
rithms as follows.

— EncB'(4,y). Run EncB(j)(y) to obtain By,...,B,, . Set G; = —1?711”2. Set
Gi,...,G;_1,Gjyq,. .., G t0 0. Set Hy, ..., Hy, to lf’llx%. The remaining,
an+1’ ..., B, can be set arbitrarily.

— EncS'(j,¥). Run EncS(j)(y) to obtain sp,...,8,,,81,..,8,,. Let S,e =

dy
(so[1])17%.

— EncR'((i,2), (j,y))- Set apew = 11% Tyew = —17". Since Py((i,2), (j,y)) = 0
we have two cases: ' _

e Case I: 4 = j and P,gi)(x,y) = 0. Run EncRY)(z,y) to obtain all the

vectors r,, T,
e Case II: i # j. Set all the vectors r,, 1, to 0.

We verify the selective symbolic property as follows. First, we have anews;rew =
(so[l])l?(lf?)—r = as] # 0 due to Sym-Prop (P1) of 'V,

For ct-enc, we have that all polynomials in c are substituted and evaluated to
0 thanks to Sym-Prop (P2) of 'Y The polynomial g;5g + h;Spey is substituted
and evaluated to

T T dyxdy T dy xdy do\T —sgll] + sp[1
Gysf -+ Hiyslo = ~115 s + 10 s ag) T = (Tl
(36)
For key-enc, the polynomial .y + Thewh; is substituted and evaluated to

Apew + MnewH; = 1?2 — 1?11;1711”2 = 0. For the polynomials in k, consider the
above two cases.
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— Case I (i = j). Since r,,6,,G; = (—1?1)(—131,11”2) = a, the substitution for k
becomes exactly the same as that of k via EncRY ), where the polynomials
are substituted and evaluated to 0 thanks to Sym-Prop (P2) of I'V ).

— Case II (i # j). These polynomials are linear combinations 7,.9:, 7b,,
7., which are substituted to r,.,G;, r,B,, I, respectively, which are all
evaluated to 0, since G; =0, r, =0, ¢, =0.

Next, Turning to prove co-selective symbolic property, we define the following.

— EncB'(4,z). Run EncB"” (z) to obtain By,..., B, . Set G; = _1111’11><d2' Set
H, = 1;1,11”2. Set Hy,...,H, ,H;,;...,Hg to 0. The remaining matrices,
Gi,...,G;_1,Gjq,- .., G and By, 44, ..., B, can be set arbitrarily.

— EncR'(i,z). Run EncR") () to obtain all the vectors r,, #,. Set a,., = 1‘112,

=19

— EncS'((4,2), (4, y))- Since P, ((i,z), (j,y)) = 0, we have two cases:

ci— (4) — (4) :
e Case I: j =i and P, (z,y) = Od. Run EncS*(z,y) to obtain sy, ...,s, ,
81,58y, Let s, = (sp[1])177.

and r

new

o Case Il: j #i. Let spoy, = 1‘112, and set all the other vectors, s;,$§,, to 0.

We verify the co-selective symbolic property as follows. First, it is straightforward
to see that anewsl—eW # 0 for both cases of s,y -

For key-enc, the polynomial ., + Thewh; is substituted and evaluated to
Apew T MewH; = lf"’ — lfllfflx% = 0. The polynomials in k are substituted
and evaluated to 0 thanks to Sym-Prop (P2) of 'Y and the fact that rhewG; =

d dy xd d
(_111)(_11,11X )=17 =a.

For ct-enc, consider the above two cases.

— Case I (j =14). The polynomials in ¢ are are substituted and evaluated to 0
thanks to Sym-Prop (P2) of 'Y The polynomial 950 + N jSney is substituted
and evaluated to 0, exactly as in Eq.(36).

— Case IT (j # i). The polynomials in ¢ are linear combinations of b, s, and
$,, which are substituted to BLstT and éZT, respectively, all of which are
all evaluated to 0, since s, = 0, §, = 0. The polynomial g;s¢ + h;Syey 18
substituted and evaluated to

new

G sg + Hjspey = G;0+0(17) " =0.

This concludes the proof. O

I Proof for Predicative Automata

This section provides the symbolic security proof for Construction 6.
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I.1 Properties for Predicative DFA

We first state useful propositions for general properties of predicative DFA.
Notably, Proposition 4 below provides a necessary combinatorial condition for
(M,Y) when a predicative DFA machine M does not accept an input Y. These
properties are general and are not specific to our scheme. They will be used to
define the “mask” vectors in the proof.

Notation and Some Properties. We generalize some notations and properties
for DFA given in [41,7,2] to predicative automata. Fixing a predicative automata
M = (Q,7,99,9,—1) over predicate P., with Q = {qg,...,¢,_1} and T =
{ (@0, 0w, 1) }te[m], and fixing an input Y = (y,...,y,) € (Y.)", we define
some notations as follows. For ¢ € [0, ¢], let Y; == (¥;41,- - -, Y¢), that is, the vector
formed by the last £ — i elements of Y. Thus, Y, = Y and Y, is empty. For
k € [0,0 — 1], let M}, be the same predicative automata as M except that the
start state is set to gj. For k € [0,0 — 1], we define

Vi ={i€0,0] | My, accepts Y; }.

We also let V"' := {i+1]|ieV,}. Hence, V;' C [1,£+ 1]. Conversely, for
i € [0, /], we define

Ui ={ke[0,0—1]| M, accepts Y; }.
Proposition 4. For any M,Y, we have the following.

1. L &V, forallk € [0,0 —2].
2. Vo_1={4} and Uy = {o — 1}.

Proof. First, for k € [0,0 — 2], M, starts with a non-accept state (since we have
only one accept state, g,_,). Hence, V), for such k does not accept an empty
string Yj; therefore, ¢ &€ V.. Next, since M, _; starts with the accept state, which
has no outgoing transition, it always accepts only an empty string Y,, hence we
have V,_; = {{} and U, = {0 — 1}. O

Proposition 5. Suppose that M does not accept Y. Then, we have the following.

1. O¢VO andOQUO
2. Fort e [l,m], i€ [1,{], we have

i€ (VI\V, ) UV, \Vi') = Pula,y) =0, (37)

which is also equivalent to the following:
Pozyy) =1 = (v, €Uis Aw, €Uy V (v, Uiy Awy €U;). (38)
Proof. Suppose that M does not accept Y. First, since My = M does not accept

Yo=Y, wehave 0 ¢ V; and 0 &€ Uj.
For Statement (37), we have two cases:
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— Case i € (V,/'\V,,). That is, i—1€V, butigV,. Fist,i—1€V,
implies that M, accepts Y;_1 = (y;,.--,¥;). Suppose P, (x,y;) = 1. Due to
the determinism of M, the trans1t10n (vg,wy, ;) € T implies that M, would
accept (Yi1,---,Y¢) = Y;. Thus, i € V,, , a contradiction. Hence, it must be
that P,.(z,,y;) = 0. Note that without determlnlsm, it might not hold that
M, accepts Y; (when assuming P, (z;,y;) = 1). This is since there might
be another transition (v, ,w,,z,) € T with v, = v, and P, (z,,y;) = 1 but
w, # wy, and we might have M, , accepts Y; instead.

/

— Case i€ (V,, \Vvtl) That is, 4 G V,, but i —1¢&V, . First, i € V,, implies
that M, accepts Y; = (yip1,-- -, %) Suppose P (xt, y;) = 1. The transition
(vg, Wy, :vt) € T implies that M,, would accept (y;,¥it1,---,¥e) = Y;—1. Thus,
i—1€V,, a contradiction. Hence it must be that P (z,,y;) = 0.

Statement (38) is merely the contrapositive of Statement (37). Note that
i ¢ (VH\V JU(V, \VH) implies the remaining two cases: i—1 € V,, Ai €V, ,
0rz—1¢V /\ng Thatls vy €U;_1 ANwy € U;or v, U, 1/\wt¢U D

1.2 Summary for Polynomials/Variables in Our Construction
We list polynomials and variables of Construction 6, for referring in the proof.

— A ciphertext encoding ¢’ = ¢'(s',§',b’) is

¢ = (chuchn e, (™)),
in variable b’ and
s = (sffe)W,sfl?w, s, (S(M)vs@i) )ie[f] ):
§ = (81" 849 )ie[e]'

Note that ¢"? = ¢ (s? §1) b)) contains variables b; and

(L) — (881,1‘) e z))

wll

S0 = (a9 4

Also, ¢®9 = c(i)(s@’i),é(z’i), b,) contains variables by and

§2) _ (S(()Q,i) s 8@ _ (42D

)t wll

Note that the two sets of variables are related via Eq.(18).
— A key encoding k' = K'(r',#,b’) is

kK = (iﬂo» (7“1,:&» %Q,t»k/(l’t)v k/(w)’ )te[m]> ’
in variable b’ and
o 0 m 1,t 2,t
r = (rflezN, ceey T[(*leV\)H (I‘( )’ I'( ) )te[m]) ’

N A(1,t) Ar(2,t)
r = (uafhu()aulv"'auaf% (I‘ , T )te[m] )
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/(1,t . .
where k') contains variables

r(Lt) = (T§17t)ﬂ ce 7707(71?2) fl(l,t) = (fgl,t)7 e ASLZZ)?

and k'®? contains variables

r(27t) — (T:([Zt); e 7T§72L,1t2) f‘l(Q’t) = (f§2,t)7 Tt 7%(’3;2)7

Note that, here we newly define #1086 be exactly #1Y but without a'>?.
The same goes for the second set.

1.3 Proof for Our Predicative DFA Scheme

Disclaimer. We opted to write matrices/vectors in their full expanded forms
for better visualization. This somewhat generates seemingly a longer proof than
it should be. The mechanism inside is actually fairly simple and directly reflects
the combinatorial properties of the non-acceptance conditions for predicate DFA.
Moreover, since verification of symbolic properties involves only doing simple
linear algebra (namely, matrix multiplications), the proof below is actually fairly
easy to verify.

Selective Symbolic Property. We first prove selective symbolic property of
I"" from that of I. We will use Sym-Prop™™ (¢f. Definition 8), where we consider
a fixed dummy attribute y, = L, where P, (z,y,) = 0 for any z. We define the
following algorithms.

— EncBS'(Y). Parse Y = (yy,...,%,). Proceed as follows.
1. For each i € [{], run

EncB(y;) — (Bgi), cee BS); ) ,
and for each i € [¢], run
EncS(y;) — (s((f), . ,sq(jzyi; §(11)7 . 7§7(~42l) ,
where B € Zy*®, s € 2% 8\ € Z)}". Let d} = (¢ +1)d; and
dy = (£ +1)d,. Note that EncB(y, = L) is available due to Sym-Prop™ ™.
2. For j € [n], let By ; = 0 and
(0)
Bj

g
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1 /a
2 a
0
Hl = ) HO =
( a
0
and let
0 1 ¢
1 a
2 a
0
/ a
0+1 a
0+2 a
0
Hy=- al G,
2w+l | a
2042 a
20+3 a
3041 a
0

€ Z%Xd;, and recall that a = 1(112.
4. Fori € [(]F) let

block ¢

S(l) :(07...707 1312 ’0,...,0):1?32+1

new

where the vector of length dj = (¢ 4 1)d, is divided to (¢ + 1) blocks of
length d,, starting from block 0 to block 2.*° Blocks in dj-length vectors

are defined similarly.

5. For i € [¢], compute p; = 1/(séi)[1]), which is computable since s

3041

a(s((f))—r # 0 (from the symbolic property of I).

20 Hence, here, block i contains elements of position idy + 1 to (i 4 1)dy.

1% ds
€ 7y,




55

6. Fori € [f], 7 € [wy,]", 2 € [wy,], let
block 7

s = (0,...,0, pis,0,...,0) € Z ",

block ¢

s = (0,...,0, 8 ,0,...,0) € ZNy™,

and ég’i) = 0, while s(Tl’i) is defined arbitrarily with only the constraint
being Eq.(18).
7. Finally, output

BI = (Bl,lv cee 7B1,n7 B2,17 AR B2,n7HOa G17H1a G27H2) )
' = (st s (i) ).

§ = (égl’“, 8 g2 s§3>)
2,0 2i /) ielq)
which define substitutions b’ : B, s’ : §', and &' : S
— EncR’(M,Y). First note that we have the condition P, (M,Y) = 0.
1. Parse M = (Q = {QO7 te 7QU—1}7T = { (QU“Cthvmt) }te[m] » 40> QU—l)'
Parse Y = (y1,...,Yp)-
2. For t € [m],i € [(]* such that P, (z,,y;) =0, it is possible to run®'

EncR(z,,y;) — (r?’”, . ,rg’fi; a, f'§t’i>, . ,f'ffl’;’t) .

where rff’i> € Z}\,Xdﬂ f'ff’> € Z}VXdz, and a = 1°1i2 € Z}\,Xd"’. Note that, for
i =0 we have yo = L, and EncR(z;, 1) is available due to Sym-Prop™ ™.
3. For t € [m],i €[], let™

—1 ifie VY,
(ta) ._ i +1
p =91 eV, \V . (39)
0 otherwise

4. Let vi" =0, #"" = 0, and

r1()27t) = (p<t70> I‘f]t70>7 MR p<t7€>r1<)t7e>) 6 Z}VXd/17 (40)
A(2, ,0) a(t, ) A (.0 1xds
rft) :(p“o)rﬁfm,...,p“ >rl<f >)€ZNX 2, (41)

for v € [my 4], 1 € [mg 4l

2! Note that (t, ) denotes a tuple of ¢ and i, and is used for superscript here.

22 Intuitively, (p<t’0>, ceey p<t’e>) plays the role of the “mask” vector, as motivated at the

end of §2: it encodes exactly the non-acceptance condition of DFA M (Proposition 5).
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5. For t € [m], let

t) d; d; d; 1xd)
Tréw = E 1,7 - E I Vi E , Lypiiwi | €2y -
eV, eV, i€V, \V,!
t t t t t
(42)

Note that since ¢ ¢ V,, for any k € [0,0 — 2] (c¢f. Proposition 4) and
v; € [0,0 — 2] (since it is a “from” state of a transition, and the accept
state g,_, has no outgoing transition), we have V,, C [0,£ — 1], that is,
Vvtl C [1,4]. Therefore, the above definition of r'), is well-defined.”’
Moreover, we have VU':I \V,, € [L,4] but V,, \ V;:l C [0,4]. Hence, the
index in all the three sums (in rg‘c)w) are [1,/], [(+1,2¢], and [20+1,30+1],
which are disjointed.
6. Let

0 d, 1xd;
rr(le)wz E 1" €Zy .
i€V,

Note that since 0 ¢ Vj (due to Proposition 5), this is well-defined.

7. For k € [0,0 — 1], let u, = (ug,...,uxy) € Z]lVXd;, where for i € [(]"
each block uy ; is of length dy and
—a ifie Vk:
Ug,i = i .
' 0 ifigV,

. dl
That 1S, Uy = — (ZiEVk 1i;2+1)'
8. Finally, output

R = (rfl%)w, R ,rfl?v)v, (rgl’t), - ,rg’lt,z,rgz’t), ce ’rgf’z)te[mo R
R = (ug_l,um U, (f&“’, U S S S .,fﬁi;ﬁ{)te[m])

which define substitutions r’ : R" and #' : R'.

Verifying Properties. Since V,_; = {¢} (¢f. Proposition 4), we have u,_; =

flgjﬁl. We can thus verify that,

d/

(0) 2
s Ldy+1

T ds
uo—l( new) =-1,

T
£d2+1(1 ) =-1
which is not zero, as required.

For ct-enc, we have the following polynomials.

’

3 In particular, there is no such 131, which is undefined.
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— The polynomial ¢ = hosfg)w is substituted and evaluated to
0 1 ‘

— For i € [{], the polynomial ¢, = hlsg‘;vl) + glsg(iil) + hzngW + ggslo(i) is

substituted and evaluated as follows. For the first term, hlsgg,l), it is

2 a block i—1
N

Hl(s(i_l))—r: (07'~'707 1;12 707"'70)1—:(1?1)—'—'

new
/ a

The second term, glsg(i_l), is substituted and evaluated to 0, since G; = 0.
The third term, hgsffgw, is substituted and evaluated to

0 1 l

1 a
2 a
0
l a
041 a
042 a
0 block ¢
() \T _ d T
HQ(Sncw) - 20 a (Oa"'70a ]-12 aOa 50)
20411 a
2042 a
20+3 a
3041 a
0
diNT dy \T dy T
- _(11 ) - (1Z+Z) - (12€+1+i) .
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The fourth term, QQSB(i), is substituted and evaluated to

0 1 4

2
: 0
!
041 a
042 a
0 block 7
Gz(slo(i))T = a|(0,...,0, pzsé) ,0,...,0)"
20411 a
2042 a
2043 a
3041 a
0
dy \T d T
= 14) + Xgep)
where we use that fact that pid a(s (Z)) = 1. Combining all the four terms, we
dNT diNT dy \T d, T d T A T
have (1;1) " = (1) = (14,) = (Mgppaqy) + () + (Qapy) =0

— For i € [{], p € [w3;], the p-th polynomial in 9 g

Z np, s 4 Z 7’;7)571)1)]5(“)’
z€[wy 4] Te[wl,i]Jrvje[n]

where we recall that the coefficients are those of ¢ obtained from EncCt(y;, V).
We also note that ws ; is the size of c?. Via EncBS’, it is substituted to

Do mkE) T 3T g Byt
z€[w, ;] Te[wlyi]ﬂje[n]

which is evaluated to O since s(j’“ =0and By ; =0.
— For i € [{], p € [ws;], the p-th polynomial in 9 s

STl ST gl by s®,

z€[w, ;] r€lwy ;] j€[n]

Via EncBS’, it is substituted

SP3BT

z€[w, ;] Te[wl,i]+7j€[n]
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which is evaluated to

block ¢
Z 7711(317»)2 (Ow"voa pzé,(zl) ) 0,...70)T—|—
block 7
S 00,0, pBYE) ) 0, 0)T
r€fwy ;)" jEln]

which, in turn, is exactly 0, since the sum at the block ¢ is 0 due to the
selective symbolic property of I'. Note also that, in the above, we use

(0)
Bj block i
2, B(‘l) b T
Bzg(( l)) = / . (0,...,0,pisg),0,...,0)
)
Bj
])M)("k/

=(0,...,0, pZ(B()( T o,...,07.

For key-enc, we have the following polynomials.

— The polynomial ky = —ug + rff;)who is substituted and evaluated to
0 1 ¢

d,
—u + il Hy = — Z 1zd2+1 Z 1

i€V i€V

— For t € [m], the polynomial ]Nﬁ,t = U, + rge)whl is substituted and evaluated

as follows. The last term, rr(l';)whl, is substituted to rEQWHl =

0 1 —1 4

7

Z 1?;* Z 1€+z+ Z 1gt}+1+i

eV, i€V, S\

= Z (i— 1)d 41 = Z 1zd2+1

iGVvtl zEV
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. ds t
Now, since u,, = — (Zz‘evvf 1@d2+1)’ we have that u,, + r') H, =0.
— For t € [m], the polynomial /;:Q,t = —u,, +rffe)wh2 is substituted and evaluated
as follows. The last term, rr(l’;)th, is substituted to rEQWHQ =
0 1 (
1 a
2 a
0
¢ a
+1 a
0+2 a
O .
d, d, s
- Z L= Z ZH + Z Lotyiti 21 a
eV, eV, i€V, WVt 21l a
20+2 a
2043 a
30+1 a
0
= Z 11d2+1
zGV
. ds
Now, since u,, = — (Zievwf 12-01224_1)7 we have that —u,, + r') H, = 0.

— For t € [m], p € [mg,], the p-th polynomial in K s

Ore+ Y ol Y o,
neE[ms 4] vE€[my ¢],j€[n]

where we recall that the coefficients are those of k*) obtained from EncKey(x;, N)
(for the PES I'), and we replace oMY with 7"1(12w91 Also note that mg ; is the
size of k. Via EncBS’ and EncR’, it is substituted to

() #(11) ®) (1)
newGl + Z ¢p nr Z (bp’u,jrv Bl,j

pE[ma 4] ve[mu],je[n]

but this evaluates to 0, since G; = 0, A(l Do, B,; =0.
— For t € [m], p € [mg,], the p-th polynomlal in K'®Y is

WA ST R S (O

HeE[ma 4] ve[my ],j€[n]
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In the first term, Tr(lte)wgg, evaluates to rffe)WGQ =

0 1 /
1
2
) 0
/
(+1 a
042 a
0
d; d;
§ : 1" - E , Z+z+ E , 122+1+¢ 2¢ a
z'»e\/;:1 LE\/J;I Ve, i€V, \V,z1 21| a
2042 a
2043 a
30+1 a
0

where we recall the definition of p{* from Eq. (39). Therefore, via EncBS'
and EncR’, the considering polynomial is substituted and evaluated to

newGZ + Z ¢p,u ;(42 ? Z ¢§7€L,jr£27t)B2,j
nelma ] v€[my ¢],j€[n]
O Va0 s S Gl (EORD | e0gie0)
pE[my 4]

+ Y e BO L p OB (43)
vElm, |,i€n]

t) «(t,0 t 0
:<p< (oPat 3 o0 Y el O,

HE[my 4] v€[my 4],5€[n]
pw ( Ja i+ Z (bz(thA(AtZ Z (bz()tz” 1(}t e>B§z))>
HE[my 4] v€[my ¢],5€[n]

(44)
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where Eq. (43) holds since

B
(0B, = (0O ooy [ B
»
_ (p(t,0>r1()t,0)B;0)’ o ’p(t,€>r$)t,€>B§Z)).

We now consider the evaluation result, namely, the term (44), which is a

vector in Z}VXdll. This can be divided to ¢ 4 1 blocks each of length d;. For
1 € [0, 4], the block i is evaluated to exactly 0 since

o ifi g (V,/'\V,,)U(V,, \V,/"), then we have p'“” = 0, by definition of
(t,0)
Pl
o ifi e (V,/'\V,,)U(V,, \V;'"), then we have P, (z;,;) = 0, due to
Proposition 5. Hence, the polynomial in the block i evaluates to 0 due to
the selective symbolic property of I.

Remark 6. In the above, we assume w.l.o.g. that dj > 3¢+ 1, so that the non-zero
rows of Hy (which comprise 3¢ + 1 rows) fits into the d} rows. This is w.l.o.g.
since in case of dj < 3¢+ 1, we can just append all-zero row vectors to B, ; (and
all the d}-length vectors) to have 3¢ + 1 rows.

Co-selective Symbolic Property. We prove co-selective symbolic property of
I' from that of I'.

— EncBR'(M). First, parse M = (Q, 7, qo, ¢,—1 ). Further parse Q = {qq, ..., qo_1},
and T = { (Qv,> 9w, > 1) }te[m]. Proceed as follows.

1. For t € [m], run

EncBR(z;) — (Bﬁ”,...,Bﬁ?; v e a sl )

Py ) 1T Mgy

where B € z37% v e Z)M 1) € 27 ™, and a = 12 € Zy' ™.
Let d} = md; and dy = 2md,.



2. For j € [n], let

(V]

m m+1 -

2m

(1)
B;
B . .y
j X
Bl,j == J € Z]\% 2,
(m)
B;
1 m m-+1 m+2 2m
(1)
5 (2)
_ 0 B; dy xd;
B, , = €Ly~
(m)
Bj
3. Let
1 2 m m-+1 2m
a
a
0 7
dy xds
G, = €Ly,
a
0
1 m m+1 m+2 - 2m
a
0 a
G2 - — € Zjl\}XdQ.
a
0
4. Let
dy xd; dy xd;
H, = 177 e Zy
_ dy xdb dy xdb
H, = t(vdgt1) S LN
te[m]
dy xdb, dy xdb,
H, = Z 1t7(wtd2+1) € ZN ’

te[m]
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5. For t € [m], v € [my 4], p € [ma,), let

block ¢

ri" =(0,...,0, rY |0,...,0) € 734,

block ¢

v

#0 =(0,...,0, # J0,...,0) ez®

H 12
hluikf
(2,t) _ (t) 1xd;
r, ' =-(0,...,0, r,” ,0,...,0) €Zy"™,
block m+t

#20 = —(0,...,0, #F 0,...,0) € Zy®

where the vector of length d; = md; is divided to m blocks of length
dy, starting from block 1 to block m.** Blocks in dy-length vectors are
defined similarly, but run through block 2m.

6. Let r'2, = 1{1. For t € [m)], let

(t) _ 4d; 1xd)
Thew = L €Zy .

7. For k € [0,0 — 1], let

_ _dy 1xdy
uk—lde_H GZN .

8. Finally, output
B/ = (Bl,lv cee 7B1,nu B2,17 e 7B2,n7HOa G17 Hla G27 H2) )

R = (rfl%)w, ... ,rfl?v)v, (rgl’t), - ,rﬁfi,rf’”, e ’rgf’Dte[m]) s
R = (u{,_l,uo, o, (fgl*”, U S S R .,fﬁi;ﬁ{)te[m])

which define substitutions b’ : B’, ' : R" and # : R’.
— EncS'(M,Y). Parse Y = (yq,...,9,). Parse M = (Q,7,qy,q,_1). Further
parse Q = {QOa cee qa—l}, and T = { (q’Ut7QUJt) ‘rt) }te[m]'
1. For t € [m],i € [{] such that P, (z,,y;) =0, it is possible to run
EncS(x,y;) — (sét’i>, e s<t’i>,j éﬁti) §<t’i>) ,

) Y w2,i

where s{"" ¢ Z}\,Xdz, sl ¢ Z}VXdl. Compute 6% = (1/s((f’i>[1]), which

is computable since sét’i> [1] = a(s(<)t’i>)T # 0 (from the symbolic property
of I).

2% Hence, here, the i-th block contains elements of position (1—1)d; + 1 to id;.
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2. For t € [m],i € [{], define®

(t) PACRENET: vy € U;_1 and P, (xy,y;) =0
e = . (45)
0 otherwise
<t,i> 5<t’i> lf wt S U7, and Pﬁ(xt,yi) = 0
6\ = ) (46)
0 otherwise

3. Fori € [f], 7 € [wy;]", first define some intermediate notations as follows.

el — (@(1,@59,1—)’ 3 '7(p(m,i)s‘(l_m,i>) c Z}Vdez’ (47)
£ = <0<1’i>s§1’i>,...,0<m’i>sﬁm’i>> € Z}vxmd"’. (48)

We also let f(TO) =0 and e(THl) = 0. We then let
S(Tm) _ (eg) ,f&i_l)) c Z}de;,
Ssz,i) _ (e(Tz‘+1)’f(Ti) ) c Z}de;_

We can see that this is consistent with the requirement from Eq. (18),
that is, s(()l’Hl) = 562”).
4. For i € [{], z € [wq,], let

s — ((p(l,i)éilﬂ‘)“..’w(m,i)éim,i)) c Z}\,Xdll,

§§,2’i) — (9(17i>§ilai>’ s 9<m7i>§§m7i>) c Z}VXdl.

5. For i € [0,4], let s, = (sr(fgw’o,...,sffgwﬁgfl,Ow..,O) € Z}VXd;, where
for k € [0,0 — 1], each block sffe)wk is of length dy and
O 1(112 itkeU;
new.k 0 ifkeU;,’

. : d/
That is, Sgc)w = ZkeUi 1k22+1'
6. Finally, output

S/ = <S£1€e)w7 SI(IOG)VV7 tre 7Sl('lee;v1)7 (S(()lﬂ)? A 7s1(1]17i-)7 S((:)2,2)7 MR S’E{?ﬂ)) > )
1,1 1,4 7«6[2]
& — (A(l,i)’ L A(1,i)’ A(Q,z')’ o A(2,z‘))
N Swg, 81 Sw,., el

which define substitutions s’ : §’, and §” : §.

25 Intuitively, (go<t‘0>, R <p<t’2>), (0<t’0>, e ,9<t’l>) will play the role of the “mask” vec-

tors, as motivated at the end of §2: it encodes exactly the non-acceptance condition
of DFA M (Proposition 5).
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Verlfylng Properties. Since U, = {o — 1} (¢f. Proposition 4), we have SEQW =

We can thus verify that,

(0' 1)dy+1"
0 d: T_
ua—l(snew) 1(0 1)d2+1(1(;—1)d2+1) =1
which is not zero, as required.
For key-enc, we have the following polynomials.
— The polynomial ky = —ug + rﬁ%)who is substituted and evaluated to
—ug +ri)Hy = — d2 + 1 led2 =0

— For t € [m], the polynomial /;u = Uy, + r® h, is substituted and evaluated

to
t d; dy xd;
uUt + Ele)WHl = 1U dy+1 + 1t1 ’ (_ Z ltl(:fd22+1)) 0.
te[m]
— For ¢ € [m], the polynomial fcm = —u, +7'r(1e)wh2 is substituted and evaluated
to
ds d dy xd;
—u,, + r') H, = —10, T 1 Z 1t1(:td22+1) 0.
te[m]

— For t € [m], p € [mg3,], the p-th polynomial in K s

o070 () 00 ORI
Tnewd1 + Z Dol Z d)pw o b

He[m2,t] Ue[ml,t]vje[ n]

where we recall that the coefficients are those of k') obtained from EncKey(z;, N)
(for the PES I'), and we replace oM with rr(lz)wgl Also note that mg ; is the
size of k. Via EncBR’, it is substituted to

newG1+ Z ¢1(D€LA;(4“ Z ¢(f) LT (1 t)B1
nElma ] vE[m 4],5€[n]

which is evaluated to

block t
I
® 0,...,0, a , 0,...,0+
block
)
> (0,50, %0, 0,...,0)0+
u€lmg 4]
block t
}

Z d)pﬂ)]( 7"'707 rq()t)B;t) ,07...,0)

v€[my ,].5€(n]
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which is exactly 0 since the sum at the ¢-th block is 0 due to the co-selective
symbolic property of I'. Note that, in the above, we use

1 2 o om om+1 e 2m
a
j ) 0
1(’1te)WG1 (0 '7071707 ,0) :
a
0
block t
=(0,...,0, a ,0,...,0),
and
1 2 m m+1 - 2m
1
block t B_g )
B
$OBy ;= (0,...,0, 7 ,0,...,0) / 0
g
Bj
block ¢
(75)L (t)
=(0,...,0, 2B ,0,...,0).
— For t € [m], p € [mg3,], the p-th polynomial in K@ s
(t) r(lte)w.QQ + Z d)[()tL A(LQ ) Z (bi)tz) ] (2 t)b2
RE[My 4] v€[my ;],5€[n]

Via EncBR' it is substituted to
newG2 n Z ¢](D€LAI(L2 t) Z ¢(f) (2 t)B

nEms 4] vE[my 4],5€[n]
which is evaluated to
block m+t
;E)t) 0,...,0, a ,0,...,0)+
block m-+t
S o (0.0, &) 0,00+
u€lmy 4]
block m+t
S =6l 0,...,0,r"BY 0,...,0)

v€[my ],5€[n]
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which is exactly 0 since the sum at the (m + t)-th block is 0 due to the
co-selective symbolic property of I'. Note that, in the above, we use

1 m m+1 m+2 - 2m

a
j 0 )
rElte)WGZ = _(05 0) 170 70) :
a
0
block m-+t
= _(05 705 é 707 7O>7
and
1 m m+1 m+2 - 2m
1
block t Bg )
B!
rYB, ;= —(0,...,0, £ ,0,...,0)- 0 J
g

block m+t

=(0,...,0,r'B ,0,...,0).
For ct-enc, we have the following polynomials.

— The polynomial ¢y = hos is substituted and evaluated to

new

0 d d;
Hy(s ge)w) 1X : Z 1kd2+1 =
k€U,

since 0 € U, due to Proposition 5.
— For i € [{], the polynomial ¢, = h15new) + g s/(z Doy hzsnew + 9236(2) is
substituted and evaluated as follows.

e The first term, hlsgew ), is substituted and evaluated to
T
(i—1)\T dy xds
H, (Spew ') - Z lt’l(vtd22+1) ’ Z lkd2+1
te[m] keU;_,

- Y ahn

ts.t. v, €U;
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e The third term, hQS(i) is substituted and evaluated to

new?

T
i) \T d xdb ds
Hz(sge)“’) = Z lt:(wtszrl) ' Z 1k§2+1
te[m] keU;
= > afyn
ts.t. w,eU;
e The second term, glsg(ifl), is considered as follows. From Eq. (18), we
have gls:)(z_l) = gls(()l’z). It is then substituted and evaluated to
1 2 oom m—+1 2m
a
a . 0
Li)\T . i) p(i—1)\T
Gi(sy)" = : (e, 857
a
0
1 2 m
a
a
" NT
= . . (eé )) (49)
a
0

tst. v, €U, _1A
P, (w4,y;)=0

where Eq. (50) is due to the definition of e(()i) from Eq. (47), that is, eéi) =
((p“’“sg’i), ce <p<m’i>s$m’i>), while Eq. (51) is due to the definition of
gp<t’i> given in Eq. (45).

(@)

e The fourth term, ggsgi , is considered as follows. From Eq. (18), we have

ggsg(i) = 92862’0. It is then substituted and evaluated to
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m m+1 m+2 - 2m

a

Gy(s$)T = - o el T

—— 3 ah (54)

ts.t. w,€U;A
Pm(Ihy'L'):O
where Eq. (53) is due to the definition of féi) from Eq. (48), that is,
féi) = (0“’”59’”, cee, 9<m’i>s$m’i>>, while Eq. (54) is due to the definition
of 6 given in Eq. (46).
e Combining all the four substituted terms, we have tha_t the substitution
for ¢} is evaluated to H, (s{n )" —|—Gr1(s(()1’l))T +H, (s )T —|—G2(s(()2’z))T

new
di\T di\T
= - E (11‘,1) + E (1t1)
ts.t. v, €U; 4 ts.t. v, €U, 1A
Pm(a:tvyi):()
di\T di\T
+ > amt - D (13)
ts.t. w,eU; tst. w,E€U;A
P, (z:,y;)=0
di\T di\T
= - E (1t ) + E (1t ) =0.
tst. v, €U, _1A ts.t. w,€U;A
P, (w,y;)=1 P, (zy,y;,)=1

The last equality holds due to Proposition 5, which states that when M
does not accept Y, the condition that P, (x,,y;) = 1 implies that we have
vy € U;_; if and only if w, € U;.
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— For i € [{], p € [ws;], the p-th polynomial in Y is

O D S

2€[wy ;] refw ;17.5€[n]

Via EncBR’ and EncS', it is substituted to

D0 @) T BT

ZE[“’Q,z] TE[wLi]Jrvje[ ]
| §0<1,i>(§il,i>)—r @(1,i>B§1)(S§_1,i))T
= > : + Y A, :
o\ mT) e\ pmO B0 (gfm)T
(55)
i i i NT
(e g Mo (88T + Lol el (s8N
. : . (56)
m,i i m,i) % m,iy\ T
SD< >(ZZ€[“’2 il 771(”) (8 8! ) + ZTE[w1,i]+aJE[n] 771(’73571 (S7<' >) )
Note that in Eq. (55) above, we use
1 2 m m—+1 - 2m
(1)
Bj (2)
. B¢ L
By,(s) " = a O[T )
g
Bj
1 2 m
B!V i T
’ B® P (s
= J :
. (myi) r (m,i)\T
¥ Sr
) (sim)

(P<17i>B§-1) (57(_1,1'))7'

s0(771,1) Bgm) (Sg—m,i> )T

The term (56) is a vector in Zﬁl\}“. This can be divided to m blocks each of
length d;. For all ¢ € [m], the ¢-th block is evaluated to exactly 0 since
o if ¢ satisfies v, € U;_; and P, (z,y;) = 0, then we have in particular that
P, (z,y;) = 0. Hence, the polynomial in the ¢-th block evaluates to 0 due
to the co-selective symbolic property of I.
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o if ¢ does not satisfy the above, we have that g0<t’i> = 0 due to the definition
Of g0<tvi> .
— For i € [{], p € [w;;], the p-th polynomial in ¢

i) A(2,i i 2,
Dok Ty b s

zE[w2’i] TE[wLi]Jr’je[”]

(2,9 44

Via EncBR’ and EncS', it is substituted and evaluated to

i) ra(2,00T i 2,i\T
Z nz(z,?z(Sg Nt o+ Z n;,%,jBQ,j(S‘(r ))
z€[wy ;] Te[wly,;]'*',je[n]
which is evaluated to 0 in an analogous manner to the case of ., Indeed,
it is evaluated to exactly the term in Eq. (56) albeit replacing all g0<t’l> with

9<t’i>, and we use the analogous property of o) 1o argue zero evaluation.
Note that, in contrast to Eq. (57), this time we instead have

1 m m+1 m+2 - 2m

(1)
Bj
. B® , .
By, (7)) =] O . (e )T
. (m)
Bj
1 2 m
(1)
Bj (2)
-7 ()T

J Proof for Predicative Branching Program

This section provides the implication from the predicate for predicative span
programs to the predicate for predicative branching programs, which we omitted
from 9.1. For formality, we first capture the definition as follows.

Definition 13. Let P = { P, }, where P, : X,, x Y, — { 0,1}, be a predicate
family, indexed by x = (N, par). We define the Key-policy-Branching-augmented
predicate over P as KB1[P] = { P, } where P, : X, x Y, — {0,1} by letting

— X, ={ M| M is a predicative branching program over P, }.
- yg@ =Y
— P.(M,y)=1 <= M accepts y. %
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Augmentation over a set of predicates P can be defined analogously as
previously, namely, we define KB[P] := KB1[CP1og[DS[P]]].

As a further note, we remark that, similarly to boolean branching programs
in [23,8], it is w.l.o.g. to consider that there exists at most one edge connecting
any two nodes (that is why we can let E C \/2)7 and that we have only one start
node and one accept node.

We have the following result by generalizing the result that ABE for MSP
implies ABE for branching program from [8].

Lemma 7. KB1[P] can be embedded into KP1[P)].

The proof will follow in exactly the same manner as in [8]. We adapt it to
the context of PBP and provide here for self-containment.

Proof. We define a map from a PBP M = (I',¢y,q,,L) to an MSP (A, x) as
follows. Parse the set of edges as E = {eq,...,e,,}. We represent an edge as
e; = (qu , qwj), which means that the edge e; directs from node qQy, to node G, -
Let A be a matrix of dimension m x (o — 1) where its entry at (j, k) is defined by

0 otherwise

Let 7 : [m] — Y,, map j — L(e;). The map for ciphertext attribute is just the
identity map. We now prove that M accepts y if and only if (A, 7) accepts y.

We first prove the forward direction. Suppose M accepts y. Hence, there exists
a path from the start node (node ¢,) to the accept node (node ¢;) in I',. Let
(€j,5---»¢;,) be the edges on this path. Hence, P, (L(e;,),y) =1 for all i € [1,1].
Also, we have v; =w; | forall i€ [2,t], while v; =0 and w; = 1. Recall that
A|, consists of exactly all the rows j where P, (7(j),y) = 1; therefore, all the
TOWS jy, ..., J; are included in Al,, since 7(j;) = L(e;,). Now, consider the sum
of rows ji,...,7;. We have:

— The row j; contributes 1 at column w;, (and, by the definition of A, there is

no column corresponding to v; = o).
— For i € [2,¢ — 1], the row j; contributes —1 at column v;, = w;

J1-1?
column wj .

— The row j; contributes —1 at column v;, = w;,

and 1 at

,and 1 at column w; = 1.
1 t

Hence, all the values at column wj ,...,w;  are canceled out to 0, and it leaves

only 1 at the column w; = 1. That is, the sum is exactly (1,0,...,0). Therefore,
(1,0,...,0) € span(A/|,) which means that (A, ) accepts y.

We now prove the converse by contrapositive. Suppose that M does not accept
y. Let Fz: be the undirected graph obtained from I', by treating every edge as an

undirected edge. We have the following properties:26

%6 These properties were also used, albeit differently, for proving selective security for
the ABE for branching program of [23].
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1. Since M does not accept y, we have that the start node and the accept node
lie in different connected components of Fz;'

2. I ; contains no cycle. This is since I, is acyclic and every non-terminal node
has exactly one outgoing edge due to the determinism of PBP.

Assume for the sake of contradiction that (1,0,...,0) € span(Al,). Let J =
{ielt,m]|P,(n(j),y) =1}. (Hence, J is the set of edge indexes of I';). We
write this linear combination as (1,0,...,0) = ZjeJ c;A ., where A ;. is the row
j of A and ¢; is some coefficient. For each node index k € [1, 0], let J; be the set
of edge indexes j in J that are adjacent to k and that c¢; # 0. From the linear

combination, we must have that:

S oA {1 it k=1, (58)
CiAAG | = .
= 0 ifke(20-1]

Let Fz;/ be the subgraph of Fz; that takes all the edge indexes j € J such that
c¢; # 0. We observe that for every node index k € [2,0 — 1] (i.e., not the accept
nor the start node), there are at least two edges adjacent to g, in I“;/. This is
since otherwise the sum 3 e, ¢; A, would not be canceled out to 0, where we
observe that for j € Ji, we have A;; # 0. Next, we claim that I ;’ will always
contain a cycle. Hence, this will contradict the property 2, and the proof will be
concluded. It now remains to prove the claim. We consider an arbitrary node
index k € [2,0 — 1]. We have three cases:

— If ¢, is connected to neither the accept nor the start node in Fé/, then in
the largest connected subgraph of Fé’ that contains ¢, all the nodes have at
least two edges adjacent to it.

— If g, is connected to the accept node, then it is not connected to the start
node by the property 1. Hence, in the largest connected subgraph of I’ ;’ that
contains gy, there exists exactly one node (i.e., the accept node, ¢;) that may
have only one adjacent edge.

— If ¢ is connected to the start node, then it is not connected to the accept
node by the property 1. Hence, in the largest connected subgraph of F;’ that
contains gy, there exists exactly one node (i.e., the start node, ¢,) that has
one adjacent edge.

In all three cases, the considering connected subgraph has at most one node that
may have one adjacent edge (and all the other nodes have at least two adjacent
edges). Hence, it always contain a cycle. This concludes the proof of the claim,
and hence the lemma. O

K Unbounded Arbitrary Mixed-policy Augmentation

Nested-policy ABE, as proposed in §9, allows to nest ciphertext-policy and
key-policy layers. However, the structure of nesting is fixed for the resulting



75

augmented predicate. For example, CP[KP(P)] is a nested predicate which has
key-policy in a lower layer and ciphertext-policy in an upper layer. In this section,
we will explore what we call “Mixed-policy” ABE where the nesting structure can
be defined in an on-the-fly manner to a key and a ciphertext. In particular, the
nesting structure is not fixed for the predicate definition (and hence is not fixed
at the setup of the ABE scheme). The definition of such predicate will depend on
a base set P. The predicate allows any “closures” of P via operation KP and CP.

Definition 14. The any-policy-augmented predicate over a set P of predicate
families set is defined as KP[P] ©® CP[P]. We will use AP[P] as its shorthand.

Definition 15. The /¢-level mized-policy-augmented predicate over a set P of
predicate families, denoted as MP,[P], is defined recursively as follows.

MP, [P] := DS[?),
MP,[P] := MP,_,[P] ® AP[MP,_,[P]].

O

This recursively defined predicate will contain arbitrarily augmented predi-
cates so far to that level. To illustrate this, if we start from a set P of predicate
families, at the second level we obtain predicate DS[P] ® KP[P] ® CP[P]. At the
third level, we obtain predicate

DS[?] ® KP[P] ® CP[P] © KP[Dsm ©KP[P] & cpm}
®CP [DS[(P] © KPP & CP[?]] .

Hence, at the third level, any nested policy with two or less applications of KP[]
and CP[], e.g., CP[KP(P)], will be contained as a special case.

Constructing PES for MP,[P]. We first observe that using the concatenation
direct sum construction, Concat-Trans, would yield the parameter size being
exponential in the number of levels ¢. This is since when doing the direct sum
with new schemes, the parameter sizes will be added up. When going from level
{ —1 to £, the number of parameters for level £ will become at least 3 times of
that for level £ — 1. Hence, the overall size at level £ would be O(3°).
Fortunately, thanks to our construction for direct sum with parameter reuse,
Reuse-Trans, the parameter size (which will correspond to the public key size for
ABE) can be kept small. Our construction is as follows. A PES for MP,[P] is
obtained via Reuse-Trans. From MP,_;[P], we obtain a PES for KP[MP,_,[P]]
via CP1gog and KP1 as in Lemma 2, and a PES for CP[MP,_;[P]] analogously. We
then again use Reuse-Trans to combine to a PES for the direct sum of MP,_;[P],
KP[MP,_,[?]], and CP[MP,_;[P]], which results in MP,[P]. We have the following

lemma.
Lemma 8. Let P = {P(l)7 ey P(k)} be a set of predicate families. Suppose that
there exists a symbolically secure PES v for PY eqch with the parameter

size nj. Let n = max;cyn,. Then, the above PES construction for MP,[P] has
parameter size n + 2k + 10£.
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Proof. We prove by induction on ¢. When ¢ = 1, we have that the Reuse-Trans
yield n+-2k parameters, as shown in Construction 5. Assume that P := MP,_;[P]
has parameter size s := n+2k+10(¢/—1). Now since, CP1-Trans (for CP1og][-]) and
KP1-Trans (for KP1[:]) each adds up 2 elements, we have that a PES for KP[P']
has parameter size s + 4. The same goes for CP[P/]. Note that for simplicity
here, we always implicitly apply Layer-Trans so as to obtained admissible PES,
which can then be used for CP1-Trans, KP1-Trans. That is why the additional 2
elements are counted. Then combining P’, KP[P'], CP[P’] via Reuse-Trans yields
a PES for MP,[P], which has parameter size max{s,s+4,s+4}+2(3) = s+10 =
n + 2k + 10¢. O

L  Further Discussions

This section gathers discussions that are deferred from various sections in the
paper body.

L.1 On Difficulty of ABE for Non-monotone Span Programs

In §9, we describe how to achieve ABE for NSP in a modular manner. Here, we
further discuss why ABE for NSP is seemingly more difficult to achieve than
ABE for MSP.

In fact, there seems to some misunderstanding in the literature that ABE
for MSP can be converted to ABE for NSP with only small (possibly constant)
loss factor in efficiency (as we get comments from some anonymous reviewers).
This seems to stem from the fact that a Boolean NSP can be interpreted as a
Boolean MSP with the cost of increasing the input domain from, say n-bit, to
2n-bit. This can be done by propagating all the internal NOT gates (think of it
as a Boolean formula) so that they appear only at the input gates.

For the large-universe scheme, the input 0 and 1 amounts to check attribute
membership and non-membership, say, z € Y and x € Y, respectively. Intuitively,
in the context of ABE, this would be done by preparing the negative version of
attributes in U. However, if ABE for MSP is the only tool, this is not possible,
since the functionality of checking if z ¢ Y would have to be done only via
checking if x € U\Y, which is, in turn, not clear how to achieve (in ABE)
if U is of super-polynomial size. Moreover, even if U is of polynomial size, a
ciphertext of any set Y would incur the fixed-once-and-for-all size of O(|U]),
which can be inefficient. This issue is clearly discussed and motivated nicely in
the original paper of Ostrovsky et al. [32], to which we would refer readers for
further intuition.

L.2 Remark on the g-ratio Assumption

We remark that criticisms towards the so-called g-type assumptions often stem
from the Cheon attack [18], which exactly exploits the property that an as-

q
sumption contains terms like ¢* and g , for some ¢ € N, together in the same
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instance. However, there are no such terms in the g-ratio assumption of [2], where
every variable contains only degree one or minus one (we refer its description
to [2]). Hence this same reason for general criticism is not applied for the g-ratio
assumption. (We do not argue that the g-ratio Assumption is all trustworthy,
but argue only that the reason for criticism should not be from this general one
by the Cheon attack).

We note further that the g-raio assumption has been shown in [2] to be
implied from other specific g-type assumptions from [30,7], where the Cheon
attack may apply (since they contain terms as above). However, this should not
be a concern either since the g-raio assumption can be shown to hold in the
generic group model in its own right, in a very simple manner. (We do not pursue
here though.)

L.3 More Applications and Extensions

This section provides more applications, for supplementary to §9.

Extension for Direct Sum. Direct sum of Definition 7 can be generalized so
that we can have many instances of one predicate family. To do so, an index
is generalized from i to (4,id), where id is an instance identifier. Equality check
on id can be done via IBE, hence this generalized direct sum can be embedded
into P'®F A DS[P]. This is also similar to an idea for implementing the Okamoto-
Takashima variant of ABE definition, discussed in §9.2.

On Casting Known PESs. Any existing PESs proven secure in the sense of
perfect or computational master-key hiding [7,12,8] are not trivially broken in the
sense of [2]. Hence these PESs are also automatically symbolically secure via the
first theorem in [2]. Therefore, we can cast them all here and use as basic PESs
for basic predicates to be composed into our dynamic transformations. To name
just a few, we can cast the known PES constructions [7,12,8] for predicates of
doubly-spatial encryption, regular languages, branching programs, range/subset
membership [10], revocation [43].

Static Compositions of Predicates. Static compositions of predicates, where
the policy over predicate is fixed at setup, can be obtained from our dynamic
transformations by simply fixing the policy. For any P;, P,, its conjunction,
P, A P,, can be embedded into KPanp [Py © Ps] (or CPanp [Py ® Ps]). The same
applies for the disjunction, P, V P,.

Example of ABE with Multi-layer Functionality: Fine-grained Tax
Return Audit System. We can consider ABE where a lower layer is a regular
expression matching, while an upper one is a formula matching. Waters [41]
suggests a tax return audit system as a motivating application of his ABE for
Regular Language (RL). There, one considers a set of tax-return documents, each
consists of a public deduction claim and a private data which is the amount of
tax deductions. If the claim matches a certain regular expression (e.g., according
to tax laws), the private data can be read by an auditor who has a key related to
that expression. ABE for RL is needed as a claim can be arbitrarily long. This
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basic system can be considered as an access control system over claims (which
can be considered as objects). In real-world situations, however, we may also want
access control over auditors (which can be considered as subjects), on top of the
basic system. As motivated by recent real-world leak cases like the Panama or
Paradise Papers, such a fine-grained control of auditors (instead of all-or-nothing)
is much needed. (We want to protect data against these insider auditors who
might turn malicious and leak files.) This is possible via our CP[PR"]. It was not
possible before as we did not know how to combine RL under another layer of
policy. Similar to the audit system, regular expressions can be used for defining
rules in firewall systems or scanning virus for webpages, as suggested also in [41],
hence our framework can produce “fine-grained” versions of such systems.

L.4 Possible Real-world Applications

Geographically Distributed Key Management. In the talk in the Real-
world cryptography conference 2018, Sullivan [37] (Cloudfare inc.) proposed a
geographically distributed key management scheme (geo manager) that is very
useful for building efficient and secure communication over high-latency network,
possibly across continents of the world. His scheme includes a building block
which is essentially the AND composition of IBBE and IBR, in our terminology.
His scheme is implemented by AND secret sharing the message as M = M; & M,
and encrypting each with IBBE of Delerablée [22] and IBR of Attrapadung et
al. [11]. However, it is completely broken via a collusion attack (this was quickly
pointed out by an audience after the talk).

Our framework provide a clean and modular solution for the above application
by composing IBBE and IBR in our framework. Concrete pair encodings for
IBBE, IBR can be promptly obtained from §C. In particular, the end product,
namely, fully secure ABE, is inherently collusion-secure. Moreover, due to the
dynamic nature of our composition framework, it is also flexible to do even more
than the AND of IBBE/IBR, if needed so in the future. This can be done without
any cost (only changing a policy over IBBE/IBR, or even mixing with other
predicates).

L.5 Some New Insight from Our Framework

An informal discussion here is supplementary to the end of §2. What we found
interesting and might give some new insight (although we do not formalize here)
is that all the symbolic proofs in this paper essentially contain “mask” vectors
that encode exactly the necessary condition when a predicative machine M does
not not accept an input Y. On one hand, this somewhat follows along the same
line as recent works of Ambrona et al. [3] and Agrawal and Chase [2] (which we
base on), in the sense that their proofs give some “witnesses” (as used in [3]) or
“certificates” (as used in [2]) that act as a short proof that such a scheme is secure.
In symbolic security, these refer to those substituted vectors/matrices for a pair
(M,Y) where M does not accept Y. However, finding appropriate substituted
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vectors/matrices are somewhat not trivial tasks (as stated in [2]). On the other
hand, in our proofs, non-acceptance conditions for the considering predicate
(which should definitely be exploited in order to deduce a security proof) are
encoded in vectors in a somewhat more explicit manner. This is inherently due
to the fact that our transformations are modular and abstract, hence we can
separate what values come from based predicates or the predicative machine
itself. This is in contrast with all the symbolic proofs in [2] which were designed
specifically and monolithically to each PES, and hence all components (whether
from based predicates or policy over them) are intertwined. Particularly, we think
that the proof for our predicative DFA scheme decouples essential mechanisms in
the selective security proof in Waters’ DFA-based ABE [41] and in the selective
and co-selective master-key hiding proofs in Attrapadung’s DFA-based ABE [7],
in an abstract manner.

L.6 More Related Works and Open Problems

This subsection provides more related works and some open problems, deferred
from §1.

More Related Works. Conditional Disclosure of Secret (CDS) is a related
primitive that can be viewed as a limited form of private-key attribute-based
encryption which offers one-time information-theoretic security. Applebaum et
al. [5] studied generic compositions of CDS schemes. The composition takes CDS
schemes for predicate h;, and a boolean function g as inputs, and outputs a CDS
scheme for predicate g(hq,...,h,). Since the composition formula ¢ is fixed for
the derived scheme, we can view their composition as a static one. It might be
interesting to define what dynamic composition means in the context of CDS
and construct such compositions.

Ambrona et al. [4] recently built an automated tool for checking symbolic
security of the class of ABE called rational-fraction induced ABE. It might be
interesting to see how the tools can be used for deriving automated proofs for
our schemes for composed predicates. In their case studies for the (bounded)
ABE scheme of [24], the automated tool is able to prove security for only small
fixed-size attribute sets and policies. Since our composed predicates are even
more complex, it might require some breakthroughs to be able to derive a fully
automated tool that works for our schemes.

Open Problem. It is an open problem to construct a fully secure ABE scheme
for dynamically composed predicates, e.g., KP[P]—the key-policy-span-program-
augmented predicate over a set P of predicates, under static (non-g-type) as-
sumptions, such as DLIN. It would require some breakthroughs to construct one.
This is since even in the simplest setting where we consider the policy-augmented
predicate over one predicate P and one input, namely, KP1[P], we already require
the property of unbounded attribute multi-use in one policy and the property of
unbounded-size policy; and no such ABE (which achieves both unbounded prop-
erties and is fully secure under DLIN) is known, even for the specific predicates
KP1[P'®®F] (i.e., completely unbounded KP-ABE for MSP). We note that there
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are only two available fully secure KP-ABE schemes for MSP that achieve the
unbounded attribute multi-use property under DLIN, namely, the schemes by
Takashima [38] and Kowalczyk et al. [26]. However, both schemes pose restrictions
on bounded-size policies. Put in other words, solving the problem of constructing
fully secure completely unbounded KP-ABE schemes for MSP under DLIN, even
without compositions, would already require some breakthroughs; the problem
of constructing ABE for composed predicates among them under DLIN should
require even more new techniques to accomplish. All in all, it is thus natural to
use a stronger assumption (the g-ratio assumption) for now.
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