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Abstract. We present compact attribute-based encryption (ABE) schemes for NC! that are adaptively
secure under the k-Lin assumption with polynomial security loss. Our KP-ABE scheme achieves
ciphertext size that is linear in the attribute length and independent of the policy size even in the
many-use setting, and we achieve an analogous efficiency guarantee for CP-ABE. This resolves the central
open problem posed by Lewko and Waters (CRYPTO 2011). Previous adaptively secure constructions
either impose an attribute “one-use restriction” (or the ciphertext size grows with the policy size), or
require g-type assumptions.

1 Introduction

Attribute-based encryption (ABE) [SW05,GPSWO06] is a generalization of public-key encryption to
support fine-grained access control for encrypted data. Here, ciphertexts and keys are associated with
descriptive values which determine whether decryption is possible. In a key-policy ABE (KP-ABE)
scheme for instance, ciphertexts are associated with attributes like ‘(author:Waters), (inst:UT), (topic:PK)’
and keys with access policies like ((topic:MPC) OR (topic:SK)) AND (NOT(inst:UCL)), and decryption is
possible only when the attributes satisfy the access policy. A ciphertext-policy (CP-ABE) scheme is
the dual of KP-ABE with ciphertexts associated with policies and keys with attributes.

Over past decade, substantial progress has been made in the design and analysis of ABE schemes,
leading to a large families of schemes that achieve various trade-offs between efficiency, security
and underlying assumptions. Meanwhile, ABE has found use as a tool for providing and enhancing
privacy in a variety of settings from electronic medical records to messaging systems and online social
networks. Moreover, we expect further deployment of ABE, thanks to the recent standardization
efforts of the European Telecommunications Standards Institute (ETSI).?

In this work, we consider KP-ABE schemes for access policies in NC! that simultaneously:

(1) enjoy compact ciphertexts whose size grows only with the length of the attribute and is
independent of the policy size, even for complex policies that refer to each attribute many times;

(2) achieve adaptive security (with polynomial security loss);

(3) rely on simple hardness assumptions in the standard model;

(4) can be built with asymmetric prime-order bilinear groups.

* Supported in part by an NSF Graduate Research Fellowship DGE-16-44869; The Leona M. & Harry B. Helmsley
Charitable Trust; ERC Project aSCEND (H2020 639554); the Defense Advanced Research Project Agency (DARPA)
and Army Research Office (ARO) under Contract W911NF-15-C-0236; and NSF grants CNS-1445424, CNS-1552932
and CCF-1423306. Any opinions, findings and conclusions or recommendations expressed are those of the authors
and do not necessarily reflect the views of the the Defense Advanced Research Projects Agency, Army Research
Office, the National Science Foundation, or the U.S. Government.

** Supported in part by ERC Project aSCEND (H2020 639554).

3 https://www.etsi.org/news-events/news/1328-2018-08-press-etsi-releases-cryptographic-standards-for-secure-access-control



reference adaptive compact assumption unbounded

GPSW [GPSWO06] v static v/
LOSTW [LOST10,0T10] v static v/
LW [LW12] v v g-type
OT [0OT12] v 2-Lin v/ v
Att [Att16] v v g-type v
CGKW [CGKW18§] v k-Lin v/ v
ours, Section 6 v v static v/
ours, Section B v v static v/ v

Fig. 1. Summary of KP-ABE schemes for NC1

We also consider the analogous question for CP-ABE schemes with compact keys. In both KP and
CP-ABE, all four properties are highly desirable from both a practical and theoretical stand-
point and moreover, properties (1), (2) and (4) are crucial for many real-world applications
of ABE. In addition, properties (2), (3) and (4) are by now standard cryptographic require-
ments pertaining to speed and efficiency, strong security guarantees under realistic and natural
attack models, and minimal hardness assumptions. There is now a vast body of works on ABE
(e.g. [GPSW06,LOS'10,0T10,LW12,KLMM19], see Fig 1) showing how to achieve different combi-
nations of (1) — (4), culminating in several unifying frameworks that provide a solid understanding
of the design and analysis of these schemes [Att14,Weel4,CGW15,Att16,AC17]. Nonetheless, prior
to this work, it was not known how to even simultaneously realize (1) — (3) for NC! access policies*;
indeed, this is widely regarded one of the main open problems in pairing-based ABE.

Our results. We present the first KP-ABE and CP-ABE schemes for NC! that simultaneously
realize properties (1) — (4). Our KP-ABE scheme achieves ciphertext size that is linear in the attribute
length and independent of the policy size even in the many-use setting; the same holds for the key size
in our CP-ABE. Both schemes achieve adaptive security under the k-Lin assumption in asymmetric
prime-order bilinear groups with polynomial security loss. We also present an “unbounded” variant
of our compact KP-ABE scheme with constant-size public parameters.

As an immediate corollary, we obtain delegation schemes for NC! with public verifiability and
adaptive soundness under the k-Lin assumption [PRV12,LW12,CW14].

Our construction leverages a refinement of the recent “partial selectivization” framework for
adaptive security [JKKT17] (which in turn builds upon [FKPR14,FJP15HJO"16,JW16]) along
with the classic dual system encryption methodology [Wat09,LW12].

1.1 Technical overview

Our starting point is the Lewko-Waters framework for constructing compact adaptively secure ABE
[LW12] based on the dual system encryption methodology® [Wat09,LW10,LOST10]. Throughout,
we focus on monotone NC! circuit access policies, and note that the constructions extend readily

4 Note that there exist constructions of ABE for more general access policies like monotone span programs / Boolean

formulas with threshold gates [GPSWO06], and even polynomial-sized Boolean circuits [GVW13,GGH"13], as well
as constructions that support an exponentially large attribute universe [OT12], but all such constructions sacrifice
at least one of the properties (1)-(3). We view achieving (1)-(3) for any of these extensions as an interesting open
problem.
Essentially, the dual system proof method provides guidance for transforming suitably-designed functional encryption
schemes which are secure for one adversarial secret key request to the multi-key setting where multiple keys may be
requested by the adversary. Our main technical contribution involves the analysis of the initial single-key-secure
component, which we refer to later as our “Core 1-ABE” component.
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to the non-monotone setting®. Let (G, Ga, Gr) be an asymmetric bilinear group of prime order p,
where g, h are generators of G, G2 respectively.

Warm-up. We begin with the prior compact KP-ABE for monotone NC* [LW12,LOS*10,GPSWO06];
this is an adaptively secure scheme that comes with the downside of relying on g-type assumptions
(g-type assumptions are assumptions of size that grows with some parameter ¢. It is known that
many ¢-type assumptions become stronger as g grows [Che06], and in general such complex and
dynamic assumptions are not well-understood). The construction uses composite-order groups, but
here we’ll suppress the distinction between composite-order and prime-order groups for simplicity.
We associate ciphertexts ctyx with attribute vectors” x € {0,1}" and keys sk with Boolean formulas

f:

msk := (pu wl,...,wn) (1)
mpk —( sees g ie(g, )1,
= (g°, {gswl}xz—h (g, h)" - M)
= ({R77% 0 1T} jepm))s p : [m] — [n]
where p1,. .., iy, are shares of € Z, w.r.t. the formula f; the shares satisfy the requirement that

for any x € {0,1}", the shares {y};,, =1 determine y if x satisfies f (i.e., f(x) = 1), and reveal
nothing about p otherwise; and p is a mapping from the indices of the shares (in [m]) to the indices
of the attributes (in [n]) to which they are associated. For decryption, observe that we can compute
{e(g, h)#i®}4,=1, from which we can compute the blinding factor e(g, h)*® via linear reconstruction
“in the exponent”.

Here, m is polynomial in the formula size, and we should think of m = poly(n) > n. Note
that the ciphertext consists only of O(n) group elements and therefore satisfies our compactness
requirement.

Proving adaptive security. The crux of the proof of adaptive security lies in proving that u
remains computationally hidden given just a single ciphertext and a single key and no mpk (the
more general setting with mpk and multiple keys follows via what is by now a textbook application
of the dual system encryption methodology). In fact, it suffices to show that u is hidden given just

ctle := ({wila;=1)
sky o= ({PF9 1900 BT e )

where x, f are adaptively chosen subject to the constraint f(x) = 0. Henceforth, we refer to (ctl, sky)
as our “core 1-ABE component”. Looking ahead to our formalization of adaptive security for this
core 1-ABE, we actually require that u is hidden even if the adversary sees h"1, ... h"»; this turns
out to be useful for the proof of our KP-ABE (for improved concrete efficiency).

Core technical contribution. The technical novelty of this work lies in proving adaptive security
of the core 1-ABE component under the DDH assumption. Previous analysis either relies on a

6 Most directly by pushing all NOT gates to the input nodes of each circuit and using new attributes to represent
the negation of each original attribute. It is likely that the efficiency hit introduced by this transformation can be
removed through more advanced techniques & la [OSWO07,LSW10], but we leave this for future work.

" Some works associate ciphertexts with a set S C [n] where [n] is referred to as the attribute universe, in which case
x € {0,1}" corresponds to the characteristic vector of S.



g-type assumption [LW12,BSW07,Att14,AC17], or imposes the one-use restriction (that is, p is
injective and m = n, in which case security can be achieved unconditionally) [LOST10,Weel4]. Our
analysis relies on a piecewise guessing framework which refines and simplifies a recent framework of
Jafargholi et al. for proving adaptive security via pebbling games [JKK*17] (which in turn builds
upon [FKPR14,FJP15,HJO"16,JW16]).

Let Go denote the view of the adversary (ct),sks) in the real game, and G; denote the same
thing except we replace {y;} in sky with shares of a random value independent of p. Our goal is
to show that Gg ~. Gi. First, let us define an additional family of games {HY} parameterized by
U C [m]: HY is the same as Gy except we replace {yij : j € U} in sky with uniformly random values.
In particular, H? = Gy.

We begin with the “selective” setting, where the adversary specifies x at the start of the game.
Suppose we can show that Gy ~. G; in this simpler setting via a series of L + 1 hybrids of the form:

Gy = H™0) e HMO) o m HIEO) = Gy

where hg,...,hr, : {0,1}" — {U C [m] : [U| < R’} are functions of the adversary’s choices x. Then,
the piecewise guessing framework basically tells us that Gy ~. G; in the adaptive setting with a
security loss roughly m* - L, where the factor L comes from the hybrid argument and the factor m®*
comes from guessing h;(x) (a subset of [m] of size at most R'). Ideally, we would want m® < 2",
where 2" is what we achieve from guessing x itself

First, we describe a straight-forward approach which achieves L = 2 and R’ = m implicit in
[LW12] (but incurs a huge security loss 2™ > 2™) where

hl(X) = {j : xp(j) = O}

That is, H"® is Gy with pj in sk replaced by fresh ,ug < Zyp for all j satisfying z,;) = 0. Here,
we have

— Go ~ HM"®) via DDH, since h* T h'i computationally hides p; whenever x,;) = 0 and

w(;) is not leaked in cty;
— HM&) ~, G; via security of the secret-sharing scheme since the shares {uj @y = 1} leak no

information about p whenever f(x) = 0.

p(4)

This approach is completely generic and works for any secret-sharing scheme.

In our construction, we use a variant of the secret-sharing scheme for NC! in [JKK*17] (which
is in turn a variant of Yao’s secret-sharing scheme [VNS'03,1K02]), for which the authors also gave
a hybrid argument achieving I = 8¢ and R’ = O(dlogm) where d is the depth of the formula;
this achieves a security loss 29(@19™) Recall that the circuit complexity class NC! is captured by
Boolean formulas of logarithmic depth and fan-in two, so the security loss here is quasi-polynomial
in n. We provide a more detailed analysis of the functions hg, h1,...,hr used in their scheme, and
show that the subsets of size O(d) output by these functions can be described only O(d) bits instead
of O(dlogm) bits. Roughly speaking, we show that the subsets are essentially determined by a path
of length d from the output gate to an input gate, which can be described using O(d) bits since the
gates have fan-in two. Putting everything together, this allows us to achieve adaptive security for
the core 1-ABE component with a security loss 29(4) = poly(n).

Our ABE scheme. To complete the overview, we sketch our final ABE scheme which is secure
under the k-Linear Assumption in prime-order bilinear groups.

To obtain prime-order analogues of the composite-order examples, we rely on the previous
framework of Chen et al. [CGW15,GDCC16,BKP14] for simulating composite-order groups in



prime-order ones. Let (G1, G2, Gr) be a bilinear group of prime order p. We start with the KP-ABE
scheme in (1) and carry out the following substitutions:

(k+1)><k, LV Z/;—l—l (2)

gs —> [STA]l, R — {I‘j]g, w; —r Wl < Zp

where
A «— Z];X(k+1), S,Ij Z];,

k corresponds to the k-Lin assumption desired for security®, and [-]1,[]2 correspond respectively to
exponentiations in the prime-order groups G1,G2. We note that the naive transformation following
[CGW15] would have required W; of dimensions at least (k+ 1) x (k + 1); here, we incorporated
optimizations from [GDCC16,BKP14]. This yields the following prime-order KP-ABE scheme for
NC!:

msk := (v, Wy,..., W, )
mpk = ( [A]l, [AWlh, ey [AWn]l, €([A]1, [V]Q) ),

cty = < [STA]1, {[STAWi]l}mi:h 6([STA]17 [v]2) - M >

sk = ({[vj + W, rjl2, [rjl2}jem) )

where v; is the j'th share of v. Decryption proceeds as before by first computing

{e(ls" A, [Vj]2)}o)=0va, ;) =1

and relies on the associativity relations AW, -r; = A - Wyr; for all 4,5 [CW13].
In the proof, in place of the DDH assumption which allows us to argue that (h™i"i h"i) is
pseudorandom, we will rely on the fact that by the k-Lin assumption, we have

(A, AW, [Wir)]s, [r)]2) =, (A, AW, [Wir; + 6jja" s, [rj]2)

where A <« ZI;X(HU,WZ- — Zz(okH)X%,rj — ng and at € Z’;“ satisfies A -a’ = 0.

Organization. We describe the piecewise guessing framework for adaptive security in Section 3
and a pebbling strategy (used to define hg, ..., hr) in Section 4. We describe a secret-sharing scheme
and prove adaptive security of the core 1-ABE component in Section 5. We present our full KP-ABE
and CP-ABE schemes in Section 6 and Appendix A. We also present our unbounded KP-ABE
scheme in Section B.

2 Preliminaries

Notation. We denote by s «+ S the fact that s is picked uniformly at random from a finite set S.
By PPT, we denote a probabilistic polynomial-time algorithm. Throughout this paper, we use 1*
as the security parameter. We use lower case boldface to denote (column) vectors and upper case
boldcase to denote matrices. We use = to denote two distributions being identically distributed, and
~. to denote two distributions being computationally indistinguishable. For any two finite sets (also
including spaces and groups) S and S, the notation “S; &, So” means the uniform distributions
over them are computationally indistinguishable.

8 e.g: k = 1 corresponds to security under the Symmetric External Diffie-Hellman Assumption (SXDH), and k = 2
corresponds to security under the Decisional Linear Assumption (DLIN).



2.1 Monotone Boolean formulas and NC!

Monotone Boolean formula. A monotone Boolean formula f : {0,1}" — {0,1} is specified by
a directed acyclic graph (DAG) with three kinds of nodes: input gate nodes, gate nodes, and a
single output node. Input nodes have in-degree 0 and out-degree 1, AND/OR nodes have in-degree
(fan-in) 2 and out-degree (fan-out) 1, and the output node has in-degree 1 and out-degree 0. We
number the edges (wires) 1,2,...,m, and each gate node is defined by a tuple (g, aq, by, cq) Where
g:{0,1}%> — {0,1} is either AND or OR, ag, b, are the incoming wires, ¢, is the outgoing wire and
ag,by < cg. The size of a formula m is the number of edges in the underlying DAG and the depth of
a formula d is the length of the longest path from the output node.

NC! and log-depth formula. A standard fact from complexity theory tells us that the circuit
complexity class monotone NC! is captured by monotone Boolean formulas of log-depth and fan-in
two. This follows from the fact that we can transform any depth d circuit with fan-in two and
unbounded fan-out into an equivalent circuit with fan-in two and fan-out one (for all gate nodes) of
the same depth, and a 2¢ blow-up in the size. To see this, note that one can start with the root gate
of an NC! circuit and work downward by each level of depth. For each gate ¢ considered at depth i,
if either of its two input wires are coming from the output wire of a gate (at depth ¢ — 1) with more
than one output wire, then create a new copy of the gate at depth i — 1 with a single output wire
going to g (note that this copy may increase the output wire multiplicity of gates at depth strictly
lower than ¢ — 1). This procedure preserves the functionality of the original circuit, and has the
result that at its end, each gate in the circuit has input wires which come from gates with output
multiplicity 1. The procedure does not increase the depth of the circuit (any duplicated gates are
added at a level that already exists), so the new circuit is a formula (all gates have fan-out 1) of
depth d with fan-in 2, so its size is at most 2%. d is logarithmic in the size of the input for NC!
circuits, so the blowup from this procedure is polynomial in n. Hence we will consider the class NC?
as a set of Boolean formulas (where gates have fan-in 2 and fan-out 1) of depth O(logn) and refer
to f € NC! formulas.

2.2 Secret sharing

A secret sharing scheme is a pair of algorithms (share, reconstruct) where share on input f : {0,1}" —
{0,1} and p € Zy, outputs p, ..., pim € Zy, together with p : [m] — {0,1,...,n}.

— Correctness stipulates that for every x € {0,1}" such that f(x) =1, we have
reconstruct(f, z, {Mj}p(j):ov%(j):l) = .
— Security stipulates that for every x € {0,1}" such that f(x) =0, the shares
{13} p()=0va, ;=1
perfectly hide pu.
Note the inclusion of p(j) = 0 in both correctness and security. All the secret sharing schemes in

this work will in fact be linear (in the standard sense): share computes a linear function of the secret
w1 and randomness over Z,, and reconstruct computes a linear function of the shares over Z,, that is,

=2 () =0V, sy Wik

p(4)=1



2.3 Attribute-based encryption

An attribute-based encryption (ABE) scheme for a predicate pred( -, - ) consists of four algorithms
(Setup, Enc, KeyGen, Dec):

Setup(1*, X', Y, M) — (mpk, msk). The setup algorithm gets as input the security parameter \, the
attribute universe X, the predicate universe ), the message space M and outputs the public
parameter mpk, and the master key msk.

Enc(mpk, z,m) — ct,. The encryption algorithm gets as input mpk, an attribute z € X and a
message m € M. It outputs a ciphertext ct,. Note that x is public given ct,.

KeyGen(mpk, msk, y) — sk,. The key generation algorithm gets as input msk and a value y € Y. It
outputs a secret key sk,. Note that y is public given sk,.

Dec(mpk, sky, ct;) — m. The decryption algorithm gets as input sk, and ct,, such that pred(z,y) = 1.
It outputs a message m.

Correctness. We require that for all (z,y) € X x ) such that pred(z,y) = 1 and all m € M,
Pr[Dec(mpk, sk, Enc(mpk, z,m)) = m] =1,

where the probability is taken over (mpk, msk) « Setup(1*, X, Y, M), sk, < KeyGen(mpk, msk, y),
and the coins of Enc.

Security definition. For a stateful adversary A, we define the advantage function

(mpk, msk) < Setup(1*, X, Y, M);
ABE( Y L (@ mo,ma) + AKeYGen(msk) (mpk); |1
Advam(A) = Pr b =1b": b <—x {0,1};cty= < Enc(mpk, z*,mp); 2
b — AKeyGen(msk,~)(CtI*)

with the restriction that all queries y that A makes to KeyGen(msk, -) satisfy pred(xz*,y) = 0 (that is,
sk, does not decrypt ct;+). An ABE scheme is adaptively secure if for all PPT adversaries A, the

ABE

advantage Adv’’"()) is a negligible function in A.

2.4 Prime-Order Bilinear Groups and the Matrix Diffie-Hellman Assumption

A generator G takes as input a security parameter A and outputs a group description G :=
(p, G1,G2,Gr,e), where p is a prime of @(A) bits, Gy, G2 and G are cyclic groups of order p,
and e : G1 X G2 — G is a non-degenerate bilinear map. We require that the group operations
in G1, G2 and G7 as well the bilinear map e are computable in deterministic polynomial time
with respect to A. Let g1 € G1, g2 € G2 and gr = e(g1,92) € Gr be the respective generators.
We employ the implicit representation of group elements: for a matrix M over Z,, we define
M]; := gM, [M]s := gM, [M]r := g™, where exponentiation is carried out component-wise. Also,
given [A]l, [Bb, we let 6([A]1, [B]Q) = [AB}T
We define the matrix Diffie-Hellman (MDDH) assumption on G; [EHK*13]:

Definition 1 (MDDH,!, Assumption). Let { > k > 1 and m > 1. We say that the MDDHy?,
assumption holds if for all PPT adversaries A, the following advantage function is negligible in .

MDDH,

Adv 4 (A) == | PrA(G, [M]1, [MS]1) = 1] — Pr[A(G, [M];, [U]1) = 1] |

where M < ZﬁXk, S <=z Z’;X"L and U <4 Zf;xm.

7



The MDDH assumption on G5 can be defined in an analogous way. Escala et al. [EHK ™ 13] showed
that
k-Lin = MDDH}C’,QH = MDDH}, V¢ > k,m > 1

MDDH}"
with a tight security reduction (that is, Adv,  ““(A) = Advi™(})). In fact, the MDDH assump-

tion is a generalization of the k-Lin assumption, such that the k-Lin assumption is equivalent to the
MDDH}M 41 Assumption as defined above.

Definition 2 (k-Lin assumption). Let k > 1. We say that the k-Lin assumption holds if for all
PPT adversaries A, the following advantage function is negligible in \.
MDDH;,
AdVITEN(A) = Adv BN
Henceforth, we will use MDDHj, to denote MDDH,{/,JC 11 Lastly, we note that the k-Lin assump-

tion itself is a generalization, where setting £ = 1 yields the Symmetric External Diffie-Hellman
Assumption (SXDH), and setting k = 2 yields the standard Decisional Linear Assumption (DLIN).

3 Piecewise Guessing Framework for Adaptive Security

We now refine the adaptive security framework of [JKK™17], making some simplifications along the
way to yield the piecewise guessing framework that will support our security proof. We use (A, G)
to denote the output of an adversary A in an interactive game G, so the probability of A outputting
1 in game G is denoted by Pr[(A,G) = 1].

Suppose we have two adaptive games Gg and Gy which we would like to show to be indistinguish-
able. In both games, an adversary A makes some adaptive choices that define z € {0, 1}R. Informally,
the piecewise guessing framework tells us that if we can show that Gy, G; are e-indistinguishable in
the selective setting where all choices defining z are committed to in advance via a series of L 4+ 1
hybrids, where each hybrid depends only on at most R’ < R bits of information about z, then
Go, G are 22F' . [ . e-indistinguishable in the adaptive setting.

Overview. We begin with the selective setting where the adversary commits to z = z* in advance.
Suppose we can show that Gy ~. G; in this simpler setting via a series of L + 1 hybrids of the form:

GO = Hho(z*) S th(Z*) R+ R HhL(Z*) — Gl

where ho,...,hr : {0,1}% = {0,1}* and {Hu}ue{o,l}R’ is a family of games where the messages
sent to the adversary in H* depend on u.” In particular, the £’th hybrid only depends on hy(z*)
where |hy(2%)| < |2¥].

Next, we describe how to slightly strengthen this hybrid sequence so that we can deduce that
Gp =, G1 even for an adaptive choice of z. Note that {H“}ue {01} is now a family of adaptive
games where z is adaptively defined as the game progresses. We have two requirements:

The first, end-point equivalence, just says the two equivalences

Go = HG) | Gy = Hhe ()

9 Informally, {H"} describes the simulated games used in the security reduction, where the reduction guesses R’
bits of information described by u about some choices z made by the adversary; these R’ bits of information are
described by he(z) in the £’th hybrid. In the £’th hybrid, the reduction guesses a u € {0, 1}R/ and simulates the
game according to H* and hopes that the adversary will pick an z such that h¢(z) = u; note that the adversary is
not required to pick such an z. One way to think of H* is that the reduction is commited to u, but the adversary
can do whatever it wants.



hold even in the adaptive setting, that is, even if the adversary’s behavior defines an z different from
z*. In our instantiation, hg and hj, are constant functions, so this equivalence will be immediate.
The second, neighbor indistinguishability, basically says that for any ¢ € [L], we have

HY ~, H“, Yug,u; € {0,1}7
as long as the adversary chooses z such that
he—1(z) = up A he(2) = ug

It is easy to see that this is a generalization of H?-1(2") ~_ H™(=") if we require z = 2*. To formalize
this statement, we need to formalize the restriction on the adversary’s choice of z by having the
game output 0 whenever the restriction is violated. That is, we define a pair of “selective” games
ﬁg}o(uo,ul), I/-|\g71(u0,u1) for any ug,u; € {0,117, where

ﬁf,b(uo,ul) is the same as H", except we replace the output with 0 whenever

(he-1(2), he(2)) # (uo,u1).

That is, in both games, the adversary “commits” in advance to ug, u;. Proving indistinguishability
here is easier because the reduction knows ug,u; and only needs to handle adaptive choices of z
such that (hy—1(2), he(2)) = (ug, u1).

Adaptive security lemma. The next lemma tells us that the two requirements above implies
that Gg ~. G with a security loss 228 . L (stated in the contra-positive). In our applications, o1
and L will be polynomial in the security parameter.

Lemma 1 (adaptive security lemma). Fiz Go, Gy along with hg, hi, ..., hr : {0, 1} — {0, I}RI

and {Hu}ue{o 1yr such that

vV z* € {0, l}R : HGE) = Gy, HE(E) = Gy
Suppose there exists an adversary A such that
Pr[(A,Go) = 1] — Pr[(A,G1) = 1] > ¢

then there exists £ € [L] and ug,u1 € {0, 1} such that

H 0 €
PI'[<A7 H£70(U0,U1)> = 1] - PI‘[<A, H[71(U0,U1)> = 1] 2 m

This lemma is essentially a restatement of the main theorem of [JKK*17, Theorem 2]; we defer a
comparison to the end of this section.

Proof. For the proof, we need to define the game H,(z*) for all £ =0,1,...,L and all z* € {0,1}#
He(z*) is the same as H"¢(z") except we replace the output with 0 whenever z # z*.

Roughly speaking, in Hy(z*), the adversary “commits” to making choices z = z* in advance.

— Step 1. We begin the proof by using “random guessing” to deduce that

€
Z*F{g,l}RK ,Ho(2%)) = 1] Z*H{&I}RK ML) =1 = o5



This follows from the fact that H"() = Gy, H'2(*) = G; which implies
1

P ) =1 = el G =
*\\ _ 1 —
) 1) = S Plh G 1)

— Step 2. Via a standard hybrid argument, we have that there exists ¢ such that

€
P AHe1(2%)=1- P A Ho(z*)) =1] >
Z*H[il}RK JHe1(2%) = 1] z*<—{(§,1}R[< He(z) = 1] = g7

which implies that:
€
Y AH(E) =1— D [AH()=1]> T
2'€{0,1} 1 2'€{0,1} 1
— Step 3. Next, we relate ﬁg’o, ﬁg,l and Hy_q1, Hy. First, we define the set
Uy = {(he-1(), he(2)) - 2 € {0,137} € {0,137 x {0,1}7 ¢ € [I]
Observe that for all (ug, u1) € Uy, we have
Pr{(A, H1 (uo, u1)) = 1] = > Pr{(A,He(=")) = 1]
2':(he—1(2),he(2'))=(uo,u1)
Then, we have

ST Prl(AH()) = 1]

2’e{0,1}

= > > Pr[{A, He(z')) = 1]

(uo,u1)EUy \2":(he—1(2"),he(2"))=(uo,u1)

= > Pr[(AHpi(uo,m)) = 1]

(uo,u1)EUy
By the same reasoning, we also have
> Prl(AH () =1] = Pr[(A, Hyo(ug, u1)) = 1]
2'€{0,1}R (uo,u1)EUe

This means that
> (Prl(A Aeouo,ur)) = 1] = Prl(A, Ho (uo, u1)) = 1])

(uo,u1)EUp

_ Ny — 1] — "y — A
= Y PlAHAE) =1 Y PlAHE) =12
2'€{0,1} F 2’€{0,1}F

where the last inequality follows from Step 2.
— Step 4. By an averaging argument, and using the fact that [U]| < 227, there exists (ug, u1) € Uy
such that

H 0 €

This completes the proof. Note that 22%  can be replaced by maxy Uy O
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Comparison with [JKKT17]. Our piecewise guessing framework makes explicit the game H“
which are described implicitly in the applications of the framework in [JKK™17]. Starting from H
and hyg,...,hr, we can generically specify the intermediate games /H\g’o, ﬁf,l as well as the games
Ho,...,Hr used in the proof of security. The framework of [JKK™17] does the opposite: it starts
with the games Hy,...,Hy, and the theorem statement assumes the existence of hg,...,hr and
Hg 05 Hg 1 that are “COﬂSlstent” with Hy,...,Hy (as defined via a “selectivization” operation). We
believe that starting from H* and ho, ..., hy yields a simpler and clearer framework which enjoys the
advantage of not having to add1t1onally construct and analyze H 0.0 Hg 1 and Hy in the applications.

Finally, we point out that the sets &« and W in [JKK'17, Theorem 2] corresponds to Uy and
{0,1}* over here (that is, we do obtain the same bounds), and the i’th function h; corresponds to
the £’th function hy_1 o hy over here.

4 Pebbling Strategy for NC!

We now define a pebbling strategy for NC' which will be used to define the functions hy, ..., hr
we’'ll use in the piecewise guessing framework. Fix a formula f : {0,1}" — {0, 1} of size m and an
input = € {0,1}"™ for which f(z) = 0. A pebbling strategy specifies a sequence of L subsets of [m],
corresponding to subsets of input nodes and gates in f that are pebbled. We refer to each subset in
the sequence as a pebbling configuration and the ’th term in this sequence is the output of h;(f, x)
(where the combination of f,x correspond to the adaptive choices z made in our security game that
will be later analyzed in the piecewise guessing framework).

Our pebbling strategy is essentially the same as that in [JKK'17, Section 4]; the main difference
is that we provide a better bound on the size of the description of each pebbling configuration in
Theorem 1.

4.1 Pebbling Rules

Fix a formula f : {0,1}" — {0,1} and an input = € {0,1}" for which f(z) = 0. We are allowed
to place or remove pebbles on input nodes and gates in f, subject to some rules. The goal of a
pebbling strategy is to find a sequence of pebbling instructions that follow the rules and starting
with the initial configuration (in which there are no pebbles at all), will end up in a configuration
where only the root gate has a pebble. Intuitively, the rules say that we can place a pebble a node
or a gate if we know that the out-going wire will be 0. More formally,

Definition 3 (Pebbling Rules).

1. Can place or remove a pebble on any AND gate for which (at least) one input wire comes out of
a node with a pebble on it.

2. Can place or remove a pebble on any OR gate for which all of the incoming wires come out of
nodes which have pebbles on them.

3. Can place or remove a pebble on any input node for which x; = 0.

Given (f,x), a pebbling strategy returns a sequence of pebbling instructions of the form PEBBLE g
or unPEBBLE g for some gate g, with the property that each successively applied instruction follows
the pebbling rules in Definition 3.

4.2 Pebbling Strategy
Given an NC! formula f (recall Section 2.1) and an input x on which the formula evaluates to 0,

consider the pebbling instruction sequence returned by the following recursive procedure, which
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maintains the invariant that the output wire evaluates to 0 for each gate that the procedure is called
upon. The strategy is described in Figure 2 and begins by calling Pebble(f, x, g*) on the root gate
g*. We give an example in Figure 3.

Pebble(f,z, g):
Input: A node g of an NC! formula f with children g;, and gr along with input 2 defining values along the wires of f.

1. (Base Case) If g is an input node, Return “PEBBLE g”.

2. (Recursive Case) If g = OR, first call Pebble(f, z, gr) to get a list of operations Az, then call Pebble(f,z,gr) to
get a second list of operations Ag.
Return Ar o Ago “PEBBLE g” o Reverse(Agr) o Reverse(Ap)

3. (Recursive Case) If g = AND, call Pebble(f, z,-) on the first child gate whose output wire evaluates to 0 on input
x to get a list of operations A.
Return Ao “PEBBLE g¢” o Reverse(A)

Reverse(A):
Input: A list of instructions of the form “PEBBLE ¢” or “unPEBBLE ¢” for a gate g.

1. Return the list A in the reverse order, additionally changing each original “PEBBLE ” instruction to
“unPEBBLE ” and each original “unPEBBLE ” instruction to “PEBBLE ”.

Fig. 2. NC' formula pebbling strategy.

Note that if this procedure is called on the root gate of a formula f with an input x such that
f(z) =0, then every AND gate on which the Pebble() procedure is called will have at least one
child node with an output wire which evaluates to 0, and every OR gate on which the Pebble()
procedure is called will have child nodes with output wires which both evaluate to 0. Furthermore,
by inspection, Pebble(f, z, g*) returns a sequence of pebbling instructions for the circuit that follows
the rules in Definition 3.

4.3 Analysis.

To be useful in the piecewise guessing framework, we would like for the sequence of pebbling
instructions to have the property that each configuration formed by successive applications of
the instructions in the sequence is as short to describe as possible (i.e., minimize the maximum
representation size R’). One way to achieve this is to have, at any configuration along the way, as few
pebbles as possible. An even more succinct representation can be obtained if we allow many pebbles
but have a way to succinctly represent their location. Additionally, we would like to minimize the
worst-case length, L, of any sequence produced. We achieve these two goals in the following theorem.

Theorem 1 (pebbling NC!). For every input = € {0,1}" and any monotone formula f of depth
d and fan-in two for which f(x) =0, there exists a sequence of L(d) = 8¢ pebbling instructions such
that every intermediate pebbling configuration can be described using R'(d) = 3d bits.

Proof. Follows from the joint statements of Lemma 2 and Lemma 4 applied to the pebbling strategy
in Figure 2.

Comparison with [JKKT17]. Note that the strategy reproduced in Figure 2 is essentially the
same as one analyzed by [JKK*17], which argued that every configuration induced by the pebbling
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step move
pebble z1 (left)
pebble 2
pebble V (left)
unpebble 2
unpebble z1 (left)
pebble z;1 (right)
pebble A
unpebble z1 (right)
9  pebble V (right)
10 pebble z; (right)
11 unpebble A
12 unpebble z; (right)
13 pebble z1 (left)
0 0 0 1 0 0 0 1 14 pebble x2
after step 5: after step 6: 15 unpebble V (left)
16 unpebble x2
17 unpebble z; (left)

0~ O Uk W

Fig. 3. Intermediate pebbling configurations on input = 001. The thick black outline around a node corresponds to
having a pebble on the node. Note that steps 10-17 correspond to “undoing” steps 1-8 so that at the end of step 17,
there is exactly one pebble on the V node leading to the output node.

instruction sequence it produces can be described using d(log m + 2) bits, where m is the number
of wires in the formula. This follows from the fact that each such pebbling configuration has at
most d gates with pebbled children, and we can specify each such gate using logm bits and the
pebble-status of its two children using an additional two bits. Our Lemma 4 analyzes the same
pebbling strategy but achieves a more succinct representation by leveraging the fact that not all
configurations of d pebbled gates are possible due to the pebbling strategy used, so we don’t need
the full generality allowed by d - log m bits. Instead, Lemmas 3 and 4 show that every configuration
produced follows a pattern that can be described using only 3d bits.

Lemma 2 ([JKKT'17]). The pebbling strategy in Figure 2 called on the root gate g* for a formula f
of depth d with assignment x such that f(x) =0, Pebble(f,z,g*), returns a sequence of instructions
of length at most L(d) < 8.

This bound is a special case of that shown in [JKK17, Lemma 2] for fan-in two circuits.

Proof. This statement follows inductively on the depth of the formula on which Pebble() is called.
For the base case, when d = 0 (and Pebble has therefore been called on an input node) there is
just one instruction returned, and:
1<8°

When Pebble() is called on a node at depth d > 0, the node is either an OR gate or an AND
gate.

When Pebble() is called on an OR gate, using our inductive hypothesis for the instructions
returned for the subformula of depth d — 1, notice that the number of instructions returned is:

Ld=1)+Ld-1)4+14+Ld—-1)+L(d—1) =81 48471 41 4871 p gd-1 —4.841 1 1 <gd

When Pebble() is called on an AND gate, using our inductive hypothesis for the instructions
returned for the subformula of depth d — 1, notice that the number of instructions returned is:

Ld—=1)+1+Ld—-1)=8"1 414871 =2.891 1 1 <gd
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We note that the following lemma is new to this work and will be used to bound the representation
size R(d) of any configuration produced by application of the instructions output by the pebbling
strategy.

Lemma 3 (structure of pebbling configuration). Fvery configuration induced by application
of the instructions produced by the pebbling strategy in Figure 2 called on the root gate g* of a formula
f of depth d with assignment x such that f(x) = 0, Pebble(f,z,g"), has the following property for
all gates g in f with children gr,gRr:

If any node in the sub-tree rooted at gr is pebbled, then there exists at most one pebble on
the sub-tree rooted at gr,, namely a pebble on gy, itself

Proof. Call a node “good” if it satisfies the property above. First, we make the following observation
about the behavior of Reverse(): Applying Reverse() to a list of instructions inducing a list of
configurations for which all nodes are “good” produces a new list for which this is true. This
holds since Reverse() does not change the configurations induced by a list of instructions, just the
ordering (which is reversed). This follows from a simple proof by induction on the length of the
input instruction list and the fact that for an input list of instructions parsed as L o Ly for two
smaller-length lists, we can implement Reverse(L; o Lo) as Reverse(Lg) o Reverse(L1).

We proceed with our original proof via a proof by induction on the depth of the formula upon
which Pebble() is called.

Inductive Hypothesis: For formulas f of depth d — 1 with root gate ¢g* and assignment x such that
f(z) =0, Pebble(f, x, g*) returns a sequence of instructions that induces a sequence of configurations
that (1) end with a configuration where ¢g* is the only pebbled node, and satisfies: (2) in every
configuration all nodes are “good.”

Base Case: when Pebble(f, x, g*) is called on a formula of depth 0, the formula consists of just
an input node g*. The (single) returned instruction PEBBLE ¢* then satisfies that in both the initial
and final configuration, the single node g* is good. Also, the sequence ends in the configuration
where g* is the only pebbled node.

Inductive Step: when Pebble(f,z, g*) is called on formula of depth d > 0. Let g7, g, denote the
children of the root gate g* (either an AND or OR gate). Note that the sub-formulas fgz and fg;%
rooted at g7 and gy have depth d — 1. We proceed via a case analysis:

If g* is an AND gate, then suppose the sequence of instructions returned is

Pebble(fy: ,, gp) o PEBBLE g" o Reverse(Pebble(fy: , z, gr))

(The case with g7 instead of g is handled analogously, even simpler). Suppose Pebble(fy: .z, g5)
and thus Reverse(Pebble(f,«, x, g; produces Lg instructions. We proceed via a case analysis:
9Rr R

— Take any of the first Ly configurations (starting from 0’th). Here, all pebbles are in the subformula
rooted at gj. We can then apply part (2) of the inductive hypothesis to the subformula faz,
rooted at gy (of depth d — 1) to deduce that property “good” holds for all nodes in fg}%. All
nodes in fg: are unpebbled in all configurations, so they are automatically good. Lastly, the
root gate g* has no pebbled nodes in the subformula rooted at gy, so it is also good.

— For the (Lo + 1)’th configuration reached after PEBBLE g¢*, there are only two pebbles, one on g*
(from the PEBBLE g* instruction) and another on g}, (from part (1) of our inductive hypothesis
applied to the (depth d — 1) subformula fg: ). It is clear that all nodes in this configuration are
good.

— For the last Ly configurations, there is one pebble on ¢* and all remaining pebbles are in the
subformula rooted at g. Clearly, g* is good. All nodes in [fg; are unpebbled in all configurations,
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so they are also good. Moreover, we can apply the inductive hypothesis to fg: combined with
our observation that Reverse preserves property (2) of this hypothesis to deduce that all nodes
in the subformula are also good for all configurations.

Lastly, notice that since the last Lg instructions undo the first Lg instructions, the final configuration
features a single pebble on g*.
If g* is an OR gate, then the sequence of instructions returned is

Pebble(fy: , z, gi) o Pebble(fy: , z, gr) o PEBBLE g¢" o Reverse(Pebble(fyx , z, gr)) © Reverse(Pebble(fy: , z, 91))

Suppose Pebble(fyx, , g), Pebble(fy: , 2, g7 ), and thus Reverse(Pebble(fyx , , g3)), Reverse(Pebble(fy: , z, g7 )),
produces Lg, L1 instructions. We proceed via a case analysis:

— Take any of the first Ly configurations (starting from 0’th). Here, all pebbles are in the subformula
fgz rooted at g7. We can then apply part (2) of the inductive hypothesis to (depth d — 1) fy= to
deduce that property “good” holds for all nodes in fg: . All nodes in the subformula rooted at
9ps fgl*%, are unpebbled in all configurations, so they are automatically good. Lastly, the root
gate g* has no pebbled nodes in the subformula rooted at g3, so it is also good. Finally, by part
(1) of this application of the inductive hypothesis, we know that Loth configuration features a
single pebble on g7 .

— Take any of the next L; configurations (starting from the Ly’th). Here, all pebbles are in the
subformula rooted at g}, except for the single pebble on g7. We can then apply part (2) of
the inductive hypothesis to (depth d — 1) fox (of depth d — 1) to deduce that property “good”
holds for all nodes in fgz- All nodes in the subformula rooted at g7 have no pebbles in their
own subformulas, so they are automatically good. Lastly, the root gate ¢* may have pebbled
nodes in the subformula rooted at g}, but the only pebbled node in the subformula rooted at g7
is g7 itself, so it is also good. Finally, we know that the Lo + Lith configuration features two
pebbles: a pebble on g} (from the first Ly instructions), and a pebble on g}, (by part (1) of this
application of the inductive hypothesis).

— For the (Lo + Lj + 1)’th configuration reached after PEBBLE g¢*, there are only three pebbles,
one on g* (from the PEBBLE g* instruction), one on gj (from the first Ly instructions), and
another on g7 (from the next L; instructions). It is clear that all nodes in this configuration are
good.

— For the next L; configurations (reversing the instructions of the set of size L;), there is one
pebble on g*, one pebble on g7, and all remaining pebbles are in the subformula rooted at gF,
fgz- g* 1s good, since it only has one pebble in the subformula rooted at g7, on g7, itself. All
nodes in the subformula rooted at g7 have no pebbles in their own subformulas, so they are
also good. Moreover, we can apply the inductive hypothesis to (depth d — 1) fg}; combined with
our observation that Reverse preserves property (2) of this hypothesis to deduce that all nodes
in fg: are also good for all configurations. Note the final configuration in this sequence then
contains two pebbles, one of g* and one on g7.

— For the final Ly configurations (reversing the instructions of the set of size L), there is one
pebble on g*, and all remaining pebbles are in the subformula rooted at g7. g* is good, since it
has no pebbles in the subformula rooted at g7. Similarly, all nodes in the subformula rooted at
g7, are also good. Moreover, we can apply the inductive hypothesis to (depth d — 1) fgz combined
with our observation that Reverse preserves property (2) of this hypothesis to deduce that all
nodes in fg: are also good for all configurations.

Lastly, notice that since the last Ly 4+ L1 instructions undo the first Ly + L; instructions, the final
configuration features a single pebble on g*.
O
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Lemma 4 (R/'(d) = 3d). Every configuration induced by application of the instructions produced by
the pebbling strategy in Figure 2 for a formula f of depth d with assignment x such that f(x) =0
can be described using R'(d) = 3d bits.

Proof. We can interpret 3d bits in the following way to specify a pebbling: the first d bits specify a
path down the formula starting at the root gate (moving left or right based on the setting of each
bit), the next 2(d — 1) bits specify, for each of the (d — 1) non-input nodes along the path, which of
its children are pebbled. Finally one of the last 2 bits is used to denote if the root node is pebbled.

From Lemma 3, we know that for all gates g with children g7, gr, if any node in the sub-tree
rooted at gr is pebbled, then there exists at most one pebble on the sub-tree rooted at gr, namely
a pebble on g, itself. So, given a pebbling configuration, we can start at the root node and describe
the path defined by taking the child with more pebbles on its subtree using d bits. All pebbles in
the configuration are either on the root node or on children of nodes on this path and therefore
describable in the remaining 2d bits. a

5 Core Adaptive Security Component

In this section, we will describe the secret-sharing scheme (share, reconstruct) used in our ABE
construction. In addition, we describe a core component of our final ABE, and prove adaptive
security using the pebbling strategy defined and analyzed in Section 4 to define hybrids in the
piecewise guessing framework of Section 3.

Overview. As described in the overview in Section 1.1, we will consider the following “core 1-ABE
component”:

cty = ({wite,=1)
sk := ({R"} 5(jy=0 U {RHTT3%e0) RT3} 0 40)

where ({15}, p) < share(f, ). We want to show that under the DDH assumption, p is hidden given
just (ct},sky) where x, f are adaptively chosen subject to the constraint f(x) = 0. We formalize
this via a pair of games GJ™*PF, GI"*P" and the requirement G{™*P* a2, GI"*PE. In fact, we will study a
more abstract construction based on any CPA-secure encryption with:

ctie := ({wi}a,=1)
sk := {15} p(j)=0 U {CPA.Enc(wy ), 115) } p(j)20 Where ({115}, p) < share(f, u)

5.1 Linear secret sharing for NC!

We first describe a linear secret-sharing scheme for NC!; this is essentially the information-theoretic
version of Yao’s secret-sharing for NC! in [JKK*17,VNS*03,1K02]. It suffices to work with Boolean
formulas where gates have fan-in 2 and fan-out 1, thanks to the transformation in Section 2.1. We
describe the scheme in Figure 4, and give an example in Figure 5. Note that our non-standard
definition of secret-sharing in Section 2.2 allows the setting of p(j) = 0 for shares that are available
for reconstruction for all z. We remark that the output of share satisfies [{1;}| < 2m since each of
the m nodes adds a single p; to the output set, except for OR gates which add two: p;, and g, .

The reconstruction procedure reconstruct of the scheme is essentially applying the appropriate
linear operations to get the output wire value fi. at each node starting from the leaves of the formula
to get to the root fi,, = u.
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share(f, u):
Input: A formula f:{0,1}" — {0,1} of size m and a secret u € Zy.

1. For each non-output wire j = 1,...,m — 1, pick a uniformly random fi; <— Z,. For the output wire, set fi,, = i

2. For each outgoing wire j from input node 4, add p; = fi; to the output set of shares and set p(j) = i.

3. For each AND gate g with input wires a, b and output wire ¢, add pec = fic + fia + fis € Zp to the output set of
shares and set p(c) = 0.

4. For each OR gate g with input wires a, b and output wire ¢, add pic, = fic + fla € Zp and pie, = flc + fo € Zp to
the output set of shares and set p(c.) = 0 and p(cp) = 0.

5. Output {y;}, p.

Fig. 4. Information-theoretic linear secret sharing scheme share for NC?

i1 2 3 4 5a
i fi2 f3 fa fa+ fis
o(j) 1 2 1 3 0

j 51; 6 7a 7b

py o fl2 + s i3 + fia + fle fis + p fle +
pG) O 0 0 0

Fig. 5. Left: Formula (21 V z2) V (21 A x3), where the wires are numbered 1,2, ...,7. Right: Shares (u1,...,ur,) and
mapping p for the formula corresponding to secret pu € Z),

— Given [ig, fip associated with the input wires of an AND gate, we recover the gate’s output wire
value fi. by subtracting their values from g, (which is available since p(c) = 0).

— Given one of fi4, fip associated with the input wires of an OR gate, we recover the gate’s output
wire value fi. by subtracting it from the appropriate choice of i, or i, (which are both available

since p(cq) = p(cp) = 0).
Note that reconstruct(f,ac,{uj}p(j)zo\/%m:l) computes a linear operation with respect to the
shares p1;. This follows from the fact that the operation at each gate in reconstruction is a lin-

ear operation, and the composition of linear operations is itself a linear operation. Therefore,
reconstruct(f,:z:,{uj}p(j)zovzp(j)zl) is equivalent to identifying the coefficients w; of this linear

function, where p = Zp(j):ov%(]-):l Wiipj.
As with any linear secret-sharing scheme, share and reconstruct can be extended in the natural
way to accommodate vectors of secrets. Specifically, for a vector of secrets v € Z';, define:

share(f,v) := ({v; := (v1,5, .., Vkj))}, p) where ({v;;},p) < share(f,v;)
(note that p is identical for all 7). reconstruct can also be defined component-wise:

reconstruct(f, x, {Vj}p(j)zo\/xp(j>:1) = Z w;jVv; where w; are computed as above
p(j)zovmp(j):l

Our final ABE construction will use this extension.
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5.2 Core 1-ABE Security Game

Definition 4 (Core 1-ABE Games G}-2P¢ G1-2b¢). For q stateful adversary A, we define its
output in the following interactive games Gé‘ABE for B € {0,1}.

) @ s
1-ABE\ .__ TR ey < Zp,wz < CPASetup(A)
<A’ G’B > T ]I {b - 1 : b/ < AOF(')voX(')roE('v’)(M(O))

where I is the indicator random variable and the adversary A adaptively interacts with three oracles:

Oe(f) = {sk} = {,uj}p(j)zo U {CPA.Enc(wp(j), /,Lj)}p(j)?go where ({1}, p) share(f,,u(ﬁ))
Ox(z) := (cty = {wi}z,=1)
Ok(i,m) := CPA.Ency, (m)

with the restrictions that (i) only one query is made to each of Og(-) and Ox(-), and (ii) the queries
f and x to Op(-), Ox(-) respectively, satisfy f(x) = 0.

To be clear, the 8 in Gé‘ABE affects only the implementation of the oracle O (where 1P is shared),

and A is given u® as input in both games. We will show that G5 ~. GI"*B® where we instantiate
share using the scheme in Section 5.1. That is, Theorem 2 will bound the quantity:

Pr(A, G") = 1] — Pr{(A, GI**%) = 1]

Comparison with [JKKT17]. Proving adaptive security for the core 1-ABE with share is very
similar to the proof for adaptive secret-sharing for circuits in [JKK'17]. One main difference is that
in our case, the adaptive choices z correspond to both (f, ), while in the adaptive secret-sharing
proof of [JKK'17], f is fixed, and the adaptive choices correspond to x, but revealed one bit at a
time (that is, Ox(i,x;) returns w; if x; = 1). Another difference is the O oracle included in our
core 1-ABE game, which enables the component to be embedded in a standard dual-system hybrid
proof for our full ABE systems. Lastly, we leverage our improved analysis in Lemmas 3 and 4 to
achieve polynomial security loss, rather than the quasi-polynomial loss we would get from following
their proof more directly.

5.3 Adaptive Security for Core 1-ABE Component

We will show that Gi™PF a2, GI"*PE as defined in Definition 4 using the piecewise guessing framework.
To do this, we need to first define a family of games {H"} along with functions ho, ..., hz, using the
pebbling strategy in Section 4. First, we will describe share®, which will be used to define H%.

Defining share“ Recall that Lemma 4 describes how to parse a u € {0,1}3¢ as a pebbling
configuration: a subset of the nodes of f. Further, note that each node contains one output wire, so
we can equivalently view u as a subset of [m] denoting the output wires of pebbled gates. Given a
pebbling configuration u of an NC! formula, the shares are generated as in the secret-sharing scheme
in Figure 4, except for each pebbled node with output wire ¢, we replace u. with an independent
random . <— Z, (in the case of a pebbled OR gate, we replace both associated fi, and p., with
independent random fic,, fte, < Zp, i.e: both g, , e, are associated with wire c.). In particular, we
get the procedure share"(f, 1) defined in Figure 6.
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share™(f, p):
Input: A formula f:{0,1}" — {0,1}, a secret p € Zyp, and a pebbling configuration u of the nodes of f.

1. Compute ({g}}, p) < share(f, 1) as defined in Figure 4
2. For each pf, if j € w (i.e: if j is the output wire of a pebbled node), then sample p; < Z,. Otherwise, set j; := pj.
3. Output {u;},p.

Fig. 6. Pebbling-modified secret sharing scheme share®

Hybrid Distribution H* We now define our hybrid games, and remark that Section 3 used
z €40, 1}R to denote the adaptive choices made by an adversary, and the functions hy that define
our hybrid games will depend on the adaptive choices of both the f € NC! and z € {0,1}" chosen
during the game, so in our application of the piecewise guessing framework of Section 3, z will
be (f,z). Note that the conclusion of the framework is independent of the size of the adaptive
input (R = |f| + n), and the framework allows its = to be defined in parts over time, though in our
application, z will be defined in one shot.

Definition 5 (H* and hy). Let H* be GLBE with (f, 1) used in the implementation
of oracle Og(f) (replacing (f, 19)). Let hy : NC* x {0,1}"* — {0, 1} denote the function
that on formula f with root gate g* and input x € {0,1}" where f(x) = 0, outputs the pebbling
configuration created from following the first £ instructions from Pebble(f,z, ¢*) of Figure 2.

Note that the first 0 instructions specify a configuration with no pebbles, so hg is a constant
function for all f,z. Also, from the inductive proof in Lemma 3, we know that all sequences of
instructions from Pebble(f, z, ¢*) when f(z) = 0 result in a configuration with a single pebble on
the root gate g*, so hp is a constant function for all f,z where f(x) = 0. Furthermore, note that for
all such f,z:

— HM(2) ig equivalent to GLAPF (since share™ ) (£, 1,0)) = share(f, u(9)));

— HhL(2) ig equivalent to GIAPF (since share™-(/2)(f, 110} = share(f, u™V)) for an independently
random u(l) which is implicitly defined by the independently random value associated with the
output wire of the pebbled root gate: ji,).

We now have a series of hybrids G{PF = Hho(fw) Hha(fx)  Hho(f2) = GI*P® which satisfy end-
point equivalence and, according to the piecewise guessing framework described in Section 3, define
games Hy o(uo,u1), He1(uo, ur) for £ € [0, L].

Lemma 5 (neighboring indistinguishability). For all ¢ € [L] and ug,u; € {0, 1}3'}
Pr{(A, Heo(ug, u1)) = 1] = Pr[(A, Hea(uo,w)) = 1] < - Advg™ (A)

Proof. First, observe that the difference between ﬁg,o(UQ,ul) and /H\m(uO,ul) lies in Of(-): the

former uses and the latter uses . Now, fix the adaptive query f to Of. We consider

two cases.

First, suppose there does not exist 2’ € {0,1}" such that hy_1(f,2") = uo and he(f,2") = u;.
Then, both (A, Hy(ug,u1)) and (A, ﬁg71(u0,u1)> output 0 (i.e., abort) with probability 1 and then
we are done.

In the rest of the proof, we deal with the second case, namely there exists 2’ € {0,1}" such
that hy_1(f,2") = up and hy(f,2') = wi. This means that ug and u; are neighboring pebbling
configurations in Pebble(f,2’, g*), so they differ by a pebbling instruction that follows one of the
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rules in Definition 3. We proceed via a case analysis depending on what the instruction taking
configuration ug to uy is (the instruction is uniquely determined given wug, uq, f):

— pebble/unpebble input node with out-going wire : Here, the only difference from share (f, ()
to share (f, u(9)) is that we change to a random element of Z, (or vice-versa). The

pebbling rule for an input node requires that the input z to Ox(-) in both ﬁg’o(UO, up) and
I/-|\g71(uo,u1) satisfies ;) = 0. Indistinguishability then follows from the CPA security of
(CPA.Setup, CPA.Enc, CPA.Dec) under key w,;y; this is because x,;) = 0 and therefore w,;)
will not need to be supplied in the answer to the query to Ox(x). In fact, the two hybrids are
computationally indistinguishable even if the adversary sees all {w; : i # p(j)} (as may be
provided by Ox(z)).

— pebble/unpebble AND gate with out-going wire [¢] and input wires a, b corresponding to nodes
ga> gp- Here, the only difference from share® (f, u(9)) to share® (f, (?)) is that we change
from an actual share fi, + fi + fic to a random element of Z, (or vice-versa). The pebbling
rules for an AND gate require that there is a pebble on either g, or g, say g,. Therefore, p, is
independent and uniformly random in both distributions share® (f, (%)) and share®t (f, x(?)), and
thus /i, is fresh and independently random in both distributions (this uses the fact that g, has
fan-out 1) and makes the distribution of p. = fiq + fip + fic in hybrid ¢ — 1 independently random.
We may then deduce that share®(f, 1(9)) and share"! (f, u(9)) are identically distributed, and
therefore so is the output Og(f). (This holds even if the adversary receives all of {w; : i € [n]}
from its query to Ox(x)).

— pebble/unpebble OR gate with out-going wire and input wires a, b corresponding to nodes
Jas gp- Here, the only difference from share® (f, 1(0)) to share® (f, u(?)) is that we change

from actual shares (fiq + fic, fip + fic) to random elements of Z, (or vice-versa). The pebbling
rules for an OR gate require that there are pebbles on both g, and gp. Therefore, p, and up are
independent and uniformly random in both distributions share® (f, u(?)) and share® (f, u(9)),
and thus fi,, [ip are fresh and independently random in both distributions (using the fact that
Ja, g» have fan-out 1), and make the distributions of ji., = fiq + fic, fte, = fla + fip in hybrid £ —1
both independently random. We may then deduce that share® (f, 4(?)) and share®! (£, u(?)) are
identically distributed, and therefore so is the output Og(f). (This holds even if the adversary
receives all of {w; : i € [n]} in its query to Ox(z)).

In all cases, the simulator can return an appropriately distributed answer to Ox(x) = {w; }z,—1
since it has all w; except in the first case, where it is missing only a w; such that x; = 0. Additionally,
we note that in all cases, a simulator can return appropriately distributed answers to queries to the
encryption oracle Og (i, m) = Ency, (m), since only in the first case (an input node being pebbled
or unpebbled) is there a w; not directly available to be used to simulate the oracle, and in that
case, the simulator has oracle access to an Ency, () function in the CPA symmetric-key security
game, and it can uniformly guess which of the n variables is associated with the input node being
pebbled and answer O requests to that variable with the CPA Enc,, (-) oracle (the factor of n due
to guessing is introduced here since the simulator may not know which variable is associated with
the input node at the time of the oracle request, e.g: for requests to O made before Ox, so the
simulator must guess uniformly and take a security loss of n).

In all but the input node case, the two distributions (A, /H\g70(u0,u1)> and (A, ﬁg’l(uo,ul» are
identical, and in the input node case, we’ve bounded the difference by the distinguishing probability
of the symmetric key encryption scheme, the advantage function AdngA()\), conditioned on a
correct guess of which of the n input variables corresponds to the pebbled /unpebbled input node.
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Therefore, R -
Pr[(A, Hyo(uo, ur)) = 1] = Pr[(A, H 1 (uo, w1)) = 1] < n - Advg™ (A)

5.4 CPA-secure symmetric encryption

We will instantiate (CPA.Setup, CPA.Enc, CPA.Dec) in our Core 1-ABE of Definition 4 with a variant
of a standard CPA-secure symmetric encryption scheme based on k-Lin from [EHK T 13] that supports
messages [M]s € G of an asymmetric prime-order bilinear group G:

CPA.Setup(1?) : Run G « G(1*). Sample w < Z&, output sk := w
CPA.Enc(sk, [M]3) : Sample r < ZF, output (cty,cty) := ([M + w 'r]s, [r]2)
CPA.Dec(sk, (cty, cts)) : Output ct; - (sk"cty) L.

Correctness Note that: cty - (sk cto) ™' = [M +w'r — w'r]y = [M]s.
Lemma 6. Advg™*(\) < Adv SN ())

Proof. Consider the following adversary B*, which, when given a MDDH}M 41 challenge: (G, [M]z, [z]2)
(where either [z]y = [Ms]s for s « Zlg or [z]s = [u]s for u « Zf,“) where ¢ is the maximum
number of CPA encryption queries that will be requested, prepares the following challenge ciphertext:
(cty,cta) := ([Mp + zo11]2, [Myy1]2), where 2,41 is the (£ + 1)th coordinate of z and My, is the
(¢ + 1)th row of M. To answer the ith CPA encryption oracle query for message [M]2, B* returns
(Ctl,ctg) = ([M + ZZ‘]Q, [Mz]g)

If [2]o = [Ms]y, then z; = s M; and so the challenge ciphertext and responses to CPA queries are
distributed as a normal encryptions with sk = s and # = M;. This is the normal CPA security
game.

If [z]2 = [u]2, then z; (and all z;) is independent and uniformly random, information-theoretically
hiding Mj in the challenge ciphertext and rendering its distribution independent of 5. In this game

the adversary’s advantage is 0.

1
It then follows that: AdvgTA(\) < AdVZE:DDHk’Hl(A)-

A 1
From Section 2.4 we have that: AdeI*DDHk’ZH(/\) = AdVlz€37LIN()\)~
So, we have: AdvgPA (X)) < Adv LN ()).

Theorem 2. The Core 1-ABE component of Definition 4 implemented with (share, reconstruct)
from Section 5.1 and the CPA-secure symmetric encryption scheme (CPA.Setup, CPA.Enc, CPA.Dec)
from Section 5.4 satisfies:

Pr[(A, GI) = 1] — Pr{{A, G1%) = 1] < 257 87 n - Adv™ ()

Proof. Recall the hybrids GL5F = Hho(F2) Hha(f2) | HPL(F2) = GI-ABE defined in Section 5.3.
Lemma 5 tells us that: for all £ € [L] and ug, u; € {0,1}%,

Pr[(A, ﬁz,o(uo,m» = 1] — Pr[{A, ﬁé,l(uo,ul» = 1] < n-AdVEPA(N)
These hybrids satisfy the end-point equivalence requirement, so Lemma 1 then tells us that:
Pr[(A, Gy **) = 1] = Pr[{A, G = 1] < 22 - L n - Advi™ (V)

Lemma 4 tells us that R’ < 3d, and Lemma 2 tells us that L < 8, where d is the depth of the
formula. Finally, Lemma 6 tells us that Advz2(\) < AdvAEN (). So:

Pr{{A, G§*) = 1] — Prl(A, G]*™) = 1] < 208 - Adv /M (1)
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6 Our KP-ABE Scheme

In this section, we present our compact KP-ABE for NC! that is adaptively secure under the
MDDH,, assumption in asymmetric prime-order bilinear groups. For attributes of length n, our
ciphertext comprises O(n) group elements, independent of the formula size, while simultaneously
allowing attribute reuse in the formula. As mentioned in the overview in Section 1.1, we incorporated
optimizations from [GDCC16,BKP14] to shrink W; and thus the secret key, and hence the need for
the O oracle in the core 1-ABE security game.

6.1 The scheme
Our KP-ABE scheme is as follows:
Setup(1*,17) : Run G = (p, G1, G2, Gr,€) < G(1*). Sample
A« 28D W, 2ETDE i € [n], v« 25T
and output:

msk := (v, Wy,..., W, )
mpk := ( [A]1, [AW1]1, ..., [AW,]1, e([A]1, [V]2) )

Enc(mpk, z, M) : Sample s + Z'Ij. Output:
ctx = (cty, {cta,}a;=1,Ct3)

= <[STA]L{[STAW¢]1}@=17 e([s" Ay, [V]2) - M)

KeyGen(mpk, msk, f) : Sample ({v;}, p) < share(f,v), rj < Z’;. Output:

sky = ({ski,j,sko;})
= ({[vj + Wp(rilz [rj]2})

where Wy = 0.
Dec(mpk, sk, cty) : Compute w; such that v = Z w;v; as described in Section 5.1.
p(F)=0Vz, (=1
Output:

e(ctz p(j)s ska,1) \
cts - | | APl Rl
N e(Ctl,Sklyj)
p(3)=0Va,(jy=1
6.2 Correctness

Correctness relies on the fact that for all j, we have

_eletyyskiy) [sTAv,]r
e(Cta,p(j); Ska,5) j

which follows from the fact that

T T T
s Avj=s A-(vj+Wy;r;) —s AW - 1;

ski, Ct2,p(5) ska,

cty
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Therefore, for all f,z such that f(z) =1, we have:

Cty (), ko i)\ “7 s
cts- ] <e< — 2’J)> =M-[s"Avlr- [ AV

i)tz N LK) p(5)=0Vz )1
=M-[s"Av]y-[-s' A Z w; vl
P()=0Vz, (=1
=M-[s"Av]r - [-s' Av]r
=M

6.3 Adaptive Security

Description of hybrids To describe the hybrid distributions, it would be helpful to first give
names to the various forms of ciphertext and keys that will be used. A ciphertext can be in one of
the following forms:

— Normal: generated as in the scheme.
— SF: same as a Normal ciphertext, except s' A replaced with ¢ «+ Z’;H. That is,

Cty 1= ( ]1,{Wi]1}xi=1a 6([1’ [V]2)- M)

A secret key can be in one of the following forms:

— Normal: generated as in the scheme.
— SF: same as a Normal key, except v replaced with v + dat, where a fresh § « Zy, is chosen per
SF key and a™ is any fixed at € ZF™ \ {0} such that Aa’ = 0. That is,

skp = ({[vj + W,rjl2, [rj]2})

where ({v;}, p) < share(f, ), rj < Zl;.

SF stands for semi-functional following the terminology in previous works [LW10,Wat09].

Hybrid sequence. Suppose the adversary A makes at most () secret key queries. The hybrid
sequence is as follows:

— Hg: real game

— Hji: same as Hg, except we use a SF ciphertext.

— Hyy, 0 =0,...,Q: same as Hy, except the first £ keys are SF and the remaining ) — ¢ keys are
Normal.

— Hj: replace M with random M.

Proof overview.

— We have Hy ~. H; = Haq via k-Lin, which tells us ([A]1,[sTA]1) ~. ([A]1,[c]1). Here, the
security reduction will pick W1,..., W, and v so that it can simulate the mpk, the ciphertext
and the secret keys.
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— We have Hy 1 =, Hay, for all £ € [Q]. The difference between the two is that we switch the
0’th sky from Normal to SF using the adaptive security of our core 1-ABE component in Gl-aBE
from Section 5. The idea is to sample

v="v+pat, W, :W¢+alwiT

so that mpk can be computed using v, VVZ and perfectly hide p, wy, ..., w,. Roughly speaking:
the reduction
e uses Ox(z) in GI™*PE to simulate the challenge ciphertext
e uses Op(f) in GI™*BE to simulate £’th secret key
e uses 40 from G"**® together with Og(i,-) = Enc(w;,-) to simulate the remaining Q — ¢
secret keys
— We have Hy o = Hs. In Hy p, the secret keys only leak v + Sat, ..., v+ 6Qal. This means that

c'v is statistically random (as long as c'a' # 0).

Lemma 7 (HO e Hl = H270).
|P1“[<-/47 H0> = 1] — Pr[<,,47 H1> — 1” < Advlf/'LIN (/\)

Proof. Given MDDH}, challenge ([A]1, [z']1), where either z" =sTA orz” =c', an adversary A’
could simply choose W; < Z,(,kH)Xk
choose its own r; < Z’; when responding to key requests. For the challenge ciphertext, A’ creates:

,V Z’;H, form the public parameters with A, W;, v, and

Cty 1= ([ZT]la{[ZTWi]l}m:la e(z"]1, {Vb)-M)

Ifz" =sTA, A has simulated Ho; If 2" = ¢, A’ has simulated H; = Ha.o. 0
Lemma 8 (Hy¢—1 ~c Hay).
| Pr[(A,Hap—1) = 1] = Pr[(A,Hyyp) = 1]| < 96d . gd 4. Advéi‘LIN )

Proof. For each 8 € {0, 1}, consider the following adversary A’ in Gé‘ABE which internally simulates
A and the challenger in the ABE security game:

— First, A’ samples A « ZI;X(kH),Wi — Zékﬂ)x’f,\? — Z’;H, computes at € Z’;H \ {0} such
that Aa’ = 0 and implicitly defines

vi=v+ M(O)al,Wi = \7\71 + aLwZ-T
where w; € Z’; NONS Zj, are chosen in G}3‘ABE. Then, A’ outputs:
mpk = ([A]1,[AW1]1,..., [AW,]1, e([A]1, [¥]2) )

— When A requests a challenge ciphertext for attribute x along with My, M7, A" queries Ox(x) —
({wi}z;=1 ) in G};‘ABE. A’ then samples ¢ + Z’;*l and b < {0,1} (the challenge bit in the
standard ABE security game) and returns the following (SF) challenge ciphertext for A:

Ctx = <[CT}17{[CT(W2‘ +atw ite=1, e(fe ], [V 4+ p@at]y)- Mb)

=W, =V
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— For the first £ — 1 secret keys requested, say for formula f, A" computes

({v;}, p) < share(f,v + Sal)

=v+dat

where § + Zy is drawn independently for each key (here, the per-key 6 = 6 — w0 implicitly).
Next, for each j, it queries Og(p(j), [0]2) — ([W;(j)rjh, [rj]2) in GE‘ABE (since Og(p(7),[0]2) =
CPA.Encw,,;, ([0]2)), and forms the following (SF) key:

Skf = ( {[Vj —{—Wp(j)rj + alw;r(j)rj]g, [I‘j]g} )

=vj+W,;)rj

— For the last Q — ¢ secret keys requested, say for formula f, A’ proceeds as before for the first
f — 1 keys except
({vj},p) < share(f, v + pVa’)
N——
=v
It is easy to see that it forms a Normal key.

— For the ¢th secret key requested, say for formula f, A" computes ({v;}, p) < share(f, V), queries
Oe(f) = ({lpy + W;—(j)r]’]g, [rj]2} ) in G}}'ABE, then uses these components to return:

skp = ({[vi + Wprs +at (u + w2 [rj]a} )

=(vj+nat)+Wjr;

We claim that if 3 = 0, then sk; is a Normal key, and if 3 = 1, then sk; is a SF key. This follows
the fact that thanks to linearity, the shares

({V] + MjaL}a p)7 where ({Vj}7 p) — share(f, ‘7)7 ({/’L]}7 p) A Share(f7 /1'(6))
are identically distributed to share(f,v + u®al). The claim then follows from the fact that

v+ u®al = v and that v + p(Da'l is identically distributed to v + da* (where § = p(M) — (0
is a fresh random value for this key).

Putting everything together, for 8 € {0,1}, when A’ interacts with G};‘ABE, then A’ simulates
Ha ¢—145. It follows then that:

| Pr(A, Ha1) = 1] = Pr[(A, Hz) = 1| < [Pr[(A', Gg*™*) = 1] — Pr[(A, G*™F) = 1]]
From Theorem 2, we then have:

| Pr[{A, Hap—1) = 1] — Pr[(A, Ha ) = 1]] < 20487 - - Adv 7™ ()

Lemma 9 (HQ,Q g H3)

| Pr[(A, Ha,q) = 1] = Pr[{A, H3) = 1]| <

"=
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Proof. These two hybrids are identically distributed conditioned on ¢'a' # 0. To see this, consider
two ways of sampling v: as v < Z’;“ and as v 4 ma' for an independent 1m < Zy. Note that both
result in v having a uniform distribution.

Using v to simulate hybrid Hy g obviously results in Hy ¢ (where v = v). However, using the
identically distributed v = v +ma' to simulate Ha g results in Hz (where M =M -e([c]1, [mat]s)
is randomly distributed as long as ¢'at # 0, and for redefined independently random b = 6; +m
in the secret keys).

c is chosen at random and independent from a’ # 0, so ¢ "at = 0 with probability %, and since

we know that Hs g = H3 conditioned on clat = 0, then we have:

| Pr((A, Ha,q) = 1] = Pr{{A, H3) = 1]| <

"=

O

Theorem 3 (adaptive KP-ABE). The KP-ABE construction in Section 6.1 is adaptively secure
under the MDDH;, assumption.

Proof.

| Pr[(A, Ho) = 1] — Pr[(A, H3) = 1]| <|Pr[(A, Ho) = 1] — Pr[(A, H;) = 1]|
Q
+ ) | Pr[(A Hap1) = 1] = Pr[(A Hyy) = 1]]
/=1
+ | Pr[(A, Hag) = 1] — Pr[(A, H3) = 1]|

(Since Hy = Hg ). Summing the results of Lemmas 7, 8, and 9, we then have:

| Pr[(A, Ho) = 1] — Pr[(A, Hz) = 1]| < Adv L™ (A) + Q- 250 8% - nn - Adv ™ (\) + ]19
If d = O(logn), then under the k-Lin assumption this is a negligible function of A (the number of
queries made ) and the attribute vector length n are both polynomial in A, and % is a negligible
function of \). It’s easy to see that Adv’**(A\) = 0 in the Hs hybrid game (since a random message is
encrypted in the challenge ciphertext). So, any adversary in the real game (Hp) will have advantage
negligibly close to 0, and our construction satisfies adaptive security. O
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A  Our CP-ABE Scheme

In this section, we present our compact CP-ABE for NC! that is adaptively secure under the
MDDH;, assumption in asymmetric prime-order bilinear groups. The construction is analogous to
our KP-ABE scheme in Section 6. One notable difference is that we introduce Br in the secret keys,
and we need to introduce additional intermediate distributions in the proof of security (this also
removes the use of the O oracle in the core 1-ABE security game); the reduction is also a bit more
complex as we need to embed the output of O into the CP-ABE ciphertext.
A.1 CP-ABE Construction
Our CP-ABE scheme is as follows:

Setup(1*,17) : Run G = (p, G1, G2, Gr,€) < G(1*). Sample

A« 2P B« 2R U, Wy - 22D v 72k

and output:

mSkIZ(V,B,Uo,Wl,...,Wn)
mpk := ( [A]1, [AUq]1, [AW1]1, ..., [AW, ]y, e([A]1,[v]2) )

Enc(mpk, f, M) : Sample ({u;—},p) + share(f,s" AUy), s,s; + ZI;. Output:
cty = (cty, {CtQJ, ctg,j},ct4)

= ([STA]la{[u;r+S;|—Awﬂ(j)]1v[s;rA]1}7 e([s" Al1, [v]2) 'M)

where Wy = 0.
KeyGen(mpk, msk, f) : Sample r + Z’;. Output:

skx = (ski,ska, {sk3i}z=1})
= ([v+ UgBrlz, [Brs, {[W;Brla}s,—1 )

Dec(mpk, skx, ctf) : Compute w; such that s AUg = Z wju; as described in Section 5.1.
p(3)=0Vz,e5y=1

e(cty, sky) e(cts,j, sks p(5))

p(3)=0Vz,(jy=1

Output:

A.2 Correctness
Correctness relies on the fact that for all j, we have

€(Ct2,j, Skg)

T
= |[u; Br
6(Ct37j,5k3,p(j)) [ J ]T
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which follows from the fact that

ujTBr = (u]T + SJ-TAWp(j)) - Br — s;—A ‘W
Sk2

p(j) BT
~ ——
Ctzi ska,p(j)

ctg

and also from the fact that
e(cty,sky) = [sTAv + sTAUoBr]T

Therefore, for all f,z such that f(z) = 1, we have:

cty H < e(cty j,sko) )Wj _ M- [sTAV]7 H [u;rBr];j

G(Ctl, Skl) B(Ctg’j, Sk37p(j)> [STAV + STAU()BI‘}T .

p(F)=0VT, (=1 P(I) =0V, (j)=1

" [STAV+sTAUBr]; [ >, e Brr
p(3)=0VE,5y—1

M - [STAV]T T
= -|s' AUgB
STAv £sTAUBr, | AUBrr
M -[s"Av +s" AUBr|r
[sTAv +sTAU(Br|r

=M

A.3 Adaptive Security
Description of hybrids A ciphertext can be in one of the following forms:

— Normal: generated as in the scheme.
— SF: same as a Normal ciphertext, except sTA,szA replaced with ¢', ¢
That is,

T

. 2k
i s where ¢, c; < Z;".

Cty:= ([]17{[11;— + c; WP(j)]lv[c;r ]1}7 6([]1’ [Vb) M)

A secret key can be in one of the following forms:

— Normal: generated as in the scheme.
— SF: same as a Normal key, except v replaced with v + AL8(@, where a fresh §(9 «+ Zlg is chosen
per SF and A+ is any fixed A+ € Z2¥*%\ {0} such that AA+ = 0. That is,

sky := ([|[ v+ AL69 |+ UgBrs, [Br]s, {{W;Br]s}4—1 )

P-Normal: same as a Normal key, except Br replaced with d < Z’;“. That is,

sky = ([v+ Uo@]g, [@]27 {[Wi@b}xizl )

— P-SF: same as a SF key, except Br replaced with d « Z’;H. That is,

sk 1= ([[v+ A8 |4 Ugd ], [d]lo. {[Wild ]2}r,=1 )
Here, P stands for pseudo following [Weel4,CGW15].
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Hybrid sequence. Suppose the adversary A makes at most ) secret key queries. The hybrid
sequence is as follows:

Ho: real game

H1: same as Hgp, except we use a SF ciphertext.

Hoy1,£=0,...,Q: same as Hy, except the £’th key is P-Normal, the first £ — 1 keys are SF and
the last @@ — ¢ keys are Normal.

Ha ¢ 2: same as Hy 41 except the £’th key is P-SF.

Ha ¢ 3: same as Hy g1 except the £’th key is SF.

Hs: replace M with random.

Proof overview.

We have Hyg ~. Hi = Ha 03 via k-Lin (and its self-reducibility), which tells us
([A]1, [sT Al {[s] Al }) ~c ([A]1, [e " T1, {[¢] 11 })

Here, the security reduction will pick Uy, W1,..., W, and v so that it can simulate the mpk,
the ciphertext and the secret keys.

We have Hy g1 3 ~¢ Ha 1 for all £ € [Q]. The difference between the two is that we switch the
0’th sky from Normal to P-Normal.

This follows again via k-Lin, which tells us ([B]z, [Br]2) ~. ([B]2,[d]2). Again, the security
reduction will pick Uy, W1,..., W, and v so that it can simulate the mpk, the ciphertext and
the secret keys.

We have Hy 1 ~; Hayo for all £ € [Q]. The difference between the two is that we switch the
0’th sky from P-Normal to P-SF. I The idea is to program:

W, =W, + Altw;(b") ", Uy = Uy + Altu®h)’
where w;, bt € Z’;,AJ‘ € ngXk,u € ZI;H and
AAt=0,b")'B=0

Note that the public parameters and the normal and SF keys information-theoretically hide a
random u and the w;’s from G!**BE. Next, we focus on the SF ciphertext cts, and the £’th secret
key skyx, which is either P-Normal or P-SF.
First, we argue that if we ignore v + Upd in sky, then u remains computationally hidden given
cty,skx using the GI"*P® security game. Theorem 2 tells us that u is computationally hidden
given

e, {[e] At [y + ¢f Atw)i}j {Widei=

where ({11}, p)  share(f,c" Atu) and we treat chAL € Zy**, cj + Z2F as the randomness
used for CPA.Enc, even for adaptive choices of f,z. We can then use the entropy in u to hide
the A+-component of v in v + A+u (bt)"d.

£0
We have Hy 9 ~. Ha 3 for all £ € [Q]. The difference between the two is that we switch the
0’th sky from P-SF to SF.
This follows again via k-Lin, which tells us ([B]z, [Br]2) ~. ([B]2,[d]2), symmetrically to the
proof for Hy o1 3 = Ha 41, except that v + AL60 is used instead of v in the fth secret key.
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— We have Hp g3 = H3. In Hp g 3, the secret keys only leak v 4 ALSW v+ ALS@). This
means that ¢'v is statistically random (as long as ¢" A+ # 0).

Lemma 10 (Ho ~c Hi = Hz0,3).

Proof. Given MDDH}'3! challenge ([Al1,[Z 7)), where cither Z7 = STA fora 8T « 2" "** or

Z' =CT foraCT « ngﬂ)“k, an adversary A’ could simply choose Uy, W; « ngx(kﬂ), v —
ng , form the public parameters with A, Uy, W, v, and choose its own B + Z;S,kH)Xk, r <+ Z’; when

responding to key requests.
For the challenge ciphertext, A’ computes: ({u;r}, p) < share(f, z;—m_HUo), parses the rows of

Z' as z;r for j € [m + 1], and returns:

Ctx 1= ( Zo ] A0 +2; Wyl [z h} o e([Za41]1: [V]2) - Mb)

(note that [{u;}| <2m).

If ZT = STA, then the challenge ciphertext is Normal and A’ has simulated Ho;

If ZT = CT, then the challenge ciphertext is SF and A’ has simulated H; = Ha.0,3.

. . MDDH k-LIN
Finally, recall from Section 2.4 that Adv ,, =(A) = AdviET (N O

Lemma 11 (H27£_173 S H27£,1).
| Pr[(A, Hapo18) = 1] = Pr{(A Ha 1) = 1]| < Adv ™ (1)

Proof. Given MDDH}, challenge ([Blz, [z]2), where either z = Br for r < ZF or z = d, for d - ZF,

an adversary A’ could simply choose A < Z’;X%,UO,WZ' +— Z,Q,kx(k+1),v — Zf,k, and form the

public parameters with A, Uy, W;,v. A’ could then compute At € ZIQ,’“X": such that AAL =0 (to
be used in answering secret key queries).

For the (SF) challenge ciphertext, A’ computes: ({u;-r},p) + share(f,c' Up), draws c,c; + ng
for each j, and creates:

cty = ( T Af] + e Wl lel i, el vla) M,,)

For the first £ — 1 secret keys requested, say the gth request is for x, A’ draws §@,r(@) Z];,
and forms the following (SF) key:

sky := ([v + ALs@ 4 UoBr(q)}Q, [BI'(Q)]Q, {[WiBr(q)b}xi:l )

— For the last @ — ¢ secret keys requested, A’ proceeds as before for the first £ — 1 keys except
using just v instead of v+ AL§@. It is easy to see that it forms a Normal key.
For the ¢th secret key request, A’ forms the following key:

skx = ( [v + Uoz|a, [z]2, {{[Wiz]2}2;=1)
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If z = Br, then the ¢th key is Normal and A’ has simulated Hg ¢ 3;
If z = d, then the /th key is P-Normal and A’ has simulated Hap1. O

Lemma 12 (Hy 1 ~c Ha/2).
| Pr[(A,Ho 1) = 1] — Pr[{A, Hogo) = 1]] < 25¢.8% . n - AdvisN ()

Proof. Consider the following adversary A’ in G};ABE which internally simulates .4 and the challenger
in the ABE security game:
— First, A’ samples A <« Z];X%,B — Zl(,k+1)Xk,I~Jo,Wi — ngx(kﬂ),\? — Zzz,k, computes A+ €
7204\ {0}, b* € ZY such that AAL = 0 and (bY)TB = 0 and implicitly defines

O ((bHT . (b) —

. p((b7) d) o H Loy T 1 1\T
=v———=——""—""A"uUy:=Uj+ - ———A"u W, : =W, + A-w;(b
vy (cTAlu) . Ho o+ (cTAlu) u(b™) ", +ATwi(bT)
where w; € Z];, p® e Z,, are chosen in Gé‘ABE, c ng is chosen for use in the challenge

ciphertext, d + Z];H is chosen for use in the fth secret key, and u + Z’;. Note that A’ can
compute v since it has p(© from Gé‘ABE and knows all other vectors.
Then, A’ generates the public parameters as:

mpk := ( [A]h [Aﬁo]lv [AWl]l’ ) [Awn]lv 6([A]1, [{’]2) )

— When A requests a challenge ciphertext for formula f along with My, M7, A" queries Og(f) —
( {lm; + rowp(j)]l, [r;]1} ) in GE‘ABE. A’ then samples ¢; < ZF for each j and b «+ {0,1}
(AL)T:| c Z}Q)lﬁ@k

(the challenge bit in the standard ABE security game), defines Ag := [ M

I:j )] , computes:
({ﬁjT}, p) < share(f,c"Uyp), and returns the following appropriately distributed (SF) challenge

ciphertext:

for a choice of M that makes A} invertible, computes [c;]; := [(Aé)l (

Cty = ( [ 0, {[8) + (5 + 1] W) (bD) T +¢] Wyl [e) i}, elle i, [v]e) - My )

= ( [ 1 A[8) + p5(bY) T +¢) Wiy + 1wy (bH) T [e] 11}, e(le]n, [V2) - My )

=share(f,c" Up) :chW

p(3)

Note that {u;(b)"} is distributed like the output of share(f, u® (b*)T), and therefore due to
linearity and the fact that ¢! U = ¢ Ug + u® (b1)T, then {ﬁ]T + uj(b1) T} is distributed like
share(f, ¢ Ug + p® (b1)T) = share(f, ¢" Up). Also, note that chWi = CJ—WZ + I'jwp(j)bl since
chAJ- =rj.

— For the first £ — 1 secret keys requested, say the gth request is for x, A’ draws 6@, r(@ Z’; ,
and forms the following (SF) key:

sky = ( [v 4+ A6 + UyBr @]y, [Br @]y, {{W;Br @]y}, )

=UyBr@ =W,Br®
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— For the last @ — ¢ secret keys requested, A’ proceeds as before for the first £ — 1 keys except
using just v instead of v 4+ AL§@ . It is easy to see that it forms a Normal key.

— For the ¢th secret key requested, say for x, queries Ox(x) = ( {w;}z,=1 ) in G};ABE, then uses
these components to return:

skx = ([ v + Upd Jo, [d]a, {[(W; + ALiVi(bL)T)db}x,-:l )
o

If 8 =0, then the /th key is a P-Normal key since v + =) (b) Td) Alu=v.

(cTAlu)

If § = 1, then the £th key is a P-SF key, where 6() = (—0)(B0 ),

Putting everything together, for 8 € {0,1}, when A’ interacts with Gé‘ABE, then A’ simulates Ha ¢ 14 3.
So:

| Pr(A Ha1) = 1] = Pr[(A Hap) = 1]| < |Pr[(A, Gg*") = 1] — Pr[(A’, G;*") = 1]|
and from Theorem 2, we then have:

| Pr[{A, Hap—1) = 1] — Pr[(A, Ha ) = 1]] < 20¢.8% - - Adv, s (N)

Lemma 13 (Hy2 =~ Ha/3).
‘PI“[<A7 H27572> = 1] - Pr[<A, H2,£,3> — 1” < Advjfl—LIN ()\)

Proof. Omitted, since the proof is completely analogous to that of Lemma 11, using v + A+8 for
a new random 8 instead of v when creating the ¢th key.

Lemma 14 (HQ’Q73 . H3).

| Pr{{A; Ha g 3) = 1] — Pr[(A, Hz) = 1]| <

"=

Proof. These two hybrids are identically distributed conditioned on ¢ AL # 0. To see this, consider
two ways of choosing v: v =v « ng and v = Vv + A1t for an independently random m < Z’;.
Note that both result in v having a uniform distribution.

Using v to simulate hybrid Hs g 3 obviously results in Hg g 3 (where v = v). However, using
the identically distributed v = v + AL to simulate Hz (.3 results in Hs (where M - [cT At
is a randomly distributed message as long as ¢! A+ # 0, and for redefined independently random

5 = 500 + m in the secret keys).
c is chosen at random and independent from AL # 0, so ¢c' A+ = 0 with probability 1%, and

since we know that Hy 3 = H3 conditioned on c" AL +#£ 0, then we have:

| Pr(A,Ha,g3) = 1] — Pr[{A, H3) = 1]| <

"=

O

Theorem 4 (adaptive CP-ABE). The CP-ABE construction in Appendiz A.1 is adaptively
secure under the MDDHy, assumption.
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Proof. Note that since H; = Hg g 3:

| Pr[(A,Ho) = 1] — Pr[{A, H3) = 1]| <|Pr[(A,Ho) = 1] — Pr[(A,H;) = 1]|

Q

+ ) |Pr[(A Hy 1) = 1] = Pr[(A, Hap1) = 1]|
=1
Q

+ D |Pr[(A Hap1) = 1] = Pr[(A4, Hy o) = 1]|
=1
Q

+ ) | Pr[(A Hap) = 1] — Pr[{A, Hyp3) = 1]
=1

+ [ Pr[(A, Hy03) = 1] — Pr[(A, Hs) = 1]]
Summing the results of Lemmas 10, 11, 12, 13, and 14, we then have that:

1
| Pr[(A, Ho) = 1]=Pr[(A, H3) = 1]] < AdvEZ™ (A\)4+2-Q-Adv ™ (V) 4+Q-209.8%n- Adv ™ (X)) + =
p

If d = O(logn), then under the k-Lin assumption this quantity is a negligible function of A (the
number of queries made ) and the attribute vector length n are both polynomial in A, and % isa
negligible function of ). It’s easy to see that Adv’’"(X) = 0 in the H3 hybrid game (since a random
message is encrypted in the challenge ciphertext). So, any adversary in the real game (Hg) will have

advantage negligibly close to 0, and our construction satisfies adaptive security. O
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B Owur Unbounded KP-ABE Scheme

In this section, we use the modular technique presented in [CGKW18] to transform our KP-ABE
construction from Section 6 (for NC! that is compact and adaptively secure under the MDDH},
assumption in asymmetric prime-order bilinear groups) into a construction with the same properties
plus an added benefit that the scheme is unbounded (that is, the public parameters are of constant
size [LW11]).

B.1 Unbounded KP-ABE Construction

Setup(1*,17) : Run G = (p, G1, G2, G, €) < G(1*). Sample
A« Z§X(2k+1),W7WO7W1 . Z;ZkJrl)Xk’v . szJrl

and output:

msk := (v, W, Wy, W )
mpk := ( [A1]1, [A1W]1, [A1Wo]1, [A1Wi]1, e([A1]1,[V]2) )

Enc(mpk, z, M) : Sample s,s; « Z’;. Output:

cty = (cty, {cto, cty;}a,—1,Cta)
= ([s" A, {[sTAIW + 5] A1 (Wo +i- W), [s{ Atli}e—1,e([s" Ailr, [V]2) - M)

KeyGen(mpk, msk, f) : Sample ({v;}, p) < share(f,v), rj < Z’;. Output:

sky = ({skij, ska,j,sks;}, {ska;})
= ({[vj + Wrjla, [rj]2, [(Wo + p(4) - Wi)rjla}piy205 {[Vil2}pi)=0 )

Dec(mpk, sky, cty) : Compute w; such that v = Z w;v; as described in Section 5.1.
p(3)=0Va,(jy=1

6(Ct2 p(j),skz’j) wi .
ty - ; . t1,5kq )Y
w11 <6( ;sks ) pH e s

cty,sky ) - e(cts '
Tp(j)=1 sk1,g) - e(Sts () (j)=0

Output:

B.2 Correctness

Correctness relies on the fact that for all j, we have

€(Ct1, Sij) . €(Ct37p(j), Sk37j)
e(Cta p(j) SK2,7)

= [STA1Vj]T
which follows from the fact that

p(J

~~

STA1VJ' :STAl'(Vj —|—WI'j)—(STA1W+ST )A1(Wo+p(j) Wl)) r; —|—S;(])A1(W0—|—p(]) -Wl)I'j
—~ Y—— ~  ~——
Ctl sk, ct2,p(5) skaj ety () sk,

and also the fact that for all j,

6(Ct1,5k47j) = [STAlvj]T
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Therefore, for all f,z such that f(z) =1, we have:

e(Cta,p(j) 5k2,5)) “; -
ty - , ‘ . e )
cty H <e(ct1,sk1,j)- sks) H e(cty, sky, ;)

e(cts 54
Tp(j)=1 (<ts,005): p(j)=0

=M-[s"Av]p- T sTAw1”
p(3)=0VE,(5y—1

B.3 Adaptive Security

Entropy expansion lemma. Our security proof relies on the “entropy expansion lemma” in
[CGKW18]. First, we introduce some additional notation. Let A be a matrix over Z,. We use
span(A) to denote the column span of A, and we use span(A) to denote matrices of width £ where
each column lies in span(A); this means M < span(A) is a random matrix of width ¢ where each
column is chosen uniformly from span(A). We use basis(A) to denote a basis of span(A), and we
use (A1 | Ag) to denote the concatenation of matrices A1, As.

Pick random

L1 x4 Lo xt L3 xt
Al FR ZplX ,A.2 FR Zp2>< 7A.3 FR Zp3><

where £ := {1+ {9+ (3. Let (A! | AQ | Ag)T denote the inverse of (A{ | AJ | AJ), so that AiAL| =1
(known as non-degeneracy) and Al-AL! = 0if ¢ # j (known as orthogonality). Here, we focus on the
case ({1,02,03) = (k,1,k) and so ¢ = 2k + 1.

Lemma 15 (entropy expansion lemma [CGKW18|). Under the MDDH,, assumption, we have

aux : [A1]1, [ATW]1, [ATWo]1, [AT W1 ];
D=4 ct:fc'], {[c TW+c (Wo+i- W, [ef]1},cp,
sk : {WD 2, [Dil2, [((Wo+i-W1)D; ]Q}ze[n]
aux : [Aq]1, [ATW]1, [AT W], [AT W]y

Dy =4 ct: el {[e] W+ VP ) +[e] (Wo+i- Wi+ U D, o] T}y

sk {[(W +| V{7 )Dils, [Dila, [(Wo +i- Wi+ U Dila}

K3 3

+

where W, Wy, Wy < Z(%H)Xk ng),UZ(?) Ya—- spank(Ag),Di - Z’;Xk, and c,c; g span(AI)
in the left distribution while c,c; <y span(AlT,AQT) in the right distribution, where the concrete

security loss | Pr[A'(Dg) = 1] — Pr[A/(Dy) = 1]| < (5n + 1) - Adva ™ (V).
This lemma allows us to use a hybrid proof to first transition to a game in which the challenge

ciphertext and secret keys have components in the Ay space which mirror those of our (bounded)
construction of Section 6. We then follow the same proof structure as in Section 6.
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Description of hybrids A ciphertext can be in one of the following forms:

— Normal: generated as in the scheme.
— SF: same as a Normal ciphertext, except s' Aq, siTAl replaced with ¢, ciT — ng“ and we use
the substitution:

W =V, := W+ V? in ith component, and Wo +i- Wy — U, := Wy +i- W, + U (3)
where UZ@),VZ@) — spank(Ag). Concretely, a SF ciphertext is of the form:
cty == ([0, {[c"Vi+ ¢/ Uiy, e/ T}, e(lc T, [V]2) - M)

A secret key can be in one of the following forms:

— Normal: generated as in the scheme.

— P-SF: same as a Normal key, except we use the same substitution as in (3), concretely making a
P-SF key of the form:

sky = ({[vj + Vo ril2, [rsle: [Uprslatogzos {[Vil2do)=o)
— SF: same as a P-SF key, except v replaced with v + da’, where a fresh § < Zy, is chosen per SF
key and at « span(Ag) \ {0}.

Hybrid sequence. Suppose the adversary A makes at most ) secret key queries. The hybrid
sequence is as follows:

— Hp: real game

— Hji: same as Hg, except all keys are P-SF, and we use a SF ciphertext.

— Hyy, 0 =0,...,Q: same as Hy, except the first £ keys are SF and the remaining ) — ¢ keys are
P-SF. .

— Hs: replace M with random M.

Proof overview.

— We have Hp ~. Hi = Hy via Lemma 15. In the reduction, on input

aux: [A]]1, [A] W], [A] W1, [AT W]
ct: [C ] {[Cl 1]17 [CQ Z] } €[n) )
sk {[Koilz2, [Kuil2, [Kaila}iep,

we sample v < sz“, compute ({v;}, p) < share(f,v), draw T; ¢ <3 Z]; for shares j and keys
¢ € [Q], and simulate the game with

mpk : aux, e([AlT]l, [V]2)
ctx : [Coli, {[Cuil1, [Coali},, s e([Coli, [VI2) - My

sk { [vi + Kop()Fjdl2s [Kip()Fidles Ko p)Tidle |

In both cases, we set r;¢ := D,(j)r;, where D; < Z';Xk as defined in the entropy expansion
lemma (Lemma 15). Therefore all r;, are uniformly distributed over Z’; with high probability.

38



— We have Hy 1 =, Hay, for all £ € [Q]. The difference between the two is that we switch the
0’th sky from P-SF to SF using the adaptive security of our core 1-ABE component in Gl-ase
from Section 5.

The idea is to sample
v =v+pat

1

where a— <« span(Ag) \ {0} so that mpk can be computed using v and perfectly hides

W, W1, ..., wWy,. Roughly speaking: the reduction
e uses Ox(z) in G'"*PP to simulate the challenge ciphertext
e uses Op(f) in GI™BE to simulate £'th secret key
e uses 40 from G"**® together with Og(i,-) = Enc(w;,-) to simulate the remaining Q — ¢
secret keys

— We have Hy o = Hs. In Hs p, the secret keys only leak v + Sat, ..., v+ 6Qal. This means that

c'v is statistically random (as long as c¢'at # 0).

Lemma 16 (Hp ~. H; = Hap).
| Pr[(A, Ho) = 1] — Pr[(A,Hy) = 1]| < (5n + 1) - Advi N ()

Proof. Consider the following adversary A’ attempting to distinguish the distributions in the Entropy
Expansion Lemma 15, which internally simulates A and the challenger in the ABE security game:

— A’ receives input:

aux : [A]]1, [A{ W], [A{ Wo]1, [A{ W]y
Ds = ct: [Col1, {[Cuil1, [CQ,i]l}iE[n]
sk : {[Ko,2, [Ki2, [KQ,i}Q}ie[n]
— First, A’ samples v < Zf,kﬂ and outputs:
mpk := ( [A1]1, [A1W]1, [A1Wo]1, [A1Wi]1, e([Aq]1, [V]2) ),

— When A requests a challenge ciphertext for attribute x along with Mg, M7, A’ samples b < {0,1}
(the challenge bit in the standard ABE security game) and returns the following challenge
ciphertext for A:

ctx == [Col1, {[C1,1, [C2,z‘]1}i:xi:1, e([Col1, [V]2) - My

— For any secret keys requested, say for formula f, A" computes ({v;}, p) < share(f,v), draws
rj < Z’; and forms the following key:
sk = { [vj + Ko () Til2 [KipFila, Kap(nFil2 }
Notice that if 8 = 0 (the input to A’ was drawn from distribution Dy defined in Lemma 15),
then the challenge cty and all sky are Normal, and if 8 = 1 (the input to A" was drawn from

distribution 1), then cty is distributed as a SF ciphertext and all sky are distributed as P-SF
keys.

Putting everything together, for 8 € {0,1}, when A’ interacts with Dg, then A’ simulates Hg. It
follows then that:

| Pr[{A, Ho) = 1] — Pr[(A,Hy) = 1]| < | Pr[A'(Dg) = 1] — Pr[A'(Dy) = 1]|
From Lemma 15, we then have:

| Pr[(A,Ho) = 1] — Pr[{A4A,Hy) =1]| < (bn+1) - AdVBkI-LIN )
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Lemma 17 (Hy,—1 ~. Ha /).
| Pr[{A, Haop—1) = 1] — Pr[(A, Ha ) = 1]] < 20487 - - Adv o™ (N)

Proof. For each 8 € {0, 1}, consider the following adversary A’ in G};‘ABE which internally simulates
A and the challenger in the ABE security game:

— First, A’ samples A1, Ay « Zp P Ay 72D W oWy Wy Z0FTE g o 72k
samples (UZ@) € ZI(D%H)M), (\71(2) € ZI(D%H)X]C) — spank(Ag) and (at € ngﬂ) — span(Ag) \
{0}, and implicitly defines

Vi=V-+ u(o)aL, VZQ) = {752) + atw;

where £ € Ly, W € Z’; is chosen in Gé‘ABE. (Note that v is distributed randomly in ngﬂ and

VZ(Q) is distributed like the output of spank(Ag)). Then, A’ outputs:
mpk := ( [A1]1, [A1W]1, [A1 W1, [A1Wi]1, e([A1]1, [V]2) ),

— When A requests a challenge ciphertext for attribute x along with My, M7, A" queries Ox(x) —
({wi}g;=1 ) in Gé‘ABE. A’ then samples ¢, ¢; < Z2*! and b < {0,1} (the challenge bit in the
standard ABE security game) and returns the following (SF) challenge ciphertext for A:

Cty = ( )1, {[e” (W + VP +atw;) +¢] Wo+i- Wi+ U] (e 1 et e(cT]h, [¥ + p@at]y)-M, )

\Z U; =V

— For the first £ — 1 secret keys requested, say for formula f, A" computes

({v;},p)  share(f, ¥ + da’)
=v+dat

where 0§ + Zyp is drawn independently for each key (here, the per-key ¢ = 6 — p© implicitly).

Next, for each j, it queries Og(p(5), [0]2) — ([W;(j)rj}g, [rj]2) in Gé‘ABE (since Og(p(4), [0]2) =

CPA.Encw,,;, ([0]2)), and forms the following (SF) key:

sky = ({[v; + (W + VO r; +atw] s, i), [(Wo + p(7) - Wi + U eilad o200 {V5l2} )0 )

VitV ot U1
— For the last Q — £ secret keys requested, say for formula f, A’ proceeds as before for the first
¢ — 1 keys except
v}, p) < share(f,v + 0)q L
{vi} p) (f,y+pa’)
=v
It is easy to see that it forms a P-SF key.
— For the ¢th secret key requested, say for formula f, A" computes ({v;}, p) < share(f, V), queries
Or(f) = ({lpy + W;—(j)r]’]g, [rj]2} ) in Gé’ABE, then uses these components to return:

sky = ({[vj + (W + VI +ab(u; + w)r)ls, [r)2, [(Wo + p(5) - Wi+ U nla} o200 {Viladogi—o )

(vj+njat)+V,;r; Yo
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We claim that if 8 = 0, then sky is a P-SF key, and if 3 = 1, then sk is a SF key. This follows
the fact that thanks to linearity, the shares

({v; + pa*}, p), where ({v;},p) < share(f,¥), ({1;}, p) < share(f, ')
are identically distributed to share(f,v + u(ﬂ)al). The claim then follows from the fact that

v+ p@al = v and that v 4+ p(Mal is identically distributed to v + da’ (where § = p(t) — (0
is a fresh random value for this key).

Putting everything together, for 8 € {0,1}, when A’ interacts with Gé‘ABE, then A’ simulates
Ha ¢—143. It follows then that:

| Pr{(A, Ha1) = 1] = Pr[(A, Hz ) = 1| < [Pr[(A', Gg*"*) = 1] — Pr[(A, G*™F) = 1]]
From Theorem 2, we then have:

| Pr[(A, Hap 1) = 1] — Pr[{A, Hyp) = 1]] < 260.8% . - Adv il ()

Lemma 18 (Hy g ~; H3).

| Pr[(A, Ha,q) = 1] = Pr{{A, H3) = 1]| <

"=

Proof. These two hybrids are identically distributed conditioned on c¢'a' # 0. To see this, consider
two ways of sampling v: as v <+ ngH and as vV + ma’ for an independent 7 « Z,,. Note that both
result in v having a uniform distribution.

Using v to simulate hybrid Hg ¢ obviously results in Hy g (where v = v). However, using the
identically distributed v = v +ma' to simulate Ho g results in Hz (where M=M- e([cT]y, [mat]s)
is randomly distributed as long as ¢ a® # 0, and for redefined independently random &; := d; + m
in the secret keys).

c is chosen at random and independent from a® # 0, so ¢'at

= 0 with probability ;1), and since
we know that Hs g = H3 conditioned on c'at # 0, then we have:

| Pr{{A;Ha ) = 1] — Pr[(A, H3) = 1]| <

"=

O

Theorem 5 (adaptive unbounded KP-ABE). The unbounded KP-ABE construction in Ap-
pendix B.1 is adaptively secure under the MDDH), assumption.

Proof.

| Pr[(A, Ho) = 1] — Pr[(A, H3) = 1]| <|Pr[(A,Ho) = 1] — Pr[(A,H;) = 1]]
Q

+ Y IPr[(A Hyp 1) = 1] = Pr[(A, Hyy) = 1]]
(=1

+ | Pr[(A,Ha q) = 1] — Pr[(A, H3) = 1]|
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(Since Hy = Hg ). Summing the results of Lemmas 16, 17, and 18, we then have:

| Pr[(A, Ho) = 1] — Pr[(A,H3) = 1]| < (5n + 1) - Addva ™ (A\) + Q- 264 . 8% . i - Adv ™ (\) + ;
If d = O(logn), then under the k-Lin assumption this is a negligible function of A (the number of
queries made ) and the attribute vector length n are both polynomial in A, and % is a negligible
function of \). It’s easy to see that Adv’**(A\) = 0 in the H3 hybrid game (since a random message is
encrypted in the challenge ciphertext). So, any adversary in the real game (Hy) will have advantage
negligibly close to 0, and our construction satisfies adaptive security. a
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