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Abstract

In this work we continue the study on the round complexity of secure multi-party compu-
tation with black-box simulation in the simultaneous broadcast model where all the parties get
the output.

In Eurocrypt 2016 Garg at al. show that four rounds are necessary to obtain a secure
multi-party computation protocol for any function in the plain model. Many different works
have tried to show that, relying on standard assumptions, four rounds are also sufficient for
MPC. In Crypto 2017 Ananth et al. and in TCC 2017 Brakerski at al. propose a four-round
protocol based on quasi-polynomial time number theoretic assumptions. In Crypto 2018 the two
independent works of Badrinarayanan et al. and Halevi at al. show how reach the four-round
barrier relying on number theoretic polynomial-time assumptions.

In this work we propose a compiler that takes as input a three-round sub-exponentially secure
oblivious transfer protocol, and outputs a four-round MPC protocol. Our compiler is also based
on sub-exponentially secure two-round witness indistinguishable proof (zap). We also show how
to obtain three-round OT assuming sub-exponentially secure trapdoor permutations and zap.
As a corollary we obtain the first four-round MPC protocol that relies on general assumptions.

1 Introduction

Obtaining round-optimal secure computation [Yao82, GMWS8T7]| has been a long standing open prob-
lem. In [KOS03], Katz et al. obtained a constant-round secure multi-party computation (MPC) pro-
tocol using sub-exponential hardness assumptions. This result was then improved by Pass in [Pas04]
that showed how to get bounded-concurrent secure MPC for any functionality with standard as-
sumptions. Further results of Goyal [Goy11] and Goyal et al. [GLOV12] relied on better assumptions
but with a round complexity still far from optimal.

In Eurocrypt '16 Garg et al. [GMPP16] makes an important jump ahead towards fully under-
standing the round complexity of secure MPC computation showing the 4 rounds are necessary to
compute any two-party functionality where both the parties get the output. In Crypto '17 Ananth
et al. [ACJ17] and a concurrent and independent work in TCC 17 of Brakerski at al. [BHP17], pro-
pose the first 4-round MPC protocol for any functionality assuming number theoretic assumption
w.r.t. superpolynomial-time adversaries. In Eurocrypt ’18, Benhamouda et al. [BL18| show how
to promote any k-round OT protocol to a k-round MPC secure protocol using interactive garbled



#Rounds Assumptions
[ACT1T7] 5 DDH
[ACJT17] 4 OWP+Sub-exp DDH
[BHP17] 4 Sub-exp LWE
[BL18] 5 5-round OT
[BGJT1§] 4 DDH or QR or N*'-Residuosity
[HHPV 18| 4 LWE or DDH or QR or DCR
This work 4 Sub-exp TDP

Table 1: Comparison with existent works

circuit (a similar technique is proposed in [GS18]).} The very recent works of Badrinarayanan et
al. [BGJ 18] and Halevi et. al. [HHPV 18] presented at Crypto '18 propose a 4-round protocol that
is secure under the DDH assumption (and other number theoretic assumptions, see Tab. 1 for more
details). However, all the works leave open the following question:

Open Question: is there a 4-round secure MPC protocol under general assumptions?

1.1 Owur Contributions

This paper answers to the above question introducing a compiler that takes as input a sub-
exponentially secure 3-round oblivious transfer (OT) protocol and outputs a 4-round MPC secure
protocol. Our compiler relies on the only additional assumption that sub-exponentially secure zap
and one-way functions (OWFs) exist, which in turns implies that our 4-round MPC protocol can
be constructed from sub-exponentially secure certified trapdoor permutations (TDPs) (see [DNOO]
for more details on the minimal assumptions required to obtain zap). The 3-round OT required
for our construction needs to enjoy only a relaxed form of security called delayed-semi-malicious
security. That is, the security of the protocol holds only if the adversary can output a defense
in the second round that proves his honest behaviour. A defense is represented by a randomness
and an input that proves that the messages computed by the adversary are consistent with the
protocol description. As an additional contribution of this work, we show how to obtain 3-round
OT that is secure against malicious adversaries (and also against delayed-semi-malicious adversary)
assuming that sub-exponentially secure trapdoor permutations and zap exist. More precisely, we
prove that our OT protocol is private. That is, a malicious receiver cannot figure out if the sender
has used the input (lo, 1) or (ly,lp) where b corresponds to the input bit of the receiver. Similarly,
a malicious sender should not be able to distinguish whether the receiver uses the bit 0 or the bit
1. By combining this result with our MPC compiler we obtain the first 4-round MPC protocol
from sub-exponentially secure trapdoor permutations?. Moreover, the work of Hazay et al. [HV16]
proposes a 3-round private OT protocol assuming that claw-free trapdoor permutations exist. This
yields a 4-round maliciously secure MPC protocol that is provable secure under the assumption that
sub-exponentially secure claw-free trapdoor permutations and zap exist. In summary, in this work
we prove three main theorems:

!The OT required by the construction proposed in [BL18] has to enjoy only a mild form of security instead of the
standard simulation based security. More details follow.
2We note that zap can be instantiated from certified trapdoor permutations.



Theorem 1 (informal). If sub-exponentially secure trapdoor permutations and zap exist then
there is a 3-round private OT protocol.

Theorem 2 (informal). If sub-exponentially secure trapdoor permutations and zap exist then
there is a 4-round MPC protocol.

Theorem 3 (informal). If sub-exponentially secure claw-free trapdoor permutations and zap
exist then there is a 4-round MPC protocol.

1.2 Owur Techniques

In this section we provide intuitions and high level description of our techniques.

1.2.1 Round-optimal MPC.

Our starting point is the main result of [BL18| that presents a compiler that transforms a k-
round semi-malicious OT protocol into a k-round delayed-semi-malicious (DSM) MPC protocol. A
delayed-semi-malicious MPC protocol is a secure MPC protocol in which the security holds only if
the adversary outputs in the second last round a valid defense that explains the messages he has
computed. In [BL18| it is also showed how to obtain a 5-round secure MPC protocol starting from
a 4-round delayed-semi-malicious one. The 5-round MPC protocol proposed by Benhamouda at al.
works as follows. Each party runs a 4-round delayed-input non-malleable zero-knowledge argument
NMZK in parallel with the first three rounds of a DSM MPC protocol MPCPSM thus proving that
the first three rounds of MPCPSM are correctly computed (MPCPSM starts in the second round).
Moreover, an additional execution of NMZK is run from the second to the fifth round to prove that
also the fourth round of MPCP3M is well formed. This approach yields to a 5-round protocol (each
execution of NMZK requires 4-rounds, and the two execution are shifted by one round). In order to
reduce the round complexity of the protocol, we get rid of the first execution of NMZK, and prove the
correctness of the second round of MPCPSM ysing a two-round resettable witness-indistinguishable
proof referred as zap in [DNOO]. Moreover, we require the parties to commit to a valid defense using
a three-round non-malleable commitment NMCOM?. In summary, our protocol works as follows.
In the first three rounds each party: 1) commits to a valid defense using NMCOM, 2) commits to a
random values alway using NMCOM, 3) runs the first two rounds of MPCPSM and 4) proves using
zap that either the first non-malleable commitment contains a valid defense for the messages of
MPCPSM_or that a trapdoor is committed in the second non-malleable commitment. In these first
three rounds each party also starts executing a NMZK that is used to prove that the last message
of MPCPSM (which is sent in the fourth round) is well formed. Always in the first three rounds a
special witness-indistinguishable proof of knowledge (WIPoK) WIPoK is run in which each party
proves the knowledge of a secret information (which will be used as a trapdoor by the simulator).
In the last round only the fourth round of NMZK and the third round of MPCPSM are sent (see
Fig. 3 for the high level description of the protocol).

In the security proof we can show that even though the simulator is committing to a trapdoor
(which is extracted by rewinding WIPoK) using the second flow of NMCOM, the adversary cannot do
the same due to the non-malleability of NMCOM and NMZK. From the soundness of zap this implies
that the adversary is committing to a valid defense in the first flow of NMCOM, which means that the

3For our construction we need to use a non-malleable commitment that is only one-one. Even though this
seems to be counterintuitive since we are considering a multi-party computation protocol, we show that one-one
non-malleability is enough for our purpose.



simulator can extract the defense from the non-malleable commitment by rewinding NMCOM from
the third to the second message. We note that we require the non-malleable commitment scheme
to be only honest-extractable. That is, the extractor outputs the actual committed value only if
the committer is behaving honestly. We observe that the adversary is forced to behave correctly
due to the soundness of the zap. However, the security proof we just sketched has a subtlety. The
simulator needs to obtain the trapdoor to be committed in the second flow of NMCOM during the
first three rounds of the protocol. Since the first chance that the simulator has to extract such
a trapdoor is by rewinding from the third to the second round of WIPoK and since he needs to
complete the zap proof in the third round using a valid witness, then the simulator needs another
witness to run the zap. Indeed, the first time that the simulator interacts with the adversary he does
not know the trapdoor and therefore he cannot commit to it using the non-malleable commitment.
To circumvent this limitation we let the simulator interact with the adversary using the honest
witness for the zap (the defence for MPCPSM). That is, the simulator takes a random input z’ and a
randomness p to run the first two rounds of MPCPSM. Then, he commits to (z/, p) using NMCOM,
and uses the knowledge of (z/, p) and of the decommitment information of NMCOM to execute the
zap. This strategy is used in the look-ahead threads in order to extract the trapdoor from WIPoK.
Once the trapdoor is extracted, the simulator goes back to the second round, and: 1) simulates the
messages of MPCPSM | 2) commits to the trapdoor using NMCOM and 3) runs the zap using the
knowledge of the trapdoor. After that, the simulator sends the last round of NMZK and MPCPSM
thus concluding the interaction with the adversary. A similar technique is used in [HHPV18] where
the rewinds made to extract the trapdoor are called premature rewinds. Given how delicate such
part of the proof is, we propose a generalisation of this proof technique which can be seen as an
additional contribution of this work (see Sec. 4 for more details).

1.2.2 Three-round oblivious transfer.

We start by considering the classical semi-honest 3-round OT protocol II*" from trapdoor permu-
tations. Let (lp,l1) be the input of the sender and b be the input of the receiver. In the first round
of TI*" the sender samples two trapdoor permutations (fo, f1) (with fz : {0,1}» — {0,1}* with for
d = 0,1) with the corresponding trapdoors and sends (fo, f1) to the receiver. The receiver takes a
random value x and computes f(z) <= X;. Then she takes another random value X;_; and sends
(X0, X1) to the sender. Using the trapdoors, the sender computes Wy = f~1(X4) @ 14 for d = 0,1
and sends (Wp, W1) to the receiver. The receiver then computes I, = x & Wj,. Clearly, in the case
that the receiver is malicious there is nothing that prevents him to get both Iy and I;. We modify
II" in order to be resilient against a malicious receiver. In our protocol, in addition to (fo, f1),
the sender sends also a random string A € {0,1}* and the first round of zap. The receiver then
takes a random value x and computes fy(z) < Y; (as in IIs"). Then she picks k + {0, 1}* with
A = AJc for a constant ¢ > 2, and computes X1_, = PRG(k) @ A, where PRG is a one-to-one
pseudo-random generator PRG : {0,1}* — {0,1}*. The receiver then sends (Xo, X;) and com-
pletes the zap proving that either Xy = PRG(k) @ A or X; = PRG(k) @ A. The sender checks that
the zap verifies, computes Wy = f~1(Xy) @ I for d = 0,1 and sends (Wp, W7) to the receiver (as
in TI*"). The security against a malicious sender comes almost immediately from the security of
the PRG and the witness-indistinguishability of zap. Intuitively, the security against a malicious
receiver comes from the fact that the adversary, in order to obtain also l;_j, should find a value k
such that PRG(k) @ A corresponds to a value X;_; that he knows how to invert. Note that we are
giving the adversary the power to decide (to some extent) what X;_; should be. However, since the



length of k is shorter (by a constant factor) than the length of A, the adversary can choose Xi_
from a set that is exponentially smaller than the domain of the trapdoor permutation. For the
proof to work we need to assume the trapdoor permutation to be sub-exponentially secure. That is,
we require that no probabilistic polynomial-time adversary can invert trapdoor permutation with
probability larger than 2724

2 Definitions and Tools
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Preliminaries. We denote the security parameter by A and use as concatenation operator
(i.e., if @ and b are two strings then by a||b we denote the concatenation of a and b). For a finite
set @, © <+ @ denotes a sampling of x from @ with uniform distribution. We use the abbreviation
PPT that stands for probabilistic polynomial time. We use poly(-) to indicate a generic polynomial
function.

Let A and B be two interactive probabilistic algorithms. We denote by (A(«), B(8))(7y) the
distribution of B’s output after running on private input S with A using private input «, both
running on common input y. Typically, one of the two algorithms receives 1* as input. A tran-
seript of (A(a), B(B))(7y) consists of the messages exchanged during an execution where A receives
a private input «, B receives a private input S and both A and B receive a common input +.
Moreover, we will refer to the view of A (resp. B) as the messages it received during the execution
of (A(«), B(8))(7), along with its randomness and its input. We say that the transcript 7 of an
execution b = (P(2),V)(x) is accepting if b = 1. We say that a protocol (A, B) is public coin if
B sends to A random bits only. When it is necessary to refer to the randomness r used by and
algorithm A we use the following notation: A(-;r).

2.1 Standard Definitions

Definition 1 (Trapdoor permutation). Let F be a triple of PPT algorithms (Gen, Eval, Invert)
such that if Gen(1*) outputs a pair (f,td), then Eval(f,-) is a permutation over {0,1}* and Invert
(f,td,-) is its inverse. F is a trapdoor permutation such that for all PPT adversaries A:

Prob [ (f,td) < Gen(1?);y « {0, 1}, z « A(f,y) : Eval(f,z) = y] < v(A).

For convenience, we drop (f,td) from the notation, and write f(-), f~1(-) to denote algorithms
Eval(f,-), Invert(f,td,-) respectively, when f, td are clear from the context. Following [KO04,
GMPP16] we assume that F satisfies (a weak variant of) “certifiability”: namely, given some f it
is possible to decide in polynomial time whether Eval(f,-) is a permutation over {0,1}*. Let hc be
the hardcore bit function for A bits for the family F. A hardcore bits are obtained from a single-bit
hardcore function h and f € F as follows: hc(z) = h(2)||h(f(2))|] ... ||R(f*~1(2)). Informally, hc(2)
looks pseudorandom given f(z)°.

“In our scheme we actually use the hardcore bit function of f and rely on the assumptions that no polynomial-time
adversary can distinguish a random string from the output of the hardcore bit function with probability greater than
1427

5 f2(2) means the A-th iteration of applying f on z.



2.2 (Delayed-Input) Proof/Argument Systems

Definition 2 (Proof/argument system). A pair of PPT interactive algorithmsII = (P, V) constitute
a proof system (resp., an argument system) for an N'P-language L, if the following conditions hold:
Completeness: For every x € L and w such that (x,w) € Rely, it holds that:
Prob [ (P(w),V)(z) =1]=1.
Soundness: For every interactive (resp., PPT interactive) algorithm P*, there exists a negligible
function v such that for every x ¢ L and every z:

Prob[ (P*(2),V)(x) = 1] < v(|z]).

A proof/argument system II = (P, V) for an N'P-language L, enjoys delayed-input completeness
if P needs x and w only to compute the last round and V needs x only to compute the output. Before
that, P and V run having as input only the size of x. The notion of delayed-input completeness was
defined in [CPST16]. For a protocol that enjoys delayed-input completeness we consider also the
notion of adaptive-input arguments/proof system. That is, the soundness holds against a stronger
adversary P* that can choose the statement to be proved in the last round of the interaction with
V. Analogously we also consider the notion of adaptive-input arguments/proof of knowledge (see
App. A for more details).

Definition 3 (Special Honest Verifier Zero-knowledge (Special HVZK)). A 3-round proof system
IT = (P,V) is Special HVZK if there exists a PPT simulator algorithm Sim that for any x € L,
security parameter X\ and second round ¢ works as follow: (a,z) + Sim(1*,z,c). Furthermore,
the distribution of the output of Sim is computationally indistinguishable from the distribution of a
transcript obtained when V sends c as challenge and P runs on common input x and any w such
that (z,w) € Rell.

In our MPC construction we use the three-round public-coin Special HVZK proof system pro-
posed in [Blu86] which can be instantiated from one-to-one OWFs.

Definition 4 (Witness Indistinguishable (WI)). An argument/proof system II = (P, V), is Witness
Indistinguishable (WI) for a relation Rel if, for every malicious PPT werifier V*, there exists a
negligible function v such that for all x,w,w’ such that (x,w) € Rel and (z,w’) € Rel it holds that:

Prob[ (P(w),V*)(z) = 1] = Prob [ (P(w),V*)(z) = 1] | < v(la]).

Obviously one can generalize the above definitions of WI to their natural adaptive-input variants,
where the adversarial verifier can select the statement and the witnesses adaptively, before the prover
plays the last round.

As a WI argument system we make use of ZAP. ZAPs are two-round witness indistinguishable
delayed-input proof systems [DNOO]. As noted in [DN00| by using pseudo-random functions, ZAPs
are also resettably-witness-indistinguishable. In [DNO0O| it is showed how to obtain ZAP from
multiple certified trapdoor permutations.

2.3 Non-Malleable Commitment Schemes

A commitment scheme involves two players: sender and receiver. Informally, it consists of two
phases, a commitment phase and a decommitment phase. In the commitment phase the sender,
with a secret input m, interacts with the receiver. In the end of this interaction we say that a



commitment of the message m has been computed. Moreover the receiver still does not know
what m is (i.e. m is hidden) and at the same time the sender can subsequently (i.e., during the
decommitment phase) open this commitment only to m (see Def. 19 in App. A for a formal definition
of commitment scheme).

In order to define a non-malleable commitment we follow [LPV08, LPV09]. Let M = (Sen, Rec)
be a statistically binding commitment scheme. And let A be the security parameter. Consider a
MiM adversary A that, on auxiliary input z participates in a left and a right session. In the left
sessions the MiM adversary A interacts with Sen receiving commitment to value m using an identity
id of its choice. In the right session A interacts with Rec attempting to commit to a related value
7 again using identity of its choice id. If the right commitment is invalid, or undefined, its value is
set to L. Furthermore, if id = id then 7 is also set to L (i.e., a commitment where the adversary
uses the same identity of the honest senders is considered invalid). Let mimé’m (z) denote a random
variable that describes the values /m and the view of A in the above experiment.

Definition 5 (One-one non-malleable commitment scheme [LPV08, LPV09]). A commitment scheme
is non-malleable with respect to commitment if, for every PPT MiM adversary A, for every
mo € {0,1}PYN and my € {0, 1}PYDN) the following holds
{mimy ™ (2) }ae oy ~ {mimy ™ (2)}eqoy-

We say that a commitment is valid or well formed if it admits a decommitment to a message
m # 1. When the identity is selected by the sender then the above id-based definitions guarantee
non-malleability without ids as long as the MiM does not behave like a proxy (an unavoidable
attack). Indeed the sender can pick as id the public key of a strong signature scheme signing the
transcript. The MiM will have to use a different id or to break the signature scheme. To not
overburden the notation we sometimes omit the ids in the formal description of our protocols. In
this work we also consider the notion of many-one NM commitment scheme in which A participates
in one right session and polynomially-many left sessions. Following [LP11| we say that a MiM is
synchronous if it “aligns" the left and the right sessions; that is, whenever it receives message i on
the left, it directly sends message ¢ on the right, and vice versa.

Definition 6 (Synchronous NM commitments). A NM commitment scheme I1 is synchronous if its
security holds only against synchronous MiM.

Using the approach proposed in the security proof of Proposition 1 provided in [LPV0S], it
is possible to claim that a synchronous (one-one) non-malleable commitment is also synchronous
many-one non-malleable.

2.3.1 3-Round Honest-Extractable Commitment Schemes.

Informally, a 3-round commitment scheme is honest-extractable if there exists an efficient extractor
that having black-box access to any efficient honest sender that successfully performs the commit-
ment phase, outputs the only committed string that can be successfully decommitted. We give now
a definition that follows the one of [PW09].

Definition 7 (Honest-Extractable Commitment Scheme). A perfectly (resp. statistically) binding
commitment scheme ExCS = (ExSen, ExRec) is an honest-extractable commitment scheme if there
exists an expected PPT extractor ExtCom that given oracle access to any honest sender ExSen,
outputs a pair (T,m) such that the following two properties hold:



- Simulatability: 7 is identically distributed to the view of ExSen (when interacting with an
honest ExRec) in the commitment phase.

- Extractability: the probability that there exists a decommitment of T to a message m', where
m’ #m is 0 (resp. negligible).

2.3.2 Special non-malleable commitment scheme.

For our propose we use a 3-round special non-malleable commitment scheme. That is, a commitment
scheme that 1) is one-one synchronous non-malleable, 2) is honest-extractable, 3) has the property of
last-message pseudorandomness, 4) is delayed-input and 5) has reusable decommitment information.
We now give more details of these properties and on how they can be achieved.

The property of last-message pseudorandomness is defined in [BGJ 18, Definition 4. Informally
this property states that a malicious receiver cannot distinguish between a well formed commitment
of a message m, and a commitment where only the first two rounds are well formed and the third is a
random string. The authors of [BGJ 18] states that the property of last-message pseudorandomness
is enjoyed by the scheme proposed in [GPR16]. The non-malleable commitment IT provided in
Figure 2 of [GPR16] enjoys non-malleability against synchronous adversary (as proved in Theorem
1 of |[GPRI16]), and can be instantiated in three rounds using one-to-one OWFs). Also, as stated
in Section 5 of [GPR16], given a commitment computed by the sender of IT one can rewind the
sender in order to obtain a new accepting transcript with the same first round (resp., first two
rounds if we consider the instantiation that relies on OWFs) in order to extract a decommitment
information d. Moreover, if the sender is honest, then it is possible to use d to extract the actual
message committed by the sender (we remark that we do not require any form of extractability
against malicious senders). A delayed-input commitment scheme is a commitment scheme that
retains its security (binding, hiding and non-malleability) even if the adversary can decide one of
the challenge messages in the last round. In [COSV16] it is showed that any commitment scheme
can be made delayed-input. The property of reusable decommitment information ensures that, when
the sender is honest, the decommitment information d for a commitment 7 extracted by rewinding
the sender (ad discussed above) can be re-used to extract the message committed in 7" where 7 and
7/ share the same first round. It is easy to see that this property is enjoyed by the construction
proposed in [GPR16]. We refer the reader to App. B for the description of the scheme proposed
in [GPR16| and more details on the properties on honest-extractability and reusable decommitment
information.

Corollary 1. The synchronous 3-round non-malleable commitment scheme proposed in [GPR16] is
a special non-malleable commitment scheme.

2.4 Delayed-Input Non-Malleable Zero Knowledge

Here we follow [COSV17]. The definition of [COSV17] allows the adversary to explicitly select the
statement, and as such the adversary provides also the witness for the prover. The simulated game
however will filter out the witness so that the simulator will receive only the instance. This approach
strictly follows the one of [SCO™ 01| where adaptive-input selection is explicitly allowed and managed
in a similar way. As final remark, this definition will require the existence of a black-box simulator
since a non-black-box simulator could retrieve from the code of the adversary the witness for the
adaptively generated statement. The non-black-box simulator could then run the honest prover
procedure, therefore canceling completely the security flavor of the simulation paradigm.



Let IT = (P,V) be a delayed-input interactive argument system for a N'P-language L with
witness relation Rel_ . Consider a PPT MiM adversary A that is simultaneously participating in
one left session and poly(\) right sessions. Before the execution starts, P,V and A receive as
a common input the security parameter in unary 1*. Additionally A receives as auxiliary input
z € {0,1}*. In the left session A verifies the validity of the prove given by P with respect to the
statement x (chosen adaptively in the last round of II). In the right sessions .4 proves the validity
of the statements 1, ..., Zpoly( /\)6 (chosen adaptively in the last round of II) to the honest verifiers
Vi,... 7Vpoly()\)~

More precisely in the left session A, before the last round of II is executed, adaptively selects
the statement x to be proved and the witness w, s.t. (z,w) € Rel,, and sends them to P.

Let View” (1%, z) denote a random variable that describes the view of A in the above experiment.

Definition 8 (Delayed-input NMZK). A delayed-input argument system I1 = (P, V) for an N'P-
language L with witness relation Rel. is delayed-input non-malleable zero knowledge (NMZK) if for
any MiM adversary A that participates in one left session and poly(\) right sessions, there exists a
expected PPT machine S(1*, 2) such that:

1. Let (View, w1, ..., Wpely(n)) denote the output of S(1*, 2), for some z € {0,1}*. The prob-
ability ensembles {Sl<1)\7z)})\€N,zE{0,l}* and {ViewA(l’\,z)})\eN,Ze{OJ}* are computationally
indistinguishable over \, where S'(1*,2) denotes the first output of S(1*, 2).

2. For everyi € {1,...,poly(\)}, if the i-th right session is accepting w.r.t. some statement x;
and A does not acts as a proxy (by simply sending back and forward the massages of the left
session), then w; is s.t. (x;,w;) € RelL.

The above definition of NMZK allows the adversary to select statements adaptively in the last
round both in left and in the right sessions. Therefore any argument system that is NMZK according
to the above definition enjoys also adaptive-input argument of knowledge. Such a delayed-input
NMZK argument system can be instantiated from one-to-one OWFs as showed in [COSV17|. In this
work we assume that the simulator-extractor works by internally rewinding the adversary from the
third to the second round and from the fourth to the third round in order to extract the witnesses
for the theorems proved by the adversary. The simulator for the scheme proposed in [COSV17]
follows this strategy.

2.5 Oblivious Transfer

In this section we consider the definition for OT in presence of malicious sender and receiver shown
in [HV16]. In the definitions presented below, we denote the honest sender and receiver algorithms
by S and R respectively. Recall that the oblivious transfer functionality is specified by the function
For : ((lo,11),b) — (—,1p) that takes as input (lp,l;) from the sender, a bit b from the receiver,
and outputs [, to the receiver. We say that a protocol IT = (S, R) realizes the OT functionality if
the protocol computes Fo7 correctly. As in [HV16], we focus on the case of a three-round protocol
where the sender sends the first message. Furthermore, our definition will restrict the honest sender’s
algorithm to be described by a pair of algorithms S = (Si, S2) where S; on input 1* outputs the
first message mj of the OT protocol and state o and Sz on input (o, m", (lp, 1)) generates the third
message of the OT protocol where m” is the response from the receiver and (lg,11) is the sender’s
input.

5We denote (here and in the rest of the paper) by 5 a value associated with the right session where ¢ is the
corresponding value in the left session.



Definition 9 (Sender’s privacy [HV16]). A protocol 1T that realizes the For is private with respect to
a malicious recetver if for any PPT adversary R* and PPT distinguisher D there exists a negligible
function v(-) such that for all \, except with probability v(X) over ((mf,m"),o,rr), where rg is the
randomness used by R*, there exists a bit b, such that for any strings (lp,l1) and auxiliary input z,

| Pr{ms < Sa(c,m,, (lo,11)) : DAY, z, 7R, (m§,m3)) = 1}—
Pr{z, < ly; 21 « {0,1};m3 < Sa(o,m,, (z0, 1)) :
D(1Y, z,7g, (mi,m3)) = 1}| < v(A)

Let (S*(1*), R(b))(1*) denote the random variable describing the corrupted sender’s output
when interacting with R that is invoked on inputs b.

Definition 10 (Receiver’s privacy [HV16]). A protocol 11 that realizes the For is private with
respect to a malicious sender if for any PPT adversary S* corrupting S the following holds

{Views:[(S*(1"), RA, 0))]} = {Views-[($*(1*), RO, 1)]}

We say that an OT protocol is private if it is both sender and receiver private.

2.6 MPC Definitions

In this section we give the definition of malicious secure MPC and delayed-semi-malicious MPC
following [BL18]. We consider the MPC protocols where at each round ¢, each party P; broadcasts
a message msg! to all the other parties simultaneously.

Definition 11 (MPC protocol [BL18]). Let n be a positive integer, m a polynomial in the security
parameter, and f an n party-functionality. An m-round MPC protocol MPC for f is a tuple of
deterministic polynomial-time algorithms MPC = (Nexty, ..., Next,,, Output):

o Next message: msgf = Nexti(lA,xi,pi,ng<£) 1s the message broadcasted by party p; € P
in round £ € [m], on input z; € {0,1}*, on random tape p; + {0,1}*, after receiving the
messages @d = {msgﬁl}je[n],yd, where msgf/ is the message broadcasted by party p; on
round ¢ € [ — 1].

e Output: y; = Output(1*,z1, p;,WSE) is the output of a party p; for i = 1,...,n, on input
x; € {0,1}*, on random tape p; € {0,1}*, after receiving the messages msg = {msgﬁ}je[n] L€[m]-

We now recall the notion of security against malicious adversary. We focus on the case with
static corruptions and security with abortion. We also recall that we assume that parties have access
to a simultaneous broadcast channel. We first define the notions of ideal execution IdeaILSim(l)‘,E)
against a simulator Sim simulating malicious parties {P;}ic; and of real execution Real; 4(1*,7)
against an adversary A playing the roles of malicious parties {P;}icr. Simulator Sim are defined
as non-uniform expected poly-time interactive Turing machines while adversaries A are defined as
non-uniform poly-time interactive Turing machines.

Ideal Execution. IdeaILSim(l)‘,f) is defined by playing the following game with the simulator
Sim:

1. The simulator is given I and Ty.

10



2. The simulator chooses a vector Ty = {T;}ier. We set o}, = x; fori € I, where I = [N] — I
corresponds to the set of honest parties. As usual, T = {j{i}ie[n]'
3. The simulator is given fr(T').
4. The simulator can then decide to abort or proceed. If it aborts, we set j; = (L,..., L),
otherwise, we set ;= f7(T').
5. IdeaILS;m(l’\,T) is defined as (Y, 2) where z is the output of the simulator in the end of the
vdeal execution.
Real Execution. RealLA(lk,E) is defined by running the MPC protocol where the adversary
A controls the malicious parties {P;},.7 while the honest parties {P;}, 7 follow the protocol. It is
then defined as the pair (Y7, z), where Y7 is the vector of outputs of the honest parties while z is
the output of the adversary. The adversary can be rushing: in each round, it can wait for all the
messages from the honest parties before sending its own messages.

Definition 12 (Maliciously Secure MPC). Let n be a positive integer. Let f be an n-party function-
ality. Let II be an MPC protocol for f. Then Il is secure against malicious adversaries if for any
non-uniform poly-time interactive turing machine A, there exists a non-uniform expected-poly-time
interactive turing machine Sim = {Simy }xen such that:

{Ideal; sim (1%, Tz ™ {Realy (1%, )Tz

2.7 Delayed-Semi-Malicious

In [HIK T 11] the authors introduce the notion of defensible private protocol which requires that no
adversary participating in the protocol can violate the privacy of an honest party while providing
a valid defense. A defense is represented by an input and a random tape that demonstrate that
the actions of the adversary are consistent with the description of the protocol. In this work we
consider the variant of defensible security defined in [BL18| called delayed-semi-malicious security.
This requires the adversary to provide a valid defense in the second last round of the protocol,
and only in the case that the adversary provides a valid defense the security of the protocol holds.
We consider simulation-based security against these adversaries with a universal simulator that can
simulate the view of the adversaries by interacting them as black-box in a straight-line way in the
same spirit of [BL18|. More formally, we define ReaIDSMIA(lA,E) as ReaII,A(lA,E) except that if at
some round ¢ > m — 2 the adversary outputs an invalid defense, then the honest parties all abort
(do not send any more messages) and output L. The ideal world is defined identically as the ideal
world for malicious-secure MPC, except that the simulator Sim, on input (1*,I) interacts with the
adversary A (as a black bock) in a straight line manner, and receives a defense that .4 outputs after
round m — 1. We denote with IdeaILSimHA(l)‘,E) the output of the honest players and Sim.

Definition 13 (Delayed-Semi-Malicious MPC [BL18|). Let n be a positive integer. Let f be an n-
party functionality. Let 11 be an MPC protocol for f. Then Il is delayed-semi-maliciously secure if
there exists a non-uniform expected-poly-time interactive Turing machine Sim, such that, for every
non-uniform poly-time interactive Turing machine A:

{Ideal; simesa(1%,7)}, 757 ~ {Real®M; (11, 2)}, 7 5
In [BL18] it is showed how promote a k-round private OT protocol to a delayed-semi-malicious
protocol for any k > 1.7

"In [BL18] the authors actually prove a stronger statement showing how to obtain a delayed-semi-malicious MPC
protocol from an OT protocol that is secure under an even weaker notion than the one considered in this work.
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Theorem 1 (Sec. 9.2 of [BL18|). Assuming that a k-round private oblivious transfer exists then it
1s possible to obtain a k-round delayed-semi-malicious MPC protocol for any k > 1.

3 Private Oblivious Transfer: Our Construction

In this section we show how to construct our private 3-round OT assuming sub-exponentially secure
TDPs and zap. For our construction we use the following tools.

1. A one-to-one pseudorandom generator PRG : {0, 1}* — {0, 1}*.

2. A two-round resettable witness-indistinguishable proof system ZAP = (PZP V?2P) for the
following N'P-language

Lprg = {(A,Xo,Xl) : dk with b € {0, 1} s.t. Xp = PRG(k) ) A}

3. A trapdoor permutation F = (Gen, Eval, Invert) with the hardcore bit function hc(-). We
require that no PPT adversary can distinguish the output of hc(-) from a random value with

probability larger than § + 2% where A = A/ for some constant ¢.

In Fig. 1 we provide the formal description of our 3-round private OT TI°7 = (S, R). We let X
be the security parameter and define A\, = A/c for some constant ¢ > 2.

R(b) S(lo, 1)

(fo, fo') « Gen(1")
(f17ff1) — Gen(lk)
A« {0,1}*

zap; + V#@P(11)

A7f03flvzap1
r+ {0,1}M, X = fg\(x);
k + {0,1}*,X; , = PRG(k) @ A;
stm := (A, Xo, X1);
zap, < P#P(stm, k). Xo, X1, zap,
If V*2P(zap,, zap,, stm) = 0
then abort else
Wo = lo @ he(f7(Xo))
Wi =1 ® he(f7 (X))
Wo, W1

Output I, = W}, & he(x)

Figure 1: Formal description of our private OT protocol 197 .
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HO'T

Theorem 2. If sub-exponentially secure one-way trapdoor permutations exist then 1S a private

oblivious transfert protocol.
Proof. We first prove that TI®7 is secure against malicious receiver and then we prove its security

against malicious sender.

Privacy against a malicious receiver. By contradiction there exist: a malicious receiver R*,
a PPT distinguisher D, a non-negligible probability p,; a tuple (lp, ;) and z; such that with non-
negligible probability p,: over ((mf, m,),o,rr) it holds for b = 0 and b = 1 that

[Prob [ m3 < Sa(o,mr, (lo, 1)) : D(1, 2,7, (5, m3)) = 1] —
Prob | I < lp; Ir_y {0, 13" m3  Sa(0,my, (I5,12)) : D(A*, 2, 7R, (mS,m3)) = 1 } | > Dot
Given the above, we construct and adversary A that distinguishes between the h = hc(x) and a
random string of A bits having as input y = f*(z). This adversary works as follows.
1. A, upon receiving the challenge (f,y, h) picks k < {0,1}* sets fo = f, A = PRG(k) @ .
2. A then computes (f1, f; ') < Gen(1*), zap; < V?P(1*) and sends (4, fo, f1,zap;) to R*

3. If Xg # y, or in the case that R* aborts then A outputs a random bit. Otherwise, he computes
Wo =lo @ h, Wy = I3 @ he(f{(X1)) and sends (W, Wi) to R*.

4. A outputs what R* outputs.

We observe that in the case that the bit used by R* does not correspond to 1, then A breaks
the security of the TDP with probability 1/2. If the bit used by R* is 1 and Xy = y, then:

— if h is a random string then the output of A corresponds to the output of R* when S uses as
input ({§,1;) for some random [j,

— if h = hc(z) then to the output of A corresponds to the output of R* when S uses (lo, ;).

Let us now see formally what is the advantage of A in breaking the security of F. Without loss
of generality, we assume that when R* uses the bit 1 as input the probability that Xy = y is at least
p1 = M. Note that we can assume that Xy = y is at least p; since the key k and the challenge
y are randomly chosen and the PRG that we are using is one-to-one. Let pg = 1 — p;. From the
argument given above, the probability that A4 has of breaking the security of the TDP is

1
po  p1,1 po+p1  ppor 1 po PRI L1 n=Rel 1
GHp) ="+ =3t > atam 27,8

c

which for ¢ > 2 contradicts the security of F given that we have chosen a one-trapdoor permutation
. o 1 1
that cannot be broken with probability larger than 5 + =
O

13



Privacy against a malicious receiver. By contradiction there exists a PPT adversary S* such
that the following two ensemble are distinguishable.

[Views. [(8*(1%), RO, 0]} {Views-[(5*(1%), R(1*, 1)}

The proof goes trough hybrid arguments starting from the execution in which the receiver uses
the bit 1 as input. We gradually modify this execution until the input of the honest receiver becomes
0. We denote by {Views[H;]} the output view of S* in the hybrid experiment ;.

-H; is identical to the experiment in which the honest receiver interacts with S* using 1 as
input.

-Hs differs from H; in the way X7 is computed. In this case X; = PRG(E')®A with k' < {0, 1},
We observe that in H; X; was a uniformly distributed value in {0,1}*, given that x is randomly
chosen by the receiver and that X; = ff‘(x) The indistinguishability between the two hybrid
experiments comes immediately from the security of the PRG.

-Hs differs from Hs in the witness used to compute the ZAP proof. More precisely, in Ho the
witness corresponds to the the input of the PRG k such that Xy = PRG(k) @ A whereas the witness
used in Hg corresponds to the key &’ such that X; = PRG(k") @ A. The indistinguishability between
the two hybrid experiments comes from the WI property of ZAP.

-Hy4 is equal to Hz with the difference that X; = f(x) with 2 + {0,1}*. The indistinguishabil-
ity between H4 and Hs comes from the security of the PRG for the same arguments used to prove
that H; and Ho are indistinguishable. We observe that a reduction to the security of the PRG
is possible because the witness used to compute the ZAP proof involves only k' that is such that
X7 = PRG(K') @ A. The proof ends with the observation that H4 corresponds to the execution in
which R interacts with S* using 0 as input, thus reaching a contradiction. O

4 Proof via Look-Ahead Rewinds

In this section we generalize a proof technique that is required in the security proof of our MPC
protocol proposed in the Sec. 5. Consider the scenario in which the adversary A interacts with two
PPT interactive Turing machines (ITM) Ext and B using only four rounds for the communication.
The adversary A interacts during the first three rounds with a PPT extractor Ext using some secret
information sk which is fully specified in the third round. The extractor Ext rewinds the adversary
from the third to the second round in order to extract sk from A and in the end of the extraction
process Ext goes back to the main thread and outputs the outcome of the extraction.

In addition, from the second to the fourth round A interacts also with a PPT I'TM B(y) (where
y is the input used by B). The Fig. 2 depicts the message-flow that we have just described. Note
that since the messages of Ext interleave with B, then the first two messages of B are rewound during
the extraction process.

We denote with ExpAPB(y, 2) the random variable consisting of the view of A(z) in an ex-
ecution when communicating with B(y) in the latest three rounds and with Ext in the first three
rounds as we have just described.

We now consider the execution in which during the look-ahead rewinds, B uses the input y°,
but post rewinds she uses the extracted value y' = sk. We denote with ExpééEvXt’B(yl, z) the random
variable consisting of the view of A(z) in such an execution.
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We prove that if for every two sequences {3 }xen, {93 }aen with y3 € {0, 1}, yi € {0,1}, such
that for all PPT ITM adversary A it holds that

{(BWR), A1) hen ~ {(By3), A) (1) hren (1)

then it also holds that, for every PPT A,

A,Ext,B
{EXpA7EXt7B(y9\72>})\€N ~ {EXpReWXt (y)\a >})\€N

Roughly, we want to prove that, even in the case that the first and the second round of B are
rewound (in order to extract some secret from the adversary that runs also B) the adversary cannot
distinguish between when B runs using 39 and when B uses an input extracted via the look-ahead
rewinds (y; = sk) under the condition that {(B(yY), A)(1*)}ren = {(B(y} = sk), A)(1*) }ren.

We note that the proof technique that we are describing here is similar to the one used [HHPV18|.
Here we propose a generalization of their technique in order to show that, when the messages of
multiple interactive protocols interleave in a specific way, then the look-ahead rewinds do not hurt
the security reduction to a primitive (B in our case) involved in the protocol.

my
-—
Z Ext mb (y)
A Z sk) ) i 2(1B(y)

my, (y)

Figure 2: The ITMs communicate via a simultaneous message channel. The first two messages of
B interleave with the latest two messages of Ext.

Assume now by contradiction that the claim we are proving is false, then we show how to
construct an adversary A that contradicts the fact that {(B(y9), A)(1*) }ren = {(B(y}), A)(1M)ren-
A works as follows. We assume that the security of B can be described as a classical game between
a Challenger and an attacker, where the challenger takes as input y° and y!, picks b € {0,1} and
uses 4’ to run B with the adversaryA. The adversary A executes the following steps.

1. Interact with A by running Ext and B(yg) during the look-ahead rewinds.

2. When Ext finishes the extraction then go back to the main thread and act as a proxy between
the the external challenger of B and A for the messages of B until the second round (the third
round of the entire protocol).

3. Output what A outputs.

One crucial observation is that the look-ahead rewinds have no impact on the reduction since
the challenger is not even involved during those rewinds. The proof ends with the observation that

if the challenger has used gy then the output of the experiment corresponds to Epr’EXt’B(yO, z), to
A,Ext,B

Row " (sk, z) otherwise.

Exp
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5 Round Optimal MPC from Generic Assumptions

In this section we propose a 4-round MPC protocol IIMP€. Our construction makes use of the

following tools:

— 3-round delayed-semi-malicious MPC MPCPSM = (Next, ..., Nexts, Output)

— A one-way permutation f : {0,1}* ~ {0,1}* (see App. A for a formal definition of OWP).

— A non-interactive statistically binding commitment scheme NICOM = (Com, Dec)

— A 3-round special non-malleable commitment scheme NMCOM = (Sen, Rec) with honest-extractor
ExtNM.

— Let mf be the message broadcast by P; in round ¢ of MPCPSM

and msg~’ = {msgfl}ie[nwd be
the messages broadcasted by all the parties in the first £ — 1 rounds of MPCPSM | then we
use a resettable two-round witness-indistinguishable proof systems ZAP = (P#2P, V*3P) for the
following N'P-language

i—]

Lzap =

<2 2 i—J Jj— i—] i—] J— i—J i—J =7\ .
{(msg ,msgi,(nm&1 ,NMg 5, Mg 3 ),(nml’1 ,nmy 5, nmy ), Yy Y] ) :

I(decnm, y) st. (Y; 77 = f(y) with b€ {0,1} AND

i—j Jj—t 1—] _
Rec(nmy 17, nmy 5", nmy 37, decam,y) = 1)

OR (Rec(nmfﬂj, nmézi, nmégj,decnm,y) =1 AND

Ve < 2 mf = Next,(1*,y,msg~ ")) }.

Informally, in our scheme ZAP is used by the party P; to prove to the party P; that either

a transcript for a special non-malleable commitment scheme contains y such that y = f (ij _ﬂ)
where ij ~% was chosen by Pj, or that a the the first two rounds of the DSM MPC protocol
MPCPSM are computed honestly and that the defence for MPCPSM is committed using a special
non-malleable commitment scheme.

— A X-protocol BLy, = (Pr,Vr) for the N'P-language L = {Y : 3y s.t. Y = f(y)} with Special
HVZK simulator Simy,. We uses two instantiations of BL;, in order to construct the protocol
IIog for the OR of two statements following the approach proposed in [COSV17| (see Sec. A.2
for an overview of this technique). Tlgg is a proof of knowledge for the AN'P-language Lor =
{(Yo, Y1) : 3y st. f(y) = Yo OR f(y) = Y1} & Informally, by running Ilog, one can prove
the knowledge of either the preimage of Yy or Y7 given that f is a OWP.

— A 4-round delayed-input synchronous many-many NMZK AoK NMZK = (P?K V%K) for the
following N'P-language

Lf\l_,\}jZK = {(msg"* 3 msg?, (nmi_)j, nm%_”, nmé_)j), com) :
3(decnm, y, x, dec) s.t. Rec(nmzfj7 nm%_”, nméﬁj,decnm, (p,x)) =1

AND V¢ < 3 mf = Nexty(1*, (p, z),msg~ * ) AND Dec(com, z, dec) = 1}.

Informally, by running NMZK one can prove that a valid defence for all the messages of

8We use IIor in a non-black box way, but for ease of exposition sometimes we will refer to entire protocol IIor in
order to invoke the proof of knowledge property enjoyed by Ilor.
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MPCPSM is committed via a special non-malleable commitment scheme and the the input used
for to run MPCPSM is committed using a non-interactive commitment scheme.

5.1 Informal Description

In Fig. 3 we propose an informal description of our protocol. The Figure depicts the messages flow
the goes from one party F; to a party P;. The overall structure of our protocol can be summarized as
as follows. Each party commits to his input in the first round using a non-interactive commitment
scheme. The parties engage an DSM MPC protocol MPCPSM in the latest three rounds of the
protocol and prove that MPCPSM has been execute correctly. That is, each party P; proves that
the second round of MPCPSM is well formed by committing to its randomness and input (which
represent a defence for MPCDSM) using a special non-malleable commitment scheme, and by proving
via ZAP that this commitment actually contains a valid defence. To ensure that also the third round
of MPCPSM is well formed (and that the defence is consistent with the value committed in the first
round) the parties engage a delayed-input NMZK Argument. In addition, in the first three rounds
P; engages a WIPoK with P; to prove the knowledge a value y such that Y, = f(y). Moreover,
a special non-malleable commitment of a random string is sent from F; to P;. The aim of those
two components is to help the simulator. Indeed, the simulator will extract y from the WIPoK and
will commit to it using the special non-malleable commitment scheme. Then the simulator will use
the knowledge of y and the knowledge of the decommitment information as a witness for the ZAP.
We note that the simulator, in order to extract y, needs to rewind the adversary from the third to
the second round. This means that before the rewinds he has to use a valid witness for the ZAP
without knowing y. Our simulator during the look-ahead rewinding threads will use a valid defence
for MPCPSM with a random input (i.e., a value that is inconsistent with what is committed in the
first round via the non-interactive commitment scheme). After the extraction, Sim rewinds up to
the second round, commits to the trapdoor, uses the simulator MPCPSM and complete the zap proof
using the knowledge of the trapdoor (and the knowledge of the the decommitment information of
the special non-malleable commitment used to commit to the trapdoor).

5.2 Formal Description of IIMPC

Let P = {P,..., P,} be the set of parties. We describe the messages that P; computes and sends
to Pj in any rounds of [IMP for all 4, j € {1,...,n} with i # j and P;, P; € P. We denote a message
x that goes from P; to P; with 277 and denote with @msg<’ all the messages of MPCPSM that have
been sent by all the parties up to the (i — 1)-th round of MPCPSM,

Protocol IIMPC.  Common input: security parameter A, instances length: fzap, {nmzk. Private
input of party P;: x;

Round 1. For all j € {1,...,n} \ {i} P; executes the following steps.

Compute y, 7 « {0,1}*, Y377 + f(yy ) and pick Y, 7 « {0,1}*.

Compute aé_”' — Pr(1?, Yg_)j, yé_”').

Pick clﬁj + {0,1}* and compute (alﬁj,z’ﬁj) — SimL(l’\,Yf%j,cl). o

Pick 7 - {0,1}* and run Sen on input 1* and r thus obtaining (nmg;”,dnmg) (where dnmg
represents the decommitment information).

5. Pick v’ < {0,1}* and run Sen on input 1* and »’ thus obtaining (nmiﬁj, dnmy).

Ll
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— (ap, a1, co,C1,20,21) is the transcript generated from an execution of the WIPoK Ilpr in
which Por proves the knowledge of either the pre-image Y, or Y7.

(nmzky, nmzkg, nmzks, nmzky) in the transcript generated from an execution of the delayed-
input synchronous many-many NMZK NMZK in which Pymzk proves that:
defense of the DSM MPC protocol (p, ) is committed in one of the special non-malleable
commitment, 2) all the messages of DSM MPC are computed correctly; 3) com contains
a commitment of z which is compatible with the defense of the DSM MPC protocol.

P;(x;)

nm071 nm171

nm172

nmo 2 mpcl(:v, ) Zap;

a0, a1

com(z), Yo, Y1 nmzk,

Pj(x;)

C

20,721

P
nmo3(z, p)nmy 3(r) mpcy(z, p) zaps
P

mpc3(a:, )
—

(mpcy, mpcy, mpcs) represents the transcript of a DSM MPC protocol obtained using z as

input and p as the randomness.

(nmg1,nmg 2,nmq 3) is the transcript of the special non-malleable commitment scheme
that commits to the input and the randomness used to compute the messages of the

DSM MPC protocol.

(nmy1,nmy2,nmy 3) is the transcript of the special non-malleable commitment scheme
that it is used to commit to a random message r. The simulator will commit to the
pre-image of either Y; or Y7 and use the knowledge of that pre-image, together with the
decommitment information of the non-malleable commitment, as a witness for ZAP.

(zapy,zap,) are the two rounds of the zap proof the proves either that (nmg 1, nmg 2, nmg 3)
contains (z, p), where (z, p) denotes the input and the randomness used to compute the
messages of the DSM MPC protocol, or that (nmj 1,nmy 2, nm; 3) contains a pre-image

of Yy, with b € {0,1}.

com is a non-interactive commitment of the input and (Yp, Y1) are two elements taken from

the domain of a one-way permutation.

nmzks
—_—

nmzks
—

nmzky
—_—

1) The

Figure 3: The flow of messages that goes from the party P; to a party P; in MPC,

6. Compute (com,dec) < Com(1*, ;)

— — — — i—
8. Send (Y™, Y77 2l ai™ nmii

. Pick ¢l « {0,1}*.

Run Rec on input nmj i
Pick pi=7 < {0,1}* and compute msg) —
Run P?P on input 1* thus obtaining za P

SANE I

nm0 i ,nmll_{
Round 2. On input {YJ 7", Y77 a} 7" al ™" n
JeA{lL,.

Run Rec on input an 1 * thus obtaining an 9

thus obtalnlng nmj o2

7. Run V?K on input 1* thus obtaining “mZkiﬁj

! o L
7, com’™7 nmzki ) to P;.

]4}1 ]*)

My ,nmy g ,comj_",nmzk{q
,n}\{i} P; executes the followmg steps.

—J
—J

Nextl( L3 p 7).

—J
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6. Run P#K on input (1)‘ nmzkj_)i) thus obtaining nmzké_)j.
7. Send (c"_”A,an 57 nm! 2],msgl,zap1 J nmzkgﬁj).to’ P;.
Round 3. On input {c/7%, nmé_zn, nm{_gz, zap]” nmzkéﬁz}je{l,wn}\{i},msg< 2 forallj e {1,...,n}\
{i} P; executes the following steps.
i—] J—

1. Commit to (z;, p'~7) by running Sen on input ((z;, p*=7), nmg 7, nmg; 7dnmz_”)

thus obtain-

ing nmégj (we recall that the special non-malleable commitment scheme is delayed—input)

2. Pick 777 < {0,1}* and commit to it by running Sen on input (r*77 nmﬁlj, nmy, o' dnm! )
thus obtaining nmzl_3>J )

(A Iy p— —J J— —7 i—J J— 1—] 1—=] 1] _

3. Set x,p = (msg (nm01 ;Mg 5 ,an3 ), (nm11 ,nmlg ,nm13 ), Yy Y] ) and wzap =

(dnmg, x;, ,0) and run PP in input (a:ZAP, wzap,zap] ') thus obtaining zapéﬁj.
Compute ¢; 7 =g 7 and z, —J e PL(Y, H\],yéf] {)Hl).
Compute msg? = Nextz(l xz,pl,msg 2)
Run V2K on input nmzkj ' thus obtaining nmzk
Send (nm03 ,nmzl_g],zap;_>J (z577, 57, (277, C11—>J) msgZ, nmzk, 7) to P; o
Round 4. On input {nm{)_gl,nm{?z, (zap} ", xJZXé) ( 6_" cf)_"),( 27 ), nmzk} ' }ieqr, np\ g}, MSES
for all j € {1,...,n} \ {i} P; executes the following steps.
1. Check that the following conditions are satisfied:
- a:zXé is constructed accordingly to the protocol description;
_ CZ*)J _ C]—)Z @C]—H
_ VL(a“g]_yL C‘g]_YL ]—)'L Y]—)l)
_ VL(a‘:]l*)Z CE][*}Z Z{*)Z’Yljg)l)
i— —1 —1
- Ve (aap] . zap) "ot ) =
2. Compute msg} = Nextl(l , T, i, MSE= 3 ).
3. Set xpizk = (mSg=3 msgz,(nmzo_{]7 nm{)_;, nm03 ) com) and wnmMzK = (dnm’_>
and run P%K on input (:):NMZK,wNMZK, nmzkj *) thus obtaining nmsz_”.
4. Send (msgz,x,z\l_,\;fZK, NMZKZ_U) to P;. .
Output computation. On input {:E{\I?/IzZK’ NMZK) ")} jeqr,np iy B8~ 4, forall j € {1,...,n}\
{i} P; checks if the following conditions are satisfied:
1. 25, is constructed according to the protocol description;
NMZK
2. V2K on input (NMZKi%l xf\l?/IZZK) outputs 1.
If the above conditions are satisfied then P; compute y; = Output(1*, 21, p;,mg< * ) and output

Yi-

N Gt

1;
L;
1.

j ey
Ty, PZ J7 dec)

Our simulator: high level description. Before formally prove the security of our protocol, we
give more details on how the simulator Simypc works (we refer the reader to Fig. 4 for the formal
description of Simypc). Simppc works in two phases. In the first phase Simypc runs internally
the adversary A up to the third round by running the simulator for NMZK and by computing all
the other messages of IIMPC as the honest parties would do. That is, Simypc runs MPCPSM using
a random input z, commits to the defense of MPCPSM and proves via ZAP that the defence is
committed via the special non-malleable commitment scheme. Simypc now run the extractor of the
special non-malleable commitment scheme and the PoK extractor of IIgr thus rewinding from the
third to the second round.
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In the end of the extraction process the PoK extractor outputs the trapdoors (which correspond
to the inverses of the OWPs pre-images sent from the parties controlled from the adversary), and the
extractor of the special non-malleable commitment scheme outputs the decommitment information
d. Simppc now rewinds A up to the second round, and interacts with A using the simulator Simpgm
of MPCPSM Moreover, in order to compute an accepting proof for the ZAP, Simypc commits to the
trapdoor via the special non-malleable commitment scheme and use the knowledge of the trapdoor
(and of the decommitment information) as a witness for the ZAP. We recall that Simpgu, in order
to compute the last round, requires a valid defence. This defence is extracted using d due to the
fact that the decommitment information d can be reused since the first round of NMCOM is the
same both in the main and in the look-ahead threads. The crucial part of the proof is to show that
Simppc is able to extract a valid defence from the non-malleable commitment that is only honest-
extractable. Moreover, in the proof it is important to show that the adversarial parties behave
honestly with respect to the messages of MPCPSM also after the rewinds.

Theorem 3. If NMCOM is a special non-malleable commitment scheme, MPCPM s a 3-round
delayed-semi-malicious MPC protocol, f is a OWP and ZAP exits and the security of NMCOM
MPCPSM 4nd ZAP holds against sub-exponential time adversaries then IIMPC 4s J-round maliciously
secure MPC protocol.

Proof. To prove our theorem we need to show a non-uniform expected-poly-time simulator Simppc =
{SimMPCA})\GN such that:

{IdealLSimMPc (1)\7 E)})\,fj ~ {Rea|[7,4(1)‘, E)})\ji

)

We propose the description of Simppc in Fig. 4. Our proof proceeds via hybrid arguments.
Without loss of generality, in the proof we assume that there is only one honest party P;. We divide
the proof in two parts, in the first we consider an adversary that completes the first three round of
the protocol with non-negligible probability, in the second we consider an adversary that completes
the third round with negligible probability only.

A completes the third round with non-negligible probability.

-Ho. This hybrid experiment corresponds to the standard execution of where P; interacts
with the malicious party according to the description of IIMPC. We assume that o ends successfully
(P; does not abort) with non-negligible probability (otherwise the theorem is trivially proven). We
denote with NOTRAPy;, the event in which the adversary provides a well-formed non-malleable
commitment of y such that Y,/ for some j € {1,...,n} — {i} and b € {0,1} in the hybrid
experiment H;. We want to prove the following lemma

Lemma 1. Prob| NOTRAPy, | < v(A)

HMPC

Proof. Suppose by contradiction that the lemma does not hold. This means that there exists j
such that (nm{ ", nmj 5’ nm{3") is a well formed non-malleable commitment of a value y with
Ybi_” = f(y) and b € {0,1}. Since NMCOM is honest extractable and the commitment is well
formed, it is possible to extract y via rewinds. We now observe that if Yli%j = f(y) we can break
the one-way property of f because y is never used by the honest party. That is, af)_’j is computed
using the witness yo s.t. Yo = f(yo). However, if Yy = f(y) then the reduction is not immediate
since y is actually used in the hybrid experiment. In order to reach a contradiction, we consider
the intermediate hybrid experiment Hg' in which the witness used in Ilor is y1 s.t. Yli_)j = f(y1).
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If we now rewind the adversary and the value extracted from the non-malleable commitment is
y such that Yy = f(y) then a reduction that breaks the one-wayness of f can be done. In any
other case we can construct a reduction that breaks the Special HVZK of BL. First, we observe
that we cannot simply rely on the WI property of Ilgr since the rewinds required to extract from
the special non-malleable commitment scheme could rewind the third and the second messages of
IIor thus interfering with the reduction. For this reason we now consider IIgr in a non-black-box
way and consider an additional intermediate hybrid experiment Hg"¥'. H{*¥' follows the same
steps of Hg except that the honest prover procedure (Pr), instead of the Special HVZK simulator
(Simyz), is used to compute the prover’s messages a; *,z; ' of the transcript 7 = (a] 7, c; 7,27 7)
w.r.t. the instance Yf_” . Suppose now by contradiction that the value extracted from the special
non-malleable commitment scheme is y such that Yoiﬁj # f(y) , then we can show a malicious
verifier V* that distinguishes between a transcript 71 = (a1, c1,2z1) computed using Simy and one
computed using the honest prover procedure. In more details, let Cspyyzk be the challenger of the
Special HVZK. V* picks c; < {0,1}* and sends c; to Csyyzk. Upon receiving a1, z; from Cspyzk V*
interacts with the adversary according to Ho (H§"¥"') except for the messages of 71 where V* acts
as a proxy between Csyyzk and A. At the end of the execution V* runs the extractor of the special
non-malleable commitment scheme thus obtaining ¢. Therefore, we have reached a contradiction.
We observe that if Csyyzk sends a simulated transcript then § = yg otherwise § # yo.

There is a subtlety in the above reduction. V* runs the extractor for the special non-malleable
commitment scheme that rewinds from the third to the second round. This means that V* has
to be able to complete during the rewinds the third round while receiving different challenges
ct, ..., cPYWN) wrt. Mog. Since we are splitting the challenge ¢, V* can just keep fixed the value
¢ reusing the same z; (sent by Cspyzk) and computing an answer to ag using the knowledge
of yg s.t. YOZ'_”' = f(yo). We note now that H' proceeds exactly as H{"Y' except that the
Special HVZK simulator (Simz), instead of honest procedure (Pr), is used to compute the prover’s
messages a; 7,z, ° of the transcript 7, "/ = (ag 7,cy °,2y ) w.r.t. the instance yo. From the same
arguments proposed above, we can prove that the value extracted from the special non-malleable

commitment scheme is g s.t. Yoi_” = f(yo) also in Hg'. We note that this is sufficient to reach a
contradiction since yg is not used in the hybrid experiment. That is, the adversary can be used to
break the security of the OWP. O

Another property that we need to show to hold in this (and in the next hybrid experiments)
is that the adversary behaves correctly. More formally, we require that if P; does not abort, then
xf\KAZZK is a true statement for all j € {1,...,n} — {i}. We denote the event in which there exists
Jj € {1,...,n} — {i} such that P; does not abort with non-negligible probability but xf\ITAlZK is a
false statement in the hybrid H; with FALSEXy;,. Due to the soundness of NMZK we can claim that
Prob [ FALSEXy, | < v(A).

~H, is equal to Hy with the difference that the simulator of NMZK is run instead of the honest
prover procedure. The indistinguishability between Hgo and H; comes immediately from the Zero-
knowledge of NMZK. Moreover, from the many-many non-malleability of NMZK we can claim that
the adversary is still proving true theorems, that is Prob [ FALSEXy, | < v(A). We observe that
Prob [ NOTRAPy, | < v(A) since otherwise a reduction that breaks the Zero-Knowledge of NMZK
can be made”.

9Note that we are assuming that the simulator of NMZK rewinds from the third to the second round, and from
the fourth to the third. This means that the extraction from the special non-malleable commitment scheme can be
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—H, is equal to H; with the difference that it rewinds the adversary from the third to the second
round in order to get the witness used by the adversary in Ilgr. H1 and Ho are statistically indis-
tinguishable due to the PoK property of IIor, moreover Prob [ FALSEXy, | < v(X) holds otherwise
a reduction to the PoK property of llpr can be made. The reduction would construct a malicious
prover for IIgr by running internally the adversary for IIMPC and by starting an interaction with the
challenger of PoK. In the end of the interaction between the challenger and the malicious prover
the reduction can check the output of the simulator-extractor of NMZK to verify whether xNMZK is
a true statement!?. o

~Hs is equal to Ho with the difference that each extracted value y/~% such that Y})J_” =
f (yj_”') for b € {0,1}, is committed via the special non-malleable commitment scheme for all
j€A{l,...,n}\ {i}. That is, the look-ahead rewinding threads are used to extract the trapdoor
177" using the PoK extractor of IIor. Then ¢/~ is committed in (nm1 7 nm? 2 ,nm’l_gj) We note
that the in H3 the value committed inside the special non-malleable commitment can be changed
when the look-ahead thread are over due to the delayed-input property of NMCOM. H3 and Hs are
indistinguishable due properties of hiding and last-message pseudorandomness enjoyed NMCOM
(the property last-message pseudorandomness is necessary to avoid rewinding issues during the
reduction, more details will follow). In order to prove that Prob[ NOTRAPy, | < v(\) we can
rely on the property of NMCOM to be many-one synchronous non-malleable. We observe that
one-one non-malleability is sufficient since, if there is one session in which the adversary commits
to the trapdoor, then we can isolate that session and construct the reduction to the non-malleable
commitment (a similar technique is used in [COSV16]). Note that in the reduction to the non-
malleability, as well as in the reduction to the hiding of NMCOM, it is required to rewind the
adversary from the third to the second round due to the look-ahead rewinding threads. However,
this does not represent a problem since, during the rewinds, the reduction can compute the replies
to the second round of NMCOM sent by the adversary by its own due to the property of last-message
pseudorandomness. Moreover, also in this case we can rely on the simulator-extractor of NMZK to
ensure that Prob [ FALSEXy, | < v(X).

~Hy4 is equal to Hz with the difference that the witness used in ZAP in the main thread (after
the look-ahead rewinds) is now represented by (dnm}™7,y77%) such that Yy " = f(y’7%) and
Rec(nm0 1],nm‘(7)2 ,nmzo_gj, (dnm’ 77 421y = 1 for all j € {1,...,n} — {i} (we recall that y) " is
the value extracted by running the PoK extractor for IIpgr). Due to the WI property of ZAP we
have that the two hybrid experiments are indistinguishable. In more details, during the look-ahead
threads the reduction computes the ZAP proof using the same witness used in Hs (which corresponds
to a valid defense for MPCPSM committed via the other special non-malleable commitment). When
the extraction via look-ahead rewinds is over, the reduction acts as a proxy for the messages of ZAP
between the ZAP challenger and .A. When the interaction with the challenger is over the reduction
rewinds A again to check that he is still not committing to the trapdoor. We note that these
rewinds do not affect the reduction due to the resettability of ZAP. The argument given above are
also sufficient to claim that Prob [ NOTRAPy, | < v(\). As for the previous hybrid experiment, we
rely on the simulator-extractor of NMZK to ensure that Prob [ FALSEXy, | < v(A).

—Hs is equal to H4 with the difference that the j—th flow, for j € {1,...,n} — {i}, of NMCOM

done concurrently with the rewinds made by the simulator of NMCOM.

10We note that the simulator of NMZK of [COSV17], in order to extract the witness for the theorem proved by the
adversary just needs to rewind from the fourth to the third round, which does not affect the reduction to the PoK
property of Ilog.
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(nmO i nm0 5 ,nmg_g]) does not contain a valid defense for MP anymore in the main-thread.

The mdlstmgmshablhty between H4 and Hg comes from the hiding of NMCOM. We can prove that
Prob [ NOTRAPy, | < v(A) for the same arguments used above. Indeed if this does not hold, then
a reduction to the security of the many-one non-malleability of NMCOM can be made. Note that in
this case many-one non-malleability is sufficient since we have proved that in Prob [ NOTRAPy, | <
v(A). Therefore, if there is just one session in which the adversary commits correctly to the trapdoor
then a reduction can be made. We also observe that due to the soundness of ZAP, and because
Prob [ NOTRAPy,, } v()), then the adversary is still committing to a valid defense for MPCPSM in
(an N ,nmg_gj, nmy 5 ") for all j € {1,...,n} — {i} in the main-thread. As for the previous hybrid,
we rely on the simulator-extractor of NMZK to ensure that Prob [ FALSEXy, | < v()).

-Hg is equal to Hs with the difference that the value committed in com is a random value. The
indistinguishability between the hybrid experiments and the fact that Prob [ NOTRAPy, | < v())

CDSM

come from the hiding of the commitment scheme (Com, Dec). We observe that, since Prob | NOTRAPy, | <

v(X), then (nm{ 1", nmzo_g], nmy{5 ') contains a valid a defense for MPCPM for all j € {1,...,n}—{i}.
Therefore, due to the honest- extractability of NMCOM and the soundness of ZAP, the defense for
MPCPSM can be extracted by rewinding the special non-malleable commitments that are sent from
the adversary in the main-thread. We can also claim that Prob [ FALSEXy, | < v(\) because of the
same arguments showed above.

~H7 is equal to Hg with the difference that during the look-ahead rewinding threads MPCPSM
is run using a random input (like Hg) and in the main-thread the simulator of MPCPSM is run. We
note that the simulator of MPCPSM can be feed with a valid defense in the main-thread since this
defense can be extracted from the non-malleable commitments received from the adversarial parties
using the reusable decommitment information obtained during the look-ahead thread.

The indistinguishability between the two hybrid experiments comes from the security of MP
More precisely, This part of the proof uses the same arguments proposed in Sec. 4. Indeed, in our
case B is represented by MPCPSM and Ext is represented by: 1) the extractor that extracts from
(nmf)_ln, nmf)_gj, nm{)_gm) a defense for MPCPSM and 2) the extractor for TIor that extracts the in-
verses of the OWPs images sent from A. The proof ends with the observation that this hybrid
experiment corresponds to the simulator Simypc showed in Fig. 4.

A completes the third round with negligible probability. To complete this part of the proof
is sufficient to prove the following lemma.

CDSM

Lemma 2. For any choice of T, @’T where E’T ={Z}},c7) @'T = {Titicr and T} # 7} (we recall that

T corresponds to the set of honest parties), the following two ensembles are indistinguishable

{Real; 4(1",7)}, 7 ~ {Real; 4(1*, )}, 7

To prove the lemma, we can follow the same steps of the first part of the proof with the
difference that in each hybrid experiments instead of extracting the trapdoor by rewinding the
adversary from the third to the second round, the trapdoor is extracted by inverting Y7/~ running
in sub-exponential time for all j € I and i € I.

O

From Theorems 1, 2 and 3 we obtain the following corollary.

Corollary 2. If sub-exponentially secure one-way trapdoor permutations exist, then TIMPC is secure
4-round maliciously secure MPC protocol.

23



Moreover, from Theorem 1, [HV 16, Theorem 6.2] and Theorem 3 we can also claim the following.

Corollary 3. If sub-exponentially secure claw-free trapdoor permutations exist, then TIMPC is secure
4-round maliciously secure MPC protocol.
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We assume that all but one the parties are corrupted. Let P; be the only honest party, then
Simmpc runs internally the corrupted parties P\ { P;} controlled by the adversary A and acts
as follows.

From the 1-th to the 3-rd round.

1. Pick 2/ + {0,1}*, compute (com, dec) - Com(1

2. Run Simzk on input 17.

3. Pick z, p <+ {0,1}* and run MPCP5M in the second and the third round.

4. Commit to (z,p) to all the corrupted parties using NMCOM. That is, in the end of
the three rounds each malicious party P; obtains a transcript (nm0 1] , nmo_gn, nmO 47) for
NMCOM that represents the commitment to (x, p).

5. Pick rj < {0,1}* and commits to it to the corrupted P; using NMCOM for all j €
{1,...,n}\ {i}. That is, in the end of the three rounds each malicious party P; obtains
a transcript (nm1 1], nm1_2”, nmzﬁgj) for NMCOM that represents the commitment to ;.

6. Engage a ZAP proof with each P; in the second and the third round using as a witness
(dnmé_)jp, ).

7. Act as the receiver of NMCOM for all the non-malleable commitments received from
the adversary.

8. Act as the ZAP verifier to check if all the proofs received in the third round from the
adversarial parties are accepting. If there is at least one non-accepting proof then abort.

Look-ahead rewinding threads.

1. Run the extractor ExtNM to obtain the reusable decommitment information d; of
(nmé_ln, nmf)_g], nmf)_gz) for all j € {1,...,n}\ {i}.

2. Run the PoK extractor of Ilog thus obtaining y/~¢ such that f(y’~%) = Yb]]jf with
b7 e {0,1} for all j € {1,...,n}\ {i}.

Main-thread execution. Rewind A up to the second round and do the following.

1. Continue the execution of Simzk.

2. Change the committed message of the first flaw of NMCOM from (2/, p’) to a random
value r’ « {0,1}}.¢

3. Change the message committed to P; via the second flaw of NMCOM to 1777 for all
jed{l,...,n}\ {i}" o

4. Compute the j-th ZAP proof using as a witness (dnm] 7, 377%) for all j € {1,...,n}\
{i}

5. Upon receiving the third round from the adversary, let (nm0 | 7nm0 5 nmégl) be the
transcript for NMCOM obtained by interacting the the adversarial party P;. Extract
the committed value (x;, pj) using the reusable decommitment information dj obtained
during the look-ahead threads and check that (x;, p;) is a valid defense. If it is not then
abort, otherwise continue with the following steps.

6. Run the simulator Simpgy for the delayed-semi-malicious MPC protocol using as input
the defence extracted from the corrupted parties (z;, p;) for all j € {1,...,n}\ {i}°

Output 4. Output what the A outputs.

A 2') and send com to all the parties.

“We recall that NMCOM is delayed-input and so the committed message can be decided in the third round
of the commitment phase.

*In the case that A aborts, Simupc rewinds the adversary and sends a new (pseudorandom) third round of
NMCOM to A.

“Note that Simpsm need the defence only to compute the last round.

Figure 4: The s%élulator Simppc.
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A Standard Definitions

Definition 14 (Computational indistinguishability). Let X = {X)}xen and Y = {Ya}ien be
ensembles, where X ’s and Y)’s are probability distribution over {0, 1}1, for same | = poly(\). We
say that X = {X)}xeny and Y = {Y)}ren are computationally indistinguishable, denoted X ~ Y,
if for every PPT distinguisher D there exists a negligible function v such that for sufficiently large
AeN,

‘Prob [t<—X,\:D(1)‘,t) - 1] ~ Prob [t<—Y,\:D(1’\,t) - 1} ) <v(\).

We note that in the usual case where | X,| = Q2(A) and A can be derived from a sample of X},
it is possible to omit the auxiliary input 1*. In this paper we also use the definition of Statistical
Indistinguishability. This definition is the same as Definition 14 with the only difference that the
distinguisher D is unbounded. In this case use X =4 Y to denote that two ensembles are statistically
indistinguishable.

Definition 15 (One-way function (OWF)). A function f : {0,1}* — {0,1}* is called one way if
the following two conditions hold:

o there exists a deterministic polynomial-time algorithm that on input y in the domain of f
outputs f(y);

e for every PPT algorithm A there exists a negligible function v, such that for every auziliary
input z € {0, 1}POVN);

Prob [ y¢{0,1}" : A(f(y).2) € f7'(F () ] <v(N.

We say that a OWF f is a 1-to-1 OWF if f(z) # f(y) V(z,y) € {0,1}*.
We say, also, that a OWF f is a one-way permutation (OWP) if f is a permutation.

Definition 16 (Proof of Knowledge [LP11]). A protocol II = (P, V) that enjoys completeness is a
proof of knowledge (PoK) for the relation Rely if there exists a probabilistic expected polynomial-time
machine E, called the extractor, such that for every algorithm P*, there exists a negligible function
v, every statement x € {0, 1})‘, every randomness v € {0,1}* and every auziliary input z € {0,1}*,

Prob [ (P} (2),V)(z) = 1] < Prob [w — EP O (2) : (z,w) € RelL | + v(\).

We also say that an argument system I1 is a argument of knowledge (AoK) if the above condition
holds w.r.t. any PPT P~*.

In our security proofs we make use of the following observation. An interactive protocol II that
enjoys the property of completeness and PoK (AoK) is a proof (an argument) system. Indeed sup-
pose by contradiction that is not. By the definition of PoK (AoK) it is possible to extract the witness
for every theorem x € {0, 1}* proved by P with probability greater than Prob [ (P*(z), V)(z) = 1];
contradiction.

In this paper we also consider the adaptive-input PoK/AoK property for all the protocols that
enjoy delayed-input completeness. Adaptive-input PoK/AoK ensures that the PoK/AoK property
still holds when a malicious prover can choose the statement adaptively at the last round.

A 3-round protocol II = (P, V) for a relation Rel| is an interactive protocol played between a
prover P and a verifier V on common input z and private input w of P s.t. (z,w) € Rel.. In a
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3-round protocol the first message a and the third message z are sent by P and the second messages
c is played by V. At the end of the protocol V decides to accept or reject based on the data that he
has seen, i.e. z,a,c,z.

We usually denote the message ¢ sent by V as a challenge, and as challenge length the number
of bit of c.

Definition 17 (X-Protocol). A 3-round public-coin protocol II = (P, V) for a relation Rel_ is a
Y- Protocol if the following properties hold:

e Completeness: if (P, V) follow the protocol on input x and private input w to P s.t. (z,w) €
Rel., V always accepts.

e Special soundness: if there exists a polynomial time algorithm such that, for any pair of ac-
cepting transcripts on input x, (a,c1,21), (a, C2,22) where 1 # ca, outputs witness w such that
(z,w) € Relg.

e Special Honest Verifier Zero-knowledge (Special HVZK): there exists a PPT simulator algo-
rithm Sim that for any x € L, security parameter A and any challenge ¢ works as follow:
(a,z) < Sim(1*,z,c). Furthermore, the distribution of the output of Sim is computationally
indistinguishable from the distribution of a transcript obtained when V sends ¢ as challenge
and P runs on common input x and any w such that (x,w) € Rel 1.

Definition 18. A delayed-input 3-round protocol 11 = (P, V) for relation Rel. enjoys adaptive-input
special soundness if there exists a polynomial time algorithm such that, for any pair of accepting
transcripts (a,c1,z1) for input x1 and (a,co,z2) for input xo with ¢ # co, outputs witnesses wi and
way such that (x1,w1) € Rel. and (x2,ws2) € Rel|.

A.1 Commitment Schemes

Definition 19 (Commitment Scheme). Given a security parameter 1%, a commitment scheme CS =
(Sen,Rec) is a two-phase protocol between two PPT interactive algorithms, a sender Sen and a
receiver Rec. In the commitment phase Sen on input a message m interacts with Rec to produce a
commitment com, and the private output d of Sen.

In the decommitment phase, Sen sends to Rec a decommitment information (m,d) such that Rec
accepts m as the decommitment of com.

Formally, we say that CS = (Sen, Rec) is a perfectly binding commitment scheme if the following
properties hold:

Correctness:

o Commitment phase. Let com be the commitment of the message m given as output of an
execution of CS = (Sen, Rec) where Sen runs on input a message m. Let 4 be the private
output of Sen in this phase.

e Decommitment phase'?. Rec on input m and d accepts m as decommitment of com.

Statistical (resp. Computational) Hiding([Linl0]): for any adversary (resp. PPT ad-
versary) A and a randomly chosen bit b € {0,1}, consider the following hiding experiment
ExpHiding’, og(A):

"'Note that we require that the two transcripts are computationally indistinguishable as in [GMY06], instead of
following [CDS94] that requires the perfect indistinguishability between the two transcripts.
1211 this paper we consider only non-interactive commitment and decommitment phase.
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e Upon input 17, the adversary A outputs a pair of messages mo, mi that are of the same
length.

e Sen on input the message my, interacts with A to produce a commitment of my.
e A outputs a bit b’ and this is the output of the experiment.

For any adversary (resp. PPT adversary) A, there exist a negligible function v, s.t.:
(Prob [ ExpHiding), g (V) = 1 ] ~ Prob [ ExpHiding!, ag() = 1 } ( <v(\).

Statistical (resp. Computational) Binding: for every commitment com generated during
the commitment phase by a possibly malicious unbounded (resp. malicious PPT) sender Sen*
there exists a negligible function v such that Sen*, with probability at most v(\), outputs two
decommitments (mo,do) and (mq,dy), with mo # my, such that Rec accepts both decommit-
ments.

We also say that a commitment scheme is perfectly binding iff v(A) = 0.
When a commitment scheme (Com, Dec) is non-interactive, to not overburden the notation, we use
the following notation.
— Commitment phase. (com,dec) <— Com(m) denotes that com is the commitment of the message
m and dec represents the corresponding decommitment information.
— Decommitment phase. Dec(com,dec, m) = 1.

A.2 A special WIPoK Ilgg.

In order to construct our MPC protocol we rely the special WIPoK Tlpg proposed in [COSV17].
This WIPoK has the property to be nicely composable with other protocols in parallel. In a
nutshell, IIog takes two instantiations of the three-move Special HVZK PoK (like as in Blum’s
protocol [Blu86]) and composes them via the OR composition proposed in [CDS94]| thus obtaining
a WIPoK. Using this WIPoK a reduction can be successfully completed even when there are rewinds
due to another protocols played in parallel. Since in our protocol/proof we make non-black-box use
of this primitive, we provide the description of IIgg verbatim from [COSV17].

IIpr uses the compiler proposed in [CDS94| to combine two three-move Special HVZK PoKs
Y0, 21 into a WIPoK for the N'P-language Ly OR Li. Let (9, x1) be the compound statement to
be proved, with xy € Lo and 1 € L1, and let wp be the witness for z,. The compiler proposed
in [CDS94| executes 3¢ and ¥ (respectively for Lo and L) in parallel, but after receiving the
challenge ¢ from the verifier, the prover can use as challenges for ¥y and ¥; every pair (cg, c1) s.t.
co @ c¢; = c. Therefore the prover could choose in advance one of the challenge to be used (e.g.,
¢1-p), and compute the other one by setting ¢, = ¢ ® ¢1_p. In this way the transcript for 3;_; can
be computed using the Special HVZK simulator while the transcript for ¥ is computed using the
witness wp. Thus the prover has the “freedom" of picking one out of two challenges before seeing
¢, but still being able to complete the executions of both ¥y and ¥y for every c¢. This “freedom"
is sufficient to switch from the use of wq to the use of w; (in order to prove WI) even when it is
required to answer to additional (and different) challenges c!, ... , cPoly(A) (i.e., when some rewinds
occur). Indeed it is possible to switch the witness used (from wg to wj) in two steps relying first
on the Special HVZK of 31, and then on the Special HVZK of ¥¢. More precisely, we consider the
hybrid experiment H™° as the experiment where in IIpg the witness wq is used (analogously we
define H*1). We now consider H"*"1 that differs from H"° because both the witnesses wy and w;
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are used. We prove that H*° and H"°"*1 are indistinguishable due to the Special HVZK of 31 even
though IlgR is rewound polynomially many times. The reduction works as follows. A challenge ¢;
is chosen before the protocol IIpr starts and the Special HVZK challenger is invoked thus obtaining
(a1,21). The transcript for ¥ is computed by the reduction using the witness wy in order to answer
to the challenge cg =c®cy fori =1,...,poly(A\). We recall the we are in a setting where Ilor
could be rewound, and therefore the reduction needs to answer to multiple challenges. We observe
that the reduction to the Special HVZK is not disturbed by these rewinds because ¢; can be kept
fixed. The same arguments can be used to prove that H%% %! is computationally indistinguishable
from H™!.

B The synchronous one-one non-malleable commitment scheme of [GPR16]

Let (Com,Dec) be a non-interactive statistically binding commitment scheme, and (E,D) be an
encoding algorithm that splits the input into two codewords L and R'3. The scheme NMCOM =
(Sen, Rec) proposed in [GPR16| can be described as follows.
Commitment phase. Let m be the message to be committed.

Sen — Rec: Sen chooses (L, R) <— E(m) where L is viewed as a field element in Z,; Sen also

draws 7 < Z4 at random, compute com, dec <— Com(L||r) and send com to Rec.

Rec — Sen: Rec chooses a random « < Zj and sends it to Sen.

Sen — Rec: Sen sends a = ra + L and R to Rec.
Decommitment phase To decommit, Sen sends dec to Rec.

Intuitively, Sen commits to a polynomial-based 2-out-of-2 secret sharing of L in the first round,
and in the third round sends R along with one share.

Honest-extractability and reusable decommitment information. As discussed in Sec 2.3
this commitment scheme is honest-extractable. Indeed, once that a complete transcript has been
received, it is possible to rewind Sen from the third to the second round using different second mes-
sages thus obtaining L. More precisely, let 7 = (com, «, (a, R)) be an honestly generated transcript.
Once that another honest transcript is obtained L can be extracted (via interpolation), and the
committed message can be retrieved by running D on input (L, R). We note that the extracted
information can be reused to retrieve the message committed in another transcript of NMCOM that
shares the same first round. For example, one can infer that the message committed in the (honestly
generated) transcript 7 = (com, &, (a, R)) is D(L, R) = .

131, and R are codewords of a non-malleable code. In this discussion we can consider (E,D) just as an encoding-
decoding algorithm.
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