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Abstract. The ongoing NIST lightweight standardization process explicitly puts forward a requirement
of side-channel security, which has renewed the interest for Authenticated Encryption schemes (AEs) with
light (er)-weight side-channel secure implementations. To address this challenge, we investigate the leakage-
resistance of a generic duplex-based stream cipher, and prove the classical bound, i.e., = 2¢/ 2 under an
assumption of non-invertible leakage. Based on this, we propose a new 1l-pass AE mode TETSponge,
which carefully combines a tweakable block cipher that must have strong protections against side-channel
attacks and is scarcely used, and a duplex-style permutation that only needs weak side-channel protections
and is used to frugally process the message and associated data. TETSponge offers: (i) provable integrity
(resp. confidentiality) guarantees in the presence of leakage during both encryption and decryption (resp.
encryption only), (ii) some level of nonce misuse robustness, and (iii) black-box AE security with good
bounds in the multi-user setting as well. We conclude that TETSponge offers an appealing option for the
implementation of low-energy AE in settings where side-channel attacks are an actual concern.

Our analysis offers the first rigorous methodology for the analysis of the leakage-resistance of sponge/duplex-
based AEs. It can be easily adapted to others: we demonstrate this by showcasing brief analyzes of two
other 1-pass AEs Ascon, GIBBON, and two 2-pass AEs TEDTSponge and ISAP. These provide various
insights for both designs and implementations.

Keywords: Authenticated Encryption, Duplex Construction, Leakage-Resistance, Leveled Implementations,
Multi-User / Beyond Birthday Security.

1 Introduction

Problem statement. In 2013, the NIST initiated a lightweight cryptography project to understand the need
for dedicated Authenticated Encryption with Associated Data (AEAD), which has led to the launching of a
standardization process in 2019.! In this context, resistance to side-channel attacks is identified as one of the
desirable features that is missing from existing solutions. From an application viewpoint, it is easily motivated
by the observation that lightweight devices may be deployed in environments where they can be under physical
control of an adversary, yet be responsible for critical tasks (e.g., automotive, drone-related). Maybe more
worryingly, a lack of embedded security can also be the root of serious distributed attacks starting from seemingly
non-critical connected objects (see for example [39]).

From a cryptographic viewpoint, NIST’s lightweight physical security goal challenges the current under-
standing of side-channel countermeasures, which typically imply significant overheads. For example, the cycle
counts of the (optimized) masked software implementations of block ciphers by Goudarzi and Rivain presented
at Eurocrypt 2017 [26] blows up by factors ranging from tenths to hundreds for number of shares ranging from
2 or 3 to more than 4, compared to a non-protected implementation. Significant (quadratic) overheads can also
be observed in hardware as the number of shares increase (especially if the random generation of the shares is
taken into account) [27].

This state of affairs raises the question of the design of AE modes allowing both efficient and light(er) weight
implementations (e.g., supporting constant memory requirements in streaming applications) and embedding
side-channel resistance features, so that the secure implementation of the mode can circumvent, at least in part,
the costs associated to the protection of its underlying primitives. Besides, and if aiming at standardization, it
is also desirable that such modes offer as many standard security features as possible. In this respect:

— Supporting good multi-user security is important in a context of large-scale deployment of lightweight
devices, which may be subject to mass-surveillance and distributed adversaries [7].

! See https://csrc.nist.gov/projects/lightweight-cryptography.
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— Security beyond the classical birthday bound is useful to increase key lifetime [28], which is particularly
relevant in the case of lightweight devices that may not incorporate good key agreement mechanisms.
— Achieving some level of robustness against nonce reuse is in general a welcome option [38,4].

State-of-the-art. Taken separately, the design of lightweight symmetric primitives & modes and the design
of leakage-resilient (or resistant) primitives & modes have been topics of quite intense research over the last
years. For lightweight designs, we refer to the recent survey of Biryukov and Perrin [13], and to the CAE-
SAR competition.? For leakage-resilient primitives, we refer to the line of works initiated by Dziembowski and
Pietrzak’s leakage-resilient stream cipher [23], which has then been the seed for the design of PRGs, PRFs and
PRPs [44,24,22], with contrasted practical impact [6]. For leakage-resistant authentication, encryption and AE
modes, we refer to the CCS 2015 work of Pereira et al. [37] and follow-ups [9,10,5].% Yet, significant gaps remain,
particularly if we aim for a lighter single pass design.

Concretely, let’s inspect two concrete proposals that get closer to the NIST requirements. The first is ISAP
proposed at FSE 2017 by Dobraunig et al. as a potential solution for side-channel secure AE [18]. ISAP makes an
important step in putting forward the good properties of sponge-based constructions for side-channel security —
an observation that was also made by the Keccak team in the design of Keyak.* In short, the main observation
exploited by these designs is that some kind of leakage can be heuristically captured by reducing the capacity
of the sponges. Yet, apart from the lack of a systematic analysis of leakage-resilience (or resistance), which (to
the best of our knowledge) is common to all sponge-based constructions, ISAP is a two-pass design, while we
are seeking for some lighter solutions with a single pass.

Second, a recent AE mode TEDT [8] for Tweakable Block Ciphers (TBCs) was designed to encourage the so-
called leveled implementations, where (expensive) protections against side-channel attacks are used in a minimal
way, while the bulk of the computation can be executed by cheap and weakly protected circuits. The authors
of TEDT argue that the leveled approach can bring significant performance gains compared to implementations
where side-channel protections are uniformly used during encryption.® Precisely, leveled implementations reduce
the energy overheads of side-channel countermeasures, both in software implementations (in which case the
gains are also visible in reduced cycles counts) and hardware ones, at the cost of a slightly increased code size
or footprint. Regarding security, the leveled implementations of TEDT could ensure strong guarantees against
leakages—corresponding to the top of the hierarchy of confidentiality and integrity definitions established in [29].
Namely, TEDT ensures Ciphertext Integrity with Misuse and Leakage in encryption and decryption (CIML2) in
a liberal model where only the long-term key is “safe”. TEDT also ensures security against Chosen Ciphertext
Adversaries with misuse-resilience (meaning security for messages encrypted with fresh, non-repeating nonces,’
in the presence of nonce-reuse) and leakage in encryption and decryption (CCAmL2), in two different leakage
models. Yet, TEDT is also of two passes and rate 1/4, which is expected to be more expensive than the sponge-
based approach of ISAP.

Contribution. Based on this state-of-the-art, we can rephrase our problem as:

Can we design a single-pass leakage-resistant AE mode, and
how do we demonstrate the form of leakage-resistance that it provides?

The goal of efficient AE in 1 pass pinpoints the duplex construction [12] as the natural starting point (leakage-
resistant AE modes for block ciphers typically refresh their keying material for every message block, inducing a
significant overhead). To this end, our first contribution is the first rigorous leakage security analysis of a general
duplex-based stream encryption w.r.t. a leaky version of the classical eavesdropper security model. The analysis
is made in the ideal permutation model since there’s no other choice at present (see Section 3.5), and we naturally
focus on oracle-free leakage functions—as in [44] and in the concurrent work [21]. As a compensation for this

2 See https://competitions.cr.yp.to/caesar.html.

3 We note that when it comes to encryption in the presence of leakage, we use the term leakage-resistant for security
definitions that allow all the computations (including the computation of the “challenge ciphertext”) to leak, and the
term leakage-resilient for security definitions that exclude it, (following the terminology in [29,41]).

4 See https://keccak.team/files/Keyakv2-doc2.2.pdf.

5A similar approach has been applied to the Ascon cipher in [1] — see Fig. 4 (a) for an illustration of the parts of the
implementation they heavily protect.

6 “Misuse-resilience” was due to [4]. As discussed in [29], misuse-resistance in the sense of [38] is believed impossible in
many leakage settings: briefly, when the inputs including nonces are arbitrarily controlled, the adversary could (almost)
control the leakage traces, and this enables identifying small changes in the encrypted messages.
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idealized analysis, all results are obtained under the weakest and easiest to validate leakage assumption, namely
non-invertibility [25]. Building upon these, we prove security bounds that are expressive and easy-to-understand,
translating to the classical ~ 2¢/2.

We then study how to extend the leakage-resistant duplex stream cipher into a 1-pass AEAD mode and
what can be achieved. We propose a new AEAD mode TETSponge, standing for Tweakable (due to the use
of TBC), Encrypt & Tag (the natural feature of duplex) Sponge, as our result. It enhances the duplex stream
cipher with two calls to an n-bit TBC used as a key derivation function (KDF) and a tag generation function
(TGF ). We also borrow the use of n,-bit public key material from [8] to boost multi-user security. We show that
these modifications cinch nice leakage AE security: leveled implementations, where only the two TBC-calls are
protected from side-channels, achieve: (i) multi-user CCAmL1 confidentiality up to = 2"/2 queries and ~ 2"»
users, which corresponds to CCA security with misuse-resilience, in the presence of encryption leakages; (ii)
multi-user CIML2 authenticity up to 2"/n? queries and ~ 2" users, partly thanks to the invertibility of the
TBC-based TGF.

For practical usability, we carefully designed TETSponge to achieve high black-box CCA security as well,
i.e., up to 2"/n? queries and ~ 2" users. To keep this submission concise and easy to follow, the black-box
results are only presented in the separate supporting document.

Our (intermediate) result on the duplex stream cipher as well as the methodology for the leakage security
analysis of duplex/sponge-based AEs are general and can be easily adapted to other duplex/sponge AEs. To
serve a brief demonstration, we showcase our method on two other 1-pass AEs Ascon and GIBBON that have
a structure similar to TETSponge. On the other hand, since the consensus reached by many [18,10,5,29] is
that Encrypt-then-MAC designs with 2 passes are needed to achieve confidentiality against decryption leakages
(see Appendix A for such a DPA path on TETSponge), we further consider two examples: the 1st is a natural
2-pass extension of TETSponge that we name TEDTSponge, while the 2nd is ISAP. For all of them, we proved
(roughly) =~ 2¢/2 leakage security under very conservative assumptions similar to those for TETSponge. In
general, we believe our methodology could be applied to various duplex/sponge-based AEs: this opens the way
to formal leakage-resistance analyses of leveled implementations & possibly to linking them to the side-channel
cryptanalysis practice.

A concurrent and independent work of Dobraunig and Mennink (DM) [21] analyzed the leakage-resilience
of the duplex construction. While their main result is a bit similar to our Lemma 1, we have slightly different
positions: we focus more on how to build leakage secure AEs from the duplex, while DM concentrated more
on foundational aspects, and derived results on a duplex model more general than Lemma 1. Both works
also have different security targets and use different leakage assumptions: DM targets CPALL (while we target
CCAmL1) [29] and our non-invertible leakage assumption is strictly weaker than DM’s high min-entropy (note:
not high HILL pseudoentropy) assumption [25], and is directly connected to the side-channel cryptanalysis
practice. DM’s entropy assumption allows deriving tighter and simpler bounds for weaker forms of leakage-
resilience, while our assumption of non-invertibility based on 2 leakages is quite conservative, and thus our
bounds 2¢/? is likely to be pessimistic in most cases (we leave characterization for future work). Overall, our
works are complementary to each other, and we believe investigating an important problem from two different
perspectives greatly deepens the understanding.

Roadmap. In Section 2 we serve notations and the leakage security definitions used in this paper. Then Section 3
presents our analysis of the duplex-based stream cipher as well as the leakage assumptions in use. Building on
this, Section 4 defines TETSponge and shows its security, while Section 5 demonstrates the applications of our
methodology to some other candidates.

2 Preliminaries

Notations. Given a bit-string « € {0,1}*, |z| denotes its length. For any value z, we denote by Is,(x)/ms,(x)
the least/most significant a bits of z. [num], is the binary encoding of the integer num using a representation
of a bits.

We denote by a (q1,...,qw,t)-bounded adversary a probabilistic algorithm that has access to w oracles,
O1,...,0,, can make at most g; queries to its i-th oracle O;, and can perform computation bounded by running
time ¢. Security notions define the oracles O, ..., O, available to the adversary in a security experiment. In a
proof in the ideal model, the adversary is also granted access to ideal objects (see later) that we do not always
make explicit in the notation.



A leaking implementation of an algorithm Algo is denoted LAlgo. It runs both Algo and a leakage function
Laigo which captures the additional information given by the implementation of Algo during its execution. LAlgo
simply returns the outputs of both Algo and Lajge which all take the same input.

Primitives. A random keyless permutation 7, as used in sponge analyses, refers to a permutation of {0, 1}*
drawn uniformly at random among the set of all permutations of {0,1}°. A Tweakable Block Cipher (TBC)
with key space {0,1}%, tweak space {0,1}!, and domain {0,1}", also denoted (x,t,n)-TBC, is a mapping
E : {0,1}% x {0,1}¢ x {0,1}" — {0,1}" such that for any key K € {0,1}* and any tweak T € {0,1},
X = E(K, T, X) is a permutation of {0,1}"™. In this paper we only focus on (n,n,n)-TBC. An ideal TBC
IC : {0,1}" x {0,1}" x {0,1}" — {0,1}", with the same spirit as ideal (block) ciphers, is a TBC sampled
uniformly from all (n,n,n)-TBCs. In this case, I~Cf( is a random independent permutation of {0,1}" for each
(K,T) €{0,1}™ x {0,1}" even if the key K is public.

Definition 1 (Nonce-based AEAD). A nonce-based authenticated encryption scheme with associated data
is a tuple AEAD = (Enc, Dec) such that:

-~ Enc: K XN x AD x M — C maps a key k € K, a nonce N € N, some blocks of associated data A € AD,
and a message M € M to a ciphertext C € C.

~Dec: KXNXADXC - MU{L} mapsk e K, Ne N, Ae AD, and C € C to a message M € M that
is the decryption of that ciphertext, or to a special symbol L if integrity checking fails.

The message size L., uniquely determines the ciphertext size £, = {,, + oh, where the constant oh is the stretch.
Given a key k < K, Enci(N, A, M) := Enc(k, N, A, M) and Decg(N, A, C) := Dec(k, N, A, C) are deterministic
functions whose implementations may be probabilistic.

Multi-user leakage security. In general, leakage security definitions are stated w.r.t. implementations of some
(e.g., AEAD) scheme, and both an encryption leakage function Lg, and a decryption leakage function Lpe are
associated to the implementation(s). This models the real-world leaky implementations of the mathematical
objects. Note that in theory, our leakage model is non-adaptive, as the leakages are a parameter of the to-be-
studied implementations determined before the experiment starts rather than chosen by the adversary during
the experiment. This restriction was motivated from the side-channel practice & the necessity for practical
modes (see [44,24] for some discussion).

Pioneered by Rogaway and Shrimpton [38], nowadays black-box AE analyses typically follow all-in-one def-
initions that integrate both confidentiality and integrity. However, in front of a leakage adversary, separate
definitions for integrity and confidentiality potentially offer more gradual degradations & clearer clarifications
on which implementation-level properties are necessary/suflicient for which goal [41]. In theory, this is in accor-
dance with the important general feature of physically observable cryptography that unpredictability is much
easier to ensure than indistinguishability [35], which naturally splits the level of confidence w.r.t. both notions.
Also, different levels of robustness against nonce reuse may be achieved w.r.t. both notions: it was shown that
when nonce is arbitrarily reused (in the same flavor as the misuse-resistance notion [38]), leakage integrity is
achievable [9,10], yet leakage confidentiality may not [9,29] (see footnote ). This difference is also reflected in
the separate definitions.

Integrity. In detail, regarding integrity, we rely on the multi-user Ciphertext Integrity with Misuse-resistance
and Leakage (muCIML2) defined in [8], which was built upon the single-user version CIML2 introduced in [9,10].
The suffix 2 means two leakage sources, i.e., both encryption and decryption. In some sense, the definition is
obtained by enhancing the traditional (multi-user) INT-CTXT security with leakages.

Definition 2 (muCIML2 advantage). Given the implementation of a nonce-based authenticated encryption
AEAD = (Enc, Dec) with leakage function pair L = (Lgne, Lpec), the multi-user ciphertext integrity advantage
with misuse-resistance and leakage of an adversary A against AEAD with u users is

AdymucML2 [ALEncK,LDecK,w,fl,Fc,Fc*l

AAEAD,Lu forges|

where the probability is taken over the u user keys K = (Ky,...,K,), K; & K, over A’s random tape and the
ideal oracles m and 1C and where:

— LEnck (i, N, A, M): if 1 < i < u, outputs the cipher Enck, (N, A, M) and the leakage trace Lgnc(K;, N, A, M);



- LDeck (i, N, A, C): if 1 <i < wu, outputs (DecKl. (N, A, O, LDec(Ki,N,A,C’));
— The event “A forges” means that any of A’s query to LDeck (i, N, A, C) returns M # L, while C' was not
resulted from an earlier encryption query to LEnck (i, N, A, M).

Confidentiality. Regarding confidentiality, we try to achieve weaker nonce robustness, i.e., multi-user Chosen-
Cliphertext Attack security with misuse-resilience and Leakage. Informally, the notions allow the adversary A to
query leaking encryption and (leaking) decryption oracles arbitrarily, and capture the confidentiality of several
messages encrypted using fresh, non-repeating nonces. The latter goal is formalized via the “old-school”
left-or-right paradigm, i.e., A shall not tell apart encrypting M° from encrypting M. This choice follows from
the conceptual difficulty to define the leakage of the idealized (random) objects that are used in real-or-random
definitions [41]. As mentioned, the misuse-resilience we guarantee captures confidentiality with fresh nonces
in the challenges and was first introduced by Ashur et al. [4].

To capture the real-world feature that the challenge messages will eventually be decrypted and give leakages
that may cinch message recovering (relevant in applications such as secure bootloading [36]), an oracle Lpecch
providing these “challenge dec-leakages” may be given to A. Following [29,8], the notion capturing 1 leakage
source (i.e., encryption only) is abbreviated as muCCAmL1, while the notion capturing the presence of 2 leakages
sources (i.e., including decryption) is muCCAmL2. See below for the formal definitions.

Definition 3 (muCCAmL2 & muCCAmL1 advantages). Given the implementation of a nonce-based authenti-
cated encryption AEAD = (Enc, Dec) with leakage function pair L = (Lgnc, Lpec), the multi-user chosen-ciphertext
advantage with misuse-resilience and leakage of an adversary A against AEAD with u users is

)

muCCAmL2 - muCCAmL2,0 . muCCAmL2,1
AdVA,AEAD,L,u = ‘Pr [P”VKA,AEAD,L = 1] — Pr [PerKAAEAD’L = 1]

muCCAmL1 . muCCAmL1,0 . muCCAmL1,1
AdVSEABTY, = |Pr [PrvKIUSEAST" = 1] = Pr [PrivKTSEAD T = 1]

)

where the security game PriijfE:Dthd is defined in Figure 1 and where the security game PriszquE/ﬁBﬂ[Ld

removes all the dec-leakages leakgec and Ieakf,leC from Figure 1.

PrivKﬂfiEﬁ‘gf 4 is the output of the following experiment:

Initialization: generates u secret keys Ky, ..., K, & K and sets Een, &1,y ..., Eu — 0.
Leaking encryption queries: A gets adaptive access to LEnc(+, -, -, ),
LEnc(i, N, A, M) outputs L if (i, N, %, %) € Ecp, else computes C' < Enck, (N, A, M) and leakenc < Lenc (K, N, A, M),
updates & < & U {N} and returns (C, leakenc).
Leaking decryption queries: A gets adaptive access to LDec(, -, -, ),
LDec(i, N, A, C) outputs L if (i, N, A,C) € Ecn, else computes the plaintext M < Deck, (N, A,C) and leakgec
Lpec (K, N, A, C) and returns (M, leakdec);
Challenge queries: on possibly many occasions A submits (3, Nen, Acn, M®, M*'),
If |MO| # |M*'| or Nep, € & or (i, Nen,*,%) € Ecn, returns L; Else computes C? EncKi(Nch,Ach,Md) and
leakd,c < Lenc(K:, Nen, Acn, M®), updates Ecp < Ecn U { (3, N, Acn, C?)} and finally returns (C?, leakd,.);
Decryption challenge leakage queries: A gets adaptive access to Lpecch(+, -, -, ),
Lpecch (% Nehy Achy C’d) computes and outputs leakd,. Loec(k, Nen, Ach, C’d) if (4, Nen, Ach, C’d) € Ecn; Else it outputs
L

Finalization: A outputs a guess bit d’ which is defined as the output of the game.

. . muCCAmL2,d
Fig. 1: The PrivK xgap, ., game.

We’ll also use a notion of eavesdropper security with leakage. Since it is a bit specific for “one-time” stream
ciphers, we defer it to Section 3.

Challenge leakages and implications. As mentioned in introduction, our definitions explicitly allow the challenge
queries to leak, a feature that was believed impossible (and dismissed) by the theory community. However, we
argue results in such models shed more light on real-world implementations (i.e., their message processing
leakages shall be somewhat “bounded”). A recent survey of Kalai and Reyzin [32] interpreted our results as
using a very strong assumption of “leak-free message processing”. We believe a more natural way to view our




results is that they ultimately reduce the message confidentiality of a full-fledged scheme to the manipulation of
a single message block with this scheme, leaving the goal to limit the message leakages to hardware engineers.
The real-world guarantees obtained in this setting may be far from theoretical perfectness, which is a general
concern with many instantiations of cryptographic primitives. For example, the AES is sometimes assumed to
be a 0.99-PRP rather than “exponentially secure” [33,42]. In a similar manner, one may implement the message
manipulation to be 0.9999-secure, or even 0.9-secure, and still have meaningful implications. Our bottomline is
that ignoring such a source of leakage from the definitions makes it impossible to progress on its mitigation,
while it may be an important source of risk in practice, as argued in [41] (slides 3.4, 3.5).

We stress that we are not saying the classical models without challenge leakages are useless: they do fit
into many scenarios (e.g., if you tolerate “local” attacks but not “global” security degradations). We are just
saying that excluding the plaintext leakage is not the right definition in general and that capturing/limiting this
leakage is an important scope for further investigations, which can only be triggered by a definitional framework
that covers it.

3 Analysis of the duplex stream cipher and its eavesdropper security with
leakage (Eavl)

In this section we investigate the leakage confidentiality of a duplex-based stream cipher that appears as a
part of many AEs. Leakage confidentiality is in general hard to achieve (and analyze) and assumptions that
“bound” the information in leakages are clearly necessary, as otherwise cleartext messages may leak in full.
In this respect, we start with an introduction to the general leakage model (oracle-free probabilistic leakage
functions) that we will employ (Section 3.1). Then we formalize the two assumptions that we use to bound the
leakages’ informativeness, i.e., the non-invertibility assumption in Section 3.2, and the bounded XOR leakage
assumption in Section 3.3. Based on these, in Section 3.4 we formally define the duplex-based stream cipher
and its leakages, and prove its EavlL security. We serve some discussion in Section 3.5.

3.1 Modeling leakages

Most analyses of sponge-based constructions rely on the ideal (permutation) model (see section 3.5 for an
alternative). We follow that practice, which has the advantage of offering an easy compatibility with quite
minimal leakage assumptions: we will assume that leakages resulting from each call to the permutation 7 are
non-invertible. This assumption was previously used by Yu et al. [44] on a random oracle-based PRG. This
approach also comes with the important benefit that it can be easily measured/challenged by cryptanalytic
practice (as will be detailed in the next section), and therefore might lead to a better understanding of how to
implement and design modes from a real-world perspective.

Formally, for F € {m, @}, i.e., the components of a duplex, each computation of F comes with leakages L,
which is an efficient probabilistic function of the values involved in the computation. For the permutation 7, we
further split the leakage into an input and an output part, i.e., we write (Li*(S™), Lo (S°%)) for the leakage due
to evaluating 7(S™) — S°ut or 771(S°%!) — Si". This distinction between LI and L2% allows to independently
quantify the secrecy of the input and the output which better reflects the designers implementation goals for
each functions/calls.

We insist again on the probabilistic nature of all the leakage functions. This corresponds to the practical ob-
servation that measuring p times the leakage from the same computation does generally not result in completely
identical traces, due to noise in devices for instance. For simplicity, we’ll use superscript p to denote vectors of
p repeated measures of the same computation: e.g., [Li"(S™), Lout(S°4!)]P denotes the leakages resulted from
measuring the evaluation 7(S™) — S°% p times.

Oracle-freeness. We require that for any F, the leakage function L must have no access to the ideal oracle .
This restriction effectively excludes the artificial “future computation attacks” from the model: it guarantees that
Lr only leaks information about the computation that is happening in the device rather than the computation
that may happen in “future” calls of 7. Oracle-freeness restriction was first used by Yu et al. [44], and recently
by the concurrent work of DM [21]. For the sake of space, we refer to [23] and [44] for detailed discussion about
“future computation attacks”.



3.2 Bounding the leakages: non-invertibility restriction

Motivation. As mentioned before, we assume that (some of) the leakage functions are essentially non-invertible.
In detail, note that the following sequence of actions appear in virtually all duplex-based AEs: (1) squeezing
(the most significant bits, wlog) from a secret b-bit state S;: Y; + ms,.(S;); (2) modifying the state with a b-bit
offset A: S/ + S; ® A; (3) deriving a new state: S;+1 < 7(S}). After the 3rd step, the subsequent computations
are irrelevant to the state S;. We therefore view this as a basic unit and bound its leakages on .S;.

Let us reconsider the above unit. Note that for the call 7(S}) is step (3), in many cases the halve ms,(S}) is
a non-secret ciphertext block, see Fig. 3 or 4 (on the other hand, the halve Is.(A) captures the possible XOR of
domain separation bits). Therefore, the least significant bits Is.(S]) are the critical secret, and the subsequent
actions are compromised as long as Is.(S}) is recovered. These ¢ bits are involved in three actions: the 1st is of
course the call 7(S!), the others are: (a) the XOR of A, and (b) the “previous” m-call w(*x) — S; that “produces”
S;—following the convention in duplex papers, we didn’t present this action in the above unit, but it’s clearly
relevant. We shouldn’t be restricted to Is.(S}), as we may also consider initializing the duplex with a key of k # ¢
bits. Therefore, in our assumption we consider w bits s, (S!) for generality, and assume that the side-channel
adversary cannot predicate the value of Is, (S!) within a limited number of guesses, even if all the other involved
(b — w)-bit values are chosen by him (this simplification also emphasizes the crucial role of Is,,(S})).

Definition. Formally, we define
Adv'™l(A) = Prsy, < {0,1}%,G « A™(leak) : 50, € G], (1)

where G is a finite set of guesses, and A’s input leak is a list of leakages depending on three values y™, yP™® €
{0,1}*=% and § € {0,1}* chosen by A, i.e.,

leak = [L2" (4" sch), Lo (8, scn), L (™ (6 @ scn))]" (2)

Further Insights. To clarify, the random state s, is the secret that is to be challenged by A. A is required to
choose yP¢, y", and ¢ (playing the role of the aforementioned Is.(A)) to “fill in the gap” and gets the leakages,
as if yP"¢||s.p is the aforementioned current state S; of the “unit”, which is modified to y*"||(§ @ s.1,) and results
in a call to m(y™"||(6 @ sen)). See Fig. 2 (Left) for illustration. As mentioned, s.p, is involved in three actions,
which exactly correspond to the three leakages. To capture the possibility of repeated dec-leakages as formalized
by muCCAmL2, we allow 4 to measure the leakages for multiple p times, and thus leak contains p repeats: this
may also enable an application to the rate-1 duplex in ISAP. It should be noted that, while this repetition may
reduce the measurement noise, it does not contradict the informal separation between SPA and DPA attacks
(put forward in [43]). Namely, in practice, it is expected that the (SPA) advantage of Eq. (1) is still much
smaller than that of a DPA against a block protected with similar countermeasures.
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Fig. 2: (Left) Hlustrating the Inv[w] assumption. The value in red (i.e., sq;) is the critical secret. The involved
values are as defined with Eq. (1), while the values SP"¢ and S°“* are only mentioned in the subsequent security
tester. (Middle) The “basic” message manipulating operation. The value y., in red is the secret. (Right) A
summary: which values should be somehow ensured secret (i.e., the Is,, bits of the input, and the entire output,
as stressed by the red bold lines).

In such an invertibility game, the power of A is quantified along four dimensions, i.e., the number ¢, of its
queries to 7, the number p of repeated leakage measures, the running time ¢, and the number Ng of allowed
guesses (i.e., |G| < Ng; clearly the larger N, the higher Adv'™“(A)). To simplify, we further define

Adv™l(p, g t, Ng) = Adv'™l(4 3
g NG = max [ AV, 3)

When w = ¢, the assumption captures the secrecy of the “capacity halve”, which is in line with the intuition
proposed for ISAP [18].



Tester: measuring leakage in practice. The concrete value of the advantage Adv'™! can be measured

for a specific implementation on a specific device by running the best known side-channel key/secret recovery
adversary A against the following tester. This along with our theorems later (e.g., Theorem 3) allows to determine
how many plaintext blocks can be processed before key updating.

: Tester for non-invertibility Adv'™“!(p, ¢.,t, Ng)

: Let the adversary A serve b — w bit values y?"® and 3™ and w-bit offset §

. Pick the secret: s, < {0,1}*

: Repea SP"¢ <= 7 (y""®||Sch), Sen < Sen @ 8, and SO «— w7 (y""||sLy,) p times

: Serve A with the leakages resulting from step 4. Following our notations, this gives A the leakages [L2“!(y?"||scn)]?,
[Les (sen, 6)]7, and L7 (y™" [|sen )]

6: Let A output Ng guesses G = {s1,...,Sny}, and A wins as long as sc, € G

U W N~

3.3 (In)Distinguishability of the XOR leakages

Motivation. As mentioned in Section 2, an implementation that aims at preserving confidentiality shall offer
some indistinguishability property for its message manipulations. To minimize assumptions & ease measuring in
practice, we follow the methodology of [37,8]: we define such an assumption w.r.t. the information an adversary
might extract from the “basic” message manipulation made in a keyed duplex (i.e., the aforementioned unit),
and then reduce the confidentiality of the “bigger” encryption to this assumption.

Definition. Note that, when running the aforementioned unit, a part of the state—typically of r bit,—is
extracted as a key stream block, see Fig. 2 (middle). Concerning the involved leakages, and with the goal of
bounding LOR distinguishing advantages with leakages in mind, we define

AdviOR () = |Pr {ych < {0,137, ¢ = yep, @mP 1 A™(P, leakg) = 1

- Pr[ych E{0,1}7,¢"  yon @m : A7(c, leaky) = 1“ . (4
where leak,; again depends on a c-bit value s chosen by A:

leaka = (L5 (wenl)]" Lo (ens ), [Lo iens )] ) (5)

Further Insights. Concretely, the sensitive data is the key stream block y.p. It is the output of a permutation-
call, hence the presence of L2 (y.p||s). Then, y., is used to mask the message block, and thus Lg (yen, m?)
comes. Presenting [Lfr“t(ychHs)]p (allowing p repeatitions) as well as [Lg (yen, c?)]P~1, where the p — 1 leakages
come from the “decryption direction” and stem from the (multiple) challenge dec-leakages requirements in the
muCCAmL2 game, this resembles Eq. (2). We also define

AdVLORL(p, I t) = mjx {AdeORL(A)}_ (6)

This quantity can again be measured by a tester (given in Appendix B.1). As discussed in [30,37], if a single
XOR of the message leaks a single bit, then no confidentiality would spring up. Thus, it is legitimate to focus
on protecting this part of the implementations. Concretely, and while it may not be possible to guarantee that
AdvORt(p, ¢, t) is negligible, the advantages of this methodology are two-fold: in theory, it could help establish
somewhat best possible mode-level leakage security for relevant applications; in practice, it allows us to faithfully
reduce the confidentiality to very simplified one-time components, for a single computation from a fixed random
string, which further makes it easier to study and to protect as isolated components. To ease understanding, a
summary of the critical values and their leakages is given in Fig. 2 (right).

3.4 Leakage EavlL security of duplex stream ciphers

We first formally define the duplex-based stream cipher DuStr[rn] in question. We then define a security notion
of (left-or-right) Eavesdropper security with Leakage (EavL) as a tool to characterize the leakage confidentiality
of DuStr[n]: briefly, it states that two distinct messages encrypted by DuStr[r] are indistinguishable. It’s hard to
prove it “directly”: therefore we follow [37] and define an idealized stream cipher IdealS for “relay”. Technically,
we first prove that DuStr[r] and IdealS are indistinguishable with leakages. The gap between IdealS encrypting
two messages is easier to analyze, and can be bounded to O(f) - AdvRt: these enable us to conclude on
DuStr|r].



The leaking duplex stream cipher and its ideal reference. In detail, we consider the stream cipher
defined by the following pseudocode, which constitutes the basis of many duplex-based AEs (e.g., Ascon and
TETSponge that will be introduced). For simplicity we assume the size of the inputs |A| and | M| are always
multiples of  (otherwise it would be too complicated to follow), and we use an offset §; to model the commonly
used domain separation bits in duplex AEs, which depends on the concrete schemes and is typically of only 1
or 2 bits. For preciseness we also make the leakages of each step explicit. Note that, to fit into the (multiple)
challenge dec-leakages requirements of muCCAmL2, the leakages from the “decryption direction” are allowed to
be repeated p — 1 times (e.g., see the vector [Lg(ms,.(5;), C[i])]P~! in step (4) below).

The duplex stream cipher DuStrg[7](IV, A, M), |B| = k: _

(1) Computes Sy + IV|B, S1 + m(Sp). The leakages of this step are [LY"(Sp)]” and [L3"(S1)]P;

(2) Fori=1,...,v, v =|A|/r, computes S} + (A[i][|0°) ® S; and S;+1 + 7(S}). The leakages are [L7*(S}), L2 (S;41),
Lo (ms. (52), AR

(3) Sut1 < Su41 @ (07)|61) for a fixed offset §;. The leakages are [Lg(Isc(Sy+1),01)]7;

(4) Fori=1,...,£,¢=|M]|/r, computes j + iJgV, Cli] « ms,.(S;) @ M[i], Sj < Clil|llsc(S;), Sj+1 ¢ 7(S}). Leakages
axe Lo (mse (8,), M[i]), [Lo (ms,(S,), CUDP, (L (8]), L2 (8} 41 )

(5) Returns ¢ = C[1]]|...[|C[4].

Its ideal reference IdealS is obtained via replacing all the internal actions S;y1 < w(S}) in DuStr[r] by
sampling S;;1 < {0,1}*. Formally,

The ideal stream cipher ldealS(IV, A, M):

(1) Samples B < {0,1}";

(2) Computes S « IV||B and samples S; <~ {0,1}". The leakages of this step are [L(S3)]? and [L2*(S1)]?;

(3) For i = 1,...,v, v = |A|/r, computes S; « (A[i]]|0°) ® S; and samples Si11 < {0,1}°. The leakages are
L (87), L3 (Sit1), Lo (msr(Si), A[i])]";

(4) Su41 < Su41 @ (07]|01). The leakages are [Lg(Isc(Sv+1),01)]7;

(5) Fori =1,...,¢, £ = |M|/r, computes j < i + v, C[i] < ms,(S;) & M[i], S; < Cli]||lsc(S;), and samples S;1 &
{0,1}". The leakages are Lg(ms,(S;), M[i]), [Le(ms,(S;), C[i])]P~", [LZ"(S}), L9 (S;41)]7;

(6) Returns ¢ = C[1]]|...[|C[4].

EavlL: eavesdropper security with leakage. The EavL notion can be seen as the leaky version of the black-
box eavesdropper security, or an extremely weakened muCCAmL2 setting that only allows the adversary to make
a single query to the challenge leaking encryption oracle and have its ciphertext, encryption leakages, and several
dec-leakages (as such, it can also be viewed as “single-query leakage CCA”). Formally,

Advipse(A)
:= | Pr[A™(LDuStrs(IV, A, M°)) = 1] — Pr[A™(LDuStrs(IV, A, M")) = 1]|. (7)

We next call an adversary (p, gx,t)-bounded, if it makes ¢, permutation queries, measures the dec-leakages for
p — 1 times, and runs in time t.

Indistinguishability of the real and ideal. The leakage functions Lpyst,, resp. Ligeals, include all the leakages
mentioned with DuStrg[n], resp. IdealS. Recall LDuStrg[n|(IV, A, M) := (DuStrg[r|(IV, A, M), Lpysr (B, IV, A, M))
and LldealS(IV, A, M) := (ldealS(IV, A, M), Ligeais(IV, A, M)) according to our conventions. We show that the
leaking objects LDuStrg[n] and LldealS are indistinguishable upon processing a single input (IV, A, M). The
crux is to bound certain “bad events” during the execution of ldealS, for which we leverage the non-invertible
leakage assumption.

Lemma 1. For every (p,gr,t)-bounded distinguisher D™ and every adversary-chosen triple tpl = (IV, A, M)
such that (A, M) has £ blocks in total, it holds

| Pr[D™ (LDuStrp[r](tpl)) = 1] — Pr[D" (LIdealS(tpl)) = 1]|

(£+2)?*

S 2c+1

+ AdV™ (p, g, 17, 2¢x) + (€ + 1) - AdV™ (p, g, 1", 202, (8)

where t* = O(t + plt;), and t; is the total time needed for evaluating LI, L% Ly, and the zor of two r-bit
values.

Proof. Wlog we consider the case of |A| = 0 for simplicity.



Preparations. Denote Gy (D, DuStrg[r],7) and Go(D,ldealS, ) the games capturing the interactions between
D and the real (DuStrg[n],n) and the ideal (IdealS,n) resp, and simplified as G; and Gg. We'll prove the
indistinguishability of G; and Gs. To make it rigorous, we use the H-coefficients technique. A deviation from
common applications of this technique is that, instead of considering the mere adversarial transcripts, we focus
on an extended notion of transcripts, which summarize the whole interactions. This is because during the games
in question, there are various other randomness sources such as the coins of the leakage functions, and these
could only be summarized by extended transcripts.

Concretely, note that the real adversarial transcripts could be summarized as two lists 7. and 7,: the former
includes the ciphertext as well as the leakages (its concrete representation won’t be needed in this proof), while
the latter 7, = (( n Souty L, (Sé:, ngt)) includes the adversarial permutation queries and responses, and
indicates the i-th query is either forward 7(S{") — S2% or backward 7~ !(S2*') — Si". Besides, at the end
of the interaction, we reveal the involved internal state values S = (S, S1,S],...) to D, and append it to the
transcript. Clearly, this doesn’t reduce its advantage.

Moreover, note that the interactions with the (real or ideal) stream cipher additionally rely on r, the
random coins of the distinguisher D & the involved leakage functions. Yet, it can be seen that during two
games G (D, DuStrg[m],m1) and Go(D, IdealS, m2), if the following conditions are fulfilled, then the queries and
responses of D are the same, and thus D outputs the same:

— m F 7, and mo F 7
— the internal state values produced in the two games are the same S;
— the random coins r used in G; and G, are the same.

It’s because all the internal actions in Gy (D, DuStrg[m], 1) and Ga(D, IdealS, m2) give rise to the same results.
With the above considerations, we summarize all the randomness in what we call extended transcripts, i.e.,
7 = (s, S, ). Note that 7. disappears in 7, as it can be recovered from r and S.

With respect to some fixed distinguisher D, an extended transcript 7 = (74, S, r) is said attainable if there
exists randomness (r,7) such that using r, the ideal execution of G2(D, IdealS, ) yields (7, S). We denote T
the set of attainable transcripts. In all the following, we denote T}., resp. T;q, the probability distribution of
the transcript 7 induced by the real world, resp. the ideal world (note that these two probability distributions
depend on the distinguisher). By extension, we use the same notation to denote a random variable distributed
according to each distribution.

Given a set 7, and a random permutation 7, we say that 7 extends 7, denoted 7 I 7, if 7(S"") = S°% for
all (8%, S°ut) € 7. It is easy to see that for any attainable transcript 7 = (7, S,r), the event T}y = 7 happens
if and only if 7 F 7, S is generated in the execution, and the randomness r is used (by D and L), while the
event Ty = 7 happens if and only if 7 b 7, w(S!) = S;11 for every S!,S;+1 in S, and the randomness r is used.

With the above, the H-coefficients main lemma [15] is as follows.

Lemma 2. Fiz a distinguisher D. Let T = Tgooa U Toaa be a partition of the set of attainable transcripts T .
Assume that there exists €1 such that for any T € Tgood, one has

Pr(T,e = 7]

>1—
Pi[lia=1] — 0

and that there exists eo such that Pr[T;q € Tpaa) < €2. Then Adv(D) < g1 + &5.

Bad Extended Transcripts. An attainable transcript 7 = (7, S, r) is bad, if either of the following two conditions
is fulfilled:

— (B-1) contradiction: there exists two distinct indices i,j € [0,...,¢] such that S] = S} A Sit1 # Sj41, or
Si# 85 A Sit1 = Sjia;
— (B-2) exposure of secret state: if any of the following is fulfilled:
e there exits ¢ € [0,..., 4] such that (S}, x) € 7; or
o there exits i € [1,...,¢+ 1] such that (x,5;) € 7.

As long as the ¢-bit (uniformly distributed) capacity halves of Sj, S1,S2,...,Se+1 don’t collide, the condition
(B-1) cannot be fulfilled. Therefore,

2 ) o T e ®)

Pr((B-1)] < <£+2> 1 (£+2)7?
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To bound Pr[(B-2)], we need the non-invertible leakage assumption. Consider an execution of Gy with the
inputs (IV, M). We divide (B-2) into three subevents:

(1) BadlInner: that occurs when there exists an index i € [1,...,¢] such that (x,5;) € 7 or (S}, %) € 7r;
(2) Badlnit: that occurs when (S}, *) € 7x;
(3) BadFinal: that occurs when (%, Sgq1) € 7x.

Consider Badlnner first. We follow Yu et al. [44, Appendix A] (i.e., their argument for an event Query, with
somewhat similar meaning): given an adversary D™, we construct an adversary A" such that

Adv'™(A) < Pr, s -[Badlnner in D™ (IdealS(IV, M))]. (10)

To this end, A™ runs an instance of D, and keeps 7, i.e., the set of D’s queries to 7. A™ simulates the following
process against D:
(1) A™ guesses an index i < [1,¢], samples a key B < {0,1}*, sets S} < I'V|| B, and initializes a list leak with
the leakages [L(S))]P;
(2) For j =1,...,i— 1, A" samples the new state S; <- {0,1}*, computes C[j] + ms,(S;) ® M[j], and:
- computes S’ — C[ i1l (Isc(S;) @ 61) and adds the leakages [Lg (Isc(S;), 61)]P to Ieak when j =1, and
— computes S’ «— Cljllllsc(S ) otherwise.
A" further adds the leakages [Lout(S ), Lin(SH]Y, La(ms,(S;), M[j]), and [Lg(ms,(S;), C[i])]P~" to leak;
(3) A™ samples y < {0,1}" and computes C[i] < y ® M[i]. A" then submits y, C[i], and § = &; (when i = 1)
or 0 =0 (when ¢ > 1) to its Inv[c] challenger and obtains the leakages

leake, = [L?rUt(y||sch)7 L@(ScfH 5)7 Lirn (C[Z]”(sch D 6))]1)

for the challenge secret s.;, € {0,1}¢. A™ then adds the leakages Lg (y, M[i]), [Le (v, C[i])]P~!, and leak.;, to
leak. This means y||s.p is taken as S;—though A™ doesn’t know its value.
(4) A" then completes the remaining encrypting: for j = i+1,...,¢, A" samples S; <~ {0, 1}*, computes C[j] +

ms,.(S;)OM[j], Sj < Clj]lllsc(S;), and adds [L"“t(Sj),LfT”(S’)] Le (ms,-(S;), M[]]) and [Lg (ms,(S;), C[j])]P~*
to leak.
(5) Finally, A™ samples Sy <= {0,1}, adds [L2“*(S¢41)]? to leak, returns (C[1]]|...||C[¢],leak) to D, and

outputs {lIs.(5™),ls.(S°%) : (S, S°%) € 7.} as the set G.

The strategy of A™ is to make a uniform guess on the position of the first inner secret value that appears in
Tx, as this value is the “first”, its being queried was necessarily due to the corresponding leakages (rather than
the compromising of the other inner states). This guess will be correct with probability 1/¢. Then, A™ simulates
IdealS(IV, M) and provides the leakages to D, except for the ¢ index, for which the leakages are replaced by
those obtained from an Inv challenger. Now if the guess on the index ¢ is correct, then all the inputs sent to D
are distributed exactly as those in a normal execution of Gy. Therefore, when D halts, if D made a query with
Sch, then outputting the aforementioned set G (based on 7,) would break the Inv game. So we have

1
Pr[scy, € G | Badlnner in Go(D, IdealS, )] > 7

Now, we observe that

Pr[scn € G]
Pr[BadInner in G2(D, IdealS, )]

And it can be seen A is (p, ¢x,t*, 2¢; )-bounded, with t* = O(t + pft;). By this,
Pr[BadInner in Go(D, IdealS, 7)] < £ - Pr[sq, € G]
< - Adv™(A)  (Eq. 1)
< 0-AdV™(p, qr t*, 2¢;). (Eq. 3)

Pr[sch € G | Badlnner in G2(D, IdealS, )] <

These finish the analysis of Badlnner. For the events Badlnit and BadFinal, similar arguments could establish
Pr[Badinit] < Adv™" (p, ¢, t*,2¢), Pr[BadFinal] < Adv'™ (p, ¢, t*, 2¢x).
The three terms plus Eq. (9) yield

PI‘[Tid S %ad] S (Z + 1) . AdvInV[C] (p7 qr, t*7 2Q7T) + AdVInV[K] (pa qr, t*a 2q71’)

(+2)?
e )
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Summarizing. For any good transcript 7 = (7, S,r) we have

Pr[T;y = 7] =Pr[r b 7] - Pr[r] - Pr[S]
1 1

:Pr[ﬂ' F 7—71—] . Pr[r] . 27 . W’

as Pr[Sj] = Pr[B] = 5=, while Pr[S;] = & for i = 1,...,¢+ 1. Whereas

2K
Pr[Tye = 7] = Prfr b 7] - Prr] - 2% PrVi € [0,4] : 7(S}) = Sisr | 7 F Tal.

Conditioned on —(B-1) and —(B-2), it can be seen Pr[Vi € [0,€] : 7(S}) = Sip1 | 7 7o | V] < i : 7w(S5)) =

Sj41] > gets- Therefore, Pr[T,. = 7] > Pr[Tiq = 7], and thus Pr[T;q € Tyaq] constitutes the final bound, i.c.,

| Pr[D™ (LDuStr[x](IV, M)) = 1] — Pr[D"(LldealS(IV, M)) = 1]|

(0 +2)?

ST T (L+1) - AdV'™ (p, g, t*, 2¢2) + AAV™ (p, g, t%, 241).

as claimed. O

Summarizing: EavL security of DuStr. The bound appears like twice the terms in Lemma 1 plus the term
EAdv"ORL7 which is due to masking the £ message blocks with ¢ independent random key stream blocks.

Theorem 1. For every (p, gx,t)-bounded adversary A, every pair of messages MY and M* of equal-length, and
0
every (IV, A) such that [@1 + (%1 < ¢, we have

{+2)2
AdvEsls, () <D0 A O (g 1)+ A4V (g 17, 20)
+2(04+1) - Adv™(p, g, t*, 2,), (12)

where t; is as defined in Lemma 1, and t* = O(t + plt;). See appendiz B.3 for its (simple hybrid-based) proof.

Interpretation. Theorem 1 does not give rise to an encryption scheme since it concerns with encrypting only
one message. But as will be seen, it can be used to establish AE security in an almost modular manner.

Regarding bounds, the term ¢ - AdeORL(p, Gr, t*) reflects the reduction to the “minimal message manipula-
tion” (as discussed earlier), and the factor ¢ reflects a (seemingly) unavoidable leakage security loss. The terms
2AdV™H (p, g t*,2¢2) + 2004+ 1) - AdV™ (p, ¢, ¥, 2¢,) capture the hardness of side-channel secret recovery,
and they are roughly of some birthday type

ot E5e) +ole 1),

for some parameters u, and u. that depend on the concrete conditions. It is nowadays a common assumption
that with such a small data complexity (2 or 3 leakage traces) u, and p. can be made very small [18], so we
“restore” the classical 2¢/2 security. The birthday bounds are essentially tight w.r.t. our assumptions: a collision
between the (internal) secret c-bit state values allows the adversary to obtain more than 2 leakages about a
single secret value, which is beyond our assumption (security with 2 leakages). So our assumption Eq. (2),
though a bit conservative, tightly restores the classical 2¢/2 birthday bound.

3.5 Discussion

Where does leakage-resistance come from? We note that, in (the model of) a duplex, the internal state
is kept evolving by calling a perfectly random permutation. Since the adversary cannnot recover the secret, he
cannot predicate what would be the next internal permutation call. Therefore, the subsequent state is derived
via a fresh permutation-call and thus random and secret.

On reducing to PRP assumptions. An alternative solution to study keyed sponge/duplex is to reduce them
to the PRP security of a “Partial-Key” Even-Mansour (PKEM) cipher [3]. It is thus natural to ask whether
EavL could also be reduced to the PRP security of PKEM with leakages. While this direction is in general
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an interesting open problem, the tricky issue is that the PKEM-based representations in [3] (see Figure 5 in
Appendix C) contain a plenty of “imaginary” XORs that do not actually happen in reality. How to model the
leakage of these XORs is not directly obvious.

Keyed sponges are not forward secure [11], in the sense that the exposure of a b bit state enables recovering
the earlier states. Consequently, the final permutation call must hide its output state to some extent. This is
captured by the bad condition BadFinal in the proof of Lemma 1.

4 The new mode TETSponge

General considerations. By Theorem 1, the duplex is a nice starting point for efficient 1-pass leakage-resilient
AEs. Indeed, the final duplex state is typically truncated as the tag. But typically, in a leveled implementation,
only the initial keyed part would be strongly protected against side-channel attacks, and this causes the concern
of dec-leakages. First, dec-leakages enable recovering the internal state of (a leveled implementations of) the
duplex [1], after which universal forgery is possible. Second, verifying the tag requires to perform the entire
computation to recover the valid tag and to compare it with the one included in the ciphertext. Hence, this
valid tag may be leaked, constituting trivial forgeries and breaking CIML2. It is natural to ask how to remedy
those issues.

Towards the first issue, our (new) observation is that an additional keyed finalization function helps a lot.
Namely, even if the internal state has been recovered in full, the construction then collapses to a Hash-then-MAC
authenticator, with the duplex being a keyless hash and the keyed finalization being a fixed length MAC. Thus,
if the finalization is carefully protected, strong integrity with nonce-misuse and leakages is restored.

Towards the second issue, assuming n-bit tag size, then an approach to cope with the leaking tag is to rely on
an n-bit invertible primitive (e.g., a block cipher was used in [10]), so that the verification only compares (and
leaks) pre-images of tags without ever computing the valid tag, which then remains unpredictable. Inversion
may be challenging though, as the duplex permutation size b is typically much larger than any ordinary tag size
n. Due to the presence of leakages, it is hard to build a “small” invertible primitive from the large permutations
(Feistel-based solution consumes O(n) rounds [22]).

With these considerations, we use a tweakable block cipher (TBC) for the finalization to increase robustness
against dec-leakages. In detail, we derive a 2n-bit (hash) digest from the keyed duplex, and then use an (n, n,n)-
TBC to absorb this digest and generate the (n-bit) tag. This solves all the above. The motivation for employing
2n-bit digests is to boost the complexity of hash collision-based forgery attacks to 2", which is inherited from [8].

This TBC shall be well protected against side-channel attacks. Therefore, following [37,18,8], we also use
it to derive the duplex-key from the nonce and “setup” the duplex. Now, as long as the internal state is not
fully exposed by SCAs, it enables the inner keyed duplex to maintain some level of privacy and integrity; even
if the state is leaked in full, the scheme collapses to Hash-then-TBC authenticator, and integrity is retained (so
that severe malware attacks like [39] won’t be possible). The use of “public keys” in order to offer multi-user
security beyond |K|/2 is also inherited from [8]. Briefly, the public keys create a strong independence between
different users and thus reduce the effectiveness of offline computation against the multiple user keys. Besides,
the actions involving these public keys do not need any additional physical protection.

Remark. At this stage, it is tempting to ask why bother integrity with nonce misuse-resistance and dec-leakages
in a 1-pass scheme that is not designed for nonce-reuse at all & loses security (precisely, confidentiality) against
dec-leakages? The reason is fundamental: when designing an AE, we choose 1-pass not because we do not desire
robustness against nonce-reuse & dec-leakages, but because it corresponds to a tradeoff between efficiency
and security that we want to cover. Still, it is desirable to have as much robustness as possible with minimal
overheads—which is a general direction [4,28]. So we question what level of robustness can be achieved by such
efficient designs and how to achieve it?

Specification.

Parameters. TETSponge[r, E] is built on an (n,n,n)-TBC E and a b = r + ¢ bit permutation 7. The key is
K||PK, where |K| = n and |PK| = n,. We stress that only K has to be kept secret, but PK can be public. The
secret key K is picked wuniformly at random in {0,1}". The public key PK is hoped to be unique per session
for a separation. We feel that the easiest way to ensure this uniqueness is to pick PK uniformly from {0,1}",
and thus we focus on this case. Let ny = |N| be the fixed length of the nonces. We require that n, < r,
ny +np, +n < r+c and 2n < r 4+ ¢+ 1. Yet, we recommend n, ~ n and ¢ = 2n and we actually choose
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Fig. 3: TETSponge[r, E]K)pK AEAD for v = 2 blocks of associated data and ¢ = 2 message blocks. Dark squares
indicate the “leak-free” TBC where the triangle denotes the key input and the small black rectangle denotes
the tweak input. The value 1|02 is inserted only if |A[v]| < r, resp. |[M[{]| < r.

n, =n— 1 and ¢ = 2n as this leads to (black-box CCA & muCIML2) security up to 2"/n? queries. There is no
recommendation for ny, but when n = 128 one could take ny = 96 which is a standard choice.

The encryption. As shown in Fig. 3, upon encrypting (N, A, M), the mode first derives an n-bit initial seed B

from N, using a strongly protected TBC-call to E;K”O*(NHO*). The seed B is then used as the key of the duplex

to process A and M = M]I1]|...||M[f] and produce ¢ = C[1]||...]||C[{]. Note that 2 bits are used for domain

separation, in order to distinguish M from A and mark if the last blocks of A and M are of full r bits or not.
Let U||V be the most significant 2n — 1 bits of the final state with |U| = n. As discussed, another strongly

protected TBC-call is made, which generates the n-bit tag Z = EVHl(U). The final ciphertext is C[1]|| ... ||C[¢]]| Z.

The Decryption. Upon decrypting (N, A,C), C = C[1]]]...||C[¢]||Z, the mode first recovers the initial seed B
via B = EPKHO (N]0*), and then runs the duplex on A and C[1]||...||C[¢] to recover M and the 2n — 1 bit

truncated state U||V. Finally, it makes an inverse TBC call U* = (E VHI) 1(Z), and outputs M if and only if
there is a match U = U*. In such a way, invalid decryption only leaks meaningless random values U* (instead

of the correct tag) which increases robustness against dec-leakages at the mode level (formally, helps achieve
CIML2).

The encryption and decryption are formally described below. Note that when ¢ is empty while A passes the
integrity checking, Dec explicitly returns a special value true, so that it can be used for authenticating A.

algorithm EncK,pK(N, A, M) 23. CV] — mS|]\/1[g”(Sy+g) (&) MV]
1. 0« [|M]|/r], v« [|A]/r] 24. i [Cl] < then
i 25.  Supe 4 Sue®( ]0°72)
2. parse M as M1]||...||M[f], with : v+e vt D 1Y IM l |
IM[1]| =...=|M[¢ —1]| = r and 26. Sv+e < C[E]]|10 INsc(Sv+e)

27.  else S,4¢ + Cl||Isc(Sv4e)

1< M) <
3. parse A as A[1]]... || A[v], with o US;/HH <—7T(5v§4)
[A[L) = .. = |Aly = 1] = 7 and o DIV, a1 (Suvers)
1<\A[1/]|<r 30. Z <+ E."(U)
T <pkjon-nr . 31l. ¢+ C[1]]...|IC4, C +c|lZz
4. B+ Ey (N]jo™ ") 32. return C
5. IV < N|PK|job~ "~ —np
6. So« IV||B, 81 + m(So) algorithm Decy px (N, 4, C)
7. if v > 1 then Lol [==1 v < []A]/r] .
8. fori—=1touv—1do 2. parse C as C[1]||...||IC[¥)Z, with |C[1]] = ... =
9 S, S @ (A[i]]]0°) ICt—1]|=7,1<|Cl]| <r,and |Z|=n
' ! ! 3. parse A as A[l]]|...||A[v], with |A[1]| = ... = |A[v —

10. Si+1 < TI'(SZ)

11. if |[A[v]| < r then | =rand 1 <[Ap][<r

EPK n—n
12) Al ¢ Ap]107 41 BBl 0T
13, S, < 8, @ (07[|[1]2]]0°2) oL :IV||||B go .
14 8y« 8 & (Ap]]0%) 7. ifv > 1 then ’
15. . Sut1 < 7(5y) 8 fori=1torv—1do
16. lfé 2 1 then Ly 9. Sz — Sz &) (AMHOC)
17. Syq1 < Sus1 @ (07]|[2]2][0°7F) 10.  Siv1 < 7(S))
18. fori=1tof—1do 11. if |A[v]| < r then
19. j<«itv 12, A[y] « A[y]|1om—1ARI=t
2. COfi] & ms(S;) @ M]i] 13 S+ 5, (07[12]0°2)
2L S, « Clilllise(S)) 14, S, « S, @ (A@]]0)
22. Sj+1 < TI'(SJ) 15. SV+1 R W(Sy)

14



16. if £ > 1 then 25.  Sype < Supe ® (07]|[1]2]]0°72)

17. Suy1 + Sup1 @ (07]|[2]2]/0°72) 26.  Syre < Cl[107 1M 1s,(S, 4 0)

18. fori=1to{—1do 27.  else S,4¢ < Cl||Isc(Su4e)

19. ] —1+v 28. SU+£+1 — 7T(S,,+g)

20. M[l] — mST(S]' (&) C[Z] 29. UHV — m52n,1(Sl,+g+1)

2. S« Clilllsc(S)) 30. U« €)1 (2)

22. Sjt1 < 7(S5) 31. if U # U* then return L

23. M[Z] — ms‘c[g“(S,,H) D C[ﬂ 32. else if / > 0 then return M[l]” ce HM[E]
24. if |C[{]| < r then 33. else return true

Note that since we expect the duplex to act as a keyless hash when the internal state has been leaked, we
cannot follow the more efficient design approaches that encroach the capacity of the duplex/sponge — including
full-state [34,16] and concurrent absorption [40].

Below we only provide the leakage security analyses of TETSponge. Its black-box muCCAmS$ result is deferred
to Appendix I.

Leakage integrity muCIML2. For TETSponge, even very weak implementations could ensure integrity: as long
as the protected TBC calls are secure against key recovery attacks (e.g., DPAs exploiting multiple queries to
the TBCs), integrity is ensured even if all the other intermediate values (in the duplex) are leaked in full. Such
a leakage assumption was previously called “unbounded” [9]. Formally, we define L* = (L{, ., Lec), Where:

— Lg,. consists of the following information appearing during the encryption:
o {9 Soul} for each internal call to 7(S™) — S°%¢ and
e {T, X Y} for each internal call to E% (X)—=>Yor (E?()*l(Y) — X (i.e., all values are completely leaked
except for the key K), and
e {a,b} for each internal XOR action a @ b.
— Ljec consists of the above that are generated during the decryption.

We further write ¢ = (e, 94 Gjg» =), and denote by (7, o)-adversaries the adversaries that make g., q4, gz,

and ¢, queries to LEnck, LDeck, IC, and 7, and have at most o blocks (of r bits) in all their queried plaintext
and ciphertext including associated data. With these, we have the following result for TETSponge.

Theorem 2. Assume u < 2", n, <n, n>5,Q =0+¢ +qs+ q¢= < min{2”/4,2b/2}, and leakage L* is
“unbounded” as above. Then in the ideal TBC and permutation model, for any (?,U)-adversary A it holds

3u 32Q%  TnQ +nlqz
uCIML
AdvT\,TETSionge,L*,u SQTp + 9¢c + on I . (13)

See appendix D for its proof—its idea is simple, while its complexity stems from the analysis of the non-standard

sponge hash. Regarding the bounds, ¢, g = t represents the time complexity. If n = 128, and with our chosen

parameters n, = n — 1 and ¢ = 2n, the bound simplifies to 534 2121#, implying high security up to 2124

users, 2114 computations, and roughly 2120 message blocks.

Leakage confidentiality muCCAmL1. For confidentiality the implementations shall satisfy the bounded leak-
ages assumptions in Section 3, i.e., non-invertibility & bounded XOR leakages; and we will apply Theorem 1.
Following the notations of Section 3, we naturally define the leakage function L = (Lgnc, Lpec) of our implemen-
tation as follows:

— Lgne consists of the leakages that are generated during the encryption:
e the leakages L (S"") and L2%(S°u!) generated by all the internal calls to m(S™) — S°% and
e the leakages Lg(a,b) generated by all the internal actions a @ b.

— Lpec = 0 since muCCAmL1 is CCA with encryption leakages only.

For the TBC E, we simply assume its leakage function Lg returns nothing, i.e., E is leak-free. All the analyses
can be easily modified to incorporate non-empty Lg (indeed, our earlier version addressed), but we eschew for
simplicity.

For ¢ = (@m» Ge» 44, 4 4 ), We denote by (?, t,o)-adversaries those make ¢y, qe, qa, gz, and g queries to
the non-challenge LEnc, the challenge LEnc, Dec, It, and 7 resp., run in time ¢, and have ¢ blocks in all its
(challenge & non-challenge) queries including associated data.
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Theorem 3. Assume u < 2™, n, < n, n > 5, 04+ G +qa+ gm + ¢x < min{2”/4,2b/2}, and leakage
L = (Lenc, Lpec) s defined as above. Then in the ideal TBC and permutation model, for any (7,t,o)—adversary
A, it holds

muCCAm S5u 49Q%  6(n+1)Q + 2nga + 2n’qg .
AdVA,%E"AI'SpI;lnge,L,u _QTD 2? + ( )Q o 4d qIC +0’AdVLORL(1,Q,t )

+ 2. AdV™M(1,Q, 7, 2Q) + 2(0 + q.)AdV™V(1,Q, 7, 2Q),

where AdvOR and Adv™“! are defined in Egs. (6) and (3) resp, Q = 0+ Ge + qa + qm + 4=, t* = O(t + oty),
and t; is the total time for evaluating L™ and L.

The proof follows a quite standard hybrid argument: from A we build a EavL adversary As against the duplex
stream cipher DuStrp[r], which simulates all but one challenge encryption queries and relays the exceptional
to its EavL challenger. The core feature enabling the hybrid is that, for each challenge encryption query, since
the nonce is used only once during its lifetime, DuStrpg[n] is seeded with an initializing key B that is somewhat
independent from any other initializing key of the other encryption queries. See appendix E for the formal
presentations. Note that: (a) since the muCCAmL1 adversary A cannot require “challenge dec-leakages”, A
doesn’t need to measure them on DuStrg[n] either, and thus we use the terms in Theorem 1 with p = 1; (b) in
TETSponge, the initializing key B is of n bits, and thus the term Adv'nv["](l, Q,t*,2Q).

The concrete security is mainly limited by the terms established in Theorem 1. As discussed, the terms
2qudv|""["](1, Q,t*,2Q) —|—2(U+qe)Adv|"V[C](1, Q,t*,2Q) are O(qe . q"+‘7+t) —l—O(J . %) for some specific

IJ‘TL.Q/H/
parameters p,, and p.. Though, the influence of u the number of users on the security remains negligible: once
u < 2" /5, TETSponge is secure up to the birthday 27/2 complexity—it is smaller than 2¢/2 due to the shorter
initial seed B.

Discussion. Again, the leakage assumptions needed for the two theorems are different, and integrity is ensured
by much weaker implementations. This not only coincides with the theory separation between unpredictability
and pseudorandomness [35] but also unveils which goal is easier in the real world. In addition, for both theorems,
the strong assumption on the implementation of E versus the weak assumption on 7 provides the separation of
duties that enables leveled implementations.

We also remark that, as a first step, we concentrate on a simplified model of “unbounded” leakage plus ideal
permutation for integrity. There are complicated gaps between this model and the real world situation, e.g.,
lightweight AEs tend to use weak permutations far from ideal and may admit (hash collision-based) attacks in
our model. Since duplex state can indeed be recovered via side-channels [1], this “attack” seems something real
rather than an artifact of our model, and may be worth noting, which we leave for further research.

5 Applications to some other AEs

Many AEs follow the general duplex structure but deviate on details. We next highlight how the previous
analysis can be applied to a few relevant examples. We start with 1-pass modes and focus on the Ascon and
GIBBON designs, of which the structures are similar to TETSponge. We then extend the discussion to two 2-pass
modes, namely TEDTSponge (that we introduce here) and ISAP. We leave the analyses of other modes (e.g.,
1-pass duplex such as full-state duplex-based AEs [16] and Beetle [14]) as interesting open questions.

Ascon was designed by Dobraunig et al. [19], and is among the final portfolio of the CAESAR competition.
Here we consider its NIST lightweight submission Ascon v1.2 [20]. Its structure is depicted in Fig. 4 (a)—as
mentioned earlier, this figure represents the leveled implementation considered in [1]. It uses two permutations
m and 7o that differ in the number of underlying rounds. Let n := |K| = |Z|. Assume 7; and 7y are two
independent random permutations. Then Ascon’s structure resembles a variant of TETSponge with KDF g (N) :=
m(IV|K|N) & (0°~"||K) and TGF(S) := Is,, (m1 (S & (07[| K[|0°~™))) & K.

As discussed in Section 4, merely protecting KDFg(N) and TGF(S) against side-channel key recovery
is not enough. Concretely, we have to assume the leak-freeness (concretely menting strong protection against
side-channel attacks) of the sequence of actions IntCheckk (.S, Z) below.

1: Integrity checking IntChecky (S, Z)
2: Z. < TGFg(S)
3. If 7 = Z, then return 1 else return 0
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Fig. 4: Duplex-based AEs considered in section 5 and their leveled implementations. (a) Ascon v1.2; (b) GIBBON;
(c) TEDTSponge; (d) ISAP v2.0. For TEDTSponge, the rule of adding separation bits is the same as TETSponge.
For ISAP v2.0, the structure named RK (short for ISAPRK) in the 1st gray rectangle is a rate-1 duplex, and
its input values Ny, ..., N, are the Ist,..., n-th bits of the nonce N (i.e., ma is called n — 1 = 127 times). This
structure is used again in the 2nd pass (the dark square “RK”).
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Ensuring that these operations (i.e., KDFg(N) and IntCheckk (S, Z)) are well protected against side-channel
attacks is already sufficient for Ascon implementations to ensure integrity in the presence of leakage, which
resembles TETSponge. On the other hand, for confidentiality it additionally has to meet the non-invertible
assumption in Section 3.2 and the bounded XOR leakage assumption in Section 3.3. The results are as follows.

Theorem 4 (informal). For the leveled implementation of Ascon depicted in Fig. 4 (a), if KDFg(N) and
IntCheckk (S, Z) are “leak-free”, then for any adversary A making q queries to its oracles and running in time
t, we have

mu 2 + 2
Advisid. = o(5;) + o(%) +0(55); (14)
2 2
Advsart, = 0(5) + o(%) +0(0) - AdvOR(1,0(q), O(t))
+0(0) - AdV™(1,0(q), 0(1),0(0)) + O (55 ). (15)

where L* is “unbounded” as in Theorem 2, while L is “bounded” as Theorem 3.

The proof is the same as the proof of Theorem 2 modulo minor changes. For verifying, a sketch is given in
Appendix F. The bounds are comparable to TETSponge. The term O(g—f)—more precisely, 2?—;“—reﬁects the

multi-user key collision, and cannot be avoided. It may be interesting to investigate whether it can be reduced
to 5%y by employing public randomness (like in TETSponge).

We remark that the equality checking of line 3 in IntCheckg (S, Z) is a non-linear operation, so it would
typically require special care to be protected. Since the value Z. is output by a masked implementation of
TGF(S) in a leveled implementation of Ascon, a natural option would be to perform this additional operation
in a shared manner as well.

GIBBON. GIBBON was a member of the submission PRIMATEs [2] to the CAESAR competition. As shown
in Fig. 4 (b), its structure is very similar to Ascon, except that one more permutation is used. Therefore, our
analysis for Ascon can be transited without essential change and it leads to similar conclusions.

2-pass mode TEDTSponge. As mentioned in introduction, the consensus reached by many [5,18,10] seems to be
that Encrypt-then-MAC style designs with 2 passes is the only choice for achieving dec-leakages confidentiality
with leveled implementations. This was also a limitation of the discussed 1-pass designs. We thus consider
TEDTSponge[r, E|, a natural 2-pass extension of TETSponge[r, E]: see Fig. 4 (¢). More clearly, instead of deriving
the tag from the final duplex state of the 1st pass, we leverage the 2nd leak-free TBC-call for a Hash-then-TBC
authenticator and make an Encrypt-then-MAC composition. The keyless hash function for Hash-then-TBC is,
of course, built upon the sponge function. In summary, TEDTSponge[r, E] can be seen as a (more efficient)
duplex-based variant of the TEDT TBC-mode [8], or an ISAP variant using a (masked) TBC instead of the
rate-1 duplex (this will be introduced below).

For the sake of space, we defer its formal description to Appendix G.1. With similar assumptions and
following the proof for TETSponge, it can be shown that the leveled implementation of TEDTSponge offers
muCIML2 (see Theorem 6 in Appendix G.1) and muCCAmL2 security (see Theorem 5 in Appendix E.1) with
bounds almost the same as TETSponge. The muCCAmL2 security proof is similar to the muCCAmL1 proof of
TETSponge, except for the added handling of dec-leakages. For TEDTSponge, it is feasible to handle invalid
dec-leakages since they are far less informative than in 1-pass modes, while valid (challenge) dec-leakages have
been included in Theorem 1.

2-pass mode ISAP. Finally, we consider ISAP, and more precisely, its NIST submission ISAP v2.0 [17], which
is more robust against state exposure than the original version [18]. An illustration of ISAP v2.0 is in Fig. 4 (d).
It may be seen as a TEDTSponge variant (but note that ISAP was designed earlier) with the leak-free TBCs
replaced by primitives built upon ISAPRK, which is a rate-1 duplex as shown in the 1st gray rectangle in Fig.
4 (d). It is purely sponge-based: the goal of the rate-1 duplex is to exclude DPA & minimize the effectiveness
of SPA, even if the rate-1 duplex is called a polynomial number of times.

As mentioned in introduction, the original version only came with informal side-channel security arguments.
DM has given a proof for its “encryption part” under the high min-entropy leakage assumption [21]. Here we
show how our methodology and assumptions can establish AE security muCIML2 and muCCAmL2. For this,
define the two functions KDF i (V) and TGF g (U,Y) as well as the corresponding action IntCheckx (Y ||U, Z) as
follows.
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algorithm KDFg (V) algorithm TGFx (U,Y)
. Ni,...,N, « N

L L Y, .. YoV

s for o1 tan 1o 2 5  KlIViea, $1 ¢ m(S0)

4. S/ 8; @ (Ni]|0" 1) 3. for z/: lton—1 ??1

5. Sit1 < m2(S7) 4. Si Si@ (Y;ZHO )

6. Si + Sn @ (N,]|0°7Y) d. / Siy1 + m2(S}) -

8. K™ «+ me_n(Sf) 7. Sf — 7T1(S£L)

9. return K* 8. K™ + msy_n(Sy)
algorithm IntCheckx (Y||U, Z) 9. Sz + m(K*||U)

1. Zo + TGFx(U,Y) 10. Z  ms,(Sz)

2. If Z = Z. then return 1 11. return 7

3. return 0

Then, for an ISAP implementation such that: (a) calls to KDF g (N) and IntCheckg (Y||U, Z) are “leak-free”,
and (b) leakages are non-invertible as in Section 3.2, and (¢) XOR leakages are bounded as in Section 3.3, the
muCIML2 and muCCAmL2 security can be established similarly to TEDTSponge. For any adversary .4 making
q queries to its oracles and running in time ¢, assuming b — n > ¢ for simplicity, we have

2 2
muCIML2 oA u(o +q) (c+4q) n(o +q)
Adviisar e u = O(2n) + O( on ) + O( 2e ) + O( on ) (16)
AdvR s = Adviieasi- . + 0(a) - Adv-"(p, O(q),0(1))
+0(0) - Adv™ (p, 0(q), O(t), 0(q)). (17)

The proof is similar to the proof for TEDTSponge: we serve a sketch in Appendix H. Note that ISAP does
not use duplex for message encryption (i.e., ciphertext blocks are not fed into the next permutations), but
Theorem 1 can be easily adapted to this case. Regarding bounds, again we encounter the unavoidable multi-
user degradation terms O(;‘—j) + O(%), and it may be interesting to study whether it can be reduced to
5 using public randomness.

Our technique (more precisely, the proof of Lemma 1) can be used to prove that the rate-1 duplex is a PRF
resilient to non-adaptive leakages. This shows the leak-freeness assumption of KDF i and TGFx can be replaced
by SPA security assumption on the permutations. But we have to strengthen the non-invertibility assumption,
by both allowing O(q) repeated measures and increasing the number of involved permutation calls. We defer
the discussion to Appendix H.1.

Summary. Our analyses mainly aimed at demonstrating the power and applicability of our methodology, and
we view this as a success. In summary, the results indicate that 1-pass modes with keyed initializing and finalizing
functions could have nice highly secure leveled implementations. As the non-invertibility leakage assumption is
easily connected to side-channel cryptanalysis practice, we believe our results bridge theory and practice.

Concretely, compared to Ascon, TETSponge has a higher mode-level robustness against dec-leakages (for in-
tegrity muCIML2; as discussed in Section 4), and avoids protecting the equality checking. But Ascon is inverse-free
and may be tweaked to support variable-length tags. A similar tradeoff holds bewteen ISAP and TEDTSponge.
So these schemes show different tradeoffs between security against leakage and efficiency: how to implement
them so that the physical assumptions required in our analyzes hold and which one to use in which application
context is an important question for further research.
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Supplementary Material

A TETSponge is not CCAmL2 secure

Following the notational convention of section 4, we show a DPA path breaking the CCAmL2 security of TETSponge.

(i) First, we fix a nonce N and A distinct 1-block ciphertexts ci,...,cx. The parameter A depends on the relative
strength of the implementation.

(ii) Second, we make A decryption queries LDec(N, A, ci||T),...,LDec(N, A,cx||T) for A = L and T arbitrary. This
results in the state S1 = 7(N||PK]||0%||B), B = EiKHO* (N]]0%), being derived A times and the occurrence of the A
XORing ms;(S1) ® c1,...,ms (S1) @ cx. Now a standard DPA allows recovering ms,(S1).

(iii) Then any challenge tuple (N, Mo, M1) with Mo[1] = M1[1] is easily distinguished.

The crucial feature of TETSponge that allows this attack is that processing invalid decryption queries requires to run
with secrets; as secrets are easier to be fixed during decryption, this allows DPAs. Note that to achieve confidentiality
against dec-leakages, all designs including TEDTSponge tried to process invalid decryption queries with keyless/non-secret
primatives.

B Proofs for Leakage Privacy Lemmas

B.1 Tester for LORL Advantage

As stressed many times, depending on the context, the concrete value of Adv'-OR

Tester for LORL Adv'°R?t

Let the challenging adversary A serve s and (m°, m")

Pick the secret: yen <= {0,1}", d & {0,1}

¢+ Yer ®m?, and repeat yen @ ¢ for p — 1 times

Generate the permutation leakages: repeating Spre Wﬁl(yChHs) for p times

Serve A with ¢ and the leakage traces resulted from steps 4 and 5. This gives A the tuple (¢, [L2* (yen ||5)]P, Lo (Yen, m?),
Lo (yen, ©)P™)

7: Let A output the guess d’, A wins as long as d’ = d.

may not be negligible.

B.2 A Useful Lemma: EavL Security of the Ideal Stream IdealS

The proof of Theorem 1 will rely on the EavL security of the ideal stream cipher LldealS, which is related to the term
Adv*Rt in Eq. (4). Formally,

Lemma 3. For every pair of {-block messages M° and M* and (p, g=,t)-bounded adversary A™, it holds

| Pr[A™ (IdealS(IV, A, M°)) = 1] — Pr[A" (IdealS(IV, A, M")) = 1]|
<0 AV O (p, g, O(t + plty)),

where t; is as defined in Lemma 1.

Proof. Again we assume |A| = 0 for simplicity. Let M° = M°[1]||...||M°[¢] and M' = M'[1]||...||M'[¢]. We start
by building a sequence of £ + 1 messages Mp.o,..., Mn, starting from M° and modifying its blocks one by one till
obtaining M*. That is, My ; := M*[1]|| ... ||M [i]||M°[i+1]]|| . .. ||M°[f]. For any i, assuming a (p, ¢=, t)-bounded adversary

A™ against IdealS(IV, My ;—1) and IdealS(IV, M} ;), we build a (p, ¢x, O(t + plt;))-bounded adversary A3 against the
distribution defined in Eq. (4). In detail, A3 proceeds in four steps:

(i) A3 samples B < {0,1}", initializes an empty list leak, and sets S§ < IV || B;

(ii) for j = 1,...,i — 1, A} samples S; < {0,1}°, computes C[j] + ms,(S;) & M'[j], S« Clillllsc(S;
Cljlll(Isc(S;) @ 61) when j = 1), and adds [L3"(Sj-1),L3*(5)], Le(ms(S;), M'[5]), and [Le(ms.(S;),
(and Lg(Isc(S;5),d1)) to leak;

(iii) A3 samples s < {0,1}° and submits s to the LORL challenger. Assume that the outputs are (¢, leak,) with

) (5 «
Chpr!

leaks = (L2 (enl19)]) " Lo (s m"), [La(gens )] ).

A7 then adds the traces L& ((M'[i — 1][0°) @ Si—1), L2 (yen||8)]?, Lo (Yen, m?), and [La (Yen, )]P~ to leak;
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(iv) AJ starts from c®||C to emulate the remaining actions of IdealS encrypting the tail M°[i + 1]|| ... | M°[¢] to obtain
Cli 4+ 1]|| ... |C[£]. Eventually, A3 serves the ciphertext C[1]]...||C[i — 1]||c*|C[i + 1]|| ... [|C[] (and lse(Syret1),
when = 1) as well as all the generated simulated leakages to A™, and outputs whatever A™ outputs.

It can be seen depending on whether the input tuple received by A3 captures the LORL challenger encrypting M O[i} or
M'[i], the inputs to A™ capture ldealS encrypting Mj, ;—1 or My, ;. Moreover, A3 is (p, ¢, O(t + plt;))-bounded if A™ is
(p, =, t)-bounded. Therefore,

| Pr[A” (IdealS(IV, My ;1)) = 1] — Pr[A™(IdealS(1V, My i) = 1]|
<AAV™ (p, gr, O(t + plty))

by Eq. (6). This along with a simple summation implies the main claim. O

B.3 Proof of Theorem 1 (EavL Security of DuStr)

| Pr[A™(DuStrp[r](IV, A, M°)) = 1] — Pr[A™ (DuStrp[x](IV, A, M")) = 1]|
< | Pr[A™(IdealS(IV, A, M")) = 1] — Pr[A"(IdealS(IV, A, M")) = 1]|
<£-AdvORL(p g, O(t+plt;)) (by Lemma 3)

+ > | Pr[AT(DuStrg[x](IV, A, M")) = 1] — Pr[A"(IdealS(IV, A, M")) = 1]|.

b=0,1

For each b, Lemma 1 indicates
| Pr[A™(DuStrp[r](IV, A, M")) = 1] — Pr[A" (IdealS(IV, A, M")) = 1]|

(€ +2)2

SAdvan[H] (p7 qr, O(t + pEtl)v 2q‘"’) + (‘g + 1) ! Advan[C] (pa qr, O(t + p‘et’)v 2(]77) + 20+1

Therefore,
| Pr[A™ (DuStrp[r](IV, A, M")) = 1] — Pr[A"(DuStrg[r](IV, A, M ")) = 1]|

(0 +2)2
2(:
+2(0+1) - Adv'™ (p, gr, O(t + plt:), 24x).

< +0- AdV R (p, g, O(t + plty)) + 2AdV™ (p, g, O(t + plts), 2qx)

C PKEM-based Representation of Keyed Sponges

All] Al2] Al3]

[ By | I ——

IV f b b N2
‘ ctn ctn ctn

\ ™ - ™ - ™ /

o | | \
O i‘ “i‘ “i‘ \‘ T
\‘ ‘H‘ T ‘H‘ ‘\ ‘
| B B B B B B B

PKEM

Fig. 5: The PKEM-based representation of a keyed sponge with x-bit key/initial seed B. Inside the red dashed
rectangles are the “partial-key” Even-Mansour cipher. It’s easy to see after the internal actions of XORing B
cancel, the construction turns basically the same as the keyed sponge.

D Proof of Theorem 2 (muCIML2 of TETSponge)

For brevity, from now on we refer to TETSponge and TEDTSponge as S1P and S2P, standing for Sponge with 1/2
Pass(es).
The proof proceeds in two steps:

(i) Below in appendix D.1, we transit the scheme S1P[r, IC]k pk to its idealized version, via replacing the internal ideal
TBC IC by another “secret” ideal TBC SIC that isn’t accessible to the adversary A. In appendix D.2, we show the
real and idealized schemes are indistinguishable. The goal of this step is to argue that A cannot compromise the
KDF- and TGF- calls.

(ii) Then in appendix D.3, we prove unforgability for the idealized scheme to complete the muCIML2 proof.
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D.1 Idealizing S1P

Note that we can’t simply replace the KDF- and TGF-calls of the u users by v independent tweakable random permuta-

2
tions, as otherwise the birthday term 37 emerges.

Formally, we are to derive an upper bound on

muCIML2 muCIML2
AdvD,SlP[w,IE]K’pK,L*,u - AdV’D,SIP[Tr,S:IVC]KYPK,L*,u

for any ¢-bounded D. For this, we rely on the H-coefficients technique [15]. We summarize the adversarial queries to
the random permutation 7 in a list

7e = ((S1",57"), . (537, 501)).-
Note that by our assumption, all the m queries made by S1P are completely leaked to D. These queries also result in

records of the form (S, S°“!). To make a distinction, we denote by 7 the union of these leakage records and the
adversarial query transcript 7. It isn’t hard to see:

— upon an encryption query Enck, px, (N, A, M), SIP makes at most [‘%I] —+ [%1 + 1 queries to ;

— upon a decryption query Deck,, px,; (N, A, C), the number of internal 7 calls is (similarly) at most [@] + [@1 +1,
with C' = ¢||Z.

Therefore, when interacting with the idealized scheme S1P[r, §E]K,pK, the number of internal 7 calls is at most 04+ge+qu,
and thus

Q:=|m| <o+ ¢ +qa+qn (18)

Recall that the adversarial goal is to distinguish INCK1 ey IAE:Ku from §IEKU e ,gifKu. In this respect, at the end of
the interaction, we reveal all the internal calls to IC (in the real world) and SIC (in the ideal world) to D. We summarize
these calls in a list

TSTC = ((K17T17X17Y1),(KQ,TQ,XQ,}/Q),...).
In this set, the j-th tuple (K, T}, X;,Y;) indicates that:

~ interacting with the real scheme S1P[r, IC]k pk, the j th query is either IE?J (X;)—=Yjor (IE?J )"H(X;) — Yj; and,

— interacting with the idealized scheme S1P[, §\|E]K7PK, the j th query is either gﬁ?g (X;) =Y or (g\IEQJ YTHXG) —
Y;.

Note that:

— these calls and their responses are secret in the black-box setting, but are leaked in our unbound leakage setting.

— yet, since we assume leak-freeness of KDF and TGF-calls, the secret user keys cannot be seen by the distinguisher,
and don’t appear in the true adversarial transcripts. The transcript 75¢, in some sense, is a merge of the finally
revealed secret keys and the information really leaked to D.

Recall that in the unbounded leakage setting, we actually view the duplex as a sponge-based hash function. In
this respect, we keep a list 77, for the inputs and outputs of this “imaginary” hash function. Concretely, we denote by
((N,PK,B,A,c),U||V) an input-output pair of the hash, and further

7-; = (((N17PK1,BlzA17C1)7U1||V1)7((N27PK27B27A2,c2)>U2||‘/2)7'")

for the hash transcript. As we assumed all the internal m queries have been leaked and included in 7, this list is
redundant, in the sense that it can be fully recovered from 7. But its presence eases the proof language.

In addition to the above, the “public-keys” PK = (PK71,..., PK,) are also included in the transcript. Moreover, to
simplify the definition of bad transcripts, we reveal to the distinguisher the user keys K = (K1, ..., K,) at the end of
the interaction. This is wlog since D is free to ignore this additional information to compute its output bit. Formally, we
append both PK and K to the tuple (75, 7x, 7jz, 7sic) and obtain what we call the transcript

* *
T = (T, Tr, T, Tsie» PK, K).
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D.2 Gap between Real and Ideal

We start by defining bad transcripts. For a transcript 7, we define ppx and py, the mazimum multiplicity of PK and
V, as

UPK = pker?(%i(}"p [{i € {1,...,u}: PK; = pk}|,
py = {maf( ) {((N,PK,B,A,c),U|V) e :V = v}‘ (19)
ve{0,1}7—

Then it’s defined as follows.

Definition 4 (Bad Transcripts for Idealizing S1P, muCIML2). An attainable transcript T is bad, if one of the
following conditions is fulfilled:

= (B-1) ppr >n+1, pv >n+1.
~ (B-2) there exists a query (K,T,X,Y) € 75¢ such that (K,T,*,*) € 7.

Otherwise T is good. Denote by Tyaa the set of bad transcripts.

We remark that this step concerns with the secrecy of the user secret keys. As such, the condition (B-2) captures the

intuition that a contradiction appears between 7jz and 7ge. On the other hand, though crucial in the analyses, 7 doesn’t
appear in the conditions.

As PK,,..., PK, are uniformly distributed, it’s easy to see

u 1 u \nt+1 2" u \ntl
P >n+1] < - < ( ) T S (7) ’
ezl s <n+1> e = \ew) Dl e

where the last inequality comes from (n + 1)! > (":l)n-‘_l > 2"+t > 9" gince n+ 1 > 6 > 2e. Furthermore, when
u < 2" and n, < n, we have

U )"+1 < U .
2Mp - 2™

To reason about uy, we analyze the multi-semicollision property of the sponge-based hash. In detail, we consider
the game Gy capturing the interaction of D with the ideal world (S1P[m, SIC]k pk, 7, |C). We define several simple bad
events during this interaction:

Prlupx > n+1] < ( (20)

~ (B-11) Right after a forward = query m(S°*) — S°** happens, there exists another = query (S, S°*!) such that
Isc—2(S°") = ISC,Q(S”L/) or Ise_2(5°) = Is._o(5°"").

— (B-12) Right after a backward 7 query 7~ !(S°%**) — S happens,

e there exists another 7 query (Si"', Soutl) such that Is.—2(S™) = IsC,Q(SO“tl); or

e there exists an SIC query/a KDF query (K, PK||0, N||0*, B) € 7¢¢ such that 5™ = N||PK;||0*| B.
— (B-13) At any time, there exists n + 1 forward 7 queries (S{™, S¢""),..., (S, 8544 ) such that mid(S{“!) = ... =
mid(S54",), where mid(S¢“") = msas,—1(Isn—1(S¢"")), i.e., extracting n — 1 bits from the middle.
(B-14) Right after a (necessarily forward) §IE/KDF query §E§KHO* (N]|0*) — B happens, there exists a © query
(8", §°*) such that S = N||PK]||0*||B.

Denote by g1 the number of forward 7 queries, and by g2 that of backward = queries. Clearly, ¢1 < @, ¢2 < ¢~ (as
S1P doesn’t make backward 7 queries), and q1 + g2 < Q. With these, consider a forward query 7(S™) — S°“!. Tts
response S°*! is uniformly distributed in a set of size at least 2° — Q. Consider any “target” (Sm/,S"“t/). To reach
Ise_2(5°%) = Is._5(5"™"), §°“* shall be in a set of size at most 272, Therefore, when Q < 2°/2, we have

2'r+2 2r+3 8

out in'
Prllse—2(S™) =lse-2(S")] < 57— 5 < T = o

This probability trick will be frequently used in the remaining analysis (without explicitly mentioned). Similarly,
Prlls._2(5°*) = Is,_2(5°*")] < & . As the number of “targets” is at most @, we have

8 , 8 16¢:1Q
4 2)<
2c T 2c) = oe

Pr(B-1)] < a1 Q- (

In a similar vein, it’s easy to see (as argued, (n + 1)! > 2"*1)

Pr[(B-12)] < ¢2- Q- ;c + g2 - (ge + qa) - % < 10;162627 d
Q1 2 \n 8Q\"+1 1 4Q\n+1 1 Q
PI‘[(B—lg)] < <n+ 1) . (anl) < (27) . m < (27) . g < 27
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The last bound relies on 4Q < 2™.
For (B-14), we define a set

T [N,PK] :={B € {0,1}" : (N||PK||0"||B,x) € 72 }. (21)

Then for a certain SIC query §E§K”0* (N]]0*) — B, we have

; T[N, PK;]| _ 2|7i[N, PK|]|
Pr [B € T[N, PK]] < < )
2" — 2qe — 2qq 2m
Summing over all the SIC queries, we reach
2|7x [N, PK]|
Pr{(B-14)] < el
(K,PK|0*,N[[0*,B)ETge

< i (2 ZNG{O,I}”N:(Ki,PKi‘|0"2iV||O*,*)€TSI~C }T; [N’ PKZ'] |)
i=1

2|75 |N, PK

— 271 )
Ne{0,1}"N ,PKe{0,1}"P

since ZNe{O,l}“N,PKe{O,I}”P !7—: [N7 PK” ==l <Q.
Define Bad; := (B-11) v (B-12) v (B-13) V (B-14). We now show that py < n conditioned on —Bady, so that (recall
that ¢1 +¢2 < Q)

16¢:Q n 10g2@Q n Q n 2nQ

Pr[uy > n+ 1] < Pr[Bad;] <

2¢ 2¢ T n T oom
2
Slﬁz? N (2n;1)Q.

For this, we define a notion of “S1P hash chain” corresponding to a tuple (N, PK, A, c). Formally, this is a sequence of
7 queries (S§", S§*Y), (Si™, S7“),..., (S&*, SS*!) such that:

— 8" = N||PK]||0*||B, and
— With v = [|A]/r] and £ = [|M]/r], it holds w = v + ¢, and
e Fori=1,...,v—1,l1s.(S/") = Is.(S2"1), ms,.(Si") @ ms,.(S™4) = Alil;
o When |A[Y]| < 7, Isc(SF™) = Isc(S2*%) @ (07||[1]2]]0°72), ms,(S2*) @ ms,-(Se¥h) = A[v][|10%; when |A[v]| = r,
Ise(SEm) = Ise(S2™,), and ms,(Si™) ® ms,.(S3%4) = A[v];
o If /> 1:
e Tse(SE0) = Ise(SE°) @ (07[2120°2). and ms, (S7%,) = C[1];
* Fori=v+2,...,w—1,15.(5") = Isc(S2"%), ms,(Si™) = C[i — v];
* When |C[€]| < 7, Is.(SI") = 1sc(SS*4) @ (07||[1]2]]0°72), ms.(SI) = C[€])||10*; when |C[f]| = 7, Isc(S") =
Isc(S2*%), and ms,.(S&") = C[4)].
o If/=1:
* When |C[€]| < 7, Is.(SI") = 1s.(SS*4) @ (07||[3]2]|0°72), ms.(S") = C[€])||10*; when |C[f]| = 7, ls.(S") =
Is.(S2*) @ (07|[2]2]|0°72), and ms,(SZ) = C[4].

Note that conditioned on —(B-12) and —(B-14), the first record (S§", S§“") was necessarily resulted from a forward m
query. Then, by iteratively applying —(B-12), it can be seen all the queries in such chains are forward.

Then, we show that, conditioned on —Badi, distinct tuples (N, PK, A,¢) and (N’, PK’, A’,c’) necessarily induce
distinct S1P hash chains (Si", S§%%),..., (S, S2%%) and (S§™, S§™),..., (S, 52%"), which further result in distinct “last
calls”, i.e., Si" £ S Assume that [|A|/r] = v, [[M|/r] = ¢, [|A'|/r] =/, and [|M’|/r] = €. As argued, all these
queries were due to forward m queries. We then consider several cases as follows.

Case 1: (N,PK) # (N’,PK’). Then Si" # Sin’i.e., the two chains are distinct from the first m queries. By
—(B-11), we have Si" # Sf”l; similarly, iteratively applying —(B-11) eventually results in the desired result S # Siﬁl.

Case 2: (N,PK) = (N’, PK’). This means (A,c) # (A’,c’). We define X as:

- X = X when |X| is a multiple of r, and
- X = X||10" otherwise.

Then we have to further consider several subcases.
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Subcase 2.1: ZHE =+ EH? Then it’s clear that there exists an index 4 such that Si™ # Sf",. By —(B-11), S;” #* S;"/
for any j > i, and thus S # Sf,”'.

Subcase 2.2: Al = A’||c/, and v = 1. Since (A,c) # (A',c’), it has to be |[A[V]| < 7 or |C[f]] < r or |A'[V]| < r or
|C'[¢]| < r. Now,

- If|A[v]| < r A A V]| =7 or |A[v]| =r A |A'[V]| < 7, then S £ S due to the separation constant [1]2]|0°72. Thus
by —~(B-11), §i" # S’ for any j > v and further SI* # S,

— Else, then either [c[f]] < r A |c'[f]| = 7 or [c[f]] = 7 A |c'[€]| < 7 since (A,c) # (A’,¢'). Then S # Si* due to the
separation constant [2]]|0°2.

Subcase 2.3: Ale = A’||c/, and v # '. Wlog assume v > v/: then it has to be £ > 1. Now,

- If |A[V]| < r, then Sf}ll # S since the separation constant [1]2//0°72 is only XORed into Sl‘f?fll, and thus all the
subsequent calls are distinct.

— Else, if £/ = 1, then Sfﬁjrl # Si7,, since Sf;’fjrl is obtained by XORing [3]2||0°"2 with S
by XORing either [1]2]|0°72 or 0° (depending on whether |A[/ + 1]| < 7).

~ Else, i.e., £ > 1, then S, # S| since S, | is obtained by XORing [2]2[0°2 with S while S, | is obtained
by XORing either [1]2]/0°72 or 0°.

7 .
o while S}, is obtained

By the above, the |7;| hash records have |7;| distinct forward 7 queries as their final 7 queries. Conditioned on
—(B-13), the number of semi-collisions on V within these final © queries is at most n. Therefore, the claim uy < n
follows.

Now, conditioned on —(B-1), we analyze (B-2). Note that in the ideal world, for any (K,T, X,Y’) € 7g¢, the key K
is from the dummy key-tuple K, and is uniformly distributed. Then, using an auxiliary set

TielT] == {K € {0,1}" : (K, T, %,%) € ic },
it’s easy to see

Pr(B-2)]< ) Pr[Keme[l]]

(K,T,*,*)ETSTC
e [t]10]] [ [VII1]|
< oy EML, v el
- 2n 2n
tE{O,l}"‘l:(K,tHO,*,*)ETSTC VE{O,I}"‘l:(K,VHI,*,*)ETSTC
C1 Ca

By the construction, the SIC queries (K, t||0,*, %) are necessarily KDF queries, for which K = K; and ¢||0 = PK;||0* for
some user index i. Since upx < n, we have

o - PR s PRI s belPRIO)

i=1 PKe{0,1}"P PKe{0,1}"P

On the other hand, for any SIC query (K;, V||1,%,*), i.e., TGF query, there necessarily exists at least one hash record
((N,PK,B,A,c),U||V) € 1, such that PK = PK;. By this,

- e[V
C =3 3 | [2n|\ I

=1 Vi(4, P ke) 4 V)ETE

<pr S > e [VI11]]

271
PKe{0,1}"P V:((x,PK x,x%)x|[|[V)eET)

<uPK - pv - Z M < n?. Z ME[QLJH”

2n
VG{O,I}"*I VG{O,I}"il

Therefore,

e PKNO7]]

Pr((B-2) | ~(B-1)] <n- > K LY W

PKe{0,1}"P ve{o,1}n—1
2
2 [ielt]] _ n’ae
Sn ’ Z n S on )
te{0,1}
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which allows us to conclude

Pr([Tiu € Toua) < Pr[(B-1)] + Pr{(B-2) | ~(B-1)]

< U 16Q%  (2n+1)Q +n’qr
—2"p 2¢ 2n ’

Now consider a good transcript 7 = (73, 7x, Tj¢, Te, PK, K). Define
Tael K, T) == {(X,Y) € ({0,1}")* : (K, T, X,Y) € 7¢ }.

With this notation, it’s clear that

1

Pr{lia = 7] = Pr[K, PK] - Prfr - 7] - Pr{iCH re] - [ ooy ———

2n
(K,T)
On the other hand,

Pr[T,. = 7] =Pr[K,PK] - Pr[r - 7] - Pr[|~C F e | IC+ Tie) - Pr[|~C F 7]
=Pr[K,PK] - Pr[r I 7;]

PrICK(X) =Y for all (K,T,X,Y) € 7g¢ | ICF 7] - Pr[IC - 7],

Since 7 is good,
Pr(ICk(X) =Y for all (K,T,X,Y) € 7¢ | IC F 7]

~ 1
:Pr[lC};(X)IYfOI‘ all (K7T7X7Y)ETSTC]: H (onY,_
ey Firgelrrl

Therefore, for any good transcript 7 we have Pr[T,.. = 7] = Pr[T;q = 7], and thus

muCIML2 muCIML2
Adv Du51P[7r Ik, pK,L*u — Adv 'Du51P[7T SIClk pr.L*,u
16Q2 2n + 1)Q + n’¢
< u + Q + ( )Q Q|c'
2mp 2¢ 2n

D.3 Unforgability of the Idealized S1P

(22)

The remaining devotes to analyze SlP[W,/S\IE}K,pK. Consider the muCIML2 game Gg with SlP[W,/S\IE}K,pK. We define
an event CHAIN: at any time, for the i th user there exists a hash record ((N,PK;, B, A,c),U||V) and a SIC query
(K, V*|1,U", Z) (i.e., a TGF relation) such that U||V = U*||V"*, while there didn’t exist any encryption query of the
form LEnc(i, N, A, x) — c||Z. It’s easy to see that, it isn’t possible to forge as long as CHAIN doesn’t happen.

To ease the analysis, we “break” CHAIN into several simple bad events, then show that CHAIN isn’t possible as long

as these events didn’t occur. Concretely,

— (C-1) There exists two user indices j, ¢ such that K,||PK; = K;||PK¢, or upx > n+ 1.
— (C-2) Right after a forward 7 query 7(S*"*) — S°“! happens, if:

e (C-21) there exists another 7 query (S, 5°*"") such that ls_2(S°™") = lse_2(S™™), lse_2(S°*") =

outy __ out’y.
n— - n— )
or msgn—1(S°"") = msap,—1(S°*"); or

e (C-22) there exists a SIC query (K,V|1,U, Z) such that ms% 1(8°“) = U||V; or

mid(S24 ).
(C-4) Right after a backward 7 query w_l(SO“t) S happens, if:
e (C-41) there exists another = query (Sm gout! ) such that Is._2(S™) = Isc,Q(S"“t'), or

- (C-
such that § = N||PK|0*||B.

|SC_2(510'LL15/)7

(C-3) At any time, there exists n + 1 forward 7 queries (Si", S7“%), ..., (Si 1,524, ) such that mid(S{“) = ... =

(
o (C-42) there exists a SIC query/a KDF relation (K, PK||0*, N||0*, B) such that S™ = N||PK|0*| B.
5) Right after a (necessarily forward) KDF query SICPKHO (N||0*) — B happens, there exists a 7 query (5™, S°"*)

— (C-6) Right after an inverse TGF query (SICVHl) Y(Z) — U, there exists a 7 query (S, S°**) such that msa,—1(S°"!) =

U|V.
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Some of the conditions have been analyzed before. First, using u < 2"7 < 2" we have

2
u U 2u
Pr(C-1)] € i + 5 <

Second, (C-21) is the previous (B-11) enhanced with mszn_l(SO“t) = mS2n_ 1(S°“t ), thus Pr[(C-21)] < 16‘“Q +
(¢1 being the number of forward 7 queries). And it’s easy to see Pr[(C-22)] < 2(%;7‘1,‘1162 Thus (using ¢e + qa < Q)

227:. 1

161Q | 4Q” +4(ge +9a)Q _ 161Q  Q+¢e+aqa _ 1601Q | 2Q
P -2)] < < < —.
I‘[(C )] — ZC + 2271, — 2c + 2n - 26 + 2n
The last inequality stems from Q < 2™/4.
The condition (C-3) is the same as the previous (B-13), thus Pr[(C-3)] < +2. The condition (C-4) is the previous

(B-12), thus Pr[(C-4)] < 1229 (C-5) is the previous (B-14), thus
Pr((C-5) | ~(C-1)] < 29 (23)

For (C-6), by —(C-2) and —(C-3) and an analysis similar to the previous for py, the number of distinct records
((N1, PK1,B1,A1,¢1),Uh]||V), ((N2, PK2, B2, Aa, c2),Us||V), ... (with the same V) in 7 is at most n. Therefore, for
each inverse query (SICXIH)H(Z) — U, there are < n “target” U values, and thus

ngd - 2ngd
M —qe T 2"

Pr[(C-6)] < (24)

Define Bad := (C-1) V (C-2) V...V (C-6), then we have

2
Pr[Bad] < ;f + 162Q (2n + 3);3 +2n4a.

Below we show Pr[CHAIN | =Bad] = 0. Assume otherwise, then consider the last adversarial action before CHAIN happens:

Case 1: A makes a w query. If this query is forward, then it contradicts —(C-2); if this query is backward, then it
contradicts =(C-4).

Case 2: A makes an encryption query LEnck pk (i, N, A, M). Note that all the KDF calls/SIC queries of the form
(K:, PK;||0", X,Y) € 75 have nothing to do with the CHAIN event. Therefore, we further distinguish two subcases:

— Subcase 2.1: a subsequent (forward) m query causes CHAIN event. This again contradicts —(C-2).

— Subcase 2.2: the subsequent (new) TGF query giégl(U) — Z causes CHAIN event. Assume that the involved hash
record is ((NV, PK;, B, A, ¢),U||V) which corresponds to the i-th user. The assumption means there exists another
hash record of the j-th user ((N’, PK,;,B’, A’,c’),U’||V’) such that U||V = U’||V’. To reach a contradiction, we
distinguish two cases:

e Subcase 2.3.1: (N, A,c) # (N',A’,c’). Then as argued before, conditioned on —(C-21), the two involved hash
chains are different, and thus U||V = U’||V" would contradict —(C-21);

e Subcase 2.3.2: (N, A,c) = (N, A',¢'). Then it has to be i # j. Now, if K; # K;, then the new SIC query

SICVHI( U) — Z has nothing to do with the j-th user. Otherwise, it holds PK; # PK; by —(C-1), which means
the two involved hash chains are different, and thus U||V = U’||V’ would contradict —\(C 21).

Case 3: A makes a decryption query. We further distinguish two subcases:

— Subcase 3.1: a subsequent (forward) m query causes CHAIN event. Then it again contradicts —(C-2).
— Subcase 3.2: the subsequent (new) TGF query (SIC}Q!I)_I(Z) — U causes CHAIN event. This contradicts —(C-6).

By the above, we have

2u  16Q> N (2n +3)Q + 2nqq

AdVgL:g{'\I;lEf,TRPFamily]pK,L* < Pr[Bad] < 2 + e on (25)
This plus Eq. (22) yield Eq. (13) (note that 4 < 5 < n):
u  16Q% (2n+1)Q +n’qe L 2u 16@2 N (2n + 3)Q + 2nqq
2mp 2¢ 2n , 2"1' 2¢ 2n
S;:Z, n 322?2 N 5nQ + 27;1:1 +n dic. (26)
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E Proof of Theorem 3 (muCCAmL1 of S1P)

As mentioned, the proof is built upon Theorem 1. For ease of use, we define
AdanD\Llétr (p7 (Im t7 K) ‘= max {AdVEE)VuLStr (A) }7

with the maximal taken over all A measuring the decryption leakages for p — 1 times, making ¢, permutation queries,
avlL

running in time ¢, and choosing inputs with £ blocks. Eq. (12) thus gives a bound for AdvEa's,. (p, ¢, t,£).

We then begin the muCCAmL1 proof of TETSponge. We start by defining Gop as the game PrivK/mé\L"glC:TLl’o, and G§ as

the game PriijL"glc,f’TLl’l. We say a decryption query Deck pk (%, N, A, C) is trivial if the action Enck px (i, N, A, *) — C

happened before.
‘We then define two games G1 and Gj: G1, resp. Gj, is obtained from Go, resp. Gg, via replacing the internal 1C-calls
by SIC-calls. By Eq. (22), we have

u  16Q%  (2n+1)Q +n’gqe

| Pr[Gy = 1] — Pr[Go = 1]| < 5or T o0 5n (27)
and (similarly)
PG = 1) - iy = 1] < g+ 192 4 Crr D, (28)
where Q = 0 + ge + qd + @m + =
We then prove
| Pr[Gy = 1] — Pr[G] = 1]
<Bu 1607 @t DOF 200 | i pgofat (1.0, 0,), (29)

— 2np 20 2n

where ¢; is the number of blocks in the ith challenge message, and t* = O(t+ot;) for t; defined in Lemma 1. By Theorem
1, the last term is bounded as

I Advipse (1, Q. 1%, 4:) <oAdv' O™ (1,Q, ") + 2(0 + ¢.) Adv'™(1,Q, 17, 2Q)
+2¢. Adv™" (1,Q,17,2Q) + ge  (£i+2)”
—_—

i=1 2¢

(X i +2)°

<%
The above plus the gaps in Eq. (27) and Eq. (28) yield the claim. To this end, we denote the ¢ challenge tuples by

(i1, N1, Ay, MY, M), ..., (ig., Ny, Aq,, M.

ge?

My,).

Then, we use g. hops to replace MY, .. -ch?e by M7, .. .,Mqle in turn, to show that G; can be transited to Gj. For

convenience, we define Ga2,0 = G1, and define a sequence of games
Gz,1,Gz2,. .., Gy,

such that in the j-th system G ;, the first j messages processed by the challenge encryption oracle are MY, .. .,M]Q ,
while the remaining g — j messages being processed are M}H, A M;e. In this vein, we have G2, = GJ.

We then show that for j = 1,...,¢e, Ga,j_1 and Gz ; are indistinguishable in the view of A™'°. For this, from A€
we build an adversary A3, such that | Pr[Ga,i—1 = 1] — Pr[Gz,; = 1]| is related to AdvEas 1 (A5').

In detail, initially, A;’"E samples two key vectors K = (K1,...,K,) and PK = (PKu,...,PK,) for the secret and

public keys, and keeps a table SICTABLE to simulate the secret ideal TBC SIC via lazy sampling. At this stage, we define
a bad event BadUserKey, which occurs if there exits two user indices ¢1, {2 such that Ky, ||PK;, = Ky, ||PKp,.

Assume that entries in the tables are of the form SICTABLE(K,T,X) = Y and SICTaBLE™ (K, T,Y) = X. A;rfc
runs A: upon each query from A, it reacts as follows.

Upon a query to IC or m, A;‘"C simply relays the query to its corresponding oracle and relays the response.
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Upon a (non-challenge) encryption query (i*, N*, A*, M*), ApC distinguishes two cases:
2

— If (K=, PK;=]|0", N*||0") ¢ SICTABLE, A;"E samples an initial key B* such that (K;~, PK;«||0*, B*) ¢ SICTABLE ™!,
defines STCTABLE(K;+, PK;+||0*, N*||0%) < B* and SICTABLE™! (K, PK;+||0*, B*) - N*||0*, and then runs the
encryption DuStrg.[7](N*||PK;«||0*, A*, M*) to get the ciphertext c*||U*||[V* and leakages. A’;'E then computes
Z* + SICTABLE(K =, V*||1,U™) (.A;r’I~C defines the entry SICTABLE(K =, V*||1,U") to a newly sampled value Z* if
(K=, V*||1,U™) ¢ SICTABLE). For this entire process A’;'E has to make ¢; + 1 queries to 7 and cost O(¢;t;) time.
Finally, Ag"f returns the outputs ¢*||Z* and the leakages to A"’rc;

— If (K;», PK;+||0%, N*||0*) € SICTABLE, Ag"f simply runs the encryption process DuStr« [1](N*||PK;»||0*, A*, M*)
with B* = SICTABLE(K;=, PK;=||0*, N*||0*), computes Z* < SICTABLE(K;«,V™||1,U") on the obtained U* and
V*, and returns c*||Z* and the leakages to A™€_ The cost is similar to the above case.

Upon a non-trivial decryption query (¢, N, A, C), A;“'E simply simulates the evaluation of Deck pxk (i, N, A, C)

and returns the result to A. This requires .A;r’lc to make ¢; + 1 queries to w. And if Deck pk (i, N, A,C) # L, then we
say another bad event BadCheck occurs.

Upon the £-th challenge tuple (i, Nj, A;, MJ(.), Mjl), it can be seen that, since BadUserKey didn’t happen,

it necessarily be (K;;, PK;,|0", N;||0*) ¢ SICTABLE by the challenge nonce-respecting restriction on A" on a single

'R

user. Therefore, depending on ¢, A;"C reacts as follows:

— When £ < j, it encrypts MY and returns. In detail, A;’"E samples By, defines the entries SICTABLE(K;,, PK;,||0%, N¢||0*) <
By and SICTABLE™ ' (K;,, PK;,[|0%, By) < N¢||0*, and then runs DuStrg, [7](M7) — c¢||Us||Ve, generates the tag Zg

accordingly and returns c¢||Z; and the leakages to A™'€. The cost is similar to the non-challenge encryption queries.
— When £ = j, it relays M{ and M} to the eavesdropper EavL challenger of DuStr!' to obtain cj||U;||V; and leakages

leakene, then generates the tag Z; accordingly and returns c$|| Z; to A™'C. This means the relation SICTABLE(K;,, PK;,||0%, N¢||0*) =
Bep, is implicitly fixed, where B, is the secret n-bit initial seed picked inside the eavesdropper challenger. In this
respect, we define an additional bad event BadlnitKey, which happens if the entry SICTABLE™ ' (kK;,, PK;,||0%, Bep)

is defined before A3'C terminates (i.e., a contradiction in the table SICTABLE occurs due to a collision within the
initial keys).
— When £ > j, it simply encrypts M, and returns. The details are similar to the described case £ < j.

Define Bad := BadUserKeyV BadlnitKeyV BadCheck. It can be seen that as long as Bad never occurs, the whole process

is the same as either Gz j_1 or Gz ; depending on whether b = 0 or 1. Clearly, Pr[BadUserKey] < 2;17% < 5wy, while

Pr[BadlnitKey] < etidtim < 2% as Ben <= {0,1}" inside the challenger. For BadCheck we appeal to the intermediate
results established in appendix D.3: in detail, Eq. (25) implies
2u  16Q? n (2n +3)Q + 2nqq

+

Pr[BadCheck] < omn 50 on

where Q = 0 + ge + qd + gm + gx- ~ ~
By the remarks before, besides running A™IC Ag"c internally processes ¢m + ¢e + g — 1 queries (except for the query

encrypted by its challenger). Therefore, for Gz, ; and Gz -1, A;"C makes at most o + gm + ¢e + qa + g = @ queries to 7
and spends t* = O(¢ + ot;) running time (the additional time is mainly spent on evaluating the leakage functions). By
all the above, we have

PI‘[GQJ' = 1] — PI‘[G2J;1 = 1]
<Pr[Gz; = 1 ABad in Ga ;] — Pr[Gzj_1 = 1 ABad in Gaj_1] + Advipse (1, Q, t*, ;).

Finally, wlog assume that when the event Bad happens during the interaction, A”’rc could be aware and outputs 1;
moreover, Pr[Gz ¢, = 1] > Pr[Gz,0 = 1]. Then,
| Pr[G] = 1] = Pr[Gy = 1]| < Pr[Gaq, = 1] — Pr[Goo = 1]
< PT[G27qE = 1 ABad in Gz,qe] — PI‘[GQ,O = 1 ABad in Gz,o]

SPY[vaqeﬁl/\Bad in Gquc]
+ 2311 AdVEIaD\ll.lLStr(L Q7 t*7£i)
3u  Q 16Q* (2n+3)Q +2nqa
< =
*2"p+2"+ 2¢ + 2n
S37u N 16Q? N (2n +4)Q + 2nqa

2np ¢ on

which is the claim in Eq. (29).

+ 23;1 AdVE[a)\{JLStr(L Q7 t*7 Kl)

+ Zgil AdanDvuLStr(la Qv t*a Ez)a
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E.1 muCCAmL2 Security of TEDTSponge/S2P

We also need the non-invertibility & bounded XOR, leakage assumptions. Following the notations of Section 3, we define
the leakage function L = (Lgnc, Lpec) of its implementation as follows:

— Lenc consists of the leakages that are generated during the encryption:
o the leakages LI (S™) and L2"*(S°"!) generated by all the internal calls to 7(S™) — S$°**, and
e the leakages Lg(a,b) generated by all the internal actions a @ b.
e all the intermediate values involved in the computations of the hash H[r] (i.e., keyless functions are non-protected,
and leak everything).
— Lpec consists of the above that are generated during the decryption.

We also use ¢ = (p, Gm Ges qds Gr» giz) to characterize the query power of a muCCAmL2 adversary.

Theorem 5. Assume u < 2", n, < n, n > 5, 20+ 2(¢e + g4 + gm) + ¢= < min{2”/4,2b/2}, and S2P leakage
L = (Lenc, Lpec) is defined as above. Then in the ideal model, for any (7,1) —1,t,0)-adversary A that makes p—1 queries
to the challenge decryption leakage oracle Lpecch besides the 7 queries, it holds
Advipssapte < du | 490 | 5Q + 2nda + 20 ae
3 L) 2np 2(: 2n
+ 20 Adv™ " (p, Q,17,2Q) + 20Adv"™ (p, Q,",2Q), (30)

+oAdv O (p, Q1)

where Q = 20 4 2(qe + qa + gm) + ¢, t* = O(t + poty), and t; is the total time for evaluating L'™ and L°"*.

Proof. The proof resembles appendix E: the main modification is to add treatments for decryption leakage (as here
we consider muCCAmL2 rather than muCCAmL1). Recall that a decryption query Deck pk (i, N, A, C) is trivial if the
action Enck pk (i, N, A, M) — C happens before. Although such trivial decryption queries are typically useless in the
non-leaking setting, they may serve new information here, and thus require explicit considerations.

Concretely, we start by defining Go as the game PrivKT{jgé ™20 and Gj as the game PriszL:gfé me2t

We then replace the internal IC-calls by SIC-calls: this modifies Gy to G; and Gp to GI. By Eq. (36), we have

X n2a- ) -
| Pr[Gy = 1] — Pr[Go = 1] < 5t + 189° + Q& 4 "9 and | Pr[G] = 1] — Pr[G) = 1]] < 5t + 199° + & 4+ " where

Q =20 +2(ge + qq + gm) + ¢»- We then prove

| Pr[Gy = 1] — Pr[G; = 1]|

2
<27u n 16Q n 3Q + 2nqq

—np 2¢ on + Z?il AdVEE)\{JLStr(pv Q7 t*7 gl): (31)

where ¢; is the number of blocks in the ith challenge message, and t* = O(¢ + pot;) for ¢; defined in Lemma 1. By
Theorem 1, the last term is bounded as

9 AdVER, (0, Q, 1, £:) <o - Adv""(p, Q") + 2¢. Adv™™M (p, Q, 1", 2Q)
nvic * e i 2
+20 - AdV™(p, Q, 17, 2Q) + 0 | LA
N———
<%

The above plus the gaps between Go, G1, Gij, and G] yield the claim. The hybrid argument basically follows the same line
as appendix E: we denote the g challenge tuples by (i1, N1, A1, MY, M), ..., (ige, Ngo, Aqe s Mgﬁ,Mqlc), and use g, hops
to replace MY, ..., M((I)e by Mi,..., Mqle in turn. Consider the game Gz ; involved in the j-th hop: the first j messages
processed by the challenge encryption oracle are MY, ..., MJQ, while the remaining ¢ — j messages being processed are

M}4,..., M . To bound the gap between Gz ;—1 and Gz ; in the view of A™'“, we build an adversary AT such that

| Pr[Ga,i—1 = 1] — Pr[Ga,; = 1]] is related to AdvEas o (A3'C).
Concretely, A;“'C also samples K = (K1,..., K,) and PK = (PK1,...,PK,) for commence, and internally simulate
SIC. Here the event BadUserKey occurs if there exits K, |PK;, = Ki,||PKy,. A}'C then runs A and reacts as follows:
— Upon a query to IC or m: simply relays. ~
— Upon a (non-challenge) encryption query (i*, N*, A*, M™) from A, A’;'C simulates the (leaky) encryption process
of S2P[I~C7 /S—I\é].LEncKi* PK, (N, A", M™) (which is similar to appendix E), and returns the resulted ciphertext and
leakage to A. For this entire process .A;T’rc makes 2¢; + 2 queries to 7 and spends O(pf;t;) time on evaluating the
leakage functions. ~
— Upon a trivial decryption query (¢*,N*, A*,C*) from A”’rc, A;’*'C parses C* = c¢*||Z* and simply emulates the
decryption S2P[7I',STE}.LDGC}QMPK“ (N*, A", C™), and relays the outputs as well as the leakages to A. The cost is
similar to the encryption case.
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— Upon a non-trivial decryption query (i*, N*, A*,C*) from A”"E, .A;r’rc parses C* = ¢*||Z*, and computes U™ ||V* +
H[r](A",c¢*, N*, PK;~). Then,
o if (K;»,V*||1,Z*) ¢ SICTABLE ™, A;’"E samples V** such that (K;«,V*||1,V**) ¢ SICTABLE, and defines the
two entries SICTABLE(K,+, V*||1,V**) = Z* and SICTABLE ™! (K=, V*||1, Z*) < V**;
o if (K;«,V*||1,Z*) € SICTABLE™}, AT'C sets V** « SICTABLE (K ;«, V*|]1, Z*).
Now Ag"NC returns (L, V**) to A. The bad event BadCheck occurs if V** = V*.
— Upon A submitting the ¢-th challenge tuple (i, N¢, Ae, M, M}), A;’rc simulates S2P[r, §IE].LEncKie Pr;, (Ne, A, M)
when £ < j, and the process of S2P[7r,§I\E].LEncKie,pKie (N¢, A, M}) when £ > j, and:
e When ¢ = j, it relays M{ and M; to the eavesdropper EavL challenger of DuStr® to obtain ¢} and leakages
IeaksnC and [Ieakdec]pfl, and then generate the tag Z, accordingly and returns c2||Zg to A”"NC. Note that here

AT'C acquires [leakgec]?™! the decryption leakages. Also, we define the event BadlnitKey, which happens if
the entry SICTABLE *(K;,, PK;,||0%, Be) is defined for the initial key B.s sampled inside the eavesdropper
challenger.
— Upon A making the ):—th query to Lpecch(f) (1 <A <p-—1),
o When (¢ # j, A;r"f performs the corresponding decryption and returns the obtained leakages to A™'¢;

e When ¢ = j, A;"C simply returns the A-th trace in the aforementioned vector [Ieakdec]’F1 as the answer.

The remaining analyses are similar to appendix E: first,

2
Pr[BadUserKey] < QnUanp < 2%, Pr[BadlnitKey] < W < éQn’ and
1602 2 2
Pr[BadCheck] < 2% n (;Q L 29 ;n nga

where the last bound comes from Eq. (37) in appendix G, and Q = 20+ 2(ge 4+ qd + gm ) + ¢ Define Bad := BadUserKey V

BadInitKey vV BadCheck. Besides running A™IC A;“'C internally processes ¢m + ge + ga — 1 queries, and thus makes at
most @ queries to 7 and spends t* = O(t + pot;) running time. Therefore,

| Pr[G} = 1] — Pr[Gy = 1]| < Pr[Bad in G g, ] + 3%, Advidis.(p, Q,t", L)

2u  16Q%*  3Q + 2nqq
< —
— 2np + 2(: + 2n

+ 3;1 AdVEE\:lLStr(p7 Q7 t ) ‘61)7

which is the claim in Eq. (31). O

F Proof Sketch for Theorem 4 (Leakage Security of Ascon)

For muCIML2, the idea is simple: again if we reveal all the intermediate values to the adversary, Ascon collapses to a
Hash-then-MAC instance, and the integrity follows.
More concretely, following the flow in appendix D, we first modify Ascon as follows to obtain an idealized scheme:

— for each user index i, we replace KDF g, (N) := w1 (IV|| K;||N) & (0°~"||K;) by a secret random function F;(N) that
maps N to b-bit uniform values, and

— for each user index i, we replace TGF,(S) := Is,(m1(S @ (0°||K:]|0°/?))) & K; by a secret Tweakable Random
Function (TRF) G;(ms,(5),lsc(S)) that maps b-bit inputs to c-bit uniform values. As will be seen, using a TRF
helps unify the integrity analyses of Ascon and ISAP.

While appearing complicated, analysis of the gap due to these modifications basically follows the multi-instance PRF
security proof of the partial-key Even-Mansour cipher, and produces a bound

2 2 2 2
u q u (¢+0) )
2 E M), 2
2”+O<2b) 2"+O( 2¢ (82)
This idealized Ascon variant collapses to a Hash-then-TRP variant shown in Fig. 6, with ¢, denoting C[1]|| ... ||C[¢—1],

i.e., the ciphertext except for the last block, and tw denoting the last C[{].

Then, we consider the “CHAIN” event: at any time, for the i th user there exists a chain of permutation queries
from the F; query record F;(N) = Sp to the G; query record G;(ms,(S’),1s.(S’)), such that there didn’t exist any
encryption query of the form LEnc(i, N, A, %) — c||Z for the corresponding A and c. To bound Pr[CHAIN], we adapt the
bad conditioned in appendix D.3 as follows:

~ (C-1) There exists two user indices j, £ such that K; = K.
— (C-2) Right after a forward 72 query m2(S"") — S°“! happens, if:
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CcL

Fig. 6: The simplified Hash-then-TRF authenticator for Ascon and ISAP.

e (C-21) there exists another 72 query (Sm gout’ ) such that Is._1 (S°**) = Isc,l(Si"/)7 Ise—1(S°%t) = |5571(50ut');
or
C-22) there exists a G; query G;(tw, U) such that lIs.(S°**) = U; or

* (

— (C-4) Right after a backward w2 query m; '(S°"*) — S happens, if:
e (C-41) there exists another 72 query (s gout’ ) such that ls._1(S™) = Iscfl(S‘”‘t/)7 or
o (C-42) there exists a F; query record F;(N) = Sy such that Is.—1(S™) = Isc—1(So).

— (C-5) Right after a F; query F;(N) — So happens, there exists a w2 query (S, $°"%) such that Is.—1(So) = lsc—1(S™™).

Via an analysis similar to appendix D.3, we could have Pr[Bad] = O(;‘—:) + O((qgifﬁ). Below we show that the event

CHAIN cannot be triggered by adversarial permutation and encryption queries. Assume otherwise, then consider the last
adversarial action before CHAIN happens:

Case 1: A makes a w query. If this query is forward, then it contradicts —(C-2); if this query is backward, then it
contradicts —(C-4).

Case 2: A makes an encryption query LEnck (i, N, A, M). We further distinguish two subcases:

— Subcase 2.1: a subsequent (forward) = query causes CHAIN event. This again contradicts —(C-2).
— Subcase 2.2: the subsequent (new) TGF query G;(C[{],U) — Z causes CHAIN event. Assume that the involved input

tuple record is (N, A, C[1]|| ... ||C[€]). The assumption means there exists another input tuple record of the i-th user
(N', A’,c’) such that H(N, A,C[1]]|...||Ct —1]) = U = U’ = HN', A", C[1]|| ... ||C'[¢' — 1]). We further have two
cases:

e Case 1: (N, A,C[1]||...|IC[£—1]) # (N, A", C'[1]]| ... ||C'[¢' —1]). Then due to the suffix-free padding in Ascon,

and due to the domain separation bits between the two processing phases, the two tuples necessarily result in
distinct computation chains, which implies U # U’ by —(C-2);

e Case 2: £ =/, and (N, A, C[1]||...||C[¢ —1]) # (N, A", C'[1]||...||C'[¢' = 1]). Then the condition C[¢] # C'[{]
means the query G;(C[¢],U) — Z cannot create a chain w.r.t. (N, A’,c’).

Thus the impossibility.

Finally, we bound the probability that a decryption query returns non-empty conditioned on that CHAIN was
never triggered by m and encryption queries. Consider a non-trivial decryption query LDeck (i, N, A, c||Z), where ¢ =
C[1]]] ... ||C[4). If there has been a chain corresponding to (N, A, c), then it was created by a previous encryption query
LEnck (i, N, A, M) — c||Z*. Since LDeck (i, N, A, C) is non-trivial, it has to be Z* # Z, and thus LDeck (i, N, A, C') must
return L. Otherwise, conditioned on the previous query-response transcript, G; was never called on the input (C[{],U),
U is the formatted input corresponding to (N, A, C[1]]]...||C[¢ — 1]): the argument is similar to the previous argument
for encryption queries don’t trigger CHAIN event. Therefore, the output G;(C[¢],U) is necessarily uniform, and thus
Pr[Z* = Gi(C[{],U) = Z] < . Taking a union over all the ¢ decryption queries yields the term ;L. Summing over this
term, Pr[Bad], and Eq. (32) yield Eq. (14).

For muCCAmL1, the first step is also to replace the KDFg,(N) and TGFk, (S) calls by F;(N) and G;i(tw,U), i.e
in the same way as mentioned. Now, assume that the muCCAmL1 adversary A only makes challenge encryption queries
with non-empty associated data: it’s clear that this assumption can only amplifies A’s advantage. With this, in the
subsequent hybrid argument, the constructed muCCAmL1 adversary Ay samples b-bit values to emulate the random
functions Fi,..., Fy. For the challenge encryption query LEnck (i, N, A, M), assume that the sampled b-bit value of
F;(N) is So, then A takes A[1] & ms,(So) as the IV to query his EavL challenger of the duplex-bases stream cipher
DuStr: the subsequent argument is basically the same as appendix E. In all, similarly to appendix E, the final muCCAmL1
bound is the muCIML2 bound plus the terms O(o) - (AdeORL(l, 0(q),0(t)) + Adv'™I(1,0(q), O(1), O(q))) Note that

here the size of the initial key of DuStr is ¢ rather than n, and thus we don’t have the (n-bit non-invertibility) term
O(0) - Adv™™(1,0(q), 0(t),0(q)) any more.
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G Formal Definition of TEDTSponge and Its muCIML2 Security

G.1 Definition of TEDTSponge/S2P

Formally, with the same conventions n, < r, ny +np +n < r+¢, and 2n < r 4+ c+ 1 as in Section 4, the mode
TEDTSponge[r, E]/S2P[r, E] is described as follows. We again recommend the parameters n, =n — 1 and ¢ = 2n.

algorithm S2P[r, ] Enck,px (N, A, M) 13. Si + w(Si—1)

1. £« [|M]|/r] 14. M{i] < ms|c(Si) @ Cli]

2. parse M as M[1]||...||M[f, with |[M[1]] = ... = 15 Si < C[d]||lsc(Ss)
|[M[¢—1]|=rand 1 <|M[{]| <r 16. return MI1]||...||M[(]

3. if £ >0 then

4. B« EIP;KHO"_"P (N|j0™~"~) algorithm H[r](A,c, N, PK)

5. wsize—r+c—n 1. L+ [|M|/r], v [|Al/r], w v +£L

6. IV « N|PK|o™==emnNTrr 2. parse M as M[1]|...||M[f, with |M[1]] = ... =

7. So«1V|B Mt —1]]=rand 1 < |M[{]| <7

8. fori=1to/ldo 3. parse A as A[1]]|...[|A[v], with [A[1]] = ... = |A[v —

9. Si<7(Si1) =rand1<|AW]| <r

10. C[Z] — ms|M[i]|(Si) &) MM 4. Sy orte

g lceC[l]JHC[f] 6. fori=1tov—1do

- ese e 7. S w(Ali)|llse(Si—1))

14. U||V<~—V|||-i[7r](A,c, N, PK) 8. if |A]v]| < r then

15. Z «+ EK (U), C + CHZ 9. A[I/] « A[V]||10r7|A[u]|71

16. return C 10. Sy ¢ Sy @ (07[|[1]2]]0°~2)
algorlthm S2P([x, ] Deck,px (N, A, C) 1. Sy« n(A[]|llsc(Sv-1))

1.4%[' a 12. if £ > 1 then

2. parseC’as ¢z, withe=C[]|...|C[0, |C[1]]=...= 13. S, « Sy @ (07[|[2]2]|0°?)
IClt—1]|=r,and 1 <|C}]| < r 14. fori=1to/f—1do

3. U||V < Hn](A,c, N, PK) 15. Sitv < 7(C[i]|llsc(Sitv—1))

4. U* (E}/(Hl)—l(z) 16. if |C[{]| < r then

5. if U # U* then return L 17. Sw—1 4 Sw—1 @ (07[|[1]2]|0°72)

6. else if £ = 0 then return true 18, Su—1 < Cl|10"~1CEI=1lIs.(S—1)

7. else // £>0 19. else Su,—1 + C[{]||lsc(Sw=1)

8. B« ERSIOTT (N|jonm 20.  S. ¢ 7(Sw_1)

9. dusize<r+c—n 21. Suq1 + m(N[07"N [[Isc(S.))

10. IV « N||PK|0™size=nn—np 22. Suyo « m(PK[0" "7 |[lsc(Sw41))

11. So «+ IV||B 23. U||V <« Isb2n—1(Sw+2)

12. fori=1to ¢ do 24. return U||V

It may be tempting to decrease the capacity of the first (keyed) sponge pass in order to improve efficiency. However,
such an optimization is unlikely to be easily exploitable in practice. The tricky issue is that this would induce a significant
difference between the throughput of the two passes (so that the second pass would remain the bottleneck anyway). As
a result, we prefer using a consistent ¢ parameter.

With the “unbounded” leakage function L* similar to that defined for Theorem 2, TEDTSponge delivers 2" /n?
muCIML2 security as follows.

Theorem 6. Assume u < 2", n, < n, n > 5, Q = 20 + 2(¢e + ga) + ¢ < min {2"/4, 2b/2}, and leakage L™ is
“unbounded”. Then in the ideal TBC and permutation model, for any (7, o)-adversary A it holds that

2u  32Q%  3Q + 2nqq + n’qe
Adv auglElvll)TSponge L*,u =9n, + 2? + on Ic .

(33)

The two-step proof resembles appendix D.

G.2 Idealizing S2P

We also idealize the scheme S2P first, via replacing the internal calls to IC by calls to SIC. Denote by S2P[W,§E]K,p1<
the resulted scheme. We then bound

Adv muCIML2 — Adv muCIML2

VD ,SoP[x, ik pr,L*u VD,52P[x,SiCK p,L* u
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for any 7—b0unded D, using H-coefficients. The transcripts 7, 7z, 75¢, and the extension 7; are very similar to those

defined in appendix D.1. It’s easy to see that, when interacting with the idealized scheme S2P[r, gE]K,pK, the number
of internal 7 calls is at most 20 + 2(ge + ¢q4), which means

Q=

(ge + qa) + qn- (34)
Besides the above, we also keep a (redundant) list for the hash records of H[x], i.e.,
mn = (((A1,c1, N1, PK1),U1||V1), (A2, c2, N2, PK3), Uz||V2), ... ).
We also include the public-keys PK and reveal the secret keys K. These yield
T = (Th, Tn, Tigs Teies PK, K).
For a transcript 7, we define the maximum multiplicity of V' as

Qv = max
ve{0,1}n—1

{((A,¢, N, PK),U||V) eT;;vzv}‘, (35)

and upk as before. Then bad transcripts are defined as follows.

Definition 5 (Bad Transcripts for Idealizing S2P, muCIML2). An attainable transcript T is bad, if one of the
following conditions is fulfilled:

- (B-1) ppx >n+1, pv >n+ 1.
— (B-2) there exists a query (K,T,X,Y) € 7g¢ such that (K, T,*,*) € 7.

They’ve been analyzed in appendix D.2 except for puy > n+1. The reasoning about py also relies on the semicollision
properties gained before. In detail, we define several bad events during the game G2 capturing the interaction of D with
the ideal world:

— (B-11) Right after a forward = query m(S™™) — S°** happens, there exists another = query (Sm/7 Swt') such that
Ise_2(5°%) = lIs._2(S™) or Is,_5(5°%) = lIs._5(5°*'");

— (B-12) Right after a backward query 7~ '(S°**) — S happens, it holds Is.(S™) = 0°, or there exists another 7
query (Sm/ S"“t/) such that Is.—2(S™) = Is._ Q(S"“t/)
— (B-13) At any time, there exists n + 1 forward 7 queries (Si™, S¢*%), ..., (S, 524 ) such that Is,—1(S{"") = ... =
Is_1(S244).

Note that they are very similar as (more precisely, simpler than) (B-11)-(B-13) in appendix D.2, except that Pr[(B-12)] <
202 4 800 < 100¢ Thys we could adapt the previous Pr[uy > n+1]. As before, define Bad := (B-11) v (B-12) V (B-13).
We show that uy < n conditioned on —Bad;, so that

2

Pripy > n] < Pr[Bad,] gw—l—w—kgﬁ %+Q

2¢ 2¢ 2" 2¢ 2n
This roots at the following observations. First note that conditioned on —Bad;, the permutation queries in hash chains
are necessarily all forward, and such chains necessarily result in distinct last block queries. By these, via an analysis
similar to appendix D.2, distinct hash inputs (4, c, N, PK) necessarily result in distinct hash chains of H[r]. Therefore,
conditioned on —Badi, there doesn’t exist n + 1 distinct hash inputs (A1, c1, N1, PK1), ..., (Ant1,Cnt1, Not1, PKnt1)

that result in the same output Vi = ... = V,41, i.e., it holds puy < n.

2,
As proved in appendix D.2, Prlupx > n + 1] < 55, and Pr[(B-2) | ~(B-1)] < %. Thus

U 16Q Q n’ Q|c

Pr[Tiaq € Tpaa] < s

For any good transcript 7, we similarly have Pr[T,. = 7] = Pr[T;q = 7], and thus

CIML2 CIML2
Adv guSQP[ﬂ IC]K PKL*u — Adv guS2P[7r SIC]K PKHL*u
uw o 16Q° Q n’ dic
< -
S5y + e + on + on (36)
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G.3 Unforgability of the Idealized S2P

Consider the muCIML2 game Gz with SZP[WSTE]K,pK. We define the CHAIN event: at any time, for the ¢ th user there
exists a hash record ((A,c, N, PK;),U||V) and a SIC query (K;, V*||1,U*, Z*) (i.e., a TGF query) such that U = U*
and V = V* | yet there didn’t exist any encryption query of the form LEnc(i, N, A, M) — ¢||Z*. We “break” CHAIN into
several simple bad events as follows.

— (C-1) There exists two user indices j, ¢ such that K;||PK; = K¢||PK,.

(C 2) Right after a forward 7 query W(Sm) — §out happens if: )
e (C-21) there exists another w query (Sm sout’ ) such that Is._2(S°*") = Is._ Q(Sm ), 01 Ise_2(S°"!) = Isc_2(S°""),
or |52n 1(Sout) |52n 1(S ut) or
(C-22) there exists a TGF query (K;, V||1,U, Z) such that Iss,_1(S°**) = U||V.

(C 3) At any time, there exists n + 1 forward = queries (Si", S?“%), ..., (Si% 1, S54%4) such that ls,—1(S{!) = ... =

Isn 1 (S;)z’itl)

- (C 4) Right after a backward 7 query 7~ (Swt) — S™™ happens, if:
e (C-41) there exists another (5™, $°“") such that Is._2(S™) = Ise_2(S°*""), or
o (C-42) Is.(S™) =0°
— (C-5) Right after an inverse TGF query (SICVHl) Y(Z) — U*, there exists a hash record ((4, ¢, N, PK;),U||V) € ;'

such that U = U™.

With ¢; and g2 denoting the number of forward and backward 7 queries, it’s easy to see

Pr{(C-1)] < gy Pr{(C2)) < 16;176169 N ‘;Cjn 7
Pr((C-3)] < é% Pr(C-4)] < 8‘122Q n 22(15 < 10;17262

For (C-5), as argued before, conditioned on —(C-2), —(C-3), and —(C-4), the number of distinct hash records
((A1,¢1, N1, PK;),U1||V), ((A2,¢c2, N2, PK;),Uz||V), ... is at most n. These supply at most n “target values” U, ..., U,
to each backward TGF query (SlCIV(!l)fl(Z) — U”. By this,
2nqq

on
Define Bad := (C-1) v (C-2) V (C-3) V (C-4) V (C-5), using ééi,f < £ we have

Pr[(C-5)] <

16Q2 N 2Q + 2nqq
2¢ 2n '
Below we show Pr[CHAIN | =Bad] = 0. Assume otherwise, then consider the last adversarial action before CHAIN happens:

Pr[Bad] <— +

Case 1: A makes a w query. If this query is forward, then it contradicts —(C-2); if this query is backward, then it
contradicts —(C-3).

Case 2: A makes an encryption query LEncpk (i, N, A, M) — c||Z. We further distinguish two subcases:

— Subcase 2.1: a subsequent (forward) m query causes CHAIN event. This again contradicts —(C-2).

— Subcase 2.2: the subsequent (new) TGF query gﬁ;!l (U) — Z causes CHAIN event. This means right before this query
happens, there exists a hash record ((4’,¢, N', PK;),U’||[V’) € 7;; such that (4’,¢/, N, PK;) # (A, ¢, N, PK;), yet
U'||V' = U||V. To reach a contradiction, we distinguish two cases:

e Subcase 2.3.1: ¢ # j. Then if PK; # PKj, the two “hash chains” always have a different input blocks at the

end, and thus U||V = U’||[V" contradicts —(C-11). If PK; = PKj, then K; # K; by =(C-1), and thus the new
TGF query SIC Hl( U) — Z has nothing to do with the j-th user.
e Subcase 2.3.2: i = j, yet (N, A,c) # (N’, A’,c’). Then as argued, the two hash chains necessarily have a different
input blocks “in the middle”, and thus U||V =U'||V’ contradicts =(C-11).
Case 3: A makes a decryption query. We distinguish two subcases:

— Subcase 3.1: a subsequent (forward) m query causes CHAIN event. Then it again contradicts —(C-2).
— Subcase 3.2: the subsequent (new) TGF query (SICVHI) Y(Z) = U causes CHAIN event. This contradicts —(C-5).

By the above, we have

muCIML2 U 16Q% | 2Q + 2nqa
Advy [S2P[m,SICl K i, L* u < e + % + on . (37)

This plus Eq. (36) yield Eq. (33):

u 16Q2 Q q,C 16Q%  2Q + 2nqq
2np ton T +2"p Tt T
< 2u " 32Q2 n 3Q+2nqd+n dic.

2mp 2¢ 2n

37



H Proof Sketch for Leakage Security of ISAP

For muCIML2, we again follow the flow in appendix D and first modify ISAP as follows to obtain an idealized scheme:

— for each user index i, we replace KDFk, (N) by a secret random function F;(N) that maps N to (b — n)-bit uniform
values, and

— for each user index i, we replace TGFk, (U,Y) by a secret Tweakable Random Function (TRF) G;(U,Y) that maps
an n-bit block Y and a b — n bit tweak U to n-bit uniform values.

To obtain a good bound, less straightforward technique has to be used. Concretely, we use two steps. We first replace
ISAPRK by random functions: the ISAPRK instance with the initial vector IVk g by F;(IN) (thus this covers the transition
KDFk,(N) — F;(N)), while the ISAPRK instance with the initial vector Vx4 by F;(N). The gap is the standard
multi-instance PRF security of the inner keyed duplex, and is (such a bound can be found in [16], Theorem 1, in the
case of sampling key with replacement)

2

o(55) +0 (") + o) +o (U5, (@)

We then use the H-coefficients technique to further bound the gap due to the transition TGFg, (U,Y) — G;(U,Y).
The conditions for bad transcripts roughly consist of the following:

— There exists n hash records Hash(N1, A1,¢1) = Yi||Ux,...,Hash(Ny, An,cn) = Y, ||Un such that Y1 = ... = Y,.

Following the analysis for TEDTSponge, the probability is O((q'gifﬁ) + O(q;f’).
— For the i-th user, there exists a hash record Hash(N, A, c) = Y||U such that F;"(Y)||U € 7x,. Since multi-collisions

n(g;to) ) .7

on Y has been limited to n by the 1st condition, we are able to obtain a probability of O(

With these, a simple analysis bounds the gap due to TGFk, (U, Y) — Gi(U,Y) to

o578 so(t) ol 52, .

The resulted idealized ISAP collapses to a Hash-then-TRP MAC, i.e., it consists of two steps: (1) Y||U « Hash(N, A, ¢),
(2) Z + G;(U,Y). It’s similar to Fig. 6—unlike Ascon, now the tweak input {tw is an output halve of the hash rather
than something controlled by the adversary. It’s not hard to prove that the sponge-based hash function Hash(N, A, c)
is collision resistant with the bound O((qgif)g): we are not aware of existing work addressing this non-standard use,
but the proof is simple (follow the ideas in appendix G) and we omit. As long as no hash collision occurs during the
interaction, every non-trivial decryption query LDeck (i, N, A, c||Z) results in a new call to G;(U,Y) — Z’ (as every early
query necessarily results in Y'||U’ # Y||U), and thus Pr[Z' = Z] = 0(2%) Taking a union bound over the g decryption
queries, and further summing over all the terms including Eq. (38) and Eq. (39) yield the bound (note that we assumed
b—n>c).

For its muCCAmL2 security, we also need the implementation to satisfy the non-invertibility & bounded XOR leakage
assumptions. Following the notations of Section 3, we define the leakage function L = (Lgnc, Lpec) of its implementation
as follows:

— Lenc consists of the leakages that are generated during the encryption:
o the leakages LI (S™) and L2**(S°“") generated by all the internal calls to 7(S™) — S°“!, and
o the leakages Lg(a,b) generated by all the internal actions a @ b.
e all the intermediate values involved in the computations of the hash H[x] (i.e., keyless functions are non-protected,
and leak everything).
— Lpec consists of the above that are generated during the decryption.

Then, assuming leak-freeness of KDF i (V) and IntCheckx (Y||U, Z), the proof flow is the same as that for TEDTSponge
(Appendix E.1)—note that we’ve demonstrated the transitions KDF g, (N) — F;(N) and TGFg, (U,Y) — G;(U,Y)
before, which is helpful for the argument.

H.1 Leakage-resilience of ISAPRK (sketch)

Formally, we show that ISAPRKk (Y) (defined as follows) is a leakage-resilient PRF, in the sense of indistinguishability
from the following leaking random function LF' upon less than g queries. Note that LF contains a uniformly distributed
“faked” key K, but it only affects the leakages rather than the function output.

2
"Otherwise it’s the inferior O(ngf)), i.e., birthday 2™/? security even in the single-user setting.
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algorithm ISAPRKk (Y) algorithm LFx(Y)

B T A e Yi,..., Yo, <Y

. So « K||IV, Si < 7(So) . So— K||IV, S & {0,1}"

fori=1ton—1do fori=1ton—1do
Sl S @ (Yi]0b~Y) Si Si @ (Yi]0"~)
Si+1 — W(S:) Si+1 & {07 1}b

.Sl S, @ (Ya]j00h .Sk = 5, @ (Y00 h

. Sp < w(Sh) .Sy & 0,130

K* « msb,n(Sf) K* me_n(Sf)

. return K* . return K~

©ON SO

Assume that the total number of queries to the oracle is at most q. Then we extend the non-invertibility assumption
of Eq. (1) to the following:

AdvA(A) i= Prlscn < {0,1}°71,G + A" (leak) : se, € G, (40)
where G is a finite set of guesses, and A’s input leak is a list of leakages:
leak = [L2"*(0||scn), L9 (1]|scn), LE" (Ol scn), Li (L]|sen) ] . (41)

The superscript sSPA stands for “super SPA”, meaning that it assumes SPA security but allows an arbitrary number of
repeated measuring. We also introduce the simpler notation

sSPA — Invw]
Adv™"(q,t,Ng) := (qytr’rjlvas_A {Adv (A)}, (42)

with the maximal taken over all adversaries running in time ¢, outputting Ng guesses, and making at most ¢ queries to
its permutation oracle 7.
With this assumption, and following the proof of Lemma 1, it can be shown that for any (g, t)-adversary A, it holds

Pr[AlSAPRKK,W,fl =1 Pr[ALF,w,w* N 1]|

< ng- Adv*®*™(0(q),0(t),0(q)) + O(”qu )

To wit, the reduction is possible because during the lifetime of the rate-1 duplex ISAPRK x, with probability > 1—O ( ";?2 )

(excluding state collisions), each b — 1 bit secret state can only be involved in 2 different outputs and 2 different inputs,
which are all presented in Eq. (41). So the reduction simply picks the corresponding leakage from this list for simulating.

Comparison to our modes. The super SPA assumption shall be compared to the leak-free TBC in our modes
TETSponge and TEDTSponge, but the discussion isn’t feasible here (a huge amount of experiments is expected) and is
left for future work.

Comparison to DM. DM [21] gave a similar analysis using their high min-entropy leakage assumption. They assumed
deterministic leakage function, so it’s not beneficial at all to repeat measuring a leakage for @ times. This could be seen
as a simplified and more concise model of leakages. We feel that our “[L.]” model emphasizes the details in the SPA
assumption (i.e., it shall withstand repeated measuring during the whole lifetime of the main key), with the expense of
a higher rotational-level complexity.

I Black-box CCA Security of TETSponge and TEDTSponge

At the end, let’s fill in the missed piece, i.e., the black-box CCA security results of our two new modes TETSponge and
TEDTSponge. We'll first define the CCA notion in question, then present the two theorems, and then their proofs.

I.1 CCA with misuse-resilience

Ashur et al. [4] proposed a strong indistinguishability notion for authenticated encryption which divides adversarial en-
cryption queries into challenge and non-challenge ones, and only requires the adversary to be nonce-respecting among the
former type of queries. The nonce-misuse in non-challenge queries should not affect the pseudorandomness of the responses
to the challenge queries, i.e., of the challenge ciphertexts. To avoid confusion with (the initials of) misuse-resistance [38],
we will refer to misuse-resilience as CCAm$ (with a small m), which is a “real-or-random” indistinguishability game
between the real world (Ency, Enck, Decy) and the random (or ideal) world (Encg, $, L), hence the $, where the second
oracle is the challenge oracle.
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Definition 6 (muCCAm$ advantage). Given a nonce-based authenticated encryption AEAD = (Enc, Dec), the multi-
user chosen ciphertext misuse resilience advantage of an adversary A against AEAD with u users is

-1 ¢ 1c—1 -1 cic—1
Advafgéﬁg?’u — ‘PI' I:AEncK,EncK,DecK,ﬂ',‘/r ,IC,IC = 1} — Pr [AEncK,$,L,ﬂ,ﬂ ,IC,IC = 1] ‘7
where the probability is taken over the u user keys K = (K1,...,Ky), where K; < K, over A’s random tape and the
ideal oracles m and IC and where:

- Enck (i, N, A, M): if 1 <4 < u, outputs Encg, (N, A, M);

- $(i, N, A, M) outputs and associates a fresh random ciphertext C & Cim| to fresh input, and the already associated
C' otherwise;

— Dec(i, N, A, C) outputs Deck, (N, A,C) if (i, N, A,C) is not an oracle answer to an encryption query (i, N, A, M)
for some M, and 1 otherwise;

- 1(i, N, A,C) outputs L;

— for each user i: (i) nonce N cannot be used both in query to O1(i, N,*,x) and O2(i, N,*,%); (i) O2(i, *, *, %) s
nonce-respecting; (4i) if C is returned by O1(i, N, A, M) or O2(i, N, A, M) query Os(i, N, A, C) is forbidden; () a
nonce used twice with O1 cannot be used for an O3 query.

Note that this notion has included a notion of integrity since decryption are required to always return L. This is of
the same spirit with the CCA3 notion suggested in [38].

I.2 muCCAmS$ security of our modes

We can then deliver the results. To ease comparison, we defer their proofs. Let 7 = (Gm, Ge, 94, 9z ¢=) and denote by
(7, o0)-adversaries the adversaries that make ¢m, ge, qa, g, and g. queries to the non-challenge encryption oracle, the

challenge encryption oracle, the LDec oracle, IC, and , and have at most o blocks (of r bits) in all their queried plaintexts
(both non-challenge and challenge) and ciphertexts, including associated data.

Theorem 7. Assume u < 2™, n, <n, n>5, and Q = 0 + ge + qa + gm + ¢ < min{2"/4,2°/2}. Then in the ideal
TBC' and permutation model, for any (7, o)-adversary A it holds

uCCAmS 5u 56Q%  23nQ + 5n’qg
Advg,TET?ponge,u =9onyp + 9¢ + on IC .

(43)
The proof is deferred to Appendix I.3.

Theorem 8. Assumeu < 2", n, <n,n>5, and Q =20 +2(qe + qa + gm) + ¢= < min {2" /4, 2b/2}. Then in the ideal
TBC and permutation model, for any (7, o)-adversary A, 7= (gm»Ges 9, 4z G= ), it holds that:

Adviscans A 598 SnQ+ e
’ ’ 2np 2¢ 2n
The proof is offered in Appendix I.4. The bounds are comparable to their muCIML2 bounds, i.e., implying high security
up to 224 users, 2'* computations, and roughly 2'2° message blocks. For comparison, we informally remark that from
the analysis in Appendix 1.3, it can be seen the security bound increases up to 2" /n in the single user setting.

While it is possible to establish bounds beyond 2¢/2 [31,14], we will see that the term 2°/2 constitutes the muCIML2
security limit and cannot be improved. Thus, better muCCAm$ bounds cannot result in a smaller choice of ¢ when
muCIML2 security is a concern.

(44)

I.3 Proof of Theorem 7 (TETSponge)

Note that in the misuse resilience setting, schemes which achieve both CPA confidentiality and authenticity also achieve
CCA confidentiality [4]:

CCAm$ E JE D ,m,IC E ,$,L,m,IC
AGVISEAB?, = [PrlAfrscrmSacreDmemen i€ o ] prlASacrtni < ]|

< )Pr [AEHCK,PK,EnCK,PKyDeCK,PK,ﬂ'JC N 1] —_Pr [AEncKﬁpK,EHCKYPK,J.,T(JC - 1]‘

AdvTAU'L“éK'SB(T: mu INT-CTXT advantage of A on AEAD

+ ‘PrI:AEHCK’PK,EHCK,PK,J_JT,'E = 1} — Pr [AEncK7pK,$,J_,7r,I~C = 1}‘ )

muCPAmM$
defined as Adv_A,AEAD,u

Clearly, Advﬂ‘fg}{\g CTXT < Advﬂ‘f{“ﬁf. Therefore, we focus on the CPA advantage Advj‘ff,?”ﬁ. Again we employ the
H-coeflicients technique, and present the two steps in two subsequent subsections.
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Transcripts We summarize the queries to the challenge (second) encryption oracle in a set
Te = ((ila N1, Ax, M, Cl)v ceey (ilZw N‘ZevAQe7 qu’ qu))a

where C; = ¢;||Z; for each (i;, N;, Aj, M;, C}).
Besides, we reveal all the 7 queries underlying the non-challenge encryption queries (i.e., queries to the first encryption
oracle). We merge all these additional 7 queries with the adversarial queries to obtain a set 7. It can be seen that

q:r = ‘T;‘ SUI +Qm+q7ﬂ

where o1 is the total number of blocks in the non-challenge encryption queries. At the end of the interaction, we also
reveal the KDF- and TGF-calls underlying these non-challenge encryption queries, and organize them in a list 7gpe.

We also have the TBC query transcript 7jz. Similarly to appendix D, we organize 7; from 7. Note that the queries
underlying the challenge encryption queries are not revealed (unlike appendix D). As such, 75 only contains the S1P
hash records corresponding to the non-challenge encryption queries.

Recall that we’ve switched to the CPA setting, so these are “enough”: transcripts are defined as

* *
T = (Te, Th» Tr s Tie> Toies PKG K.

For an encryption query (ij, N;j, A;, M;,C;) € Te, we denote

My = MGQ[| - M), Ay = As[I]- - ([Aslv), and C = C5[A]1]- - [|C5[45]11Z;-
With these, the number of blocks in challenge encryption queries is o2 = jezl(éj + v;). We write o. = 311 £;. We
further assume that |M;[¢;]| = r for any j: it can be seen this is wlog. Then it’s easy to see
~ — Tec qe
Pr[Tiy = 7] = Pr[K, PK] - Pr[IC F 7] - Pr(SIC F 7] - Prf b 7] - (QL) : (2%) . (45)

Below we write
Q=02+G¢+qr =0+ q¢m + ge + qa + Gx,
which will be the total number of permutation-calls during the interaction.

Bad Transcripts. We then define bad transcripts as follows.

Definition 7 (Bad Transcripts for S1P, muCPAmS$). An attainable transcript T is bad, if one of the following con-
ditions is fulfilled:

(B-1) there exists two users j,{ such that K;||PK; = K;||PK,.

- (B-2) ppx >n+1, uyv >n+1.

(B-3) There exists a query (K,T,X,Y) € 1g¢ such that (K,T,*,*) € 7.

= (B-4) There exists (i;, Nj, Aj, M;,Cj) € Te such that (K;;, PK;;||0%, %,%) € 7.

— (B-5) Too many collisions within the g. tags of the challenge encryption queries, i.e., |{(j, 0):Z; = Ze}‘ > e
(B-6) |{((i, N, A, M,c||Z),(K,V|1,X,Y)) € Te X (Tg UTgic) : Z =Y} > ge.

Otherwise T is good. Denote by Toaa the set of bad transcripts.

First, Pr[(B-1)] < QHuTQHP < g5 Then, the conditions (B-2) and (B-3) Vv (B-4) are essentially the same as Definition 4,

and thus we recycle the corresponding results and obtain:

*12 ) 1)g* 2,
Pr[(B-1) V (B-2) V (B-3) V (B-4))] g% + 16(2‘1;’) (@n + );Zn e,

For (B-5), using Markov’s inequality yields

Pr{(B-5)] < % / <t

< o o
Similarly,
Pr[(B-6)] < W/q - w
In all,
2 16(a*)? 9 Dt . B . -
Pr(Tjq € Trad] <o + 6(qx) +( n+ 1)qx + qe + qic + gm + g
2”? 2c 2n
2u  16(qx)® | 4ngr +2n°qe
' 4
e T (46)
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Ratio of Probabilities of Good Transcripts. For a good transcript 7, by =(B-3), for any (i;, N;, Aj, M;,C;) € .
~ PK;_ |j0* ~
the initial key B; = I1C, " ! (N;]]0) is uniform. We define a predicate BadKD(IC) to formalize the “badness” of this
i
key, which is fulfilled if either of the following conditions is fulfilled:
K llo”

— (C-1) there exists (i, Nj, A;j, M;,C;) € e such that B; = IC (N;||0™) satisfies (N;||PK;;[|0%|| By, *) € Tx.

— (C-2) there exists two queries (i;, N;, Aj, M;,C;) and (ZZ,N[,AZ,M(,C[) in 7. such that N; = N;, PK;; = PK;,,
and B; = By.

Conditioned on IC - Tz and IC Tsie, Bj remains random due to —(B-3) and —(B-4) (recall that the nonce values
of non-challenge and challenge encryption queries have no overlap). Furthermore, even given Bi,...,Bj_1, B, remains
random: because for any index £ < j, if 4¢ # i; then K;,||PK;, # K;;||PK;; due to =(B-1), and B; is thus independent
from By; otherwise, we must have Ny, # N; due to the nonce—respectmg restrlctlon and thus B; remains uniform in
at least 2" — ge — ¢, possibilities given By, IC + Tie, and IC + Tie- Therefore, when ge + gm < 2"/2, we have (the set
T [N;||PK;] is from Eq. (21))

72 [N; | PK;]|

Pr[(C-1)] < iPr [B;j € T2 [N;||PK;]] <

=1 =1 2" — ge — Gm
2|77 IN;IIPK;]| _ 2ng;
SMPK ' Z on < on

N|PKe{0,1}"N+"p

For (C-2), since nonce is never repeated in a specific user, it has to be i; 7 4¢. Thus by the condition PK;; = PK;, and

(B 2), the number of choices for such two queries is at most ng.. For each of them, it holds Pr[B; = By] < ﬁ <
thus
2’77 7

2nqe
Pr(C-2)] < T

In all,

2nqy + 2nge

Pree [BadKD(IC) | IC I 7] < =7

(47)

Then, given a random permutation 7 such that 7 b 75, we define a bad predicate Bad(w). To this end, for any
j€1,...,qe], we define a sequence of values as follows:

S = N||PK, [|0[|B;, Sjo" =m(Sjh), Sih = S5e’ @ A;[1]]0°, S54° = w(Sjh), -+,
S5t =S50 1 @ (A5[])11107) @ (07[|[1]2]]0°7%) when |A;[v;]| < 7, and S}, = S5V 1 @ (A;[v5]]|0°) when |A;[v;]| =7,
and
72, = 55 S0 = G T © 0112007
S5 i1 =m(Sih, 1), Sy, 42 = Cil2llllse(S5e 1), S5ut2 = (S, 12)s -+
S5 v, = Cillillllse (855, 4,1 @ (07[|[1]2]]0°72)) when |C;[4;]] < 7, and S}, 10, = Ci[4]ll1se(S5%) 1, —1) when |C;[45]] =
r, and ﬁnally S§v e, = T(Si 4e,) and Uj[|V; = ms2n—1(S55! 1p,). With the above7 the predicate Bad(n) is fulfilled if:

C-3) there exists two indices j € [1,...,qe] and £ € [1,...,v; + ¢;] such that (* ||lsc—2(S}7),*) € 1.
C-4) there exists four indices ji,j2 € [1,...,qc] and £1 € [1,...,v5, +£;,], €2 € [1,...,vj, + £;,] such that (ji, 1) #
J2,€2), and Isc—2(S}} ;) = Isc—2(S557 4,)-
C-5) there exists an index j € [1,..., ¢e] such that any of the following is fulfilled:

. (Ki].,‘/]'Hl,Uj,*) € (Tje UTge) or (Ki].,VjHl,*, Zj) € (1g UTge), or

e there exists another index £ € [1,...,ge] such that V;||U; = V;||U¢ or V;||Z; = Vi || Ze.

(
- (
(
- (

For (C-3), we first consider the case j = 1, = 1. Conditioned on 7 - 75, the new capacity value ISC_Q(S}ﬁ) is uniform
due to =(C-1). Therefore,

in * 2 T 8 P
Pr [(#[llsc—2(S}7), %) € 7] < QLT | < 2‘1 :

Conditioned on (* ||lsc—2(S57%)), %) € 7x, Isc—2(Si%), i.e., the “next” capacity value, is uniform. Therefore,

n * 8 ;kr
Pr [(x[[lsc—2(8}3), %) € 7] < 2qc .
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Therefore, via an iterative-style analysis, it can be seen all internal capacity values are uniform, and thus

8qr _ 8020
Pr[(C-3)] <;uj+e) e S oo

For (C-4), when j1 = j2, then ¢1 # {5. By the above, both Isc_2(S:"

i ,) and Is._2(S}7 ,,) are uniform, thus

1,02

in in 8
Pr [lSC*Q(Sjlyh) = |5072(Sjla 2)} < ?

When j1 # j2, by the above analysis, both Isc—2( ;;L’gl) and Isc—2( ;;b) are uniform. Moreover, we have S o # S;;L
by =(C-2), which means Is.—2(S}" ,,) remains uniform given the value of Is._2(S}7 ;,). Therefore,
PI‘ [lSC_Q(Sjl,Zl) = |SC_2(SJ-2’£2)} S ?

By these, and as the number of choices for (j1, 1) and (ja, £2) is at most o3, we reach

80%
¢

Pr[(C-4)] <

Finally, for (C-5), we have: (a) Pr[3j : (Ki;,V;||1,U;,%) € (e U Tgc)] < qe(gie + qm) - zo=r and Pr[3j, £ : V;||U; =
Vel|lUe] < @ - 552 as Uj||V; is uniform for any j, and (b) Pr[3j : (Ki,,V;||1,%,Z;) € (Tg Utge)] < 5225, and (c) by
=(B-5), Pr[35,¢: V;||Z; = Vi|| Ze] < qe - Therefore,

2n on—1-

_ 2 _ _
4q. (g + qm) n 4q; N 4q. n 4ge 4qe(qz + qm + ge) n 8¢ _ 24 + 10ge

P -5)] <
I‘[(C 5)} — 22n 22n on on = 22n oan = on ’

where the last inequality follows from ¢ < 2"/2 and gm + ge < 2"/2. Summing over the above, and further using
ge + 02+ ¢z < Q yield
802qx % 2¢je + 10ge SUQ 2q|E + 10ge

< 2924r
Pr[Bad(w)] < 9c + 3¢ o <2 "

Finally, conditioned on that IC I 7, IC - g, ™ F 77, -BadKD(IC), and —Bad(r), we analyze the probability
that each produced key stream block equal A;[l] = M;[l] & C;[l], ie., Pr[ms. (S}, ;) = M;[l] & Cj[l]]. This means
ms, (S5, 1) = Aj[l]||s ¢ 7= for some s € {0,1}°. Among the 2° values of s, there are at most |77| < ¢; “bad” values s
such that A;[l]||s* € 7. Therefore,

in * 2¢ — q; B %
Pr [mST(Sj,u+l) = AJ[Z]HS ¢ T,.r] > orie > TTQ
By this,
Pr[Vj € {1,...,q} : SIP[m,IC].Enck px (ij, Nj, Aj, M;) = ¢; | w75 AIC k7]
. _ _ 1— dz\cc

> Pr[-BadKD(IC) A =Bad(n) | m = 72 AICH 7 AICE 75¢] - <T2) . (48)

It remains to analyze the involved tags. The event that the ¢. tags equal Z1, ..., Z,, is equivalent to g. equalities as
follows:

ﬁﬁ?wnzzh”wﬁﬁﬂkmgzzw

Consider the first equality. The entries ICVlH (U1) and (IEI‘?i‘l‘l)fl(Zl) may be rendered non-random due to the condi-

tion S1P[m, IC].Enck pk (ij, Nj, A;, M;) = c; for all j € {1,...,q.} or due to IC - Tiz- Yet, the former condition only
affects entries with the tweak PK||0*, while the latter won’t affect IC}?JF(U1) nor (IC‘,?i‘lll)_l(Zl) by —(C-5). Therefore,

PriC2 () = 21] = 5.

In a similar vein, for any index j € {1,...,¢c}, under the conditions that IC - 7% and “Vj € {1,...,qc} :
S1P[r,IC].Enck px (i, Nj, A;, M;) = ¢;”, the ideal TBC entry |~C¥(ji“_1(Uj) remains uniform. We need to additionally
consider the condition “I~CV"’!1(U3) for¢=1,...,j—1". For this, for an;/ £ < j we have V}||Z; # Vi||Zp and U;||V; # Ue||Ve

y —(C-5). Consequently, Pr[ICV i (U;) = Z;] > 3=, and thus

de
PICE (U5) = 25 for =1, a] > (;) . (19)
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In summary,

- = 7& Oc e
Pr[-BadKD(IC) A =Bad(m) | = 7x AICH 7] - (12736> : (i)

CRON.

> Pr[-BadKD(IC) A ~Bad(w) | 7 - 72 A IC Tl - (1 - q—”) 4

v

26
-(1 2ngy 4+ 2nge.  80Q  2qp + 10ge 1 Q\°°
=\ om T 2e o )T 2e
1— 2ngy + 2nge + 2¢; + 10ge B 8cQ
- 2n 2¢

Gathering this and Eq. (46) and further the muCIML2 bound Eq. (26) (with that ¢ = 0 4+ ge + qa + g~ replaced by
Q =0~+qe+ qa+ qm + qr) yield Eq. (43):

Bu 32(gz)® | 5nar + 2nga + nqe

onp 2¢ on
n 2u " 16(qz)?*  4ngy + 2712q|~C . 2ngy + 2nge + 2qz + 10ge n 80Q
omp 2¢ o on 2c
5 56Q%  23nQ + 5nlqe
< pr + 2? 4 2@ o U (2ng. + 2nga < 200Q).

I.4 Proof of Theorem 8 (TEDTSponge)

Similarly to appendix 1.3, we mainly bound the CPA advantage Advﬂfgéms; using H-coefficients. Since S2P and S1P
process the messages in a very similar manner, the muCPAm$ proofs are also similar.

Bad Transcripts. We summarize to the queries to the challenge (second) encryption oracle in
Te = ((ilv N17 Ala M17 Ol)? EERN] (i‘k’ qu? AQe7 qu, CQE))'

For each of them (ij, Nj, Aj, M;, C;) where C; = c;||Z;, we assume that the system makes the corresponding hash call
H[7](Aj, cj, Nj, PK;;) during the interaction, and that these m queries are known to the distinguisher. We also reveal all
the 7 queries underlying the non-challenge encryption queries (i.e., to the first encryption oracle). We merge all these
additional 7 queries with the adversarial queries to obtain 7. Here we have

@ = |7x| < 4 + (2am + 201) + (2¢e + 02) = Gx + 2(qm + qe) + 201 + 02

and
Q:2U+2(qe+Qd+qm)+q7r-

We also have the ideal TBC query transcript 7. Similarly to appendix 1.3, we also organize the hash record transcript
7, from 77, and the transcript 75 for the KDF and TGF calls underlying non challenge encryption queries. In all,
transcripts are defined as
T = (Te, Th» Tn» Tigs Teic» PKL K.

We then define bad transcripts.

Definition 8 (Bad Transcripts for S2P, muCCAm$). An attainable transcript T is bad, if one of the following con-
ditions is fulfilled:

— (B-1) There exists two users j, € such that K;||PK; = K¢||PK,.
- (B-2) ppx >n+1, uv >n+1.
— (B-3) There exists a query (K,T,X,Y) € 1g¢ such that (K,T,x,x) € 7.
— (B-4) There ezists an encryption query (ij, N;, A;j, M;,Cj) such that:
o (Ki;, PK;||0%,%,%) € ¢, or
o (Ki,,Vj|l1,%,%) € 1¢ for the corresponding hash record ((Aj,cj, Nj, PKi;), U;||V;).
(B-5) There exists a query (i, N, A, M,c||Z) € 7. with corresponding hash record ((A,c, N, PK),U||V) € 75 such
that:
o contradiction-1: (Ki,V||1,x,2) € 15¢ or (K, V||1,U, %) € 15¢; or
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though U||V #£ U'||V'; or

o hash collision: there exists a hash record ((A',c’, N', PK"),U'||V’) € 15 such that (4,¢c, N, PK) # (A’,c',N', PK’)

already includes the hash collision event):

o contradiction-II: there exists another query (i',N', A", M’ ,c'||Z") € 7. such that V||Z # V'||Z’.
(B-1) is obvious. Then, (B-2), (B-3), and (B-4) are essentially the same as Definition 5, and we recycle the bound (which

. 2 16(¢5)%  ¢&  nqe
Pr[(B-1) V (B-2) V (B-3) V (B-4) V hash collision] < QTU,, + % + g—n + %
2
For the remaining subconditions in (B-5), it’s easy to see Pr[contradiction] < 2%2(3531’") 222,‘331 = 49e(9etam) < 2
(since 2¢ge + gm < g5 < 2"/2). In all,
2u 16(¢%)? g4+ n e 42
Pr[Tiq € Tpad] < o + (2(1(, ) + 4 e T “e

50
& (50)
Ratio of Probabilities. This step could reuse the results in appendix 1.3. Concretely, we define BadKD(IE) and
Bad(w) as those in appendix 1.3 without the condition (C-5). As such, we could recycle Egs. (48) and (49) in the
following manner:

Prvj € {1,...,qe} : S2P[m,1C).Enck px (ij, Nj, Aj, M;) = ¢; | w75 AIC - 7]
* _ ﬁ Oc

~(1— 2ngz +2nge  80Q ' o ’

= 2 2¢ 2

Pr[Vj € {1,. U,) = 7;] > (%ﬂ)q

ey Qe}: fé}‘?ﬂl
i
Therefore,

-1 2ngr +2nqe  80Q oQ
T T o
Gathering this and Eq. (50) and further Eq. (33) (with that ¢5 = 20 + 2(ge + qa) + ¢~ replaced by Q = 20 + 2(ge +
qd + Qm) + qﬂ') y1€1d Eq (44)
2u  16(gz)° | gn +n’dg + 20
2np 2(: 2n
+ 2ngy +2nge  80Q 0Q " 2u i 32Q? n 3Q + 2nqq + n2ql~c
2'n 2(: 2(: 271:,, 25 2n
4u n 53Q> n 8nQ + 2n’q;
—9onp 92¢ on .
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