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Abstract

We introduce updatable anonymous credential systems UACS and use them to construct a
new privacy-preserving incentive system. In a UACS, a user holding a credential certifying
some attributes can interact with the corresponding issuer to update his attributes. During
this, the issuer knows which update function is run, but does not learn the user’s previous
attributes. Hence the update process preserves anonymity of the user. One example for a class
of update functions are additive updates of integer attributes, where the issuer increments an
unknown integer attribute value v by some known value k. This kind of update is motivated by
an application of UACS to incentive systems. Users in an incentive system can anonymously
accumulate points, e.g. in a shop at checkout, and spend them later, e.g. for a discount.

In this paper, we (1) formally define UACS and their security, (2) give a generic construction
for UACS supporting arbitrary update functions, and (3) construct a new incentive system using
UACS that is efficient while offering offline double-spending protection and partial spending.

Keywords: Anonymous Credentials, Updatable Anonymous Credentials, Privacy, Incentive System,
Incentive Collection, Customer Loyalty Program

1 Introduction

Updatable anonymous credential systems. Anonymous credential systems provide a privacy-
preserving way of authentication in contrast to the standard authentication through identification
via username and password. Authentication with identifying information allows service providers to
collect and exchange user-specific data to build a comprehensive user profile without the user’s consent.
Anonymous credentials mitigate such problems, provide anonymity, and support authentication
policies [BCKL08, BBB*18, CL01, CL04, DMM™18]. A credential is parameterized with a vector
of attributes (e.g., birth date, affiliation, subscription_end) and when authenticating, users
can prove possession of a credential that fulfills a certain access policy (e.g., “affiliation =
university or subscription_end > [today]”) without revealing anything about the attributes
except that they fulfill the access policy.

An extended abstract of this paper appears in the proceedings of CCS’19, ACM.
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While authentication is perfectly anonymous in an anonymous credential system, the issuer
of a credential always learns the credentials’ plaintext attributes. Suppose that a user wants to
extend a subscription for which she has a credential as described above. To extend the subscription
in a traditional anonymous credential system, she would reveal all her attribute values to the
issuer, who would then issue a new credential containing her old attributes and the newly updated
subscription_end value. This means that updating attributes is not privacy-preserving.

To solve this problem, we introduce updatable anonymous credential systems (UACS). A UACS
has, in addition to the usual (issue and show) protocols of anonymous credential systems, an update
protocol. This allows a user to interact with a credential issuer in order to update attributes in a
privacy-preserving manner. More specifically, the update protocol takes as input an update function
1. The user contributes a hidden parameter v and her old credential with attributes A By running
the protocol with the issuer, the user obtains a new credential on attributes A = ¢(/Y, «). The
issuer only learns what update function v is applied, but does not learn Aor a.

In the subscription update scenario, to add 30 days to the current subscription_end, the update
function would be defined as ¥((A, subscription_end),a) = (A, subscription_end + 30). In this
particular case, the hidden parameter « is ignored by 1, but we will later see update functions that
depend on «, e.g. to issue hidden attributes.

The update protocol can be efficiently realized using only building blocks already used by most
anonymous credential constructions: Zero-knowledge proofs, commitments, and blind signature
schemes with efficient “signing a committed value” protocols.

The idea to implement the UACS update protocol between a user and issuer is as follows: A user’s
credential on attributes A is a digital signature on A by the issuer. The user prepares the update by
computing her updated attributes A* = w(/f, a) and committing to A*. The user then proves that
she possesses a valid signature on her old attributes A under the public key of the issuer and that
she knows « such that the commitment can be opened to w(/f, a). Afterwards, issuer and user run
a blind signature protocol to jointly compute a signature on the committed A* (i.e. the updated
attributes) without revealing A* to the issuer.

The lack of privacy-preserving updates (as explained above) limits the usefulness of anonymous
credentials in several practical applications, such as service subscription management and point
collection. In such applications, attributes (such as the subscription end or collected point total) are
routinely updated and users would prefer not to be tracked through these updates. As a specific
example of what UACS enables, we look at incentive systems, which is essentially a point collection
application.

Incentive systems. An incentive system allows users to collect points (e.g., for every purchase
they make), which they can redeem for bonus items or discounts. Such systems aim at reinforcing
customer loyalty and incentivize certain behavior through points. In practice, such systems are
centralized services, e.g. German Payback [PAY19] and American Express Membership Rewards
program [Amel9]. In order to earn points for a purchase, the user reveals her customer ID (e.g., by
showing a card). This means that the user’s privacy is not protected as every purchase made can be
linked to the user’s identity by the incentive system provider.

To remedy this, cryptographic incentive systems [MDPD15, JR16, HHNR17] aim at allowing users
to earn and spend points anonymously. The general idea is that users store their own points in
authenticated form (e.g., in the form of a credential).

We would expect a cryptographic incentive system to offer the following features.

e Anonymity: Providers are unable to link earn/spend transactions to users. In practice, this
protects users from having their shopping history linked to their identity and point values.

e Online double-spending protection: A user cannot spend more points than they have earned.



Given continuous access to a central database, the provider can immediately detect double-
spending.

e Offline double-spending protection: Detecting double-spending works for stores without con-
tinuous access to a central database. Double-spending transactions can be detected and the
perpetrating user can be identified. Losses incurred by double-spending can be reclaimed from
that user.

e Partial spending: Users do not have to spend all of their points at once.

e Efficiency: The process of earning and spending points can be run on a consumer phone and is
fast enough to be accepted by users.

The current state of the art either does not have offline double-spending protection, or does not
handle the combination of partial spending and offline double-spending securely. Our system will
offer all of these features simultaneously.

We will now explain our UACS-based incentive system by constructing it step by step. As a
first sketch, let us assume that the user stores her point count v as an attribute in her credential.
When the user earns k additional points, the incentive system provider runs an update on the user’s
credential, adding k£ points to her current point count attribute v, i.e. they use update function
P((v),a) = (v + k). When the user wants to (partially) spend k < v points, they run an update v
such that ¥((v),a) =v —k if v > k and ¢((v),a) =L otherwise.

Of course, this first sketch does not prevent users from double-spending their points: the spend
update operation creates a new credential with lowered point count, but there is no mechanism
that forces the user to use the new credential. She can instead keep using the old one, which
certifies a higher point count. Hence we modify the first sketch with basic online double-spending
protection: The attributes now include a random double-spend identifier dsid, i.e. attribute vectors
are of the form A = (dsid,v). To earn points, the update function still just increases the point
count (¢((dsid,v),a) = (dsid,v + k)). When the user wants to spend points, she reveals her dsid
to the provider and the provider checks that her specific dsid has never been revealed to it (spent)
before. If that check succeeds, the user chooses a random successor double-spend identifier dsid*
and sets her hidden update parameter o to dsid®. Finally, user and provider run the update
Y((dsid,v),a = dsid*) = (dsid*,v — k), embedding a new dsid* into the successor credential. If the
user tries to spend her old credential (with the old dsid) again, the provider will detect the duplicate
dsid. Anonymity is still preserved because dsid* is hidden from the provider until the credential is
spent.

However, this approach requires all stores where points can be spent to be permanently online
in order to check whether a given dsid has already been spent. As this is a problem in practice,
offline double-spending protection is desirable. The idea is that stores that are offline and have an
incomplete list of spent dsids may incorrectly accept a spend transaction, but they can later (when
they are online again) uncover the identities of double spenders. This allows the provider to recoup
any losses due to offline double-spending by pursuing a legal solution to roll back illegal transactions.
To incorporate offline double-spending protection, we additionally embed a user’s secret key usk
and a random value dsrnd into credentials, i.e. attributes are now A= (usk, dsid, dsrnd,v). The
update function to earn points is unchanged. To spend points, the provider now sends a random
challenge 7 to the user and the user reveals ¢ = usk - v + dsrnd mod p (where usk, dsrnd are values
from her credential attributes). The user chooses new hidden random dsid*, dsrnd* for its successor
credential and then runs the update for ¢ ((usk, dsid, dsrnd,v), « = (dsid*, dsrnd*)) = (usk, dsid*,
dsrnd*,v — k). As long as a credential is only spent once, usk is perfectly hidden in c. If the user
tries to spend the same credential a second time, revealing ¢ = usk - 7' + dsrnd mod p for some
different challenge 7/, the provider can compute usk from c,c’,v,~’, identifying the double-spender.



This last description comes close to the scheme we present in this paper. However, one problem
remains to handle: assume some user double-spends a credential on attributes (usk, dsid, dsrnd,
v). For both spend transaction, she receives a remainder amount credential as the successor with
attributes A* = (usk, dsid*, dsrnd*,v — k). While both transactions will be detected as double
spending and the user’s key is revealed, the user can keep using both remainder amount credentials
anonymously, allowing her to spend 2 - (v — k) > v points. To prevent this, we need a mechanism
that allows us to recognize remainder amount credentials that were derived from double-spending
transactions. This can be achieved by forcing the user to reveal an encryption ctrace of dsid* under
usk when spending points. As soon as a user double-spends, the provider can compute usk as above.
With it, he can decrypt all ctrace for that user, allowing him to find out what dsids have been
derived from double-spending transactions of the double-spending user. Consequently, the user can
be held accountable for spending remainder tokens derived from double-spending transactions.

Related work on anonymous credential systems. There is a large body of work on anonymous
credential systems, extending the basic constructions [BCKLO08, CL01, CL04, PS16] with additional
features such as revocation [CKS10, CLO1], controlled linkability and advanced policy classes
[BBB"18], hidden policies [DMM™18], delegation [BB18, CDD17], and many others. Our notion of
privacy-preserving updates on credentials, in its generality, is a new feature (although the general
idea of privacy-preserving updates has been briefly sketched before [NDDO06]). We show how to
efficiently extend the standard blind-signature-based construction of anonymous credentials with
updates, which makes our update mechanism compatible with a large part of features presented in
existing work (with the exception of [DMM™18], which does not rely on blind signatures).

The scheme in [CKS10] allows issuers to non-interactively update credentials they have issued.
In contrast to our updatable credentials, their update cannot depend on hidden attributes and the
issuer learns all attributes issued or updated. Their update mechanism is mostly aimed at providing
an efficient means to update revocation information, which is controlled by the issuer. Updatable
credentials in the sense of our paper allow for the functionality in [CKS10] as well (although in our
system, updates are done interactively between user and issuer). However, beyond that, our updates
can depend on hidden attributes of the user and the issuer does not learn the attributes resulting
from the update.

More technically similar to our updatable credential mechanism are stateful anonymous credentials
[CGH11, GGM14]. A stateful credential contains a state. The user can have his credential state
updated to some successor state as prescribed by a public state machine model. For this, the user
does not have to disclose his current credential state. Such a state transition is a special case of an
update to a state attribute in an updatable credential. In this sense, our construction of updatable
credentials generalizes the work of [CGH11].

Related work on incentive systems. Existing e-cash systems are related to incentive systems,
but pursue different security goals [CHLO5]. E-cash does not support the accumulation of points
within a single token. Instead, each token corresponds to a coin and can be identified. To spend a
coin, a user transfers it to another owner. In incentive systems, a number of points is accumulated
into a single token (i.e. the token is like a bank account rather than a coin).

A cryptographic scheme that considers the collection of points in a practical scenario is described
by Milutinovic et al. in [MDPD15]. Their scheme uCentive can be seen as a special e-cash system,
where a so called uCent corresponds to a point. The user stores and spends all uCents individually,
which induces storage and communication cost linear in the number of uCents (hence efficiency
is restricted). Similar to our system, uCentive builds upon anonymous credentials (but without
updates) and commitments, but they do not offer offline double-spending protection.

Jager and Rupp [JR16] introduce black-box accumulation (BBA) as a building-block for incentive



systems. They formalize the core functionality and security of such systems based on the natural
requirement that users collect and sum up values in a privacy-preserving way. In detail, they
present a generic construction of BBA combining homomorphic commitments, digital signatures,
and non-interactive zero-knowledge proofs of knowledge (Goth-Sahai proofs [GS08]). The BBA
solution has three major shortcomings: the token creation and redemption processes are linkable,
users have to redeem all of their points at once, and stores must be permanently online to detect
double-spending.

Hartung et al. [HHNR17] present an improved framework of black-box accumulation (BBA+)
based on the framework introduced in [JR16]. In [HHNR17], BBA is extended with offline double-
spending prevention (on which we base our offline double-spending mechanism) and other desirable
features. Because of efficiency reasons, users needs to reveal their point count whenever they spend
points. Their efficiency problems mainly stem from the use of Groth-Sahai proofs. Note that the use
of Groth-Sahai is inherent in their approach (because their proof statements are mostly about group
elements). It is unclear whether their construction can be made more efficient by exchanging the
proof system without changing the approach. In contrast, our incentive system can be instantiated
in a Schnorr proof setting (with proof statements mostly about discrete logarithms). Because the
Schnorr setting allows for very efficient proofs [BBBT18, CCs08], our incentive system is also very
efficient.

What prior work does not handle is the conjunction of offiine-double spending prevention and
partial spending (even when disregarding efficiency concerns). If a spend operation is later detected
as double-spending, the remainder token still remains valid in prior constructions. Our construction
solves this, allowing the provider to trace all tokens derived from double-spent transactions to a
user. The price of this solution is forward and backward privacy as defined in [HHNR17], which our
scheme does not offer.

Overall, with the UACS-based incentive system approach, we improve upon the current state-of-
the-art [HHNR17] (from 2017 ACM CCS) in two ways: (1) efficiency (mostly because our approach
allows us to avoid Groth-Sahai proofs), and (2) we enable the combination of offline double-spending
prevention and partial spending. It is an interesting open question whether or not our remainder
token tracing mechanism can be combined with forward and backward privacy as in [HHNR17].

A basic version of the idea of using updates on credentials for incentive systems has been informally
considered in a 2005 technical report [DDDO05] before.

Our contribution and structure of this paper. We introduce UACS formally in Section 3
and define its security properties. In Section 4, we construct UACS generically from blind signature
schemes and in Section 5, we sketch how to efficiently instantiate UACS using the generic framework.
We define formal requirements for incentive systems in Section 6, modeling our double-spend
prevention mechanism and defining security. In Section 7, we construct an incentive system from a
UACS. Finally, we practically evaluate our incentive system in Section 8.

2 Preliminaries

Throughout the paper, we refer to a public-parameter generation ppt G that outputs public parameters
pp given unary security parameter 1*. A function f : N — R is negligible if for all ¢ > 0 there is
an xg such that f(x) < 1/z¢ for all x > xy. We refer to a negligible function as negl. We write
output 4[A <+ B] for interactive algorithms A, B to denote the output of A after interacting with B.
The support of a probabilistic algorithm A on input z is denoted by [A(x)] := {y | Pr[A(z) = y] > 0}.
The expression ZKAK[(w); (z,w) € R] denotes a zero-knowledge argument of knowledge protocol
where the prover proves knowledge of w such that (z,w) is in some NP relation R. The zero-
knowledge argument of knowledge can be simulated perfectly given a trapdoor [Dam00] and there



exists an expected polynomial-time extractor that, given black-box access to a successful prover,
computes a witness w with probability 1 [Dam00].

We define security with an oracle-based notation, where an adversary A gets oracle access to
some methods or protocols. Some oracles are interactive, i.e. they may send and receive messages
during a call. We distinguish between the oracle’s (local) output, which is generally given to the
adversary, and the oracle’s sent and received messages. The notation Oracle(:) denotes that A
chooses x, then oracle Oracle(x) is run interacting with A. A is given the output of the oracle
(if any). The notation (x,y) — Oracleg(z) <> Oracle;(y) denotes that the adversary A chooses
inputs z,y, then Oracley(z) <» Oracle;(y) are run, interacting with one another. A is given the
output of both oracles, but not the messages sent or received by the oracles.

For blind signatures, we require that the blind signing protocol is of the form “commit to the
message(s) to sign, then jointly compute the signature®. As such, we model the commitment step
and the “receive a signature on the committed value” step separately.

Definition 1. A blind signature scheme for signing committed values Il consists of the following
(ppt) algorithms:

KeyGeng, (pp, 1) — (pk, sk) generates a key pair (pk, sk) for signatures on vectors of n messages.
We assume n can be efficiently derived from pk.

Commitsig (pp, pk,m, 1) — ¢ given messages m € M™ and randomness r, deterministically computes
a commitment c.

BlindSigng, (pp, pk, sk, ) <> BlindRevsig(pp, pk, 111, 7) — o with
common input pp, pk is an interactive protocol. The signer’s input is sk, c. The receiver’s input
consists of the messages m and commitment randomness r. The receiver outputs a signature o.

Vrfysig(pp, pk,m, o) — b deterministically checks signature o and outputs 0 or 1.

A blind signature scheme is correct if for all \,n € N and all pp € [G(11)], (pk, sk) € [KeyGen(pp, 17)],
all m € M™, and for every commitment randomness r, it holds that

Pr[BlindSign(pp, pk, sk, Commit(pp, pk,ni, 7))
+ BlindRev(pp, pk,m,r) — o :
Vrfy(pp, pk,m,0) = 1] =1

<

We require for a blind signature scheme unforgeability and perfect message privacy, cf. Appendix A,
Definitions 17 and 18. Definition 1 can be instantiated by Pointcheval Sanders signatures [PS16].

We furthermore need public-key encryption with the property that the key generation KeyGen,,.
first generates a secret key sk, from which the corresponding public key pk = ComputePK(pp, sk)
can be deterministically computed. For example, for ElGamal encryption with fixed base g, we have
that sk + Z, and the public key is ComputePK(pp, sk) = g**.

Definition 2. A public-key encryption scheme Il.,. consists of four ppt algorithms KeyGen,,,,
ComputePK,,., Encrypt,,., Decrypt,,. such that Decrypt,,. and ComputePK,,. are deterministic and
for all pp € [G(1*)], all sk € [KeyGen,,.(pp)], and all messages m it holds that Pr[Decrypt,,.(pp, sk,
Encrypt,,.(pp, ComputePK,,.(pp, sk),m)) = m| = 1. o

For the sake of privacy in our constructions, we will later demand key-indistinguishable CPA
security. This notion requires that, in addition to CPA-security, ciphertexts cannot be linked to
their public key (cf. Appendix A, Definition 19). This is the case for ElGamal encryption. Finally,
we use an additively malleable commitment scheme.



Definition 3. A malleable commitment scheme Il ., consists of four ppt algorithms (KeyGen,
Commit, Vrfy, Add) s.t. for all pp € [G(11)], all pk € [KeyGen(pp)], all m € M,,, and all (c,0) €
[Commit(pp, pk,m)]

e The message space M, is an (additive) group,

e Vrfy and Add are deterministic,

e Vrfy(pp, pk,c,0,m) =1, and

e For ¢ = Add(pp, pk, ¢, k), it holds that (¢, 0) € [Commit(pp, pk,m + k)].

We require the commitment to be perfectly binding and computationally hiding, cf. Appendix A,
Definitions 20 and 21. Definition 3 can be instantiated by ElGamal encryption.

3 Updatable Anonymous Credentials

In UACS, there are three roles: issuers, users, and verifiers. Each role can be instantiated arbitrarily
many times. Issuers hold keys to issue credentials to users. Credentials are certificates that are
parameterized with attributes. Users can prove possession of a credential to verifiers. Users can
interact with their credential’s issuer to change its attributes.

3.1 Algorithms of UACS

A UACS consists of ppt algorithms Setup, IssuerKeyGen, and interactive protocols Issue <> Receive,
Update <+ UpdRcv, and ShowPrv +» ShowVrfy. We explain them in the following:

Setup We assume that some trusted party has already generated public parameters pp + G (1’\).
pp may, for example, contain a description of a group, which can also be used for any number
of other cryptographic applications. To set up a UACS, a trusted party generates UACS-specific
parameters cpp <— Setup(pp). cpp may, for example, contain pp and parameters for a zero-knowledge
proof system. The distinction between G and Setup is made to enable formal compatibility of UACS
with other primitives, as long as they use the same pp. cpp is published and we assume that an
attribute universe A is encoded in cpp (e.g., A =7Z,).

Key generation Whenever a new issuer wants to participate in the UACS, he first chooses an
attribute vector length n € N and then generates a key pair (pk, sk) < IssuerKeyGen(cpp, 1™). The
secret key sk will be used to issue and update credentials, the public key pk will be used to identify
the issuer and to verify credentials issued by him. Credentials by this issuer will be parameterized
with a vector A € A",

In a UACS, users do not generally need keys. This is in contrast to the usual definitions of
anonymous credentials, in which users explicitly generate a secret identity. We generalize that
approach for UACS and leave the implementation of user identities to the application, if desired (see
Section 3.3).

Issuing and updating credentials Users have two ways to receive new credentials: receive a
fresh credential from an issuer, or update an old one.

Assume the user holds a credential cred with attributes A and wants to update it. User and issuer
first agree on an update function ¢ : A" x {0,1}* — A™ U {L}, and the user secretly chooses a
hidden parameter « s.t. @D(/T, a) #1. The issuer and user then engage in an interactive protocol:
the issuer runs Update(cpp, pk, 1, sk) while the user runs UpdRev(cepp, pk, 1, a, cred). Afterwards,



UpdRcev outputs a new credential cred* with attributes A* = d}(/Y, «) or the failure symbol (e.g., if
(A o) =1).

Furthermore, Update outputs a bit b to the issuer, which informally serves as an indicator whether
or not the update was successful. In particular b = 1 guarantees that w(ff, «) #_L. This effectively
means that, with an appropriately chosen 1, a credential update implicitly includes a check of the
old credential’s attributes.

We model issuing a new credential essentially as an update of an “empty” credential: User and
issuer first agree on an update function ¢ : { L} x {0,1}* — A" U{L}, and the user secretly chooses
a hidden parameter « s.t. (L, a) #L. Then the issuer runs Issue(cpp, pk, 1, sk) while the user runs
Receive(cpp, pk, 1, ). Afterwards, Receive outputs a credential cred with attributes A= (L, a) or
the failure symbol (e.g., if (L, a) =L1).

In contrast to the usual definition of anonymous credentials, the issuer does not necessarily know
the exact attributes he is issuing (he does not know the input to the update function ¢). To issue
attributes A fully known to the issuer, the update function ¢ can be set to P(L,a) = A (i.e. ¥
ignores v and outputs a constant). An example for an update function hiding some attributes from
the issuer is (L, a = (a,b)) = (0,a,b,a + b), where the user’s first attribute would be 0 (which the
issuer knows), but the user may freely choose a,b. To restrict the user’s choice of «, the update
function ¥ (L, ) can output L, in which case the issuance should fail (e.g., define (L, o = (a,b)) =L
if a4+ b > 20).

Showing credentials To prove possession of a credential cred with attributes A from some
issuer with public key pk, the user and the verifier first agree on a predicate ¢ : A" x {0,1}* —
{0,1}. The user chooses a hidden parameter a such that ¢(A,«) = 1. Then the user runs
ShowPrv(cpp, pk, ¢, o, cred), interacting with the verifier running ShowVrfy(cpp, pk, ¢). Afterwards,
ShowVrfy outputs a bit b. If b = 1, the verifier knows that the user possesses a credential, issued by
pk, with attributes A s.t. Jo gb(/_f, a) = 1.

Formal definition We now formally define UACS. First, we need the notion of valid credentials:
the predicate ValidCred(cpp, pk, cred, ff) defines whether cred is considered a valid credential with
attributes A for issuer pk under UACS public parameters cpp. Intuitively, we want all credentials out-
put by ReEeive and UpdRcv to be valid with the attributes the user expects. Formally, ValidCred(cpp,

pk, cred, A) is recursively defined as follows:

e if 1# cred € [Receive(cpp, pk, ), a)], then ValidCred(cpp, pk, cred, (L, a)) = 1.

—,

o if 1+ cred* € [UpdRev(epp, pk, v, a, cred)], and ValidCred(cpp, pk, cred, A) = 1, then it holds
that ValidCred(cpp, pk, cred”™, (A, a)) = 1.

In all other cases, ValidCred(...) = 0. ValidCred is not necessarily efficiently computable, but serves
a purpose in our definitions.

Definition 4 (Updatable anonymous credential system). An updatable anonymous credential system
IMyacs (UACS) consists of the ppt algorithms Setup, IssuerKeyGen, Issue, Receive, Update, UpdRcv,
ShowPrv, and ShowVrfy. Let ® be a set of supported predicates ¢, and let ¥ be a set of supported
update functions 1) (® and ¥ may depend on cpp and pk).

A UACS is correct, if whenever ValidCred((cpp, pk, A, cred)) = 1:

e if p € ® and gf)(ff, a) = 1, then ShowVrfy(cpp, pk, ¢) accepts after interacting with algorithm
ShowPrv(epp, pk, ¢, a, cred).

o iftp € U, a€{0,1}* and w(/_l‘, a) #.L, then after interacting with one another, Update(cpp, pk,
1, sk) outputs 1, and UpdRev(cepp, pk, 1, «, cred) does not output L. o



3.2 Security of UACS

On a high level, a UACS has two security goals: (1) Anonymity: honest users’ privacy should
be protected (even against malicious issuers and verifiers), meaning that user actions should be
unlinkable and hide as much data as possible. (2) Soundness: malicious users should not be able to
show or update a credential they have not obtained by the issuer. These are explained next.

3.2.1 Anonymity

Our anonymity definition follows a simulation approach. This means that we require existence of
simulators that can simulate the user’s role of the show, issue, and update protocols. For this, the
input for the simulators is exactly the information that the issuer/verifier should learn from the
interaction (plus a trapdoor to enable simulation). The issuer/verifier cannot learn the user’s private
information because the protocols can be simulated without it, hence its transcripts effectively do
not contain information about private information. This makes it easy to succinctly express exactly
what the issuer/verifier learns and enables use of the UACS in larger contexts (for example, for our
incentive system, an indistinguishability definition would not suffice).

More specifically, for an anonymous UACS, there exists an efficient algorithm Gseyp(pp) that
outputs cpp (like Setup) and a simulation trapdoor td. Then the following simulators simulate a
user’s protocols: Greceive(td, pk, 1)) simulates receiving a credential (note that this means that the
issuer learns only v, but not «). Sypdrev(td, pk,1)) simulates having a credential updated (meaning
the issuer only learns i, but not « or the old attributes A, nor any information about the specific
credential-to-be-updated). Finally, Gshowpr (td, pk, ¢) simulates showing a credential (the verifier
only learns ¢, not A or a).

In the real world, the issuer will usually learn whether or not a credential issuing or update has
worked, meaning whether or not the user’s protocol side outputs a non-error value #.1 (e.g., because
the user would immediately ask to run failed protocols again). To make sure that the issuer cannot
learn anything from this bit of information, we make this part of the simulation: GRreceive actually
simulates a protocol Receive’, which behaves like Receive, but after the interaction sends a bit b to
the issuer, indicating whether or not Receive outputs the error symbol or a credential. Analogously,
Supdrey simulates UpdRev'.

Definition 5 (Simulation Anonymity). A UACS Ilyacs has simulation anonymity if there exist ppt
simulators Gsetup, SReceive,; SShowPrv; Supdrev such that for all (unrestricted) adversaries A and all

pp € [G(1M)]: If (epp, td) € [Ssetup(pp)], then
e Pr[Setup(pp) = cpp] = Pr[Gsetup(pp) = (cpp, -)]

e output 4[Sreceive(td, pk, 1) <> A] is distributed exactly like output 4[Receive’(cpp, pk, 1, a) <>
A] for all pk,ae {0,1}*, and ¢ € ¥ with ¥(L,«) #L.

e output 4[Supdrev (td, pk, 1) < A] is distributed exactly like output 4[UpdRev'(cpp, pk, ¢, a,
creaD < A] for all pk, v € ¥ and cred, A such that ValidCred(cpp, pk, cred,/f) =1 and
$(A,0) £L.

o output 4 [Sshowpr (td, pk, ) <> A] is distributed exactly like output 4[ShowPrv(cpp, pk, ¢, a,

cred) <> A] for all pk, ¢ € ® and cred, A, such that ValidCred(cpp, pk, cred, ff) =1 and
p(A,a) =1 o

3.2.2 Soundness

Informally, soundness should enforce that users cannot show or update credentials they have not
obtained from the issuer. Soundness protects issuers and verifiers against malicious users. The



challenge in defining soundness is that because of anonymity in UACS, issuers and verifiers do not
know what attributes result from Issue and Update operations, so they cannot easily check whether or
not security was broken. For this reason, we intuitively say that soundness is broken if an adversary
can run a series of issue/update/verify protocols, for which there is no reasonable explanation given
the update functions for which the issuer has issued/updated credentials.

The soundness definition is game-based: an adversary A is run through an experiment (cf. Figure 1).
The experiment simulates an honest issuer and honest verifier. A can ask to be issued credentials,
to have them updated, or to show them, choosing the update functions ¥ and show-predicates
¢ that the issuer/verifier shall use. Eventually, A halts. Now, to judge whether or not A won,
the experiment runs an extractor £ (whose existence we require from sound UACS). £ outputs an
explanation list L, which conjectures what hidden parameters A used in each issue/update/verify
protocol. If £ fails to produce an explanation list £ that is consistent with what we’ve observed
during the experiment, then A wins. Consistency mainly hinges on the bit output by ShowVrfy and
Update: If ShowVrfy(cpp, pk, $) outputs 1, then we expect that £ shows a series of issue/update
operations that explains why A possesses a credential with attributes A for which there exists an «
that satisfies gi)(ff, «). Similarly, if Update(cpp, pk, 1), sk) outputs 1, then £ should show that A has
a credential with attributes A for which there exists an o with (A, o) #1.

Formally, an explanation list £ contains one entry per operation that A requested during the
experiment.

e For ShowVrfy or Update operations, the ith entry is a tuple (/YZ, a;).
e For Issue operations, the entry is some hidden parameter «;.

These entries naturally induce sets E; of attribute vectors that we expect A to have after the ith
operation. Initially, £y = (). Then inductively:

e if the ith operation is ShowVrfy, no credentials are issued, i.e. E; = E;_q.

e if the ith operation is Issue(cpp, pk, 1, sk), we expect A to now have a credential with attributes
¢(L, Oél'), ie. B, =F;,_ 1 U {w(J_,al)} if w(l_, Ozi) 7£J_

e if the ith operation is Update(cpp, pk, 1, sk) (and Update output 1), we expect A to now have
a credential with attributes (A;, o), i.e. E; = E;i_1 U {(A;, o)} if (A;, o) #L. If Update
output 0, we expect no new credential to have been issued, i.e. E; = E; ;.

We say that an explanation list £ is consistent if it explains all the instances where ShowVrfy or
Update output 1:

e if the ith operation was ShowVrfy(cpp, pk, ¢) with output 1, then the list’s (/YZ, a;) fulfills ¢
(i.e. ¢(A4;, ;) =1) and A; is the result of an earlier issue/update operation (i.e. A; € E;_1).

e if the ith operation was Update(cpp, pk, 1, sk) with output 1, then the list’s (/_fz, a;) fulfills ¢
(i.e. ¥(Ai, o) #1) and A; is the result of an earlier issue/update operation (i.e. A; € E;_1).

Definition 6 (Soundness). We say that II is sound if there exists an expected polynomial time
algorithm &£ (probability for runtime is over A’s randomness r4 and &£’s randomness), such that for
all ppt adversaries A, there exists a negligible function negl with

Pr[Exp®™ (1T, A, £, \) = 1] < negl(\)

for all \. o
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Expsound (I, A, €, N):
cpp < Setup(G(11)), (17, st) + A(cpp), for some n € N

(pk, sk) < lssuerKeyGen(cpp, 1™)
Run Alssue(cpp,pk,~,sk‘),Update(cpp,pk,',sk),Shoerfy(cpp,pk,A)(pk St)

Let r4 be the randomness of A
Let Tissue; TUpdate, Tshowvrfy D€ the oracles’ randomness.

Run £ « EA(cpp7 T A, Tlssues T"Update rShoerfy)~
Output 0 if £ is consistent, otherwise output 1

Figure 1: Soundness experiment for UACS

A few technical notes: the randomness 7 4, Tissue; "Update; a0d T'showvrfy together with oracle access
to A can be used by £ to effectively re-run the experiment exactly as it happened before. It can then
use, for example, forking techniques to extract relevant witnesses from A. The requirement that
€ must be efficient (expected polynomial time) is somewhat arbitrary at this point: the definition
would still make sense if £’s runtime were unrestricted, since £ is just a way to express that there
must exist a consistent explanation. However, for constructions that use UACS as a primitive (such
as in Section 3.3 and in our incentive system later), & must often be efficient so that an efficient
reduction can run £ to obtain A’s hidden values. This effectively implies that in a sound UACS, A
must know (in the sense of an argument of knowledge) the values ff, a it uses for issue/update/show.

3.3 A Note on User Secrets and Pseudonyms

Usually, users in a credential system have a personal key usk that is embedded in their credentials.
They can derive any number of unlinkable pseudonyms N from usk. UACS generalize this: usk and
pseudonyms are not immediate part of the definition, but because UACS naturally supports hidden
attribute issuing, usk can be seen as just another UACS attribute.

To implement user keys and pseudonyms in UACS, one can use the following template: The user
chooses usk randomly from a superpolynomial-size domain. Pseudonyms N are commitments to usk,
i.e. (N,o0) < Commit(pp, pk, usk). The user privately stores the open value o for the pseudonym.

Assume the user identified himself with the pseudonym N. To receive a credential on attributes
A, the user sets his hidden parameter to a = (usk, 0) and the update function (1) checks if N opens
to usk using o and then (2) embeds usk as an attribute into the credential:

H(Loo) = {(usk,A) if‘Vrfy(pp, pk, N, o0, usk) = 1

1 otherwise
This ensures that only the user who created N can receive the credential and that the usk embedded
into it is consistent with N.

Similarly, show predicates ¢ can be modified such that the user supplies the additional hidden
parameter @ = o and ¢ additionally checks that the commitment N opens to the user secret
embedded in the credential (ensuring that the credential actually belongs to the user behind N).
When updating a credential, the update function ¥ should always leave the usk attribute intact.

As a technical note on security, if the commitment is computationally hiding, then simulation
anonymity can be used to argue that anonymity is preserved: the protocols can be simulated without
usk or o. This also motivates why we chose a simulation-based anonymity definition: a reduction to
the commitment hiding property would have to embed a challenge commitment N into some UACS
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protocol, which it then needs to be able to simulate because without an open value, it cannot run
the protocol honestly. If the commitment is computationally binding, then soundness implies that &£
can extract an open value o. For example, in a scenario where a user can use the same pseudonym
for two different usk, a consistent explanation would contain two open values to break the binding
property of the commitment. This motivates the choice of restricting the UACS extractor £ to
(expected) polynomial time, as otherwise, the reduction to the commitment binding property would
not be efficient.

4 Generic Construction of UACS

An UACS can be generically constructed from any blind signature scheme Ilg;, = (KeyGen
Commitgig, BlindSigny;,, BlindRcvis) (Definition 1) as follows:

sig»

sig»

Keys The public parameters cpp of the UACS are the public parameters of Il;, plus a zero-
knowledge argument common reference string (this will later allow us to simulate zero-knowledge
arguments). For the issuer, IssuerKeyGen(cpp, 1™)] generates the key pair (pk, sk) by running the
blind signature scheme’s key generation KeyGen;, (pp,1") to get a key for blocks of n messages.

Showing credentials A credential cred with attributes Ais simply a signature o on A under the
issuer’s pk. Showing a credential (ShowPrv(cpp, pk, ¢, a, cred = o) <+ ShowVrfy(cpp, pk, ¢)) simply
has the user run a zero-knowledge argument of knowledge

ZKAK[(A, o, 0); Vrfyg, (pp, pk, A, 0) = 1 A $(A, a) = 1]

proving that he is in possession of a valid signature on hidden attributes A and knows « such that 10)
is satisfied. ShowVrfy outputs 1 if and only if the proof is accepted.

Updating and issuing credentials For Update(cpp, pk, 1, sk) <> UpdRev(cpp, pk, ¥, a, cred), the
user has a credential cred = o, which is a signature on ff, and wants a signature on A = w(/f, Q).
He computes a commitment ¢ to A*. He proves that ¢ is well-formed and that he possesses a
signature o on A:

ZKAK[(A, 0, a,7); ¢ = Commitsig (pp, pk, (A, @), 1)
AVirfyg, (pp, pk, A, o) = 1 Ap(A, ) #1].

If the proof is rejected, the issuer outputs 0 and aborts (this ensures that the user can only update
if he possesses an old credential with w(/f, a) #1). Otherwise, the issuer will output 1 after the rest
of the protocol. The issuer runs BlindSigng, (pp, pk, sk, c), while the user runs BlindRevsig(pp, pk;, A,
r). For the user, BlindRcvj; outputs a new signature o*. The user checks that o* is valid signature

Vrfysig(pp7 pk, ff*, o*) L1 so, he knows that ¢* is a valid credential on his expected attributes
and outputs cred* = o*. Otherwise, he outputs L.

Issuing a credential (Issue(cpp, pk, 1), sk) <> Receive(cpp, pk, 1), o)) works similarly, but the user
commits to ¥(L, «) and he omits the part about ¢ in the ZKAK (only proves that ¢ is well-formed
and (L, a) #1).

Construction 7. Let Il be a blind signature scheme. We define an updatable credential system
II,acs as described above.

A full formal description can be found in Appendix B.
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Correctness and security Correctness of the above construction follows immediately from
correctness of the underlying blind signature scheme Ilg,. For security, we have the following two
theorems:

Theorem 8. If the underlying blind signature scheme has perfect message privacy (Definition 18),
then Construction 7 has simulation anonymity (Definition 5).

Theorem 9. If the underlying blind signature scheme is unforgeable (Definition 17), then Construc-
tion 7 is sound (Definition 6).

The proofs of the above theorems are straight-forward reductions to the corresponding blind
signature properties. They are presented in Appendix C.

5 Efficient Instantiation of UACS

Since there exist zero-knowledge arguments of knowledge for all of NP, almost arbitrary update
functions are supported by this construction. Because those generic zero-knowledge arguments are
not necessarily considered practically efficient, in practice one usually wants to restrict the class of
update functions. For example, a large class of statements is supported by Sigma protocols (such as
generalizations of Schnorr’s protocol), which are very efficient (see, for example, [BBBT18]). The
blind signature scheme by Pointcheval and Sanders [PS16] is a good candidate to use in conjunction

with Sigma protocols. If the update function is sufficiently “simple” (i.e. the check @Z)(/T, a) LA
can be efficiently implemented as a Sigma protocol), our construction is efficient.

6 Incentive Systems

In an incentive system, there are two roles: users and the provider. The provider operates a point
collection system in order to incentivize certain user behavior. Users gain points for certain actions
(e.g., buying something), which they later want to redeem for some bonus item (e.g., a frying pan).
A user privately stores his points in a token. We will usually talk about multiple users and a single
provider.

6.1 Structure of an Incentive System

An incentive system Ilj,g, consists of the following ppt algorithms Setup, KeyGen, IssuerKeyGen,
Link, VrfyDs, Trace, as well as interactive protocols Issue <+ Join, Credit <+ Earn, and Spend <+ Deduct.
We explain them in the following.

Setup and key generation We assume that a trusted party has already generated public
parameters pp « G(1*) (like in UACS). To set up an incentive system, a trusted party generates
incentive-system-specific parameters ispp < Setup(pp). We assume that some maximum point score
Umaz 1S encoded in #spp and that this limit is large enough never to be hit in practice.

To join the system, a provider runs IssuerKeyGen(ispp) to obtain a key pair (pk, sk). He publishes
pk and distributes sk to all store terminals that can issue points to users (these can be, for example,
distributed over multiple physical stores). For the sake of this explanation, we will distinguish the
provider and individual store terminals.

When users want to join the system, they run KeyGen(ispp) and store the resulting key pair
(upk, usk) (e.g., on their smartphone).
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Obtaining a token To obtain a token with balance 0 from the provider (or store terminal), the
user sends his upk to the provider and identifies himself (this is out of the scope of the incentive
system. For example, the user could sign upk with some signature key stored on their digital
passport). The provider associates upk to the user’s real identity (so that in case of dispute, the
user can be identified from upk). Then, the provider runs Issue(ispp, pk, upk, sk) interacting with the
user running Join(ispp, pk, upk, usk). Afterwards, Join outputs a token token and a double-spending
identifier dsid to the user (these are hidden from the provider). The user stores his current token
token, its current dsid and value v (for this fresh token, v = 0, i.e. no points have been collected yet).
dsid can be seen as a random ID for the token, which will play a role in preventing double-spending.

Earning and spending points After obtaining a token token from the provider, the user can
start collecting points. Assume the user buys something in a store, for which he should receive k
points. To grant the points, the store terminal runs Credit(ispp, pk, k, sk) interacting with the user
running Earn(ispp, pk, k, usk, token). Afterwards, Earn outputs a new token token™ to the user. If
token™ #1, the user deletes his old token token and replaces it with the new token token® (the dsid
does not change between token and token™). If the old token token had the value v, then the new
token has value v + k.

After earning enough points, the user may want to spend some of them in exchange for some
reward (e.g., spend 100 points to obtain a frying pan). For this, user and the store terminal agree
on a number k < v of points to spend. Then the user reveals his dsid to the store terminal. The
terminal keeps a local database DBjyca Of dsid it has already seen (more details later). If dsid is
present in DBjoca (meaning the user is trying to spend a token that has already been spent before),
the terminal rejects the transaction. Otherwise, the store terminal runs Deduct(ispp, pk, k, dsid, sk)
interacting with the user running Spend(ispp, pk, k, dsid, usk, token).

Spend outputs a new token token® and a new dsid* for the new token (since the old dsid has been
revealed, token® needs a new one). The new token holds the remainder amount v — k of points left
after the spend operation. The user updates its current token, dsid, and v with the new values (and
deletes the old values).

Deduct outputs a bit b to the terminal and, if b = 1, a double-spend tag dstag. If b = 0, the
transaction has failed (e.g., the user does not have enough points). In that case, the store terminal
does nothing. If b = 1, the transaction is considered successful and the reward is given to the user.
The terminal stores the transaction data together with dsid and dstag in its local database DBjgca-
This data will be used to handle offline double-spending.

Handling offline double-spending Because the local databases DBjyca1 of each store are not
necessarily in sync (stores are not required to be always online), users can (potentially) spend the
same token in two offline stores. This is because if the first store is offline, it cannot (in time)
communicate to the second store that the token’s dsid has already been spent. This way, the user
may receive rewards for which he does not have sufficient points.

To deal with this, an incentive system offers the following mechanism: assume there was a spend
transaction t in which a user spends his token. Associated with t are the token’s id dsid and a tag
dstag (as described above). If there is another spend transactions t* that is associated with the
same dsid and some tag dstag”, then double spending occurred. t* should be considered invalid
and the provider should try to undo all consequences of t*. To undo rewards gained fraudulently
by the user as the result of t*, the provider would first run the algorithm Link(ispp, dstag, dstag™),
which outputs (1) the double-spending user’s public key upk, and (2) linking information dslink.
With upk, the provider can identify the user, while dslink serves as publicly verifiable proof that the
user has indeed double-spent. This can be verified by anyone using VrfyDs(ispp, dslink, upk), which
outputs a bit indicating whether or not dslink is a valid proof of double-spending for user upk. With
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Figure 2: Example DB. Double-struck spend operations are invalid. All dashed lines are added when
to is synchronized into DB. The user has double-spent dsid; (and ¢} is marked invalid
because of this). When t, is synchronized into DB, it is immediately marked invalid, dsids
is revealed to be its successor and as a consequence, t3 is marked invalid and its successor
dsidy is computed.

this mechanism, the provider can recoup any losses (e.g., through a legal process).

The second consequence of transaction t* is that the user gained a remainder token from it,
which also never should have happened. dslink as computed above can also be used to deal with
this: the incentive system provides the method Trace(ispp, dslink, dstag™) which outputs the dsid
of the remainder token that resulted from ¢*. This can be iterated: if Trace(ispp, dslink, dstag™)
uncovers dsidyg and dsidyp has also been already spent in transaction ¢, with tag dstag,, then
Trace(ispp, dslink, dstag,) will uncover some dsid;, etc.

To be more concrete, we imagine the provider sets up a central database DB. The database is a
directed bipartite graph, which contains (1) one token node dsid for each dsid the provider received,
and (2) one transaction node t; for each spend transaction. Edges establish known consume/produce
relations for transactions: every transaction t; effectively consumes exactly one dsid (which the user
reveals), inducing an edge dsid — t;. If double-spending occurs, Trace may uncover the remainder
token’s dsid* produced by t;, in which case the graph would contain an edge t; — dsid*. Figure 2
depicts an example database DB.

Stores periodically send their observed transactions ¢; (together with their k, dsid, and dstag)
to the central database. If dsid is not yet in the database, the database simply adds dsid — t; to
the graph. If dsid was already in the database, then it has already been spent in a transaction ;.
t; is marked invalid and Link, Trace are used to find ¢;’s successor dsid*. If dsid* is already in the
database, any transaction descendants of dsid* are marked invalid and the process repeats. The
exact algorithm DBsync(k, dsid, dstag, DB) to add a transaction ¢; to the graph is given in Figure 3.

If desired, the provider can periodically send all or some spent dsids known in DB to the store
terminals so that they can immediately reject future double-spending transactions. This is especially
useful for dsid*s that were revealed through Trace and have not been spent yet (but we already know
that they will ultimately be revealed as double-spending after the next database synchronization).

6.2 Formal definition

We now formally define incentive systems. For this, we define a set of oracles with shared state that
formally represent the behavior of honest parties in the processes explained above. These oracles
will allow us to the correctness and security definitions (we will allow an adversary A to query a
selection of these oracles in subsequent security games). For these definitions, we assume that ispp
has been generated honestly.
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DBsync(k, dsid, dstag, DB):

e Add new spend operation node t; to DB, associate it with k, dstag.

e If dsid is not in DB, add the node dsid and an edge from dsid to t;.

Otherwise, add the edge from dsid to t;, and:

— If dsid has no (upk, dslink) associated with it, then there exist two outgoing edges from dsid to
transactions ¢, ;. In this case, compute (upk, dslink) = Link(ispp, dstag;, dstag);) using the two tags
dstag’, dstag;- associated with ¢; and ¢;, respectively. Associate (upk, dslink) with dsid.

— Mark ¢; invalid (this triggers the steps below).

Whenever some node ¢; with incoming edge from some dsid is marked invalid

— Use (upk, dslink) associated with dsid and dstag associated to t; to compute dsid® =
Trace(ispp, dslink, dstag). Add dsid™ to the graph (if it does not already exist), associate (upk, dslink)
with dsid”, and add an edge from ¢; to dsid”. If there is an edge from dsid” to some t;, mark ¢;
invalid (if it was not already marked). This triggers this routine again.

Figure 3: DBsync algorithm

Honest users To model honest users, we define the following oracles:

e Keygen() chooses a new user handle u, generates key pair (upk, usk) < KeyGen(ispp), and
stores for reference (upk,, usky, vy, pk,,, token,, dsid,) < (upk,usk,0, L, L 1). It outputs
u, upk.

e Join(u, pk) given handle u runs (token, dsid) < Join(ispp, pk, upk,,, usk,). If token =1, the
oracle outputs L. Otherwise, it stores pk, < pk, token, < token, and dsid, < dsid. This

oracle can only be called once for each u. It must be called before any calls to Earn(u,-) and
Spend(u,-).

e Earn(u, k) given handle u and k¥ € N with vy, + k < Vpqs, the oracle runs token® <«
Earn(ispp, pk,,, k, usky, token,,). If token™ =1, the oracle outputs L. Otherwise, it updates
token,, + token™ and v, < v, + k.

e Spend(u, k) given handle v and k € N with v, > k, the oracle first sends dsid,, to its
communication partner and then runs (token™, dsid*) < Spend(ispp, pk,,, k, dsid,,, usk,, token,,).
It updates token,, <+ token®, dsid, < dsid* and v, < v, — k. If token™ =L, the oracle outputs
1 and all further calls to any oracles concerning u are ignored.’

Honest Provider To model an honest provider, we define the following oracles:

e IssuerKeyGen() generates (pk, sk) < IssuerKeyGen(ispp). It stores pk and sk for further use.
It initially sets the set of users U +— () and sets the double-spend database DB to the empty
graph. Furthermore, initially vearned; Uspent <= 0. Further calls to this oracle are ignored. This
oracle must be called before any of the other provider-related oracles. The oracle outputs pk.

o Issue(upk) if upk € U, the request is ignored. Otherwise, the oracle runs Issue(ispp, pk, upk, sk)
and adds upk to U.

e Credit(k) for k € N, runs Credit(ispp, pk, k, sk) and sets value vearned < Vearned + k-

!Spending the same token twice would be considered double-spending, even if one of the Spend operations fails. Hence
after a failed Spend operation, the user must not attempt to use her old token.
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e Deduct(k) for k € N, waits to receive dsid. It then runs algorithm Deduct(ispp, pk, k, dsid,
sk) — (b, dstag). If b = 0, it outputs L. Otherwise, it chooses a fresh spend handle s and stores
(dsids, dstag,, ks) < (dsid, dstag, k). Then it outputs s and increments vspent < Uspent + K-

e DBsync(s) runs DB’ + DBsync((dsids, dstag,, ks), DB). Then, it updates DB <+ DB’ and
recomputes Vinvaliq as the sum of values k associated with invalid transactions within DB’.

Syntax and correctness We are now prepared to define incentive systems and their correctness.
For this, consider an experiment Exp®"*®*(Ilipsy, A, A), where A is an algorithm. The experiment
first runs IssuerKeyGen to receive pk. The adversary A is then given pk and access to the
following oracles (see Section 2 for oracle notation): Keygen(), u — Issue(upk,) < Join(u, pk),
(u, k) — Earn(u, k) <» Credit(k), (u, k) — Spend(u, k) <» Deduct(k), and s — DBsync(s). The
experiment outputs fail if something goes wrong, i.e. if one of the oracles outputs L or if DB
contains a transaction marked as invalid. Note that in this experiment, all protocols are followed
honestly and A effectively just chooses a polynomial-length sequence of actions that users or the
provider take.

Definition 10 (Incentive System). An incentive system Ilj,g, consists of ppt algorithms Setup,
KeyGen, IssuerKeyGen, Issue, Join, Credit, Earn, Spend, Deduct, Link, VrfyDs, Trace, where Link, VrfyDs,
and Trace are deterministic. It is correct if for all ppt A, there exists a negligible function negl such
that

Pr[Exp® " (Tlipsy, A, A) = £ail] < negl()). o

6.3 Security Definitions of Incentive Systems

With regards to security, an incentive system should protect honest users’ privacy. The provider
wants to be sure that users cannot spend more points than the provider issued. If they do (e.g.,
in offline stores), the provider needs to be able to uncover all illegal transactions and prove the
double-spending user’s guilt. We will now define these properties formally.

6.3.1 Anonymity

For anonymity, we want that a malicious provider is unable to learn which user belongs to which
earn/spend transaction. In reality, this protects users, for example, from having their shopping
history linked to their identity. Users are not anonymous when registering for the incentive system
(Join) because the provider needs to learn their real identity to identify double-spending users.
However, if users are honest and do not double-spend, the provider should not be able to link a
user’s registration to any other action they do.

More formally, a malicious provider should not be able to distinguish two users running the Earn
or the Spend protocol. We define this with a game-based approach: we define two experiments,
Exp®°Eam and Exp®©-SPend which treat anonymity for the Earn and Spend operation, respectively
(cf. Figure 4). In the first phase of the experiments, the adversary A plays the role of a malicious
provider: A publishes some public key pk and interacts with honest users. Note that by design of
the honest user oracles, honest users never double-spend. A then chooses two users ug, u;. The
experiment makes one of the users run Earn (or Spend) with A. A should not be able to distinguish
ug running Earn (or Spend) from w1 running the protocol.

There are two exceptions to this: First, if ug has a valid token token,, #.L, while u; does not (e.g.,
because the provider sabotaged an earlier spend operation), then certainly uy can be distinguished
from uy. Second, if ug or u; do not have sufficiently many points to spend k, or, analogously, if ug
or u; has too many points to receive k additional points without hitting the v, limit. Since it is
functionally desired to be able to distinguish users in these cases, the experiment accounts for this.
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Expzno'X(Hinsy, AN
ispp < Setup(G(1*))
(pk, st) < A(ispp)
(UO; u, k, St) — AKeygen(),Join(-,pk),Earn(~,-),Spend(~,»)(st)
If Le {token,,, token,, }, output 0
If X =Earn and vy, vy, < Umaz — K
output b « AEarn(u.k) (s1) where A may only query once
Else if X = Spend and v, v,, >k
output b + ASpend(us.k) (st), where A may only query once
Else
output 0

Figure 4: Anonymity experiments

Eprram_reS(Hinsya ./4, )\)
ispp < Setup(G (1))

(pk, st) < A(ispp)
(U, dSlZTZk) « AKeygen(),Join(-,pk),Earn(-,~),Spend(-,~)(st)

If VrfyDs(ispp, dslink, upk,,) =1
output 1

Else output 0

Figure 5: Framing resistance experiment

ano-X

Definition 11 (Anonymity). The experiment Exp is presented in Fig. 4 and defined for
X € {Earn,Spend}. We say that an incentive system Ili,gy is anonymous if for both X € {Earn, Spend}
and for all ppt A it holds that

| Pr[Expg" (11, 4, A) = 1] — Pr{Exp{™ (1, A, A) = 1]| < negl(\)

for all \. o

6.3.2 Framing resistance

To deal with double-spending users, the provider wants to be able to convincingly accuse users
of double-spending. Framing resistance guarantees that honest users cannot be falsely accused of
double-spending by a malicious provider. This is a positive for honest users (as they can repudiate
double-spending claims) and for the provider (a double-spending proof holds more weight in court if
the provider cannot possibly frame innocent users).

We define framing resistance with an experiment, in which the adversary A plays the role of a
malicious provider, who publishes some pk and interacts with honest users (which by definition do
not double-spend). Ultimately, .4 tries to compute a value dslink that is accepted by VrfyDs as proof
of double-spending for some honest user. The chances of him succeeding must be negligible.

Definition 12 (Framing resistance). We define experiment Exp™®™T® in Fig. 5. We say that
incentive system Il is framing resistant if for all ppt A, there exists a negligible function negl s.t.

18



Expsound (Minsy, A, A):
ispp < Setup(G(11))

pk < IssuerKeyGen()
Run AIssue(-),Credit(-),Deduct(~),DBsync(-)(

ispp, pk)
If Uspent — Vinvalid > Vearned and A has queried DBsync(s) for all
spending record handles s output by the Deduct oracle
output 1
If DB contains some (upk, dslink) associated with some dsid
such that VrfyDs(ispp, dslink, upk) # 1 or upk ¢ U,
output 1
Else output 0

Figure 6: Soundness experiment

Pr[Exp™@™7(TT, A, \) = 1] < negl(\) for all \. o

6.3.3 Soundness

For soundness, we ideally want to ensure that malicious users cannot spend more points than the
honest provider has issued. Of course, in the presence of offline double-spending, this statement
cannot be true: users can certainly spend their tokens twice in offline stores. Hence we need to be
more precise. We keep count of three kinds of points (as can be seen in the oracle definitions on
page 16): Vearned counts how many points the provider has issued. vgpent counts how many points
users have spent (in the sense of successful Deduct runs). vipald counts how many points were
spent in transactions that have been marked invalid in the provider’s database DB. Soundness will
guarantee that vspent — Vinvalid < Vearned, i-€. users cannot spend more then they have earned if you
deduct transactions the provider discovers to be invalid. This means that while users may be able to
double-spend, they cannot do so undetected.

Furthermore, soundness guarantees that double-spending transactions can be traced to users, i.e.
whenever DB contains some upk, dslink annotated to some double-spent token node dsid, then upk
is one of the registered users and dslink is valid proof of double-spending.

The experiment has an adversary A play the role of an arbitrary number of malicious users, while
the experiment simulates an honest provider. A can interact with the honest provider for the usual
user operations. Additionally, A can control the order in which his transaction data is added to the
central database DB. A wins if either vspent — Vinvalid > Vearned (€ven though all transactions have
been synchronized to DB, i.e. all offline double-spending detection should have already happened)
or if the database holds some invalid tracing data upk, dslink.

sound

Definition 13 (Soundness). We define the experiment Exp in Fig. 6. We say that incentive sys-
tem Ili,sy is sound if for all ppt A, there exists a negligible function negl with Pr[Expsound(H, AN =
1] < negl(\) for all A. o

7 Construction of an Incentive System from UACS

For our construction of an incentive system, we use a UACS Ilyacs (Definition 4), a public-key
encryption scheme Ilg,. (Definition 2), and an additively malleable commitment scheme Tlpy
(Definition 3). At its core, the users’ tokens will be credentials encoding their points. They are
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updated whenever the user earns or spends points. Most of the other mechanisms in place deal with
double-spending prevention, as we’ll explain below.

Key generation The system is set up using Setup(pp), which outputs ispp = (pp, cpp, Pkept)
consisting of public parameters pp (e.g., the elliptic curve group), credential public parameters
cpp < Setupaes(pp), and a commitment key pk.,. < KeyGen, . (pp). pp fixes an attribute space A
for the credential system and a message space Mgy for the encryption scheme. We assume A = Z,,
for some super-poly p and set the point maximum to v, = p — 1.

The key pair (pk, sk) < IssuerKeyGen(ispp) for a provider is simply a credential key pair (pk, sk) <
IssuerKeyGen,,, .« (cpp, 1™) for n = 4 (i.e. all our attribute vectors will have length 4). They will use
sk to issue and update credentials.

Users generate a key pair (upk, usk) < KeyGen(ispp), which is simply an encryption key pair, i.e.
usk < KeyGen,,.(pp) and upk = ComputePK,,.(pp, usk). As a rough idea, the user’s key will be used
to (1) identify the user, and (2) encrypt tracing data. If double-spending occurs, our mechanisms
will ensure that usk is revealed, allowing the provider to access the tracing data.

Obtaining a token A token token = (dsid, dsrnd, v, cred) consists of its identifier dsid, some
randomness dsrnd used for double-spending protection, its current value v, and a credential cred
with attributes (usk, dsid, dsrnd, v).

The provider wants the dsid for each token to be uniformly random, so that users cannot
maliciously provoke dsid collisions (which, at first glance, would not actually benefit the user.
However, dsid collisions between otherwise unrelated tokens would hinder tracing). Furthermore,
the provider should not be able to learn dsid, because he would otherwise be able to recognize the
user when he spends the token and reveals dsid. For this reason, the first step of the token-obtaining
protocol Issue(ispp, pk, upk, sk) <> Join(ispp, pk, upk, usk) — (token, dsid) has the user and provider
compute a commitment to dsid such that dsid is guaranteed to be uniformly random in Z, if
either the user or the provider is honest, and only the user knows dsid. To ensure this, both
parties contribute a random share for dsid. The user privately picks a random share dsidysy < Zy,
and the provider does the same for his share dsidpryar < Zp. Then the user commits to his
share (Cys;, open) < Commitems (PP, Pk, dSidusy) and sends the commitment Clg, to the provider.
The provider replies with his share dsidpyvar < Z, (in plain). Using additive malleability of the
commitment scheme, both parties can compute the commitment Cysiq = Addemt (PP, Phemt> Cusrs
dsidprvdr) to dsid := dsidys + dsidpvge. Intuitively, if the provider is honest, then dsidpyvg, is
uniformly random, and hence dsid is random. If the user is honest, dsidys, is uniformly random and
hidden within the commitment, so the provider will not be able to choose dsidprvar adaptively, hence
overall, dsid in that case should also be uniformly random (and hidden from the provider).

Now the provider issues a credential to the user. For this, the user’s hidden parameter is
a = (usk, dsid, dsrnd, open), where the user privately chooses dsrnd < Z,. The update function is

(usk, dsid, dsrnd, 0) if Pepk

1 otherwise

w(J—a Oé) = {

where Yk is true if and only if

e The user secret to be written into the credential is consistent with the user’s public key
(upk = ComputePK,,.(pp, usk)), and

o dsid is committed (Vrfy (PP, Pkemt, Cdsid, dsid, open) = 1).

The two parties run Issueyacs(cpp, pk, 1, sk) <> Receiveyacs(cpp, pk, 1, o) — cred, where the user
receives his credential cred. The user outputs his token token = (dsid, dsrnd,v = 0, cred).
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Earning points The protocol Credit(ispp, pk, k, sk) <> Earn(ispp, pk, k, usk, token), where the user
receives a new token token® with value v + k is very simple: the provider and the user simply run a
credential update that adds & to v, i.e. with update function ¢ ((usk, dsid, dsrnd,v), ) = (usk, dsid,
dsrnd,v + k). The user stores the new token token* = (dsid, dsrnd,v + k, cred™), where cred” is the
result of the credential update.

Spending points Spending k < v points of a token token = (dsid, dsrnd, v, cred) is the most
complicated operation, as most of the double-spending protection happens here. Before the protocol,
the user reveals dsid, which (with overwhelming probability) uniquely identifies token. Then, the
parties run Spend(ispp, pk, k, dsid, usk, token) <> Deduct(ispp, pk, k, dsid, sk), which works as follows:

For the remainder token, the user and the provider jointly compute a commitment Cggq* on a
guaranteed random dsid* as in the “Obtaining a token” protocol. From this, the user obtains Cysiq*,
dsid*, open™ and the provider obtains Cyggq™.

To enable the provider to reveal the user’s identity in case of double-spending, the provider sends
a random challenge v < Z, to the user and the user replies with ¢ = usk - v + dsrnd (using dsrnd of
the token he’s spending). Intuitively, if this is the first time this token is spent, dsrnd is uniformly
random and the provider has never seen the value, hence to the provider, ¢ is just some uniformly
random value. The idea is that if the user tries to spend the same token a second time, he will be
forced to reveal ¢ = usk - y' + dsrnd for some (likely different) challenge 4/, from which the provider
would be able to compute usk = (¢ — ') /(v —7'), clearly identifying the user.

In case the user double-spends, the provider needs to be able to find the dsid* of the remainder
token that is going to be issued. To enable this, the user encrypts dsid* under his own public key:
ctrace < Encrypt,,.(pp, upk, dsid*) and sends ctrace to the provider. The idea is that if usk is ever
revealed because the user double-spends, then the provider can use it to decrypt ctrace and uncover
the remainder token’s identifier dsid*.

Finally, user and provider run a credential update on the user’s current token to become the
remainder token. This includes a check whether or not the data sent by the user is formed correctly.
The user’s hidden parameter is o = (dsid*, dsrnd*, open™), where dsid*, and open* are as above and
the user secretly chooses dsrnd* <— Z,. The update function is

(usk, dsid*, dsrnd*,v — k) if ek

1 otherwise

Y((usk, dsid, dsrnd, v), a) = {

where Yk is true if and only if

dsid in the credential is the same as the user has revealed to the provider,

the user has sufficient points, i.e. v > k,

the commitment to dsid* is well-formed, i.e. 1 = Vrfy . (pp, Pkep, Cdsia”» dsid*, open™),

c is well-formed to reveal usk upon double-spending, i.e. ¢ = usk - v + dsrnd, and
e ctrace can be decrypted with usk, i.e. dsid* = Decrypt,,.(pp, usk, ctrace).

From the credential update, the user receives a credential cred*. If cred® #.1, Spend outputs
token™ = (dsid*, dsrnd*, v — k, cred™) and its dsid*. The provider receives a bit b from the update,
intuitively indicating whether or not the user had sufficient points and that the data he sent
will enable correct tracing of the user and this transaction. Deduct outputs b and, if b = 1, the
double-spending tag dstag = (c,, ctrace).
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Handling offline double-spending Tracing double-spending users and their dsids works as
follows:

For two tags dstag = (c,7, ctrace = usk - v+ dsrnd) and dstag’ = (¢, ctrace’ = usk -~ + dsrnd),
we can compute Link(ispp, dstag, dstag’) = (upk, dslink) as dslink = usk = (¢ — )/(y — '), and
upk = ComputePK(pp, dslink).

Then, dslink can be used to trace that user’s transactions by decrypting ctrace as Trace(ispp,
dslink, dstag) := Decrypt,,.(pp, dslink, ctrace) = dsid*.

Finally, clearly we can establish a user’s guilt by revealing the secret key usk = dslink to his public
key upk. To verify a user’s key, VrfyDs(ispp, dslink, upk) checks that ComputePK(pp, dslink) = upk.

Correctness A more compact representation of this construction can be found in Appendix D. It
is easy to check correctness given that dsids are by definition uniformly random in Z, if both user
and provider behave honestly.

7.1 Security

We state the following theorems:

Theorem 14. If II,,s has simulation anonymity (Definition 5), Il is key-ind. CPA secure
(Definition 19), ey is computational hiding, then I, (Construction 23) guarantees anonymity
(Definition 11).

Proof sketch. The adversary A is asked to distinguish if it talks to user ug or uq in the challenge
phase. Both users are determined by .A. We will first handle the easy case of Exp™**(TTjysy, A, \)
for X = Earn: everything that the adversary A sees perfectly hides the user’s secret usk and
dsid. For the case X = Spend and user up, let ¢ be the spend operation in the challenge
phase and 7 — 1 the previous spend operation in the setup phase. During spend 7 — 1, the ad-
versary A gets Encrypt,,.(pp, upky, dsid;) and can compute Commitemt(pp, pkegy, dsid;) from the
commitment to dsid,s that he receives. In spend i, A gets (1) Encrypt,,.(pp, upky, dsidi+1), (2)
Commitemt (PP, Phopt dsidi+1), and (3) dsid;. For (2), observe that Commitemt(pp, Pkemt, dSidit1)
has no influence on A’s advantage since it is independent of b. If we look at (1), we observe
that the encryption is generated under upk,. Therefore, in addition to CPA security, we need
that the keys of the users are indistinguishable. Considering (3), observe that the commitment to
dsid; (in spend i — 1) is computationally hiding. Furthermore, to link Encrypt,,.(pp, upk;, dsid;) or
Commitemt (PP, Pkept, dsid;) from spend i — 1 to dsid; revealed in spend i, A has to break (key-ind.)
CPA security of Ilgne or comp. hiding of Ilepnt.
The full proof can be found in Appendix F.2.

Theorem 15. If I, is sound (Definition 6), Il., is perfectly binding (Definition 20), and
ComputePK,,.(pp, ) is injective, then the incentive system Ili,e, (Construction 23) is sound (Defini-
tion 13).

Proof sketch. The proof is a reduction to soundness of the underlying updatable credential system.
Let A be an attacker against incentive system soundness. We construct B. B simulates A’s view
perfectly by replacing Issuey,cs and Update,, ., calls with calls to the corresponding UACS oracles.
Let error be the event that (1) B has output the same challenge § in two different Deduct runs, or (2)
there were two commitments Clgiq, Casia’ in two runs of Deduct or Issue such that the commitments
can be opened to two different messages. (1) happens with negligible probability (6 < Z,), so does
(2) because dsidprydr, dsid;rvdr < Z;, and the commitment scheme Ilcn is perfectly binding. It then
remains to show that if error does not happen and there exists a consistent explanation list £, then
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Table 1: Avg. performance of our implementation over 100 runs in milliseconds. Emphasized: typical
execution platform for each algorithm.

Device Issue Join Credit Earn Deduct Spend
Google Pixel (Phone, Snapdragon 821) 56 76 122 110 353 390
Surface Book 2 (Laptop, i7-8650U) 10 13 17 18 64 69

A cannot win (implying that unless error, if 4 wins, then B wins as there is no £ that would make
it lose). The proof of this is somewhat technical, but essentially, we look at each user individually.
For this user, there exists some “canonical” sequence of spend and earn operations in £ that does
not involve any spend operations marked as invalid (in the double-spending database DB). From
the design of update functions and consistency of L, it is clear that in such a sequence, the value
accumulated by earn operations cannot be smaller than the value spent through spend operations,
i.e. the desired property vearned = Uspent — Vinvalid holds if we only consider these canonical operations.
The rest of the proof deals with ensuring that spend operations that are not part of the canonical
sequence have all been marked invalid in DB (such that removing all non-canonical operations
from consideration does not change vspent — Vinvalid and only decreases vearmed). Because of —error,
challenges v do not repeat and any two attribute-vectors that share the same dsid have the same
usk, dsrnd. This implies that extracting usk from two transactions with the same dsid works without
error (given ¢ = usk -y + dsrnd and the definition of Link). Since any extracted usk is correct in this
sense, the tracing of dsid as in DBsync works as intended, i.e. all invalid transactions will be marked
as such in DB as required.
The full proof can be found in Appendix F.3.

Theorem 16. If encryption scheme Ilq,. is CPA-secure and Il,,cs has simulation anonymity, then
IIinsy (Construction 23) is framing resistant.

Framing resistance follows easily via reduction to Ileye’s (key-ind.) CPA security: An adversary
who can frame an honest user needs to be able to compute the secret key wusk for the user’s
upk = ComputePK_,.(pp, usk). The proof can be found in Appendix F.4

8 Instantiation and Performance of our Incentive System

We instantiated Construction 23 using the signature scheme by Pointcheval and Sanders [PS16]
for the UACS, and ElGamal as the public-key encryption scheme and malleable commitment. A
concrete description of the instantiated scheme can be found in Appendix E. Using the open-source
Java library upb.crypto and the bilinear group provided by mcl (bn256)? we implemented this
instantiation and ran it on a phone (typical user device) and a laptop (approximate provider device).
In Table 1 we focus on the execution time (in ms) of the protocols, excluding communication cost.
The numbers illustrate that our scheme is practical. They are better or comparable to the BBA+
performance [HHNR17], who do not offer partial spending (the user needs to reveal point count
when spending) and hence can avoid expensive range proofs.
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A Security Definitions for Building Blocks

Definition 17 (Unforgeability). Consider the following unforgeability game ExpPid-v(I1, 4, \) for
a blind signature scheme II:

e The experiment runs pp < G(1*) and hands pp to A. A responds with 17 for some n € N.
The experiment generates (pk, sk) < KeyGen(pp,1™) and hands pk to A.

e A can query signatures by announcing ¢, m € M"™ and r such that ¢ = Commit(pp, pk, m, r).
The experiment then runs BlindSign(pp, pk, sk, ¢) interacting with 4 and records m.

e Eventually, A outputs m* and o*. The experiment outputs 1 iff Vrfy(pp, pk,m*,0*) = 1 and
m* was not recorded in any query.

IT has blind unforgeability if for all ppt A there exists negl such that Pr[ExpP™duf(I1, 4, \) = 1] <
negl(A) for all A. o

Definition 18 (Perfect msg privacy). We say that a blind signature scheme has perfect message

privacy if

e “the commitment scheme is perfectly hiding”: For all mg,m; € M™, Commit(pp, pk, mo,ro) is
distributed exactly the same as Commit(pp, pk,m1,r1) over the random choice of rg,r;.
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e “BlindRcv does not reveal the message”: for any two messages myg,m; € M™ and all (unre-
stricted) A:

(output 4[A(Co) <> BlindRev(pp, pk, 1o, 70)], X0)
is distributed exactly like
(output 4[A(C1) <> BlindRev(pp, pk, m1,71)], X1)

where rg, r1 is chosen uniformly at random, C; = Commit(pp, pk,m;,r;) and x; is an indicator
variable with x; = 1 if and only if Vrfy(pp, pk,m;,0;) =1 for the local output o; of BlindRcv
in either case. o

While this definition may seem strong, it is satisfied, for example, by the Pointcheval Sanders blind
signature scheme [PS16], where Commit is a effectively a (perfectly hiding) Pedersen commitment,
Their BlindRev (in our formulation without zero-knowledge proof) does not send any messages
(meaning the output of A is clearly independent of 7i), and the x; bit (validity of the resulting
signature) is also independent of the committed message.

Definition 19 (Key-indistinguishable CPA). Let Ilene be a public-key encryption scheme. Consider
the following experiments Explgey A7 e AN for b e {0,1}.

e The experiment generates public parameters pp < G(1*) and two keys KeyGen,,.(pp) —
sko, sk1, hands A the pp and the two public keys (pkg,pk;) = (ComputePK,,.(pp, sko),
ComputePK,,.(pp, sk1)).

e A outputs two messages mq, m1 € Mp,.

o A gets Encrypte,.(pp, pky, mp) from the experiment and outputs a bit b.

We say that Ilepe is key-ind. CPA secure if for all ppt A, there exists a negligible function negl s.t.
| Pr[Expp™ ™ (Iene, A, A) = 1] — Pr[Expi® ™™ (ene, A, ) = 1]] < negl(X)

Definition 20 (Perfectly binding commitment). A (malleable) commitment scheme is perfectly
binding if for all pp € [G(1Y)], pk € [KeyGen(pp)] and all (c,0) € [Commit(pp, pk, m)], there exists no
m’, o’ such that m’ # m and Vrfy(pp, pk,c, 0o, m') = 1.

Definition 21 (Comp. hiding commitment). Let 1. be a malleable commitment scheme. Consider
the following experiment Exp9 (I, A, A).

o pp  G(1%), pk + KeyGen(pp), (mo, m1, st) < A(pp, pk), mo,m1 € My,
o b+« A(c, st) where ¢ = Commit(pp, pk, my)

We say that Il.y, is computational hiding if for all ppt A, there exists a negligible function negl s.t.
| Pr[Exphd(Memt, A, A) = 1] — Pr[Explid (T, A, A) = 1]| < negl(\)

B Formal Description of the Generic Construction of UACS

Construction 22. Let Il, be a blind signature (Definition 1). We construct UACS:

Setup(pp) — cpp generates public parameters cpp consisting of pp and a zero-knowledge argument
common reference string. The attribute space A is the signature scheme’s message space Mgg.

IssuerKeyGen(cpp, 1) — (pk, sk) generates keys by running algorithm KeyGeng;, (pp,1") — (pk, sk).
The update function universe ¥ consists of all ¢ : (Mg, U{L}) x {0,1}* — Mg, U{L} that
are supported by the zero-knowledge arguments below.
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Issue(cpp, pk, ), sk) <> Receive(cpp, pk, 1, o) — cred  for 1) € ¥ works as follows:

The receiver computes A = (L, ) and commits to A by computing ¢ = Commitgig (pp,
pk, A, r) for random 7 and sends ¢ to the issuer.

Receiver proves ZKAK[(a,r); ¢ = Commitgig (pp, pk, ¥ (L, o), )]
If the proof accepts, issuer runs BIindSignSig(pp, pk, sk, c) and receiver runs BlindRevgie (pp,
vk, A1) = 0.

The receiver checks if Vrfyg, (pp, pk, A, o) = 1. If so, it outputs cred = (ff, o), otherwise
it outputs L.

b « Update(cpp, pk, 1, sk) <> UpdRev(cpp, pk, v, a, cred) — cred* works as follows:

The receiver parses cred = (A, 0) and computes A* = ¢(4, a).

The receiver commits to A* by computing the commitment ¢ = Commitgi, (pp, pk, [f*, T)
for random 7 and sends c¢ to the issuer.

Then, the receiver proves ZKAK[(%T, o, o, 1); Vriyg, (pp, Dk, A, o) = 1 A c = Commitgig (pp,
Pk, (4, a),7)].

If the proof rejects, the issuer outputs 0 and aborts.

Otherwise, issuer runs BlindSigng, (pp, pk, sk, ¢) while receiver runs BlindRevsig(pp, pk;, A,
r)— o

The receiver checks if Vrfysig(pp,pk,ﬁ*,a*) = 1. If so, it outputs cred® = (ff*,a*),
otherwise it outputs L. The issuer outputs 1.

ShowPrv(cpp pk, ¢,a cred) <+ ShowVrfy(cpp, pk, ) — b works as follows: the prover parses cred =
(A,0). If ¢(A, o) = 0, the prover aborts and the verifier outputs 0. Otherwise, the prover runs
the proof ZKAK[(%T,@, 0); Vrfygie (0P, PE, A 0) = 1A ¢(A, @) = 1]. If the proof succeeds, the
verifier outputs 1, otherwise 0.

C Security Proof for Updatable Credentials

In this section, we sketch the security proofs for Construction 7.

Theorem 8: Anonymity. We define the simulators as follows:

® Gsetup(pp) runs the trapdoor generator of the ZKAK and outputs cpp (which contains pp and
the ZKAK common reference string from the trapdoor generator), and the simulation trapdoor

td.

° GRece,ve(td pk, 1) and GUdec\,(td pk, 1) work very similarly to one another: they both commit
to0asc= Commitsig (pp, Pk, 0 ,7) with random r and send ¢ to A. They then simulate the ZKAK
proof (in Receive or UpdRcv) using ¢d. Finally, they both run BlindRevs;s (pp, pk, 0, r) — o and
compute the bit b = Vrfy, (pp, pk, 0,0). They send b to A.

o Gshowpr(td, pk, ) simulates the ZKAK.

Given that Ilg, has perfect message privacy by assumption, the commitment ¢ and the bit b
computed by the simulator have the same distribution as in Receive or UpdRcv. Simulation of the
zero-knowledge arguments produces the correct view for A by assumption. O

Theorem 9: Soundness. We define the algorithm £ that is supposed to extract an explanation list £

as follows:
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On input (cpp, r A, Tissues TUpdate ), the extractor EA first runs A with randomness 74 and cpp
until A halts.

For the ith query to Issue, Update, or ShowVrfy in this run, £ does the following;:

— if it is a query to Issue and the proof of knowledge within Issue is accepting, then £ uses
the proof of knowledge extractor to obtain a witness («,r). It stores c; := v on L. If the
proof of knowledge is not accepting, it stores some arbitrary a; € {0,1}* on L.

— if it is a query to Update and the proof of knowledge within Update is accepting, then & uses
the proof of knowledge extractor to obtain a witness (4, o, v, 7). It stores (A;, o) == (A4, @)
on L.

— if it is a query to ShowVrfy and the proof of knowledge within ShowVrfy is accepting, then
€ uses the proof of knowledge extractor to obtain a witness (A, o). It stores 4; := A on

L.

£ outputs L.

Since the argument of knowledge extractor runs in expected polynomial time, £ runs in expected
polynomial time, too (probability over r 4 and £’s random coins).

With this £, the soundness of our updatable credential construction can be reduced to unforgeability
of the underlying blind signature scheme sig (Definition 17). Let £ be as above. Let .4 be an attacker

against Exp®"™4. We construct B against Exp

blind-uf .

B runs A with randomness r 4

B receives pp from the unforgeability experiment. B generates cpp from pp and hands cpp to
A. A responds with 1" for some n € N. B hands 1" to its challenger, receiving pk. B hands
pk to A.

Whenever A queries Issue with update function 1, 5 checks the proof of knowledge. If it accepts,
B uses the proof of knowledge extractor to obtain a witness («, ). B submits i := ¢(L, a), r
and ¢ := Commitg(pp, pk,m,7) to its challenger, who starts running BlindSigng, (pp, pksk, c).
B relays the messages for BlindSigng, between its challenger and A.

Whenever A queries Update with update function v, B checks the proof of knowledge. If it
accepts, B uses the proof of knowledge extractor to obtain a witness (A', o,a,r). If B has
not queried its challenger for A before, it outputs m := Aand o as a forgery. Otherwise, B
submits m := w(/f, a), r, and ¢ := Commitgg (pp, pk, 1, ) to its challenger, who starts running
BlindSigng;, (pp, pk, sk, c). B relays the messages for BlindSignsig between its challenger and .A.

Whenever A queries ShowVrfy with predicate ¢, B checks the proof of knowledge. If it accepts,
B uses the proof of knowledge extractor to obtain a witness (A, a, o). If B has not queried its
challenger for A before, it outputs m := A and o as a forgery.

Eventually, A and halts. B runs E4(epp, 74, Tissue, T'Update) (using the same random coins for £
that B used for its extraction of proofs of knowledge, ensuring that the output of £ will be
consistent with the values extracted by B before) to obtain L.

Then B halts.

Analysis: Whenever B outputs a signature forgery, it is guaranteed that the signature is valid
(since they are valid witnesses in a proof of knowledge for a relation that requires signature validity).
If B outputs a forgery during an Update or ShowVrfy query, by construction it has never asked for
the message to be signed before.
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It is easy to see that the simulation is perfect. If B does not halt before A halts, the output £
of &£ necessarily fulfills argument consistency: Suppose for contradiction that £ is not consistent,
i.e. there is some index ¢ such that £ is inconsistent for that index. Let E; be as prescribed in the
soundness experiment given £. Note that before the ith query, B has only queried its oracle for
signatures on messages A € E;_1.

e Assume i belongs to an Issue query. By definition i cannot have caused the inconsistency.

e Assume ¢ belongs to an Update query with update function ;. Then the entry on £ is some
(ffi, «;). Because i caused the inconsistency, Update has output 1 (implying that B runs the
proof of knowledge extractor and obtained the witness (A4, o, o, 7)) and (1) ¥;(4;, o) =L or (2)
A; ¢ E;_1. (1) can be ruled out since ¥i(A;, ;) #.L is guaranteed by the proof of knowledge
statement and hence by its extractor. If (2) happens, then B halts and claims a forgery (as it
has not queried ffz to its oracle before), contradicting that B does not halt before A halts.

e Assume 7 belongs to a ShowVrfy query with predicate ¢;. This case is handled analogously to
Update.

So we know that if B does not halt before A halts, then £ outputs a consistent £, implying that
Pr[ExpPinduf(Tg,, B, \)] > Pr[Exp™™4(I1, A, £, \) = 1]. So if for £ as defined above, there exists
an adversary A with non-negligible success probability, then there exists B (as defined above) with
non-negligible success probability against the blind signature scheme. By assumption, such a B does
not exist, hence the updatable credential system is sound. (Note that B runs in expected polynomial
time. This can be converted to polynomial time by trading off success probability using Markov’s
inequality. ) O

D Compact Description of the Incentive System Construction

We list the generic incentive system construction, as explained in Section 7, in a more compact and
formal manner.

Construction 23. Let Il .5 be an UACS, Il be a public-key encryption scheme, and let Tt
be an additively malleable commitment scheme. We define the incentive system Il;,s, as follows:

Setup(pp) — ispp runs cpp <— Setup..<(pp). pp fixes an attribute space A and message space Menc
for the encryption scheme. We assume A = Z,, for some super-poly p and set vpq, = p — 1.
Setup chooses a commitment key pk,,,. < KeyGen.,(pp). It outputs ispp = (pp, cpp, Pkemt)-

KeyGen(ispp) — (upk, usk) generates an encryption key usken. < KeyGeng,.(pp) and upk
ComputePK,,.(pp, uskenc). It outputs upk = upk,,. and usk = uskenc.

enc

enc

IssuerKeyGen(ispp) — (pk, sk) outputs a credential issuer key pair (pk, sk) < IssuerKeyGen ,.(cpp,
1") for n = 4.

Issue(ispp, pk, upk, sk) <> Join(ispp, pk, upk, usk) — (token, dsid)

the user picks dsidys < Z, and computes commitment and open value (Cygr, open) <
Commitemt (PP, Phemt, dsidysy). The user sends Clg to the provider. The provider replies with
dsidprvdr < Zp. Both parties compute Cqsia = Addemt (pp, Pkemi, Cusrs d8tdprvar). Then the user
sets dsid = dsidys + dsidprvdr, chooses dsrnd < Z,, and sets o = (usk, dsid, dsrnd, open). Then
the provider runs Issueyacs(cpp, pk, ¥, sk) and the user runs Receiveyacs(cpp, pk, ¥, ) — cred.
Here, the update function is set to (L, (usk, dsid, dsrnd, open)) = (usk, dsid, dsrnd,0), if
user public key upk = ComputePK,,.(pp, usk) and it holds that Vrfy . (pp, Pkemt, Casid, dsid,
open) = 1. Otherwise, set ¢(L,a) =L1. If cred #L1, the user outputs token = (dsid,
dsrnd,v = 0, cred) and dsid. Otherwise, the user outputs L.
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Credit(ispp, pk, k, sk) <> Earn(ispp, pk, k, usk, token) — token™ the user parses token = (dsid, dsrnd,
v, cred) and checks that v + k < vje,. The protocol then works as follows: The provider runs
Update,, . (cpp, pk, v, sk), interacting with the user running UpdRev,,, . (cpp, pk, ¢, a, cred) —
cred* with o =1. Here, the update function is set to ¥((usk, dsid, dsrnd,v),-) = (usk, dsid,
dsrnd,v + k). If cred* #_1, the user outputs token™ = (dsid, dsrnd,v + k, cred™).

(token™, dsid™) < Spend(ispp, pk, k, dsid, usk, token) <> Deduct(

ispp,

pk, k, dsid, sk) — (b, dstag) first has the user parse token as token = (dsid, dsrnd, v, cred)

and check that v > k. Then:

The user chooses dsidy,, < Z, and generates (Cus ", open™) < Commitemt(pp, Pkemt,
dsid}.). He sends Cyus" to the provider.

*

The provider chooses a random challenge v < Z; and a random dsid},q4,

sends both to the user.

< Zyp, and
Issuer and user each compute Cygsiq® = Addemt (PP, Pk, Cusr s dsid;rvdr).

+ dsid* and dsrnd* < Z, for his next token

The user prepares values dsid* = dsid;, prvdr

and sets « = (dsid*, dsrnd*, open™). -
The user computes ¢ = usk - v + dsrnd.

The user encrypts dsid* as ctrace < Encrypt,,.(pp, upk, dsid™).
The user sends c, ctrace to the provider.

The provider runs b < Update,,.(cpp, pk, 1, sk) and the user runs algorithm cred” <«
UpdRev,,, . (cpp, pk, 1, o, cred). Here, the update function is v ((usk, dsid, dsrnd,v),
(dsid*, dsrnd*, open™)) = (usk, dsid*, dsrnd*,v — k) if

— dsid is the same as in the Deduct input,

— v >k,

— VY et (PP, Pkepnt, Casia™» dsid™, open™),

— ¢ = usk -y + dsrnd, and

— Decrypt,,.(pp, usk, ctrace) = dsid*.
Otherwise, ¥(...) =1.
If cred” #.1, the user outputs (token™ = (dsid*, dsrnd*,v — k, cred™), dsid™).
The provider outputs b and, if b = 1, dstag = (¢, v, ctrace).

Link(ispp, dstag, dstag’) — (upk, dslink) with dstag = (c,~, ctrace), dstag’ = (¢',7/, ctrace’), outputs
dslink = (¢ — ') /(v —~') (the intent is that dslink = usk) and upk = ComputePK(pp, dslink).

Trace(ispp, dslink, dstag) — dsid* for dstag = (c,~y, ctrace) retrieves dsid* by decrypting ctrace, i.e.
dsid* = Decryptg,.(pp, dslink, ctrace).

VrfyDs(ispp, dslink, upk) — b outputs 1 iff ComputePK(pp, dslink) = upk.

E Concrete Construction from Pointcheval Sanders Blind
Signatures

We present a concrete construction based on Pointcheval Sanders blind signatures [PS16] for the
UACS and ElGamal encryption for the public-key encryption scheme and the additively malleable
commitment. For this, we follow the generic construction of UACS (Construction 7) and the
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incentive system (Construction 23) closely with one change: We sign dsid € Z,, but we encrypt
Dsid = w™" ¢ G;. Hence, when tracing double-spent transactions, one only learns Dsid* = w®
instead of dsid*. This is not a restriction since the output of Trace is only needed to quickly find the
corresponding transaction to dsid*. So in practice, the issuer would store Dsid instead of dsid for
every transaction that he observes, and then use Dsid to quickly find the transaction pointed at
by Trace. Note that the security of the construction is not impacted (the same security proofs still
apply almost verbatim).

Construction 24 (Inc. system from Pointcheval Sanders signatures). Let (KeyGenpg, Commitpg,
BlindSignpg, BlindRcvpg, Vrfypg) denote the Pointcheval Sanders signature scheme [PS16].

G(1*) — pp generates and outputs a type 3 bilinear group pp = (G1, Ga, G, p, €) of prime order p.

Setup(pp) — ispp and chooses a random w < G; as a shared base for ElGamal encryption Ileye
and g, h < Gy for the malleable commitment IT., (also ElGamal). Setup also generates a
Pedersen commitment key gpamgard, ADamgard <~ G1 and a collision-resistant hash function H,
both for Damgard’s technique [Dam00], enabling efficient simulation of ZKAK protocols. We
omit these values in the following. It outputs ispp = (pp,w, g, h). The maximum point score is

Umaz = P — 1.

KeyGen(ispp) — (upk, usk) generates an encryption key pair by choosing a random usk < Z, and
computing upk = w**. It outputs (upk, usk).

IssuerKeyGen (ispp) — (pk, sk) generates (pkpg, skps) < KeyGenpg(pp, 17=*). We write the keys as
skps = (z,y1,...,y4) and pkpg = (g,9%*,...,9Y4,3,5%,3%,...,g¥*). IssuerKeyGen outputs
pk = pkpg and sk = skps.

Issue(ispp, pk, upk, sk) < Join(ispp, pk, upk, usk) — (token, dsid) works as follows:

dsid |

e The user chooses random dsidys < Z, and computes the commitment Cyus = (g5

hoPer goPe) for a random open <— Z,. It sends Cyg to the issuer.
e The issuer replies with a random dsidyrvar <= Zy. Both issuer and user compute Cygiq =

dsid dsid
(giid - horen - gl goren).

e The user sets dsid = dsidys + dsidprvar and chooses random dsrnd, r < Zj,, computes
Dsid = w™™ and sends ¢ = (g¥1)k . (gv2)dsid . (gys)dsrnd . g7 ¢4 the issuer.

e The user proves ZKAK[(usk, dsid, dsrnd,r, open); c = (g¥1)uk . (g¥2)dsid . (gus)dsmnd . gr p
upk’ — ,wusk A Cdsid _ (gdsid . hopenvgopen)]‘

e If the proof is accepted, the issuer sends opg = (04,0}) = (9", (¢ - g*)"') for a random
' < Z; to the user.

e The user unblinds the signature as opg = (0,0} - (64)™").

e The user checks Vrfypg(pp, pkpg, (usk, dsid, dsrnd,0), opg) = 1. If the checks succeed, it
outputs token = (dsid, dsrnd,v = 0,0pg) and Dsid, otherwise it outputs L.

Credit(ispp, pk, k, sk) <> Earn(ispp, pk, k, usk, token) — token® where token = (dsid, dsrnd,v,ops =
(00,01)) works as follows:

: ; /ot / /
e The user computes randomized signatures (o(, 1) = (o0, (o1 - 04 )") for r < Zy, v’ < Z).
He sends o{), 0] to the issuer.

e The user proves ZKAK|(usk, dsid, dsrnd,v,r"); Vrfypg(pp, pkpg, (usk, dsid, dsrnd, v), (o{,,
i (o0)™) = 1]

31



e If the proof accepts, the issuer sends (oft, /) = ((oh)"", ((a}) - (c4)¥+*)™") for a random
7" < Zy to the user.
e The user unblinds the signature as o = (o§, 0F) = (o4, o/ - (0f)~™"") and checks Vrfypg(pp,

pkpg, (usk, dsid, dsrnd,v + k), opg) L 1. If the check succeeds, it outputs token® =
(dsid, dsrnd,v + k, opg), otherwise it outputs L.

(token™, Dsid*) <— Spend(ispp, pk, k, dsid, usk, token) <+ Deduct(ispp, pk,k, dsid, sk) — (b, dstag) where
token = (dsid, dsrnd, v, cred) works as follows:

s < Zp and computes the commitment Cyg ™ = (g% %usr -
hopen” gopen™y for a random open* < Z,. It sends Cus* to the issuer.

e The user chooses random dsid’ dsid

*

e The issuer replies with a random dsidy, 4, < Z; and a random challenge v - Z,. Both

. Pr " . .
issuer and user compute Cygiq* = (g% s . poven” . g4siprvar  gopen™),

e The user prepares new values dsid” = dsidyg, + dsid},..q, and dsrnd” < Zj, for his next

token and computes Dsid* = w®" and C' = (g¥1)F . (gv2)dsid™ . (gus)dsnd” . (gyayv—k . gro
for a random r¢ < Z,.

e The user computes ¢ = usk - v + dsrnd.
e The user encrypts Dsid* as ctrace = (w”, (w")** - Dsid*) for a random r < Z,.
e The user randomizes his credential (0, 0}) = (i), (o1 - ofy )" for " « L, ' Ly

e The user sends C, ¢, ctrace, 0(), 0] to the issuer and proves

ZKAK([(usk, dsrnd, v, dsid*, dsrnd*, ', r,r¢c, open™);

¢ = usk - v+ dsrnd

AVrfyps(pp, pkpg, (usk, dsid, dsrnd, v), (o(, o} - (06)*’”/)) =1
Av >k

Actrace = (w", (w")"F - w47

AC = (g#)h - (g¥2) B0 - (g¥3) B (ght) R - gTe
ACugia™ = (g%5i" . poven” | goven’ ]

If the proof fails, the issuer aborts and outputs (0, L).

1

e If the proof accepts, the issuer sends ofsg = (0, 07) = (¢"" , (C - g*)"") for a random
" < 7 to the user and outputs (1, dstag = (c,7, ctrace)).

e The user unblinds the signature as opg = (03,07 - (67)77°).

e The user checks Vrfypg(pp, pkpg, (usk, dsid*, dsrnd*, v—k), opg) L 1. Tf the check succeeds,
it outputs token™ = (dsid*, dsrnd*,v — k, opg) and Dsid*, otherwise it outputs L.

Link(ispp, dstag, dstag’) — (upk, dslink) given dstag = (c,~, ctrace) and dstag’ = (', ', ctrace’), out-
puts dslink = (¢ — ¢)/(y — ') and upk = whnk,

Trace(ispp, dslink, dstag) — Dsid* for dstag = (c,7, (ctracey, ctrace;)) computes Dsid* = ctrace; -
ctraceg @,

VrfyDs(ispp, dslink, upk) — b outputs 1 iff wW = ypk.
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F Security Proofs for the Incentive System

F.1 Correctness in the Presence of Adversarial Users

For completeness, we define correctness in the presence of adversarial users, which rules out that
adversarial users can interfere with operations between honest users and an honest provider.

Definition 25 (Correctness in the presence of adversarial users). Let II be an incentive system.
Consider the following experiment Exp®V-¢° (11, A, \):

e The experiment sets up ispp + Setup(G(1*)) and calls the oracle pk <+ IssuerKeyGen(). It
hands ispp and pk to A.

e A may query the following oracles

— Issue(+) — Keygen()

— Credit(-) — u — Join(u, pk) <> Issue(upk,)

— Deduct(+) — (u, k) — Earn(u, k) < Credit(k)

— DBsync(-) — (u, k) — Spend(u, k) <+ Deduct(k)

e Eventually, A halts.

e The experiment outputs 1 iff DB contains some current dsid, of some honest user u (i.e. user
u’s next spend operation would be detected double-spending as dsid,, is already in DB).

We say that II has correctness in the presence of adversarial users if for all ppt A, there exists a
negligible function negl s.t. Pr[Expd¥-<°" (11, A, \) = 1] < negl(\) for all \.

Note that correctness in the presence of adversarial users is not implied by correctness, soundness
and framing resistance. Correctness does not imply anything for the case in which there are
adversarial users. Framing resistance implies that u cannot be blamed for the double-spending (it
may still happen that the online double-spending prevention prevents u from spending his coins).
Soundness implies that after u spends his coin, someone can be blamed for it. This does not rule
out that a corrupted user is able to inject u’s dsid into DB while taking the blame. However, this
would essentially constitute a denial of service attack on u, which is why correctness in the presence
of adversarial users is a desirable property.

Theorem 26. If Z,, is super-poly, then Ilj,s, (Construction 23) is correct in the presence of adversarial
users (Definition 25).

Proof. Assume there are k dsid entries in DB and £ honest users u at the point where A halts. For
honest users, dsid,, is uniformly random in Z, by construction. Furthermore, A’s view is independent
of the current (dsidy)y honest 88 none of the oracles output any information about them. So the
probability that some dsid,, is one of the k dsid in DB is at most ¢ - k/|Zy|, which is negligible as ¢
and k are polynomial and |Z,| is super-poly. O

F.2 Incentive System Anonymity

In the following we proof Theorem 14. For the proof of the theorem we have to look at the experiment
Exp®°X (Fig. 4) instantiated for the incentive system ITinsy. On a high level, in Ilj,g, the important
information for anonymity are the user specific values. Ignoring the commitments and ciphertexts,
we could solely rely on the simulatability of the protocols to proof the theorem. However, the
commitment and encryption scheme only guarantees computationally hiding and key-ind. CPA
security.
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Lemma 27. If [T, has simulation anonymity (Definition 5), then for all ppt algorithms A it holds
that | Pr[Expi"®E™ (Tlinsy, A, A) = 1] — Pr[Expi"FM (T, A, A) = 1] = 0.

Proof. We have to show that we can simulate the experiment and especially the challenge phase
independent of b. Since Ilacs satisfies simulation anonymity (Definition 5), there are ppt algorithms
Gsetups OReceives SShowPrvs Supdrev- Therefore, we can perfectly simulate the setup by running Gsetyp-
Next, observe that we can honestly execute the oracles as in the experiment, since we know all
inputs of the users. In the challenge phase the experiment executes Earn <> A, where Earn is an
execution of UpdRcv s <+ A. We can perfectly simulate Earn in the challenge phase independent
of b by running Sypdrev <+ A. O

In the Spend case of experiment Exp?no_Spend(HinSy, A, \) we have to look at the Spend +» Deduct
protocol of Ilingy (Construction 23), since the setup and challenge phase of EXpZnO'Spe”d executes
Spend(up, k) <> A. In the challenge phase the adversary A is asked to guess which of the users ug, uy
that he picked before executed the Spend protocol.

Let us first state where Il.y and Ile,. are used. During Spend <+ Deduct the provider (in
EXpZmO_Spend the adversary) gets commitments (generated with Ilcy) from the users during the
combined generation of a fresh dsid”* = dsidyg, + dsid}, q,, Where the user commits to a dsidyg, < Zp
and the provider provides his dsidy, 4, € Zp.

Also during Spend <+ Deduct, the user encrypts dsid* under his user public key upk,,. as
ctrace < Encrypto,.(pp, upkeye, dsid*). Here the adversary could break anonymity by distinguishing
which user public key was used to encrypt or the breaks CPA security.

Remember that the adversary A in Expzno'Spend(Hinsy, A, \) can query the spend oracle Spend (u,
k) for user u and spend value k in the setup and challenge phase. In each of the oracle executions he
learns the dsid of the token that the user spends. This means that Spend executions in the setup
phase and the execution in the challenge phase are implicitly linked. In detail, A chooses users ug, uy
in the challenge phase. Then in the challenge phase Spend, A learns the dsid; to a commitment Cj
and encryption ctracep he received during the last Spend execution in the setup phase with either wug
or ui. If he could link the information, he would break anonymity. Let us quickly deal with the easy
case where A never triggered a spend operation during the setup phase, then the dsid* that he gets
during the challenge Spend is a fresh random value from Z, w.h.p..

For the rest of the proof we will change the challenge phase. In detail, we change in the challenge
Spend execution which dsid; the adversary A gets (index 7 in the following) and how the encryption
ctrace that A receives is generated (index j in the following). Therefore, we define experiments H; ;
where 7,5 € {0,1}.

Let Hoo = E:x:pgno'Spend (Iinsy, A, \) and Hy 1 = Exp?nO'Spend (Iinsy, A, A). In Hpp the adversary
gets in the challenge phase one execution of Spend with user ug where A receives dsid (j = 0).
Therefore, the only important Spend execution of the setup phase is the last execution with user
uo (¢ = 0) where A gets the commitment C§ = Commitemt (pp, Pk, dsidye,) and encryption
ctracey = Encrypte,.(pp, Upkenc o, dsidy), where dsidy = dsidyg, + dsidy, q,. Hi1 is analogous. To
show |[Pr[Hoo = 1] — Pr[H;; = 1]]| < negl we also define an intermediate experiment Hp; and
prove that | Pr[Ho o = 1] — Pr[Ho,1 = 1]| < negl and |Pr[Hy; = 1] —Pr[H; 1 = 1]| < negl. In Hy; we
output dsidy in the challenge Spend execution, where dsid, was determined and used in the previous
Spend execution (part of the setup phase) with user ug. The change is that we no longer also output
an encryption of dsids under upke,.o. Instead, we output ctrace’ = Encrypto,.(pp, upkep 1, dsidy),
where dsid] was determined and used in the previous Spend execution (part of the setup phase)

with user u;. The public key upke,, ; is also the one of user u;.

Lemma 28. If II,,cs has simulation anonymity and Ilg,. is key-ind. CPA secure, then for all ppt A,
|(Pr[Hoo(A) = 1] — Pr[Hp1(A) = 1])| = negl(X) for all A € N.
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Proof. Assume that adversary A distinguishes Hy o, Hp,1 with non-negligible probability. We give a
reduction B using A to key-indistinguishable CPA security (Definition 19) of Iepc. In the reduction
B we get from Explgey'ind(ﬂenc, A, \) (b € {0,1}) two public keys that B injects as two user public
keys upkey. o and upk,,. 1 by guessing one pair of the users that A can choose in the challenge phase
of Hyp. Since Iyaes guarantees simulation anonymity (Definition 5) and ¢ = usk - v + dsrnd is
perfectly hiding, the reduction B can simulate the setup of the incentive system and the oracles
Keygen, Join, Earn, Spend of Hy for two users ug,u; that we choose before. For all other users
B executes the oracles honestly as in the experiment. If A outputs two users that are not our guess
ug, u1, then B aborts. This happens with probability 1 — Wl(A)Q. Otherwise, in the challenge phase

with A, Spend is changed in B as described above. In detail, B gives the Expgey 4 challenger dsid;

and dsid] (both from the latest token of the users ug, u; from the setup phase) and outputs the answer
of the challenger as the encryption for A. Eventually, A outputs his guess b which B outputs to the

Explgey_mld challenger. Consequently, |Pr[Expgey'ind(HenC,B,)\) = 1] — Pr[Expr® ™ (Ilepe, B, A) =
0= - |(PelHog(A) = 1) — PrlHoa(A) = 1) 0

Next, we look at |Pr[Hp; = 1] — Pr[H;; = 1]|. From Hy; to Hi; we change which dsidj the
adversary receives during the challenge Spend execution. Either dsidj that is part of the latest token
of the user ug or dsid] from the latest token of user u;. As described above the adversary receives
commitments and encryptions for dsid; corresponding to the latest token of the users. Remember,

H171 _ Exp?no—spend (Hinsy; .A, )\)

Lemma 29. If Il guarantees simulation anonymity, Ile,. is key-indistinguishable CPA secure,
IIery¢ is computational hiding, then for all ppt adversaries A it holds that |[(Pr[Ho;(A) = 1] —
Pr[H; 1 (A) = 1])| = negl

Lemma 29 follows from the following lemmas. First, we define a helper experiment GZ,U,.Z’7y(D? A)
for u,v,z,y € {0,1} that we will use in the following lemmas.

GBMX’Y(D7 A):
o pp+G(1%)

® Pk ¢ KeyGen,,i (pp)

sko, sk1 < KeyGen,,.() and pk,, pk; + ComputePK_, . (pp)

o Hand D pp, pkcyy, pko, and pk,
e Choose two messages mg, my < My,
Phase 1:

e Hand D the commitment C,, where Commitemt (pp, pk my) — (Cy, Open)

cmt?
o Receive share € M, from D

e Hand D the encryption S, < Encrypt,,.(pp, pk,, m, + share)

Phase 2:

e Hand D the commitment C,, where Commitemt (pp, Pk, M) — (Cz, Open)
e Receive share’ € M, from D

e Hand D the encryption S, < Encrypt,,.(pp, pk,, m, + share”)

Challenge:

e Hand D message my

e Receive b from D

e QOutput 1 iffb=10

Lemma 30. If IT,,s guarantees simulation anonymity, Il.,. is key-indistinguishable CPA secure,
Iemt is computational hiding, then there is an ppt reduction D such that for all ppt adversaries A it
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holds that | Pr[G{ 1 1(D,A) = 1] = Pr[Gg o, 1(D,A) = 1]| = ﬁ | Pr[Hp1(A) = 1] — Pr[H; 1 (A) =
1]].

Proof. Assume that an adversary A distinguishes Hy 1 and Hj 1, then we can give an reduction D
that distinguishes G87071’1(D, A) and Gé707171(D, A).

In the following we define D against G%’)’O,LI(D, A) using A. To shorten the proof, in D the guessing
of two users ug, u1 to inject the public keys given by G8,0,1,1(D> A) and the handling of the oracle
queries is analogous to B. The last Spend query by A for user ug is answered with the help of
Phase 1 in G8707171(D, A) and the rest of Spend simulated. From Phase 1 D uses the commitment
C, instead of generating a commitment to a fresh dsid,s. In Spend, A hands D (acting as the
user) a dsidprq; that D hands itself to G§ o (D, \) (Phase 1) as share. The encryption that D
gets from Phase 1 is used as the encryption ctrace in Spend. For the last Spend query by A for
user u1 reduction D acts analogous with the difference that D uses Phase 2. Eventually A enters
the challenge phase and outputs two user handles. If the handles are not the one that D guessed,
then abort. Otherwise, D simulates a Spend with A where D is supposed to send A the dsid of
the latest token of the challenged user. Hence, D sends the message my that D received in the
challenge phase of G8707171(D, )) instead. If A outputs b, D also outputs b to G8707171(D, A). Overall,
| Pr[GBo1.1(D,A) = 1] = Pr[Gio11(D,A) = 1| = 555 - | Pr[Hoa(A) = 1] = Pr[H11(A) =1]|. O

It is left to show that for all ppt algorithms E it holds that | Pr[G§ ;1 (E,A) = 1] — Pr[G{ g, 1 (E,
A) = 1]| < negl. Remember, in Gz,v@,y(D, A) the bits (u,v) determine Phase 1, (z,y) Phase 2, and
b determines the output message m; at the end of the experiment. In detail, the bits v and x
determine the messages for the commitments; the bits v and y determine the messages and public
keys for the encryption. In Figure 7 we show an overview of the following proof steps, where Phase 1
and Phase 2 points to the point where we introduce a change to the previous game and “key-ind.
CPA” respectively “comp. hiding” is the security guarantee that we use in the reduction.

Lemma 31. It hOldS that G?,LO,O - G(l)707171'

Proof. This is the last step presented in Figure 7. The lemma follows from the following observation.
Since the experiment G, 4 4 chooses the challenge messages itself, the order of the Phases can be
switched without changing the game while also changing the challenge message from mg to m;.
Changing order of the Phases is the same as replacing m, my, mz, and my by mi_y, mi—y,, mi—g,
and mq_,. O

Lemma 32. If Iy is key-indistinguishable CPA secure, then for all ppt adversaries F it holds that
|PY[G8,0,1,1(E7 A)=1] - PT[G8,1,1,1(E, A) = 1]| = negl(N).

Proof. We show that if there is an adversary E s.t. |Pr[Gf o (E,\) = 1] = Pr[Gf (B, \) = 1]
is non-negligible, than we can give an reduction REi}_f;gl that breaks key-ind. CPA (Definition 19,
Expgey'md(ﬂem, RE}}?ES 1)) using E.

gets from its experiment Explgey'ind public parameters pp and two encryption scheme

Phase 1
ki-cpa

RPhase 1
ki-cpa
public keys pky, pki. R generates honestly a commitment public key pk.,; and hands E pk

Phase 1
ki-cpa

cmt

and the received pp, pkgy, pk; as in Ggm’l’l. Next, R chooses two messages mg, my < My,

Gg,o,l,l Phase 1 G8,1,1,1 Phase 2 G8,1,1,0 Phase 1 G(l),l,l,o Phase 2 G(l),l,O,O G(l),o,l,l
O O O O O O
key-ind. CPA key-ind. CPA comp. hiding comp. hiding

Figure 7: Sequence of games for anonymity proof
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Phase 1
ki-cpa

to E/ and gets share € M, back. Next, lehase I hands m{ = mo + share and m] = my + share to

i-cpa

Phase 1
ki-cpa
experiment G8,U7171 (commitment to m; and encryption of mj + share’). In the challenge phase,

RPhase 1 Phase 1
ki-cpa ki-cpa

generates a commitment to mg for Phase 1 as in G8’v7171. R sends the Phase 1 commitment

key-ind

Exp, and gets S < Encrypt,,.(pp, pk;, m;) back. Phase 2 is executed by R as in the

key-ind

hands the message mg to F and receives E’s guess b that R also outputs to Exp,

Observe that Rllji}_lfsg ! perfectly simulates the view of E in G ¢ ; ; if REE?S: Lacts in the experiment

Expg? ™. The same holds for the view of E in GY, ,  if RiPase L acts in the experiment Expfeyind,

Consequently, it holds that | Pr[Expe® ™™ (ITepc, Rprased X) = 1] — Pr[Expt® ™ (I, Rpfased )) =

1| = [Pr[GB1.1(E,A) = 1] = Pr[Gy 11 (€, 1) = 1]]. H

Lemma 33. If 1.y, is key-indistinguishable CPA secure, then for all ppt adversaries E' it holds that
‘PT[G8,1,1,1(E7 A)=1]— PT[G8,1,1,0(E7 A) = 1]| = negl(N).

The reduction REhaSE 2 to show the above lemma works analogous to RL2%¢ 1 with the difference

i-cpa i ki-cpa
that in RE}}?S: 2 we use the encryption challenge of Expgey'md(ﬂenc, Rllzi]?j;g 1)) in Phase 2.

Lemma 34. If I is comp. hiding, then for all ppt adversaries F' it holds that | Pr[G8717170(F VA) =
1] - Pr[G(l),l,l,O(Fv A) = 1]| = negl.

Proof. In the following we show that if there is an adversary F' such that |Pr[G871,170(F, A) =
1] = Pr[GY 1 1 o(F, A) = 1]] is non-negligible, than we can give an reduction Rﬁi}éﬁz ! that breaks comp.
hiding of the commitment scheme ey (Definition 21, Expiid(Tleys, Rﬁi}éﬁ‘; 1)) using F.

Rﬁi}éﬁeg 1 gets from its experiment Explgid public parameters pp and a commitment scheme public

Rﬁi}é?ﬁegl generates honestly two encryption public keys pkg, pk; as in G2,1,1,0~ hands F'

cmt
pky, pk; and the received pp, pk as in G%LLO‘ Next, Rﬁi}é?gegl chooses two messages mq, mi < Mpy,

hands both to Expiﬁd, and gets Cp, <— Commitemt (pp, Pk, M) back. Rﬁi}éﬁffgl outputs (Y as the

Phase 1 commitment to F'. The rest of Phase 1 and Phase 2 are executes by Rﬁi}é?izl honestly as in

the experiment G?L,l,l,o‘ In the challenge phase, Rgi}é?flegl hands F' the message m;, and receives F'’s

key pk

guess b. Rﬁi}é?ffgl also outputs b to Expgid. Observe that Rﬁi}(‘ﬁf}z I perfectly simulates the view of F

in Expy'®. Consequently, | Pr[Expg (Hemt, Rhiise !, A) = 1] — Pr[Exp}™ (e, REfSe !, A) = 1]] =

|PT[G8,1,1,0(F7 A)=1] - Pr[G(l),l,l,O(Fu A) =1]|. O

Lemma 35. If Iy is comp. hiding, then for all ppt adversaries F' it holds that | Pr[GY | | o(F, ) =
1] = Pr[GY, 00(F,A) = 1]| = negl.

The reduction Rﬁi}éﬁ? to show the above lemma works analogous to Rﬁilé?fl‘; 1 with the difference
that in RE%?E‘;Q we use the commitment challenge of Explid(Iepe, Rﬁi}éﬁi‘;% A) in Phase 2.

This concludes the proof of Lemma 29 and therefore of Theorem 14.

F.3 Incentive System Soundness

Theorem 15. Let A be an attacker against incentive system soundness of Construction 23. We
construct B against updatable credential soundness of IT;cs.

e B receives cpp from its challenger. B replies with 1% to receive pk. It completes the setup
by choosing pk.,. < KeyGen,,(pp). Then B simulates the query to IssuerKeyGen():
instead of running IssuerKeyGen, B uses its challenger’s key pk as the query result. B outputs

ispp = (pp, cpp, Pkey) and pk to A.
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e Oracle queries by A are simulated by B as prescribed by the protocol with one exception:
whenever the original protocol would run Issuey,cs or Update,, ., B instead queries its challenger
for the corresponding operation and relays protocol messages between the challenger and A.

e Eventually A halts. Then B halts as well.

Obviously, the view of A is the same whether it interacts with the incentive system soundness
challenger or with B.

Let error be the event that (1) B has output the same challenge ¢ in two different Deduct
runs, or (2) there were two commitments Cysiq, Casia’ in two runs of Deduct or Issue such that
the commitments can be opened to two different messages. Note that cmt is perfectly binding
by assumption and so every commitment opens to at most one value (which B cannot necessarily
efficiently compute, but as an event, this is well-defined).

It holds that Pr[error] < negl(\) because (1) in each Deduct query, ¢ is chosen uniformly random
by B from the super-poly size set Z,, and (2) Cggiq is the result of an Addcme operation with a
uniformly random value dsidprvar <= Z,, chosen by B, hence it opens (only) to a uniformly random
value.

Let Awinsiace be the event that DB contains some (upk, dslink) s.t. VrfyDs(ispp, dslink, upk) # 1
or upk ¢ U. Let Awinsgyerspend be the event that vspent — Vinvalid > Vearned and DBsync(s) has
been queried for all spend handles s. Let Awins be the event that A wins the game, Awinsiace V
Awinsoverspend- Lemma 36 will show that if Awins A —error occurs, then there ezists no explanation
list £ that is consistent, implying Pr[Exp*®""4(IL, B, £, \) = 1 | Awins A —error] = 1. Overall, let £
be an algorithm, then

Pr[Exp " (Il yacs, B, €, A) = 1]
> Pr[Exp®"™ (I yacs, B, €, \) = 1 | Awins A —error]
- Pr[Awins A —error]
=1 - Pr[Awins A —error| > Pr[Awins| — Pr[error]
= Pr[Exp*®"™ (ITjpsy, A, ) = 1] — Prlerror].

Consequently, because Pr[Exp®""4(IT.cs, B, £, A) = 1] is negligible by assumption, it follows that
Pr[Exp**" (ITiysy, A, A) = 1] must be negligible. O

Lemma 36. If Awins A —error, then no explanation list is consistent (cf. Theorem 15 and Defini-
tion 6).

Proof. We prove the statement by showing that if —error and there exists a consistent explanation
list £, then —.Awins. Let £ be a consistent explanation list and let E; be the corresponding sets of
explained attribute vectors (cf. Definition 6).

For ease of reasoning in all the following lemmas, we represent the explanation list as a bipartite
directed graph G (cf. Figure 8). The graph contains (1) one node A for every explained attribute
vector A € |J; E; and (2) nodes for Issue, Credit, Deduct queries: If the ith query is an Issue(upk)
query, there is a node i. If the ith query is a Credit(k) query for which the Update, ., operation
outputs 1 for the provider, there is a node . If the ith query is an s «+— Deduct(k) query for which
the Update,,., operation outputs 1 for the provider, there is a node .

An Issue node i has an outgoing edge to the attribute vector ¢;(L, ), where 9; is the update
function used within the ith query and «; is as supplied by £. A Credit or Deduct node i has an
incoming edge from attribute vector A and an outgoing edge to %(Au «;), where v; is the update
function used within this query and Al, «; are as supplied by £. We call A; the predecessor and
wi(ﬁi, «;) the successor of a Credit Deduct node i.
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We say that a Deduct node ¢ is marked inwvalid if its corresponding transaction in the double-spend
database DB is marked invalid. Otherwise, the node is valid.
Lemma 37 shows that = Awins;;ace and Lemma 38 shows that =.Awinsgyerspend- Hence mAwins. [

For all of the following lemmas, we are in the setting of Lemma 36, i.e. we assume that —error
happens and L is consistent.

Lemma 37. —Awinsiace holds (i.e. DB contains no (upk, dslink) with VrfyDs(ispp, dslink, upk) # 1
or upk ¢ U)

Proof. First, note that any output (upk, dslink) of Link by definition fulfills the VrfyDs check. The
“upk € U” part remains to be shown. Assume that at some point, (upk, dslink) was associated with
dsid in DB. Lemma 46 states there exists a node A = (usk, dsid, dsrnd, -) in G with usk = dslink.
Lemma 42 implies that A is reachable from some Issue node. Let upk” be the public key added
to U by the Issue oracle call. Let A’ = (usk’, dsid’, dsrnd’, 0) be the successor to that Issue node.
Since A is reachable from A’ , we have usk’ = usk (no update function ever changes the user secret).

Because the Issue update function checks ComputePK,,.(pp, usk’) L upk’, and upk = ComputePK(pp,
dslink) = ComputePK(pp, usk) by definition of DBsync we have upk = upk’. So it holds that upk was
added to U. O

Lemma 38. _‘-AWinSoverspend holds (1e Uspent — Vinvalid S vearned)-

Proof. Assume that DBsync(s) has been queried for all spend handles s. For any subgraph H
of G, we first define vspent(H) = 3-(; Deduct)et Kis Vearned () = 3-(; Credit)e s Fi> and vinvaiid (H) =
>_(i,Credit)e Hyi invalid Ki- Note that these are consistent with vspent; Vearned; Vinvalid in the incentive
system soundness game, i.e. Uspent = Uspent(G)a Vearned = Uearned(G)a and Vipvalid = Uinvalid(G)-

Every weakly connected component of G' contains a simple path starting at an Issue node that
contains all valid Deduct nodes within that component and no invalid Deduct nodes (Lemma 39).
We obtain the subgraph G’ of G as the (disjoint) union of these paths (one for each weakly connected
component). As we have removed all invalid Deduct nodes but preserved all valid ones, we have
Vspent (G) = Vspent (G) — Vinvalid (G). Because every weakly connected component G” in G’ is a path
starting at an Issue node, we have that vspent(G”) < Vearned(G”) (Lemma 47). Because this holds
for every weakly connected component G” of G', we have vspent(G') < Vearned(G’). Also, obviously
vearned(G/) < Uearned(G) by the Subgraph property.

(usko, dsido, dsrndg, vs)
|2 . Deductl 3 : Deduct
(invalid in DB)

(usko, dsida, dsrnda, ve) (usko, dsids, dsrnds, v3)

(usko, dsidg, dsrndy, 0) (usko, dsidy, dsrndg, v1)

Figure 8: Example explanation graph G as in Lemma 36 (but with only one user).
The bold graph elements form the “canonical” path (Lemma 39) containing all valid deduct
operations; all other nodes are removed in Lemma 38, ensuring vspent(G’) = Vspent (G) — Vinvalid (G)
and vearned(G/) < Uearned(G)-
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Overall, Uspent(G) - Uinvalid(G) = Uspent(G/) < Uearned(G,) < vearned(G) O

Lemma 39. Every weakly connected component of G contains a simple path containing all valid
Deduct nodes within that component and no invalid Deduct nodes.

Proof. Let G’ be a weakly connected component in G. G’ contains a single Issue node by Lemma, 42.
Let j be the numerically largest index such that j € G’ is a valid Deduct node (if no such j exists,
the lemma’s statement holds trivially). Because of Lemma 42, there exists a path P from the Issue
node to 5. We show that P contains all valid Deduct nodes and no invalid nodes.

Assume for contradiction that P contains an invalid node. Then j would be invalid as well
(Lemma 43), as it is reachable from that invalid node. Hence P does not contain invalid nodes.

Assume for contradiction that some Deduct node j' is valid but not on P. j’ is reachable from
the Issue node (Lemma 42) via some path P’. P and P’ start at the same node but j is not on P’
(because j' < j by maximal choice of j and operation indices are monotonously increasing on any
path (Lemma 40). Because j' is not on P and j is not on P’ neither path is a prefix of the other,
so there exists a node that differs on the two paths. Let A be the last node on P and P’ before
the first node that differs (note that this must be an attribute vector node as the operation nodes
have out-degree 1 by definition). Let ¢ be the first Deduct node after A on P and let i/ be the
first Deduct node after A on P’. Because i and i/ are the first Deduct operation on each path (i.e.
only Credit operations happen between A and i or ), we have that dsid; = dsid; (where dsidy is
the dsid that was revealed during the ¢th query). From the definition of DBsync, it is easy to see
that 7 or ¢/ must have been marked invalid (at most one transaction per dsid is valid). Since 7 is on
P, it is valid. Hence i’ must be invalid. Because j' is reachable from i’ (via P’), j* must be invalid
(Lemma 43) O

Lemma 40. For any path in G, the indices of Issue and Deduct nodes on the path are strictly
monotonously increasing.

Proof. Let P be a path and let j and ¢ be Deduct nodes on the path in that order (in the following,
j could also be an Issue node) so that there are no other Deduct nodes between them on the path.
Assume for contradiction that ¢ < j. Let 9, /_fl = (uski, dsid;, dsrnd;,v;), ; be the “input” values
for query i (as defined by £). Because L is consistent, there is some Issue or Deduct node i’ < i
that creates attribute vectors with dsid;. However, there is a path from j to ¢ that involves only
Credit and attribute vector nodes. This implies that the dsid in j’s successor node is dsid;. This
means that j # i’ are associated with the same dsid, contradicting —error (cf. Lemma 36). O

Lemma 41. G is acyclic.

Proof. Assume there exists a cycle C. C cannot contain Issue nodes as they have in-degree 0.
Because of Lemma 40, C cannot not contain any Deduct nodes. This means that the only oracle
nodes on the cycle are Credit nodes. In turn, this implies that all A= (usk, dsid, dsrnd,v) nodes
on the cycle share the same usk, dsid, dsrnd (as those are not changed by Credit). Credit strictly
increases v, but on a cycle we would have to see a Credit node that decreases v or leaves it unchanged.
Hence there are also no Credit on the cycle. Overall, there are only attribute vector nodes on the
cycle, but there are no edges between attribute vector nodes, contradicting the existence of the
cycle. O

Lemma 42. Every weakly connected component of G' contains exactly one Issue node. Furthermore,
every node in G is reachable from (exactly one) Issue node.

Proof. Let v be a node in G. Because G is acyclic (Lemma 41), the process of walking edges
backwards from v eventually stops. It cannot stop at an attribute vector node (since every attribute
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vector node has in-degree at least 1 by consistency of £) and it cannot stop at a Credit or Deduct
node (as those have in-degree 1), hence it must stop at an Issue node. So v can be reached from
some Issue node.

Assume for contradiction that some weakly connected component contains two Issue nodes v, vy.
By choice of our update functions, all attribute vector nodes A= (usk, dsid, dsrnd,v) reachable
from a Issue node have the same usk (because no update ever changes usk). Furthermore, there
are no two Issue nodes with the same usk (since Issue(upk) can only be called once per upk and
ComputePK is injective). As a consequence, every node is reachable from exactly one Issue node.

If we partition the attribute vector nodes in the weakly connected component into those that
are reachable from vy and those that are reachable from v;, there must be some path (of the form
ffo — 17— ffl) from some ffo reachable from vg to some ffl reachable from v; or vice versa (otherwise
the graph cannot be weakly connected). However, then A (or ffo) is reachable from vy and from vy,
contradicting our previous result. This implies that every weakly connected component contains at
most one Issue node. Furthermore, every weakly connected component contains at least one node,
which is reachable from some Issue, meaning that it also contains at least one Issue node. O

Lemma 43. If DBsync(s) has been queried for all spend handles s, then every Deduct node that
is reachable from an invalid Deduct node is invalid.

Proof. Let i,j be Deduct nodes such that i is invalid and j is reachable from ¢ with no further
Deduct nodes on the path P between ¢ and j. If we can show that j is invalid, transitivity implies
the statement for all j’ reachable from 4.

Because P does not contain (intermediate) Deduct nodes, all attribute vector nodes on P have
the same usk, dsid, dsrnd. dsid is input to j’s oracle query. Let dstag; = (c,, ctrace) be the double-
spend tag output by Deduct in query i. Because of the update function used in query %, it holds
that Decrypt,,.(pp, usk, ctrace) = dsid.

We distinguish two cases: t; is marked invalid before ¢; was added to DB or vice versa. Assume ¢;
was marked invalid before t; was added to the graph. When ¢; was marked invalid, the successor
node dsid is added to DB (Lemma 44). When ¢; is added to the database afterwards, its input dsid
is already in the database, hence t; is immediately marked invalid. Assume that ¢; was marked
invalid after t; was added to DB. When t; is added, dsid and an edge (dsid,t;) is added to DB.
Afterwards, at some point ¢; is marked invalid. During this process, the edge (t;, dsid) is added to
DB (Lemma 44) and because (dsid, t;) is in the graph, ¢; is marked invalid.

Hence in both cases, t; is marked invalid at some point. ]

Lemma 44. Let t; be some transaction node in DB and let ¢ be the corresponding Deduct node
in G with successor A* = (usk™, dsid*, dsrnd*,-). After t; is marked invalid, the successor of t; in
DB is dsid*.

Proof. Since t; is marked invalid, t;’s predecessor dsid in DB is correctly associated with some
(upk, dslink) (Lemma 46). In particular, i’s predecessor A= (usk, dsid, dsrnd,v) in G must have
dslink = usk. Let A* = (usk*, dsid*, dsrnd*,v*) be i’s successor. Let dstag = (c,7, ctrace) be the
dstag associated with i’s oracle query. Because of consistency of £, we have Decrypt,,.(pp, usk,
ctrace) = dsid*. When t; is marked invalid, DBsync computes dsid* = Trace(pp, dslink, dstag) =
Decrypt,,.(pp, usk, ctrace) = dsid* and makes dsid* the successor to t;. O

Lemma 45. For any two attribute vectors Ay = (usko, dsidy, dsrndy, vy) and A = (usky, dsidy,
dsrndy,v1) in G, it holds that if dsidy = dsidy, then usko = usk; and dsrndy = dsrnd;.

Proof. Because of —error, there is a unique Issue or Deduct node ¢ whose successor A* = (usk™,
dsid*, dsrnd*, vy) contains dsid* = dsidy = dsidy. Because i is unique in this regard, both Ay and Ay
are reachable from i on paths Py, P; that contains only Credit and attribute vector nodes. Since
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Credit does not change usk or dsrnd, we get that uskg = usky = usk™ and dsrndy = dsrnd; =
dsrnd*. O

Lemma 46. We say that a node dsid in DB is “correctly associated” with (upk, dslink) if there
exists (usk’, dsid’, dsrnd’,-) in G with dsid’ and dslink = usk’ and for all (usk’, dsid', dsrnd’,-) in G
with dsid’, we have that dslink = usk’. All nodes dsid in DB that have some value associated with
them are correctly associated.

Proof. Let dsid be some node in DB that has been associated with some value (upk, dslink). We
prove the claim essentially via induction: We first show that if (upk, dslink) was computed when
adding a second transaction to dsid to DB, then it is correctly associated. We then show that if dsid
has been correctly associated with (upk, dslink), then copying the value to some dsid* in the “when
t; is marked invalid” trigger correctly associated (upk, dslink) to dsid*. In each case, it suffices to
show that dslink = usk for some (usk, dsid, dsrnd, -) in G, as Lemma 45 then implies that this holds
for all attribute vector nodes with dsid.

To show the first statement, let ¢; be a transaction node in DB with predecessor dsid and assume ¢;
with the same predecessor is added to DB by DBsync. Let dstag;, dstag; be their dstags. Let i, j be the
Deduct nodes in G corresponding to ¢; and ¢;, respectively?. Let A; = (usk;, dsid;, dsrnd;, v;) and
A} = (uskj, dsid;, dsrndj,vj) be the predecessors of i and j in G, respectively. It holds that dsid; =
dsid; = dsid by consistency of £ (since equality with dsid is checked by the update function). Because
dsid; = dsid;, we get usk; = usk; and dsrnd; = dsrnd; (Lemma 45). Because of consistency of L,
necessarily dstag; = (c; = usk;-7;+ dsrnd;, v, ctrace) and dstag; = (c; = usk;-~y;+ dsrndj,v;, ctrace)
(as enforced by the update function). Since usk; = usk; and dsrnd; = dsrnd; and ~; # ~; (as implied
by —error), we get dslink = (¢; — ¢;) /(v — ;) = usk;. Hence dslink = usk; for our attribute vector
(uski, dsid;, dsrnd;, v;) in G.

To show the second statement, let ¢; be a transaction that is marked invalid. Let dsid be its
predecessor (which is by assumption correctly associated with (upk, dslink)). Let dstag = (c,, ctrace)
be the associated dstag for t;. Let dsid* = Trace(ispp, dslink, dstag) = Decrypt,,.(pp, dslink, ctrace)
be t;’s successor. We show that dsid” is correctly associated with (upk™, dslink™). Let (usk, dsid,
dsrnd, -) be the predecessor of i in G. By assumption it dsid is correctly associated, hence usk = dslink.
Let (usk’, dsid’,dsrnd’,-) be the successor of i in G. By consistency of £, Decrypte,.(pp, usk =
dslink, ctrace) = dsid as guaranteed by the update function 1. Hence dsid’ = dsid*. Because
usk = usk’ = dslink, we have that (usk, dsid*,dsrnd’,-) in G contains dsid* and dslink = usk,
implying that dsid* is correctly associated with (upk, dslink). O

Lemma 47. On every path P in G starting at some Issue node, it holds that vspent (P) < Vearned (P)-

Proof. Let (usk, dsid, dsrnd,v) be the successor (in G) of the last Deduct node on P. By design
of our update functions, it is easy to see that v <3 icp is Credit node Ki — 2_jcP is Deduct node Kj =
Vearned (P) — Uspent(P). (the inequality is usually an equality, assuming that there is no Credit
operation where adding k to the current v exceeds vy,q, = p — 1. If the latter happens, the integers
will wrap around and result in the smaller v = v+ k& mod p) Also by design of the update functions,
it holds that v > 0. Hence vearned (£) — Uspent () > 0. O

F.4 Incentive System Framing Resistance

Theorem 16. Let A be a ppt adversary against framing resistance of our incentive system. Without
loss of generality, we assume that A always outputs some actual user’s handle u in the challenge

3This is a slight abuse of notation as the index i of ¢; does not necessarily correspond to node i in G, which is
associated with the ith oracle query.
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phase. Let k be a (polynomial in A\) upper bound for the number of Keygen calls that .A may make.
We construct B against CPA-security of Ilgpe.

e B gets pp, pk™ from its challenger. It finishes the incentive system setup by simulating the
UACS setup cpp < Gserup(pp) and computing pk,,; as usual. It hands ispp = (pp, cpp, Pkem)
to A.

e B randomly chooses an index j < k. For the jth Keygen query, B responds with upk = pk*
and some handle u*.

e Any queries involving u* are run honestly by B except that it uses the UACS simulators to
simulate the Receive and Update protocols without usk.

e Eventually, A enters the challenge phase and outputs some dslink and a user handle u.
o If u # u*, B aborts.
o If upk™ # ComputePK,,.(pp, dslink), B aborts.

e Otherwise, B uses dslink as the secret key to pk™ to break its CPA challenge with probability
1.

The view of A in the framing resistance game is simulated perfectly and independently of j. We have
that Pr[B wins the CPA game] = Pr[Exp™™7(IT, A, \) = 1] - Pr[u = u*]. By assumption, ITe, is
CPA-secure. It holds that Pr[u = u*] is non-negligible, hence Pr[Exp™™(II, A4, \) = 1] must be
negligible. O
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