Hashing to elliptic curves of j-invariant 1728
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Abstract. This article generalizes the simplified Shallue-van de Woestijne-Ulas (SWU)
method of a deterministic finite field mapping h: F, — E,(F,) to the case of any elliptic F,-
curve E,: y* = 2% — az of j-invariant 1728. In comparison with the (classical) SWU method
the simplified SWU method allows to avoid one quadratic residuosity test in the field I,
which is a quite painful operation in cryptography with regard to timing attacks. More
precisely, in order to derive h we obtain a rational F,-curve C' (and its explicit quite simple
proper F -parametrization) on the Kummer surface K’ associated with the direct product
E.x E/, where E! is the quadratic F,-twist of E,. Our approach of finding C' is based on the
fact that every curve E, has a vertical F-isogeny of degree 2.
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Introduction

Since its invention in the early 2000s, pairing-based cryptography (on an elliptic curve
E: y* = f(z) over a finite field I, of characteristic p) has become more and more popular every
year, for example in cryptocurrencies. One of the latest reviews of standards, commercial
products and libraries for this type of cryptography is given in [Il §5].

Many pairing protocols (and some PAKE ones [2, §8.2.2]) use an efficiently computable
mapping h: F, — E(F,) (by no means a group homomorphism) often called hashing or en-
coding. Tt should not be necessarily injective or surjective, but the bigger image Im(h) is
of course better. Reviews of this topic are represented in [2, Chapter 8|, [3]. Certainly, we
can just change (e.g. randomly) a few bits of a given element a € [, such that \/f(a) € F,.
Although the latter is true for about half a € F, (see, e.g., [2, §8.2.1]), this approach is nev-
ertheless vulnerable to timing attacks [2, §8.2.2]. Another obvious method consists in the
scalar multiplication a + [a]P for some point P € E(F,). Despite its determinateness, it is
also insecure [2], §8.1].

There are many safe (at least at first glance) constructions of the desired determinis-
tic hashing such as Boneh—Franklin (bijective) hashing [4, §5.2] for supersingular curves of
j(E) = 0, Icart hashing [5] for ¢ = 2 (mod 3), or Elligator 2 [6 §5] provided that 2 | #E(F,)
and j(F) # 1728. However the unique method valid for arbitrary £ and F, was proposed in
[7 (based on [8, Theorem 14.1]) and improved in [9]. Now it is often called in honor of its
authors: Shallue, van de Woestijne, and sometimes Ulas.

Web page: https://www.researchgate.net/profile/Dimitri_Koshelev
Email: dishport@Qya.ru
This work was supported by a public grant as part of the FMJH project



The SWU method consists in parametrizing a (possibly singular) rational F,-curve C
(see, e.g., [10} §4.1]) lying on some Calabi-Yau F,-threefold T' (see, e.g., [I1]). The latter is
a minimal singularity resolution of some generalized Kummer threefold (studied in [12] §4.2],
[13, §4], [14, §4.1.1]), namely the geometric quotient of E® under some action of (Z/2)2.
Looking at the definition, we obtain the affine model

T: y2 = f(ﬁo)f(%)f(x?) - Azt:co,:chm,y)’

where (z;,y;) are three general points of E and y := yoy1y2. Having a point P € C(F,), for
at least one coordinate a; := z;(P) the value f(a;) is a quadratic residue in F,. Therefore we
get the points (a;, £+/f(a;)) € E(F,).

According to [15, Theorem 2] the threefold 7" is not uniruled [16, Chapter 4], but can be
represented in the form (K x E)/(Z/2) [17], where K is the Kummer surface of E? (see, e.g.,
[18, §4]). By virtue of the latter and the Bogomolov—Tschinkel theorem [I8, Theorem 1.1]
the surface K and hence the threefold T are covered over F, by rational curves. We stress
that over the field C (unlike a prime characteristic) this would lead to a contradiction.

Also, for a quadratic non-residue ¢ € [, (not necessarily from the image f(IF,)) consider
the surface

K':y* = f(xo)f(x1)e C Agz

As one can see, this is the quadratic F,-twist of K, which in itself is the Kummer surface of
ExFE', where E': y* = f(x)c is the quadratic F-twist of E. If in the SWU method we take
a rational F,-curve on K’ one obtains the so-called simplified SWU method [19, §7].

Nevertheless, despite the Bogomolov—Tschinkel theorem finding a rational F,-curve C' on
K’ (unlike T') is not a very simple task. For j(F) # 0,1728 a desired curve (even for a larger
class of Kummer surfaces) was first constructed in [20] (see also [21], [22, §2]). Interestingly,
Articles [20], [23], §1] then use C' to prove some arithmetic results over the field Q.

However among elliptic curves only the ordinary ones with j(F) = 0,1728 are interesting
in pairing-based cryptography [2, Chapter 4]. This is due to the existence of high-degree
twists for them, leading to faster pairing computations [2], §3.3]. In [24], §4.3] for some curve
E with j(E) = 0 over the field F, (resp. F,) it is proposed to use an ascending F,-isogeny
(resp. Fje-isogeny) &€ — E of degree 11 (resp. 3) from a certain auxiliary elliptic curve €
with j(€) # 0, 1728. Unfortunately, this approach highly depends on [, that is in some cases
there is no desired [ -isogeny of small degree, which could be rapidly computed.

In this work we resolve the problem of constructing a rational F,-curve C' C K’ for all
elliptic F,-curves E,: y? = x® — ax with j = 1728. The most famous example of such pairing-
friendly curves are Kachisa—Schaefer—Scott (KSS) curves of embedding degree 16 [25, Exam-
ple 4.2], which have become (according to [20], [27], [28]) a popular alternative for those of
j = 0. We emphasize once again that before us the (classical) SWU method, to our knowl-
edge, was the only way to produce a hashing h: F, — E,(F,) regardless of F,.

It is worth noting that to derive the curve C' we originally used (among other things) the
theory of Weil restriction (descent) [29, §8.1] for elliptic curves with respect to the extension
F,2/IF,. The cryptographic community knows this operation as an instrument of cryptanalysis
[30, §22.3]. However, in order to simplify the understanding of our construction we use an
equivalent language, namely the “twisted” Frobenius endomorphism 7 from

20,21,Y) "



Let us give a brief summary of our approach, commenting Figures [] and [5, where the
notation Dg C A /[—1] is taken instead of C' C K’. First, we use the direct product ¢: E* —
E.x E! (from § of the trace and “twisted” trace maps with respect to Fz/F,. Second, we
take the direct product ¢ (from § of the vertical Fj2-isogeny ¢, : B, — E, of degree 2 and its
[F,-conjugate ¢_: E_ — E,, where j(EL) = 287496. Further, it is considered the restrictions
1 and B to the Kummer surfaces of 1) and ¢ respectively. By means of some technique we
find in the proper m-invariant parametrization w of the curve D, which is the inverse
image (under the projection pr: By x E_/[—1] — P'xP! from §2)) of a 7-invariant curve C}
of bidegree (1,1). Thus we obtain the parametrization par’ := ¥ opow: Al ~~» Dg. It is
proper according to Theorems and @ Finally, it is defined over [F, by virtue of Theorem
and the obvious fact that ¢ is m-invariant.

Interestingly, coefficients of our functions defining par’ are almost entirely some powers
of 2 and 3. This allows to compute the corresponding hashing h: F, — E,(F,) very quickly.
Finally, let us remark that at worst h is 8:1 map (as the classical SWU one), that is for every
point from E,(F,) its inverse image (under h) contains at most 8 elements.

The article is organized as follows. In Paragraphs (1| and [2] we recall basic facts about
the Weil restriction of elliptic curves (with respect to F,2/F,) and respectively about the
Kummer surface for the direct product of two elliptic curves. Next, §3]is dedicated to the
new construction of a (singular) rational F,-curve on K’ in the case of elliptic curves E,,
providing in § explicit formulas for its proper [F,-parametrization. Finally, in §|§| we make
some remarks and conclusions, including the computation of an algebraic complexity for the
hashing h: F, — E,(F,) and the estimation of cardinality for its image.
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1 The Weil restriction of an elliptic F2-curve

In this paragraph we freely use some terms from the language of abelian varieties (for
details see [31]). For a prime p > 3 and any its power ¢ consider the finite field extension F2 =



F,(\/7), where v € F;, \/7 € IF,, and hence (,/7)? = —,/7. Besides, for i € {0, 1} consider two
elliptic F e-curves F; given by the affine Weierstrass forms

Epyt=a}+a’z+07 C A, .

In other words, E; = E; U {P,} C P2 where Py, := (0:1:0). These curves are obviously
isogenous by means of the Frobenius maps Fr: Ey — E, Fr: By — Ej over [, and j(Ey) =
J(Ey). _ _

Consider the Weil restriction R; (resp. R;) of £ (resp. E;) with respect to Fg:/F, (see,
e.g., [29, §8.1]). We stress that R; % R; U{Px} even over I, however we will identify E;
(resp. R;) with E; (resp. R;) for simplicity of the notation. Let A := Fyx E; and

a:=ag+ a1\/7, b= by + b1/, T = U + U1/, Yo = Vo + v14/7,
where ag, a1, by, by € F,. By definition R;(F,) = E;(F,2) and
vg + v} = uf + 3yugui + agug + (—1) aryuy + by,

R;: s ) A - A%Uo,vo,m,m)'
2ugv1 = yu + 3uguy + aguy + (—1)"(a1uo + by)

Although j-invariants of the curves E; may be different (i.e., j(£;) ¢ F,), we always have the
involution
St A4 l>A47 (u())vOaulavl) = <u07U07_u17_U1>

such that s: Ry = Ry and s|g, &, = Fr| Eo(F,2)- Thus we will also identify Ry with Ry, omitting
the index. Besides, there is an Fj2-isomorphism

0: Al )= AL st 9:R= A

UQ,v0,U1,V1 (z0,Y0,21,Y1)

given by the matrix

0 7 O Vi 0 A4 0

0 V7 0 3
1 0 -1 0
0 1 0 -1

H
=}
5

‘ -

, where I

=
o
|
3
o
N
S

I 0 =
Consider the permutation
s'i=0osoft: At = AY (%0, Yo, 1, 11) — (71,91, %0, Yo)
and the “twisted” Frobenius endomorphism
At — AL, (%0, Yo, 1, 11) — (2%, y7, ¢, yd) s.t. T A— A

It is easily checked that 7! o 7 o 6 is the (usual) Frobenius endomorphism. Thus mr-invariant

(hence Fp-rational) curves C' C A and maps ¢: A --» A%xo’yomyl) correspond to [f-ones

0(C) C R, 0 opol: R--» A‘t

UQ,V0,U1,V1)"
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This means that

C =s(CcM), © = (Pxor %OW%) o 901(,? os),

where C(M is the [F,-conjugate curve to C and 90530), gpé})) are the F,-conjugate functions to

some g, Py, € F2(A). ' 4
It is also worth noting that on A there are natural involutions [—1] and [—1]*x [—1]*"!
(for 7 € {0,1}), which are transformed to R by 6 as

(U07007U1,U1) — (UO; —o, U1, —01)7
(U07UO,U1,01) — (an (_1)i\/7711, Uy, (—1)i(ﬁ>_lvo>
respectively.

Hereafter we assume that a,b € F, (i.e., E:= Fy = Ej). In this case s': E? = E?. Let
A, A" C E? be the diagonal and antidiagonal respectively. Besides, we have the quadratic
[F,-twist of E:

E': vy =2 +ax + b, o: B = F, (,y) = (z,/7Y).
The curves F, E’ are naturally embedded in R as
0 (A)=RN{u; =v, =0} = E, 0 (A)Y=RN{u =vy=0} =F.
Consider the exact sequences
0= E<—R5E -0, 0—+EFE —<R5E—DO,

of IF;-(homo)morphisms, where 7 := [1] + s, 7" := [1] — 5. Note that 7|gg,) is just the trace
map on E with respect to F. /F,. As a result, we obtain the F,-rational (2, 2)-isogeny

X =7x7:R— ExXE  with ker(y) = ENE' = E[2] = E'[2].

Finally, the (2,2)-isogenies
—1 2 / 1 1
Y:=xol : E°— EXFE, Y=
ol gt

and Y: ExXE" — R (dual to x) have the kernels
ker(¢)) = ANA" = A[2] = A'[2], ker(x) =T NI =T[2] =T"[2],
where T, IV are the graphs of ¢ and —o = Fr o o o Fr™* respectively.

Theorem 1. [t is easily checked that (FrxFr) o) =1 ow. In particular, w-invariant points
and curves on E? are transformed by means of 1 to F,-ones on EXE'.
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2 Kummer surfaces

In this paragraph we handle some concepts of two-dimensional algebraic geometry, which
can be found, for example, in [32, Chapter V]. For i € {0,1} consider any two elliptic [F,-
curves F; C IP? given by the Weierstrass forms

E;: y? = f1($2) = ZE? + a;z; + b; C A

(z4,9:)

and their direct product
A:=EyxEy C Al yomuy A= EgxEp — PP,

where the second map is the Segre embedding. For j € {0,1,2} let r; (resp. s;) are roots
of fo (resp. f1) and P, := (r;,0) (resp. P, := (s;,0)) are order 2 points on Ey (resp. Ej).
Also, let 0o := (1:0) and Py := (0:1:0). Note that

A=A U (Eyx{Px} U {Px}xEy).

Hereafter we will identify Ey, Ey, Eox{Px} (resp. Ei, Ei, {Px}xE)), and A, A.

By definition, the Kummer surface K4 of A (see, e.g., [18] §4]) is the minimal singularity
resolution bl of the geometric quotient A/[—1], which is sometimes called (singular) Kummer
surface. In other words, bl is blowing up 16 nodes, which form the image of A[2] to A/[—1].
If Ey ~ E4, then at least over E the Kummer surface K4 is birationally isomorphic to a
quartic in P? with 12 nodes. It is so-called desmic surface, which is related to the desmic
system of three tetrahedrons (for more details see, e.g., [33 §B.5.2]).

There are also natural models

A/[_l] : y2 = fo(mo)fl(a:l) - A?Exo,wl,yy
Ka:ygfi(z1) =y fo(o) - A2(xo,x1) X]P)%yo:yl)

and the two-sheeted maps

PA_>A/[_1]> (350>y07$1,y1) = (370,3317?/0191)7
priA-— Ky, (w0, Yo, 1, Y1) — ((%7961)7 (%o : yl))'

Therefore blowing up and blowing down maps have the form

b= po(p) s Ka— AJ[—1], ((x07x1)7 (o : yl)) — (mo,x1,f1($1)%> = (fL‘O,fEl;fO(fEO)%)a

bt =popt: AJ[—1] --> Ko, (20, 21,Y) — ((xo,fﬂl), (v: f1(I1))> = ((950,901), (fo(zo) : y>>

respectively. Further, the involutions [1]x[—1], [-1]x[1] on A are induced to A/[—1] as
(zg,z1,y) + (xg, 21, —y). Since E;/[—1] = P!, the quotient of A/[—1] under this new invo-
lution is P! x P! and the corresponding natural map is denoted by pr. In simple words, it is
the projection to the coordinates xg, x;.



For r € {rg,r1,72,00}, s € {50, $1, 52,00} let
L, :=p({P,} x Ey), M, := p(Eyx{P;})

and B, be the exceptional (—2)-curve on K4 corresponding to the point p(F,, Ps). For
r,s # oo it is easily seen that

L, ={xo=r,y =0}, M, = {z; = s,y = 0}, E..={xo =71z = s}.

Since Ram := [ |, (L, U Mj) is exactly the ramification locus of pr, we will identify the lines
L., pr(L,) and M, pr(M;). Note that

A1) = A/[-1] U (Lo U M), P! x P! = A7, 2y U (Loo U Myo).

It is well known that K, is a K3 surface [34], i.e., its canonical class and the first coho-
mology space H'(K 4, Ok,) of the structure sheaf O, are zero. According to [35, §2.8.4]
and [34] §17.2], [36, Proposition 3.1] we have:

NS(A) ~ Z[Ey, E1| ® Hom(Ey, E1) NS(K4) ~ Pic(K4) ~ NS(A) & Z[{Em}]“
In particular, ranks of these free groups (i.e., Picard F,-numbers) satisfy the inequalities
2<p(A) <6, 8< p(Ka) <22

If p(A) =2, then the curves Ey, E; are not isogenous over F,. At the same time, from
p(A) = 6 it follows that Ey, E; are supersingular [36, §2] and the surface K4 is geometrically
unirational [34, Remark 18.3.14].

For an absolutely irreducible (possibly singular) F,-curve C' C P! xP! (s.t. C ¢ Ram)
we denote by r¢ the count of branches B [37, §4.3] on C such that the intersection number
Ip(B, Ram) is odd, where P is the centre of B. It is known that branches on C are in the nat-
ural bijective correspondence with points of the singularity resolution of C i.e., with discrete
valuations of the function field IET](C’). Denoting by v the discrete valuation corresponding to
B, by virtue of [21], §1] we get

V(fo(xo)fl(xl)) it Pe AQ(mOle)’

v(1/(zoz1)) if P € Ly UM,,. 1)

Ip(B, Ram) :{

Thus in order to calculate the value ro we can choose any of the two given equivalent notions.

Theorem 2 (|21}, Proposition 1.2.3]). Suppose that C' C P'xP' is a rational F,-curve. Let
D :=pr}(C) and k be one of the fields F,, F,:.

1. Ifrec =0, then D consists of two absolutely irreducible rational curves Dy, Dy defined at
most over Fz. Moreover, D is reducible over k if and only if y = \/ fo(xo) f1(z1) € k(C).
In this case pr: Dy — C', pr: D; — C are birational k-morphisms.

2. If rc > 0, then D is an absolutely irreducible (possibly singular) F,-curve of geometric
genusrc/2 — 1 (in particular, 2 | ro). Moreover, forrc > 2 the curve D is hyperelliptic.
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Theorem 3 ([I8, Lemma 4.1}, [21], §2.1]).

1. A curve D C A/[-1] is rational if and only if H := p~(D) C A is a (possibly singular)
hyperelliptic curve such that the hyperelliptic involution on H is the restriction of [—1].

2. Moreover, if the image C := pr(D) is of bidegree (1,1) and rc =2, then geometric
genus g(H) =2 and H also has a non-hyperelliptic involution i such that H/i = Ey,
H/—i = Ey (such hyperelliptic curves are studied in detail, e.g., in [38]).

Suppose that FEy, B, are F;-conjugate elliptic F2-curves as in (hence we will use its
notation). Let K be the Kummer surface of the Weil restriction R and

Q = Kr/([1]x[-1]) = R/([]x[-1],[-1]x[1]).

Looking at the transformation #: R = A, we see that in affine coordinates the natural two-
sheeted maps have the form

p: R— R/[-1], (w0, vo, w1, v1) = (ug, ur, v — Y07),

pr: R/[-1] — Q, (wo, u1,v) — (ug, uy).

Besides, denote by 8, 0 isomorphisms over F,» that are the restrictions of 6 to R/[—1] C

A?EUO,ULU) and () respectively. Thus we obtain the commutative diagram
0
R ~y A
P . Lp
R/ = A/-1]
pri . }pr
Q i) P! x P!

Note that 5 = (up + U1/, Up — U1 \/7) is the standard transformation between affine open
subsets of the elliptic and hyperbolic quadratic surfaces (see, e.g., [39, Theorem 18]). As a
result, () is the first one, which is also the Weil restriction of P! with respect to Fp/F,

[29, Exercise 8.1.6.iii]. Finally, § is given by the same formulas as 0 with the coordinate v
remaining in place (i.e. y :=v).

3 Constructing a rational [ -curve on the Kummer sur-
face

We will often use notation and results from §I{2 Consider a finite field [, of characteristic
p > 3. We are interested in elliptic F-curves E,: y*> = f(z) := 2® — ax of j-invariant 1728.
According to [40, Example V.4.5] they are ordinary if and only if p = 1 (mod 4), i.e., v/—1 €
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[F,. For definiteness, we will suppose this condition, because for pairing-based cryptography
supersingular curves are insecure at the moment.
Any two F,-curves of j = 1728 are isomorphic (at most over Fu) by the map

Ea Nﬁ Ea’? (‘T7y) H (\/ax7 4" asy)’

where a :=d//a. From now on we assume that v/a ¢ F, (hence /a ¢ F,2). Therefore the
curves E,: (for i € Z/4) are unique ones (up to F,-isomorphism) of j = 1728. For E;, E,
there are the quadratic [ -twists

Ey:ay* = 2° — E':ay? =2° —ax
and the corresponding F,2-isomorphisms o: £ = Ey, 0: E = E,. It is obvious that
E] = E,, E! = E,s, (z,y) — (azx,a’y).

The curves E,: are pairwise non-isogenous over F, [2 Proposition 2.5]. Hence, in particular,
the Picard F,-numbers of the Kummer surfaces K e, and Kg g are equal to 18 and 12
respectively. In this paragraph we focus on constructing a rational F;-curve only on Kg, g,
because this is more difficult than analogous task for K FyxE, -

Obviously,

E.[2] = E,[2] = { P, P, P}, Py = (0,0), Py = (£+/a,0).

According to the Vélu formulas [41], §25.1.1] we obtain:

Eo/(Po) ~r, E., E.:=E,/(P.): y* =2 — 1lar F 14a/a,
where j(FE4) = 287496, and the corresponding vertical dual to each other 2-isogenies

o1 B, — By, o+ By — E,

have the form

x::x+2—a, x:z(m—i—

_ T Fa

For compactness we will often use the value a4 := 1+ 21/2. Note that

E 2= {QY, 00V P,  E12={Q),QV, P},

where
O o= ((~)%2v/a,0), QY = ((~1)'axv/a,0).
Clearly,
FiP) =5 (P)=Q,  es(QY) =Py,
FR)=7(P) =0, ¢ Q) =P



and hence
0 1
E. =B+ /(Qy) = E-/(Qy").
Finally, letting

AL =F, xE_, A, = B, x B, Al =E,xE,
consider the dual to each other (2,2)-isogenies
0 =pixpo: Ay — Ay, pi=pixXp_t Ay = A,

which are m-invariant.

Next, let
Gi=popopT Ar/[-1] = Au/[-1], Gi=porpop Tt Ayf[—1] = AL/[-1],
pi=progopr?: PxP! — P! xP!, Yi=proy: A./[—1] = P x P!,

where 1) is taken from §I These maps form a commutative diagram represented in Figure
I Note that ¢ does not descend to any map P! xP' — P! xP'. Looking at the formulas of
the isogeny ¢, we obtain:

;

=) /4,

To 1= <x0 +

= (x1+x1—2\/_>/4
V= (- mre) e

At the same time, using the famous formulas of addition and subtraction on elliptic curves
(see, e.g., [41], §9.1]) yields:

6l
|

)y/64.

wiry + 202? — alzo + 21) — 2y

= ,
i " (o — z1)?

o 371 + 202? — alwg + 11) + 2y

b (zo — 21)? .

Below we will often use the computer algebra system Magma to produce equations or
formulas and check theoretical facts (see the corresponding code in [42]). Consider on

AQIO o) C P! x P! the m-invariant conic

Cli 6I0.T1 - 11\/6260 + 11\/51’1 — 20a = 0,
which is the unique bidegree (1,1) curve passing through the points
( - 2\/57 2\/5)7 (a-f—\/aa _a—\/a)> (04_\/5, —CY+\/E>.

Using Magma, one can compute the defining polynomial of Cy := %(C}), namely

Csy: 24x3x1 + 25\/ax3 — 24x02? — 62v/axor, — 40azy + 25v/ax? + 40ax, + 16a+/a = 0.

10



This is a 7-invariant cubic (of bidegree (2,2)) having the node (v/a, —v/a).
Looking at Formula or Figures , of C4, Cy respectively, we obtain r¢, = re, = 2.
Therefore by Theorem [|2| the m-invariant curves

Dy :=pr7(Ch) C Ay/[-1], Dy = pr=(Cy) =B(D1) C Ad/[-1]

are rational. It turns out that the restriction @: C; — C5 (and hence B: D; — Dy by [10]
Lemmas 2.41, 2.42]) is invertible. Indeed, Magma gives the formulas

 24xf — 24xoxy — 49/ axo + 25/ axy + 26a
6(z0 — V) 7
_ 11y/axg + y/ax, — 10a
6(z0 — Va) .
(1)

Finally, denote by 02(1) (resp. Dy’ = pr™ (Cél))) the curve F;-conjugate to Cy (resp. Ds).

Zo -
(5)_11 Cy --» (1, (5)_1 =

I -

Again, by means of Magma we get the image Cg := ¢(Ds) = E(Dgl)) given by the sym-
metric [F-polynomial
Cys: 5764801asS — 921984as5s3 + 3471884416asVs, + 6914880000as8 + 36864as]ss—
6463336448a2s1s3 + 2164011130880 552 — 1634869760000a*stss + 2073600000000a% s+
066524928a57s3 — 3811311616a%s2s4 — 9411250004083 5253 + 10180198400000a 5253 —
14745600000000a°s2 s — 3774873655 + 1124073472as — 56463720448a%s5+
757642297344a3s5 — 15920005120000a*s3 + 26214400000000a°s3 = 0,
where s; :=x¢+ x1, So:= xpxr; are the elementary symmetric polynomials. Note that
bideg(Cs) = (8,8). Since r¢, = 0 (see [42] or Figure[d)) it follows from Theorem 2|[1|that the in-
verse image pr—!(Cg) consists of two different rational curves Dg := 1(D,) and D} := E(D;l))

such that the restrictions pr: Dg — Cs, pr: Di — Cy are birational. Moreover, Dg, D} are
defined over the field [, since D, D;l) are m-invariant. This is an immediate corollary from
Theorem [l

Such the long way to obtain a rational F,-curve on A/ /[—1] is justified by the following
lemma, which can be checked by a reasonable exhaustive search.

Lemma 1. Let C C P'xP!' be an absolutely irreducible F,-invariant (resp. m-invariant)
(1,1)-curve such that rc € {0,2} with respect to {£+/a,0,00}. Then rc =0 and pr=(C) C
Al /1] (resp. pr7*(C) C A,/[—1]) consists of two F,-conjugate (resp. m-conjugate) curves.

Further, according to the Magma computation we obtain
Lemma 2.

1. The curve Cy C PLxP! has exactly 42 singular points, where (0,0), (0o, 00) are unique
ones from the ramification locus Ram.
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2. The point (0,0) is a non-ordinary singularity of multiplicity 4 with two different tangents
(each one of multiplicity 2).

3. The point (00, 00) is a node, whose tangents are the lines Lo, M. Moreover, this point
18 an inflexion one with respect to each of the two local branches.

—2v/a aiv/a a a

Va aiva 0 /i oo 0 Va i oo 0 Va i
\.\ N
N \
oo N oo NN~ 00

-a-va TR " v (T

—a/a Va va (|

o
o
~
o

Figure 1: The curve C} Figure 2: The curve Cy Figure 3: The curve Cy

Dotted arrows denote the action of the endomorphism 7: blue ones if v/2 € [F,, violet ones if
V2 ¢ F,, and red ones in both cases. Also, the green lines are two tangents to Cy at (0,0).

By Theorem [3] the inverse images
H;:=p (D), HP=p? (D),  Hi:=p?(Df).
where ¢ € {1, 2,8}, are hyperelliptic curves. Note that the maps
o: Hy — Hy,  :Hy— Hy,  : H" — H]
are birational and hence all these curves have geometric genus 2 and a non-hyperelliptic

involution. We now have everything to represent Figure

3.1 Proper [F-parametrization of the curve

Now we are going to parametrize the curve Cg. Note that C] has the w-invariant point
(—=5/3+/a, 5/3+/a) and the projection from it gives:

. —5v/ax + 6a
0 ' — (/= ————F7—,
3 3z —
pre,: Cp °%» Alcc, T = valro + 1) s.t. p?"(_;l : Alm >~ (4, @~ va)
3(zg — 1) + 10v/a ! 5v/ax + 6a
Ty = ——————

3(x+Va)

Substituting (with the help of Magma) the last formulas in the equation of AL/[—1], we
obtain the F;,-curve

Dy 35257 4+ 296325 — 37any? — 2*3%a*s* + 372y + 3%a2® — 3%y =0 C AQ(x’y).

12
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Figure 4 Figure 5

Thus there are birational isomorphisms
X i= pre, Xidy: Dy 2s DY, x = pra xid,: D} =% Dy.
Further, Magma allows to compute the anticanonical map from D] to the F,-conic
Q:2%°u* +3%?% - 2%" =0 C A2(u7v)
given by the F,-formulas

U= 1, T =,

Y-K - Dll o Q, s.t. (p:lK == Dlla

_ 2%a°(3%a — 2%2%)x o
N 30(z2 — a)y y= 23(u? — a)?

Finally, the projection from the point (23a?/33,0) € Q(F,) has the form

—2133a%t
U=
33y — 92342 2643 1 3642
ro:Q s AL ti= T s.t. rot AL o2 Q,
pro: @ t 33 Prq t Q B 2342(2543 — 35¢2)

U= 33(26a3 + 36t2) )

Thus we obtain the [ -rational map

par ;==Y opow: A, - C, where wi=xTlop op'rélz Al ~5 D,
Magma allows to simplify its defining functions as follows:
_ (38t2 + 2603)29(1:)
21432a4(37t2 _ 26a3>2t’
S (342 + 2%a3)%g(t)
L 28364352 — 2643)2¢3

X -

par = where g(t) == *(3"2* — 273*7a*) + 2'%a5.

It is easily seen that g(¢) has no multiple roots and the functions are in the reduced form,
that is the numerators and denominators have no common roots. By [10, Theorem 4.21] we
get
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Theorem 4. The map par (or, equivalently, E|D2) is birational.

Another proof consists in applying the projection formula [16, §1.2] with respect to ).
Interestingly, according to [L0, Corollary 6.14] the curve Cg is not polynomial, i.e., it
cannot be parametrized by two polynomials (even over E) Finally, the inverse map
par™: Cs °+» A} and the maps par’ := pr™ o par: A} ~*» Dg, D} (or, equivalently, the func-
tions ++/af(zo)f(z1) € F,(t)) can be also computed, but we do not write out them here for
the sake of compactness (as above, see the Magma code [42]).

4 Remarks and conclusions

Let us keep a notation of previous paragraphs. First of all, we would like to deal with the
case /a € I, (in fact, it is sufficient to take a = 1). Let E’ | E! be the quadratic F,-twists of
E_, E, respectively (by the F,2-isomorphism o) and

A= E,xE, A =ExE.

By means of
[1]xo: Al = AL, ] xo: Al = A,

the morphisms ¢, are identically transformed to
AL = A, AL/[H1] = A/
respectively, hence we save the notation. Finally, for ¢ € {1,2} consider the F,-curves
H = ([Uxo7)(H,),  Dj:=p(H;) = pr=(C;).

Thus D) = (D)) is a desired rational F-curve on the Kummer surface of A/, and we obtain
the commutative diagrams

AL 5 A H, % H)
P Lp P Lp
Ayfl-1] S A1) Dy % D
pr L pr pri L pr
PlxP! % PlxP! S e!

Now we return to the more interesting case v/a ¢ F,. In particular, under the condition
g =5 (mod 8) it is sufficient to take a € {2, 8}, because it is known that the Legendre symbol

2 21 |1 if p=1,7 (mod 8), 2 1 it 2]log,(q),
( >_ _{—1 if §E3,5(mod 8), ( >:{<§> if 2¢log,(q).

Fortunately, for ¢ # 1 (mod 8) a square root in F, can be computed by means of one expo-
nentiation in F, (see, e.g., [2, §5.1.7]), hence the simplified SWU method can be implemented
quite efficiently.

p

q
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It is time to clarify which sign of the square root y = /r (for a quadratic residue r € Fy)
should be chosen by default. Let F, = F,(y) and y = Z?:_Ol yy' € Fy, where 0 < y; < p. If g
is the minimal index with y;, # 0, then we take y such that the value from {y;,,p — v, } is

even (or odd). Another way is to compare when the value is greater than (p —1)/2.
Let U := P!\ par™(Ram) and

, (9507 f(ﬂfo)) if \/f(zo0) €T,
h': Cs(F,) \ Ram — E,(F,) \ E.[2], (2o, 1) — {(961, v f(m)) ¢ \/m cF,

Thus the parametrization par: P* — Cg from § induces the hashing
h:= W opar: U(F,) — E,(F,).

Of course, we could extend h to all the field [, but let us simplify the paragraph, not dealing
with the exceptional cases. The defining polynomial of Cg is symmetric, hence both points
+h(t) are in the image of h. More precisely, it can be checked that h(2%a?/(3%)) = —h(t).
Finally, since the curve Cy is of bidegree (8,8), for any point P € E,(I,) it follows that
(P <8

Theorem 5. We have the bounds
q— 954
8

< [Im(h)| < |Ea(E,)] — 2.

Proof. By the adjunction formula [32, Exercise V.1.3.a] arithmetic genus p, = 49 for the
curve Cy C P! xP! because a canonical divisor Kpiyp1 is of bidegree —(2,2). Besides, for a
point P € Cy(IF,) consider the values

) 0 if ap = 07
ap = ‘pa?" 1(P)<Fq)‘7 5-IP = {OéP —1 otherwise

and dp [32, Example V.3.9.3]. Using [43, Lemma 2.2], Theorem [4] and [32, Example V.3.9.2],
we obtain the inequalities

par(P'(F))| = q+1— Y 0p > g+1— > dp > q+1—p. = ¢— 4.

PeCy(F,)) PeCy(F,)
Thus L
— P(F,))| — [(CsN R F,
q =54 _ [par(P'(E,))| — |(Cs N Ram)(F,)| < [tm(h)]
8 8
and the upper bound is trivial. O

To be more precise the formula for |E,(F,)| is given in [2, Proposition 2.5], [44], Theorem
18.5]. The lower bound can be probably improved by the Chebotarev density theorem (in
the function field case) as well as this is done for some other hashings (see [45], §3.2]).

We say that an arbitrary map has an algebraic (worst-case) complezity

TLSS + TZMCMC + TLMM + n[I + nQRTQRT + nSRSR
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if for all arguments it can be computed by means of (at most) ng squarings, n,, multipli-
cations by a constant ¢ € F,, nys general ones (with different non-constant multiples), ny
inversions, ngrr quadratic residuosity tests, and ngr square roots, where all operations are
in F,. Additions and subtractions in [, are not considered, because they are very easy to
compute. We also do not take account (in nyy,) for multiplications by a constant ¢ € F, such
that ¢ (mod p) < 7, because they are not more difficult than a few additions. Implementation
details of the operations mentioned see, for example, in [2} §5.1], [30, Chapter II].

Lemma 3. The hashing h has an algebraic complexity
7S +2M.+ 10M + 21 + QRT + SR.

Proof. 1t is easily checked that the functions ¢(t),xo(t), z1(¢t) forming the parametrization
par have an algebraic complexity

S+ M, 28+ M, +3M~+1I, 2S5+ M. +4M +1

respectively (the value ¢ is supposed to be known before calculating x¢(t), z1(¢)). In addition
to f(xg) in the worst case (i.e., if \/f(z0) ¢ F,) we must also compute f(z;). Each of these
two substitutions is accomplished by S + M operations. We emphasize once again that the
quadratic residuosity test is unique. It remains to extract one square root v/ f(zg) or 1/ f(z1).
Thus we obtain the desired algebraic complexity for h. O

In pairing-based cryptography non-supersingular (i.e., for p = 1 (mod 3)) elliptic F,-curves
Ey:y? = 2% — b of j-invariant 0 are only used in practice at the moment [I, Table 1]. Thus
it is tempting to generalize the simplified SWU method to them. More precisely, there is the
following

Problem 1. Let E}, be any elliptic F,-curve of j =0 and Ej be its quadratic F,-twist. How
to explicitly construct a rational F,-curve D on the Kummer surface K of the direct product
Ey,x E; such that bidegree of the image C' := pr(D) C P! xP! does not depend on F,?

Unfortunately, the approach of this work does not allow to resolve this problem, because in
the case v/b ¢ F, it seems that there is no natural Fp-isogeny from some elliptic curve of
j # 0, that is an ascending F,2-isogeny to L.
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