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Abstract

Tightly secure cryptographic schemes have been extensively studied in the fields of chosen-ciphertext
secure public-key encryption (CCA-secure PKE), identity-based encryption (IBE), signatures and more.
We extend tightly secure cryptography to inner product functional encryption (IPFE) and present the
first tightly secure schemes related to IPFE.

We first construct a new IPFE scheme that is tightly secure in the multi-user and multi-challenge
setting. In other words, the security of our scheme does not degrade even if an adversary obtains many
ciphertexts generated by many users. Our scheme is constructible on a pairing-free group and secure
under the matrix decisional Diffie-Hellman (MDDH) assumption, which is the generalization of the
decisional Diffie-Hellman (DDH) assumption. Applying the known conversions by Lin (CRYPTO 2017)
and Abdalla et al. (CRYPTO 2018) to our scheme, we can obtain the first tightly secure function-hiding
IPFE scheme and multi-input IPFE (MIPFE) scheme respectively.

Our second main contribution is the proposal of a new generic conversion from function-hiding
IPFE to function-hiding MIPFE, which was left as an open problem by Abdalla et al. (CRYPTO 2018).
We can obtain the first tightly secure function-hiding MIPFE scheme by applying our conversion to the
tightly secure function-hiding IPFE scheme described above.

Finally, the security reductions of all our schemes are fully tight, which means that the security of
our schemes is reduced to the MDDH assumption with a constant security loss.
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1 Introduction

(Multi-input) inner product functional encryption. Functional encryption (FE) [13, 7] is a rela-
tively novel cryptographic notion that has a crucially different feature from traditional encryption schemes.
Specifically, FE schemes allow us to obtain computation results from encrypted data without revealing any
other information about the underlying data. This is in contrast to traditional encryption schemes, in which
only owners of legitimate keys can learn entire underlying data from ciphertexts while others can learn
nothing. An FE scheme supports a certain function class ¥ and in which an owner of a master secret can
issue a secret key sky for any function f € ¥. Decryption of a ciphertext ct, of message x with sk yields
the computation result f(x) and nothing else.

Multi-input functional encryption (MIFE) [28] is a natural extension of FE, which can handle a function
class that takes multiple inputs. Roughly speaking, an owner of sk; can learn the computation result
f(x1,...,x,) from ciphertexts ct,, ..., cty, of messages X1, ..., x, for some natural number u > 2.

Known (MI)FE schemes can be classified into two categories with respect to their function classes.
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General functionalities: This category consists of (MI)FE schemes for general circuits, e.g., [R, 23, 74,
78,B9]. Although they are powerful enough to handle all functions computable in polynomial time,
known schemes are built on quite heavy cryptographic primitives such as indistinguishability ob-
fuscation [?3] or multi-linear maps [22]. Thus, they are captured as rather feasibility results.

Specific functionalities: The second category covers (MI)FE schemes for specific functions such as inner
product and quadratic function, e.g., [4,4,6,4]. They are aimed at obtaining more practical features,
namely, efficiency and concrete security, with sacrificing the generality. Therefore, most of them
have simple constructions, and their security is based on standard assumptions.

Inner product functional encryption (IPFE) [Z] and multi-input IPFE (MIPFE) (4], categorized into the
latter, are FE and MIFE respectively, whose function classes are inner product. More precisely, in an (M)IPFE
scheme, a secret key sky v, is associated with vectorsyy, ..., y,, and decrypting ciphertexts cty,, .. ., ctx,
of vectors xy, ..., X, with Skyl,...,y” reveals the summation of the inner products Zie[y] (xi,yi). When u = 1,
the above description corresponds to an IPFE scheme. Inner product is a simple but powerful functional-
ity, and many practical applications of IPFE have been suggested, e.g, biometric authentication, nearest-
neighbor search and statistical analysis [7,32].

Function privacy. In (MI)FE, we can consider two types of privacy: message privacy and function pri-
vacy. Message privacy, which is essential for standard (MI)FE schemes, is the property that ciphertexts do
not reveal any information about underlying data. On the other hand, function privacy is an additional but
important property for (MI)FE schemes, which indicates that secret keys also hide the information of the
corresponding function. Function privacy is essential for some applications such as delegation of sensitive
computation [T5]. We often call (MI)FE with function privacy as function-hiding (MI)FE. Function-hiding
(MI)FE schemes have also been studied for both general functionalities [I4, 15] and specific functionali-
ties [12, 18,32, 3R].

Tight security. When we try to prove the security of a cryptographic scheme, we often construct a
reduction algorithm that solves a problem assumed to be hard by utilizing a PPT adversary that breaks
the security of the scheme. Then, breaking the security of the scheme immediately implies solving the
hard problem. It is both theoretically and practically important to evaluate how difficult breaking the
scheme is compared with solving the problem. More formally, when the reduction algorithm equipped
with an adversary that breaks the scheme with probability € in time ¢ solves the underlying problem with
probability €/L in roughly the same time ¢, it is important to evaluate the security loss L. This is because
we need to set the parameter size of the scheme large enough to negate the effect of L for the security
guarantee. Thus, the smaller the security loss L, the more desirable the security reduction. We say that the
security reduction is tight if the security loss is constant, i.e., L = O(1).

When we consider public-key primitives such as public-key encryption (PKE) or identity-based en-
cryption (IBE), we usually prove their security in the single-challenge setting. This is because the security
of public-key primitives in the single-challenge setting normally implies that in the multi-user and multi-
challenge setting via hybrid argument, which is more realistic setting where an adversary can make poly-
nomially many challenge queries against multiple users. However, such a hybrid argument increases the
security loss by the factor of uq, where u is the number of users and ¢ is the maximum number of challenge
queries for each users [IT]. Since it is difficult to assume the numbers of users and ciphertexts that will be
involved with the scheme at deployment time, we strongly desire cryptographic schemes whose security
is guaranteed independently of those numbers.



Motivated by the above reason, (almost) tightly secure cryptographic schemes have been extensively
studied in various fields, especially on chosen-ciphertext secure PKE (CCA-secure PKE), IBE, and signature,
e.g, [[4,M7, 75,76, 79-51,83]. In spite of such a great deal of effort, tightly secure schemes in the context of
advanced encryption are known only for IBE except the very recent result on broadcast encryption by Gay
et al. [27]. Hence, it is an important and interesting task to explore what kind of cryptographic schemes
can achieve tight security.

Tight security for IPFE. We would like to discuss the importance of tightly secure IPFE in more detail.
We consider that the most significant situation where we need a tightly secure IPFE scheme is when a
function-hiding scheme is needed. This is because the only way that we know to realize function-hiding
IPFE schemes requires bilinear groups, which is relatively susceptible to security loss. The one solution
to compensate for security loss caused by loose reduction is to increase the parameter size of underlying
primitives, e.g., bilinear groups, which will reinforce the difficulty of underlying problems, e.g., the matrix
Diffie-Hellman problem. As observed by Abe et al. [5], however, this is not an easy task for bilinear groups
because there are many factors that involve the security and efficiency of them such as the choice of curves,
pairings, and various parameters like embedding degrees. Hence, we typically adopt one from existing well-
studied settings, which are investigated only for standard parameters such as 128, 192, and 256-bit security.
The main problem of this fact is that there is no intermediate instantiation among these parameters, and one
have to hop to the next standard level if stronger security is necessary. A pairing computation is especially
influenced by this hop; for instance, they state that a pairing in the 192-bit security takes 6 to 7 times more
time than in the 128-bit security on ordinary personal computers [, Z0].

Additionally, it is not unrealistic that an adversary obtains a large amount of ciphertexts so that we
need to consider the security loss of IPFE schemes. Let us consider the case to use a function-hiding IPFE
scheme for DNA analysis. Suppose a national institution holds a database consisting of a certain part of
the human’s DNA sequence. It is rational to assume that the part consists of 2!* bases and the number of
the samples is 22°; actually, GenBank operated by the National Center for Biotechnology Information has
more than 2?7 sequences []. Each sample is encoded to a binary vector setting as A=(1,0,0,0), T=(0,1,0,0),
and so on, and stored in a cloud server with an encrypted form. We can check the number of the same
bases between encrypted sequences and a target sequence by decrypting with a secret key for the target
sequence. Because DNA sequences have a correlation with phenotypes, the DNA similarity check will be
useful for genetical research, medical diagnosis, etc. We need the function-hiding property because target
sequences are also personal data and thus sensitive. In this situation, the possibly untrusted server has
q = 2% ciphertexts, large enough to consider the security loss of the scheme. Decryption of all known
schemes involves the same number of pairings as the order of the vector length: m = 21 per one sample
in our case. Thus, the choice of the security level significantly affects the efficiency of the system, and
we can conclude that tight security is a very important concept in the context of IPFE as well as other
cryptosystems.

1.1 Owur Contributions

We extend the realm of tightly secure cryptography to IPFE and present a series of the first tightly secure
(M)IPFE schemes. Our first main contribution is to construct the first tightly secure public-key IPFE scheme
in the multi-user and multi-challenge setting. Note that previous IPFE schemes are tightly reduced to
underlying assumptions in the single-challenge setting [6], which means that their security is independent
from the number of secret key queries. To our knowledge, however, there are no results on tight security
of IPFE in the multi-user and multi-challenge setting. Our tightly secure IPFE scheme is constructible from



a pairing-free group and its security is based on the matrix decisional Diffie-Hellman (MDDH) assumption,
which is a generalization of the well-studied decisional Diffie-Hellman (DDH) assumption, with a very
small constant security loss.

Our result can be easily extended to the multi-input setting. Recently, Abdalla et al. proposed a generic
conversion from an IPFE scheme into a MIPFE scheme [B3,4]. Their conversion employs parallel execution
of u instances of the underlying IPFE scheme that is secure in the multi-challenge setting. By this con-
struction, their conversion incurs a security loss of O(uq) if we apply it to an IPFE scheme that is secure in
the single challenge setting, where u is the number of slots of the converted scheme and ¢q is the maximum
number of adversary’s ciphertext queries for each slot. Interestingly, this construction is precisely com-
patible with an IPFE scheme that is secure in the multi-user and multi-challenge setting. In other words,
the security of the converted MIPFE scheme is tightly reduced to that of the underlying IPFE scheme if
the underlying scheme is secure in the multi-user and multi-challenge setting. Additionally, our scheme
satisfies the requirement for the conversion. Thus, we can obtain the first tightly secure MIPFE scheme.

Another important issue is the realization of tightly secure function-hiding (M)IPFE schemes. All pre-
vious function-hiding schemes suffer from a security loss of L = O(g¢t + gsk), where g (resp. gsi) refers
to the total number of ciphertext (resp. secret key) queries [12, 18, 34, 38]. To achieve tight security, we
utilize Lin’s technique, who presented a simple paradigm to construct a function-hiding (private-key) IPFE
scheme from a (public-key) IPFE scheme [B4]. Applying her paradigm to our IPFE scheme, we can obtain
the first tightly secure function-hiding IPFE scheme that is based on bilinear groups. However, the naive
application of her paradigm to our scheme results in a redundant scheme. Thus, we optimize the scheme
by reducing the unnecessary part.

The final target is to construct a tightly secure function-hiding MIPFE scheme. Unfortunately, there is
no known generic technique to achieve a function-hiding MIPFE scheme. In fact, Abdalla et al. mention that
a powerful conversion to achieve a function-hiding MIPFE scheme is a very interesting open problem [3].
Furthermore, the techniques used in the rather specific constructions of known function-hiding MIPFE
schemes [B,19] are not applicable to our situation. Roughly speaking, this is because our scheme requires
the selective setting in a certain step of the proof, if we naively try to prove the security similarly to [B,19].

Our second main contribution is overcoming this problem by solving the open problem posed by Ab-
dalla et al., that is, we introduce a new powerful and generic conversion. It converts a (weakly) function-
hiding IPFE scheme into a (fully) function-hiding MIPFE scheme. Our conversion is as general as that
for constructing non-function-hiding MIPFE by Abdalla et al. [B]: the requirements for an underlying
scheme are essentially the same. Hence, if new function-hiding IPFE schemes are proposed in the fu-
ture, e.g., based on lattices, we may utilize our conversion to obtain new function-hiding MIPFE schemes
though some modification will be necessary. Additionally, we can obtain (non-tightly-secure) function-
hiding MIPFE schemes in a more modular way than the previous ones [B,T4] by utilizing our conversion
to function-hiding IPFE schemes, e.g., the scheme from AGRW17 [4] + Lin17 [34] (Appendix A)). Applying
our conversion to our tightly secure function-hiding IPFE scheme, we can finally achieve the first tightly
secure function-hiding MIPFE scheme.

Similarly to all previous IPFE schemes based on a cyclic group or bilinear groups, the decryption algo-
rithms of our schemes require to solve the discrete logarithm problem on a decryption value. As pointed
out in [, B87], however, this step is not so problematic in many cases. This is mainly because decryption
values will not become exponentially large in real applications. Additionally, although there are some IPFE
schemes that allow exponentially large outputs, they are either inefficient due to the large modulus [&] or
based on a non-standard assumption [I8].

We summarize the comparison of our schemes with previous ones in TablesT to @. In these tables, we

(k+1)xk
ZP

count the numbers of elements assuming that a matrix distribution Dy, is a uniform one over . Some



readers may be concerned about the increase of the key and ciphertext sizes, which may slow the efficiency
of the system even after the compensation of security loss. However, we would like to emphasize that our
contribution is a theoretically and technically significant step in tightly secure cryptography. Furthermore,
our schemes may outperform previous ones in some situations. For example, when we instantiate our
function-hiding IPFE scheme from the SXDH, it takes almost 5 times more pairings in decryption than the
state-of-the-art scheme (Tahle ). As discussed in the previous subsection, the difference of security level
possibly affects pairings by the factor of 6 to 7 in practice, and thus there is a possibility that the decryption,
the most important process of IPFE, of our scheme is faster than those of previous ones in the same security
level. We leave constructing more compact tightly secure IPFE schemes as an interesting open problem.

2 Technical Overview

In this section, we briefly explain our novel techniques. We write this section assuming that readers are
familiar with the notations and notions explained in Secfion3. Refer to Secfion 13 if any notations and
notions are unfamiliar.

2.1 Tightly Secure IPFE

Our scheme is secure in the multi-user and multi-challenge setting under the MDDH assumption, but here
we describe our scheme based on the DDH assumption in the single-user and multi-challenge setting to
ease the exposition. Our starting point is the adaptively secure IPFE scheme by Agrawal et al. []. We
briefly describe their scheme below. Let m be a vector length in the scheme.

Setup(14,1M): @ < Z,, W < Z%, a:=(a,1), pk:= ([a],[Wa]), msk:=W.

Enc(pk, x): s & Zp, ct:=([sa],[sWa+x]).
KeyGen(pk, msk, y): sk :=(-WT'y,y).
Dec(pk, ct, sk): —y"W[sa] +y"[sWa + x| = [{x, y)].

Next, we explain the security proof of this scheme by Abdalla et al. [4], which is somewhat different from
the original proof by Agrawal et al. and roughly goes as follows. First, the form of the challenge ciphertext
is changed from ct := ([sa], [sWa+xP]) to ct := ([sa+s’b], [W(sa+s’b) +x”]), where s’ Al Zp,b:=(1,0),
and B Al {0,1}. This change is computationally indistinguishable under the DDH assumption. At this
point, we redefine W as

W:=W + u(x' - xo)aﬂ, (2.1)

where u <i Zp, W <i Z;J"XZ, and a* := (1, —a), and note that at’'b=1.In fact, x° and x! may depend on
W because the information of W is leaked to the adversary from the public key and queried secret keys.
However, we can assume that x° and x' do not depend on W (and formally we use complexity leveraging
to argue that). Then, redefined W is also a random element in ZZIXZ and we have

Wa = Wa, (2.2)
W'y, = W'y, (€is an index for the query number), (2.3)
W(sa+s'b) +x° = W(sa+s'b) + us’(x! —x°) + x# = W(sa+s'b) + (us’ + B)(x' = x*) +x°.  (2.4)



IPFE schemes

scheme Ipk| |msk| |ct] |sk| sec. loss | assumption
ALS16 [A] m+1 2m m+2 m+2 O(qet) DDH
AGRW17 (8] | km+ k% +k (k+1)m m+k+1 m+k+1 0(qet) D-MDDH
Ours m? +1 2m? 3m 3m 0(1) DDH
Em?+k2+k | kP+kym? | kP+k+1D)m | (2+k+1)m | 01) Dr-MDDH

Table 1: Comparison of adaptively secure IPFE schemes in the multi-user and multi-challenge setting. The columns
|pk| and |ct| refer to the number of group elements. The columns |msk| and |sk| refer to the number of Z, elements.
The number m refers to the vector length. The number g, refers to the total number of ciphertext queries by an
adversary. Note that we omit the group description from |pk]|.

MIPFE schemes
scheme |msk| |ct] |sk| sec. loss | assumption
ACFGU18 [B] | {k*+k+(k+2m}ly | m+k+1 (m+k+Du+1 0(qet) Dr-MDDH
Ours (K*m+km+1)mu K+k+1Dm | (kK +k+1D)mu+1| 0(1) D-MDDH

Table 2: Comparison of MIPFE schemes based on a pairing-free group. The columns |msk| and |sk| refer to the
number of Z,, elements. The column |ct| refers to the number of group elements. The number m refers to the vector
length. The number p refers to the number of slots. The number g, refers to the total number of ciphertext queries
for all slots by an adversary.

function-hiding IPFE schemes

scheme |msk| |ct] |sk| sec. loss assumption
DDM16 [08] | 8m? + 12m + 28 4m + 8 4m + 8 O(qctqsk) SXDH
TAO16 [BR] | 4m? + 18m + 20 2m+5 2m+5 O(get + gsk) | XDLIN
Lin17 [34] (k+1)(4m+3k+1) 2m+ 2k +2 2m+ 2k + 2 O(qet + gsk) | Dx-MDDH
Ours 32m? 10m 10m 0o(1) SXDH
(4k* + 8k® + 12k% + 8k)m? | (4k% + 4k +2)m | (4k* + 4k +2)m | O(1) D-MDDH

Table 3: Comparison of fully function-hiding IPFE schemes in the standard model. Lin17 [84] refers to the scheme
obtained by applying her paradigm to the IPFE scheme AGRW17 [4] (Appendix A)). The column |msk| refers to the
number of Z, elements. The columns |ct| and |sk| refer to the number of group elements in G; and G, respectively.
The number m refers to the vector length. The numbers g and g refer to the total numbers of ciphertext queries
and secret key queries by an adversary respectively.

function-hiding MIPFE schemes

scheme |msk| |ct] |sk|
DOT18 [19] 2m+2k +1)°u 2m + 2k + 1 @2m+2k+1)u
ACFGU18 [B] | {(k+1)(dm+5k+1)+k}u 2m+ 3k + 2 2m + 3k + 2)u(+|Gr))
Ours {(k* + 2Kk +3k% + 2k)2m + 1> + myu | (2k? +2k +1)@2m +1) | 2k? + 2k + 1D)2m + Du
scheme sec. loss assumption
DOT18 [1Y] O(gct + qsk) k-Lin
ACFGU18 [B] | O(get + uqsi) D-MDDH
Ours 0(1) D-MDDH

Table 4: Comparison of fully function-hiding MIPFE schemes. The column |msk| refers to the number of Z,, elements.
The columns |ct| and |sk| refer to the number of group elements in G; and G, respectively. The number m refers to
the vector length. The number u refers to the number of slots. The numbers g.; and g refer to the total numbers of
ciphertext queries for all slots and secret key queries by an adversary respectively.



In the indistinguishability-based security game, we impose a query condition on the adversary to avoid a
trivial attack. That is, for all secret key queries, we have x"y,; = x'y,. Eq.(2.3) follows from this condition.
Finally, from Eq.(2.4], we can argue that the information of § is hidden from the adversary by the term
us’ unless s’ = 0, because u is a fresh randomness from the viewpoint of the adversary. Thus, the scheme
is secure under the DDH assumption. In the multi-challenge setting, however, this proof strategy needs a
hybrid argument for each challenge and incurs the security loss of O(gt), where g is the number of the
ciphertext challenges. Intuitively, this is because the matrix W is shared in all challenge ciphertexts and
we cannot redefine W suitable for all challenge ciphertexts simultaneously in Eq-(2.1).
The first attempt to obtain a tight reduction is setting W in as

U ~ 0T
Uy ..., up < Zp, W::W+ZuLXLa ,
te[L]

where L(< m) is the dimension of the space V spanned by le. -xle Zy for all j € [gt], and {x,},e[1) are
a basis of V. In this case, Eq.(2.2) and Eq.(2.3] do not change and becomes

W(sja + s/b) + xf = W(sja +57b) + 5 Z ux, + ﬁ(le- - x?) + x?,
Le[L]

where j is the index of challenge queries. If we can say that {[s]’ U/ ]}je[gul,err) are indistinguishable from
{[7j. 1} jelge)err), Which are gL random elements in G, we can conclude that the term s Jf 2ie[r] WX, hides
the information of B. This is because x; — x? € V for all j € [qc], and each ¥ ;) rj.X, is a completely
random element in V. Fortunately, it is well known that {s]’ U }je[gale[L] ON the exponent forms a syn-
thesizer [B6], and they are computationally indistinguishable from gL random group elements with the
security loss being either g.; or L. Thus, we can prove the security of the scheme by Agrawal et al. with
the security loss of O(m), which is independent from the adversaries’ behavior.

However, the above proof contains two deficiencies. The first is that the security reduction is still not
tight. The second is that the above strategy is useful against only selective adversaries. This is because the
reduction algorithm needs to know about V' to simulate each challenge ciphertext, but V' depends on all
challenge queries that the adversary makes. Thus, we have to overcome these two problems.

Toward tight security. The solution for the first problem (and partly for the second problem as a result)
is to increase the column of the part a, which allows us to embed more randomness into ciphertexts. That
is, we modify the scheme as

Setup(14,1™):

m vectors

u U
a «— Zp, W « ZZlXZm’ a:= (Cl, 1), A = Im ®a= ) e Z;me’

pk := ([a], [WA]), msk:=W.

Enc(pk, X): s := (s1,...,5m) & Z7, ct = ([As], [WAs + x]).



KeyGen(pk, msk,y): sk := (-WTy,y).
Dec(pk, ct, sk): —y"W[As] + y"[WAs + x] = [(x, y)].

The security proof goes as follows. First, the form of all challenge ciphertexts is changed to

B:=1,®(1,0) ¢ Z;mxm, s;- = (5;,1» .. .,s]f’m) & 7y, ct:=([As; + Bs}], [W(As; + Bs]'-) + xf]). (2.5)

The DDH problem is tightly reduced to the problem of distinguishing this change by the random self-
reducibility. Next, we redefine W as

T

U ~
u— 27, W::W+uthaLL , (2.6)
L€[L]
where aj- € Z2" is the (-th column of A* := I, ® a*. Then, we have
WA = WA,
Wiy =Wy,
W(As; + Bs}) + Xf = W(Asj + Bs}) +u Z s]f,LxL + ,B(X]l - x?) + x?. (2.7)

t€[L]

In this case, we can see that {[us]f, J}jelgalerr) are computationally indistinguishable from {[7; ]} ege].ce[z]>
which are gL random elements in G, and this indistinguishability is tightly reduced to the DDH assump-
tion by the random self-reducibility. Then, the information of § is completely hidden by the same argument
as before in the selective security model.

Toward adaptive security. Inthis paragraph, we refer to the computational change from As; to As; +Bs}
as the first step and that from {[uS;'L]}je[qct],Le[L] to {[7]}jelgulelz] @s the second step. The main obstacle
to achieve the adaptive security is that the reduction algorithm needs to know about the space V' before
seeing all challenge queries in the second step. Our observation is that we do not need a random element in
V to hide the information of B in each ciphertext. Let V; be a space spanned by x! —x” € Zy forall v € [j].
Then, a random element in V; suffices to hide the information of 8 in the j-th ciphertext. Fortunately,
the reduction algorithm knows about V; when it simulates the j-th ciphertext because it already receives
vectors that span V;.
To do so, we modify the first step. In particular, we change the way of choosing s]’. in Eq.(2.5] as

’ ’ U o (! ’ m—¢(j)
St Sia) < Z,, s = (sj,l,...,s].,w),o )€ Z;”,
where ¢(j) := dimV;. Next, we modify the definition of x, as x, := XL(L) - xOp(L) € 7 for all ¢ € [L], where
p(t) := min ¢~ (¢). It is not difficult to confirm that {X, },¢[¢(j)] form a basis of V;. Then, Eq-(2.7) is changed
to _

W(As; + Bs]'-) + xf = W(As; + Bs]’.) +u Z s]f’LxL + ﬁ(le. - x?) + x?.

Le[¢()]

Observe that the reduction algorithm can compute x, for ¢ € [¢(j)] when it simulates the j-th ciphertext.
As explained in the previous paragraph, {[us]’L]} jelgelielo(i)] are computationally indistinguishable from

{[rj. ]} jelgal el and the term 3, celo()] TinXe hides the information of 8 in the j-th ciphertext. Thus, we
can achieve the adaptive security.



2.2 Conversion from Function-Hiding IPFE to Function-Hiding MIPFE

Similarly to previous MIPFE schemes, our conversion utilizes parallel execution of an underlying function-
hiding IPFE scheme. The construction of our conversion can be seen as the combination of the non-
function-hiding MIPFE scheme by Abdalla et al. [3] and the function-hiding MIPFE scheme by Datta et
al. [T9]. For simplicity, we consider the IPFE scheme over Z,, for some integer n, which means that the
functionality of FE is inner product over Z,,. Let m be a vector length and u be a number of slots of the
converted scheme, and IPFE := (Setup’, Enc’, KeyGen’, Dec’) be an underlying weakly function-hiding
IPFE scheme. Then, our conversion invokes Setup’ with setting the vector length as 2m + 1 and gen-

erates u master secret keys mskj,..., msk), (we omit public parameters here). In addition, it chooses
U

u random vectors uy,...,u, « Z)' and sets a master secret key of the converted scheme as msk :=

(msk], . ..,msk;,ul, ...,uy). To encrypt a vector x; for the index i, it encrypts X; := (x; + u;,0”,1) as

ct] « Enc’(msk;, X;) and outputs ct}. To generate a secret key for {y;};e[,), it first generates secret shares

of = Xieu{yiwi)asry, ...,y & Zyn suchthat 3,7 = — 2ie[u)(Yi wi) (mod n). These shares prevent
the leakage of partial inner product values. Then, our conversion generates a secret key for y; := (y;, 0™, r;)
as sk « KeyGen’(msk;,y;) for all i € [u] . Finally, it sets the secret key for converted scheme as
sk := (skj,...,sky). The decryption algorithm simply computes 3;c[,; Dec’(ct;, sk) (mod n). The cor-
rectness of the converted scheme is not difficult to confirm because 3’;c[,1(Xi, ¥i) = Zie[u){Xi» ¥i)-

Although our conversion is as simple as that by Abdalla et al. [B], the security proof needs a more
ingenious technique. To see this, we briefly recall the proof strategy of their conversion and show that the
naive application of their strategy to our conversion does not work. Here, we assume that the converted
MIPFE scheme is weakly function-hiding, meaning that an adversary against the converted scheme has the
following condition on the queries in the security game. Let g ; be the total number of ciphertext queries
for index i and g be the total number of secret key queries. Then, for all (jy, ..., ju) € [get,1] X+ - - X [Get ],
and ¢ € [gs], we have

Dy = D Lyl = D Ly, (238)
i€[u] i€[u]

i€lu]

The proof employs a series of games, and the goal is that the adversary does not obtain any information
B
i

information-theoretic change does not affect secret keys because ;;¢[, (x(l.),1 - xf iy yf ;) = 0 from Eq.(2.8].

~ . U .
about a random bit 3 in the final game. The first step is to redefine u; := u; +x? 1—X; > Whereu; « Z,,. This

The second step is to change X; j, from (xf i +1; +x§." . —xP 0™,1) to (x?y i +1;,0™, 1). This change is justified

i1
by the security of the underlying IPFE scheme because (xf W xf o yf )= (x?'ji - X}, yf o) foralli e [u],

which can be derived from Eq.(2.8). Finally, we want to change y; ¢ from (y{j 0 0™, i) to (y‘i)’ p 0" r],) to
hide the information of 8. However, we cannot make this change in the adaptive setting. The reason is that
the reduction algorithm needs to set rl.’y[ = ri0+A; ¢, where A; ¢ := (X?yjl_+u,-,yf€—y?'€) = (x?'1+u,-, yfg—y?'g)
(the second equality follows from Eq.(2.8]), to keep the inner product value when it simulates the £-th secret
key. If the adversary makes a secret key query before it makes the first ciphertext query for some index i,
the reduction algorithm cannot simulate a secret key because it does not know the value <X?,1’ yf ¢ y?y 0
Hence, this strategy does not work.

To circumvent this problem, we introduce another proof strategy. Recall that this problem occurs in
the second step, where yf ¢ s changed to y?’ ¢» Whereas the first step goes well, where xf i 1s changed to x?’ i
Intuitively, our solution for this problem is to make both changes in one-shot in the same manner as the
first step. That is, we do not take the intermediate step where the inner product values of queried vectors



are e[y (x? m yf ¢)» and we change the replies such that the inner product values of queried vectors are

directly changed from ;[ (xf i y’f o) 10 Dicu <X?.ji’ y?y ;- This means that our conversion allows us to
directly achieve a fully function-hiding MIPFE scheme. This is possible if we prepare 2n + 1 dimensions
for the underlying scheme and use the similar technique to that by Tomida et al. [3%]. To do so, we want
to create a situation where X; ;, := (xf.gji +u; - xfl, X(i)l’ 1) and y; ¢ = (yﬂg, ?f, r! ) This is because if we

have the above situation, we can change x; ;, to (;, x?’ i i 1) by the security of the

fl,yff) = (xl.'ji - Xi,l’yi{f>’ which also can be derived from

—x +xll,1)—(u,,

underlying scheme and the relation (xf X
Eq.(23).
To reach the situation starting from the real game, however, we need one more trick. This is because the
reductlon algorithm needs to compute the value A; ¢ := (xl vy (l.), ;) to adjust inner products with the term
r; , when it simulates the {-th secret key. Thus, the same problems as above occurs. To solve this problem,

~ U .
we take the intermediate step where X; j, := (xf} +u;,v;, 1) and ;¢ := (yl o l{, ri¢), where v; «— Z" is
randomly chosen at the beginning of the game. This is possible because computing A; ¢ := (v;, y? ;) suffices

for the reduction algorithm to reach the step. After the step, we redefine u; := u; — xf yand v; :=v; + x?l

where 0;, V; & Z}'. This change is information-theoretic and we do not need to care about when the
adversary makes the first ciphertext query. By these steps, our proof strategy goes well since there are no
steps where reduction algorithms need to compute values related to x? | when it simulates secret keys.

The interesting points of our technique are to crucially utilize the blank space, namely the n+1 to 2n-th
dimensions, and directly construct a fully function-hiding MIPFE scheme from a weakly function-hiding
IPFE scheme. This is in contrast to the function-hiding scheme in [B], where they first construct a weakly
function-hiding MIPFE scheme, setting a vector length of an underlying IPFE scheme as almost n. Then,
they convert it into a fully function-hiding scheme by doubling the vector length of the scheme.

3 Preliminary

3.1 Notation

For a natural number n € N, Z, denotes a ring Z/nZ and [n] denotes a set {1,...,n}. For a set S,

s <& § denotes that s is uniformly chosen from S. We treat vectors as column vectors. For a vector
X, ||x||c denotes its infinity norm. For vectors vy, vy, ..., V,, (Vq, Vs, ..., V,) denotes a vector generated
by the vertical concatenation of these vectors. For matrices (including vectors) with the same number of
rows Ay, Az, ..., Ay, (Aq]|Az]| - - - ||Ay) denotes a matrix generated by the horizontal concatenation of these
matrices. For a generator g; of a cyclic group G; of order p and a € Z,, [a]; denotes g{*. Furthermore,
for a matrix A := (aj¢);¢ over Z,, [A]; denotes a matrix over G; whose (i, j) entry is gl.aj’f. For vectors
X = (X1,...,xp) and y := (y1,...,¥n) € Z}, let e([x]1, [y]2) == e(g1, g2)™Y) be a function that computes
the inner product on the exponent by [];¢[,; e([x;]1, [yi]2). A matrix I, denotes the n X n identity matrix.
A matrix O,,x, denotes the m X n zero matrix. A function f : N — R is called negligible if f(1) = A~
and denotes f(1) < negl(A). For families of distributions X := {X;} ey and Y := {V3 }1en, X &¢ Y means
that they are computationally indistinguishable.

3.2 Basic Tools and Assumption

Definition 3.1 (Cyclic Group). A description of a cyclic group Gceg:=(p, G, g) consists of a prime p, a
cyclic group G of order p, and a generator g. A cyclic group generator Gcg(11) takes a security parameter

10



11 and outputs a description of a cyclic group G¢g with a A-bit prime p.

Definition 3.2 (Bilinear Groups). A description of bilinear groups Ggg:=(p, G1, G2, Gr, &1, &2, €) consist of
aprime p, cyclic groups Gy, G2, Gr of order p, generators g; and g, of G; and G, respectively, and a bilinear
map e : Gy X G, — Gr, which has two properties.

- (Bilinearity): Vi € Gi, hy € Go,a,b € Z,, e(h®, hY) = e(hy, hy)™®.
« (Non-degeneracy): For generators g; and g, gr := e(g1, &) is a generator of Gr.

A bilinear group generator Gpg(11) takes a security parameter 1* and outputs a description of bilinear
groups Gpg with a A-bit prime p.

Definition 3.3 (D,-MDDH Assumption [T]). Let Dy be a matrix distribution over full rank matrices in

Zg,kﬂ)Xk. We can assume that, wlog, the first k rows of a matrix A chosen from 9Dy forms an invertible

matrix. We consider the following distribution:
Geg — Gea(1Y), Geg — Goa(1),
AeDy, veZh b= Ay, <25
We say that the D;-MDDH assumption holds with respect to G¢g if, for any PPT adversary A,

AdvIEPP (1) = |Pr[1 « A(Gea, [AL [to])] - Pr[1 — A(Gea, [A], [tD]] < negl(2),

and with respect to Ggg if, for any PPT adversary A and both i € {1, 2},

AdvEROPH () = |Pr[1 — A(Gsa, [Al1 [to]:)] — Pr{1 — A(Gea, [Aly, [t:])]] < negl(A).

Random self-reducibility. By the random self-reducibility, we can obtain arbitrarily many instances
of the Dy-MDDH problem without additional security loss. For any n € N, we additionally define the
following distribution:

V&7 Ty = AV, Ty &z
The advantages of A against n-fold Di-MDDH assumption with respect to Gcg and Gpg are defined as:

Adv2MPPI(R) 1= |PH1 — A(Gco, [A [To])] - Pr{1 — A(Gea, [AL [T1])]],

Adv oM (D) = P11 — A(Gag, [Al, [Tol)] - Pr{1 — A(Gg, [Aly, [T11)]].

Then, for any PPT adversaries Ay, A, and both i € {1, 2}, there exist PPT adversaries 81, B, and we have

Aan-Dk-MDDH(/l) < AdVDk-MDDH(ﬂ) + 2—9(/1)’

A,CG 8,,CG
n-Dy-MDDH D -MDDH —0(A)
Adv.?(z,BG,i (1) < AdeZ'BG,i (A)+2 ,

Time(B;) ~ Time(A;) + npoly;(4) for both j € {1,2},

where poly;(1) is independent from Time(A;).
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3.3 Definitions of Inner Product Functional Encryption

In this paper, we treat both single-input inner product functional encryption (IPFE) and multi-input IPFE.
In both cases, the inner product functionality is defined over Z and its domain is limited depending on
the infinity norms of the input vectors. We formally define the functionality called bonded-norm inner
product.

Definition 3.4 (Bounded-Norm Inner Product over Z). This function family ¥ consists of functions fy)ffyyﬂ :

ZM X - x Z™ — Z where m, u, X,Y € N, y; € Z" st. ||yillo < Y. Forall (x4,...,%,) € (Z™)* st.
Vi € [u], ||xi]||lo < X, we define the function as

i€[u]

We call p a number of slots. We refer to the function as single-input inner product when x = 1, and
multi-input inner product when z > 1.

With respect to single-input IPFE, there are two types of IPFE: public-key IPFE and private-key IPFE.
To achieve the function privacy, we need the private-key setting as defined below. Roughly speaking, this
is because an adversary can learn the information of functions embedded in secret keys by decrypting
ciphetexts generated by itself with the secret keys in the public-key setting.

Definition 3.5 (Public-Key Inner Product Functional Encryption). Let X := {X)}ien, Y := {Ya}aien be
ensembles of norm-bounds. Public-key inner product functional encryption (Pub-IPFE) consists of five
algorithms.

Par(1): It takes a security parameter 1 and outputs a public parameter pp.

Setup(1™, pp): It takes a vector length 1" and pp and outputs a public key pk and a master secret key msk.
Enc(pk, x): It takes pk and a vector x := (x1, ..., X;,) € Z™ and outputs a ciphertext ct.

KeyGen(pk, msk, y): It takes pk, msk, and a vector y := (y, ..., ¥m) € Z™ and outputs a secret key sk.

Dec(pk, ct, sk): It takes pk, ct and sk and outputs a decrypted value d € Z or a symbol L.

Correctness. Pub-IPFE is correct if it satisfies the following condition. For any A, m € N and for any
X,y € Z" s.t. ||X|| < X and [|y]]|e < Yy, we have

pp « Par(14)
(pk, msk) < Setup(1™, pp)
Pr|d = (x,y)| ct < Enc(pk,x) =1
sk « KeyGen(pk, msk,y)
d = Dec(pk, ct, sk)

Security. Let u € N be a natural number that represents the number of users. Pub-IPFE is adaptively
secure in the multi-user and multi-challenge setting if it satisfies the following condition. That is, the ad-
vantage of A against Pub-IPFE defined as follows is negligible in A for any constant m, y € N, and PPT

12



Oct(B € {0,1},i € [u], &°,x") € (Z™)%) Ouli € [puly € Z™)

U U
ct; < Enc(pk;, xP) sk; « KeyGen(pk;, msk;,y)
return ct; return sk;

Fig 1: The description of oracles in the security game for Pub-IPFE.

adversary A,

u
Pub-IPFE | B =101}, pp e Par(11)
Adva (A) = |2Pr | B = B"| {(pk;, mski)}ie[u) < Setup(1™,pp) |~ 1|
B’ e AGB0ulI (14, {pk; Yieru))

The description of the oracles O and Oy is presented in Fig 1. We refer to queries to O and Og as a
ciphertext query and a secret key query respectively. To avoid a trivial attack of A, we have the following
condition on A’s queries. Let g.; and gy ; be the total number of ciphertext queries and secret key queries
for index i respectively. Then, for all i € [u], j; € [gct,i], and €; € [gsk,;], we have

<X?vji’ Yi,€;> = <Xl!.ji' yi,f[>' (31)

Definition 3.6 (Private-Key Inner Product Functional Encryption). Let X := {X3}ien, Y := {Ya}aen be
ensembles of norm-bounds. Private-key inner product functional encryption (Priv-IPFE) consists of five
algorithms.

Par(1): It takes a security parameter 1 and outputs a public parameter pp.

Setup(1™, pp): It takes a vector length 1 and pp and outputs a master secret key msk.

Enc(pp, msk, x): It takes pp, msk, and a vector x := (X1, ..., X,) € Z™ and outputs a ciphertext ct.
KeyGen(pp, msk, y): It takes pp, msk, and a vector y := (y1, ..., ¥m) € Z™ and outputs a secret key sk.

Dec(pp, ct, sk): It takes pp, ct and sk and outputs a decrypted value d € Z or a symbol L.

Correctness. Priv-IPFE is correct if it satisfies the following condition. For any 4, m € N and for any
X,y € Z" st ||x]|o £ X3 and [|y]|e < Yy, we have

pp « Par(1%)
msk « Setup(1™, pp)
Pr|d = (x,y)| ct < Enc(pp, msk, x) =1
sk « KeyGen(pp, msk,y)
d = Dec(pp, ct, sk)

Security. Let u € N be a natural number that represents the number of users. Priv-IPFE is fully function-
hiding in the multi-user setting if it satisfies the following condition. That is, the advantage of A against
Priv-IPFE defined as follows is negligible in A for any constant m, u € N and any PPT adversary A,

AT

pp <« Par(ll) pp «— Par(l’l)
=Pr|B =1 {msk;}ic(u) < Setup(1™,pp) | — Pr B =1 {msk;}ie[u) < Setup(1™, pp)
B’ «— ﬂOct(o"')vosk(ov'v')(pp) B’ «— ﬂOct(lx'r')vosk(lv'v')(pp)

13



Oct(B € {0,1},i € [u], &°, x") € (Z™)%) Ou(B € {0,1},i € [ul ', y) € (Z™)%)

U U
ct; < Enc(pp, msk;, xP) sk; < KeyGen(pp, msk;, y?)
return ct; return sk;

Fig 2: The description of oracles in the security game for Priv-IPFE.

It is convenient for our paper to define the advantage on Priv-IPFE as above rather than the form like
|2Pr[B = B’] — 1|, and both formulations are equivalent. The description of the oracles O and Oy is pre-
sented in [Fig 2. We refer to queries to O and Oy as a ciphertext query and a secret key query respectively.
To avoid a trivial attack of A, we have the following condition on A’s queries. Let g.; and g ; be the
total numbers of ciphertext queries and secret key queries for index i respectively. Then, for all i € [u],
Ji € [qet,i], and €; € [gski], we have

0 0 1 1
X Yi'gi> = <Xi,jir Yi,gi>- (3.2)

We say that Priv-IPFE is weakly function-hiding in the multi-user setting if it satisfies the above definition
except that the query condition of A is more restricted as follows. That is, for all i € [u], j; € [gc,:], and
i € [gsk,i], we have

0 0 1 0 1 1
<Xi,j,-’yi,fi> = <Xi,j,-’yl',{’i> = <Xi,j,-’y1',€i>' (3.3)

We denote the advantage of A in weakly function-hiding game in the multi-user setting by Adv;i‘\;ﬂ?g EQ).

As pointed out by Abdalla et al. [#], public-key multi-input IPFE (MIPFE) is almost meaningless because
it inherently leaks the same amount of information as parallel execution of single-input IPFE. Therefore,
following them, we only consider private-key MIPFE in this paper.

Definition 3.7 (Multi-Input Inner Product Functional Encryption). Let X := {X)}ien, Y = {Y1}1en be
ensembles of norm-bound. Multi-input inner product functional encryption (MIPFE) consists of four algo-
rithms.

Setup(lﬂ, 1™, 1#): It takes a security parameter 14, a vector length 1™, and a number of slots 1#. Then, it
outputs a public parameter pp and a master secret key msk.

Enc(pp, msk, i,x): It takes pp, msk, an index i € [u], and a vector x := (x1,...,X,) € Z™ and outputs a
ciphertext ct;.

KeyGen(pp, msk, {y;}ic[,)): It takes pp, msk, and vectors {y; := (¥i1,-.., Vim)}ie[u € (Z™)¥, and outputs
a secret key sk.

Dec(pp, cty, ..., cty, sk): It takes pp, cty, ..., ct, and sk and outputs a decrypted value d € Z or a symbol
4.

Correctness. MIPFE is correct if it satisfies the following condition. For any A4, m, u € N and for any
{xi}iepup {Vitie € (Z7)F st Vi, [|xillo < Xa and []yille < Y2, we have

pp, msk « Setup(l/l, 1™ 1#)

ct; « Enc(pp, msk, i,x;) foralli € [u]
sk « KeyGen(pp, msk, {yi}ie[u])

d := Dec(pp, ct, sk)

=1.

Pr|d = Z X0, Vi)

i€fu]
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Oct(B € {0,1},i € [u], x°, x") € (2™)%) Osk(B € {0, 1}, ({yPbierupr 1y, Yiegu)) € (@™

U . U
ct; « Enc(pp, msk, i, xP) sk «— KeyGen(pp, msk, {yiﬁ}ie[ﬂ])
return ct; return sk

Fig 3: The description of oracles in the security game for MIPFE.

Security. MIPFE is fully function-hiding if it satisfies the following condition. That is, the advantage of
A against MIPFE defined as follows is negligible in A for any constant m, u € N and any PPT adversary
\ﬂa

y
dvMIPFE( 1Y .= _ pr B =101}, 1 m B
Adv g, (2) = 2Pr | B = B"| (pp, msk) « Setup(1%, 1™, 1%) 1].
B’ «— ﬂoct(ﬁm')vosk(lgv')(pp)

The description of the oracles O and Oy is presented in Fig 3. We refer to queries to O and O as a
ciphertext query and a secret key query respectively. To avoid a trivial attack of A, we have the following
condition on A’s queries. Let ¢.,; be the total number of ciphertext queries for index i and g be the total
number of secret key queries. Then, for all (ji, ..., ju) € [gct,1] X - - X [Get, 1), and € € [ge],

Dy = D Ly, (3.4)
i€[u] i€lu]

In this paper, we assume that g.; > 1 for all i € [u] and gsx > 1. Note that this condition can be easily
removed by simply utilizing symmetric key encryption [&,T9].

We say that MIPFE is adaptively secure if it satisfies the above definition except that there is an additional
query condition of A. That is, for all i € [u] and € € [gsk],

0o _ .1
Yie = Yie

We denote the advantage of A in the adaptive-security game by Adv%zzE(/l). This security definition

captures only the message privacy of MIPFE schemes, i.e., the scheme is non-function-hiding. Note that
this security definition of the adaptive security is identical to many-AD-IND security in [B,4].

4 Tightly Secure (Multi-Input) Inner Product Functional Encryption

In this section, we present our tightly secure Pub-IPFE scheme and non-function-hiding MIPFE scheme,
the latter is obtained by applying the conversion by Abdalla et al. [B] to our IPFE scheme.

4.1 Construction

Let D;. be a matrix distribution over full rank matrices in Zg,kH)Xk and norm bounds X, and Y, be polyno-
mials in A.

Par(1): It takes a security parameter 1 and outputs pp as follows.

Geg < Geg(1Y), A « Dy, pp = (Geg, [A])
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Setup(1™, pp): It takes a vector length 1™ and a public parameter pp. Then, it outputs a public key pk and
a master secret key msk as follows.

km matrices
——

A

A

W (i mek(kﬂ)m A= ‘ c ZI;(k+1)m><k2m, (4.1)

p i

pk := (Gcg, [A], [WA]), msk:=W.
Enc(pk, x): It takes pk and x € Z"™ and outputs a ciphertext ct as follows.
s Al Z’;Zm, ci:=As € Z’;,(kﬂ)m, c;:=WAs+x¢€ ZZ’, ct := ([c1], [e2])-

KeyGen(pk, msk, y): It takes pp, msk, and y € Z™ and outputs a secret key sk as follows.
k = -W'yez,*"" ky:=yez?, sk:=(k,k).

Dec(pk, ct, sk): It takes pk, ct, and sk. Then it computes [d] := [k ¢;+k, c;] and searches for d exhaustively
in the range of —-mX,Y, to mX,Y). If such d is found, it outputs d. Otherwise, it outputs L.

Correctness. Observe that if ct is an encryption of x and sk is a secret key of y,
d=-y WAs+y WAs +y'x = (x,y).

Therefore, if ||x|| < X and ||y]|w < Y3, the output of the decryption algorithm is d = (x,y).

4.2 Security

Theorem 4.1. Assume that the Di.-MDDH assumption holds with respect to Gcg, then our Pub-IPFE scheme
is adaptively secure in the multi-user and multi-challenge setting. More formally, let y be a number of users,
qet := 2iclu] 9et,i be the total number of the ciphertext queries by A, g = Zie[y] qsk,i be the total number of
the secret key queries by A, and m be a vector length. Then, for any PPT adversary A and security parameter
A, there exist PPT adversaries 81 and B, for the Di.-MDDH and we have

AdVEPTPPE(D) < 2Adv i PP (1) + 2Advi o P () + 279,

max{Time(B;), Time(By)} = Time(A) + (1 + gct + gsk)poly(d, m),

where poly(2A, m) is independent from Time(A).

Proof. We employ a series of games and evaluate the advantage of the adversary in each game. In this
paper, we use the variable i to denote the index of users and j; (resp. ¢;) to denote the index of ciphertext
(resp. secret key) queries for user i. For example, a vector s in j;-th ciphertext for user i will be denoted by
s j;- In the security proof, however, we change the forms of ciphertexts and secret keys for every user in
the same way simultaneously. Thus, we do not need to specify users when we consider adversary’s queries.
For conciseness, we omit the index i from (i, j;) and (i, {;), and just use j and € to denote the indices of
queries (but j and ¢ are implicitly associated with 7).
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Game 0: This game is the same as the real game. Then, for all j € [g. ], the j-th ciphertext that A obtains
from the oracle corresponds to

U _k2m B
Sj Zp » Cj1 = AS]', Cj2 = WiASj +Xj .

Game 1: The reply for ciphertext queries is changed as follows. For j € [qc,;], we define x; := x} —xY €
Zy. Let ¢; : [gct,i] — [m] be a map such that ¢;(j) := rank(x1|| - - - |[x;). Then, for all j € [qct,], the

j-th ciphertext that A obtains from the oracle corresponds to

km vectors
b
b ZE\span(A), B = b . € Ztkrmxkm, (4.2)
p
St Bin) = 25 81 i= Gt S0 0FTH0Y) € ZK,
cj1 = As; +|Bs}|, ¢z = W;(As; +|Bs] )+xf.

Game 2: The reply for ciphertext queries is changed as follows. Let p; : [¢;(gct,i)] — [gct,i] be a map
such that p;(1) := min ¢;'(1). In other words, on an input ¢, p; returns the first query number j such
that the rank of the matrix (x;]| - - - ||x;) equals ¢. Then, for all j € [qc,], the j-th ciphertext that A
obtains from the oracle corresponds to

U
u<—Z';,

cj1 = As; + Bs;, cj2 = W;(As; + Bs]’.) + xf + Z (0, 80X, |
Le[oi()]

Note that §;, is defined in Game 1.

Game 3: The reply for ciphertext queries is changed as follows. For all j € [g.t,;], the j-th ciphertext that
A obtains from the oracle corresponds to

U
Tjgs o Tig() < Lps

cj1 = Asj + Bs]’~, cj2 = W;(As; + Bs;.) + xf + Z TiXpi(0) b
Lel¢i()]

Game 4: The reply for ciphertext queries is changed as follows. For all j € [qct,i], the j-th ciphertext that
A obtains from the oracle corresponds to

U
Tjb - i) < Zp»
cj1:= Asj +Bs), ¢, := W;(As; +Bs)) + + Z T Xpi(0)-
telg:()]
Thanks to Cemma 41 to Cemma 45, Theorem 41 holds. O
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In the following, we denote the event that A’s output is equal to 8, i.e., B = 8, in Game ¢ by E,.

Lemma 4.1. For any PPT adversary A, there exists a PPT adversary 8B, for the D-MDDH s.t.

IPrEg] — Pr[E;]] < Advi, PP (a) + 279,
Time(B1) = Time(A) + (U + gct + gsk)poly(4, m),

where poly(Q4, m) is independent from Time(A).
Proof. We describe a PPT adversary $; that solves a D -MDDH problem using A internally. $B; takes

an n-Di-MDDH problem (Gcg, [A],[Ts]) with n := kmge, where 6 € {0,1}. Note that the number
n = kmgq. corresponds to the maximum possible instance usage of 8;. Therefore, the number of instances

that B, utilizes depends on A’s behavior and B, does not utilize all instances necessarily. $; generates

random matrices Wy, ..., W Al Z?Xk(kﬂ)m and sets pk; := (Gcg, [A], [W;A]) for all i € [u], where A is
defined in the same way as Eq.(4.1). Then, B, inputs {pk;};c[,) to A. Because B; generates msk; := W;
for all i by itself, it can easily simulate O. Thus, the remaining task is simulating O.

First, B; selects a bit 3 A {0,1}. Let t5, € Z’;“ be the t-th column of Ts. When A queries O on
(i, (%0, %j,1)) as the j-th query for user i, B; computes a reply as follows:

Sjkgi(j)+1r---»Sjkm <£ Z’;,
Cj1 = (t&km(zle[i—l] e+ i=D+D =+ B km(S iy derati—1)+k() Asj,kll’i(j)ﬂ' s Asj,k’n) € Z]I;(kﬂ)m’
cj2:=Wcj1 + xf eZ™,
ctj = ([ejal [cj2]).
We check that B, correctly simulates O.;. Recall that the columns of A and b are linearly independent
and form a basis of Z;". Thus, we can rewrite c¢;; as:

’

U _& , U
Sj1y-++»Sjkm Zp, Sjre 0 Si ko) < Zp,

Cj1 = (Asj,l + 58;'11), ey Asf,k%(i) + 68;,k¢i(j)b’ ASj'k¢i(j)+1, ceey Asj,km)

= As;j + 6Bs},
where s; := (sj1,...,8jkm) and S} = (810 -+ o5 Sk () 0km=¢i())) Then, if § = 0, A’s view corresponds to
Game 0 and otherwise, it corresponds to Game 1. Finally, B outputs the truth value of (8 = 8’) where B’
is the output of A. This proves Cemma 4. O

Lemma 4.2. For any PPT adversary A, we have

Pr[El] = PF[EZ]

Proof. Cemma 472 follows from Claim 41 and CIaim 47. To prove Cemma 472, we use a kind of complexity
leveraging argument. In the following, we randomly choose vectors independently from the security game

- u . ~ .. = . .
as {Xj }icfuljelges] < ZZ?. The purpose is to assure that X; is independent from W; in Eq.(4.4). |

Claim 4.1. For any PPT adversary A and both 1 € {1, 2}, we have
N U e~
Pr(E.] = PrlE.{X; }iciuljelgui] < Z;,",Vl,], X; =x; (mod p)].

18



Proof. Vectors {X;};c(u]je[g..] are chosen independently from A’s view. Then, the event [Vi, j, X; = x;
(mod p)] does not affect A’s behavior. O

Claim 4.2. For any PPT adversary A, we have

- u ..o~
PrlE{X;}ielujelqe) < 25 Vi) Xj =x; (mod p)]

~ u ..~
=PrlE2l{X;Yictujclan < Zp Vi )y Xj = X; (mod p)].

Proof. We denote the (-th column of the matrix B by b, for ¢« € [km], where B is defined in Eq.({4:2).
We define that B* := ((A||B)_1)T € Z];,(kﬂ)mx’c(kﬂ)m and denote the (k?m + )-th column of B* by b for
t € [km]. Then the following equations hold:

1 (t=1)

0 (%) forall ¢,u" € [km]. (4.3)

b A=0T, bi'b,= {

Next, we redefine W; as

u Y ZI;’ Wi Y mek(k+1)m,
~ T (4.9)
=W; + Z Xp,()U ( k(L—1)+1|| ||bk(L 1)+k)
t€[¢i(Get,i)]
Observe that W; is identically distributed to the original one, i.e., W; <£ Z;,"Xk(kﬂ)m. This is because X; is
determined independently from Wi. Under the condition such that Vi, j, X; = x; (mod p), we have
(In the public key)
WA =W;A forallie[u], (4.5)
(In the secret keys)
Wy, = WTyg foralli € [u] and € € [gsk,i], (4.6)
(In the challenge ciphertexts)
WilAs; +B) = (Wit 3 Rpou” byl by 1)+k) (As; +Bs))
t€[¢i(qGet,i)]
= W;(As; + Bs) + Z X, 00" (Oksck (=) Tk [ Okxk(m—0)) 8 (4.7)

(€l6:(Ge]
= Wi(As; +Bs) + > (0,8;)%y,) forallie [u]and ;€ [qe]-
(eigi()

Here, Eq.(4.5) and Eq.(4.7] follow from Eq.(4.3], and Eq.(4.6] follows from Eq.(3.1). Then, from Eq.{4.5),
Eq.(4.6), and Eq.(4.7), A’s views in Game 1 and Game 2 are identical if Vi,j, X; = x;(mod p). Then,

Claim 42 holds. m]

Lemma 4.3. For any PPT adversary A, there exists a PPT adversary 8, for the D-MDDH s.t.
|PrE] — Pr[Es]| < Advi PP (a) + 2790,
Time(B,) = Time(A) + (U + gct + gsk)poly(4, m),

where poly(2A, m) is independent from Time(A).
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Proof. First, we prove the following claim.

Claim 4.3. We consider the following distribution for any n € N:
A U —kxn U ok T u n
Geg « Gea(17), S = 2", we—2Z,, t:=Su, t —Z,.
Then, for any PPT adversary A, there exists a PPT adversary 8 and we have

AdvReM(2) = [Pr{1 — A(Gcg, [S], [to])] - Pr{1 — A(Gcg, [S], [ D]] < Advi PP (),
Time(8B) ~ Time(A) + npoly(d),

where poly(Q) is independent from Time(A).

A
Proof. For a matrix A in the n-D;-MDDH problem, we can define that A := (af ), where Ay € GLi(Z))
1
and a; € Z’;. Then, we can rewrite an instance of n-D;-MDDH problem as

U ~ _ ~ U
S — Zy", t:=ST(Aj) a1, t — ZJ,

e AO -—_ S -—_ S
[oce: A= (7). 7= () or = 7))

B chooses r <£ Z’;,, sets tg := STr + fﬁ for g € {0, 1}, and inputs (Gcg, [S], [tg]) to A. Observe that S and
tg defined above are identically distributed to those defined in Claim43. m|

We describe a PPT adversary 8B, that solves a problem defined in using A internally. B,
takes an instance (Gcg, [S], [ts]) with n := mgq, where § € {0,1}. Note that the number n = mgq.
corresponds to the maximum possible instance usage of 8B,. Therefore, the number of instances that $;
utilizes depends on A’s behavior, and 8, does not utilize all instances necessarily. B, chooses A — Dy
and sets pp := (G¢g, [A]). B, generates key pairs as (pk;, msk;) < Setup(1™, pp) for all i € [u]. Then, B,
inputs {pk;}ie[) to A. Because B, generates msk; for all i by itself, it can easily simulate Og. Then, the
remaining task is simulating O.

First, B, selects a bit 8 d {0,1}. Let s, € Z’; be the t-th column of S € Z’;}X” and 5, € Z, be the «-th
element of t; € Z},. When A queries Ot on (i, (X0, Xj,1)) as the j-th query for user i, B, computes a reply
as follows:

Uzkm o= (5 5 km=9:()) ¢ Zkm
Sj — ZP ’ sj . Sm(ZLE[i—ll Getutj—1)+1r =« oy Sm(ZLEIi—ll Gt tj—1)+¢i(j) 0 l € ZP ’

— Ac. r o o W B .
cj1:=Asj +Bs;, ¢jp:=Wcj1 + x; + Z L5, m(Eoefio1) detu+i—D+kXpi (k)
k€[$i(j)]

ctj == ([cj1], [¢j2])s

where A and B are defined as Eq.(4.1) and Eq.(4.2). Recall that 10,m(Beqior) et Hi—1)+k = (u, gm(ZLE[i—l] Getutj—1)+K)
and B, m(S 1) et +i—1)+k 1S @ random element in Z, for « € [¢;(j)]. Then, A’s view corresponds to Game
2if § = 0, and it corresponds to Game 3 otherwise. Finally, 8, outputs the truth value of (8 = B’) where
B’ is the output of A. This proves Cemma 473. ]

Lemma 4.4. For any PPT adversary A, we have

Pr[Eg] = PF[E4]
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Proof. Forany i € [u] and j € [gct], we can see that the term 2, ¢[4,(j)] Tj.:Xp; (1) is @ completely random
element in span({x,,(,)}.c[¢;(j)])- From the definition of the maps ¢; and p;, x; € span({Xp,()}ies;())-
Therefore, we have

XU+ D TiXew = B X+ D TiXe
Lelei ()] L€[¢i (/)]
=x)+ > rXp foralli€ [u]andj € [el.
Le[ei (]
In the above equation, the relation = indicates that LHS and RHS are identically distributed. Thus, A’s

views in Game 3 and Game 4 are identical. O

Lemma 4.5. For any PPT adversary A, we have
PrlE4] = 1/2.

Cemma 47 is trivial because A does not obtain any information about 8 in Game 4.

4.3 Application to Multi-Input Inner Product Functional Encryption

We can obtain an adaptively secure MIPFE scheme whose security is tightly reduced to the Dy - MDDH
assumption by applying the generic conversion by Abdalla et al. [B] to our scheme. Let Pub-IPFE be a
Pub-IPFE scheme that is adaptively secure in the multi-user and multi-challenge setting. It is not difficult
to see that the security of the MIPFE scheme obtained by applying the conversion to Pub-IPFE is reduced
to that of Pub-IPFE with the security loss being 1. For the completeness, we describe their conversion in a
slightly modified way so that it is sufficient for our purpose.

Property. Let Pub-IPFE := (Par, Setup, Enc, KeyGen, Dec) be a Pub-IPFE scheme (Definifion 3 7). In their
conversion, we require that Pub-IPFE has the following properties.

1. Pub-IPFE is adaptively secure in the multi-challenge and multi-user setting.

2. A public parameter pp defines an order n, a group G of order n with group law o, and an encoding
function E : Z,, — G.

3. A decryption algorithm Dec correctly works even if it takes pp instead of pk. Moreover, the de-
cryption algorithm Dec can be divided into the two algorithms Dec; and Dec; with the following
properties. For any 4, m € N, any x,y € Z™, and any z € Z,, such that |z| < mX,Y),, we have

pp < Par(11)
(pk, msk) « Setup(1™, pp)
Pr|d = E({x,y) mod n)| ct < Enc(pk, x) =1, Decy(pp, E(2)) = z.
sk « KeyGen(pk, msk, y)
d := Decy(pp, ct, sk)

4. For any a, b € Z,, we have E(a) o E(b) = E(a + D).

5. Given pp and any z € Z,, one can efficiently compute E(-z).
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Conversion by Abdalla et al. [3]. Let Pub-IPFE := (Par’, Setup’, Enc’, KeyGen’, Dec’ := (Decy, Decé))
be a Pub-IPFE scheme with the property defined above. Let MIPFE := (Setup, Enc, KeyGen, Dec) be a
converted MIPFE scheme. Let X, := X]/u be a norm bound of MIPFE, where X is a norm bound of
Priv-IPFE.

Setup(1%,1™, 1#): It takes a security parameter 1%, a vector length 1, and a number of slots 1%. Then, it
outputs a public parameter pp and a master secret key msk as follows.

7 ’ ’ !’ ’ !’ U
pp’ — Par'(1'), {pk;, msk/}ic(u) < Setup’(1”,pp), {Wi}iefu — ZJ7,
pp := pp’, msk := ({pk;, msk;}iepu), {witiefu)-

Enc(pp, msk, i, x): It takes pp, msk, i € [u] and x € Z™ and outputs a ciphertext ct; as follows.

X:=x+u € Z), ctj < Enc'(pkj, %), ct; :=ct.

KeyGen(pp, msk, {y;}ic[,)): It takes pp, msk, and {y;}ic[,) € Z™ and outputs a secret key sk as follows.

yi=yi € Z), ski < KeyGen’(pk;, msk},y;) foralli e [u],
2= ) (yow) € Zy, ski=({ski}icu 2).
i€lu]

Dec(pp, {ct;}ic[u)» sk): It takes pp, {ct;}ie[u), and sk. Then, it computes decryption value d as follows.

d; := Deci(pp’, ct},sk;) € G foralli € [u], d:=Decy(pp,dio---od,oE(-2)).

By the conversion, we obtain the following corollary.

Corollary 4.1. Let MIPFE be the MIPFE scheme obtained by applying the conversion in [3] to our Pub-IPFE
scheme. Then MIPFE is adaptively secure. More formally, let u be a number of slots, qct := 2jc[u] Geti be the
total number of the ciphertext queries by A, qsk be the total number of the secret key queries by A, and m be
a vector length. Then, for any PPT adversary A and security parameter A, there exist PPT adversaries 81 and
B, for the Di-MDDH and we have

D~ Dy _
AdVITEE() < 2Advg MPPR () + 2Adv i MPPT (1) 4 270,
max{Time(B;), Time(B,)} ~ Time(A) + (U + gct + Ugsk)poly(A, m),

where poly(A, m) is independent from Time(A).

5 Function-Hiding Inner Product Functional Encryption

Lin proposed a simple framework that allows us to construct a function-hiding IPFE scheme from a public
key IPFE scheme [34]. We can apply her framework to our scheme and obtain a tightly function-hiding
IPFE scheme in the multi-user setting. Informally, her framework is as follows.

First, we can see that a ciphertext and a secret key in our IPFE scheme consist of vectors, and decryption
involves inner product of these vectors. That is, a ciphertext of a vector x corresponds to a vector ¢, :=

2
(Cin1» Cin2) == (As, WAs + x) € ch *kHDm and a secret key of a vector y corresponds to a vector kj, :=
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(kin,1, kinz2) == (-W'y,y) € Z;k2+k+l)m. Decryption just computes (cin, ki,). We call the scheme described
above an inner scheme.

To ensure the confidentiality of secret keys, we “encrypt” secret keys in the same way as cipher-
texts in our IPFE scheme. That is, a secret key of the function-hiding IPFE scheme is generated as sk :=

2 2
(Cout 1, Cout,2) = (Dr € Z’;(kﬂ)(k +k+1)m,VDr + ki, € Zg,k +k+1)m), where V, D, and r correspond to W, A,
and s respectively in our scheme presented in Becfion 41. We call the scheme utilized to encrypt secret

keys an outer scheme. We also need to transform ciphertexts to make them compatible with sk, which
can be done by “generating a secret key” of c;, in the outer scheme. That is, we define a ciphertext of
the function-hiding IPFE scheme as ct := (kout,1, Kout,2) := (—VTcin € ZZ(kJrl)(kZJrkH)m, Cin € Zg,k2+k+l)m).
Observe that (ct, sk) = (cin, kin) = (X, y).

To achieve the security, of course we need to encode both ct and sk on the exponent of group elements.
We employ bilinear groups that allow us to compute inner product over the group elements, which is
necessary for decryption. Then, the confidentiality of ciphertexts is assured by the inner scheme and that
of secret keys is assured by the outer scheme.

5.1 Actual Scheme and Optimization

As described above, if we directly apply Lin’s framework to our scheme, the first components of a ciphertext
and a secret key will consist of k(k + 1)(k? + k + 1)m group elements. Recall the reason we need k(k + 1)m
group elements in the first components of a ciphertext and a secret key in the original scheme. That is,
the maximum dimension of the space spanned by the vectors x; = le. - x% is m, and this fact directly
affects the number of group elements in the first components. Because the vector length handled in the
outer scheme is (k? + k + 1)m, the first components seem to require k(k + 1)(k? + k + 1)m group elements.
However, observe that the maximum dimension of the space spanned by the vectors koyt,¢ := k! e 0 o=
(-WTy},yp) = (=WTy},y}) for all £ € [gs] is m, not (k* + k + 1)m. Hence, we can reduce the number of
group elements in the first components to k(k + 1)m, and the resulting scheme is given as follows.

(k+1)xk
ZP

Let Dy be a matrix distribution over full rank matrices in and norm bounds X, and Y, be

polynomials in A.
Par(1): It takes a security parameter 1 and outputs pp as follows.

Ggg < Goa(1Y), A,D « Dy, pp := (Gpg, [Aly, [D]2).

Setup(1™, pp): It takes a vector length 1" and a public parameter pp. Then, it outputs a master secret key
msk as follows.

W (i Z;?Xk(kﬂ)m’ vV (i Z'(Dkz+k+1)m><k(k+1)m’ msk := (W, V).

Enc(pp, msk, x): It takes pp, msk, and x € Z™ and outputs a ciphertext ct as follows.

km matrices

—
A
A k(k+1)mxk?m U _ k2 (k2+k+1)m
A = ] €Z, , s 27, ", cin = (As,WAs +x) € Z, ,
A
k(k
kout,l = _VTCin € Zp( +1)m, k0u’t,2 = Cjp, Ct:= ([kout,lllr [kout,Z]l)-
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KeyGen(pp, msk, y): It takes pp, msk, and y € Z™ and outputs a secret key sk as follows.

km matrices
—

D
D= . S Z]’;(k+1)m><k2m’ r (i Z’;Zm, kin = (—WTy, y) € Zgjk2+k+1)m,

D

o k(k+1)m o (k*+k+1)m o
Cout,1 = Dr € Zp » Cout,2 = VDr + kin € Zp , sk:= ([Cout,l]Z» [Cout,Z]Z)-

Dec(pp, ct, sk): It takes pp, ct, and sk. Then it computes [d]r = e([kout,1]1, [Cout,1]2)e([Kout,2]1, [Cout,2]2)
and searches for d exhaustively in the range of —mX,Y; to mX,Y;. If such d is found, it outputs d.
Otherwise, it outputs L.

Correctness. Observe that if ct is an encryption of x and sk is a secret key of y,
d= —c;VDr + c;VDr + c;km = {Cin, kin) = (X, ¥).

Therefore, if ||x||o < X and ||y||w < Y3, the output of the decryption algorithm is d = (x,y).

5.2 Security

Theorem 5.1. Assume that the D -MDDH assumption holds with respect to Ggg, then our Priv-IPFE scheme
is weakly function-hiding in the multi-user setting. More formally, let u be a number of users, qct := X;e[y] eti
be the total number of the ciphertext queries by A, qsk = X;e[u) dsk,i be the total number of the secret key
queries by A, and m be a vector length. Then, for any PPT adversary A and security parameter A, there exist
PPT adversaries By, . .., B4 for the Di-MDDH, and we have

iv- Dy-MDDH Dy -MDDH _
ADEIIRE) <2 3T AP 12 3 AdvEREPH () + 2700,

e{1,2} te{3,4}

m'fnf{Time(ﬁ)} ~ Time(A) + (1 + qct + gsi)poly(d, m),
LE|4

where poly(A, m) is independent from Time(A).
Chearem 51 follows from MThearem 41 and Lin’s observation [34]. That is, the following relations hold:

0 0 - 1 0 N 1 1
{{Ctj Yielgail {Ske}fe[qsk,i]}ie[ﬂ] e {{Ctj Vielge: {Ske}ee[qsk,i]}ie[y] ~e {{Ctj Vielge {Skf}fe[qsk,i]}ie[y] :
The first indistinguishability follows from the security of the inner scheme and Eq.(3.3), and the second
indistinguishability follows from the security of the outer scheme and Eq.(3.3]. More precisely, we use the
relations <X?J.i, y?'gi) = <X},ji’ y?yfi) for the inner scheme and (cilnyi,ji, k?n,i,&) = <Ci1n,i,ji’ kiln,i,€i> for the outer

scheme. Both relations can be derived from Eq.(3.3]. Note that because our scheme is adaptively secure,
the above relations hold even if ciphertexts and secret keys are queried by an adversary adaptively.

Remark 5.1. Although the above scheme is weakly function-hiding in the multi-user setting, we can easily
convert it into one that is fully function-hiding in the multi-user setting by the conversion proposed by Lin
and Vaikuntanathan [85]. The conversion is very simple and works by only doubling vector lengths. When
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encrypting x € Z", we just encrypt (x, 0™) in the original scheme. Key generation is also done in the same
way. In addition, this conversion is tight. That is, for any PPT adversary A and security parameter 4, there
exist PPT adversaries B, 85, B3 and we have

AR = 3 AV
L€[3]

max{Time(5,)} ~ Time(A) + (1 + dec + ga)poly(d, m)

L€l3

where poly(4, m) is independent from Time(A).

6 From Single to Multi-Input Function-Hiding Inner Product Functional
Encryption

In this section, we present a generic conversion from weakly function-hiding single-input IPFE to fully
function-hiding multi-input IPFE. Because all known function-hiding single-input IPFE schemes are based
on bilinear groups, we design the conversion to be compatible with group based schemes. As in [B], how-
ever, we believe that our conversion is so generic that we can easily modify it to be suitable to schemes
based on other primitives if constructed.

6.1 Conversion

Property. Let Priv-IPFE := (Par, Setup, Enc, KeyGen, Dec) be a Priv-IPFE scheme (Definifion 3 6). In our
conversion, we require that an underlying scheme has the following properties.

1. Priv-IPFE is weakly function-hiding in the multi-user setting.

2. A public parameter pp defines an order n, a group G of order n with group law o, and an encoding
function E : Z,, — G.

3. A decryption algorithm Dec can be divided into the two algorithms Dec; and Dec;, with the following
properties. For any A, m € N, any x,y € Z™, and any z € Z, such that |z] < mX,Y), we have

pp « Par(1%)
msk « Setup(1™, pp)
Pr|d = E({x,y) mod n)| ct < Enc(pp, msk, x) =1, Decy(pp, E(2)) = z.
sk « KeyGen(pp, msk, y)
d := Decy(pp, ct, sk)

4. For any a, b € Z,, we have E(a) o E(b) = E(a + b).

Conversion. Let Priv-IPFE := (Par’, Setup’, Enc’, KeyGen’, Dec’ := (Decj, Decé)) be a Priv-IPFE scheme
with the property defined above. Let MIPFE := (Setup, Enc, KeyGen, Dec) be a converted MIPFE scheme.
Let X := X/{/y be a norm bound of MIPFE, where X/{ is a norm bound of Priv-IPFE. Our conversion is
performed as follows.
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Setup(lﬂ, 1™, 1#): It takes a security parameter 14, a vector length 1, and a number of slots 1#. Then, it
outputs a public parameter pp and a master secret key msk as follows.

’ ’ ’ /7 ’/ U
pp’  Par’ (1), {msk}iefuy — Setup’ (1", pp’), {u;}icpu — ZJy,
pp := pp’, msk := ({msk;}ie[u, {Witiefu))-

Enc(pp, msk, i, x): It takes pp, msk, i € [u] and x € Z™ and outputs a ciphertext ct; as follows.

%= (x+u; 0™ 1) € 72 ct; « Enc’(pp’, mskj, %), ct; := ct].

KeyGen(pp, msk, {y;}ie[u)): It takes pp, msk, and {y;}ic[,) € Z™ and outputs a secret key sk as follows.

{ritieu-1 & Z,, Ty i=— Z i+ Z (yiwi) | € Zy,
i€[p-1] i€lu]
yi = (y;, 0™, ;) € Z2m*1, sk; « KeyGen’(pp’, msk},y;) foralli € [u],

sk := {sk}}ie[u]-
Dec(pp, {ct;}ie[u)» sk): It takes pp, {ct;}ie[u), and sk. Then, it computes decryption value d as follows.

d; := Deci(pp’, ct},ski) € G foralli € [u], d:=Decy(pp’,dio---od,).

Correctness. From property 3, we have
d; = E((x; +u;,y;) + 1, mod n).

From property 4, we have

dio---od,=E Z(<Xi+ui’yi>+ri) mod n|=E Z<Xi,}’i> mod n|.
i€fu] i€lul

Then, from property 3 and the correctness of Priv-IPFE, we have d := Decy(d; o - -+ o dy) = X e[,{Xi, ¥i)-

Remark 6.1. Typically, we define Priv-IPFE as consisting of four algorithms (Setup, Enc, KeyGen, Dec) and
Setup outputs pp and msk when we consider Priv-IPFE in the single-user setting. To apply our conversion
to such a Priv-IPFE scheme, just setting pp := ppj, ..., pp;, suffices in the setup algorithm. In the security
proof, however, we need a hybrid argument for each slot similarly to [B]. Thus, the security reduction will
not become tight.

6.2 Security

Theorem 6.1. Let Priv-IPFE be a Priv-IPFE scheme that satisfies the properties described above. Then converted
scheme, MIPFE, is a fully function-hiding MIPFE scheme. More formally, let u be a number of slots, g :=
2ie[u] det,i be the total number of the ciphertext queries by A, qs be the total number of the secret key queries
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game X;; in ct Vi in sk - Ti¢ justification

0 (real) (xfj +1u;,0™,1) (yf[, 0™, ri¢) Z(yf{), u;) -
1 (xfj + ui,, 1) (yf[, 0™, 1) Z(Yﬁg’ u;) w-th
2 & w0 Yoo Yiebroe) | ZUyP w) +y2,vi)) w-fh
30 G X v ) 0Lyl S )+ (0 Vi) info.
4 (x| Vi) VoYl Ay eu) + 30 vi)) w-fh
5(final)  (u;,x?, +vi, 1) 0"y me) |20, ve) w-th

Table 5: Overview of the game change. In justification, w-fh stands for the weakly function-hiding security of
Priv-IPFE and info. stands for an information-theoretic change.

by A, and m be a vector length. Then, for any PPT adversary A and security parameter A, there exist PPT
adversaries By, B, for Priv-IPFE and we have
AdviyTE (1) < 2 Z Advig EEE (),
tel2]

mfu]({Time(BL)} ~ Time(A) + (1 + gt + Ugsk)poly(a, m),
LE(2

where poly(Q, m) is independent from Time(A).

Proof. We employ a series of games and evaluate the advantage of the adversary in each game. For ease of
exposition, we first consider six games: Games 0 to 5, and show that the each transition of games is justified
by the security of the underlying scheme (or an information-theoretical argument). Then, we explain that
the transition from Game 0 to 2 and that from Game 3 to 5 can be done in one-shot. We summarize forms of
ciphertexts and secret keys in each game in [able 5. A formal description of each game is given as follows.
Similarly to in Becfion 42, we omit index i from index j; and just denote it by j.

Game 0: This game is the same as the real game. Then, for all i € [u], j € [gct,:], and € € [gsk], the j-th
ciphertext and the ¢-th secret key that A obtains from the oracles correspond to

U
{rittictu-1 < Zn, Tue:=- Z rig + Z (Yfpuﬁ € Zy, (6.1)
i€[u-1] i€lu]
ii,j = (Xf] + u;, Om, 1) € Zzlm-ﬂ, S’i,[ = (Yff’ Om, r,-,g) € Zim-H.

Game 1: This game is the same as Game 0 except that X; ; in the ciphertext queries is defined as follows:

U . . .
(Vitiegy < 2| %ij:= (xfj + ui,, 1) e Zflmﬂ foralli € [u] and j € [gct,i]-

Game 2: This game is the same as Game 1 except that y; ¢ in the secret key queries is defined as follows:

’ U ’ 4
{ri,g}ie[y—l] — 2y, r”'[ = Z Tiet Z ((Yff,lll) + <Y?'5;Vi>) € Zy, (6.2)
i€[p-1] i€[u]

Vie = (y’ft,, Viorie) € Z4" foralli € [u]and € € [gq..
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Game 3: This game is the same as Game 2 except that X; ; in the ciphertext queries is defined as follows:

X = (X'fj —xfl + u;, X?yl +v;,1) € Z2™! foralli € [u] and j € G-

Game 4: This game is the same as Game 3 except that X; ; in the ciphertext queries is defined as follows:

ii,j = (ll,', XQ~ +V,‘,1) S

2m+1
i,j Zn

foralli € [u] and j € [gct,i]-

Game 5: This game is the same as Game 4 except that y; ¢ in the secret key queries is defined as follows:

r” U 144 144
{rl',g}ie[y—l] — 2Ly, Fue =~ Z Iiet Z <Y?_,g» vi)| € Zy, (6.3)
ie[p-1] i€[u]

Vie = (0" ,y?'f, | € 7™ foralli € [u] and € € [qgq].

Thanks to Cemma 61 to Cemma 6 4 and the observation in Becfion 6 21, Theorem 6 1 holds. O
In the following, we denote the event that A’s output is equal to 8, i.e., B = B’, in Game ¢ by E,.
Lemma 6.1. For any PPT adversary A, there exists a PPT adversary B, for Priv-IPFE s.t.
|Pr(Eo] — Pr[E]| < Advig " TiF (),
Time(B1) = Time(A) + (1 + gt + ugsi)poly(a, m),
where poly(2, m) is independent from Time(A).

Proof. Let 6 € {0, 1} be a random coin that corresponds to 8 in Definifion 34, chosen by the game for
weakly function-hiding Priv-IPFE. 8; behaves as follows.

1. B, chooses a bit 8 & {0, 1} and vectors {u; }ie[u), {Vi}ieu] Al z.
2. B; obtains pp’ from the game and inputs it to A as pp.

3. When A makes a ciphertext query for (i, (xo ,x1 )) B first sets 5(0 = (x'fj +u;,0M, 1) € Z2mH

and X} L= (x i tunvil) € Z2m+1 Then, Bl queries Oct on (i, (X) ,x}j)) and obtains ct; ; from it.
Fmally, Bl replies ct; ; := ct; jto A

4. When A makes a secret key query for ({y(i)g}iE[y]r {Y;'g}le 1) Bi first sets y 5 (yl 00", Tig) €
Z2m+1 where r; ¢ is generated as Eq.(6.1). Then, B; queries Oy on (i, (yly oY 5)) and obtalns sk; , from
it for all i € [u]. Finally, B, replies sk¢ := {sk;,g}ie[y] to A.

5. Finally, when A outputs B’, B; outputs the truth value of (8 = B’).
In the above description, for all i € [u], j € [gct,i], and € € [gsk], we have
i Vi) = & pip) = Kip¥ig) = (X UL YL+ T
Then, B; follows the condition Eq.(3.3]. It is not difficult to confirm that A’s view corresponds to Game 0

if 6 = 0 and Game 1 if § = 1. This concludes the proof. ]

28



Lemma 6.2. For any PPT adversary A, there exists a PPT adversary B, for Priv-IPFE s.t.
|PrEq] = PrlEx]| < Advig (),
Time(B;) = Time(A) + (1 + gct + Uqsk)poly(d, m),

where poly(2A, m) is independent from Time(A).

Proof. Let 6 € {0, 1} be a random coin that corresponds to 8 in Definifion 34, chosen by the game for
weakly function-hiding Priv-IPFE. 8, behaves as follows.

1. B, chooses a bit 8 & {0, 1} and vectors {u; }ie[u], {Vi}ie[u] & zy.
2. B, obtains pp’ from the game and inputs it to A as pp.

3. When A makes a ciphertext query for (i, (x(l.),j, X},j))’ B, first sets )N(?J. = f(ll] = (xfj +u;,v;, 1) € Z2m+L,
Then, B, queries O on (i, (f(g P 5(} j)) and obtains ctlf_ i from it. Finally, B, replies ct; j := ct;, jto A.

4. When A makes a secret key query for ({Y?g}ie[y]» {Y%{}ie[u])’ B, first computes

U
{rietielu-1) < Zn, Tue=- Z rig + Z P u) | ez,

i€[p-1] i€[u]
rz'/,t’ =T~ <Y?,5'Vi>’ 37?,5 = (Yf,f'om' rie) € Z", 5’},@ = (Yfg’Y?,f’ ri/,t’) ez
forall i € [u].

Then, B, queries Oy on (i, (}7‘3 5,}7’1. ;) and obtains sk;yg from it for all i € [u]. Finally, B, replies
sk := {sk; ¢ }ieu) to A.

5. Finally, when A outputs B’, B, outputs the truth value of (8 = B’).
In the above description, for all i € [u], j € [gct,i], and € € [gsk], we have
(%, Vi) = K pVip) = Kip¥ip) = (ij + U, yP ) + T

Then, 8B, follows the condition Eq.(3.3]. Observe that {r;¢};c[u-1] are chosen randomly from Z,, then
{r! ,}ie(u-1) are also random elements in Z,, from the viewpoint of the adversary. Additionally, we have

e =Tue = 3hevid == D ret D (yEa ) [ = (0 i)

i€[p-1] i€lu]
== 2 e > (@hhur+ Gl |-
ie[u-1] i€lu]
Then, A’s view corresponds to Game 1 if § = 0 and Game 2 if 6 = 1. This concludes the proof. m]

Lemma 6.3. For any PPT adversary A, we have

Pr[Ez] = Pr[Eg]
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Proof. follows from Claim 6 1 and CIaim 6 2. To prove Cemma 63, we use a kind of complexity
leveraging argument. In the following, we randomly choose vectors independently from the security game

u
Ay m . AO Al . ~ ~ .
as {Xl',l}ye{o,l},ie[y] « Z". The purpose is to assure that X; 1 and X; , are independent from u; and v; in
O

Claim 6.1. For any PPT adversary A and both 1 € {2,3}, we have

. u -
PrlE] = PrIEH{X] }yeonyic) « Z3, Vy, i, X, = x], (mod n)],

1

where le € Z™ fory € {0,1} and i € [u] is the y-side vector queried at A’s first ciphertext query for slot i.

Proof. Vectors {ﬁzl}ye{o,l},ie[y] are chosen independently from A’s view. Then, the event [V, i, XZ1 = XZI
(mod n)] does not affect A’s behavior. |
Claim 6.2. For any PPT adversary A, we have
Pr[E2|{§(Zl}7e{0,l},ie[y] il 0Ny, i, xly1 = XZI (mod n)]
=PrEs|{X], }ye(o1},ielu] & 73Ny, i, %], =x], (mod n)].
Proof. We redefine u; and v; as u; := u; — ﬁfl and v; := v; + f(?'l where u;, v; & Z7 for all i € [u].

. . C . . . . u .. o
Observe that u; and v; are identically distributed to the original ones, i.e., u;, v; < ZJ'. This is because x?l
and )A(}l are chosen independently from u; and v;. Under the condition such that Vv, i, 5(171

we have

= x?l (mod n),

(In the secret keys)

rl’M, = Z rl."g + Z ((yff,ui) + (y?,t,,vi))

ie[p-1] i€[u]
== D0 e D (R + )+ 3 () + 6k (6.4)
i€[p-1] i€lp] i€lp]

== Z rie+ Z ((yfg,ﬁ» + <y?’€,\~'i>) for all € € [qgq],
i€[p-1] i€lu]
(In the ciphertexts)

Xjj = (xfj +u;,v;,1) = (xfj - xfal + ﬁ,-,)‘(?}l +v;,1) foralli € [u]andj € [geil- (6.5)

Eq. (6.4] follows from the condition Eq. (3.4) because >’;c[y) (—(yfg,f(iﬁl) + (Y?g,f(?l)) = 0. Then, from

Eq.(6.4) and Eq.(6.5), A’s views are identical in Game 2 and Game 3 if Vv, i, f({l = x:.yl (mod n). This

proves Claim 6 7. O

Lemma 6.4. For any PPT adversary A, there exists a PPT adversary B85 for Priv-1PFE s.t.
|PrEs] — PrE4]| < Advig 5 (),
Time(Bs3) = Time(A) + (1 + gct + Ugsk)poly(d, m),

where poly(2A, m) is independent from Time(A).
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Proof. We use the following claim in the proof of Cemma 64.
Claim 6.3. Foralli € [u], j € [gct,i], and € € [qs], we have
(=X Yo = 8 = X0, y,)-

Proof. From Eq.(3.4), we have

Lyl Y Ly = Ly Y Lyl (6.6)
telpul, te[nl,
L£L LEL
<Xz€l’yft’> + Z <Xfl’yf€> = <X(i),1’y(i),€> + Z <X?,1»Y?,e> (6.7)
telpul, telp,
LFL L#£L
Then Eq.(6.6) — Eq.(6.7] yields CTaim & 3. O

Next, we describe B5’s behavior. Let § € {0, 1} be a random coin that corresponds to 8 in Definifion 34,
chosen by the game for weakly function-hiding Priv-IPFE.

1. Bs chooses a bit 8 & {0, 1} and vectors {u; }ie[u), {Vitieu] Al z.

2. B; obtains pp’ from the game and inputs it to A as pp.

3. When A makes a ciphertext query for (i, (X(i),j’ X}'j)), B first sets 5((1.)’]. = (ij - x’fl +u;, x?'l +v;, 1) €

Z72m+1 and )Ellj = (u;, x?’j +v;,1) € Z2"*1 Then, B; queries O on (i, (i?yj, f(}'].)) and obtains ct; ;
from it. Finally, B3 replies ct; j := ctl’.]. to A.

4. When A makes a secret key query for ({y‘i)][}ie[y], {yg,f}ie[ﬂ])’ Bs first sets 5’2[ = 51}'5 = (yff,y?j, i) €

7%m+1 where r{ . is generated as [Eq.(6.2). Then, B; queries Oy on (i, (}7?'5, )7115)) and obtains sk; , from

it for all i € [u]. Finally, B85 replies sk, := {sk;,g}ie[y] to A.
5. Finally, when A outputs B’, 85 outputs the truth value of (8 = ’).
In the above description, for all i € [u], j € [¢ct,i], and € € [gsk], we have
<)~(?,j: }N’?,ﬁ = <7~(?,j’ 5’}5)
= (X} = X Vi) + U yh ) + 0, Vi Yy + 1y
= (u;, Y€g> + <X(i),j - X(i),l’y(i),f> + <X(i),1 + Vi’y(i),t’> + ri,,f
= (ui,Yfﬁ + (X3 VLY T
= <il!,j,)~’},g>-

In the third line, we use Claim 6 3. Then, 85 follows the condition Eq.(3.3]. It is not difficult to confirm that
A’s view corresponds to Game 3 if 6 = 0 and Game 4 if 6 = 1. This concludes the proof. m|

Lemma 6.5. For any PPT adversary A, there exists a PPT adversary B, for Priv-1PFE s.t.

|Pr[E4] - Pr[Es]| < Advig o ii5 (),
Time(B4) ~ Time(A) + (1 + qct + ugsi)poly(1, m),

where poly(2A, m) is independent from Time(A).
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Proof. Let 6 € {0,1} be a random coin that corresponds to 8 in Definifion 36, chosen by the game for
weakly function-hiding Priv-IPFE. B4 behaves as follows.

1. B4 chooses a bit 8 & {0, 1} and vectors {u; }ie[u), {Vi}ieu] & zn.
2. B, obtains pp’ from the game and inputs it to A as pp.

3. When A makes a ciphertext query for (i, (x‘i)’j, X} ), By first sets 5(?’]. =X ;= (u, x‘i)’j +v;, 1) € 72+,
Then, B, queries O on (i, (5(? P 5(11 ])) and obtains ctlf, i from it. Finally, B4 replies ct; j := ct;' j to A.

4. When A makes a secret key query for ({y?e}ie[y], {¥; ;Yieru)), B first computes

U
{ri,,g}iE[u—l] — Z,, r;;,f = — Z ri,,f + Z ((yf[,u,-) + (y?yg,vi)) € Zy,
i€[u-1] ie[u]
~0 0 2 ~1 0 2m+1
= et e u) Sie = OleYie i) € Z0 §ip= 0"y i) € 2
forall i € [u].

0

Then, B4 queries O on (i, (¥; ,,

ske = {Sk;'f}ie[ﬂ] to A.

Sfll ¢)) and obtains sk; , from it for all i € [u]. Finally, B, replies

5. Finally, when A outputs ', 8, outputs the truth value of (8 = B’).
In the above description, for all i € [u], j € [gct,i], and € € [gsk], we have
<7~(?,j,}~’(i),,f> = <)~(?,j’}~’},g> = <iz!,j* S’}[) = <Yfg» u;) + <X?,j + Vl"y(i),f> + ri/_g-

Then, B, follows the condition Eq.(3.3). Observe that {rl’ f}ie[],_l] are chosen randomly from Z,, then
{r!’,}ie(u-1) are also random elements in Z, from the viewpoint of the adversary. Additionally, we have

144

_ B
e =Tpet <Yy,p“u>

- Z ri,,f + Z (<Yfg’ui> + <y(i)y(’vl'>) + <y5,g» u}t)

i€[u-1] i€u]
=— Z i+ Z (y?yf, vi)|.
ie[u-1] i€[u]
Then, A’s view corresponds to Game 4 if 6 = 0 and Game 5 if § = 1. This concludes the proof. m|
Lemma 6.6. For any PPT adversary A, we have
Pr[Es] = 1/2.

Cemma 64 is trivial because A does not obtain any information about 8 in Game 5.
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6.2.1 Optimization

On Cemma 61 and Cemma 6 2, we define that
i?,j = (ij + u,‘,Om, 1), i},j = (Xiéj + u;, v;, 1),
~0 ~1 0
Yie = (Yfg) 0", rie) Yie = (yff,yi_g, ri,,(j)-

Then, we have (i?'j,fr?ﬁ = (%} j,fr‘l.)’j> = (x} j,fr}' ) foralli € [u], j € [qetil, and € € [gq], which satisfies
the condition Eq.(3.3]. Hence, we do not need Game 1 actually and can prove that

|Pr[Eo] — PrlEx]| < Adviy" FHE(A).
Similarly, we can also prove that

|Pr{Es] — Pr[Es]| < Advig' i ().

6.3 Application to Our Scheme

Applying the conversion to our scheme presented in Becfion 57, we can obtain a tightly secure fully
function-hiding MIPFE scheme. First, we confirm that our scheme satisfies the property presented in Secd
Eon 61l

1. Mhearem 51 says that our scheme is weakly function-hiding.

2. We can define that n := p, G := Gr,and E : a € Z, — [a]r € Gr. The group law o corresponds to
the multiplication over Gr.

3. We can define that Dec; computes [d]7 and Dec; searches for the discrete logarithm of [d]r.

4. Tt is obvious that g¢ - g& = ga*h.

Then, from MThearem 51 and Thearem &1, we obtain the following corollary.

Corollary 6.1. Let MIPFE be the MIPFE scheme obtained by applying the conversion in Becfion 61 to our
weakly function-hiding Priv-IPFE scheme. Then MIPFE is fully function-hiding. More formally, let u be a
number of slots, g := Zie[u] qet,i be the total number of the ciphertext queries by A, qsk be the total number
of the secret key queries by A, and m be a vector length. Then, for any PPT adversary A and security parameter
A, there exist PPT adversaries By, . .., By for the Dy.-MDDH and we have
AV <8 D0 Advi gt () +8 > AdvgigetP!(a) + 2790,
1e{1,2} 1e{3,4}

mﬁ{Time(BL)} ~ Time(A) + (1 + gt + pgsi)poly(d, m),
LE|4

where poly(A, m) is independent from Time(A).
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one is. We can easily obtain an adaptively secure one by applying her paradigm to the adaptively secure
IPFE scheme in [4]. The resulting scheme is as follows.
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Setup(1%,1™): It takes a security parameter 11 and a vector length 1. Then, it outputs a public parameter
pp and a master secret key msk as follows.

Geg < Gsc(1Y), pp := Gga,
AD — Dy, W zmE g Z gmeke e gy (A, D, W, V).

p

Enc(pp, msk, x): It takes pp, msk, and x € Z™ and outputs a ciphertext ct as follows.

U
S «— Z’;, Cin := (As, WAs + x) € Z;’”k“,

kout,l = _VTcin € Zl;+1’ kout,2 = Cin, Ct:= ([kout,l]l; [kout,Z]l)-
KeyGen(pp, msk, y): It takes pp, msk, and y € Z™ and outputs a secret key sk as follows.

. T +k+1 U k
kin = (-W'y,y) € Z? , T Zp,

Cout,1 = Dr e ZI;—I’ Cout,2 = VDr + kin € Zzﬂ—k-ﬂ» sk := ([cout,l]Z, [Cout,Z]Z)-

Dec(pp, ct, sk): It takes pp, ct, and sk. Then it computes [d]r = e([Kout,1]1, [Cout,1]2)e([Kout,2]1, [Cout,2]2)
and searches for d exhaustively in the range of —mX,Y) to mX,Y,. If such d is found, it outputs d.
Otherwise, it outputs L.
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