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Abstract

In this paper we analyze the new AEAD mode called the Multilinear Galois Mode
(MGM) originally proposed in CTCrypt 2017. This mode is currently considered in the
Russian Standardization system as the main contender to be adopted as a standard AEAD
mode. The analysis of the MGM mode was carried out in the paradigm of provable security,
in other words, lower security bounds were obtained for the Privacy and Authenticity
notions. These bounds show that the privacy and authenticity of this mode is provably
guaranteed (under security of the used block cipher) up to the birthday paradox bound.
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1 Introduction

Authenticated encryption with associated data schemes (AEAD), which aim at providing
both privacy and integrity (authenticity) of data, have gained renewed attention in the light of
the recently adopted TLS 1.3 [12] which requires the mandatory usage of such schemes.

The main advantages of the AEAD schemes are their exploitation transparency and simplic-
ity. Indeed, explicitly defined construction and unified interface facilitate correct implementing
and transparent embedding into high-level schemes. Moreover, the usage of one key for provid-
ing both privacy and authenticity eliminates the need for additional key diversification usually
used for producing a couple of independent keys for «generic compositions», meaning making
black-box use of a given symmetric encryption scheme and a given MAC. This feature allows to
claim (in addition to obvious performance improvement) that the AEAD schemes provide more
guaranteed security compared to the generic compositions since their security is held under
fewer assumptions.

In this paper we analyze the new AEAD mode called the Multilinear Galois Mode (MGM)
originally proposed in [10] and later described in [9]. This mode is currently considered in
the Russian Standardization system as the main contender to be adopted as a standard AEAD
mode. The structure of the mode is as follows. The MGM plaintext encryption procedure is quite
similar to encryption in the counter mode (certainly, in the CTR2 mode [13]). The main element
of the MGM authentication procedure is a multilinear function with secret coefficients produced
in the same way as the secret masking blocks used for plaintext encryption. This construction
allows to keep such advantages of the CTR2 mode as parallelization, online, inverse-free and
availability of precomputations.

The analysis of the MGM mode was carried out in the paradigm of provable security, in
other words, lower security bounds were obtained for security notions relevant for AEAD modes
(the Privacy and Authenticity notions).

This paper is structured as follows. Firstly, in Section 2 we introduce preliminaries. In
Section 3 and Section 4 we describe encryption and decryption procedures of the MGM mode
and talk about their design rationales. In Section 5 we remind accompanying security notions
and introduce auxiliary security notions. In Section 6 we provide two theorems about privacy
and authenticity of the MGM mode.

2 Preliminaries

By {0, 1}* we denote the set of u-component bit strings and by {0, 1}* we denote the set of
all bit strings of finite length. Let 0" be the string, consisting of u zeros. For bit strings U and
V' we denote by U||V their concatenation. Let |U| be the bit length of the string U. We denote
by |Ul, = [|U|/u] the length of the string U in u-bit blocks.

Denote by {0, 1}"*™ the set of all m-tuples where elements of an m-tuple are n-bit blocks,
m is called a length of tuple. By {0,1}"** we denote the set of all tuples of finite length. For
m-tuple X we denote by {X} the set of all elements of X. To reduce expressions in formulas,
for x € {0,1}", X,Y € {0,1}™*, we use the natural notations x € X, z ¢ X, and X NY
instead of x € {X}, x ¢ {X}, and {X} N{Y}.



For a bit string U and a positive integer [ < |U]| let msb;(U) (Isb;(U)) be the string,
consisting of the leftmost (rightmost) [ bits of U. For integers [ > 0 and ¢ > 0 let str;(i) be
[-bit representation of ¢ with the least significant bit on the right. For an integer [ > 0 and a
bit string U € {0, 1} let int(U) be an integer i such that str;(i) = U.

Let inc,(U) be the function, which takes the input L|| R, where L, R € {0,1}"/2 and outputs
the string L|[str,/o(int(R) + 1 mod 2"/2). Let inc;(U) be the function, which takes the input
L||R, where L, R € {0,1}"2, and outputs the string str,»(int(L) + 1 mod 2"/2)||R.

For any set S, define Perm(S) as the set of all bijective mappings on S (permutations on
S), and Func(S) as the set of all mappings from S to S. A block cipher E (or just a cipher)
with block size n and key size k is a permutation family (Ex € Perm({0,1}") | K € {0,1}*),
Where K is a key. If the value s is chosen from a set S uniformly at random, then we denote
s& s

Hereinafter we denote random variables using tilde (e.g. )\) and its specific values with-
out tilde (i.e. A). Let A = (X1,..., An) be an m-tuple of random variables X;: Q — {0, 13,
i = 1,...,n, where € is a finite probability space. Let A be a possible value of m-tuple A.
By A \ {)\“, ..., A} we denote the tuple A from which the random variables X, ..., \;, are
ejected. And by A\ {X\i, ..., A} denote a possible value of A\ {\i,, ..., A\ }. For w € Q, let
A(w) denote the m-tuple (Xl( ) A (W)

By A coll we denote a predicate to be equal to true, if there exist coincide elements in A,
and false, otherwise. Denote by A coll the negation of the predicate A coll. For tuple A, denote
by Acoll an event {w € Q [ Acoll = true}, i.e. the tuple of output values A doesn’t contain
coincide elements. By A coll denote the negation of the event A coll.

Finally, by A €, A denote the event {w € Q | A(w) € A(w)}.

3 MGM Description

An additional parameter that defines the functioning of the MGM mode is the size s of the
authentication tag (in bits). The value of s must be fixed for a particular protocol, 32 < s < 128.

3.1 MGM Encryption

The MGM encryption algorithm based on a cipher F takes as inputs a key K € {0,1}*, a
nonce N € {0,1}"!, a plaintext P € {0,1}*, 0 < |P| < 2"/2, and associated data A € {0, 1}*,
0 < |A] < 2%2. The length of the associated data A and of the plaintext P must be such that
0 < |A| + |P| < n-2%2. The outputs of this algorithm are a ciphertext C' € {0,1}/"! and a tag
T € {0,1}* that are calculated as follows:

1. The plaintext P and associated data A are divided into sequences of n-bit blocks (perhaps

except last one):

A=A|.. | A]|AL A; € {0,137, A5 € {0,1}°,
P = PlH s ||Pt*1HPt*7 b e {07 1}n7pt* < {071}67

where j =1,2,...,h—1;2=1,2,...;t—1; 1 <a,c<nand h+1t > 0.



2. Encryption:

Vi = Ex(0|N),
Y; = inc.(Yio1), 2 <i<t,
C; = P, @ Ex(Y;), 1<i<t—1,

Cf = P @ msbe(Ex (V).
3. Blocks A € {0,1}* and C; € {0, 1}¢ are padded if needed:

A, = Af[lome,
C, = Crllon.

4. Authentication tag calculation:

h t
T = II]SbS (EK (Z Hz . Az @ ZH}H_J' . Oj @ Hh+t+1 . (Strn/2(|A|)||strn/2(|0|))>) s

i=1 Jj=1

where H; = Ex(Z;), - and @ (D) is multiplication and summation in GF(2") (here bit-
string are interpreted as field elements in the standard way) and values Z;, i = 1,2,. ..
are defined as follows:

Zy = Ex(1][N),

The encryption process is illustrated in Fig. 1.

3.2 MGM Decryption

The MGM decryption algorithm based on a cipher F takes as inputs a key K € {0,1}*, a
nonce N € {0,1}""!, a ciphertext C' € {0,1}*, 0 < |C| < 22, and associated data A € {0,1}*,
0 < |A| < 2%/2. The length of the associated data A and of the ciphertext C' must be such that
0 < |A| +|C| < n-2%2 The algorithm outputs a plaintext P € {0,1}/°/ or Error that are
calculated as follows:

1. Ciphertext C' and associated data A are divided into sequences of n-bit blocks (perhaps,

except the last one):

A=Ayl Al A;, A € {0,137, A5 € {0,1}°,
C=Cyl...||Cs||CF, Ci € {0,1}",C € {0,1}°,

where j =1,2,...,h—1,i=1,2,...;t—1, 1 <a,c<nand h+1t > 0.
2. Blocks Aj € {0,1}* and Cf € {0, 1} are padded if needed:

Ap = Apllo,
Cy = Oy 0.
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Figure 1: MGM Encryption Procedure for full block messages.

3. Authentication tag calculation:

h t
T = Il’les (EK (Z Hl . Az @ ZH}H_j . Cj @ Hh+t+1 . (strn/2(|A|)Hstrn/2(|C|))>) y
i=1 7=1

where H; = Ex(Z;), - and & (D) is multiplication and summation in GF'(2"), where n is
the block size of the used block cipher, and values Z;, i = 1,2, ... are defined as follows:

Zy = Ex(1][N),

4. Authentication tag verification:
Verify the equality T'=T. If T' # T, then output Error, else go to step 5.

5. Decryption:

Y1 = Ex(0]|N),
Y; = inc . (Yi—1), 2 <i<t,
P, =C; @ Ex(Y;), 1<i<t—1,

P = Cf @ msb.(Ek(Y:)).



4 Rationale

From the operational point of view the MGM mode is designed to be parallelizeable, inverse
free, online and to provide availability of precomputations.

Parallelizability of the MGM mode is achieved due to its counter-type structure and the
usage of the multilinear function for authentication. Indeed, both encryption blocks Ex(Y;)
and authentication blocks H; are produced in the counter mode manner, and the multilinear
function determined by H; is parallelizeable in itself. Additionally, the counter-type structure
of the mode provides the inverse free property.

The online property means the possibility to process message even if it is not completely
received (so its length is unknown). To provide this property the MGM mode uses blocks F (Y;)
and H; which are produced basing on two independent source blocks Y; and Z;.

Availability of precomputations for the MGM mode means the possibility to calculate H;
and Ek(Y;) even before data is retrieved. It is holds due to again the usage of counters for
calculating them.

The MGM mode incorporates some mechanisms for advancing cryptographic properties.
Further we note the main ones:

e Different procedures generating the counter values Y; and Z;. The procedures inc, and

inc; are chosen to minimize intersection (if it happens) between the sets of counter values
{Y;} and {Z;}.

e Multilinear function for authentication. It allows to resist the small subgroup attacks [7].

o (phering of the multilinear function output. This procedure allows to resist Ferguson’s
attack [4].

e Ciphering of the nonces (0||N) and (1||N). The aim of this ciphering is to minimize the
number of plaintext/ciphertext pairs of blocks known to an adversary. Small number of
these pairs allows to resist attacks that need substantial amount of such material (e.g.,
linear [8] and differential [2] cryptanalysis, side-channel attacks [11]).

5 Security Notions

We model an adversary using an interactive probabilistic algorithm that has access to one
or more oracles. In the case when we need to bring to attention that the adversary A has access
to some oracle O we use the notation A®. Denote by A = val the event when an algorithm
A returns a value val as a result of its work. Denote by Advy' (A) the measure of the success
of the adversary A in realizing a certain threat, defined by the security notion M, for the
cryptographic scheme S. The formal definition of this measure will be given in each specific
case.

Block cipher. Standard security notions for block ciphers are PRP-CPA («Pseudo Random
Permutation under Chosen Plaintext Attack») and PRF («Pseudo Random Function») (see,
e.g., [1]).

For the PRP-CPA notion an adversary A has access to an oracle Fx, where K is chosen
at random, or a random permutation oracle m. The adversary makes queries P € {0,1}". The
oracle Ff returns Ex(P) and the permutation oracle m returns m(P). At the end of its work



the adversary returns 1 or 0.
For an adversary A and a cipher E with parameters n and k define

AdVERFOPA (A) = Pr [K & (0,1} AP = 1] < Pr [x & Perm({0,1}") s A" = 1],

where the probabilities are defined over the randomness of A and the choices of K and 7.
The PRF notion is defined in the same way as PRP-CPA except for the random permutation

& Perm({0,1}™), which is replaced by the random function p & Func({0,1}"):

A e [ 200,15 5 ] e o P07 0= 1]

AEAD mode. Standard security notions for the AEAD modes are Privacy and Authen-
ticity (see, e.g., [14]). Consider them for the abstract AEADg mode, where E is the underlined
cipher with parameters n and k. For simplicity, below we consider the case where a ciphertext
has the same length as a plaintext and an authentication tag of size s can be treated separately
from ciphertext.

In the current paper a block cipher F is assumed to be a family of all permutations
Perm({0,1}™). This assumption is standard for the cryptographic analysis of block cipher
modes of operation (see, e.g., [5]).

Privacy. An adversary A has access to an encryption oracle £ or a random-bits oracle $.

Before starting the work the encryption oracle chooses a permutation 7 < Perm({0,1}"). The
adversary makes queries (IV, A, P), where N is a nonce, A is an associated data and P is a

plaintext. The random-bits oracle returns (C,T"), where C||T a {0,1}/P1+s. The encryption
oracle returns (C,T), C € {0,1}/PI, T € {0,1}*, — the result of AEAD perp(f0,13n) encryption
of (N, A, P) for permutation 7. At the end of its work the adversary returns 1 or 0.

For the AEAD peypn(f0,137) mode define

Pri U . A€ $
AQVED 0 sy (A) = Pr 7 & Perm({0,1}) 1 A4S = 1) — Pr [A° = 1],
where the probabilities are defined over the randomness of A, the choices of 7 and randomness
of the random-bits oracle, respectively. We consider a set of nonce-respecting adversaries, which
choose N unique for each query.

Authenticity. An adversary A has access to an encryption oracle £. Before starting the

work the oracle chooses a permutation 7 < Perm({0,1}"). The adversary interacts with the
encryption oracle £ in the same way as described in the Privacy notion. At the end of its
work the adversary outputs (N, A,C,T), where N is a nonce, A is an associated data, C' is
a ciphertext and T is an authentication tag. The adversary forges if (N, A,C,T) is a valid
message and the value (C,T') was not returned by the encryption oracle as a response to the
query (N, A, P) for some P. As in the Privacy notion, we assume that 4 is nonce-respecting
to encryption oracle. We remark that nonces used for the encryption queries can be used in its
output.



For the AEAD peypn(g0,137) mode define

AdvAh (A) =Pr [7r & Perm({0,1}") : A® forges] 5

AEADPerm({O,l}")

where the probability is defined over the randomness of A and the choice of .

Auxiliary security notions for MGM mode. For the MGM pe,(10,137) mode we consider
an auxiliary mPrivacy notion that extends the adversary’s capabilities provided in the standard
Privacy notion. While in the standard Privacy notion the nonce-respecting adversary makes a
query (N, A, P), where N € {0,1}"1, A, P € {0,1}* : |A| 4+ |P| > 0, in the modified version
the nonce-respecting adversary makes two sequential tied queries instead:
1. The first query consists of a nonce N € {0,1}" ! and a parameter | € N denoting the
desired block-length of the response.

In the case of the encryption oracle £ the output is a tuple I' € {0,1}"*! that consists
of [ blocks Ty, € {0,1}", k = 1,...,1, and is used for plaintext encryption in the MGM
mode. In addition the oracle saves the NV and [ values that will be used for the next query
processing.

The first query processing:

Y1 = 7(0[|V),
Yi = inc, (Y1), 2 <k </,

The random-bits oracle $ returns the tuple I' € {0, 1}™*! that consists of [ random blocks
u

2. The second query is a tuple X € {0,1}"*! that should consist of exactly [ blocks
X e {0,1}" k=1,...,1L
In the case of the encryption oracle £ this tuple is used as a direct input for the multilinear
function of the MGM tag computation algorithm that also takes as input the nonce N
from the previous query. In order to prevent trivial attacks we should introduce the
following restriction on the tuple X: X; # 0™. This restriction follows from the presence

of the mandatory non-zero block str,/o(|Al)||str,/2(|C|). As a response the encryption
oracle returns a tag T € {0,1}*.

The second query processing:

(71 == (1|N),
Zk = Z'TlCl(Zkfl), 2 < k < l,
Hk:W(Zk), 1<k‘<l,
l
T = ZHk : Xk,
k=1
(T = msby(m (7)).




The random-bits oracle $ returns a random tag T & {0,1}".

Similarly we introduce an auxiliary mAuthenticity notion: queries to the encryption oracle £
are modified in the same way as for the Privacy notion, and the output of an adversary is a
message (N, X,T), where N € {0,1}""!, T € {0,1}*, and X € {0,1}"** is a tuple where the
last block X; is non-zero. Similarly, the adversary forges if (N, X, T) is a valid message and the
value T" was not returned by the encryption oracle as a response to the tied queries N and X.

Remark 5.1. For the MGMpgype(f0,13») mode the auxiliary notions are defined in the same

way except for the permutation 7 & Perm({0,1}") which is replaced by the function
u
p < Func({0,1}").

It is easy to show (using the reduction) that the proposed modifications cover all adversary’s
capabilities considered in the standard security notions.

Proposition 5.1. For any Privacy-breaking adversary A that makes at most q queries with the
total length of plaintexts and associated data at most o blocks, there exists an mPrivacy-breaking
adversary A" such that

AdVPriV (A) — AdePriv (A/),

MGMPe'r"m({O,l}”) MGMP@""’”({Ovl}n)

where A" makes at most q couples of tied queries with the total value of X lengths at most o+ q

blocks.

Proof. Construct an adversary A’ that breaks mPrivacy-security of the MGM peypm({0,13») mode
using the adversary A. The A’ is constructed as follows. The adversary A’ starts the adver-
sary A, intercepts A’s queries and processes them by itself. During queries processing the
adversary «simulates» the oracle of the adversary A making the appropriate queries to its
own oracle. Intercepting the query (N, A, P) from A the adversary A" makes the following
couple of tied queries to its oracle. The first query consists of the nonce N and the length
parameter | = |A|, + |P|, + 1. Receiving the tuple I' = (I'y,...,I}) as a response to this
query the adversary A" forms the ciphertext C' = P @ msbp|(I'y||...[|T'\p,|). After that the
adversary A’ makes the second query — the tuple X that consists of the blocks of the string
A||0"=|C|0™=¢|| (stry, 2 (| A]) |Istr, 2(|C[)). Note that the tuple X length is exactly [ blocks. Re-
ceiving the tag T as a response to the second query the adversary A’ returns the value (C,T)
to the adversary A’. As a result the adversary A’ returns the result of A.

Note that if the adversary A’ interacts with the encryption oracle £ defined by the mPrivacy
notion, then it perfectly simulates for A the encryption oracle £ defined by the Privacy notion,
and if it interacts with the random-bits oracle $, then it perfectly simulates A’s random-bits
oracle $. Therefore, for such an adversary:

Advﬁ%ﬁpem({o .- (A") =Pr [7? & Perm({0,1}") : (A)¢ = 1] —Pr [(.A/)$ = 1] =
= Pr [w & Perm({0,1}7") : A¢ = 1} —Pr [A* = 1] = AdViithip, o (A)-

Note that mPrivacy-breaking adversary A’ makes queries with X length one more block
larger than the total length of A and P in the initial query of A’. Intercepting ¢ queries with



the total length of plaintexts and associated data at most o blocks, A’ makes at most ¢ couples
of tied queries with the total value of X lengths at most o + ¢ blocks.
m

Proposition 5.2. For any Authenticity-breaking adversary A, that makes at most q encryption
queries with the total length of plaintexts and associated data at most o blocks and outputs a
forgery with the summary length of ciphertext and associated data at most | blocks, there exists
an mAuthenticity-breaking adversary A" such that
Auth o mAuth /
AdVMGMPeTm({O,l}n) <A) o AdeGMPETm({O,l}") <A) )

where A" makes at most q couples of tied encryption queries with the total value of X lengths
at most o + q blocks and outputs a forgery with the X length at most [ + 1 blocks.

The proof of this proposition is same as proof of Proposition 5.1.

6 Security Bounds

Additional notation. For convenience we introduce the following notation:

- Y = (Y},...,Y)), Y} € {0,1}", — the tuple that consists of random function inputs used
as counters during encryption for the i-th query.

- Z'=(Z%,...,4}), Z; € {0,1}", — the tuple that consists of random function inputs used
as counters during computation of multilinear function coefficients for the i-th query.

- X'=(X{,...,X}), Xj € {0,1}", — the tuple that consists of message blocks in the i-th
query. N

- I"=(T,....T}), T}, = p(Y})) € {0,1}", — the tuple that consists of random function
outputs used during encryption for the i-th query.

-~ H'= (H{,...,H}), H, = p(Z;) € {0,1}", — the tuple that consists of random function
outputs used as multilinear function coefficients for the i-th query.

-7 = Z;"Zl Hj - X} — the output of multilinear function for the i-th query. Here the bit
strings are interpreted as elements of GF'(2").

— T, = msh,(p(7;)) — the tag value for the i-th query.

~ Dom = (ouﬁl,u\ﬁl,ﬁljll,..,2},2}1,%,...,ouﬁi,1|wi,17f,’z“;‘,...,25,2;{,%)
the tuple that consists of all random variables used during processing of the first ¢
queries.

6.1 mPrivacy-security of MGM mode

We consider the deterministic computationally unbounded adversary A that makes at most
q couples of tied queries where the sum of the length parameter values for each query is at most
o blocks. The adversary is determined by 3¢ functions:

e ¢ functions ! that define the size parameters chosen by A for each query.

10



The first function /1! is constant, i.e. it is defined by the constant [;, and the next functions
are defined as follows:

l; = l;‘A(FlaTla s 7Fi_1aﬂ—l) :
\{0,1}”** x {0,1}° x ... x {0, 1} x {0,1}5/—>N, 1=2...,q.

-

1—1

These functions must satisfy the following requirement:
q .
Z l%A(Fla Tl? o 71—‘2717 ]vifl) =0, v Fl, Tl, R ,Fq7Tq.
i=1

e ¢ functions N7 that define nonces chosen by A for each query.

The function N7! is constant, i.e. it is defined by the constant Nj, and the next functions
are defined as follows:

Ni == NZ-'A(FI,Tl, e ,Fi_l,j—‘i_l) :
{0,117 % {0,1) x ... x {0,1}™* x {0,1}* — {0,1}" 1, i=2,... 4.

-

i—1

These functions must satisfy the following requirement:

V1 < Za] < q, 27&]7 vrlaTla"-aranq
Nfl(rl,Tl,...,Fiil,E_l) 7£ N;“(Pl,Tl,...,Fj’l,ﬂ_l).

e ¢ functions X7* that define messages chosen by A for each query:

Xt = XATY Ty, ..., [0 T, T :
0,13 x {0,1}* x ... x {0, 1} x {0,1}* x{0,1}™* — {0,1}™*, i=1,...,q.

-

i—1

These functions must satisfy the following requirements:

v Fl’Tl’ e ’Fq_l’TQ*th? XZ = XZA<F17T17 s 7Fi_17ﬂflari) € {07 1}n><l7;,
l;, = ZZA(Fl,Tl, .. .,Fiil,T‘i_ﬁ : Xlzl 7é 0"vV1<i<q.

Remark 6.1. Note that there is no need to completely define the considered above functions.
Indeed, during the attack an adversary will obtain only the consistent responses I'; such that
Fi € {0, 1}m><li, where lz = Z;A(Fl, Tl; Ce ,Fi_l, ﬂ,l).

Lemma 6.1. For any MGMpgyncqo,137) mPrivacy-breaking adversary A, that makes at most q
couples of tied queries with the total value of X lengths at most o blocks, the following inequality
holds:

0% + 80q + 3¢*

2'I’L ?
where the probability is defined over the choice of the function p uniformly chosen from the set
Func({0,1}™).

Pr [Domq coll] <

11



Proof. We have:

o ~———

—_ —_ —1 —
Pr [Domq coll] =Pr {Domq coll N Domq coll} +

-1 -1
+ Pr {Domq coll N Domq coll] = Pr [Domq coll N Domq coll} +

—~—q—1
+ Pr [Dom coll} )

-1

Note that for Pr [Domq coll} the same formula will be correct. Therefore, for the probability

Pr [ﬁgr/nq cou} the following equality holds

i—1 1

k. i _
Pr [Domq coll] =3 P [Dom coll N Dom coll] 1 Pr [Dom coll] .
1=2

/-vl
Firstly consider the probability Pr [Dom coll] :

—~—1 —~ ——1 —~
Pr [Dom coll] = Z Pr [{%?;H + Z Pr [Dom coll N {’%Z’Zf}} :
Yl,Zl: Yl,ZI:
Dom!\ {71} coll Dom!'\{7} coll

Consider the first summand.

_v1
-~ # {p : ’)E(fuxlgi?l}
> ozl > pivg=21]
AEYVA

2n2"
Yyl z1: Yl z1:
Dom!'\{71} coll Dom!'\{7} coll
1 11, 1
Y . Z: <
- Z 922n - # Dom!\{7} coll ) 22n o
Yyl 71

Dom!\{7} coll

1
1. 1. Yyl zt:
# U {b||1\17/16Y1} x{z'} U U {bul\%ezl} x {v1}U {Ylmzl;é@} o S

22n
be{0,1} be{0,1}

1 4l + 12
n n 2 n 1 1
< (22" 420 - 2 +l1'2)'ﬁ Coon
Consider the second summand. Note that after additional fixation of tuples I'', H' the

random variable 7, takes the fixed value 7 = 211:1 H} - X}, where X' = X{4(I'), X} # 0™

12



3 PrlDom coll 1 {21 gi}}: 3 S o [{gin{nol =

Y1, z% yl 71, L
Dom'\{71} coll Doml\{ﬁ} mDom1 coll

p(OIN)=Y! P )=T%,
1 1 ki=Lh

p(1IND)=2} p(Z} )=H
- Z Z : Qngn S - Z Z nEny) S

Y1zt rtHL Yyl z. rtHL:
Doml\{?'l} 2oll Dom! coll Doml\{?-l} oll Dom! coll
1
< Z Z # {Dom coll} m S
VEWAT

Dom!'\{#1} coll

1
S Z Z# U {7'1 b”Nl} U {T1€Y1} U TleZl} ) m <
Y1z7%: be{0,1}
Doml\{’rl} coll
. 1
< D 2| 2 #L A r#ELG ) o # ﬂezl} IETICTETIN

Yyl z1. ri be{0,1} ~ ; ~
Dom!\{F} coll =2mmn =h-2mmn =lh2mmn

1 _(2h+2)
on(201+2) = omn ’

<z} -#{o}-CHh+h) -2
—— ——
:22" :277.11
Thus,
h+ i (2h+2)  B46h+2
2n on omn

——1
Pr [Dom coll} <

Consider the probability Pr {Dom collN Dom coll] L, 1=2,...,q.

4 —~—1—1 _____ —~—1 —~——1—1 i—1
Pr [Dom coll N Dom cou] - Y [Dom coll " Dom’ ~ coll 1 {1 ;f} }
AT A =
Ty,..., 751

Note that after fixation of the values IV, T}, j =1,...,i— 1,
1. the random variables I; take the fixed values I; = IATY, Ty, ..., T771 T5y), j=1,... i

2. in  the tuple DomZ random  variables Nj take  the fixed wvalues

‘ i—1
N; = N;“(Fl,Tl,...,ijl,Tj_l), j = 1,...,1, similarly in the tuple Dom  the ran-
dom variables ]vl, e ,@,1 takes the appropriate fixed values.

3. the random variables X7 takes the fixed values X7 = XAT'Ty,... TV T4, 1Y),
G=1,...0—1.

13



Given these facts the following equality holds

—~—1 —~—1— 1—1
Z Pr [Dom coll N Dom coll N {T gj} } =
rl,.. ri-1 =
Ty,.., 771

~ . oy i—1
-1 vi=yi )"
j Y I =
E E Pr Dom coll N {T ; } N {gjzj}
Fz 1 Yl Yz 1 =1 HI=H’ .]:1
Tl Tl 1 Zl Zl 1
o Hl,,..,HH:
Dom®~! coll

‘ i—1
Note that after additional fixation of tuples H’, j =1,...,7— 1, in the tuple Dom  the
random variables 7; take the fixed values 7; = Zijj_:l Hy -Xj,j=1...,i—L
The considered sum can be divided into two subsums:

Nl i oY il
S S e [{El o adnT b |+
=15} j=1 Hi—mi) .
J:

ri.. -l oyl yict =) j=1
Ty, Tia VAN A
H! .HPl
Dom®~! coll
0||N;V1||N;€Dom*~!
NS ~ >y
sumi

i Nl Fi_yi )L
P> > pr[Dom conn {F1Y m{‘;?}
J

7=1 HIi=HI

s yl..yi-1 at
T17 G VAR A S
HY,. . H~!
Dom’~! coll .
0||N;,1||N;¢Dom®~1
N TV
sumo

14



Consider the first summand sum;.

pOIND=Y!  p(vi)=T] 15
#{p: A2z ]kj_’l,zj}

sum; = Z Z msbs (p(7))= T2 n2: 5 _

ri...ri-t Yyl yi-1
11, Ti-1 VAR A
HY,. .. H1:

Dom’~! coll .
0[|V;V1||N;€Dom®~!

2n(2ﬂ-2§;11(2l]-+3)) 9(n—s)(i-1)

rt,.. ri-1 yl,.yi-1
Ty, Tia VAN A
HY,... H*~1
Dom®~! coll

0||N;V1||N;€Dom~1

yl. . yi-1
4 7. 711 1
Z H,.  H~L: [ oonEitiey s

it 0||N¢\/1||N¢€Domi_
Tl» 7Tz 1 N
A

Estimate the cardinality of the set A for the fixed values IV, T}, j = 1,...,i—1 (consequently,
for the fixed values N;, X7, j =1,...,i—1, and N;). The set A can be covered by the union of
the following sets:

Y1, yi-lyi+l  yi-1 , Y, yi-1
AcC X AN U 20 N x Qg il it zie1 S
l J l J bHN Sy 22 bl|N; €29 et

be{01}j=1 & T2
; yi.,yi!
HI: 17 i1
Hl H] 1 H]+1 . Hz—l

Thus the cardinality of the set A can be estimated in the following way:

Z Z(#{Y] b||N; EYJ} o it (it2)—n g

be{0,1} j=1

_l

+# {27 1 bIN; € 27} 2 BRIy g LT BN, = 1y} 2r R )

;E :2%
i—1 .
= <Z<4lj + 2)) 2t G P T T
j=1
M

15



Thus,

1 1 w
Fl L
sum E wy - M Eim D) . = { } ,
S ~ L 2n2;;11(2lj+2)+s(i7 = Ty, Ti QnZ;;llljJrnJrs(ifl)
T17 Tz 1
_ on iy st i _w
on il L+nts(i—1) on’
Consider the second summand sums.
. ~yi-1
~. oy 1—1 Yi=Yyi v ~. )
J =TI O —V
sums = E E g Pr [ E=1 N Zizzi NQYL=Y"4 | +
T]' 7Tj i1 f[j — ) Zi_gi
ri..ri-t oyl yi-l Yi,Zi: ! =l
Ty,....Ti—1 VAN A Dom®\{7;} coll
HY,.. H=1,
Domi ™! coll
0[|N;,1||N;¢Dom® 1
~~ g
sum%
N
FJ -1 Yv]:y] ’ Y’L Y’L
+ E E E Pr Dom coll N T 1, N Zi=zi N5y
F7‘ 1 Yl Yi 1 Yi7Zi: _1 HI=H? .7:1
T1, T 71711 Dom®\ {7} coll
H.. HZ*
Dom L coll
0[| N;,1|| N;¢Dom?~1
—~
S’LLT)’L%
Consider the summand sums.
pOIN;)=Y{  p(v{ )=Ti
. p(1|Nj)=Z] 7 7 =1,
P p(OHNZ)=Y§ P ) =M, =TT,
1 Z Z Z p(1||N:)=2Z msbs (p(7;))=T;
sums, = =
2 n2mn
rt,.. -t vyt yi-1 Y? Z% 2
Ti,...Ti—1 VAN At Dom®\{7;} coll
HY,.. Hi=1;
Dom*~! coll
0[|N;,1||N;¢Dom®~1
2n(2”—2§;11(2l]-+3)—2) . 9(n—s)(i-1)
= 2 > > <
nan ~
ri,..ri-1 vyl yi-l VAR 2
1, T VAR At Dom®\ {7} coll
HY, H"~L:
Dom’~! coll
0||N;V1||N;€Dom’~!
<X Y # o )
\Fl -, L \Doml\{ﬁ-} coll | ané;ll(zzﬁz)mms(iq)'
EARES) PARAS v
Tiy. T VAN A B
HY,.. Hi—1;

Dom®~! coll
0|l N;,1|[N; ¢ Domi~!

16



Estimate the cardinality of the set B for the fixed values IV, T}, Y7, Zj, H,j=1...i—1
(consequently, for the fixed value N; and for all fixed values from Dom’™'). The set B can be

covered by the union of the following sets:

BC U ({ZlmZﬂ;ﬁ@} {TJZGZZD x{vi} U U ({Yir%/;;yéﬁ)} U {Tjew}> {z} U

Jj=1

i

L_:J O ({YJ eZZ} {vi} U {ZJ eyl} {Zl}) U
U U U ({adin} x tru{yda xi21) v {025}

Jj=1be{0,1}

Thus the cardinality of the set B can be estimated in the following way:

—_

#B < Y (# {z ZZﬂZJ;é(Z)} +# {ZZ €7 ) 2" + Z (# {v* me;ﬁ@} +# {w ey} ) - 2"

! — (141, —1) =l —(l+1,—1) -1

J

i—1
S S (glme) 2 g ) )+
j=1kj=1 - 7

=1l

+ Z Z (\_# {zivN;ezi} 2" + 4 {YZ bl|NeYi} 2n> + ;\# {yivinzizo} =

Jj=1 bE{O 1} =1 l; i 12

@
|
—_

(4l + 21, — 2+ 2015) - 2™ + 4il; - 2" + 17 - 2" =
1

J

i—1
= (Z(4li+21j+2zi1j —2)+4¢li+13> 20 N T T Y 20 HY j =1, 0 1.
j=1

J/

A
-~
wy
Therefore,
sumd < E E wl.on. 1 <
2= 2 on 341 (21+2)+2n-+s(i-1) =
rt,.. ri-t vyl . yi-! =
Ti, 5 Ti-a VAN A
Hl, “7Hi71
Dom® ™! coll

0||N;,1||N;¢Dom® 1

) vyl . yi-1 wl
1 —1 yeeey
< # {17: 7.“’;% } ' # Zt,...z 1 : i—1 : : =
Y 1 on 30521 (2 +2)+n+s(i—1)
1 1
W2 _“

on o1 (2l42)+nts(i—1) on’

— 2”2;;11 lj . 25(2 1) 2%2] 1(l +2)
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Consider the summand sums3.

~. oy i—1 Yieyi i
2 I=1v o . ~. .
S > S Y m {@:Tj}jzlm{gqZj}j:lm{m}

rt,.. it yi..yi-! Yi 7t i H: HI=H
T, Tia VAR A Dom’\{7;} coll Dom® coll
HY,.. H1.

Dom*~! coll
0||N;,1||N;¢Dom®~1

Note that after additional fixation of the values I, H* the random variables 7; takes the

fixed values 7; = ), Hi - Xi, tae X' = XA Ty, ... T T, TY).
Therefore,

p(OHN ) Yj

L
sumj =y 3 >, > (Zij)_% ST

rt..ri-1t yl. . yi—1 Y Z%: T H:
T1,...,Ti—1 VAN AR Dom’\{7;} coll Dom’® coll
HY . Hi—1:
Dom® ™! coll

0]|N; 1| N; ¢ Domi 1

(2" =300 (243) = (2Li+2) | 9(n—s)(i-1)

-r X Y YT <

ri.. -t yl. . yi-1 Yt 7t It H:
Th,....,Ti—1 VAN A Dom?\{7;} coll Dom® coll
HY,. H*"1:

Dom*~! coll
0[| Ny,1|| N;¢Dom®~1

< Z 2: #{ I Hi: } 1
= 2 : . - Dom® coll on 2L A2) (20 42) Fs(i—1)
rt,.. -1 yi . yi-t Y, 7 ——
Tt i1 71,271 Dom\{F} coll c
HY,. . HL

Dom’~! coll
0||N;,1||N;¢Dom® 1

Estimate the cardinality of the set C for the fixed values IV, T;, Y7, Z9 H’, j=1,...,i—1

(consequently, for the fixed value N; and all values from Dom’ '), Y?, Z?. The set C' can be
covered by the union of the following sets:

¢ cC U ({neDomz 1} Te21} U Tew} U U {nbeIN })

be{0,1}

18



Thus the cardinality of the set C' can be estimated in the following way:

#C < Z ( # {neDI{)ix;ﬁfl} TEZl} + # T eY’} + Z a {ﬂ'gj\.\:Nz‘}> -

be{0,1} oty —n

e . nl-—n nl —-n
i—1
- Z(Ql] + 3) . 227lli—7l + (2[1 + 2) . 22nli—n
Jj=1

i—1

= (Z@zj +3) + (2li+2>> 22 N T Y 20 Y =1 1LY 2
j=1

o3
Thus,
) 2 22nl-—n
< <
SUMy % Z Z Z on YiT1 (2 +2)+n(2l +2)4s(i—1)
rl,.. i1 vi..,yi-l vi,Zt:
Ty,....Ti—1 VAN A Dom®\{7;} coll
HY,. . H~L
Dom*~! coll
0||N;,1||N;¢Dom® 1
. Yl Yi—l (.U2
< rt..re 1} . Zl Zi—1 yizil . _ 2 =
< H# {Th-n,Tz‘—l # HI:.A.ZHl L #{ } 2712;;11(25j+2)+3"+8(i_1)
wj _ W

_ QnZ] 1l gs(i=1) 2n2§;11(lj+2) .92 , — )
on i1 (2L42)+3n+s(i—1) n

i N 1 2
Pr [Dom coll N Dom coll} = sum; + sum% +sum? < w1 + Zﬁz + w; <
N2+ 3) + (20 + 2)

S (A 20, + 2Ll — 2) + 4l + 12 . S (2l _

i—1

i—1
< Zj:l (4lj + 2)
X +
2” ' 2n ' 2n
2 YT A 83T+ 8ily +3i — 20— 1 _
on S
U B8 T L+Sili+3
,1=2,...,q.
2n
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Therefore,

P |

e~ q —~—1 —~—1—1
Pr [Domq coll] = ZPr [Dom coll N Dom coll} + Pr [Dom coll
i=2

4o i:ll._|_1.2+82?:1l»+8il-+3z z2+6z +2 _
DL R j=1% : ! E
<Z - ’ ;=0 fori=1|<

=2

on

N

q i—1 . q .
282].122- il % .

=1 =1

qzlz l—H2

B>

l+8l 3> 2+ 80q + 3¢?
S L

2n 2n

]

Lemma 6.2 (3] PRP/PRF switching lemma). For any block cipher E and any adversary A
making at most ¢ queries we have

AdvERF (.A) < AdyPRP-CPA (A) i q’(q' - 1)
E = E gn+1

Corollary 6.3. For any adversary A making at most ¢’ queries we have

AdvPRF (A) < (¢)?
Perm({0,1}7) S 2n+1'

Theorem 6.4. For any mPrivacy-breaking adversary A, that makes q couples of tied queries
with the total value of X lengths at most o blocks, the following inequality holds

3(o + 3¢)?

Adv mPriv (./4) < o

MGMPe'r'm({O 1}7)
Proof. Construct an adversary A’ that breaks PRF-security of the cipher Perm({0,1}") using
the adversary A. The A’ is constructed as follows. The adversary A’ starts the adversary A, in-
tercepts A’s queries and processes them by itself. During queries processing the adversary «sim-
ulates» the encryption oracle £: implements the oracle functionality according to the definition
of the mPrivacy notion, making the appropriate queries to its own oracle (random permutation
7 or random function p) for each block processing. Note that if the adversary A’ interacts
with the oracle 7, then it simulates for A the encryption oracle £ for the MGM peym(10,137)
mode, and if it interacts with the oracle p, then it implements the encryption oracle £ for
the MGM pyne({0,1)») mode. As a result the adversary A’ returns the result of .A. For such an
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adversary:

Advgfe{fm({o;}n) (A) =
— Pr [w & perm({0,1}7) : (A)" = 1] —Pr [p E Pune({0,1}") : (A = 1} -
— Pr [7r & perm({0,1}") : AS = 1} —Pr [p & Func({0,1}7) : A = 1] -
- (Pr [w & Perm({0,1}") : AS = 1} —Pr[A* = 1]) -
- (Pr [/) & Punc({0,1}") : A = 1} —Pr[Af = 1}) -
= Adviichi (A) = AdVHEN oy (A)

MGMPeTm({O,l}")

By the law of total probability we have

mPriv £ q
AQVEEY, oy (A) = Pr[A° =1 1 Dom’ coll +
+ (Pr[A° =1 N Dom’ coll| — Pr[A* = 1]) <

< Pr|[Dom’ coll] + (Pr[4° = 1 N Dom' coll| - Pr [A* = 1]).

Consider the difference Pr [.Ag =1N ﬁovmq ﬂ} — Pr [.A$ = 1].
Note that the output of the adversary A is determined by the values I'', T3, ..

definition,

Pr[A° =1 N Dom colll = 3 Pr {Domq coll N {f;:;}jl] _

LT T,. By

rt..rae
T1,...,7g:
A=-1

1

_ py | {T=071" vi=yi | | o
= > X e{ER) iz = Y Y s
j=1

... T z4,..oze T,
A=1 gl . HY: A=1 gl . HY:
Dom? coll Dom¢ coll
Y. ye 1 1
< VANWA —— = E .
X 5 # H17 ’Hq 2n(20‘+2q)+sq Ino+sq
ri,..re 77 .. re
Ty,...Ty: T1,...Ty:
A=1 A=1
Similarly,
~ . N q 1
J =TI
Pr [A$ = 1] = 5 Pr [ Y=L = E )
T;=T} j=1 no+sq
rt,..r9 rt,..ra
T1,..,Ty: T,.... T,
A=1 A=1

Therefore, the following inequality holds:

Pr|Af =1 N Dom’ coll| - Pr [A* = 1] <0.
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Consequently, we have

———

mPriv q
AdeIéMFuM({O”n) (A) < Pr [Dom coll} .

Thus, using Corollary 6.3 and Lemma 6.1 we obtain the desirable bound:

Advﬁlé'r&/\[]Perm({O,l}n) (A) g Advﬁ%rli/\[’Func({O,l}n) (A) _'_ Adv?l;{fm({ovl}n) <A/) g

(20 + 3q)? . 0% 4+ 80q + 3¢* N 40% 4+ 120q + 94> - 3(0 + 3¢q)?
on+1 ~ on on+1 = on ’

< Pr [Domq coll} +

The second inequality follows from the fact that a PRF-breaking adversary A’ makes at
most ¢’ = 20 + 3¢ queries to simulate the encryption oracle. O

6.2 mAuthenticity-security of MGM mode

The adversary for the mAuthenticity notion is defined by the same functions as for the
mPrivacy notion, and by additional functions that defines the adversary’s output, a forgery
(N, X,T). For the adversary that makes ¢ couples of tied queries to the encryption oracle, the
output of these functions depends on 2¢q variables:

N = NATL Ty, ..., T4 T) - {0,137 x {0,11 x ... x {0,1}* x {0,1}* — {0, 1},
X = XATL Ty, ..., T T)) - {0,117 x {01} x ... x {0, 1} x {0,1}* — {0, 1},
T =TATY Ty, ... T4 T,) {0,117 x {0,1}° x ... x {0, 1} x {0,1}* — {0,1}*.

These functions satisfy the following requirement (non-trivial forgery):
(N, X, T) ¢ {(N, X", T))}_,, VT T1,....,T9 T,

Lemma 6.5. For any mAuthenticity-breaking adversary A, that makes at most ¢ couples of
tied encryption queries with the total value of X lengths at most o blocks and outputs a forgery
with the X length at most [ blocks, the following inequality holds

o 8ql +20(l+4) +5q+20+2

mAu q 2
Proof. We have
Advﬁgﬁ};um{o . (A) =Pr [.Ag forges] = Pr [Ag forgesN Dom' coll} +

+ Pr | A% forgesn Dom- M] < Pr [.Ag forges N Dom' coll} + Pr [ﬁ(;gq m] :

Note that after fixation of the values T7, T}, j=1,...,¢
1. the random variables I; take the fixed values I; = LAY, Ty, ..., TV T5y), j=1,...,¢.

2. in the tuple Domq the random variables Nj take the fixed values
Nj = NJ'-A(Fl,Tl,. .. ,Fj_l,Tj,l), j=1...,q.
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3. the random variables X7 take the fixed values
X = X;“(Fl,Tl, DN T, =1,

4. the random variables X, N, T take the fixed values X = XATH T, ..., T T,),
N = NATYL Ty, ..., T4 T,), T = TATY, Ty,..., I T,). Without loss of generality we
assume that the length of the tuple X is exactly [ blocks. The tuple X with the length
less then [ can be filled up by all-zero blocks since for such a filling the tag will be the

same.
Then,
q — q ~. N q
Pr | A% forges N Dom coll] = Z Pr [Ag forgesN Dom coll N {%ig} - } +
ri,..Te =
Ty,..Ty:
N¢{N1 7777 Nq}
sumi
—~———q ~. . q
+ Z Pr [AS forgesNDom coll N {%z%} } :
It =
Ty, Ty
NE{N1,....Ng}
sumso

Case 1. Consider the first summand sum;.
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wom= 3 X P forgesn {BY 0
rt,..re yl,..,yd J=
T17 Tq Z1 A
N@¢{Ni1,...Nq} H',. Hq:
Domq@

Yi=Yyi
Zi=73
HI=HI ) j—

N

= Y q Yi—yi
i=rJ Y=Y/
S Z E: Pr {Tj:Tj}jzlﬂ Zi=77 +
.Ie

Hi=HI } j_q

T17 Tq Z1 Z‘1
N¢{N1,...Nq} HY.. Hq:

Domq coll
1||NeDom?

+ Z Z Pr | A¢ forgesﬂ{T T}q
T4

J_
T17 Ty 21 Zq
N@{N1,..Ng} H',. HO:

Domq coll
1||N¢Dom?

Yi=YJ
N1 Zi=zi
1 Hi=HI

J

~ . . q
i i 4 YIi=YJ
[J=rJ Y/ !
< Z E : Pr {TJ'TJ}J:l N {gzzzf}j_l +
e =

N

H)=HJ
T17 Tq Zl7...7zq
N¢{Ni1,...Ng} H',. H:
Dom! coll
1||NeDom?
h ~ 7/
sum}
Fi_ri ¢ vi—yi)?
S SR S S = ) e
T4 Jj=1 HI=HJ j=1
Tl,...,Tq. Zl __Zq ZﬂDomq;é(D\/
N¢{N1,...,Nq} le.’Hq: 1||NeZ
Dom¢ coll
1||N¢Dom?
b TV 7
sum?
Tt )¢ Yi=yi d 5y
+ Z Z E : E Pr o NQ Zi=zi N4 2= +
T4 i=ti) j=1 Hi—HI =1 H=H
. 1 ZﬂDomq (DTEDomqV
T17---,T- Zl,...,zq 2=ty
N¢{N1,..,.Nq} H', . HY: o
Dom¢ coll
1||N¢Dom?4
h TV J
sum?
q vieyi )4 -
T Z Z E E Pr | Af forgesn N< Fiyi N 2=z
=1 Hi—fi H=H
1 = Hi=H7 ) ;j_q
Tl, T~ Zl Z Zmllﬁzt\)/m;_@T¢]310%q
N%{Nh...,Nq} H,.. Hq ¢ T#1|
T¢Z
Domq coll
1||N¢Dom?
~
sumf
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Consider the first summand sum}. By the same reasoning as in the proof of Lemma 6.1
(case of estimating cardinality of the set A) we obtain the following estimation:

1 e 1
1 _
sumy = Z Z on(20+2q)+sq S Z # Hl, ,Hq '2n(20+2q)+sq <
T 1

1| NeDom?
Ty,...,Ty: VAW A T17 ,Tq
N¢{N1,..Ng} H',. HY: Ng{N1,..,Ng}  =(20+g)-2n(cF2a-D
Dom? coll
1[|[NeDom?
< 2na+sq . (20_ + q) . 2n(0+2q—1) . 1 _ (20 + Q)
= on(20+2q)+sq on ’

Consider the second summand sum?. By the same reasoning as in the proof of Lemma 6.1
(case of estimating cardinality of the set B) we obtain the following estimation:

1
am?= Y Y Z o TR e

F17 an Yl: 7Y

Ty, Ty 717 ZﬂDomq;é(D v
NE{N1,.,Ns} H'.. H: 1|Nez
Dom? coll
1||N¢Dom?

= Z Z # {ZﬁDogl:qyéQ v} ; <
1|Nez In(20+2q)+n+sq

7Ty 2070 <agibo(I41)—qt
N@{N1,...N¢} H',. . H:
Domq coll
1||N¢Dom?
1 CAglto(l+1)—q+1

2no+sq 2n(a+2q (4ql—|—a(l+ )—q+l)-

In(20+2q)+n+sq o omn

Consider the third summand sum?. By the same reasoning as in the proof of Lemma 6.1
(case of estimating cardinality of the set C') we obtain the following estimation:

~ Y q
Yizyi ~
sums = E E E E Pr {~; } ﬂ{gjzzj} ﬂ{gffl} =
rt..ra Y17 LYa 0 q =1 HI=H?) j=1
T1,..,Ty: AW ZﬂDomq TGDom \
Ng NNy e, UINEZ = 1€HéVv
i T
Domq coll
1||N¢Dom?

H: 1
— T€Dom?V
- T X% #HE] e S

Il Yl, Y TeZ

Ty, Ty 71, Z ZﬁDomq*(Z) i
e 20+3g+1+1)-201—n
NENI NGy e, HINEZ S SGoSatiry

Domq coll
1||N¢Dom?4

1 204+ 3¢+1+1

no+sq  on(o+2q)  o9n L gnimn
< 2 2 2 (20’ -+ 3q + 1+ 1) 2 2n(2g+2q)—|—n(l+l)+sq o omn
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Consider the forth summand sum}. We have:

vieyi)? 7
sumj = Z Z Z Z Pr [{ 7— J} N {}Z/'?}Z/j}j:l n {msbfg{p:(%)T}]

T yi HI=HJ
by . I WY ZﬂDomq @TgéDomq
non 2 Uz orRem-rEDen
N¢{N1,...Ng} H', . H® iy

Domq coll
1[|N¢Dom?

Z Z Z Z omn 20’+2‘1)+n I4+1)+sg+s <

F17 7Fq Y17 7
T1,.. :Tq zZ1...,
N¢{N1,....Nq} H',.. H:

Dom? coll
1||N¢Dom?1

H:
Zq ZﬁDomq 0 T¢Dom?
1IN¢Z  TA|N

T¢Z

< gno+sq 2n(0+2q) .on . 2nl . 1 _

In(20+2q)+n(l+1)+sq+s o §

Thus,
2 4ql [+1)—q+1 20+3¢+1+1 1
sumy < a+q_|_q+a(+) g+l 20+3¢+1+1 1 _
2n o 2n 2s
_4ql+a(l+5)+3q+2l—|—1+1

2n 25

Case 2. Consider the summand sums.

Note that after additional fixation of the values H7, j = 1,...,q, in the tuple Domq the
random variables 7; take the fixed values 7; = 22:1 H,z, . X,zv, =1,...,q.

Suppose N = N, for some u, 1 < u < q. We will con]siderjonly the case [, < [ since in this
case new [ — [, blocks Z}' appear and these blocks may collide with values from Dom?. By Z,44
we denote the tuple (Z' ,,...,Z}"), by Z% — the tuple Z"\| Zaqa, and by Dom' — the tuple
Dom?||Z,4q-

Note that after additional fixation of the values Hy, k = (I, +1),...,l, the random variable
T takes the fixed value 7 = 22:1 Hy - Xy, 75 =1,...,q Denote by H" the set consisting of [,
blocks of H* and [ — [, blocks H} = p(Z}'), k= (I, + 1), ...,
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Thus,

J
sumeo = Pr | A° fOTg@SﬂDom coll N {7, r S
E T =T [ .,
rt..r« R
Tl,...,TqZ
Ne{Ny,...,Ng}
Fi_pi) 9 Yi=YJ e _
< Z Z Pr {f;T.}. M 27=27, iu Wz} +
'l g vl y4a Tl Ho=H? =1
T1,7...,7Tq: Zlyl,,:Z“’,...,Zq
Ne{Ny,....Nq¢} g .. Ha
Dom? coll
Zaddequfw
(. v g
sums
~_Ng _Yi=yi >
+ ) > P {575} N\ 22, itu n{’?‘g:ZAu} +
1 Hi—pHi. . Hu=f
o e Jj= HI=H7, j#u) j=1
T17 7T Z1 7Zu7~~~7Zq
Ne{N1,...Ng} g1 v, Ha.
Dom’ el
7€Dom
N TV g
Sum%
~. N Yi=yid 1 P
J =T Zi_ 7 =
+ Z Z Pr | A¢ forgesﬂ{%,;} M\ Z=2.i7u m{gg_gu}
rl..ra vl ya S HI=HI, j#u) j—1 =i
Tl:.‘::Tqi Zl,.‘.,%;;rwzq
Ne{N1,...Ng} g1 fu . Ha.
N T7¢Dom
-—
sum3
Consider the first summand sums.
1 9n(2"—(20+3q)) . 9(n—s)q
sumy = g § on2m S
I, ra Yl Ye
Ty Ty g1 7 g

Ne{N1,...,N¢} g .. Ha.

Dom¢ coll
Zaddeomqu

1
<Z Z Zm<
T4

Tl, Ty Z1 Z“ 1 ZaddﬂDqu#@
Ne{Ni,...,Nq} Z“"’1 Zq

. 1
< Z Z # {ZaddmZDo'mq;é@}J'

on(20+2q)+sq”
ri,.re  yl..yq ~
TiyTy: 21,701 D
Ne{N1,...Ng} zut1. . zd
H,. HY
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Estimate the cardinality of the set D.

pe U Aaiabv Ul vUU b v U U furie)

Ge{1 g\ {u} j=1 j=1be{0,1}

Thus, the cardinality of the set D can be estimated in the following way:

#D < Z # {Zaddmzﬂ;«é(i)} + Z # {TJGZ‘“M}

Je{l,..af\{u}
=1+ (1—ly)— 71 Ly

+ZZ#{Y eZadd}+Z ) {bHN ezadd} =

=1 k=l e ——  j=1 be{0,1}
=l—1, =1y

=(c—1l,)+@-1)1-1)—(qg—1)+qll—1,)+0o(l—1,)+2q9(1—1,)=
=49l —1l,)+o(l—1l)+0o—1l,—q+1—-1+1,<4ql+0(l+1)—qg+1—1

1
suméé Z Z (4ql+0(l+1)—q—|—1—l)m<

-----

HY,.. Ha

(gl +o(l+1)—q+1-1) 4gl+o(l+1)—q+1—1

no+sq _ on(o+2q)—n _
<2 2 In(20+2q)+sq on

Remark 6.2. Note that the other cases [, = [ and [, > [ are covered by the case [, < [, since
for these cases the set Z,44 is empty and sumj = 0.
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Consider the second summand sum?

5-
) tieri)? vi=yi ! Zu=—7vu
sums = E: Z Pr {T:T} N4 2=z, i#u ﬂ{ } -
=153 ) i— “=H"
s iy j=1 Hi= HI,| j#u j=1 Hu=H
T1,...1q Z17 ,Z, A
Ne{N1,...Ng} g1 v, Ha.
Dorgq_\coqll
T€Dom
pOIN=Y) o] =T, i=1a
#FP T p(1IN))=2] (ZJ) HJ s PUZR)=HE, k=Ll
. 3 msb,(p(r;)=T; Fbutll)
= 2n2” o
It ra Yi,..,Ye
T1,....Tq Zl7 ,Z, VA
Ne{Ny,.. 7Nq}H1 LHY, L HY:
Domq coll
TeDom
on(2"—(20+3¢)—(1~l)) , 9(n—s)q
oy ¥ - <
r't,..Te Y. ve
T1,....Tg: zZ. ,Z A
Ne{Ny,.. 7Nq}H1 JHY . HY:
T7€Dom
Yl,...,Yq
< Z 4 ANV AL 1
S HY,. Hu Hq 2n(2o'+2q)+n(lflu)+sq ’
T ; TeDom
1s.e5lqt ~
Ne{Nla--'qu} E

Estimate the cardinality of the set E for the fixed values [V, T}, j = 1,.
for the fixed values N;). Denote by X“ € {0,1}"* the tuple (
E can be covered by the union of the following sets:

ﬁui T . _ If[u: f{u: A
b U ( {Teﬁn\nq\{%}}u TIiT'u} ) - U < {Teﬁn\nq\{a}}u{zgzl H;;(Xk—x;;):o} )

., q (consequently,
L X, om0, 0m). The set

Yl .. ve

VAT A NWA VAT A WA
HY,. Hv 1 HY,. Hv1
Hutl | Ha Hutl L HY

Thus, the cardinality of the set F can be estimated in the following way:

H . B
#E < Z <# {TGDom \{’Tu}} + # {22=1 H,?(ka)?;j):o} ) -

Yl..ve ~ ~-
Z'...Z%...Z9  <(|Dom’|—1).2nl—n =2ni-n
HY,.. H" 1
Hu+l | H

_ 2n(a+2q—lu) . (20- + 3q + [ — lu) . 2nlu+n(l—lu)— (20. + 3q + l) on (o+2q)+n(l—ly)—n :

VIV T, j=1,...,q.
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Thus,

Con(o+2g+)+n(l—ly)—n 9
2 Z (20 +3¢+1)-2 g#{rlmrq}' o+3q+1 _

SUMy on(20+2q+1)+n(l—lu)+sq Ty,....Tq Ino+n+sq
rt..r«
Ty T,
NE{Nlr"qu}
_ gnotsq 20+3¢+1 20+3q+l.
2no+n+sq 2n

Consider the third summand sums3

5-
sums = Z Z Pr

= ; q = 4
~. .Y q YIi=YJ Zu—gu
I =17 ~. . . =
{1}“:5} ﬂ{%?—z?v #u} ﬁ{ Hu=Hv } =
rt,..re vyl .y =l HI=H7, j#u 1 msbs (p(7))=T

j:
le---qu: Z1a~~~)Zu7“'7Zq
Ne{N1,...,.Ng} HY,.. H".. HI:

ARty

Dom_ coll

T¢ﬁ1q
1
= 2 2 <
on(20+2q)+n(l—lu)+sq+s
rt Y4
T1,...,14 zZ*, ,Z A

< gt gnlo20+(1=L) = =

on(20+2q)+n(l—lu)+sq+s B § )

Thus,

dgl+o(l+1)—q+1—1  204+3¢+1 1 4gl+o(l+3)+2¢+1 1
Sum2<q+a(+22 q+ +a+2nq+ +§:q+o—(+2n)+ g+ o

Finally, the desirable bound is:

Advﬁgﬁ};um(m,l}n) (A) < sumy + sumgy + Pr [Domq coll} <
l+20(l+4)+5 20 + 2 2
< Bql + 20(1 F 2)n+ grat + Pr [Domq coll} + >

O

Theorem 6.6. For any adversary A, that makes at most q couples of tied encryption queries
with the total value of X lengths at most o blocks and outputs a forgery with the X length at
most | blocks, the following inequality holds:

3c+3¢+1+2)? 2
mAuth
AdVMGMPErm({O,l}n) <A> < 2n + §

Proof. Construct an adversary A’ that breaks PRF-security of the cipher Perm({0,1}") us-
ing the adversary A. The A’ is constructed as follows. The adversary A’ starts the adversary
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A, intercepts A’s queries and processes them by itself. During queries processing the adver-
sary «simulates» the encryption oracle &£: implements the oracle functionality according to
the definition of the mAuthenticity notion, making the appropriate queries to its own oracle
(random permutation 7w or random function p) for each block processing. Note that if the ad-
versary A’ interacts with the oracle 7, then it simulates for A the encryption oracle £ for the
MGM perm(f0,137) mode, and if it interacts with the oracle p, then it implements the encryption
oracle £ for the MGM pypnc(fo,13») mode. At the end of A’s work the adversary A’ receives a
forgery (N, X, T) and checks the validity of this forgery according to the mAuthenticity notion,
making the appropriate queries to its own oracle for blocks processing. As a result the adversary
A’ returns 1 if the forgery is valid and returns 0, otherwise. For such an adversary:

Adv?e{fm({og}n) (A) =
— Pr {w & Perm({0,1}") : (A)™ = 1] —Pr [p & Func({0,1}") : (') = 1} -
=Pr [7? & Perm({0,1}") : A% forges} —Pr [,0 & Func({0,1}") : A¢ forges] =
mAuth mAuth
= AdVMGMP6Tm<{071}n) (A) - AdVMGMFunC({Oyl}n) <A> :

Using Corollary 6.3, Lemma 6.5 we obtain the desirable bound:

AdVﬁélﬁ};erm({oyl}n) (A) < AdVIﬁ’élﬁ};W({oyl}n) (A) + AdVI;I;{fm({og}n) (A) <
I+ 20(l+4 2042 2 — 2 [+ 2)2
<8q+ o(l+4)+5q+ 2l + L2 H{Dmﬁodq+(U+BQ+'+> <
2n 25 2n+1
S8gl +20l+80 +5¢g+2l+2 2 2+ 80q + 3¢*
< q o ag q + 4 + g oq q +
on 2s on
3gl + 20l + 40 + 6 20 +3q9)% + (1 4+ 2)?
| Bl +20l+4do q+(0 q)° + (1 +2) <
2n 2n+1
2 2 2
< 11ql+4al+120+11q+30 + 140q + 8¢° + 1 +4l—|—4+3 <
on on 2s
2
< 3(0—1—3(12:—[—1-2) +%.

The second inequality is due to that a PRF-breaking adversary A’ for the Perm({0,1}")
makes at most 20 + 3¢ queries to simulate the encryption oracle and at most [ + 2 queries to
process the last forgery query. O

6.3 Security bounds

Theorem 6.7. For any Privacy-breaking adversary A, that makes at most q queries with the
total length of plaintexts and associated data at most o blocks, the following inequality holds:

~ 3(0 +4g)°
Priv
AdVMGMPeTm({O,l}”) <‘A> S on :
Proof. The proof of the theorem follows from Theorem 6.4 and Proposition 5.1. O
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Theorem 6.8. For any Authenticity-breaking adversary A, that makes at most q encryption
queries with the total length of plaintexts and associated data at most o blocks and outputs a
forgery with the summary length of ciphertext and associated data at most | blocks, the following
inequality holds:
3oc+4qg+1+3)?2 2

2n * 25’
Proof. The proof of the theorem follows from Theorem 6.6 and Proposition 5.2. O

Auth
AdVMGMPerm({O,l}") <‘A> S

Bound comparison. Compare the lower bounds for Authenticity of the GCM mode sup-
posed to be used in TLS 1.3 and the MGM mode considered in the current paper.
The best bound for Authenticity of GCM can be found in [5]:

[+1
23
where [ is the maximal summary block-length of plaintext and associated data, o is the total
block-length of plaintexts, ¢ is the number of messages, n is the block bit-size, s is the tag
bit-size, and

1
-3

Assuming that o + ¢+ 2 < 2%, we have that 1 < d,(0 +¢+2) < 2 for n = 128, and we get
an upper bound

on(x) ==

2(0+1)
25
The specification of TLS 1.3 [12] recommends to encrypt at most 224 full-size records (I = 2'2

blocks). For n = 128 and s = 64 we obtain the following upper bounds for probabilities of
breaking integrity: ~ 275! for GCM and ~ 27°* for MGM.

7 Conclusion

In the current paper we provide the lower security (upper insecurity) bounds in the Privacy
and Authenticity notions for the new MGM mode which is currently considered as a contender
for the standard AEAD mode in Russia. The obtained bounds show that the privacy and
authenticity of this mode is provably guaranteed (under security of the used block cipher) up
to the birthday paradox bound.

The aim of our future work is the analysis of the mode for an INT-CTXT notions where an
adversary has a capability to make several forgery queries.

We thank Igor B. Oshkin for useful discussions and comments during this work.
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