Analysis of Nakamoto Consensus, Revisited

Jianyu Niu*, Chen Feng*, Hoang Dauf, Yu-Chih Huang!, Jingge Zhu®
*The University of British Columbia (Okanagan Campus)
TRMIT University *National Taipei University
$The University of Melbourne

I. INTRODUCTION

In the Bitcoin white paper [1], Nakamoto proposed a very simple Byzantine fault tolerant consensus algorithm
that is also known as Nakamoto consensus. Despite its simplicity, some existing analysis of Nakamoto consensus
appears to be long and involved. In this technical report, we aim to make such analysis simple and transparent
so that we can teach senior undergraduate students and graduate students in our institutions. This report is largely

based on a 3-hour tutorial given by one of the authors in June 2019 [2].

II. SYSTEM MODEL

We closely follow the notations in [3]. Let A/ denote the set of participating nodes in the network. Each node
n € N has p, fraction of total hashing power so that it mines new blocks at a rate of p, f blocks per second,
where f is the total mining rate.! There are two types of nodes: honest nodes who strictly follow the protocol and
adversarial nodes who may deviate from the protocol. The set of honest nodes (resp., adversarial nodes) is denoted
by #H (resp., Z). The adversarial nodes control 3 fraction of total hashing power, i.e., > - p, = 3. The honest
nodes control 1 — 3 fraction of total hashing power, i.e., Y, pn = 1 — . If a block is mined by an honest node
(resp., adversarial node), we call it an honest block (resp., adversarial block). A block’s height is its parent block’s
height plus one. (The height of the genesis block is set to 0.)

Mining at each node n € A is modeled by a Poisson process with rate p,, f as done in the Bitcoin white paper.
Hence, the aggregated mining process of the honest nodes (resp., adversarial nodes) is a Poisson process with rate
(1—=75)f (resp., Bf). Without loss of generality, we can assume a single adversarial node with S fraction of hashing
power, and we call this node the adversary.

We assume a bounded network delay of A seconds for honest nodes. That is, whenever an honest node mines
a new block, it takes up to A seconds for the block to reach all other honest nodes. We assume a zero delay
from honest nodes to the adversary. That is, whenever an honest node mines a new block, the adversary receives
it immediately. These assumptions make the adversary even more powerful in terms of network communication.

Next, we discretize the above continuous-time model into a discrete-time model in a way that generalizes the

discretization procedure in [3]. We divide A seconds into 7 rounds so that each round in our model corresponds

'We assume constant mining difficulty here.
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TABLE I

KEY NOTATIONS IN THE SYSTEM MODEL

A Upper bound on the network communication delay (in seconds)
f Total mining rate (in blocks per second)
B Fraction of adversarial mining rate

H{[r] | Number of honest blocks mined in round r

Z[r] | Number of adversarial blocks mined in round r

to % seconds. More specifically, round 0 corresponds to the time interval [0, %), and round r corresponds to the
interval [r2, (r + 1)2). When 7 = 1, our model reduces to the discrete-time model in [3]. On the other hand,
when 7 — oo, our model approaches the continuous-time model in [4]. In this sense, our model provides a unified
treatment.

Following [3], [5], [6], we assume that blocks can only be mined at the beginning of each round. That is, if new
blocks are mined in round r with the interval [r%, (r+ 1)%), we will set their generation time to be the beginning
of round r (i.e., 7). Note that such an approximation tends to be accurate as 7 — co. Let H[r] and Z[r] be the
number of blocks mined by the honest nodes and by the adversary, respectively, in round r. Clearly, H[r] and Z[r]
are independent Poisson random variables with means (1—3) % and B f %, respectively. In addition, the sequences
{HI[0], H[1],...} and {Z]0], Z[1], ...} are independent of each other and independent across rounds. Note that the
H|[r] honest blocks mined at the beginning of round r will reach all the honest nodes in the network by the end
of round r 4+ 7 — 1, since it takes 7 rounds to broadcast any honest block. On the other hand, the Z[r] adversarial
blocks can be kept in private until the adversary decides to transmit any of them in later rounds. Once transmitted,

any adversarial block will reach all the honest nodes within 7 rounds.?

Under the above system model, Nakamoto consensus can be described as follows.

o At each round r, an honest node attempts to mine new blocks on top of the longest chain it observes by the
end of round » — 1 (where ties can be broken arbitrarily). This is often referred to as the longest chain rule.
o At each round 7, an honest node confirms a block if the longest chain it adopts contains the block as well as

at least k£ other blocks of larger heights. This is sometimes referred to as the k-deep confirmation rule.

Next, let us make an observation that will be used in our analysis later.
Lemma 1: If an honest block of height ¢ is mined at the beginning of round r, then every honest node observes
a chain of length at least ¢ by the end of round r + 7 — 1.
Proof: First, this honest block will reach all the honest nodes by the end of round r + 7 — 1 as we discussed
before. Second, its parent block (no matter honest or adversarial) will reach all the honest nodes by the end of
round r 4+ 7 — 1. This argument applies to all of its ancestor blocks. Hence, by the end of round r» + 7 — 1, every

honest node will observe a chain consisting of this block, its ancestor blocks, as well as new (honest or adversarial)

’In some implementation of Bitcoin, certain blocks of small heights may be discarded by honest nodes so that these blocks won’t be

broadcasted to the entire network. In our system model, we assume that any block will be broadcasted unless it is kept in private.
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blocks mined on top of this block. If there are no such new blocks, the chain length is ¢. Otherwise, the chain

length is greater than /. u

III. EFFECTIVE ROUNDS AND LIVENESS

A round r is called an effective round (ER) if there is some honest block mined in round r and there is no
honest block mined in the previous 7 — 1 rounds. By effective, we mean two things: 1) at least one honest block
is successfully mined in round r and 2) the longest chain (among all the honest nodes) will be increased. When
7 =1, around r is an ER if and only if H[r] > 1. When 7 > 1, a round r is an ER if and only if H[r] > 1 and
H[r'|=0forall v € {r — (1t —1),...,7 — 1}. For convenience, we assume that H|[r'] = 0 for all 7/ < 0.

Lemma 2: Honest blocks mined in distinct ERs have different heights.

Proof: Suppose for contradiction that two honest blocks B and B’ of height ¢ are mined in round r and 7’
respectively. Without loss of generality, assume that » < r’. We have r’ > r + 7, because otherwise r’ cannot be
an ER. By Lemma 1, every honest node observes a chain of length at least £ by the end of round ' — 1 (or even
earlier). Therefore, no honest node will mine a new block B’ of height ¢ in round r’. |

Next, we introduce an indicator random variable X [r| for whether round r is an ER, i.e., X[r] = 1 when round
7 is an ER and X[r] = 0 otherwise. Note that Pr(X[r] = 1) > e~ (1=AF (=1 (1 - e_(l_ﬁ)f%), where the
X[r]+ X[r+ 1] + --- + X[r']. This notation

> 1V

equality holds when r > 7. For convenience, we write X |[r,7’]
applies to other random variables as well, such as {H[r]} and {Z]r]}.
Lemma 3: Let v = e~ (=B 2(7-1) (1 - e_(l_B)f%) In a time interval of s consecutive rounds, the expected
number of ERs is at least s.
Proof: The number of ERs in a time interval of s consecutive rounds starting from round r is given by

X[r,r + s — 1]. Hence, we have
EX[rr+s—1)=E(X[r])+- -+ E(X[r+s—1]) > s, (1)

where the equality holds when r > . |
Lemma 4: For any positive integer m, in a time interval of 7m consecutive rounds starting from round 7, the

number of ERs has the following Chernoff-type bound: For 0 < § < 1,
Pr(X[r,r+1mm —1] < (1 —d)yrm) < e ym) 2

Proof: Let X0 = S L X[+ j +47]. Then, X[r,r+7m —1] = X© ... 4 X("=1_Our key observation
is that {X[r + j], X[r+j+7],...,X[r +j+ (m — 1)7]} are independent random variables, because X|[r] is a
function of {H[r — (7 — 1)],..., H[r]}. By (a slightly modified version of) Lemma 3, we have E (X)) > ym.
By Lemma 10, we have Pr (X[r,r +7m — 1] < (1 — §)yrm) < e (6% m), |
Theorem 1 (Chain growth): If an honest node observes a chain of length ¢ at the beginning of round r, then at
the beginning of round r + 7(m + 2) — 1, every honest node observes a chain of length at least £ + (1 — §)y7rm,
except for e=H8%ym) probability.
Proof: First, by Lemma 1, every honest node observes a chain of length at least ¢ at the beginning of round

r + 7. Next, consider a time interval of 7m consecutive rounds starting from round r + 7. By Lemma 4, we have
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at least (1 — §)yrm ERs from round r + 7 to round r + 7 4+ 7m — 1, except for e (8% m) probability. We take
one honest block from each ER. By Lemma 2, these honest blocks have different heights, all greater than ¢. In

particular, the largest height of these blocks is at least £ 4+ (1 — §)y7m. By Lemma 1, at the beginning of round

r 4+ 27 + Tm — 1, every honest node observes a chain of length at least £ + (1 — §)yrm. ]
Theorem 2 (Chain quality): Suppose ¥ > (1+0)5f %. In a time interval of 7m consecutive rounds starting from

A
round 0, in the longest chain among honest nodes, the fraction of honest blocks is at least 1 — (1 4 4) b J; = except

for ¢~ (8" min{BfA7}m) probability.

Proof: We let s = Tm for convenience. On the one hand, Z[0,s — 1] is the number of adversarial blocks
from round O to round s — 1, which is a Poisson random variable with mean 3 f %s. By Lemma 11, Z[0,s — 1] <
(1+67)Bf2 s except for e~ %8 Am) probability. On the other hand, X [0, s—1] is the number of ERs from round
0 to round s — 1. By Lemma 4, X[0,s— 1] > (1 —dx)vs except for e (5% m) probability. Hence, by the end of
round s — 1, some honest node observes an honest block of height at least (1 — dx)vs. In other words, by the end
of round s — 1, the length of the longest chain among honest nodes, denoted by L(s), is at least (1 — dx)~s. The
honest fraction is smallest if all the adversarial blocks belong to the longest chain of length L(s). That is, the honest

L(s)—Z[0,5—1] X[0,5—1]—Z[0,5—1]
L(s)

fraction is at least , which is lower bounded by . Finally, by setting d; = d0x = d/4

X[0,s—1]
and noticing ifg?i < 1+ 6, we have
X[0,s —1] — Z[0,5 — 1 140, Bf2 a
[78 } [,S ] 1— +Zﬁf7—8>1_(1+6)ﬂf7—7 (3)
X[0,s — 1] 1—0x ~s ~y
except for e~ (8* min{BfA7}m) probability. ]

Finally, we would like to point out that chain growth and chain quality—when putting together—imply livenss,

which states that every valid transaction will be eventually confirmed by honest nodes with high probability.

IV. UNIQUELY EFFECTIVE ROUNDS AND SAFETY

A round r is called a uniquely effective round (UER) if there is exactly one honest block mined in round r, and
there is no honest block mined in the previous and next 7 — 1 rounds. By uniquely effective, we mean two things:
1) a unique honest block is successfully mined in round r and 2) the honest block has a unique height among all
other honest blocks, as stated in Lemma 5. When 7 = 1, a round r is a UER if and only if H[r] = 1. When 7 > 1,
around r is a UER if and only if H[r] =1and H[r'] =0forallv' € {r—(7—1),...,r=1,r+1,...,7r+(7—1)}.

Lemma 5: Suppose that an honest block B of height ¢ is mined in a UER. Then B is the only honest block of
height /.

Proof: Suppose for contradiction that two honest blocks B and B’ of height £ are mined in round r and 7’
respectively. Since round 7 is a UER, we have v’ > r+ 7 or v’ <r—7.If ' > r + 7, by Lemma 1, every honest
node observes a chain of length at least £ by the end of round ' — 1 (or even earlier). Therefore, no honest node
will mine a new block of height £ in round 7/, leading to a contradiction. Similarly, if v < r — 7, every honest

node observes a chain of length at least ¢ by the end of round 7 — 1 (or even earlier), leading to a contradiction. H
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Next, we introduce an indicator random variable Y'[r] for whether round r is a UER, i.e., Y[r] = 1 when round
ris a UER and Y[r] = 0 otherwise. Note that Pr(Y[r] = 1) > (1 — §)f2e~(1=AI 2271 where the equality
holds when r > 7.

Lemma 6: Let ) = (1 — ) f2e~ (=72 (7=1) In a time interval of s consecutive rounds, the expected number
of UERs is at least 7s.

Proof: The number of UERs in a time interval of s consecutive rounds starting from round 7 is given by

Y[r,r + s — 1]. Hence, we have
EY[rr+s—1)=E{X[])+---+EX[r+s—1]) >ns, 4)

where the equality holds when r > 7. [ ]
Lemma 7: For any positive integer m, in a time interval of (27 — 1)m consecutive rounds starting from round

r, the number of UERSs has the following Chernoff-type bound: For 0 < § < 1,
Pr(Yr,r + (27 — D)m —1] < (1 — 6)n(2r — 1)m) < e~ 2(8"m) )

Proof: Let Y = "™ MY [r 4 j 4 i(2r — 1)]. Then, Yr,r + (2r — )m — 1] = YO ... 4 yr=2),
Our key observation is that {Y[r + j],Y[r +j+ (2r = 1)],...,Y[r + j + (m — 1)(27 — 1)]} are independent
random variables. By (a slightly modified version of) Lemma 6, we have E/ (Y(j )) > npm. By Lemma 10, we have
Pr(Y[r,r + (21 — D)m — 1] < (1 — 8)n(2r — 1)m) < e~ 2(8"mm), =

Lemma 8: Suppose n > (14 9)5f %. In a time interval of (27 — 1)m consecutive rounds starting from round r,
the number of UERs is greater than the number of adversarial blocks except for =8 min{n,8fA}m) probability.
That is,

Pr(Y[jr,r+2r—1m -1 <Zr,r+ 2r—1)m—-1]) < ¢~ (6% min{n.8fA}m) (6)

Proof: We let s = (27 —1)m for convenience. Let Y = Y'[r|+---+Y[r+s—1]and Z = Z[r]+- - -+ Z[r+s—1].

Then, by Lemma 7, Y > (1—4dy )ns except for e (8% mm) probability. Similarly, by Lemma 11, Z < (1+5Z)ﬁf%s

145/4
1—5/4

1+ 62)3f2. Therefore, Y > Z except for 6_9(52 min{n,0fA}m) robability. [ |
2 p p y

Remark 1: Note that the condition n > (1 + &)Bf2 is equivalent to f2(21 — 1) < ﬁ In (%%4_5) This

implies 3 < 0.5. When 7 = 1, the condition says fA < ——In (ML) When 7 — oo, the condition says

-5 B 1+93
Fa < (k).

Theorem 3 (Safety): Suppose nn > (1+6)8f %. If B and B’ are two distinct blocks of the same height, then they

except for e~ 0% 8FAm) probability. By setting dy = dz = §/4 and noticing

< 1+, we have (1—4dy)n >

cannot be both confirmed, each by an honest node. This property holds, regardless of adversarial action, except for
¢~ (0" min{75.83E) Lrobability.

Proof: Consider the event £ that “B and B’ of the same height are both confirmed, each by an honest node.”
We will show that this event happens with probability at most ¢~ min{7k .8 }k), regardless of adversarial action.
Let r (resp., r') be the smallest round at the beginning of which B (resp., B’) is confirmed. Without loss of
generality, we assume that 7 > r’. Let B; be the most recent ancestor of B and B’. That is, there are two disjoint

subchains mined on top of Bj, one containing B and the other containing B’. Let By be the most recent honest
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ancestor of B and B’. Note that By can be By (if B; is honest) or the genesis block. Suppose that By is mined
(by some honest node) at the beginning of round ry. For convenience, we assume that the genesis block is mined

at the beginning of round 0. This makes 7y well defined. We next define the following two events:

e &1(ro,m): At the beginning of round r, there are two disjoint subchains mined on top of By, each containing
at least k£ + 1 blocks mined from round rq to round 7;

o E(ro,r): Yro+ 7,7 — 7] < Z[ro, 7).

We will show that £ C & (rg,7) C E(ro,7), regardless of adversarial action.

o £ C &i(rg,r): At the beginning of round 7, one subchain contains B as well as k blocks mined on top of B
(due to the k-deep confirmation rule). Similarly, the other subchain contains B’ as well as k other blocks on
top of B’. These blocks cannot be mined before rg, because By is an honest block.

o & (ro,7) C E(ro,7): We will show that whenever there is a unique honest block of height ¢ mined in a UER
between round 7o+ 7 and round 7 — 7, there must be a “matching” adversarial block of height £ mined between
round ro and round r. To see this, suppose that an honest block B* is mined in a UER without a matching
adversarial block. By Lemma 1, B* has a larger height than By. On the one hand, if B* has a smaller height
than B, then B* must be an honest ancestor of B and B’, because B* is the only block at its height. This
contradicts with the fact that By is the most recent honest ancestor. On the other hand, if B* has a larger
height than B, then both subchains will contain B* at the beginning of round r. This is because B*—the only
block at its height—will reach all the honest nodes by the end of round r» — 1. As a result, the subchain with
B will certainly contain B* and so the height of B* is at most the height of B plus k. Similarly, the subchain

with B’ will contain B*, since there are at least k& blocks on top of B’. This leads to a contradiction.

By (a slightly modified version of) Lemma 8, for any given 7y and r, we have

Pr(Ex(ro, 7)) < e~ mintnrA) ) )
Finally, we will bound r — ry and complete the proof. We claim that
2k +2
—ro+1> ———+ 8
T (1+0)f2 ®

except for e~ (8°k) probability, regardless of adversarial action. To see this, recall that & (rq,r) states that two
subchains contain at least 2k + 2 blocks. Hence, » — rg + 1 is smallest if all the mined blocks from round rg to

round r (the number of which is H|[rg,r] + Z[ro,r]) belong to these two subchains. By Lemma 11,

A
Pr (H[ro,r] + Zro, 7] > (1 +8)f—(r—ro + 1)) < e ST r=rot])/3, 9
T
So, if we set r —rg+ 1 = (li’gﬁé, then we have

Pr (Hro, 7] + ZJro, ] > 2k +2) < e=0" 575213, (10)

This proves our claim.
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Define the event D as r —rg + 1 > ﬁg Then, Pr(D¢) < 6_9(62k), where D¢ is the complement of D.

Therefore, for any adversarial action, we have

Pr(&) = Pr(D°) Pr(&|D°) + Pr(D) Pr(E|D) (11)

< P1(D") + Pr(D) Pr(Ex(ro, 1)|D) (12)

< Pr(D°) + Pr(&(ro, )| D) (13)

< 679(52 min{ 7k ,8}k) (14)

where the last inequality follows from &k > min{fiA, B}k. [ |

Finally, we would like to point out that our safety property stated in Theorem 3 is equivalent to the common-prefix

property in the previous analysis, such as [3], [5].

V. DISCUSSION

The analysis of Nakamoto consensus was started by Garay, Kiayias and Leonardos in their landmark work [5],
which was later refined by Bagaria et. al. [3] in the context of parallel chains. Both papers only considered the
case of 7 = 1. The extension to the case of 7 > 1 was presented by Pass, Seeman and shelat® [6], which was later
refined by Kiffer, Rajaraman and shelat [7] as well as Zhao [8] via Markov chain analysis. Our analysis is simpler
and more transparent than the previous analysis in that it introduces two events & (rg,7) and E(rg,r) explicitly
and avoids the use of Markov chains.

At the final stage of completing this report, we notice an independent work by Ling Ren [4], which focuses on
a continuous-time model instead of a discrete-time model. His elegant analysis can be viewed as a counterpart of
our analysis. For instance, his safety condition g?c > (14 §)23 is as tight as our safety condition n > (1+ 6)3f %

as 7 — 0o.* We will leave it for future work to carefully compare his analysis with ours.
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APPENDIX

Lemma 9 (Chernoff bounds): Let X = Z?:l X, be the sum of n independent indicator random variables
with B(X;) = pi. Let p = BE(X) = Y7 pi. Then, for 0 < 6 < 1, Pr(X > (1+0)u) < e 9#/3 and
Pr(X < (1—0)u) <e 52,

The proof of Lemma 9 is elementary. See, e.g., the proof for Theorem 4.5 in [9].

Lemma 10 (Chernoff bound for a sum of dependent random variables): Let T be a positive integer. Let X ) =
S Xjtir be the sum of n independent indicator random variables and p; = E (X)) for j € {1,...,T}. Let
X =XO 4.4 XD Let p = min,{y;}. Then, for 0 < § < 1, Pr(X < (1 —§)uT) < e=1/2,

Proof: Let X = £ = 1 Z;F:l X (). Then, for any ¢ < 0, we have

E(etX)

B (15)

Pr(X <(1-6)uT)="Pr (X <1 —(5),u) <

Note that exp(-) is a convex function, we use Jensen’s inequality to obtain E(e'X) < T Z;F:l E (etX m). Hence,

T et(1-0 1-0)pj
Jj=1

Pr(Xs(l—amT)sliE(tXU)) iE< ) (16)

where the last inequality comes from the fact that u; > p for all j. Settlng t = In(1 —§) < 0 and following

E etx(j)
the footsteps in the proof of Theorem 4.5 in [9], we have pt(ld)u]) < e=9%1i/2 for all 7. Finally, we note that

e=9°1i/2 < ¢=5°1/2 for all j and this completes the proof. [
Lemma 11 (Chernoff bounds for Poisson random variables): Let X be a Poisson random variable with mean u.
Then, for 0 < d < 1, Pr(X > (1+d)u) < e=0°n/3,

Proof: For any t > 0, we have

N o Ele)
Pr(X > (1+6)u) = Pr (etX > et (1+9); ) < o (17)
Since E(e'X) = e(¢"~D¥ for a Poisson random varaible, we have
6(6171)“’
Pr(X > (1+0)n) < Sy (18)
Setting t = In(1 + ) > 0, we have
el .
Finally, note that (1+5€)% < e %/3 for 0 < § < 1. This completes the proof. [ ]
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