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Abstract

We show how to generalize lattice reduction algorithms to module lattices. Specifically,
we reduce y-approximate ModuleSVP over module lattices with rank k& > 2 to «'-approximate
ModuleSVP over module lattices with rank 2 < 8 < k. To do so, we modify the celebrated slide-
reduction algorithm of Gama and Nguyen to work with module filtrations, a high-dimensional
generalization of the (Z-)basis of a lattice.

The particular value of v that we achieve depends on the underlying number field K, the
order R C Ok, and the embedding (as well as, of course, k, 3, and v'). However, for reasonable
choices of these parameters, the resulting value of v is surprisingly close to the one achieved
by “plain” lattice reduction algorithms, which require an arbitrary SVP oracle in the same
dimension. In other words, we show that ModuleSVP oracles are nearly as useful as SVP
oracles for solving higher-rank instances of approximate ModuleSVP.

Our result generalizes the recent independent result of Lee, Pellet-Mary, Stehlé, and Wallet,
which works in the important special case when 8 = 2 and R = O is the ring of integers of K
under the canonical embedding. Our reduction works for any § dividing k, as well as arbitrary
orders R C Ok and a larger class of embeddings. Indeed, at a high level our reduction can be
thought of as a generalization of theirs in roughly the same way that block reduction generalizes
LLL reduction.

1 Introduction

A (rational) lattice £ C Q7 is the set of all integer linear combinations of finitely many generating
vectors yy, ..., Y, € Q%

L:={zy;+ -+ 2nyY, : z <€L}.
For an approximation factor v > 1, the y-approximate Shortest Vector Problem (y-SVP) asks us
to find a non-zero vector y € £ whose length is within a factor v of the minimum possible.
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Lattices have played a key role in computer science since Lenstra, Lenstra, and Lovasz published
their celebrated LLL algorithm, which solves 7-SVP for v = 2°9(@ in polynomial time [LLL82],
essentially by reducing the problem to many instances of exact SVP in two dimensions. In spite of
this very large approximation factor, the LLL algorithm has found innumerable applications [LLL82,
Bab86, SE94, NV10, FS10].

Lattices have taken on an even larger role in recent years because of the growing importance of
lattice-based cryptography [Ajt96, HPS98, GPV0S8, Reg09, Pei09, SSTX09, LPR10, Peil6]—that
is, cryptography whose security relies on the hardness of v-SVP (or a closely related problem)
for some v (typically, v = poly(d)). These schemes have several advantages, such as worst-case
to average-case reductions, which show that some of these schemes are actually provably secure
under the assumption that (the decision version of) 4/-SVP is hard in the worst case [Ajt96, MRO7,
Reg09, LPR10, LS15, PRS17]. They are also thought to be secure against quantum attackers, and
for this reason, they are likely to be standardized by NIST (the United States’ National Institute
for Standards and Technology) for widespread use in the near future [NIS18].

However, one drawback of generic lattice-based constructions is their inefficiency. Loosely speak-
ing, this inefficiency arises from the fact that a lattice in dimension d typically requires about d?
numbers to specify—at least d generating vectors, each with d coordinates. To get around this, cryp-
tographers often use lattices with certain additional symmetries [HPS98, PR06, SSTX09, LPR10,
SS11, LS12, DD12, LS15, PRS17], since such lattices can be described succinctly.

In particular, cryptographers typically use module lattices. For a number field K of degree n
(i.e., K := Q[z]/p(x) for an irreducible polynomial p(z) of degree n) with an order R C Ok (i.e.,
a discrete full-rank subring, such as Z[z]/p(z) when p € Z[x] is monic, or the ring of algebraic
integers Ox C K), a module lattice over R is the set of all R-linear combinations of finitely many
generating vectors yy,...,9Y,, € KZ,

M::{lel—i_"'_‘_rmym : TZGR}

By embedding the number field K into Q™ (or by equipping K with an inner product, which is
what we do in the sequel), we can view module lattices as (¢n)-dimensional “plain” lattices. In
particular, it makes sense to talk about the length of module elements. A key parameter is the
rank k of the module lattice, which is the dimension of its K-span. We typically think of n as large
(i.e., n — 00) and k as a relatively small constant.!

We can then define (v, k)-ModuleSVP over R as the restriction of v-SVP to rank-k£ module
lattices M C K* over R (under some inner product). Clearly, (v, k)-ModuleSVP is no harder than
~v-SVP over lattices with rank kn. A key question is whether we can do (significantly) better. In
other words, are there (significantly) faster algorithms for ModuleSVP than there are for SVP?
Does the specialization to module lattices (which yields large efficiency benefits for cryptography)
impact security?

Many cryptographic schemes rely on the assumption that no such algorithms exist. E.g., three
of the four candidate key agreement schemes still under consideration by NIST would be broken in
practice if significantly faster algorithms were found for ModuleSVP [NIS18]. (The fourth scheme
does not use lattices at all.) We would therefore like to understand the hardness of ModuleSVP as
soon as possible.

!Notice that module lattices correspond exactly to lattices that are closed under a certain set of linear
transformations—the linear transformations corresponding to multiplication by elements of R.



Until recently, one might have conjectured that (v, k)-ModuleSVP is essentially as hard as ~-
SVP on rank kn lattices for all v and k. However, a new (and growing) line of work has shown much
faster algorithms for the k = 1 case [CGS14, CDPR16, CDW17, Ducl7, DPW19, PHS19], in which
case the problem is called IdealSVP. Most cryptographic schemes are not known to be broken by
these algorithms (or even by an adversary with access to an oracle for exact IdealSVP). However,
similar improvement for the case £k = 2 would yield faster algorithms for both the Ring-LWE
problem [SSTX09, LPR10] and the NTRU problem [HPS98], which would break most cryptographic
schemes based on structured lattices. (We are intentionally ignoring many important details here
for simplicity. See [Peil5, Ducl7, DPW19, PHS19] for a more careful discussion.)

Therefore, (ignoring a number of important details) the security of many cryptographic schemes
essentially relies on the assumption that (v, k)-ModuleSVP for k > 2 is qualitatively different than
~v-IdealSVP = (v, 1)-ModuleSVP. More generally, this recent (surprising) line of work in the k£ =1
case suggests that we need a better understanding of (v, k)-ModuleSVP for all v and k.

To that end, we observe that much of our understanding of v-SVP comes from basis reduction
algorithms [LLL82, SE94, GN08, MW16, ALNS20]. These algorithms allow us to reduce -SVP
in a high dimension d to 7-SVP in a lower dimension m (known as the block size) for some
approximation factor v depending on d, m, and 7. Indeed, the LLL algorithm can be viewed as
an example of such a reduction for the case m = 2. For the approximation factors relevant to
cryptography, our fastest algorithms rely on basis reduction. In fact, these are more-or-less our
only non-trivial algorithms for superconstant approximation factors. (See [ALNS20].)

In other words, to solve 7-SVP and (v, k)-ModuleSVP (for k£ > 1) for superconstant -, the
fastest known algorithms work by reducing the problem to many instances of SVP with a smaller ap-
proximation factor over lower-dimensional “blocks.” The current state of the art, due to [ALNS20]
and building heavily on the work of Gama and Nguyen [GNO08], achieves an approximation factor
of

;o 2(k—p)
v=7"-(y'V/Bn)F-1m (1)
for block size m := fn and dimension d := kn. (We have chosen this rather strange parameterization
to more easily compare with our results for ModuleSVP.) For cryptanalysis, we typically must take
B = Q(k) and " < poly(d) in order to achieve a final approximation factor ~ that is polynomial in
the dimension d = kn.

1.1 Our results

1.1.1 Lattice reduction for Modules.

Our primary contribution is the following reduction.

Theorem 1.1 (Informal, see the discussion below and Theorem 5.10). For 2 < 8 < k with 3
dividing k, there is an efficient reduction from (v, k)-ModuleSVP to (v, 3)-ModuleSVP, where
2(k—pB)
v =)’ (VBn)
The case § = 2 is of particular interest because of its relevance to cryptography. We note
that, before this work was finished, Lee, Pellet-Mary, Stehlé, and Wallet published essentially the

same reduction for this important special case [LPSW19]. (Formally, they only showed this for the
canonical embedding for the ring of integers of a number field, but it is relatively easy to see that this



generalizes to arbitrary orders and a more general class of embeddings that we call “semicanonical.”
They also showed a very interesting algorithm for (v, 2)-ModuleSVP, which requires a CVP oracle
over a lattice depending only on R. We refer the reader to [LPSW19] for the details.) For this
B = 2 case, the reduction can be viewed as a generalization of the LLL algorithm. (We present the
B = 2 case separately in Section 4.)

In the general case § > 2, we note the obvious resemblance between the approximation factor
achieved by Theorem 1.1 and the approximation factor shown in Eq. (1). Indeed, our reduction
can be viewed as a generalization of Gama and Nguyen’s celebrated slide reduction [GNOS8] to the
module case.” Therefore, we can interpret Theorem 1.1 as saying that “a ModuleSVP oracle is
almost as good as a generic SVP oracle for basis reduction over module lattices.”

Finally, notice that this informal version of Theorem 1.1 does not mention the number field K,
the associated embedding, or the order R C Ok. In fact, the reduction works for any number field
K, any order R C Ok, and a reasonably large class of embeddings that we call semicanonical. These
are generalizations of the canonical embedding that might prove useful in other settings. (Formally,
we consider semicanonical inner products on K. See Sections 1.2.1 and 3.1.) Furthermore, the
approximation factor that we achieve depends on certain geometric properties of the order and the
embedding. (See Theorem 5.10 for the precise statement.) The approximation factor shown in
Theorem 1.1 is (a loose upper bound on) what we achieve for the canonical embedding of the ring
of integers of a cyclotomic number field.

In fact, one can derive a still more general result that works for any embedding by fixing a
semicanonical embedding such that the map between the desired embedding and the semicanonical
embedding has minimal distortion Tiy;,. One then immediately obtains a variant of Theorem 1.1
in which v and + are multiplied by Tinin.

1.1.2 Two variants.

As additional contributions, we note that our reduction can also be used to solve two variants of
ModuleSVP.

The first variant is known as ModuleHSVP (where the H is in honor of Hermite). This prob-
lem asks us to find a non-zero vector that is short relative to the determinant of the module
lattice M, rather than relative to the shortest non-zero vector. Le., (7, k)-ModuleHSVP asks us
to find a non-zero vector & in a rank-k module lattice M with ||z| < - det(M)Y*™) . For yv/kn,
there is always a non-zero vector satisfying this inequality. (The minimal value of ~ for which
~v-HSVP is a total problem is called Hermite’s constant, which explains the name.) In particular,
(yVkn, k)-ModuleHSVP trivially reduces to (v, k)-ModuleSVP, but our reduction achieves a better
approximation factor than what one would obtain by combining this trivial reduction with The-
orem 1.1. (The same is true of many “plain” basis reduction algorithms [GNO08, ALNS20].) This
variant of SVP is enough for most cryptanalytic applications, so that this better approximation
factor could prove to be quite useful in practice. (In particular, the analogous result for plain basis
reduction algorithms is often used in cryptanalysis.)

Theorem 1.2 (Informal, see Theorem 5.10). For 2 < 8 < k with  dividing k, there is an efficient
reduction from (vg, k)-ModuleHSVP to (v, 3)-ModuleSVP, where

k—1
. / / =
i =V (Y /Bn) T
’Indeed, if we take n = 1 and 4/ = 1, then we recover the original slide reduction algorithm from [GNOS].
Specializing further to 5 = 2 recovers LLL.




Again, the approximation factor shown in Theorem 1.2 is (a loose upper bound on) what we
achieve for the canonical embedding of the ring of integers of a cyclotomic number field. See
Theorem 5.10 for the general result.

Our second variant has no analogue for plain lattices. We consider the (7, k)-Dense Ideal
Problem ((v, k)-DIP), in which the goal is to find a rank-one submodule lattice M’ (i.e., an ideal)
such that det(M’ )1/ " is within a factor v of the minimum possible. This problem is in a sense
more natural in our context. Indeed, Theorem 1.1 is perhaps best viewed as a consequence of
Theorem 1.3. We again note the obvious similarity between Theorem 1.3 and Eq. (1). (There is an
analogous result for what we might call “RankinDIP,” in honor of Rankin’s constants, which asks
us to find an ideal whose determinant is small relative to det(AM)Y %) just like ModuleHSVP asks
for a vector that is short relative to det(M)Y*") . For simplicity, we do not bother to make this
formal.)

Theorem 1.3 (Informal, see Corollary 5.8). For 2 < 3 < k with 8 dividing k, there is an efficient
reduction from (v, k)-DIP to (v, 3)-DIP, where

2(k—8)

vi=7" (v Bn) T

Again, the resulting approximation factor depends on the geometry of the order R, and the
above result corresponds to the case when R = O is the ring of integers of a number field K
under the canonical embedding.

1.2 Our techniques

From bases to filtrations. Lattice basis reduction algorithms take as input a (Z-)basis
(b1,...,bg) of alattice £ C Q7 and they iteratively “shorten” the basis vectors using an oracle for
SVP in m < d dimensions. More specifically, let £; be the lattice spanned by by, ..., b;. Basis reduc-
tion algorithms work by finding short vectors in “blocks”—lattices of the form Lj; j 1= 7, L (Lj),
where 7,1 represents projection onto the subspace orthogonal to £;. In the basis reduction liter-
ature, the £; and L; ;) are typically not defined explicitly. Instead, corresponding bases for these
lattices are defined.

To generalize this idea to module lattices, our first challenge is to find the appropriate analogue
of a basis. Indeed, while lattices with rank d over Z have a Z-basis consisting of d (linearly
independent) lattice vectors, the analogous statement is typically not true for modules over more
general orders R. In other words, our module lattice M of rank k will not always have an R-
basis consisting of only k elements. (E.g., rank-one module lattices are ideals, and they have
an R-basis consisting of a single element if and only if they are principal. More generally, all
rank-k module lattices have an R-basis consisting of k£ vectors if and only if R is a principal ideal
domain. Typically, the rings that interest us are not principal ideal domains.) This means that
basis-reduction techniques do not really make sense over an R-basis.

So, instead of generalizing Z-bases themselves, we work directly with the sublattices £; and
blocks Lj; j. To that end, we define a module filtration My C Mz C --- C My = M of M as a
sequence of k (primitive) submodules with strictly increasing ranks (over K). Filtrations have the
nice property that the projection My; j := ﬂ'MiLil(Mj) of M; orthogonal to M; is itself a module
lattice with rank j — i+ 1. (We are being deliberately vague about what we mean by “projection”
here. See Sections 1.2.1 and 3.1.) They are well-behaved in other ways as well. For example, (for



nice enough embeddings) the determinant of M is given by the product of the determinants of
the rank-one projections M; 1=« Mtl(Mi)’ which is analogous to the fact that the determinant

of a lattice is given by the product of the lengths of the Gram-Schmidt vectors b; of any basis.
These are the key properties that allow us to perform basis reduction using SVP oracle calls only
on module lattices.?

From vectors to ideals (or sublattices). By working with filtrations, our reduction is
most naturally viewed as a variant of basis reduction with the Gram-Schmidt vectors Wﬁil(b")
replaced by ideals 7 Mil(Mi), and lengths replaced by the determinant. This naturally gives rise
to Theorem 1.3—a reduction from DIP to DIP.

Indeed, this DIP-to-DIP reduction actually “never looks at the length of a vector.” It only
considers determinants of submodules. (One can presumably do something similar for plain lattices
by reducing the problem of finding a dense sublattice of rank n of some high-dimensional lattice to
same problem over a lower-dimensional sublattice, though we do not attempt to show this formally.)

From ideals back to vectors. In order to obtain our main result, we must convert this DIP-
to-DIP reduction into a reduction from ModuleSVP to ModuleSVP. To do so, we use well-known
relationships between the length of short non-zero vectors and the determinants of dense rank-one
submodules. Specifically, we use (1) Minkowski’s theorem, which states that any dense submodule
must contain a short vector (which holds for all lattices, not just module lattices); and (2) the
fact that the R-span of a short vector must be a relatively dense ideal, which has no analogue for
lattices in general. (The latter property is a partial converse of Minkowski’s theorem for ideals.
The quantitative result depends on the geometry of the order R, which is the main reason that our
approximation factors also depend on this geometry.)

Therefore, a ModuleSVP oracle can be used to find a short vector, which must generate a dense
ideal. And, we may use a DIP oracle to find a low-rank submodule that contains a short vector.
This allows us to move freely between DIP and ModuleSVP (with a small loss in the approximation
factor), which yields our main result.

1.2.1 Projections

In order for our reduction to make sense, we need some kind of notion of “projection.” In particular,
we need to make sense of the “projection of a module lattice M C K* orthogonal to some submodule
lattice M’ C M?” (since this is necessary to define, e.g., M; j1)- In what follows, we use the word
projection to mean any Q-linear map 7 that equals its own square 7 (7 (x)) = 7(x).

One way to define projection in K* starts by noting that our notion of length in K* comes from
viewing K¢ = K @ --- @ K as an nf-dimensional Q-vector space, and fixing some inner product
(-,-)p on K (which immediately yields an inner product on K*). Indeed, it does not make sense
to talk about ModuleSVP without first fixing some notion of length in K¢, and the most natural
notion is given by H:L'Hf) = (x,x), = > _;(x;,x;), for some inner product (-,-), on K. We can then
define our projection using the standard orthogonal projection over a Q-vector space equipped with
an inner product. Specifically, the projection map II,w onto a subspace W C K ¢ is the unique

3In [FS10, LPSW19], the authors work with pseudobases, which consist of vectors by, ..., by € K" and ideals
Zi,...,Ir C K such that M = Z1b; + - -+ 4+ Zxbr. These are quite similar to filtrations. E.g., a pseudobasis can be
converted into the filtration given by M; :=Z1b1 + --- + I;b;.



Q-linear map that leaves W unchanged and maps to zero all elements that are orthogonal to W
under the inner product (-, -),.

This is of course the most natural notion of projection in K¢ from a geometric perspective,
and the projection II, has many nice properties (which are immediate once we associate K ¢ with
Q™). For example, I1, is contracting (i.e., it cannot increase the length of a vector), and det(M) =
det(V+ N M) - det(II, (M)) (where length and the determinant are defined in terms of the inner
product (-,-),). However, the lattice II, (M) might not be a module lattice. This is a serious
issue because we wish to call our ModuleSVP oracle on this projection.

Another idea is to define a K-linear “inner product” (-,-) over K*, given by (x,y)x =
Zle x;7;, where 7; is the complex conjugate of y;.* We can then define (M')* := {x € K! : Vy ¢
M’ (y,x)x = 0} and define the projection mapping g : K¢ — K’ to be the unique K-linear
map that leaves (M’)* fixed and sends all elements in M’ to 0.

Since the map Ik is K-linear (by definition), it maps the module lattice M to another module
lattice IIx (M). So, it does not have the problem that II, had. However, IIg might not interact
nicely with (-,-),. E.g., I[Ix might increase the length of a vector (under the norm induced by II,),
and we might not have det(M) = det(M’) - det(Ilx(M)). This is a big problem, since it means
that, e.g., non-zero projections of short vectors in M “might not be found by a ModuleSVP oracle
called on II,(M).” More generally, basis reduction algorithms rely heavily on both the contracting
nature of projection and the identity det(M) = det(M’) det(II,(M)).

In summary, II, is the “right” notion of orthogonal projection from a geometric perspective,
since it behaves nicely in terms of geometric quantities like lengths and determinants. On the
other hand, ITg is the “right” notion of orthogonal projection from a algebraic perspective, since it
preserves the module structure of lattices. Indeed, there is a sense in which II, is the only projection
map that is “nice” geometrically, and IIx algebraically.

We therefore restrict our attention to inner products (-, -), for which II, = IIx, so that a single
projection has both the algebraic and geometric properties that we need. In particular, we work
with inner products (-, -), that “respect field multiplication” in the sense that (ax,y), = (x,ay),.
Such semicanonical inner products have a simple characterization in terms of (appropriate) linear
maps T : K — Q:

@.y)p =3 Tl

(The canonical inner product is the important special case when T' := Try /Q is the trace map.)

These same restrictions are also exactly what is needed to guarantee that the dual M™* of a
module lattice is also (the complex conjugate of) a module lattice (which we also need for our
reduction, for £ > 2). See Section 3.1 for more details and other equivalent definitions.

1.3 Related work

The most closely related work to this paper is the recent independent work of Lee, Pellet-Mary,
Stehlé, and Wallet [LPSW19], which was published before this work was finished. [LPSW19] proved

4Taking the complex conjugate is necessary to guarantee that (z, ) k is non-zero (and totally positive) for @ # 0.
Formally, this is not quite an inner product because the base field is neither R nor C. But, it ¢s a non-degenerate
conjugate symmetric sesquilinear form, which makes the analogy useful. A more serious issue is that the complex
conjugate of an element in K might not itself lie in K. To fix this, we work over K := K ®g R. Kr is closed under
conjugation but adds a number of annoying complications, which we ignore in the introduction. (If our number field
is either totally real or a CM field, then this is unnecessary.)



Theorem 1.1 in the important special case when § = 2 and R = O is the ring of integers of the
number field K under the canonical embedding. Their reduction is essentially identical to ours,
though they use a formally different notion of a reduced basis that seems not to generalize quite
as nicely for larger 3.° They also show a surprising algorithm for (v,2)-ModuleSVP (formally, a
quantum polynomial-time reduction from this problem to the Closest Vector Problem over a lattice
that depends only on K), which can be used to instantiate the (v,2)-ModuleSVP oracle. (An
earlier version of our work did not use Kr and therefore only considered totally real fields and CM
fields, which are closed under conjugation. We got the idea of using Kr to get around this issue
directly from [LPSW19].)

For g > 2, our reductions are generalizations of the slide-reduction algorithm of Gama and
Nguyen [GNO8], and our work is largely inspired by theirs. Indeed, both our notion of a reduced
filtration and our algorithm for constructing one are direct generalizations of the corresponding
ideas in [GNO8] from bases of Z-lattices to filtrations of module lattices.

Lenstra observed in [Len01] that basis reduction on plain lattices can be equivalently defined
in terms of filtrations (which he calls flags).

There are also other rather different notions of basis reduction for module lattices from prior
work. For example, for certain Euclidean domains, Napias showed that the LLL algorithm (and
Gauss’s algorithm for rank-two lattices) generalizes quite nicely, with no need for an oracle [Nap96].
Follow-up work showed how to extend this to more Euclidean domains [GLM09, KL17]. However,
it seems that algorithms of this type can only work in the Euclidean case [LPL18], and for the
cryptographic applications that interest us most, the order R is typically not Euclidean—or even a
principal ideal domain. (The algorithm of [LPSW19] for (y, 2)-ModuleSVP is particularly surprising
precisely because it seems to mimic Gauss’s algorithm even though it works for non-Euclidean
rings.) In another direction, Fieker and Stehlé showed how to efficiently convert an LLL-reduced
Z-basis for a module lattice into an LLL-reduced pseudobasis, which in our language is essentially
a filtration that is reduced in a certain sense [FS10]. ILe., they show how to efficiently convert a
relatively short Z-basis into a relatively nice filtration.
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2 Preliminaries

For z € C, we write Z for the complex conjugate of z. For an R-subspace V C R? and a real-valued

inner product (-,-),, we define the p-orthogonal projection onto V' as the unique R-linear map

I, v : RY — RY that satisfies I, v (xz) =  for € V and I, v (z) = 0 if (y,z), =0 for all y € V.
We write (-,-)g for the standard inner product over R?.

®Specifically, in the notation introduced above, they work with the ratio of det(7rM_{1 (My)) to det(mp 0 (Mig1)),
while we work with the ratio of det(“M.{l(Mi)) relative to the minimum possible for a rank-one submodule of
WMf,l(MiH)' The distinction is not particularly important for f = 2, but the analogous conditions for § > 2 are

quite different. In particular, the most natural generalization of the first notion seems to only yield a solution to
ModuleHSVP.



2.1 Lattices

A lattice £ C RY is a topologically discrete set (i.e., a set £ such that |£ N S| is finite for every
bounded set S C R?%) given by the Z-span of finitely many vectors y,...,y,, € R? such that

L:={xny,+ - +2mY, : 2z €L}.

If yq,...,vy,, are R-linearly independent vectors, then we sometimes call this a Z-basis, and we
write m := rankg(L£). Any lattice has a Z-basis, and the rank is invariant under the choice of basis,
given by rankg (L) = dimpg spang (L).

We write A\1(£) 1= minye\ (0} (Y, y>]§/2 for the length of a shortest non-zero vector in L.

For any lattice £ C R? and sublattice £’ C £, we say that £’ is primitive if £ = £ Nspang(L').
If £’ is primitive and W C spang(L’) is an R-subspace, then W N L' is also a primitive sublattice
with rankg (W N L") = dimg(W).

The lattice determinant is det(L) := y/det(G), where G € R"™*™ is the Gram matrix G; ; :=
(b, bj)r of B = (by,...,by) € R>™ for any Z-basis B of L (the choice of basis does not matter).
If £/ C £ is primitive and W C R? is the subspace of all vectors that are R-orthogonal to £, then
det(L) = det(L") det(IIg w (L)).

The dual lattice L£* is the set of vectors in the span of £ whose inner product with all lattice
vectors is integral,

L :={w espang(L) : Yy e L, (w,y)r € Z} .

The dual has as a basis BG™! for any basis B of £ with Gram matrix G, and in particular,
(£*)* = L and det(L*) = 1/det(L£). We also have the identity IIg w (L£)* = W N L* for any
subspace W C R", provided that IIg yw (L) is a lattice. (Equivalently, this holds for any subspace
W that is spanned by dual lattice vectors, or also equivalently, a subspace W such that the subspace
of vectors R-orthogonal to W is spanned by lattice vectors.)

For a positive integer k, Hermite’s constant is

8y, = sup A (£)/ det(£)V/*

where the supremum is over all lattices with rank k. Minkowski’s celebrated theorem shows us that
0k < \/2k/(me), and this is known to be tight up to a small constant factor.

2.2 Number fields

A number field K is a finite-degree algebraic field extension of the rational numbers Q, i.e., K =
Q[z]/p(x) for some irreducible polynomial p(z) € Q[x]|. The degree n = [K : Q] of the number field
is simply the degree of the polynomial p. In particular, a degree-n number field is isomorphic as a
Q-vector space to Q™. (To see this, notice that the elements 1,z,22%,...,2" ! € K form a Q-basis
for K.)

Example 2.1. Q[z]/(z3 — 2) is a number field of degree 3, and Q[z]/(x? — 2) is a number field of
degree 2.

We denote the tensor product of K and R over Q as Kr := K ®g R. As a vector space,
we can identify Kp as the formal R-span of 1,z,...,2" !, in particular, Kg is isomorphic as an
R-vector space to R”. Kp is a ring, where multiplication is defined in the obvious way: (a1 +



vt ay 12 (a0 + o+ ag o1zl = >0 ay jas ;377 where 27 can be expanded into a
Q-linear combination of the basis elements 1,...,2" ! via the multiplication rule of the field. In
particular, by associating elements in K with elements in Kg in the obvious way, we can multiply
elements in Kg by elements in K.

Though KR is not in general a field, we abuse terminology and say that y,...,y; € Kﬂg are
Kp-linear independent if no non-trivial Kp-linear combination of the y, is zero. Similarly, we
call V' = spang, (yy,...,y;) for Kg-linearly independent y,...,y; a Kr-subspace of K%, and we
write dimg, (V') := k, noting that this is well-defined. We also define {0} to be a Kr-subspace with
dimg, ({0}) = 0. In particular, for any y,, ..., y; € K* (notice K* and not K}), spang., (yy, ..., Yz)
is a Kg-subspace with dimg, spany, (yy,...,y;) = dimg spang (yy, ..., Yy)-

Example 2.2. For K = Q(z)/(23—2), the vectors y; := (x—+/2,1),y, = (0,22 +V/2x+V/4) € K2
are Kg-linearly dependent vectors. To see this, consider the linear combination (x4 ¥/2x 4+ /4) -
Y1 — Yo = 0 € KZ. Therefore, spang, (y1,Y2) is not a Kg subspace, nor is spany, (y,). But,
span, (y;) is a Kgr-subspace.

We associate a real-valued inner product (-,-), : Kr x Kg — R with Kp (viewed as an R-vector
space), which satisfies the usual three properties of symmetry, linearity in the first argument, and
positive definiteness. This inner product can then be extended to Kﬂ% by

<€B, y)p = <$11 y1>p +e <$é>yZ>P .
We also write Hm||§ = (x, x),.

Example 2.3. For any irreducible polynomial p(x) € Q[z], the inner product over Ky for K :=
Q[z]/p(x) induced by the p-coefficient embedding is defined by

(ap + a1z + -+ an_12" " bg + b1+ -+ b1z, == agby + -+ an_1by_1 ,

for a;,b; € R.

2.3 Orders, ideals, and module lattices

For a number field K, the set of all algebraic integers in K, denoted by O C K, forms a ring
(under the usual addition and multiplication operations in K), called the ring of integers of K.
The ring of integers Ok is a free Z-module of rank n = [K : Q], i.e., it is the set of all Z-linear
combinations of some basis B = {by,...,b,} C Okg. An order of K is a subring R C Ok which is
also a free Z-module of rank n.

Example 2.4. For K = Q[z]/(2® — 2), Ox = Z[z]/(23 — 2), and for K = Q[x]/(2? — 2), O =
Z[x)/(2? - 2).

A (fractional) ideal Z of R is the R-span of finitely many elements y1,...,y, € K,
I={ryi+- - +rmym * 7 € R} .

More generally, a module lattice M over R is a topologically discrete set given by the R-span
of finitely many vectors yy,...,¥y,, € Kf&,

M= {ry, + - +rny,  ri € R},
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which satisfies the non-degeneracy condition that spang, (M) is a Kg-subspace. (Equivalently,
there must exist Kg-linearly independent w;,...,wy € M such that spang, (wy,...,wg) =
spang, (M).) The rank (over Kr) of a module lattice is then rankg, (M) = dimg; spany, (M).
We abuse language a bit and sometimes refer to rank-one module lattices as ideals. We say that
such an ideal is principal if it is the R-span of a single element x € Kf&, in which case we say that
x generates the ideal.

As the name suggests, module lattices are themselves lattices (when viewed as subsets of R").
To see this, it suffices to take a Z-basis r1,...,r, of R and to observe that M is the Z-span of
r;y;. In particular, if we fix some inner product (-, -), on Kg (which extends to an inner product on
K§), then we can define, e.g., det(M), A;(M), M*, rankg(M), primitive submodules, etc., in the
natural way. Furthermore, we have rankg(M) = n - rankg, (M). To see this, it suffices to notice
that for any Kg-subspace V C Kf, we have dimg (V) = n - dim g, (V).

Example 2.5. For K = Q[z]/(2? — 2) and R = Z[x]/(x® — 2), consider the rank-one module
lattice M C Kﬂ% generated by y; = (1,z) € KH%. Its R-span is given by ry, where r € R, and
since {1,z} is a Z-basis for R, the corresponding Z-generating set for M consists of by := y,; and
by = a2y, = (x,2). This is in fact a Z-basis for M. Then, under the inner product (-,-), given
by {(a + bx,c + dx), (e + fr,g + hx))s = 2ae + 2cg + 4bf + 4dh,% we have det(G) = 72, where
Gij = (b;,b}), is the Gram matriz of this basis, so that det(M) = \/det(G) = 6v/2. One can
also check that A\;(M) = ||b1| = V/6.

2.4 The canonical embedding and complex conjugation

The field embeddings o1,...0, of a number field K = Qz]/p(x) of degree n are the n distinct
injective field homomorphisms from Q to C. Equivalently, if «ay,...,a, € C are the n distinct
roots of the polynomial p, then o; maps the element y = ag + a1z + --- + an—12" 1 to oi(y) =
ag +ara; + -+ + an_la?_l. We call the embedding o; a real embedding if a; € R; otherwise, we
call o; a complex embedding. Notice that the complex embeddings come in conjugate pairs, i.e.,
for every complex embedding o;, there exists another complex embedding o; = ;. We adopt the
convention that the embeddings are ordered with the first » embeddings are always real, and the
last 2¢ embeddings are always complex.

The canonical embedding o : K — C" is simply the concatenation of these field embeddings,
o(y) = (01(y),...,0n(y)). Equivalently, up to reordering of the coordinates, it is the the unique
injective Q-linear map from K to C™ under which multiplication is coordinate-wise.

Example 2.6. For K := Q[z]/(2® — 2), the roots of the polynomial p(z) = x® — 2 are given by
V2, w2 and w?/2, where w := e2™/3 is a primitive third root of unity. So, for any o € K where
a:=a+bx + cx? for a,b,c € Q, the canonical embedding is

U(a):(a+b\3f2+0\3/41,a+bwe/§+cw234,a+bw2€f2+cw{”/1).

The canonical embedding extends naturally to Kgr and to Kﬂg. Since KR is isomorphic as an
R-vector space to R™, we have

U(KR):{(xlv"'71.7’7y17"'7y07y17"'7yc : fL'iER, yle(c}g(cnv (2)

5This is the canonical inner product, which we will define more generally below.
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where 7 is the number real embeddings and 2¢ is the number of complex embeddings (and we have
used our convention about the order of the embeddings).

We can then define the complex conjugate & € Kg of an element o« € Kg as the unique element
satisfying o;(a) = o;(@) for all i. Such an element @ exists by Eq. (2), which shows in particular
that o(Kg) is closed under complex conjugation. We can then extend this definition to K§ as well.

The inner product induced by the canonical embedding is given by (y, z), := > 0i(y)oi(z) € R
for any y, z € Kg.

Fact 2.7. For a number field K, the vectors yy,...,Y,, € Kﬂg are Kr-linearly dependent if and
only if there exists a field embedding o; (where 1 < i < n), such that o;(yy),...,0i(y,,) € C* are
R-linearly dependent.

Proof. First, assume y, ...,y,, € Kf& are Kg-linearly dependent. In other words, for some z1,...,z, €
KR?

1YL+ .. Ty, =0,
where zj~ # 0 for some j*. In particular, there exists i* € [1,...,n] such that o=(x+) # 0. Then,
we have

o (r1)op (yy) + o i (Tm) o (Yp,) = 0 (21Y1) + - - + i (TmY,y,) = 0i+(0) =0 .

This implies that o;(y;), ..., 0i(y,,) € C* are R-linearly dependent.
Now, assume that ¢;(y;), ..., 0i(y,,) € C* are R-linearly dependent for some i. In other words,
there exist aq,...,a, € R such that,

algi(yl) + .. amgi(ym) =0,

with aj+ # 0 for some j*. Let &; be the conjugate embedding (with o; = 7 if 0; is a real embedding).
Now, by Eq. (2), we have that for every a € R, there exists y € Kg such that o;(y) = o3(y) = a,
and o;(y) = 0 for all j such that o; # o; and o; # ;.
Then for 1 < s < m, we can simply take z; € Kg such that o;(xs) = as, and o;(z,s) = 0 for all
j # 1. This gives us,
7Y+ Ty, =0,

where z;+ # 0, as needed. O

2.5 Some geometric quantities of orders and module lattices

For an order R of a number field K of degree n with an inner product (-, -), over Kg, we define

ap = inf 7)\1(2
B det(z)

where the infimum is over all rank-one modules Z C Kﬂg. (Notice that ar depends heavily on the
choice of inner product (-, -),, so perhaps formally we should write ar,. We write ar instead for
simplicity.) Lemma 2.9 below shows that ap is non-zero. (Specifically, the lemma computes apr
explicitly for (-,-),. The fact that ag is non-zero in general follows by recalling that any two inner
products are equivalent up to some linear transformation with finite distortion.)
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For a module lattice M, we define

(M) = min det(Z)Y/™

where the infimum is over the rank-one submodule lattices Z C M (i.e., ideals). This quantity
can be viewed as a different way to generalize A\;(L£) to module lattices over arbitrary orders. Le.,
the rank-one “submodules” of a “module” L over Z are lattices spanned by a single vector, and
the determinant of such a “submodule” is just the length of this vector. So, over Z, 71 = A;. For
higher-dimensional orders R, the rank-one module lattices are n-dimensional lattices, which do not
naturally correspond to a single vector. So, 71 and A\ are distinct quantities.

We define

_ (M)
HRE = S/l\l/tp det (M)1/0n)

where the supremum is over all rank-k module lattices M C KE (for any integer k' > k). (This
can be thought of as the module analogue of either Rankin’s constant or Hermite’s constant.)

For a module lattice M of rank k, we have the simple inequality 71(M) < pp g det(M)1/(kn)
and the following relationship between 71 and A;, which is governed by ag.

Lemma 2.8. Given a number field K, order R C Ok, a module lattice M, and an inner product
(-,-)p over Kg,

A (M A (M

(M) < 7ty < AM) 3

571 R

5
1< ppp < =2 (4)
QR

Proof. Let T C M be the principal ideal generated by a non-zero shortest vector in M, so that
AM(Z) = A\ (M). Then from the definition of ag, we know

det(Z)Y/™ < M) (5)
QR
Since Z C M, we also have that
71 (M) < det(Z)V/. (6)

Combining Egs. (5) and (6) yields the upper bound in Eq. (3).
Let Z/ C M be an ideal satisfying det(Z')}/" = 7;(M). Then by the definition of Hermite’s
constant, we have

M(T') < 6, det(Z) V" = 5,11 (M) .

The lower bound in Eq. (3) follows by noting that A; (M) < A\ (Z7).
Again by the definition of Hermite’s constant, we have A; (M) < &g, det (M)Y* ™ Combining

this relation with the upper bound from Eq. (3) yields the upper bound in Eq. (4). The lower
bound is witnessed by, e.g., M = R¥, which satisfies 71 (M) = det(R)"/" = det(M)V/ k) 7 O

"Since Z := {(r,0,0,...,0) : 7 € R} C RF is a submodule with rank one with det(Z) = det(R), we must have
71(R*) < det(R)'/™. To see that there is no rank-one submodule Z' C R* with det(Z') < det(Z), let 1 : K* — K* be
the map defined by 71 (y1,y2, ..., yx) = (¥1,0,0,...,0). By possibly rearranging coordinates, we may assume without
loss of generality that 71(Z’) is non-zero, in which case it is itself a rank-one module lattice. Since m1(Z') C T is a
full-rank sublattice of Z, we must have det(m1(Z')) > det(Z). On the other hand, since 71 is a projection over Q with
rankg(Z’) = rankg(m1(Z')) = n, we must have det(m1(Z')) < det(Z’), as needed.
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We also have the following well-known property of the canonical embedding.

Lemma 2.9. For any order R C O of any number field K of degree n, under the inner product
(,*)o induced by the canonical embedding, we have

QR = 7\/5
B det(R)Vn
In particular, if R := Ok is the ring of integers of a cyclotomic number field K, then det(R)l/” <
Vn, so that ag > 1.

Proof. For the lower bound, it suffices without loss of generality to assume that £ = 1. Let
v € Ky be a shortest non-zero element in the ideal Z C K (that achieves ar), in other words,
M (Z)2 = |v||2 = 3, ]0i(v)]?. The algebraic norm is N(v) := [, os(v).
By the inequality of the arithmetic and geometric mean, we have ||v|| > \/nN(v)
Let 7/ := {rv : r € R} be the principal ideal generated by v. Then,

l/n.

B Y NN 1
~ det(Z)Y/n T det(Z')Y/n

N(U)l/n
> — .
=V det(Z)1/n
The result then follows by recalling that det(Z') = det(R) - N(v).
To see that this is tight, it suffices to consider the example of Z = R, which has A1 (R) = ||1]|, =

Vi s

2.6 ModuleSVP and the Dense Ideal Problem
We now provide the formal definition of ModuleSVP, and its variant the Dense Ideal Problem.

Definition 2.10 (ModuleSVP). For a number field K, order R C O, rank k > 1, approximation
factor v = y(R, k) > 1, and inner product (-,-),, (v, k)-ModuleSVP is defined as follows. The input
is (a generating set for) a module lattice M C Kﬁ with rank k. The goal is to output a module
element € € M such that 0 < ||z|, < v A (M).

Definition 2.11 (The Dense Ideal Problem). For a number field K, order R C Ok, rank k > 2,
approzimation factor v = (R, k) > 1, and inner product (-,-),, the (v, k)-Dense Ideal Problem,
or (v, k)-DIP, is the search problem defined as follows. The input is a (generating set for) module
lattice M C Kf& with rank k, and the goal is to find a submodule M’ C M with rank-one (i.e., an
ideal lattice) such that det(M')'/™ < ~v71(M).

Definition 2.12 (ModuleHSVP). For a number field K, order R C Ok, rank k > 2, approximation
factor v = y(R, k) > 1, and inner product (-,-),, (v, k)-ModuleHSVP is defined as follows. The
input is (a generating set for) a module lattice M C KH% with rank k. The goal is to output a module
element x € M such that 0 < |||, < vdet(M)/ ),

Notice that a solution to the above problem is guaranteed to exist if v > 0gy,.

Theorem 2.13. For a number field K, order R C Ok, rank 3 > 2, approzimation factor v =
Y(R,B) > 1, and an inner product (-,-),, there exists a reduction from (v,B)-DIP to (v, pB)-
ModuleSVP where v := Lon

R
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Proof. The reduction takes as input a module lattice M of rank [, and uses the output from the
(7, B)-ModuleSVP oracle which is a non-zero vector & € M such that 0 < |||/, < 7' A1 (M), to
output a submodule M’ C M such that det(M")/" < yr(M).

Let M’ := Rz, i.e. M’ is a principal ideal generated by @. Note that A;(M') < [jz|, <
¥ A1(M). Then using Lemma 2.8, we have
A (M) < YA (M) < i-%-ﬁ(/\/l) 7

aR R aR

as needed. O

det(M)/m <

2.7 On bit representations

Throughout this work, we follow the convention (common in the literature on lattices) of avoid-
ing discussion of the particular bit representation of elements in K and Kg. In practice, one can
represent elements in K as polynomials with rational coefficients, and elements in Ky as, e.g., Tur-
ing machines that output progressively better rational approximations to the element. The inner
product can be represented by specifying the pairwise inner products of basis elements (i.e., as a
quadratic form). Since arithmetic operations may be performed efficiently with these representa-
tions, we are largely justified in ignoring such bit-level details.

There are two issues that arise, however, and we address them briefly here.

First, there is the question of whether the bit lengths of the numbers that we work with can
become superpolynomial after polynomially many operations. All of our operations can always
be performed in such a way to keep the bit lengths bounded (under the assumption, valid in our
case, that a certain potential function is non-increasing with these operations). We refer the reader
to [GNO8] for a more careful analysis in the context of slide reduction and [LPSW19] for discussion
of similar issues in the context of module lattices. With this carefully swept under the rug, we
content ourselves in the sequel with simply bounding the number of such operations performed by
our reductions.

Second, we will actually need a minor relationship between the bit length of the representation
of the embedding and the geometry of the ring R. To see why this is necessary, imagine that we
could have a ring R such that \(R) < 2_mw(1), where m is the bit length of the description of R.
Then, we could not even write down A1(R) in polynomial time. Of course, this cannot happen for
reasonable representations.

Fact 2.14. If the number field K, the inner product (-,-), over Kg, and the order R C O are
represented “reasonably,” then for any integer £ > 1 and any module lattice M C Kﬂg

2—poly(m,€) < det(/\/l) < 2p01y(m,£) ,

where m is the bit length of this description together with the description of a generating set for
M.

In particular, this holds in the special case when M C K is rational and elements of K are
represented as above.

Proof. We prove this for the special case when M C K’. This implies the result for larger Kg
provided that the representation of real numbers is suitable.
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It suffices to observe that there exists a polynomial-time algorithm that computes the (square
of the) determinant—since this immediately implies that the (square of the) determinant must be a
rational number expressible using at most poly(m, ¢) bits. Indeed, we can convert our R-generating
set of M to a Z-generating set of M by taking the product of each element in the Gram matrix
with each element of a Z-basis for R. We can then efficiently compute the pairwise inner products
between all elements in this Z-generating set. Using the LLL algorithm, we can then efficiently find
a Z-basis for M. Finally, we can efficiently compute the pairwise inner products (b;, b;), of the
basis elements, and the determinant of the resulting Gram matrix is the square of the determinant
of the lattice. O

3 Semicanonical inner products and filtrations

3.1 The Ky “inner product,” two kinds of projections, and semicanonical inner
products

For w,y € ng, we define the “inner product” (conjugate-symmetric totally positive semidefinite
form) over Kg as (w, y) iy = Zle w;¥;. We say that w and y are “Kg-orthogonal” if (w,y)x, =
0. For a module lattice M C Kf&, we write

MbEi={xecKf : Vye M, (y,z)x, =0}

for the set of vectors that are Kr-orthogonal to M. This is a Kgr-subspace of Kﬂg with dimension
equal to £ — rankg, (M).

In analogy with p-orthogonal projection, for a Kg-subspace V C Kf& we define the “Kg-
orthogonal projection map onto V7 Ilg;, v : K]f{ — Kﬂg as the unique Kg-linear map satisfying
iy v(x) =a forx € V and g, v(x) =0if (y,x)kx, =0forally e V.

We now introduce the related notion of a semicanonical inner product, which is a generalization
of the inner product induced by the canonical embedding, (z,y)s = >, 0i(z)oi(y) described in
the previous section. Semicanonical inner products share many of the nice geometric properties of
(-, ")o, as we will see below.

Definition 3.1 (Semicanonical inner product). Given a real-valued inner product (-,-), over Kg,
we say that p is semicanonical if (yz, w), = (y,zw), for w,y,z € Kg.

It is easy to see that the inner product (-,-), is semicanonical since for any w,y,z € Ky,

(yz, wo = 32, 0i(yz)os(w) = 33, 0i(yz)oi(@) = 32, 04(y)oi(zw) = 32, 0i(y)oi(zw) = (y, zw)s.

Example 3.2. Let K := Q[z]/(2? — 2z — 1), ring R =: Z[z]/(x* — 22 — 1) (which are isomorphic
to Qz]/(x? — 2) and Z[z]/(2* — 2)), and {(a + bx,c + dz), := ac + bd (i.e., the inner product
induced by the coefficient embedding under this representation). Then, (-,-), is semicanonical (but
not canonical). To see this, it suffices to notice that

(a+bx,x),=b= ((a+2b)x +b,1), = (T(a+bx),1),,
where we have used the fact that T = x in this field (since all embeddings are real).

Lemma 3.3. Given a number field K and inner product (-,-), over Kg, the following statements
are equivalent.
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1. For w,y € Ky, there exists an R-linear transformation T : Kr — R such that®

2. p is semicanonical.
3. For w,y € Kﬂg, (w,Y) Kz =0 if and only if (aw,y), =0 for all « € K.

4. For anyy € Kﬂg and Kg-subspace V' C Kﬂg, we have
U v (y) =1 v (y) -

Proof. (1 & 2).
Assume that Condition 2 holds. Define the transformation 7' : Kg — R as,

T(z) = (z,1),.

Since (-, ), is R-linear, we have that 7" is R-linear. For any w,y € Kg, (w,y), = (wy,1), = T(wy).
Now, assume that Condition 1 holds, i.e., there exists an R-linear transformation 7" : Kg — R
such that (w,y), = T'(wy). For w,y, z € Kg, we have

(yz,w), = T(yzw) = (y, Zw),, .

Therefore p is semicanonical.

(2 & 3).

We will first assume Condition 2 and show that Condition 3 holds. Note that Condition 3 is a
biconditional statement. We prove the forward direction first.

We need to show that for vectors w,y € Kf{ and o € Ky satisfying (w, y) g, = Zle w;y; = 0,
we have (aw,y), = 0. This follows directly from Condition 2,

k k

k
(aw,y), = Z<Oéwuyi>p = Z<Q,Wiyi>p = (o, Zﬁ'yﬁp =(a,0),=0.

i=1 =1 =1

Now we prove the backward direction for Condition 3, i.e., for vectors w,y € Kﬂé such that
for all & € KR, (aw,y), = 0, we need to show that (w,y)k, = 0. Based on our assumption and
following the calculations above, we get

k
0= <aw, y>,0 = <Oé, ZUZ:UJP .
i=1

Since the above expression holds for all & € Ky, suppose that a = Zle w;yi, in which case, the
above expression becomes (a, o), = 0 which implies a = 0, or in other words Zle w;y; = 0.

Finally, we assume that Condition 3 holds and prove Condition 2. For a,w’,y’ € Kg, let
w = (aw',w',0,...,0),y := (v, —ay’,0,...,0). Observe that

(W, Y) iz = ()Y’ + (w')(—ay/) = 0.

8For the special case of the canonical embedding (-,-)o, T is the trace.
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/

By Condition 3, this implies that (aw,y), = (aw',y), + (w
(aw',y"), = (W', ay’),. Therefore, p must be semicanonical.

(3 & 4).

This follows immediately from the definitions of I, 1y and 11, y/. In particular, both maps are
R-linear (though I, v is also Kg-linear), which means that it suffices to show that they behave
identically on some R-basis of Kﬂg if and only if Condition 3 holds. Indeed, by definition, both of
them act as the identity map on V', and their kernels are respectively the subspace of Kg-orthogonal
vectors to V' and p-orthogonal vectors to V. Therefore, the two maps are the same if and only if
the subspace of Kr-orthogonal vectors equals the subspace of p-orthogonal vectors. ]

,—ay’), = 0. In other words,

Corollary 3.4. For a number field K and an associated semicanonical inner product (-,-), over
Kg, order R C Ok, module lattice M C Kﬂé over R, and Kgr-subspace W C Kﬂg,

1. The dual of the conjugate M is also a module lattice, which satisfies det(M") = 1/ det(M).

2. For any primitive submodule M’ C M, the projection Wy, (e (M) is a module lattice with
rank rank(M) — rank(M") satisfying

det(M) = det(M") det (I, (rg)L(M)) .

3. For any y € K, [IT,w (y)ll, < lyll,-

4. If M has rank k, and M’ :=11, (M) is also a module lattice with rank k, then det(M’) <
det(M).

Proof. To show Item 1, we need to show that for any y € M and r € R, ry € M . For any
w € M, by the semicanonical property, (w,ry), = (Tw,y),. Since rw € M, and y € M is a dual
vector, (7w, y), € Z, which implies (w,ry), € Z, i.e., ry € M. The fact about the determinant
holds because of the corresponding fact for lattices that det(L£*) = 1/ det(L), together with the fact
that the complex conjugate is an isometry under a semicanonical inner product and therefore does
not change the determinant.

To show Item 2, we first observe that since Il (y¢)1 is a Kg-linear map, the projection
H g (mryr (M) must be the R-span of g, vy (Y1), -+ g, (g2 () for any R-generating set
of M. It is also non-degenerate, since its span is exactly Iy, (vp)r (spang, (M)). And, it follows
from the analogous fact about lattices, that IIg, (rg)r (M) is topologically discrete, so that it is
in fact a module lattice. Finally, recall from Section 2.1 that for a lattice £ C R¢ with primitive
sublattice £’ C £, we have the fact that det(£) = det(L") det(Ilg (L)), where V is the R-subspace
of vectors that are R-orthogonal to £’. Since module lattices M under the inner product (-,-),
are in fact lattices, it follows that det(M) = det(M’)det(II,w (M)). Finally, by Lemma 3.3,
I, w = g, w, so that the identity holds for I, w as well.

Similarly, Items 3 and 4 follow from the corresponding facts about projections over R. O

3.2 Filtrations

For a module lattice M C KfR over an order R C Ok with rank k over KR, a filtration of M is a
nested sequence My C Ms C - C My = M of module lattices over R such that

1. Primitivity: M; = M Nspang, (M;);
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2. Increasing ranks: rankg, (M;) = i; and
3. Rank-one projections: M; = HKmMil (M;) is a rank-one module lattice over R.

(In fact, primitivity together with the fact that M; C M,y is a strict containment already implies
the other two conditions. E.g., this implies that rank g, (M;) < rankx, (M;41), and since the ranks
are positive integers with rankg, (My) = k, we must have rankg, (M;) = i. Nevertheless, we find
it helpful to state the other two conditions explicitly.) We also write Mj; j; = II K, M#_1(Mj)’
which we call a block of the filtration. By Corollary 3.4, M|; ;; is a module lattice of rank j —i+1.
We also adopt the convention that Mg = {0} is the zero module.

Filtrations for module lattices over R are analogues of bases for lattices over Z. Specifically, the
basis by, ..., bg € R? of a lattice naturally corresponds to the filtration given by £; := {z1b1 +- -+
zib; © zj € Z}. The //\/lvl defined above are the analogues of the Gram-Schmidt orthogonalization
51, . ,5d of a lattice over R. We therefore call le an R-Gram-Schmidt orthogonalization.

It is perhaps not immediately obvious that filtrations are nice to work with, or even that they
always exist. So, we first note that they exist, can be found efficiently, and satisfy a natural
determinant identity when p is semicanonical.

Fact 3.5. For a number field K, order R C Ok, an inner product (-,-), over Kr, and a module
lattice M C Kﬂg with rank k, there exists a filtration My C My C --- C My = M.
Furthermore, R-generating sets for the M; can be computed efficiently (given an R-generating

set for M), and if p is semicanonical, det(M) = det(//\/lvl) e det(ﬂk).

Proof. Let yy,...,y,, € Kﬂg be an R-generating set for M, and suppose without loss of generality
that y,,...,y, are linearly independent over Kg. We take M; := M Nspang, (y;,...,y;). An
R-generating set for M; can be computed by finding a Z-basis for M; (as a lattice) and then noting
that a Z-basis is also an R-generating set.

The fact about the determinants follows from repeated applications of Item 2 in Corollary
3.4. O

Finally, given a semi-canonical inner product (-, -),, each filtration My C My C --- C My, =M
of M induces a dual filtration given by HKR7M]€L_1(M)* C HKR’M?J(M)* C--C HKR,Mf(M)* C
M, where I, 1 (M)* is (the complex conjugate of) a module lattice with rank k& — i. Equiva-
lently, the dual filtration is given by M* N Mt | € (M N ME,) C -+ C (M* N M) C M*. In
particular, the R-Gram-Schmidt orthogonalization of the dual filtration is the reversed conjugate
dual of the original R-Gram-Schmidt orthogonalization, in analogy to the reversed dual basis B™*

that is commonly used in basis reduction—whose Gram-Schmidt vectors are the “reciprocals” of
the Gram-Schmidt vectors. (See, e.g., [GN08, MW16].)

4 An LLL-style algorithm for the special case of 5 = 2

Here, we present our reductions in the special case when § = 2. The results here are strictly
generalized by and subsumed by those in Section 5, and the proofs have many common features.
(Our proofs are also essentially the same as those in [LPSW19].) However, the case f = 2 is
considerably simpler, and we therefore include a separate section for this case. (To make comparison
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easier, we have given this section and Section 5 identical structures. E.g., plugging f = 2 into
Lemma 5.4 yields Lemma 4.4, and the same is true for, e.g., Theorems 5.10 and 4.10.)
Recall that we denote blocks of the filtration My C ... C Mg = Mas M5 = Iy, aq0 (M;),

and rank-one projections as M; = HKR,Mﬁl(Mi)'
Definition 4.1 (DIP reduction). For a number field K, an order R C O, an inner product (-, -),,

and approximation factor v > 1, a filtration My C My C -+ C My = M of a module M C Kﬂ%
over R is y-DIP-reduced if det(M1)Y/™ < ~ - 7 (M).

Definition 4.2 (v-reduced filtration). For a number field K, an order R C Ok, an inner product
(-,-)p, and approximation factor v > 1, a filtration My C Mgy C --- C My, of a module M C Kﬂg
over R is y-reduced if My; ;1) is v-DIP-reduced for all i € [1,k — 1].

We now show a number of properties of v-reduced filtrations that make them useful for solving
ModuleSVP and its variants.

Lemma 4.3. For a number field K, an order R C Ok, approximation factor v > 1, a semicanonical
inner product (-,-),, and a y-reduced filtration My C My C --- C My, we have

det(M1)"/™ < (ypp,2)?0 D det(M;)'/™
forall1 <i<E.
Proof. Since M1 C Mg C --- C My, is y-reduced,

det(M;)'/" < ~ - 71 (M i41))
<y pirg - det(My i)t/ @™
— - g - (det(M;) det(M;q)) /@™

where the last equality follows from Fact 3.5 (since p is semicanonical). Rearranging, we see that
det(M)Y™ < (yup2)? det(M;41)/™. By a simple induction argument, we see that det(M7)!/" <
(YhR2)*0 ™Y det(M;) /™. O

Lemma 4.4. For a number field K, an order R C Ok, an approximation factor v > 1, and a
semicanonical inner product (-,-), over Kg, if a filtration My C My C --- C My, is y-reduced,
then

det(My)/" < 5 (’WR,2)2(]€72) -1 (M), and (7)
det(M1)"™ < (yup2)" ™ - det(M)Em) (8)

Proof. First, suppose that 71(Mz) = 71(M). Then, the result is immediate, from the fact that the
filtration is y-reduced, i.e., det(My)Y/™ < 71(My) = 7 (M).

Otherwise, let ¢ € [2,k — 1] be such that 71(M;11) = 71(M) but 71(M;_1) # 71(M). Since
M = M, there must exist such an i. In particular, there exists some rank-one module lattice
M C My with M" ¢ M;_;1 such that det(./\/l')l/” = 711(M). Since M;_; is primitive, M’ ¢
spang, M;_1. Therefore, HKR’MiL_l(M’) C M;iy1) is a non-zero rank-one module lattice. It
follows that

T (Mivy) < det(HKR,Mi{I(M/))l/n < det(MV" =71 (M),
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where the second inequality is Item 4 of Corollary 3.4. Then, since the filtration is ~-reduced,
det (M) < ym (Miivn) < 11(M)
By combining the expression above with Lemma 4.3, we have
det(M1)"" < v+ (yur2)? Y - (M) 9)

and recalling that i < k — 1, we obtain Eq. (7).
Again, recall from Lemma 4.3 that det(M)V/" < (yup2)?¢~1) det(M;)'/™. Taking the product
of these inequalities for 1 < i < k, we see that

det(M )™ < (yup2)**=Y det (M) .
Raising both sides to the power 1/k yields Eq. (8). O

Corollary 4.5. For a number field K, an order R C Ok, an approximation factor v > 1, and a
semicanonical inner product (-,-),, if a filtration My C Ma C --- C My, is y-reduced, then

On _

M(M1) € 22 (apa)® 2 M(M), and (10)
R

A (M1) < 0 (yur2)FY - det(M)Y ) (11)

Proof. By combining Eq. (7) from Lemma 4.4 with Lemma 2.8, we have

det(M)Y™ < - (ypupa)?# D - 1 (M) < - (qpp) 22

Using the definition of Hermite’s constant ¢,, with the above relation, we obtain Eq. (10):

A1(M
M (M) < 8, det(M)" < 6 y(qpr)® 2 - 10([) .
R
Eq. (11) follows by directly applying the definition of Hermite’s constant to Eq. (8) from Lemma
4.4. 0

4.1 Finding ~-reduced filtrations

We are now ready to show how to find a 7-reduced filtration with access to a (y,2)-ModuleSVP
oracle. The reduction is a natural analogue of the LLL algorithm, and essentially identical to the
reduction in [LPSW19].

Definition 4.6 ((v,k)-RFP). For a number field K, order R C Ok, rank k > 1, approximation
factor v = v(R, k) > 1, and inner product (-,-),, the (v, k)-Reduced Filtration Problem, or (v, k)-
RFP, is the search problem defined as follows. The input is (a generating set for) a module lattice
M C Kﬂé with rank k, and the goal is to find a vy-reduced filtration My C My C -+ C M.

Theorem 4.7. For any number field K, order R C Ok, rank k > 2, approximation factor v =
Y(R, k) > 1, semicanonical inner product (-,-),, and constant € > 0, there is an efficient reduction
from ((1+¢€)v,k)-RFP to (v,2)-DIP.
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Proof. The idea is to use our (v, 2)-DIP oracle to compute a (1+ ¢)y-reduced filtration just like the
LLL algorithm computes a reduced basis. In particular, on input (a generating set for) a module
lattice M C Kﬂé with rank k, the reduction first computes a filtration My C --- C My = M of M
(as in Fact 3.5). It then repeatedly updates this filtration in place as follows.

For each M; ; ], the reduction calls the (v, 2)-DIP oracle with M i iy1) as input and receives
as output some rank-one ideal Mv; C M i41)- We may assume without loss of generality that //\Z;
is a primitive submodule of M; ;1 1, i.e., that /W; = M;iy1) Nspang, (M;) If (14¢)” det(ﬂ;) <

det(M;) then the reduction sets M; so that M; = M/ and leaves M; unchanged for j # i. (For-
mally, to do this, the reduction can, e.g., pick any Kg-linearly independent vectors yq,...,¥y; €

M1 with SpanKR(yb oY) = spanKR(Mi_l) and HKR,Ml.{l (SpanKR(yla e Yy) = spanKR(Mg).

Then, we can set M; to spang, (y,...,¥y;) N M.)

The reduction terminates and outputs the current filtration when none of these checks results
in an update to the filtration, i.e., when for all 7, (1 + &)™ det(M}) > det(M;).

We first observe that the output filtration is indeed (1 + €)y-reduced. To see this, notice that

the reduction only terminates if the filtration satisfies
det(Mi)"/" < (14 &) det(M)!/™ < (L + )y - 1 (M)

as needed.

It remains to show that the reduction terminates in polynomial time. Our proof is more-or-less
identical to the celebrated proof in [LLL82] (and the proof in [LPSW19]). Consider the potential
function

k
S(My, ..., M) = Hdet(Mi) .
=1

By Fact 2.14, log(®(M1, ..., My)) is bounded by a polynomial in the input size, as is — log(®(My, ...

throughout the reduction. Therefore, it suffices to show that the potential decreases by at least,
say, a constant factor every time that the reduction updates the filtration.

Counsider a step in the reduction in which it updates M;. Denote M as M, before the update
and M; as M; after the update. Then, since p is semicanonical, by Item 2 of Corollary 3.4, we
have N .
det(M;)  det(Mo)

(14+e)n (14’

The other terms det(M;) for i # j in the definition of ® remain unchanged. Thus, the potential
function decreases by a factor of at least (1 + )™ after each update, as needed. O]

det(My) = det(M;_1) det(M}) < det(M;_1)

Finally, we derive the main results of this section as corollaries of Theorem 4.10.

Corollary 4.8. For any number field K, order R C Ok, rank k > 2, approzimation factor ' =
v'(R,k) > 1, semicanonical inner product (-,-),, and constant ¢ > 0, there exists an efficient
reduction from (v, k)-DIP to (v',2)-DIP where

yi= ey (L+e) - pra)®? .
Proof. The reduction takes as input a (generating set of a) module lattice M of rank k and runs the
((1 + e)v, k)-RFP procedure from Theorem 4.7, using the (v/,2)-DIP oracle, receiving as output
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some ((1 4 €)7')-reduced filtration M; C --- C My, = M of M. Finally, the reduction outputs
M.

Clearly, the reduction runs in polynomial time. By Eq. (7) from Lemma 4.4, we must have
det(M)V" < (L +e)y - (L+e)y - pr2)*F (M) = 471 (M)
as needed. O

Corollary 4.9. For any number field K, order R C Ok, rank k > 2, approximation factor ' =
v(R,k) > 1, semicanonical inner product (-,-),, and constant ¢ > 0, there exists an efficient

reduction from (g, k)-RFP to (7, 2)-ModuleSVP where ygr := (1 + 5)%,

Proof. The reduction takes as input a (generating set of a) module lattice M of rank k. It then
runs the procedure from Theorem 4.7 with v := ~/d,,/ag. Each time that this procedure requires a
call to its (v, 2)-DIP procedure, it uses the procedure from Theorem 2.13 and its (7', 2)-ModuleSVP
oracle to solve the (v, 2)-DIP instance.

Clearly, the reduction runs in polynomial time and outputs a yg-reduced filtration of M, where
Yr=(1+e)y=(1+2) L. 0

07

Theorem 4.10 (Main Theorem). For any number field K, order R C Ok, rank k > 2, approxi-
mation factor v = y(R, k) > 1, semicanonical inner product (-,-),, and constant € > 0, there is an
efficient reduction from (v, k)-ModuleSVP to (v',2)-ModuleSVP where

There is also an efficient reduction from (yg,k)-ModuleHSVP to (v/,2)-ModuleSVP, where

5nMR,2 ) k—1

Yo = b - ((1 +e)y' -
QR

Proof. In fact, the reduction is the same for both ModuleSVP and ModuleHSVP. On input (a
generating set for) a module lattice M C KfR with rank k, the reduction proceeds as follows. It
obtains a yg-reduced filtration M; C My C -+ C Mj, using its (7, 2)-ModuleSVP oracle, where
yr = (1+ E)% (by Corollary 4.9). It then calls its (7/,2)-ModuleSVP on My which outputs a
vector @ such that 0 < ||z, < ~'A1(Mz). It then simply outputs this vector.

Since My C Moy, we have

0 < |lzll, <A'A(Ma) <A (M) .

By Eq. (10) of Corollary 4.5,

3 _ 1+ )62 5\
MO0 < 200 )t a0 = ST (14 9T 0 ) ().
QR ag QR
Combining the above two expressions, we get
14+¢ /25721 / - 2(k—2)
0<lelly < CEET (040 k) 0.
ap QR
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Therefore,
/

1= ) (L) (g elim2) R

as needed.
Similarly, by Eq. (11) of Corollary 4.5,

||:)3||p < ’Y/(Sn . (’YRNRQ)(k_l) -det(M)l/(k")
=40 - (1 + )Y Sppura/ar) ™t - det(M)Y )

which gives the reduction from ModuleHSVP. O

5 Slide-reduced filtrations for module lattices

We will need a dual notion of DIP-reduced filtrations (in analogy with the notions of SVP-reduced
and DSVP-reduced bases in [GN08]), which we will combine together with DIP-reduced filtrations
to define our notion of slide reduction. While in [GNO08], reduction is defined by comparing lengths
of certain vectors to A1 of a particular lattice, we compare the determinants of certain ideals to 7
of the analogous module lattice. In other words, our definitions are a high-dimensional analogue
of those in [GNOS]|, replacing lengths of vectors with determinants of high-dimensional (ideal)
sublattices.

Recall that we denote blocks of the filtration M; C My C ... C My = M as M|, 5 =

My, amt (M;), and rank-one projections as M; = My, mt | (Mi) where Mt | denotes the Kp-
subspace that is Kg-orthogonal to M;_;.

Definition 5.1 (DualDIP reduction). For a number field K, an order R C Ok, a semicanonical
inner product (-,-),, and approximation factor v > 1, a filtration My C My C --- C My = M of
a module M over R is v-DualDIP-reduced if y - det(My)V/™ > 1/7(M").?

This is in fact the dual notion of DIP reduction, which we can see by recalling the notion of
the dual filtration, as defined in Section 3.2. We then see that a filtration is DualDIP-reduced if
and only if its dual filtration is DIP-reduced, and in particular, a DIP oracle is sufficient to obtain
a DualDIP-reduced filtration.

We can now “glue” DIP-reduced and DualDIP-reduced filtrations together to obtain a notion
of slide-reduced filtration, which is of course a generalization of the notion of a slide-reduced basis
from [GNO8]. Indeed, once we have the right primitive notions of reduced filtrations, the right
generalization of slide-reduced filtrations is clear.

Definition 5.2 ((v, 8)-slide-reduced filtration). For a number field K, an order R C Ok, a sem-
icanonical inner product (-,-),, approximation factor v > 1, an integer block size § > 2, and an
integer p > 2, a filtration My C Mgy C -+ C My of a rank-k module lattice M where k = Bp is
(7, B)-slide reduced if it satisfies the following two conditions:

e Primal Conditions. For alli € [0;p — 1], the block Mjz41 81 is v-DIP-reduced.

e Dual Conditions. For alli € [0;p — 2], the block M{;g12 ;51 p+1] s v-DualDIP-reduced.

9Recall that, since p is semicanonical, M is a module lattice.
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The following lemma shows how the primal and dual conditions combine to guarantee nice
behavior of the R-Gram-Schmidt orthogonalization M;.

Lemma 5.3. For a number field K, an order R C Ok, a semicanonical inner product (-,-),, and
approximation factor v > 1, if a filtration My C Mg C --- C My, is (v, B)-slide-reduced, then

det (M1)M™ < (yup) PO - det (M) /™
forie[0,p—1].
Proof. From the primal condition of Definition 5.2,
det(Mig1)®/™ < (v 11 (Miigsrisrg)”
<

(verk - det(Migiia45)
= (yury)? det(./\/li[3+1)1/n det(M[z‘B+2,z‘B+ﬂ])1/n ,

1/(ﬁn))f3

where the last equality is Item 2 of Corollary 3.4. Therefore, we have
det(Mig41) P/ < (ypp)? - det(Migioi516) "™ . (12)

From the dual condition of Definition 5.2,

—~ n 1
77 - det(Migyg41)°/" >

T1(Mpigroigrpr)’

1

)l/n
/n

a Mf{,k det(ﬂ[iﬁﬂ,iﬁwﬂ]
= Mé,ﬂk - det(Migi2,ip+5+1])"
= Mf_z,ﬁk ~det(Miga,i545) "™ - det(Migypi1)/™

where the second-to-last equality is Item 1 of Corollary 3.4 and the last equality is Item 2. Therefore,
we have

det(M[iﬁJrQ,iBJrB})l/n < (yury)? - det(/i/lviBJrBH)(B*l)/n . (13)
By combining Egs. (12) and (13), for i € [0,p — 2],
det(Migy1)"™ < (yurp)?®/ P - det (Mg p4a) '™
Then, by a simple induction argument, we see that
det(M)Y™ < (ypr )P0 - det(Migya) "
for i € [0,p — 1]. O

This next lemma and its corollary show why slide-reduced filtrations are useful for solving
ModuleSVP, ModuleHSVP, and DIP. In particular, the submodule lattice M of a slide-reduced
filtration is guaranteed to have small determinant (as we show in Lemma 5.4) and to contain
a short non-zero vector (as we show in Corollary 5.5). Lemma 5.4 is a direct high-dimensional
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generalization of [GN08, Theorem 1]. Indeed, setting R = Z (and therefore n = 1, 73 = A, and
KRk = 0g) directly recovers [GNO8, Theorem 1].

On the other hand, Corollary 5.5 has no obvious analogue over Z. In particular, over Z Eq. (19)
of Corollary 5.5 is identical to Eq. (15) of Lemma 5.4, while the proof of Eq. (18) of Corollary 5.5
relies on the particular geometry of module lattices (e.g., agr).

Lemma 5.4. For a number field K, an order R C Ok, a semicanonical inner product (-,-),, and
approximation factor v > 1, if a filtration My C Mg C --- C My, is (v, B)-slide-reduced, then

det(M)Y™ <y (yprp) 71 - 1i(M), and (14)
det(M)M™ < () =T - det(M)Y/ ) (15)

Proof. First, suppose that 71(Mpg) = 71(M). Then, Eq. (14) is immediate from the fact that the
filtration is (7, 3)-slide-reduced, i.e., det(M;)/™ < 7 (Mg) = 11 (M).

Otherwise, let ¢ € [1,p — 1] be mlnlmal such that 71(M;g45) = 71(M). Since Mj, = M, there
must exist such an ¢. In particular, there exists some rank-one module lattice M’ C M35 with
M’ ¢ Mg such that det(M')V/" = 7(M). Since the M; are primitive, M’ ¢ spang, (M;s).
Therefore, IIy M, (M) C Mjig41,i8+p) is a non-zero rank-one module lattice so that

T (Mig41,i8+8]) < det(HKR,Milﬁ (M)YY™ < det(M)™ = 7 (M),
where the second inequality is Item 4 of Corollary 3.4. Therefore, by the primal property,
det(Mgy1) /™ < - 1 (Migs1,i8+8) <7 T (M) .
Eq. (14) then follows by Lemma 5.3:
det(M1)"" < y(yupp) 7D (M) <y (yupp) 2Py (M)
In order to derive Eq. (15), we recall again from Lemma 5.3 that det(M;)"/" < (yug )28/ (B—1).

det(ﬂig+1)1/n. By taking the product of this inequality for 0 < i < p — 1, we have

det(M1)P" < (Ypgry) = Hdet isr) (16)

From the primal condition, we have

det(Mip1) /™ <y 11 (Miigriprp) < Viirp - det(Mg ipg) " O . (17)

By combining Eqs. (16) and (17), we see that

p(p—1)B
det(Ml)P/n < (yurg) 7T - (Yurk)P H det(M zﬂ+1¢6+ﬁ])1/(5n)

p(k—1)

= (yury) 71 - det(M)Y B,

as neeeded, where the last equality follows from Item 2 of Corollary 3.4. O
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Corollary 5.5. For a number field K, an order R C Ok, a semicanonical inner product (-,-),,
and approximation factor v > 1, if a filtration My C Mg C --- C My, is (7, §)-slide-reduced, then

’yé 2(k—8)
Ar(My) < on “(YeRE) T - M(M), and (18)
k—1
A(M) < Sn(yprp) = - det(M)V ) (19)

Proof. Combining Lemma 2.8 and Eq. (14) from Lemma 5.4, we obtain

2(k—B) 2b=8) A\ (M
det(Ml)l/nS’}/(’YﬂR,R) B—1 .7-1(/\/[) S’V('WLR,k) =1 . 1( )

aR
By the definition of Hermite’s constant d,,, we obtain Eq. (18).

Eq. (19) follows directly from applying the definition of Hermite’s constant to Eq. (15) from
Lemma 5.4. 0

5.1 Finding slide-reduced filtrations

We now show how to use a DIP oracle to build a slide-reduced filtration and then derive our main
results.

Definition 5.6 ((v, k, 5)-RFP). For a number field K, an order R C Ok, rank k > 2, block size
B > 2 dividing k, approzimation factor v = y(R, k) > 1, and a semicanonical inner product (-,-),,
the (v, k, B)-Reduced Filtration Problem, or (v, k,3)-RFP, is the search problem defined as follows.
The input is (a generating set for) a module lattice M C Kﬂé with rank k, and the goal is to find a
(7, B)-slide-reduced filtration My C Mgy C -+ C M.

Theorem 5.7. For any number field K, order R C Ok, rank k > 2, block size 8 > 2 dividing k,
approzimation factor v = (R, k) > 1, a semicanonical inner product (-,-),, and constant € > 0,
there is an efficient reduction from ((1+ ¢)vy,k,3)-RFP to (v, 3)-DIP.

Proof. On input (a generating set for) a module lattice M C KH% with rank k, the reduction first
computes a filtration My C --- C My = M of M. It then repeatedly updates this filtration in
place as follows.

1. Primal reduction. For each Mg 545 where i € [0,p — ] the reduction calls its (v, 3)-
DIP oracle with M{;g,1 545 as input, receiving as output ./\/lZﬁJrl C Mig41,ip+5- We may
assume without loss of generality that ./\/lzﬁJrl is primitive, i.e., Mz,BH = Miigs1,i8+8 N
span ¢, (MiBJrl). If (1+¢)" det(./\/lgﬁﬂ) < det(MwH), then the reduction updates the filtra-
tion so that Miﬁﬂ = M§ﬁ+1, leaving the full block M{;51 i34 unchanged. (Formally, to do
this, the reduction can, e.g., pick any Kg-linearly independent vectors yq, ..., ¥y; 5+8 € Migi3
with Span g, (Y1, 7%‘,3) = span(MZ-g) and HKR,M% (SpaHKR(yp . ,yw+1)) = Spalg, (M;6+1)'
Then, for j =1,..., 8, set M;gy; := MnN spanKR(yl, .. ,yiﬁﬂ-).)

2. Dual reduction. For each Mj;z19,:54541) Where i € [0,p — 2], the reduction calls the
(7, B) DIP oracle with M[,ﬂ +2 BB +1] as 1nput recelvmg as output a rank-one module lattice

the reductlon updates the filtration so that Mi5+5+1 = M;B +p+1> leaving the full dual block
Mig12,i3+5+1) unchanged.
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If no update is made in Step 2, then the algorithm terminates and outputs the filtration.

Our proof is more-or-less identical to the proof in [GN08]. We first observe that the output is
in fact a ((1+¢)y, B)-reduced slide filtration of rank k. In order to see this, observe that the primal
conditions are satisfied,

det(Mig1)"/" < (14 ) det(Mign)'/™ < (L+)rm(Mpgyaipr) -

after the end of Step 1. If no updates happen in Step 2, then clearly the primal conditions remain
satisfied. And, if no update happens in Step 2, this means that

det(Migyg40)""
1
> —
(1 +e)yn(Mpgia,is48+1)

det(‘//{/lviﬁ-i-ﬁ-i-l)l/n > (1 +8)

)

where the last inequality uses Item 1 of Corollary 3.4. In other words, the dual conditions are
satisfied.

It remains to show that the reduction terminates efficiently. We will analyze the following
potential function,

p—1
DMy, ..., M) =[] det(Mis) .
=1

By Fact 2.14, log ®(M;,..., M) and —log ®(My,..., M}) are both bounded by a polynomial
in the input size throughout the reduction. Furthermore, the potential does not change at all in
Step 1. Therefore, it suffices to show that the potential decreases by at least, say, a constant factor
every time that the reduction updates the filtration in Step 2.

Indeed, we observe that ® strictly decreases after each dual step in which the filtration is
updated. In order to see this, suppose that such an update occurs on the dual block M ;542 ;84541
and notice that all terms in the definition of ® remain unchanged except det(M;s45), where

det(Mig1p) = det(Migi1) det(Migi25:5)) -

(Here, we have used Item 2 of Corollary 3.4.)
Let Mo be M{;g12 545 before the update and let My be M;5.9 ;3,4 after the update. Since
det(/\/l[i5+27w+/3+1]) remains unchanged after the dual reduction step, we have

det(M}) det(/\72/5+,5+1) = det(M)) det(ﬂiﬁ+ﬁ+1)

—  det(M; )
< det(Mo) - #

Therefore,
—~ det
det(M;) < det(Mo) )
(I+¢)n

It follows that det(M;zg) decreases by at least a factor of (1 + ¢)".

Notice that no other terms in the potential change after such an update in Step 2. Therefore,
the potential ® decreases by a factor of at least (1 + &)™ after the occurrence of each dual update,
as needed. O
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Corollary 5.8. For any number field K, order R C Ok, rank k > 2, block size § > 2 dividing k,
approzimation factor v' = ~'(R, k) > 1, a semicanonical inner product (-,-),, and constant € > 0,
there is an efficient reduction from (v, k)-DIP to (v, 8)-DIP, where

2(k—6)
vi=04e)y - (1+e)yprr) P

Proof. The reduction takes as input a (generating set of a) module lattice M with rank k and
solves the corresponding ((1 + £)v/, k, 8)-RFP instance using its (7', )-DIP oracle as in Theorem
5.7. Le., it finds a ((1 + €)/, B)-slide-reduced filtration My C --- C My = M. It then outputs
M. Then, by Eq. (14) from Lemma 5.4,

2(k—5)
det(M)V™ == (1+e)y - (1 + Y urg) L - m(M),

as needed. O

Corollary 5.9. For any number field K, order R C Ok, rank k > 2, block size f > 2 dividing k,
approzimation factor v' = ~'(R, k) > 1, a semicanonical inner product (-,-),, and constant € > 0,
there is an efficient reduction from (g, 3,k)-RFP to (v, 8)-ModuleSVP, where

YR = (1+ 6)7/571/0‘55 .

Proof. The reduction takes as input a (generating set of a) module lattice M of rank k. It then runs
the procedure from Theorem 5.7 with v :=~/d,, /ag. Each time that this procedure requires a call
to its (v, 8)-DIP procedure, it uses the procedure from Theorem 2.13 and its (7', 8)-ModuleSVP
oracle.

Clearly, the reduction runs in polynomial time and outputs a yr-reduced filtration of M, where
Yr=(1+e)y=(1+e)L O

Theorem 5.10 (Main Theorem). For any number field K, order R C Ok, rank k > 2, block size
B > 2 dividing k, approzimation factor v =~'(R, k) > 1, a semicanonical inner product (-,-),, and
constant € > 0, there is an efficient reduction from (v, k)-ModuleSVP to (v, 5)-ModuleSVP, where

= () (0 2

2(k—B)
B—1

There is also an efficient reduction from (v, k)-ModuleHSVP to (7', 8)-ModuleSVP, where

k—1
' MR,k5n) =D

Vi =70n - ((1 +¢e)y'
aR

Proof. In fact, the reduction is the same for both ModuleSVP and ModuleHSVP. On input (a
generating set for) a module lattice M C Kf& with rank k, the reduction proceeds as follows. It
first obtains a yg-reduced filtration M; C My C -+ C My, using its (7', 8)-ModuleSVP oracle,
where v := (14 ¢)7'0,/ar (by Corollary 5.9). It then calls its (7, 3)-ModuleSVP oracle on Mg,
which returns a vector € € Mg C M such that 0 < ||z|, < 7'A1(Mp). Finally, our reduction
outputs x.

Since M1 C Mg, we have

0 < lzl, <7 M(Mpg) <y (M)
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By Eq. (18) of Corollary 5.5,

On 2(k=5)
(M) < 25 (mprg) T (M)

’}/67% / 2(k—p)
=(1+e)- o2 (L +e)Yonprr/ar) #1 - A (M) .
R

Combining the above two expressions, we get

as needed.

0 < l, <yA(M),

Similarly, by Eq. (19) of Corollary 5.5,

k—
lzll, < 70 (YRuRL) D - det(M)Y/ )
k—1

= 460 ((1 + &)Y pir k0n/ar) 70 - det(M)Y M)

as needed. O
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