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Abstract Due to their impressive advantages, Radio
Frequency IDentification (RFID) systems are ubiqui-
tously found in various novel applications. These ap-
plications are usually in need of quick and accurate au-
thentication or identification. In many cases, it has been
shown that if such systems are not properly designed,
an adversary can cause security and privacy concerns
for end-users. In order to deal with these concerns, im-
pressive endeavors have been made which have resulted
in various RFID authentications being proposed. In this
study, we analyze three lightweight RFID authentica-
tion protocols proposed in Wireless Personal Communi-
cations (2014), Computers & Security (2015) and Wire-
less Networks (2016). We show that none of the stud-
ied protocols provides the desired security and privacy
required by the end-users. We present various security
and privacy attacks such as secret parameter reveal, im-
personation, DoS, traceability, and forward traceability

against the studied protocols. Our attacks are mounted
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1 Introduction

It is indisputable that these days Radio Frequency Iden-
tification (RFID) technology and its by-products such
as RFID tags and RFID smart cards play a salient role
in almost every aspect of our lives that needs quick and
[1]. In fact,

impressive advantages of these systems, such as low

accurate identification or authentication

cost, accuracy, speed, user-friendliness and scalability
have let them appear in lots of novel and sensitive ap-
plications such as health-care, e-passport, supply chain,
Internet of Things (IoT), access control, shopping and
etc [2BL4L5]. In all these applications, an RFID tag at-
tached to a target object is intended to be identified,
tracked or authenticated in different locations and situ-
ations. Each RFID tag has a unique identification num-
ber such as an Electronic Product Code (EPC) which
is registered in the database of a central computer, re-
ferred to as server or back-end server. The server has
the unique identifier of each and every RFID tag. Each
tag uses its own specific identifier code when communi-
cating with the server. In some sensitive applications,
beside the mentioned unique identifier, each tag has
some updatable and synchronized secret keys which are
shared with the server; these keys are usually used in
applications that require a secure and confidential iden-
tification or authentication [6]. Basically, in an RFID

system the server has unlimited power and resources,
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whereas the tag has limited power and capabilities. Due
to this fact, the majority of identification or authenti-
cation process is carried out in the server side and the
tag process should be lightweight [7].

In general, an RFID system consists of a large num-
ber of tags, some readers and a back-end server. A
graphical illustration of a typical RFID system is shown
in Fig. As it can bee seen, the second part of an
RFID system is the reader, located in between the tags
and the server, who is responsible for handing over the
exchanged messages between the server and a partic-
ular tag. Due to the essence of RFID tags and nature
of wireless connection between the tags and the read-
ers, all transmitted messages over these channels can
be eavesdropped by an attacker. But security of com-
munication channels between the readers and the server
depends on the type of reader. In general, there are two
kinds of RFID readers: fized readers and mobile ones.
In an RFID system with fixed readers, communication
channels between the readers and the server are usually
secure. However, in the second case where the reader
is mobile and has wireless communications with the
server, all communication channels between the three
parties are insecure and an adversary can access all the
broadcasted messages over these channels. In several
cases, it has been shown that an inadequate design and
an inappropriate implementation of an RFID system
may enable an attacker to cause a lot of serious secu-

rity and privacy concerns for RFID end-users [§]-[9].

1.1 RFID in IoT

Recently, tremendous potential of RFID systems has
turned them into a popular option for different envi-
ronments of ToT [T0,TTA2/13L14]. The IoT paradigm

provides a huge network of connected devices in wide
range of environments and infrastructures such as health-
care, inventory management, smart homes, vehicular
networks, transportation, monitoring and management
of different infrastructures [15]. In the IoT, all objects
and devices of our surrounding are connected to each
other and provide a smart network without human in-
teraction. These human-independent connections, sig-
nificantly decrease errors and risks caused by exhaus-
tion or negligence and provide benefits such as remote

accessibility or addressing capability.

Recently, a lot of practical and empirical RFID-
based scenarios have been proposed to be employed
in different infrastructures of IoT [T0,I2/I6IA718]. A
supplementary scenario for the GPS systems based on
RFID systems can be found in [I8], which could pro-
vide more accurate and low-cost location service. A re-
cent survey on the practical RFID-based scenarios in
the health-care services and environments can be found
n [I0]. In the survey, the authors have considered sev-
eral realistic scenarios such as remote monitoring of a
person’s vital signs and place of residence conditions,
which use RFID tags and readers as a smart and low-
cost device to collect and process data. Fig. [2] shows
a practical RFID-based night-care system which has
recently been developed to be used in variety of care
applications such as remote care of elders and chil-
dren [I0]. The night-care system makes it possible to
have a real-time access to the collected and processed
data of the under-care person on smart phones, tablets
or personal computers. This capability makes it a pop-
ular system in health-care environments of the IoT. We
refer to [19] for further discussion about remote patient
monitoring systems. Another RFID-based practical mi-
crocosm for IoT, can be found in the Department of
Computer Science and Engineering at the University
of Washington [I6]. They have used a large number of
RFID tags conforming to the EPC Class-1 Generation-
2 (EPC C1 G2) standard and 44 RFID readers in a
8000-Sg-m building. This project shows a successful im-
plementation of RFID systems in IoT paradigm; more
details about in [I6].
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Fig. 2: The night-care system, an ambient RFID-based in-

telligence system for different health-care purposes in the

IoT [10].

Appearance of RFID systems in a wide-range of
sensitive applications has made some security and pri-
vacy concerns. Although RFID systems provide low-
cost, fast, and user-friendly services, most of the users
are not aware of the value of the information they broad-
cast when using these systems in their daily routines.
In order to deal with these challenges and provide se-
curity and privacy requirements of RFID users, a lot
of security schemes have been proposed, all of which
try to provide a secure and anonymous authentication
for end-users [2021122,23]24125/[26]27,28][29]. Unfor-
tunately, design of such protocols is still an ad-hoc pro-
cedure and is based on heuristic use of different cryp-
tographic techniques and objects. As a result, in many
cases, shortly after the publication of the proposals, sev-
eral attacks are found on the protocols (e.g., see [7,[30,
BIB2L33[34,135]). These attacks, that violate the secu-
rity of the protocols and make them vulnerable against
different sorts of traceability attacks, are mainly due to
the fact that the proposed protocols have not been de-
signed properly and their structures bear serious prob-

lems.

1.2 Related works

A large number of endeavors have been undertaken in
order to present efficient and secure authentication pro-
tocols for RFID systems. In the rest of subsection, we

introduce some efforts of this domain.

In 2001, the HB and HB+ were introduced by Hop-
per and Blum [36], which are two authentication pro-
tocols for cheap RFID systems. Both of these protocols
have been designed with a provable security paradigm
in mind based on the hardness of LPN (Learning Par-
ity with Noise) problem which is proved to be NP-
hard. Nevertheless, a few years after their proposal, it
was shown that they had several serious problems and

then some improved versions of the HB-family were pro-

posed, e.g., see [37,[38[39].

Another family of RFID authentication protocols
includes UMAP, LMAP, M2AP and EMAP [40,4T11[42],
designed in 2006, which are Ultra-lightweight, Light-
-weight, Minimalist, and Efficient mutual authentica-
tion protocols, respectively. All these schemes have two
features in common i) they have been designed to be
employed in RFID tags which have lower computa-
tional capabilities and, ii) they use lightweight oper-
ations, e.g., XOR, AND, OR and etc. However, a year
after their proposal, it was shown that all these proto-
cols are vulnerable to several attacks including Denial
of Service (DoS) [4344]. In the same year, the SASI
protocol [45] was proposed and was claimed to provide
Strong Authentication and Strong Integrity. Yet, just in

few months, it was broken by a series of cryptanalytic

attacks, see [46,47L[4g].

In 2007, simultaneously with the introduction of the
SASI protocol, an improved version of Duc et al.’s pro-
tocol [49] and the KN protocol [50] was proposed by
Chien and Chen in [51]. In 2010, it was shown by Yeh
et al. that the new protocols were suffering from trace-
ability and DoS attack. This was accompanied by some
fixes, which was later broken by Yoon [52] in 2012.
Yoon also suggested a modified protocol whose secu-
rity had been analyzed based on the hardness of finding
preimages for a secure hash function H(-); which means
for a given x computing y = H(x) is easy but for a
given y computing any z’ such that H(x’') = y is hard.
Nevertheless, there are several flaws in Yoon’s protocol
that were reported by Baghery et al. [1], mainly due to
dependency between two consecutive responses of an

specific tag. In particular, all kinds of traceability at-
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tacks were mounted against the Yoon’s protocol and a
modified version of it was presented. This version was
claimed to prevent the proposed attacks. To the best
of our knowledge, Baghery et al.’s protocol is the final
and still unbroken version of this family of RFID au-
thentication protocols, designed under the EPC C1 G2
standard [7].

Some recent articles [20,221[53][54] have focused on
proposing RFID authentication protocols based on hash
functions to protect the exchanged messages between
the three RFID parties and to provide strong anonymity
for the tag. Ha et al.’s protocol [53] was claimed to be
anonymous and secure against various attacks. How-
ever, in 2012, Sun and Zhang discovered a weakness in
the protocol, showing its incapability of providing for-
ward privacy. Sun and Zhang also presented a novel
version of the protocol and based on their analysis of
the modified protocol on Random Oracle (RO) model,
they have claimed that the improved protocol is a se-
cure and wide-destructive private scheme in the RO
model. However, the result of [31] shows that the mod-
ified version fails to achieve this security requirement
too. In 2013, Jung et al. [54] investigated three hash-
based RFID schemes and presented a novel and effi-
cient one. Recently, in [7], it has been shown that Jung
et al.’s protocol suffers from DoS, traceability and for-

ward traceability attack.

Recently in [55], Chen et al. tried to provide a se-
cure and untraceable authentication for RFID users us-
ing symmetric encryption and decryption functions and
proposed a novel scheme. But, shortly after, Safkhani
et al. [66] showed that they were not successful in pro-
tecting RFID users as their scheme was vulnerable to

several attacks including DoS, impersonation and trace-

ability. In order to prevent the mentioned attacks, Safkhani

et al. applied some changes in the structure of the orig-
inal protocol and claimed that the modified version
eliminates all weaknesses of the original one. No sur-
prise that the findings of [31] confirms that the modified

scheme is not secure due to various traceability attacks.

Note that the main goal of all the introduced and re-

viewed literature was presenting a secure and confiden-

tial authentication protocol for the case that each time
just one of the tags in the system has communication
with the reader and the back-end server. But from an
extended point of view, in order to provide private and
fast authentication in large-scale RFID systems, there
have been two main proposals by researchers includ-
ing tree-based approaches and group-based authentica-
tions. More discussion regarding the security and pri-
vacy challenges in the large-scale RFID systems could
be found in [57158591[60] and some research that have
focused on security of low-resource devices from differ-

ent perspective can be found in [61162].

1.3 Our Contribution

The main contribution of this paper is breaking anonymity

of three novel authentication protocols [2526128], all
of which were claimed to provide strong security and
anonymity for RFID end-users. Whenever applicable,
we mount our attack in the well-known Ouafi-Phan [63]
privacy model. To the best of our knowledge, all the pre-
sented security and privacy analysis of this paper are
novel and this is the first time that these analyses are
presented against the studied protocols. In the follow-
ing, we highlight our results against the three studied

protocols.

Results on GH In 2015, Gope and Hwang proposed
GH protocol [25], which is a realistic lightweight authen-
tication protocol for RFID systems and was claimed to
provide strong anonymity for end-users.

In the GH protocol, Gope and Hwang have tried to
protect the exchanged messages using hash functions.
Based on this issue, they have claimed that the tag’s
unique identifier ID is hidden during protocol execu-
tion. In addition, since all tag parameters are updated
after each session, they are unpredictable in future runs
of protocol. It is then concluded that the GH protocol is
secure against forward tractability attack, meaning that
it prevents tracing a specific tag in upcoming runs.

However, as a first contribution of the paper, we
show that these claims and their analysis are no longer
valid and GH protocol does not provide an anonymous

communication for RFID end-users. More precisely, we
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present two different formal traceability attacks against
GH protocol and prove that an attacker can trace the

location of a particular tag.

Results on NZCL In some applications such as in-
ventory management, RFID mobile (handheld) readers
are much more popular in comparison with fixed ones.
In this case, they can be used to find a special object in
a large space. Recently in [26], Niu et al. have proposed
a novel ultra-lightweight security scheme for RFID sys-
tems with handheld readers, to which we refer as NZCL.
Due to low capabilities of RFID passive tags, ultra-
lightweight protocols are more practical and reasonable
in most cases. This issue has motivated the designers
to make their protocol more efficient and lightweight by
using bitwise XOR and some lightweight PRNG func-
tions. They have claimed that beside lightweight prop-
erty, their protocol is able to protect RFID end-users
against different security and privacy attacks. Some re-
sults of this study show that NZCL is unable to provide
all security and privacy requirements of RFID users.
Detailed analysis shows that NZCL not only suffers from
secret parameters reveal, tag impersonation and De-
nial of Service (DoS) attacks, but also fails to provide
anonymity of end-users and it is vulnerable to forward

traceability attack.

Results on SLAP During the last decade, providing
an ultra-lightweight and secure RFID authentication
protocol has been one of the challenging and popular
open problems for researchers of this area. SLAP (Suc-
cinct and Lightweight Authentication Protocol) is an-
other recently proposed ultra-lightweight RFID authen-
tication protocol [28]. Similar to other ultra-lightweight
protocols, SLAP tries to deal with security and pri-
vacy concerns of RFID users, but only using lightweight
operations such as XOR, rotation and the Conversion
which is a new lightweight operator, and more details

about its definition can be found in section 3.2 of [28].

Luo et al. have compared SLAP with some ultra-lightweight

authentication protocols and claimed that their pro-
tocol not only is more efficient in terms of total ex-
changed messages and tag’s generated messages, but

can also provide strong security and anonymity. Based

on the new conversion operator, Luo et al. claimed that
SLAP has several prominent properties such as irre-
versibility, sensibility and resistance against all security
and privacy attacks, making it more efficient and emi-
nent in comparison with its competitors. These claims,
motivated us to analyze the structure of SLAP from
different point of views and evaluate it against vari-
ous security and privacy concerns. We discovered that
there still are some serious drawbacks in the structure
of SLAP protocol, making it undesirable in applications
which need strong privacy and anonymity. We show
that an attacker can use the mentioned weaknesses and

perform traceability and forward traceability attacks.

1.4 Outline

The structure of this paper is as follows. Section
presents preliminaries and some background of RFID
systems. Also, in Section [2| we will summarize Ouafi-
Phan RFID formal privacy model which is used in our
privacy analysis. GH protocol and its analysis are re-
ported in Section [3] In Section [ NZCL and its weak-
nesses are discussed. The SLAP protocol and our at-
tacks against this protocol are considered in Section
We present a summary of our result in Section [6} Fi-

nally, we conclude the paper in Section [7}

2 Preliminaries

This section delineates some background of RFID sys-
tems which are used in the rest of paper and also we

tabularize our notations for ease of reference.

2.1 Threats of RFID Systems

This subsection presents a short explanation of some se-
curity and privacy threats against RFID authentication

protocols which are used in the next sections.

Backward Traceability In an RFID authentication
protocol, it is necessary that if an attacker corrupted
the secret keys of a specific tag and eavesdropped the
exchanged messages between the tag and a reader, he/she
should not be able to trace the location of a the target
tag in the prior challenges; this property is defined as
backward untraceability. This notion can be obtained

by properly updating the target tag’s keys [7].
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Forward Traceability If an RFID authentication is
not secure against forward traceability attack, it means
that if an attacker corrupts secret keys of a specific tag,
he/she can track the location of an end-user in his/her
future executions [7].

Traceability Similar to other cryptographic protocols,
in an RFID authentication protocol, it is essential that
an attacker would not be able to trace a specific tag
in next executions if he/she has had access to the al-
ready exchanged messages between the tag and a valid
reader. This notion is known as untraceability. To this
end, tags’ responses in each new challange should be
independent from its previous responses [7]. Fig. |3|sep-
arates the three possible privacy attacks based on the
execution round of the protocol. In Fig. |3] the current

round is shown with index 7.

Round:
| wi-1] @ [ i1

D — e i E— i !
Backward Traceability Traceability Forward Traceability

Fig. 3: Different privacy attacks in Ouafi-Phan formal pri-
vacy model.

Secret Parameters Reveal Protecting secret values
of parties is one of the primal targets of each crypto-
graphic protocol. In RFID cases, if an RFID authen-
tication protocol is not designed properly, an attacker
can obtain the tag secret parameters with an efficient
algorithm which leads to compromise the privacy and
security of parties.

Denial of Service (DoS) In the DoS attack, an end-
user is deprived of the daily service which he/she ex-
pects to receive. Similarly, in RFID systems, an attacker
tries to create desynchronization between a specific tag
and the back-end server which makes the target tag
out of service. This attack can be done in different ap-
proaches; see [64] for more discussion and approaches

of applying DoS attacks.

Impersonation Attacks In the tag or reader imper-
sonation attacks, an attacker successfully pretends the
identity of the legitimate tag or reader. More precisely,
an attacker tries to impersonate a legitimate tag or
reader and uses the forged party capabilities to pen-
etrate to the back-end server or to get data from it;

see [64] for two sample impersonation attacks.

2.2 An RFID Formal Privacy Model

Basically, privacy of RFID security schemes can be an-
alyzed in ad-hoc and formal approaches [65]. In the
earlier approach, presented analyses are based on the
notations which are defined by the attacker and do not
have a special framework; that means, the adversary
uses informal methods in his/her operations and anal-
yses which are not as valid as formal methods [66]. On
the other hand, in the formal approaches, the attacker’s
abilities are defined in specific queries which can be used
in passive and active attacks. In many cases, it has been
shown that in order to get a comprehensive analysis of
security schemes and discover all possible weaknesses,
it is necessary to use a formal privacy model [67]. Dif-
ferent simulation-based and game-based RFID privacy
models have been proposed [63L656668,69,70,71]. In
2008, Ouafi and Phan [63] presented a game-based for-
mal privacy model for RFID systems which is a modi-
fied version of Juels and Weis’s privacy model [69]. Due
to widespread and useful queries, this model is one of
the most popular models for privacy analysis of RFID
systems [32L[72L[73\[74]. We will present our privacy anal-
ysis based on this model, summarized as follows.

In this model, the attacker A can eavesdrop on all com-
munication channels between parties and it can also
perform active and passive attacks against them. Fur-
thermore, the attacker A is allowed to run the following

queries:

— EXECUTE(R,T,%): This query models passive at-
tacks, meaning that the attacker can eavesdrop on
all transmitted messages between the tag T" and the
reader R in the ith session.

— SEND(R,T,m,i): This query models an active at-
tack in RFID systems. In this query, the attacker
A has permission to impersonate the reader R in
the ith session, and forwards the message m to the
tag T'. Note that with this query the attacker A has
permission to alert or block the exchanged message
m between the tag and the reader.

— CoORRUPT(T, K'): In this query, the attacker A is
allowed to learn the stored secret key K’ of the tag
T'. In fact, the attacker A has physical access to the
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tag’s database. Moreover, the attacker A can set the
secret key to any arbitrary key K.

— TEST(Tp,T1,4): This query provides the definition
of untraceable privacy based on indistinguishability.
If the party has accepted (see “partnership” defined
below) and is being asked for a TEST query, next
according to a randomly chosen bit b € {0,1}, the
attacker A is given the tag Ty. Now, the attacker
succeeds if he/she can guess the bit b correctly. Note
that in order for the notation to have a sensible
meaning, a TEST session must be “fresh” as defined

bellow.

Partnership A reader instance R; and a tag instance
T; are partners if, and only if, both output ACCEPT(T;)
and ACCEPT(R;) respectively, signifying the comple-
tion of the protocol session.

Freshness A party instance is fresh at the end of ex-
ecution if, and only if: i) it outputs ACCEPT with or
without a partner instance, ii) both the instance and
its partner instance (if such a partner exists) have not
received a CORRUPT query.

Untraceability privacy (UPriv) Untraceability pri-
vacy is defined by the game G that is played between
an attacker A, a reader instance and a set of tag in-
stances. In other words, an attacker A plays game G
using collected instances of the reader and the tag. The
game G can be played using the mentioned queries in

three phases as follows.

1. Learning phase: A is allowed to send each of the
EXECUTE, SEND and CORRUPT queries, and inter-
act with the reader R and randomly chosen Tj, 7.

2. Challenge phase: During G, at some points the
attacker A will select a fresh session and send a
TEST query corresponding to the test session. The
attacker A then gets a tag Ty, from the set {Tp, T} },
based on randomly chosen bit b € {0,1}. The at-
tacker A continues making any EXECUTE, SEND and
CORRUPT queries as long as the freshness property
is not violated.

3. Guess phase: Eventually, the attacker A finishes
the game G and outputs a bit b’ € {0,1} as a guess
of b.

The success of attacker A in game G and consequently
breaking the notion of U Priv is quantified via A’s ad-
vantage, denoted by AdvgPriV

the attacker A received Tj or 17, which is defined as fol-

Advy ™Y (k) = | Pr[b) = b] — %| .

(k), in recognizing whether

lows:

Here, x is the security parameter and it holds that
0< Advipriv(n) < % The protocol is said to be un-

UPriv

traceable if and only if Adv (k) is negligible in se-

curity parameter.

2.3 Notations

When describing the studied protocols, we stick to the
notations used in the original papers. For ease of refer-
ence, notations are summarized in Table [I| To refer to
the value of a variable, e.g. K, in the ith round, we

use ¢ as a superscript, i.e., K%.
3 Analysis of GH Protocol

In order to provide security and privacy requirements
of RFID end-users, impressive endeavors have been un-
dertaken. All these efforts have had the same goals, but
they have tried to reach the goals using different cryp-
tographic techniques such as symmetric key encryption,
one-way encryption and etc [20425,26]. In this contest,
one of the efficient mutual RFID authentication proto-
cols is GH protocol which has been recently proposed by
Gope and Hwang [25]. GH protocol uses one-way hash
functions to protect the exchanged messages between
three parties of an RFID system including the tag, the
reader and the server and it has been claimed that
the protocol provides strong privacy and anonymity for
RFID end-users. However, our analysis and investiga-
tions on the structure of this protocol show that GH pro-
tocol does not provide end-user’s privacy completely
and it has some weaknesses yet, making it vulnerable
to two privacy attacks. This section aims to introduce

GH protocol and presents our analysis on this protocol.

3.1 GH Protocol

This section provides a review of GH protocol proposed

in [25] by Gope and Hwang. The security of GH proto-



8 Karim Baghery et al.
Table 1: Notations and pre-defined functions ing values. In order to initialize a tag T}, it submits
its identity I Dz, to the server S, with identity IDj,

Notation Description .

in a safe method and the server generates a random

GH The Gope and Hwang’s protocol [25]

NZCL The Niu et al.’s protocol [26] number n, and computes Ky = h(IDr,||ns) ® IDs.

SLAP The Luo et al.’s protocol [28] Next, the server computes a set of shadow-IDs SID =

T/R/S RFID tag/ RFID reader/ Back-end server {sid,, sidy,---} and a set of emergency keys Kop, =

IDp,IDS Identity of the tag .

’ k k ...} where sid; = h(IDr,||r;||Kis), kem, =
AIDr One-time-alias identity of the tag { ema 6"'12’ % /J ( T; H J H tS)7 em;
SID Set of shadow identity of tags h(IDr, | sid;||r};) and r;, ) are two random numbers. In
sid,; Shadow identity of tag T} addition, the server generates a 32-bit track sequence
R; Identity of the ith reader T'rseq and sends a copy of it along with { Ky, (SID, K,),
N, Rand b ted by the t

ty T andom number generate Yy € tag Trseq’h(.)} tO the IDT tag

Nr,rRr Random number generated by the reader ’

Kis, KT, Shared secret key between T and S

Keom Set of shared emergency keys between Authentication phase GH protocol is claimed to have
tags and server been designed to provide a secure mutual authentica-

kem, Shared emergency key between T)j and & tion between three parties of an RFID system. To per-

Krs, KR, Secret Key shared between the R and S . .

Troeq Track sequence number (maintain both form a complete mutual authentication, GH protocol
T and S) needs five steps with following processes.

h(-) One-way hash function Step 1 (Tag — Reader): The tag I D7, generates a

fr(X) A particular random number generator random number N, to derive AIDp = h(IDTj 1Ko || V|
(more details in [26])

Con(X,Y) The conversion of X and Y (it is a transform- Trseq)s No = Kis®Ny , and Vi = h(ALDr[| Kes || Ny || Ri).-
ation that used in the SLAP protocol, maps Then, the tag forms a messages My, = {AIDy, N,,
two n-bit strings into an n-bit strings [28]) Trseq(if req.), Vi} and sends it as a request to the reader.

Rot(X,Y)  Cyclic left rotation of X based on Y7 Step 2 (Reader — Server): Upon receiving the tag
Hamming weight ([28]) o ]

P Exclusive-OR operation response M4, which includes {AI Dy, Ny, Trgeq(if req.),

I Concatenation operation V1}, the reader generates a random number N,., com-

PRNG Pseudo Random Number Generators putes Ny = K,s®N,, Vo = h(Ma, ||N,||K,s) and sends

Test Test query in Ouafi-Phan privacy model them as a request message M4, to the server.

EXECUTE Execute query in Ouafi-Phan privacy model L

CORRUPT Corrupt query in Ouafi-Phan privacy model Step 3 (Server — Reader): Upon receiving the mes-

SEND Send query in Ouafi-Phan privacy model sage M4, from the reader, the server checks validity

ACCEPT Successful verification by a tag/reader of Trseq and V; = h(AIDTHKts HNI HRZ) If they were

col is based on the hardness of finding preimages for a
secure hash function H (-). Fig[4]is taken from the orig-
inal paper and illustrates the authentication procedure
of GH protocol step by step. The notations used in the
protocol can be found in Table

valid, the server computes N; = K;s & N, and veri-
fies AIDyp. In case they both were not valid, the server
stops the protocol. Now, after successful verification of
AIDr, the server generates m as a random number and

sets TTgeq,.., = M. Next, the server calculates Tr =

Similar to other RFID authentication protocols, GH pro-h(Ks||I Dy, || Nt) T 7 seq,..» Va = h(T7|| Ks||I D || Ny),

tocol has an initial or register phase and an authentica-
tion phase. In the following, we express these two phases

in more details.

Initialization phase In this phase, all entities of the
protocol are set to their initial values and all shared val-

ues between the server and tags take their correspond-

Vs = h(R;|| N, ||Krs) and arranges them in a message
M4, and sends it to the reader. Finally, it updates
its values with Ky, and T7rgeyq,..,» Where K . =
h(KtSHIDTj | T7seqnen)-

Note that if the server cannot find T'rgeq in My, , then it
will verify the AI Dy using sid;. If it was successful, the

server generates a new shared key K;s,__, and computes
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Database Server: S

Reader: R;

Tag: IDT],

Check: Ttseq

Derive: Ny = Kis @ Ny ,N, = K, ® N,,
Compute and Verify:?V,,?V,,? AID;
Generate: m

Compute: Tr =m

€dnew

Tr=h(Kes 11 D7, | Ne ) © Tieq,
Vi =h(Tr I Kes 1 ID7, 1 Ny )

V3 = h(Rl " NT " Krs)

Update:

Kespy = B (Kes 11107, | Triq,.,, )

TTseq = TTseqpe Krs = Ktsppn,

Or
Generate: K
new

Compute:
x = h(IDg, W kem,) © Kes,o,,
KTS = Ktsnew

OM,,: (AIDy, Ny, Trioeq (if Teq),V;)

Generate: N,
Derive: N, = K,; @ N;
Vy = h(My, I N, Il Kyy) or

DM,,: (Ny, Ry, V2, My,)

My,: (T1,V3,V,, x(if Teq)) (_3,)

Compute and Check:
Vi =hQR N, Il Kpg) ZVs

My, (T, V,, x(if Teq)) @) or

Generate: N,

Compute: N, = K. ® N,

AID; = h(IDg, 1l Kes Il N 1l Trieq )
Vy = h(AIDy | Kis |l Ny 11 R;)

sid; € SID , ke, € Kem
AIDy = sid;, Kes = kem,

Compute and Verify:
Vi =h (Tr Il Kys 11D, Il N, ) vy,

Compute and Update:
Trseqnew = h(KtS " IDTj " Nt ) @ T‘r‘

Kespy = h(Kes 1107, 1| Tieq,.,,)

TTSEQ = Trse‘Jnew'Krs = Ktsnew

Kespy = 1 (ID7; 1 o, ) @ x
Ky = Ktsnew

Fig. 4: GH protocol [25]

the message = as ©* = Ky, © h(ID1,||kem,) by the

emergency key ke, ;. In this case the server also includes

2 in the response message M4, and sends it to the

reader.

Step 4 (Server — Tag): Upon receiving M4, from

the server, the reader calculates h(R;|| N, || K,s) and ver-

ifies whether V3 — h(R;||Ny|| Kys). If the answer was

YES, the reader constructs M4, : {Tr, Vy,x(if req.)}

and sends it to the tag.

Step 5 (Tag): Finally the tag computes h(Tr|| K, || Dr,
|N;) and verifies whether Vy = A(Tr|| Kys|[I Dy, || N;). Tf
s0, it derives T'7seq,,.,, = M Kys||[I D1, || No)®T'r, Kys,,.,,, =
h(Kis||IDr; || T7seq,.,,) and saves Trseq = Traeq,.,

Ky = Ky, for further authentications. Otherwise,

the tag initiates a new request with an unused pair of

secret identity and emergency key.

3.2 Traceability Attack

Protecting the privacy of end-users is one of the main
goals of each authentication protocol. In this subsec-
tion, we aim to show that GH protocol does not protect

RFID users against traceability attack and a malicious

attacker can trace the location of a specific tag as fol-

lows.

Learning phase In the ith round, the attacker A
sends an EXECUTE(R, Ty, i) query and obtains T'7rseq, 1,

from the tag Tj.

Challenge phase The attacker A selects two fresh
tags Ty and T for test, and sends a TEST(Tp, 11,7+ 1)
query. According to the randomly chosen bit b € {0, 1},
the attacker is given a tag T,. After that, the attacker
A sends an EXECUTE(R, Ty, ¢ + 1) query, and he/she

obtains T7seq, 1, -

Guess phase The attacker A stops the game G and
outputs a bit b € {0, 1} as a guess for b. In order to
determine b’ € {0, 1}, the attacker uses the following

b=’
1

Claim The GH protocol fails to provide untraceability

rule:
if Trseqry, = TTseq,T,

otherwise

and, in particular, for the constructed attacker A, we

have Advy ™ (k) = i
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Proof According to the updating procedure of GH pro-
tocol, we have T7seq,,.,,  h(Ks||IDr,||N¢) © T'r and
the tag Ty does not update its secret values in the
Learning phase and uses the same secret value T7geq
in both Learning and Challenge phases. As a result,
if Trseqm,=TTseq,1, then the selected tag T} is exactly
the target tag Ty. Therefore, b’ = b with probability one

UPriv

and hence Adv 4 "V (k) = |1— 3| = 3, meaning that the

protocol is traceable.

3.3 Forward Traceability Attack

This section shows that there is another privacy concern
in the GH protocol which is vulnerability against for-
ward traceability attack. This weakness is caused due
to a flaw in updating the secret key K;s and fixing se-
cret value I Dr,. By considering this fact, an attacker

can obtain K/ to track. More details follow.

Learning phase In the ith round, the attacker A
sends a CORRUPT(Tp, K') query and obtains K/, 5, and
IDY, from the tag Tp.

Challenge phase The attacker A selects two fresh
tags Tp and Tp for test, and sends a TEST(Ty,T71,1)
query. According to the randomly chosen bit b € {0, 1},
the attacker is given the tag T, and then, in (i + 1)th
round, the attacker A sends an EXECUTE(R, Ty, + 1)
g, AIDF and NI, . Then,

he/she computes K = h(K{, o [[1D}, 1Tril 1,

NI @K, g, and AID3 = h(IDy, | K| N Tril)

seq, Ty

query, and obtains T'r

Guess phase The attacker A stops the game G and
outputs a bit b € {0, 1} as a guess for b. In order to
determine b’ € {0, 1}, the attacker uses the following

b=’
1

Claim The GH protocol fails to provide forward un-

rule:
if AID' = AIDi*

otherwise

traceability and, in particular, for the constructed at-
tacker A, we have Advipriv(n) = % .

)aNtatt =

Proof According to the updating procedure and tag re-

sponse of GH protocol we have:
AID§' = h(IDy, | K | NMYTrid ) 1)
= h(ID, | (K, 7, | 1D, 1Tl

seq, Ty
i+1
TTseq,Tb)

= (I Dy In(K, 1, |1D5 1T,

seq, Ty
GBKZS,TO ||Tr;:q1,T;, ) ’

N

)Nz,

where the simplifications are due to the relations K2t =
WK, 1, IID%, | Ty 7)) and N = Nt @ K, g .

seq, Ty
Now, if T, = Ty then due to fixing I D7, and using the

relation N/ ™! = N;"’le ® Ki, 1,, we get:

AID3 = h(IDg, |W(K, 7, [ 1D, | Triy 7)) I NG 7,

seq, Ty
. i1
EBKZS,Tb HTTZeq,Tb)

= h(IDi |h(K, 1, |1 D5, 1T,

seq,Tb)HNZ:}Z_“i”Tri—i_l )
= AIDi .

seq, Ty

UPriv

Therefore, b’ = b with probability one and hence Adv 4
(k) = |1 — 3| = 1 which means that the target tag is

forward traceable.

4 Analysis of NZCL

NZCL is yet another authentication protocol for RFID
systems with mobile reader, proposed by Niu et al. [26].
In the RFID systems with mobile reader, the commu-
nication channel between the reader and the server is
insecure. In this section, in order to get more familiar
with NZCL, first we introduce it and then present our
security and privacy analysis against this protocol. We
present our privacy analysis based on QOuafi-Phan for-

mal privacy model which is summarized in Section [2.2]

4.1 Description of NZCL

The structure of NZCL [26] has been shown in Fig.
taken from the original paper. NZCL is a lightweight
protocol as it mainly uses operations such as bitwise
XOR and RNG functions and its security is based on
the fact that fx(X) is a pseudo random number gener-
ator (RNG). Similar to majority of the RFID authen-
tication protocols, NZCL has two main phases, Initial-

ization and Authentication, summarized as follows.
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Back-end Server Reader Tag
{ID, KR' KT,new'xnew: KR,oldvxold} (KR) (KT: ID,X)
Search from: Generates ry as a random number.
1-
{iD, Kp, K7 news Xnew KR,oldrxold} Challenge | A=1D DOxDry
To verify that Compute B and C from fi. (4)
E 2fi,(B' @ 7a)
, , . <
Where B" and C’ are derived from
fiee (ID © x D 77) Generates 73 as a random (B.77)
If it matches number:
xl=C1 (_(3) D=B®7'R
Kr = RNG(Kr,cyrrent) (E,rr,mR) E= fKR(D)
F=fiUDDX @)D fy,(rr ©17) Generates: Kz’ = RNG(Kr)
then updates: %) - Then checks:
Krowa < Krcurrent F 12f, (ID®CDry)
I=F @ fi, (s ®77) S "
Xota < Xcurrent (5) - Updates:
Krnew < Kr' | Kr < K;'
Xnew < X' x «C
Else aborts the rest of protocol

Fig. 5: NZCL RFID authentication protocol [26]

Initialization phase In this phase, all entities of the
protocol are reset to their initial values. The back-end
server shares keys K and {ID, Kr, 2} with the reader
and the tag, respectively. Here, ID is identifier of the
tag, Kp and K are L-bit long secret keys of the tag
and the reader, where typically L = 16, and z is a
shared key between the server and tag. All the men-
tioned values are updated and that all get new values

after each successful run of the protocol.

Authentication phase NZCL is a mutual authenti-
cation protocol and its authentication phase consists of
five steps which can be expressed as follows:

Step 1 (Reader — Tag): The reader starts new ses-
sion with the tag by sending a random number Chal-
lenge to the tag.

Step 2 (Tag — Reader): First the tag generates the
random number r7, and computes A = ID &z & rp
and obtains the pseudo-random strings B and C' from
the pseudo-random function fg,.(A) (which probably
means B||C = fgk,(A)). Finally, the tag sends rp and
B to the reader.

Step 3 (Reader — Back-end server): Similar to the
previous step, the reader generates a random number
rr and then computes D = B@® rg and E = fx,(D).
Then, the reader sends E along with rg and rp to the

back-end server.

Step 4 (Back-end server — Reader): The back-end
server uses the received messages from the reader and

acts as follows:

— It retrieves B’ and C’ from fk,.(ID @ z & rr).

— Then, it searches the database and finds a tuple
{ID,Kg, Ky, x} which satisfies E = fk, (B ®rg).

— It pre-updates 2’ = C’ and K}, = RNG(Kr) if the
mentioned relation is verified successfully. Then, it
computes I = frr (' ® r7) @ fr,(rr © r7) and
sends it to the reader.

— Finally, it updates the values of #’ and K7, as 2’ <
C’ and K} + RNG(Kr).

Step 5 (Reader — Tag): The reader uses the re-
ceived message F' from the server and computes I =

F & fik,(rr @ rr) and sends it to the tag.
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Step 6 (Tag): Finally, the tag authenticates the reader
and the server by comparing the message I with fr; (Co
rr) where K}, = RNG(Kr). At the end, it updates its

values z and Kp as ¢ <+ C and K + K.

4.2 Secret Parameters Reveal

In this subsection, we show that NZCL does not protect
secret keys properly and an attacker is able to reveal the
secret parameter K. Our attacker simply performs a
brute-force search based on the eavesdropped values to

recover the secret key Kg as follows:

Learning phase In this phase, the attacker acts as an
eavesdropper. After one successful run, he/she saves the
exchanged data between the target tag and the server
including rg, E = fk,(D) and B.

Attack phase Recall that K is an L-bit long string,
and L is typically chosen to be 16. Based on the ob-
tained values rg, E = fk,(D) and B in the learning
phase, and due to the relation D = B & rg, it holds
that E = fx, (B @ rg). Since there are only 2% possi-
bilities for Kg, this secret value can then be determined
using a simple exhaustive search. Note that in order to
provide a stronger security level, one can increase the
complexity of this attack to O(22F) which is the optimal
security bound, see [75] for more discussion.

Note that after performing this attack and obtaining
the secret value of the reader, the attacker can perform
reader traceability attack, and reader impersonation at-
tack with the success probability of “1”. Furthermore,
NZCLhas some other weaknesses, due to which in the

rest of paper we present several possible attacks.

4.3 Tag Impersonation and DoS Attacks

In this section, beside the discovered weakness in the
last subsection, we provide a practical impersonation
attack on NZCL. We illustrate that an attacker can
impersonate a legitimate tag after eavesdropping one
round of the protocol and starting a new challenge with
the reader. It can be shown that after this imperson-
ation attack, the attacker can desynchronize the tag

and the server simply with blocking one step of the

main protocol. This impersonation attack is performed

in two phases as follows:

Learning phase In round i, the attacker eavesdrops
the protocol and saves exchanged messages I' = F* @
ng(r% ®ry) = fri(ID & 2'* @ rf) and ri where
Ki = KF}H. Then, the server authenticates the tag
and updates its secret parameters, the attacker termi-
nates the rest of the session and prevents the tag from
updating its secret values.
Attack phase In this phase, the attacker plays the
role of a legitimate tag and starts a new session with
the reader and performs the following operations in four
steps.
Step 1 (Reader — Attacker): The reader sends the
message Challenge to the attacker.
Step 2 (Attacker — Reader): In round (i + 1), the
attacker uses the eavesdropped messages in the Learn-
ing phase and assumes that sets fK;'jl (Aats) and 77 a4
as follows,

Frisi(Aae) = fry(ID @ 2" @ rp) = I,

TTatt = T'T,i-

Then he/she computes B,y and Cyty from f kit (Aagt) =
I'" and transmits messages Batt and rp oty to the reader.
Step 3 (Reader — Back-end server): The reader
computes Dyyy = Bage @74 ', and B! = ngl (Batt ®
r?l. Then he/she sends messages B! r.q, and r?l
to the back-end server.
Step 4 (Back-end server): The back-end server re-
ceives the transmitted messages from the reader and
follows the usual procedure of the protocol. Since, the
stored secret key K ney in the server is equal to K}H
or Kf, asaresult B = B,y and C"" = Cpyy. Therefore,

the server authenticates the attacker as a legitimate tag.

4.4 Forward Traceability Attack

This section aims to show that there is another privacy
weakness in NZCL which makes it vulnerable to the
forward traceability attack. According to the structure
of the protocol, it can be seen that the I.D is fixed in all
rounds. Due to this fact, an attacker can track a target

tag as follows:
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Learning phase In the ith round, the attacker A

that the SLAP protocol does not act fine in protecting

sends a CORRUPT(Tp, K') query and obtains (K7, , 7%, , I Diprivacy of RFID end-users. Precisely, in this section,

from the tag Tj.

It sends an EXECUTE(R,Ty,%) query and obtains
ri.. Now, the attacker can compute K. ZTﬁl at the session
i+ 1 by computing PRNG(K}O). Then he/she compute
Yt = IDY @l @ ri, consequently Bi, and Cf
can be obtained from fr: (4*1). Then he/she sets ¢ =
ci i

Ty

Challenge phase The attacker A selects two fresh
tags Top and T} for the test, and sends a TEST(Ty, 11,1+
1) query. According to the randomly chosen bit b €
{0, 1}, the attacker is given a tag T, € {To, 11}. After
that, in the (¢ 4+ 1)th round, the attacker A sends an
EXECUTE(R, Ty, i+ 1) query by sending Challenge and

. i1 it
obtains (Bp, ", 7y ).

Guess phase The attacker A stops the game G and
outputs a bit b’ € {0, 1} as a guess for b. In order to
determine b’ € {0, 1}, firstly the attacker A computes
Yt = IDE ®C® rﬂ'l, and calculates BiTJOrl and C’;Jorl
from fKiTJ[;l(w”l), where K" = PRNG(KY, ). Then,
the attacker outputs a bit b € {0, 1} as a guess for b

using the following rule:

b 0 if
1 otherwise

Claim The NZCL protocol fails for provide forward un-

i+l _ pitl
By, = By,

traceability and, in particular, for the constructed at-
tacker A, we have
; 1

Adv™™ (k) = 5 -
Proof According to the authentication phase of the pro-
tocol, it can be seen that the identifier of a specific tag
is fixed all the time, which means ID*! = ID? = ID.
Now, since the attacker uses the keys of the legitimate
tag in ith phase, the server accepts him/her as a legit-

imate tag using old stored keys of the target tag.

5 Analysis of the SLAP Protocol

The next protocol which we analyze in this paper, is the

SLAP authentication protocol [28]. Our analysis shows

we prove that the SLAP protocol is not secure against
traceability and forward traceability attacks. To this
aim, we begin the section by introducing the SLAP pro-
tocol and then complete it by presenting our formal

privacy analysis.

5.1 Description of SLAP

In SLAP [28], communication channel between the reader
and the back-end server is secure, but all exchanged
messages over communication channels between the tags
and the reader can be eavesdropped by an eavesdrop-
per. The back-end server has shared a unique code and
some updatable secret keys between each tag. Tags use
their corresponding keys and the identifiers during au-
thentication process with the server. Fig. [0} taken from
the original paper, shows the structure of the SLAP pro-
tocol. As it can be seen, the SLAP protocol is a mutual
authentication protocol and the tag and the server/reader
authenticate each other in five steps, which will be ex-
plained shortly. We remark that in the SLAP protocol
Con is a transformation which stands for conversion.
The conversion of two n-bit strings A and B is an n-bit
string denoted by Con(A, B). The designers base the
security of the SLAP protocol on the following property
of the function Con(A, B): it is assumed that know-
ing one of the two inputs and the corresponding out,
it is hard to find the other input. This transformation
is composed of three complicated operations itself. We
refer the reader to [28] (section 3.2) for detailed de-
scription of the conversion mapping. For our purpose,
the details of this transformation is not relevant.

Step 1 (Reader/Server — Tag): The reader starts
a new session with the tag by sending a Hello message
to the tag.

Step 2 (Tag — Reader/Server): The tag responds
to the reader with DS, which is a pseudonym.

Step 3. (Reader/Server — Tag): The server/reader
uses the received I DS and finds the corresponding en-
try in the database. In case IDS = IDS°? the reader
/ server will use old secret keys K¢'¢ and K$'? to calcu-

late the transmitted messages, otherwise it uses the new
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Database \ Reader RFID Tag

{IDSold' IDSnew' Klold' Klnew’ KZOIdr Kznew } {IDSoldv IDSnewr Klold' Klnew' KZOM' Kznew }
A=Con(fulo)@n D=1 ¢ = con(con (B, k7o), Con(pe™, Kpew ID
B = Con(Rot(Ky,n),K, ® K,) Hello = Con(Con (B, K™), Con(K™®", K7 O n)) ®

@ Rot(Con(K,, K, ® n),K;) 5

.
After receiving Cj .z, it computes C,,,z locally to I D(S)
authenticate the tag, it checks whether they are equal.
3) -
Key Updating: ) Key Updating:
Al Byorr
K,"" « Con (K;,n) B K, K™% « Con (K;,n) ® K,
K,"®" « Con (K,,B) ® K, ; Q) K, « Con (K,,B) ® K,
n n L R n "

IDS™" — Con (IDS,n @ (B/'or z |l Cllor)) “ | IDS™Y « Con (IDS,n @ (BY'or g || Cilorr))

Fig. 6: The SLAP protocol [28].

secret keys K1** and K3°“. Note that in case there is
no matching IDS, the reader/server will discard the
tag and will stop the rest of protocol. After determin-
ing the IDS, the reader/server generates the pseudo
random number n and computes A and B using oper-
ators Con(X,Y) and Rot(X,Y) (as shown in Fig. [f)),
where Rot(X,Y) is cyclic left rotation of X based on
Y’s Hamming weight. Finally, the reader/server sends
A and one of By, (left half of B) or Bg (right half of
B) to the reader. Selection of By, or Bpg is based on the
parity of Hamming weight of B, that is, depending on
whether it is odd or even, the reader/server sends By,
or Bg, respectively.

Step 4 (Reader/Server — Tag): The tag XORs
A and Con(K7, K3) and extracts the random number
n. Then, it calculates the value of B’ with its corre-
sponding secret keys K;/Ks and then performs the
operation of the last step with B’ to check whether
B .. is equal to Bre, g or not. If the answer was Y ES,
the tag authenticates the reader/server as a legitimate

reader /server and will perform the following operations.

— It updates the secret keys K", K3 and IDS™"

as
K" < Con(K1,n) ® Ko
K5 « Con(K3,n) & K

IDS™" « Con(IDS,n & (B} orrllClorr))

where B} and C7, , are the other half of mes-

sages B and C which have not been sent by the

reader/server and the tag during steps 3 and 4, re-
spectively.

— It calculates the message C' with the updated keys
(Kpew, KP%) and random number n, then sends
the corresponding message Cr.-r (based on the par-
ity of the Hamming weight) to the reader/server. If
B’ . r # BrLorr, the tag will stop the rest of proto-

col immediately.

Step 5 (Reader/Server): Upon receiving message
ClLorr from the tag, the reader / server computes C’
and checks whether C} ., is equal to Crorg. If they
are, the reader/server authenticates the tag successfully
and the reader / server updates its I.DS and secret keys
(K71 /K>) in the same way as the tag; otherwise, the au-
thentication is not successful and the reader / server

does not update its corresponding keys.

5.2 Traceability Attack

As we mentioned before, in an RFID authentication
protocol, the tag can provide its owner privacy if its re-
sponses in two consecutive challenges are uncorrelated.
In this section, we show that the SLAP protocol has not
been designed efficiently and it is vulnerable to trace-
ability attack. In order to do this attack, an attacker

performs the following operations:

Learning phase In the ith round, the attacker A
sends an EXECUTE(R, T, ) query and obtains I DS},
from the tag Tp. Finally he/she sends a SEND(R, Ty, %)
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query and stops the protocol, such that, the tag cannot

update its secret values.

Challenge phase The attacker A selects two fresh
tags Ty and Ty for test, and sends a TEST(Tp, Th,i+ 1)
query. According to the randomly chosen bit b € {0, 1},
the attacker is given the tag Tj,. After that, the attacker
A sends an EXECUTE(R,Tp,¢ + 1) query and obtains
IDSG.

Guess phase The attacker A stops the game G and
outputs a bit ¥’ € {0, 1} as a guess for b, based on the

following rule:

W 0 if
1 otherwise

Claim The SLAP protocol fails to provide untraceabil-

IDSG = IDSE,

ity and, in particular, for the constructed attacker A,

we have

. 1
Advﬂprw(/@') =3

. C
Proof According to the update procedure of SLAP, IDS#+1 <

Con(IDS*, n® (B}, 5lCr..z) and the tag Ty does not
update its secret values in the Learning phase and
uses the same secret value IDS in both Learning and
Challenge phases. As a result, if IDS%‘:lleS%O then
the selected tag Tj, is exactly the target tag Tp. This
is translated as Pr[b’ = b] = 1, from which the claim

follows.

5.3 Forward Traceability Attack

In majority of applications of RFID systems, it is essen-
tial that the implemented authentication protocol can
provide forward untractability for end-users (the tag).
Now, we show that the SLAP protocol does not protect
end-user’s location in the future runs and it suffers from
froward traceability attack. In order to perform this at-
tack in Quafi-Phan privacy model, an attacker acts as

follows:

Learning phase In the ith round, the attacker A
sends a CORRUPT(Tp, K') query and obtains K7 5, , K3 7,
and I Dr, from the tag Tp.

Challenge phase The attacker A selects two fresh
tags Tp and Ty for test, and sends a TEST(Tp,T7,1)
query. According to the randomly chosen bit b € {0, 1},
the attacker is given the tag Tjp. After that, in the (i +
1)th round, the attacker A sends an EXECUTE(R, Ty, i+
1) query and obtains AiTtl and CtH! r.1,- Lhen he/she
computes the values o = Con(K{’TO,K;TO), nitl =
A ® o and Bfi' = Con(Rot(Kj p . nifi'), Ki 5, @
K3 1) ® Rot(Con(K3 1 Ki o @nifl), Ki ). Finally
by using the corrupted and computed values he/she cal-

i+1 7 141 .
culates K|, Kitl ate and O as follows:

7 7 —+1 1
Kt att = Con(K7 7, Mty )@ Ki To*

i ) i+1
Kz Jatt — COH(KQ To’ , Baty ) @ K1 To’

1+1 +1 i+1 1+1 1+1
CTo,att = Con(Con(B; 7K1,att)7 Con(Kl,am KZ,att

@y ) ® 1D, .

Guess phase The attacker A stops the game G and
outputs a bit ¥ € {0, 1} as a guess for b. In order to
determine b’ € {0, 1}, the attacker uses the calculated

value C}Jr at¢ and the conversion function and computes

1+1
LorR,Tpatt"

b=’
1

Claim The SLAP protocol fails to provide forward un-

Then he/she uses the following rule:

o vitl it
if CLorR,T,, = CLorR,Toatt
otherwise

traceability and, in particular, for the constructed at-

tacker A, we have Advi"" (k) = 1 .

Proof Since the secret value ID is fixed in all sessions
and according to the structure of the SLAP protocol,

following computations are straightforward:

Cz+1

To,att — COH(COH(BZ;#, Ki-tl};t)’ COH(K{—EV Ké—;};t
@nyfy') ® 1D,

= COH(COH(B;?&, Con(KiTo, n;—:tl) @ K%,To)a
Con(Con(K} Ty nith o K} T ,Con(KQTo,
By @ Ki g, @ nyfl') & I D,

= Con(Con(Con(Rot(KiTO, n;ftl), Ki’TOEB
K5 1,) EB Rot(Con(K3 7, , Kb 7, @ nith), Kf,TO)a
Con(Kj r,, nitlh) @ K 1), Con(Con(K7 7,

niflh) @ K Ty Con(Ké Ty COH(ROt(Ki Ty T nitt

KI,TO @ K} 1,) ® Rot(Con (K3 7, » KQ,TO ®nifl),
Ki,To)) @ K1 T D n;—t’_cl)) & IDr, .
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The first equation is derived by substituting the val-
ues for K{:ﬁt and Ké;tt and the second equation is
coming from the relation BYf;" = Con(Rot (K] 7, ,nif'),
Ki g, @Ké,Tg) @Rot(Con( K3 1, K3 1, D), KiTo)~

Now, by first substituting the value nf;{tl and then

o= Con(Kj r, K3 5 ), we get:

Ciit . = Con(Con(Con(Rot(Kj 5, , A @ o), K 1 @
K;TO) @ Rot(Con(K%,T07 K;TO P A’Ttl ® a),
K{,TO)’ COD(K{,TN A%“tl D a) @ K%,To)’ COH(
Con(K{,T07 AZT'Zl Da)d Kg,To’ Con(Kg’To,
Con(Rot(Kj 1, A7 @ a), K{ 5 & Kb 1)@
Rot(Con(Kj g, Kj 7, & Al @ a), K} 7))@
Kig, © A7l @) @ 1Dy,

= Con(Con(Con(Rot(KiTo, A’Ttl &) Con(KiT07

K 7)), Ki g, @ Ké,To) @ Rot(Con(K3 1, , K3 1,
@AZTng ® Con(K3 1, K5 1,)), K1 1,), Con(K7] 7.,

Agrtl D Con(K{’TO,Kij’TO)) @ Kg,TO)’ Con(

Con(Ki 1, AiTtl @ Con(Kj 1, K 1,)) & Kb 11,

Con (K3} 1, Con(Rot(K} 1, , A @ Con(K] 4,
Ké,To))’ KiTo @ K;,To) D Rot(Con(K;To,
Kipn @ Aiﬁtl @ Con(K{ 1, K5 1,)), Ki 1)
OK 5, ® At © Con(K] 1, K5 1)) ® IDr,.

Assuming T, = T and taking into account the following

relations,

ng ! = At @ Con(Ki g, Kyp,)

Bﬂrl = Con(Rot(Kin, né{l),K{,Tb S K%,Tb)@
Rot(Con(K3, Ki @ né{l), Ky,

Ky, = Con(Kj z,,np ") & K3 1,

K3l = Con(KS 1, B @ Ki 4,

we reach our final simplification as follows:

C;{}m = Con(Con(Con(Rot(K7 7, nit "), Ki 7, & K5 1,)

@Rot(Con(K§7Tb,K§7Tb &) niTtl), Kin)’ Con(
Kf,Tbv "ZTng) D Ké,Tb)v Con(Con(Kin, nZTJ,Cl)
@KQT}), Con(K%yTb, Con(Rot(K{"Tb, n?gl),
Ki 5, ® K5 7,) @ Rot(Con (K} 4, , K 7, @
ng, ') & Ki g, @nglt), Ki g,) & IDr,

= Con(Con(B%’l,Kf}i)7 Con(Kf}lb,K;:%@
ng ") @ IDr,

_ i+l
= ot

Therefore, by performing the conversion function, we
get the result that C7Hl, 1 = C7h Lo 7 s des, Prib/ =

b] = 1 which proves our claim.

6 Results

The section summarizes the results of the paper and
presents a short review on the state of the art in the
same family of RFID authentication protocols.

In Section [3] we studied GH protocol [25] and dis-
covered some flaws in its structure for the first time.
We proved that anonymity of GH protocol has some se-
rious problems and it is breakable against traceability
and forward traceability attacks. Our traceability at-
tacks were presented in the Ouafi-Phan privacy model
framework which is a well-known RFID privacy model.
Then, in Section [ we cryptanalyzed NZCL, another
lightweight authentication protocol proposed by Niu et
al. for RFID systems with mobile reader [26]. We ob-
serve that NZCL does not guarantee anonymity and se-
curity of RFID users completely and it has several vul-
nerabilities. In fact, in the NZCL protocol, an attacker
not only is able to discover secret parameters of a par-
ticular tag (with maximum 2 execution of an PRNG
function, where L is the length of secret keys and typ-
ically chosen to be 16), but can also perform several
independent and practical attacks including imperson-
ation, DoS and forward traceability attacks. Finally, we
analyzed SLAP, a novel and succinct protocol proposed
by Luo et al. in [28]. We formally broke anonymity of
SLAP’s traceability and forward traceability. Table
summarizes our presented analysis on the three ana-
lyzed protocols (GH, NZCL, and SLAP [25[26128]). How-
ever, in order to report the state-of-the-art results on
similar RFID authentication protocols, current security
status of some recent proposed RFID authentication
protocols are also given.

Table [B|summarizes the cost of all presented attacks
against the three analyzed protocols based on number
of challenges with the target tag and the number of
queries in the Ouafi-Phan formal privacy model or ad-
hoc queries (or eavesdropping). For example, in sec-
tion we observed that in order to perform a for-
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Table 2: Performance of studied protocols and some

recently proposed ones

Table 4: A comparison of analyzed protocols from com-

putational complexity point of view.

B: DoS Attack C: Imper-
sonation D: Backward Traceability Attack E: Traceability
Attack F: Forward Traceability Attack

A: Secret Parameter Reveal

Table 3: The cost of presented attacks.

Attack \ Protocol GH [25] | NZCL [26] | SLAP [28]
Traceability 2C+ - 2C+
4 Qp 4 Qr
2 2 2
Forward Traceability C+ C+ C+
3Qr 4 Qr 3Qr
Secret Parameters 1C+
Reveal 2Qa
2C
DoS - + -
3Qa

C: One challenge with the target tag (by an attacker or a

valid reader) Qpg: A query in Quafi-Phan formal privacy

model Qa: An ad-hoc execute query (eavesdropping).

ward traceability attack against GH protocol, an at-
tacker A needs to send a CORRUPT(Tp, K') query, and
a TEST(Ty,T1,7) query in ith round, and additionally
an EXECUTE(R, Ty, i+1) query in (i+1)th round; hence,
the attack cost is 2 C' + 3 Qp.

Eventually, Table[d]compares the computational com-
plexity of a tag, a reader and the back-end server for
each tag in all the analyzed protocols. As it can be
seen, however for all parties, NZCL is more lightweight
(it needs 2 PRF + 1 RNG for computation of each tag,
and 4 PRF + 1 RNG for authentication each tag in the
back-end server) and GH is the heaviest one (it needs

6 H4+1 RNG for computation of each tag, and 7 H for au-

Protocols \Attacks | A | B | C | D F in Party \ Protocol | GH [25] | NZCL [26] SLAP [28]
Cho et al. [22] Vx| x| v | x| v | [{6 Tag’s 6 H+ 2 PRF + 6 Con +
Safkhanietal. 2I] | v | v | vV | V x | 3] Complexity 1 RNG 1 RNG 1 RNG
Improved Safkhani clvlvlvl vl - Reader’.s 2H+ 1 RNG
et al. [31] Complexity 1 RNG

; 13 Con + 2 Rot
Yoon [52] VIV V| x| x| x [7 Server’s 7H 4 PRF +
Improved Yoon [7] | v | vV | V | V | V — Complexity 1 RNG
Sun-Zhang [20] VIV VY [ H: Hash function RNG: Random Number Generator Con:
Improved Sun- vliviliviviv!y . Conversion function Rot: Cyclic left rotation based on Ham-

Zhang [31] ming weight.

GH [25] VIV Vv| v x Here
NZCL [26] X | x| x| V|V Here
SLAP 28] v v v« Here thentication each tag in the back-end server) among the

analyzed protocols. However, our analysis shows that
they need to be refined before using in practical systems

which we leave as a open problem for future research.

7 Conclusion

In this study, we have cryptanalyzed GH [25], NZCL [26]
and SLAP [28], three recently proposed RFID lightweight
authentication protocols which were claimed to pro-
vide strong privacy for end-users. We have shown that
all the aforementioned protocols have some security
and privacy drawbacks which have made them inse-
cure against several practical attacks. We proved that
GH and SLAP both are insecure against traceability and
forward traceability attacks and NZCL is vulnerable to
secret parameter reveal, impersonation, DoS, and for-

ward traceability attacks.
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