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Abstract. Multipartite secret sharing schemes are those having a multipartite access structure, in which
the set of participants is divided into several parts and all participants in the same part play an equivalent
role. Secret sharing schemes for multipartite access structures have received considerable attention due
to the fact that multipartite secret sharing can be seen as a natural and useful generalization of threshold
secret sharing.

This work deals with efficient and explicit constructions of ideal multipartite secret sharing schemes,
while most of the known constructions are either inefficient or randomized. Most ideal multipartite secret
sharing schemes in the literature can be classified as either hierarchical or compartmented. The main
results are the constructions for ideal hierarchical access structures, a family that contains every ideal
hierarchical access structure as a particular case such as the disjunctive hierarchical threshold access
structure and the conjunctive hierarchical threshold access structure, the constructions for three families of
compartmented access structures, and the constructions for two families compartmented access structures
with compartments.

On the basis of the relationship between multipartite secret sharing schemes, polymatroids, and ma-
troids, the problem of how to construct a scheme realizing a multipartite access structure can be trans-
formed to the problem of how to find a representation of a matroid from a presentation of its associated
polymatroid. In this paper, we give efficient algorithms to find representations of the matroids associated
to several families of multipartite access structures. More precisely, based on know results about integer
polymatroids, for each of those families of access structures above, we give an efficient method to find
a representation of the integer polymatroid over some finite field, and then over some finite extension
of that field, we give an efficient method to find a presentation of the matroid associated to the integer
polymatroid. Finally, we construct ideal linear schemes realizing those families of multipartite access
structures by efficient methods.

Keywords: Secret sharing schemes - Multipartite access structures - Matroids - Polymatroids.

1 Introduction

Secret sharing is an important cryptographic primitive, by means of which a secret value is distributed into
shares among a number of participants in such a way that only the qualified sets of participants can recover the
secret value from their shares. A scheme is perfect if the unqualified subsets do not obtain any information about
the secret. The first proposed secret sharing schemes [8,33] realized threshold access structures, in which the
qualified subsets are those having at least a given number of participants. In addition, these schemes are ideal
and linear. A scheme is ideal if the share of every participant has the same length as the secret, and it is linear
if the linear combination of the shares of different secrets results in shares for the same linear combination of
the secret values. Even though there exists a linear secret sharing scheme for every access structure [6, 26], the
known general constructions are not impractical because the length of the shares grows exponentially with the
number of participants. Actually, the optimization of secret sharing schemes for general access structures has
appeared to be an extremely difficult problem and not much is known about it. Nevertheless, secret sharing
schemes have found numerous applications in cryptography and distributed computing, such as threshold
cryptography [17], secure multiparty computations [5, 11, 15, 16], and oblivious transfer [34, 38]. In many of the
applications mentioned above, we hope to use practical schemes, namely, the linear schemes in which the size
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of the share of each participant is a polynomial of the size of the secret. In particular, we want to use the ideal
schemes since they are the most space-efficient.

Due to the difficulty of constructing an ideal liner scheme for every given access structure, it is worthwhile to
find families of access structures that admit ideal linear schemes and have useful properties for the applications
of secret sharing. Several such families are formed by multipartite access structures, in which the set of
participants is divided into different parts and all participants in the same part play an equivalent role.
Weighted threshold access structures [33,4], hierarchical access structures [36,37,19], and compartmented
access structures [9, 24, 39] are typical examples of such multipartite access structures. Readers can refer to
[20] for comprehensive survey on multipartite access structures. A great deal of the ongoing research in this
area is devoted to the properties of multipartite access structures and to secret sharing schemes (especially
ideal and linear ones) that realize them.

The first class of multipartite access structures is weighted threshold access structures which appeared in
the seminal paper by Shamir [33]. Weighted threshold access structures do not admit an ideal secret sharing
scheme in general. Ideal multipartite secret sharing and their access structures were initially studied by Kothari
[27] and by Simmons [36]. Kothari [27] presented some ideas to construct ideal linear schemes with hierarchi-
cal properties. Simmons [36] introduced the multilevel access structures (also called disjunctive hierarchical
threshold access structures (DHTASs) in [37]) and compartmented access structures, and constructed ideal
linear schemes for some of them by geometric method [8], but the method is inefficient. The efficient method to
construct ideal linear schemes for DHTASs was presented by Brickell [9] based on primitive polynomials over
finite fields. He also presented a more general family, that is the so-called compartmented access structures
with lower bounds (LCASs) as a generalization of Simmons’ compartmented access structures and offered a
method to construct ideal linear schemes realizing LCASs too. This method is efficient to construct schemes
realizing Simmons’ compartmented access structures but is inefficient to construct the schemes realizing LCASs
in general because it is required to check (possible exponentially) many matrices for non-singularity. Tassa
[37] presented conjunctive hierarchical threshold access structures (CHTASs) and offered a method to con-
struct ideal linear schemes realizing them based on Birkhoff interpolation. In the case of random allocation of
participant identities, this method is probabilistic. A method is probabilistic if it produces a scheme for the
given access structure with high probability. In the probabilistic method, it is still required to check many
matrices for non-singularity. In general, we hope to construct schemes by efficient methods. By allocating
participant identities in a monotone way, Tassa gave an efficient method to construct ideal linear schemes for
CHTASSs over a sufficiently large prime field based on Birkhoff interpolation. Tassa and Dyn [39] presented
compartmented access structures with upper bounds (UCASs) and offered probabilistic methods to construct
ideal linear schemes for UCASs, LCASs and CHTASs based on bivariate interpolation.

Another related line of work deals with the characterization of the ideal multipartite secret sharing schemes
and their access structures. This line of research was initiated by Brickell [9] and by Brickell and Davenport
[10]. They introduced the relationship between secret sharing schemes and matroids, and characterized the
ideal secret sharing schemes by matroids. Beimel et al [4] characterized ideal weighted threshold secret sharing
schemes by matroids. The bipartite access structures were characterized in [31] and some partial results about
the tripartite case were presented in [14] and [24]. On the basis of the works in [9,10], Farras et al [18—
20] introduced integer polymatroids for the study of ideal multipartite secret sharing schemes. They studied
the connection of multipartite secret sharing schemes, matroids and polymatroids, and presented many new
families of multipartite access structures such as ideal hierarchical access structures (IHASs), compartmented
access structures with upper and lower bounds (ULCASs) and others. Their work implies the problem of how
to construct a scheme realizing a multipartite access structure can be transformed to the problem of how to
find a representation of a matroid from a presentation of its associated polymatroid. Nevertheless, Farras et
al. [18,20] pointed out it remains open whether or not exist efficient algorithms to obtain representations of
matroids from representations of their associated polymatroids in general.

1.1 Related Work

Efficient Explicit Constructions of Ideal Multipartite Secret Sharing. The most of the known con-
structions of ideal multipartite secret sharing schemes are either inefficient or randomized in the literature.
Efficient methods to construct ideal hierarchical secret sharing schemes were given by Brickell [9] and by Tassa
[37]. Brickell’s construction provides a representation of a matroid associated to DHTASs over finite fields of
the form F » with A > mk?, where ¢ is a prime power, m is the number of parts that the set of participants is
divided into, and k is the rank of the matroid. An irreducible polynomial of degree A over Fy has to be found,
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but this can be done in time polynomial in ¢ and A by using the algorithm given by Shoup [35]. Therefore, a
representation can be found in time polynomial in the size of the ground set. Accordingly, ideal linear schemes
realizing DHTASs can be obtained by an efficient method. Tassa [37] offered a representation of a matroid
associated to CHTASs over prime fields F,, with p larger than 2752 (k — 1)(*=1/2(f — 1)IN(k=D(k=2)/2  where
k is the rank of the matroid and N is the maximum identity assigning to participants. A matrix M is the
representation if some of its submatrices are nonsingular. The non-singularity of these submatrices depends
on the Birkhoff interpolation. There is an efficient algorithm to solve this kind of interpolation over the prime
fields ), and consequently, ideal linear schemes realizing CHTASs can be obtained by an efficient method.
Ball et al. [1] extended the methods in [9,37] and obtained two different kinds of representations of biuniform
matroids, one by using a primitive element of an extension field and another one by using a large prime field.
The schemes for some bipartite access structures can be obtained based on these representations. In addition,
efficient methods to construct schemes for some multilevel access structures with two levels and three levels
were presented in [7] and [23], respectively. Very recently, an efficient method to construct ideal compartmented
secret sharing schemes were given by Chen et al. [12]. They offered representations of the matroids associated
to UCASs, LCASs and ULCASs, respectively, over finite fields of the form Fgx, where ¢ is a prime power
and )\ is a positive integer depending on the parameters of the given access structure. These representable
matroids were constructed by combining the polymatroid-based techniques presented by Farras et al [18-20]
with Gabidulin codes [22]. The properties of Gabidulion codes implies the method is efficient, and hence ideal
linear schemes realizing the three types of compartmented access structures can be obtained by an efficient
method.

Multipartite Secret Sharing, Polymatroids and Matroids. On the basis of the connection of multi-
partite secret sharing schemes, matroids and polymatroids, Farras et al [18-20] introduced a unified method
based on polymatroid techniques, which simplifies in great measure the task of determining whether a given
multipartite access structures is ideal or not. Furthermore, they presented many new families of multipartite
access structures and proved the existence of ideal linear schemes realizing these access structures by the uni-
fied method. In particular, they characterized ideal secret sharing schemes for hierarchical access structures
n [19]. They defined the accurate form of ITHASs and showed that every ideal hierarchical access structure
is of this form or it can be obtained from a structure of this form by removing some participants. Moreover,
they presented a general method to construct ideal linear schemes realizing multipartite access structures.
Specially, to construct a secret sharing scheme realizing a given multipartite access structure, first find an
integer polymatroid associated to the access structure, then find a representation of the integer polymatroid
over some finite field, and third find a representation of the matroid associated the access structure over some
finite extension of the finite field based on the representation of the integer polymatroid. The result in [18]
implies the matroid can be used to construct an ideal linear scheme realizing the access structure. In particular,
based on this general method, the efficient constructions of some ideal compartmented schemes were obtained
in [12].

1.2 Our Results

In this paper, we study how to construct secret sharing schemes realizing multipartite access structures. The
main results are the constructions for IHASs, a family that contains all ideal hierarchical access structure as
a particular case such as DHTASs and CHTASSs, the constructions for three families of compartmented access
structures such as UCASs, LCASs and ULCASSs, and the constructions for two families of compartmented ac-
cess structures with compartments such as compartmented access structures with hierarchical compartments
and compartmented access structures with compartmented compartments. We give efficient methods to explic-
itly construct ideal linear schemes realizing these access structures combining the general polymatroid-based
method in [18] and Brickell’s method to construct ideal linear schemes for DHTASs in [9]. The ideal of our
construction is described as follows.

Our method to construct multipartite schemes is closely related to the representations of the multipartite
matroid associated to the given multipartite access structure. The problem of how to obtain a representation
of the multipartite matroid can be transformed to find a matrix M such that its some special submatrices are
nonsingular. Thus, our main goal is that providing a polynomial time algorithms to construct such a matrix M
such that all the determinants of those special submatrices are nonzero over some finite fields. More precisely,
we construct the matrix M with special form such that every determinant of those submatrices can be viewed
as a nonzero polynomial on x of the form z¢f(x) over some finite field F,, where £ is an non-negative integer
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and the degree of f(z) is at most ¢. Based on such a matrix M, over F » with A > ¢, the algorithm given by
Shoup [35] implies a representation of the matroid associated the given access structure can be found in time
polynomial in the size of the ground set.

The idea of finding a matrix M such that the determinants of some of its submatrices are denoted by a
nonzero polynomial on x comes from Brickell [9]. This is the key to find a representation of the matroid. This
is related to the determinant function of matrix. To solve this question, we introduce approaches to calculate
two class of matrices with special form, one can be applied to the constructions for IHASs and another one
can be applied to the constructions for compartmented access structures.

Specifically, based on the integer polymatroids associated to those families of multipartite access structures
presented in [18-20], for every family of access structures above, we give an efficient method to find a repre-
sentation of the integer polymatroid over some finite field, and then over some finite extension of that field,
we give an efficient method to find a presentation of the matroid associated to the integer polymatroid. Ac-
cordingly, we construct ideal linear schemes for those access structures. First, we construct a [ -representation
of an integer polymatroid that is as simple as possible. The representations associated to those families of
access structures are constructed based on unit matrix or Vandermonde matrix. Second, based on the special
representation for some access structure, we construct the matrix M satisfied the required conditions such
that every determinant of some of its submatrices can be viewed as a nonzero polynomial on x over F,. Thus,
a representation of the matroid associated the given access structure can be found in time polynomial in the
size of the ground set by the algorithm in [35].

In addition, we compare our results with the efficient methods to construct hierarchical secret sharing
schemes from [9,37] in Section 4.3, and in particular, we point out that our construction for DHTASs is the
same as the one in [9], but we improve the bound for the size of the ground set. We also compare our results
with the efficient methods to construct compartmented secret sharing schemes from [12] in Section 5.4.

1.3 Organization of the Paper

Section 2 introduces some knowledge about access structures, secret sharing schemes, polymatroids, matroids,
and the methods to construct secret sharing schemes by matroids and polymatroids. Section 3 introduces
the approaches to calculate the determinant functions of two classes of matrices with special form. Section 4
gives two classes of constructions for ideal linear secret sharing schemes realizing IHASs. Section 5 constructs
ideal linear secret sharing schemes realizing UCASs, LCASs and ULCASs. Section 6 constructs ideal linear
secret sharing schemes realizing two families of compartmented access structures with compartments. Section
7 concludes the paper.

2 Preliminaries

We introduce here some notation that will be used all through the paper. In particular, we recall the compact
and useful representation of multipartite access structures as in [18-20].

We use Z, to denote the set of the non-negative integers. for every positive integer ¢ we use the notation
[i] :=={1,...,i} and for every 4, j € Z, we use the notation [i, j] := {7,...,7} with ¢ < j. Consider a finite set J
and given two vectors u = (u;);es and v = (v;);eg in Zi, we write u < v if u; < v; for every ¢ € J. The modulus
lu| of a vector u € Z7 is defined by |u| = >, ; u;. For every subset X C J, we notate u(X) = (u;)iex € 2.
For every positive integer m, we notate J,, = {1,...,m} and J/, = {0,1,...,m}. Of course the vector notation
that has been introduced here applies as well to Z" = Z'J]r’”.

2.1 Access Structures and Secret Sharing Schemes

Let P = {p1,...,pn} denote the set of participants and its power set be denoted by P(P) = {V : V C P} which
contains all the subsets of P. A collection I" C P(P) is monotone if V € I' and V C W imply that W € I". An
access structure is a monotone collection I" C P(P) of nonempty subsets of P. Sets in I" are called authorized,
and sets not in I" are called unauthorized. An authorized set V € I' is called a minimal authorized set if for
every W ¢ V, the set W is unauthorized. An unauthorized set V ¢ I' is called a mazimal unauthorized set if
for every W 2 V), the set W is authorized. The set I'™* = {V : V¢ ¢ I'} is called the dual access structure to
I'. Tt is easy to see that I'* is monotone too. In particular, an access structure is said to be connected if all
participants are in at least one minimal authorized subset.
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A family I = (I1;);¢.,, of subsets of P is called here a partition of P if P = UieJm II, and I, NII; = 0
whenever i # j. For a partition II of a set P, we consider the mapping II : P(P) — Z7 defined by II(V) =
(IVNILi|)ie,,. We write P = II(P(P)) = {u € Z7 : u < II(P)}. For a partition II of a set P, a II-permutation
is a permutation o on P such that o(II;) = II; for every part II; of II. An access structure on P is said to be
II-partite if every II-permutation is an automorphism of it.

As in [18-20], we describe a multipartite access structure in a compact way by taking into account that its
members are determined by the number of elements they have in each part. If an access structure I" on P is
II-partite, then V € I' if and only if II(V) € II(I"). That is, I" is completely determined by the partition II and
set of vectors II(1") € P C Z7'. Moreover, the set II(I") C P is monotone increasing, that is, if w € II(I") and
v € P is such that u < v, then v € II(I"). Therefore, II(I") is univocally determined by minII(I"), the family
of its minimal vectors, that is, those representing the minimal qualified subsets of I". By an abuse of notation,
we will use I" to denote both a II-partite access structure on P and the corresponding set II(I") of points in
P, and the same applies to min I

Now, we introduce some families of multipartite access structures.

Definition 1. (Ideal hierarchical access structures) Take I::, k € Z' such that 1%1 =0 and IA@ < /Afi+1 <
k; < kiy1 fori € [m—1]. The following access structures are called ideal hierarchical access structures (IHASs)

I'={ueP: [u([f])| >k, for some (€ J,, and |u([i])|> ki, for all ie[¢ —1]}. (1)

In particular, if k; = 0 for every i € J,, and 0 < k1 < -+ < ky, = k, then IHASs is the disjunctive
hierarchical threshold access structures (DHTASs), which can be denoted by

I'={ueP: |u([i])|>k; for some i€ Jp,}, (2)

and if 0 = 1%1 < < lAcm and k1 = --- = k,, = k then IHASs is the conjunctive hierarchical threshold access
structures (CHTASs), which can be denoted by

I'={ueP:|u([i])|>Fk; for all i J,,}, (3)
where k; = lAcH_l for i € [m — 1] and [P— .

Definition 2. (Compartmented access structures) Take t, v € Z' and k € N such that t < r <II(P),
[t| <k < |r| and r; < k for every i € J,,. The following access structures are called compartmented access
structures with upper and lower bounds (ULCASSs)

mnl'={uecP:|lu/=Fkand t <u <r}. (4)

Particularly, if » = II(P), then ULCASs is the compartmented access structure with lower bound (LCASs),
which can be denoted by
minI" ={u € P:|u|=Fk and u > t}, (5)

and if ¢ = 0, then ULCASs is the compartmented access structure with upper bound (UCASs), which can be
denoted by
mnl"={ueP:|u/=Fkand u <r}. (6)

In addition, we will introduce the definitions of two families of compartments access structures with com-
partments in Section 6.

We next present the definition of unconditionally secure perfect secret sharing scheme as given in [13, 3].
For more information about this definition and secret sharing in general, see [2].

Definition 3. (Secret sharing schemes) Let P = {p1,...,pn} be a set of participants. A distribution
scheme X = (P, u) with domain of secrets S is a pair, where p is a probability distribution on some finite set
R called the set of random strings and @ is a mapping from S X R to a set of n-tuples S1 X Sy X -+ X Sy,
where S; is called the domain of shares of p;. A dealer distributes a secret s € S according to X by first
sampling a random string r € R according p, computing a vector of shares ®(s,r) = (s1,...,Sn), and privately
communicating each share s; to participant p;. For a set V C P, we denote $v,(s,r) as the restriction of &(s,r)
to its V-entries (i.e., the shares of the participants in V).

Let S be a finite set of secrets, where S > 2. A distribution scheme X = (@, ) with domain of secrets S is
a secret sharing scheme realizing an access structure I' C P(P) if the following two requirements hold:



6 Q. Chen et al.

CORRECTNESS. The secret s can be reconstructed by any authorized set of participants. That is, for any
authorized set V € I' (where V = {pj,,...,pi, }), there exists a reconstruction function Recony : S;; X -+ X
Sijy; = S such that for every s € S and every random string r € R,

Recony (Dy (s, 7)) = s.

PRIVACY. Every unauthorized set can learn nothing about the secret (in the information theoretic sense)
from their shares. Formally, for any unauthorized set W ¢ I', every two secrets s,s' € S, and every possible
|W|-tuple of shares (8;)u;ew,

Pr[@w(s,7) = (si)u;ew] = Pr[®w(s’,7) = (si)u,ew]
when the probability is over the choice of r from R at random according to p.

Definition 4. (Ideal linear secret sharing schemes) Let P = {p1,...,pn} be a set of participants. Let
Y = (P, ) be a secret sharing scheme with domain of secrets S, where p is a probability distribution on a set
R and @ is a mapping from S X R to S X Sy x --- X S,,, where S; is called the domain of shares of p;. We say
that X is an ideal linear secret sharing scheme over a finite fielld K if S =81 =--- =8, =K, R is a K-vector
space, @ is a K-linear mapping, and p is the uniform probability distribution.

In this paper, we focus on unconditionally secure perfect ideal linear secret sharing schemes.

2.2 Polymatroids and Matroids

In this section we introduce the definitions and some properties of polymatroids and matroids. Most results of
this section are from [18-20]. For more background on matroids and polymatroids, see [30,40, 32, 25].

Definition 5. A polymatroid S is defined by a pair (J,h), where J is the finite ground set and h : P(J) — R
is the rank function that satisfies

1) h(0) =0;

2) h is monotone increasing: if X CY C J, then h(X) < h(Y);

3) h is submodular: if XY C J, then h( X UY)+ (X NY) < h(X)+ h(Y).

An integer polymatroid Z is a polymatroid with an integer-valued rank function h. An integer polymatroid
such that h(X) < |X| for any X C J is called a matroid.

While matroids abstract some properties related to linear dependency of collections of vectors in a vector
space, integer polymatroids do the same with collections of subspaces. Suppose (V;);cs is a finite collection
of subspaces of a K-vector space V, where K is a finite field. The mapping h(X) : P(J) — Z defined by
h(X) = dim(}_,. x V4) is the rank function of an integer polymatroid with ground set .J. Integer polymatroids
and, in particular, matroids that can be defined in this way are said to be K-representable.

Following the analogy with vector spaces we make the following definitions. For an integer polymatroid Z,
the set of integer independent vectors of Z is

D={uecZ]: |uX)| <hX) for every X C J},

in which the maximal integer independent vectors are called the integer bases of Z. Let B or B(Z) denote the
collection of all integer bases of Z. Then all the elements of B(Z) have the identical modulus. In fact, every
integer polymatroid Z is univocally determined by B(Z) since h is determined by h(X) = max{|u(X)|: u €
B(Z)}.

Given an integer polymatroid Z = (J,h) and a subset X C J, let Z|X = (X, h) denote a new integer
polymatroid restricted Z on X, and B(Z,X) = {u € D : supp(u) C X and |u| = h(X)} where supp(u) =
{i € J : u; # 0}. Then there is a natural bijection between B(Z, X) and B(Z|X).

We next introduce the sum operations on integer polymatroids. Consider two integer polymatroids Z; and
Z5 on the same ground set J while with different rank functions hi, ho. Their sum is a new integer polymatroid
Z = (J,h) = Z1+ Z5 such that h = hy + hs. In particular, if Z; and Z5 are K-representable, then Z = Z; + Z
is K-representable too. Precisely, if Z1 and Z; are represented by vector subspaces (V;);c; of V and (W;);c s of
W, respectively, then Z = Z; + Z5 is represented by the vector subspaces (V; X W;);cs of V- x W. In particular,
the integer bases of Z satisfies the following property.
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Proposition 1. ([32]) B(Z)=B(Z2,) + B(Z3)={a+b:ac B(Z,),be B(Z,)}.
Finally, we introduce a class of polymatroids as follows.

Definition 6. (Boolean polymatroids) Let S be a finite set and consider a family (S;):cs of subsets of S.
The mapping h : P(J) — Z defined by h(X) = [|U;c x Sil is clearly the rank function of an integer polymatroid.
Integer polymatroids that can be defined in this way are called Boolean polymatroids.

Boolean polymatroids are very simple integer polymatroids that are representable over every finite field K.
If |S| = t, we can assume that S is a basis of the vector space V = K. For every i € J, consider the vector
subspace V; = (S;). Obviously, these subspaces form a K-representation of a polymatroid.

2.3 Secret Sharing Schemes, Matroids and Polymatroids

In this section we review the methods to construct ideal linear secret sharing schemes for multipartite access
structures by matroids and polymatroids. Most results of this section are from [18-20]. We first introduce the
method to construct ideal linear schemes by matroids.

Let P = {p1,...,pn} be a set of participants and py ¢ P be the dealer. Suppose M is a matroid on the
finite set P’ = P U {po}, and let

Ly (M) = {AC P : h(AU {po}) = h(A)}.

Then I}, (M) is an access structure on P because monotonicity property is satisfied, which is called the port
of the matroid M at the point pg.

Matroid ports play a very important role in secret sharing. Brickell [9] proved that the ports of representable
matroids admit ideal secret sharing schemes and provided a method to construct ideal schemes for ports of
K-representable matroids. These schemes are called a K-vector space secret sharing schemes. This method was
described by Massey [28,29] in terms of linear codes. Suppose M is a k X (n + 1) matrix over K. Then the
columns of M determine a K-representable matroid M with ground set P’ such that the columns of M are in
one-to-one correspondence with the elements in P’. In this situation, the matrix M is called a K-representation
of the matroid M. Moreover, M is a generator matrix of some (n+1, k) linear code C over K, that is, a matrix
whose rows span C. A code C of length n+ 1 and dimension k is called an (n + 1, k) linear code over K which
is a k-dimensional subspace of K™t!. A secret sharing scheme can be constructed by the matrix M based the
code C as follows.

Let s € K be a secret value. Secret a codeword ¢ = (¢, c1,...,¢,) € C uniformly at random such that
¢op = s, and define the share-vector as (cy,...,cy), that is ¢; is the share of the participant p; for i € [n]. Let
LSSS(M) denote this secret sharing scheme.

Theorem 1. ([28]) LSSS(M) is a perfect ideal linear scheme such that a set V C P is qualified if and only
if the first column in M is a linear combination of the columns with indices in V.

The dual code C* for a code C consists of all vectors ¢+ € K"*! such that (c*,¢) = 0 for all ¢ € C, where
(-, denotes the standard inner product. Suppose M and M* are generator matrices of some (n + 1, k) linear
code C and its dual C over K, respectively. Then LSSS(M) and LSSS(M*) realize I' and I'*, respectively.
Sometimes it is not easy to construct an ideal linear scheme for a given access structure I' directly. In this
case we can first construct a scheme for I'* and then translate the scheme into an ideal linear scheme for I'™*
using the explicit transformation of [21]. In Section 5.2, we will present the construction for LCASs (5) by this
method.

Brickell’s method can be applied to construct such schemes. Nevertheless, it is difficult to determine whether
a given access structure admits an ideal linear secret sharing scheme or not. Moreover, even for access structures
that admit such schemes, it may not be easy to construct them. Some strategies based on matroids and
polymatroids were presented in [18,20] to attack those problems for multipartite access structures.

The relationship between ideal multipartite access structures and integer polymatroids is summarized as
follows.

Theorem 2. ([18]) Let II = (I1;);c,, be a partition of the set P, and Z' = (J],, h) is an integer polymatroid
such that h({0}) =1 and h({i}) < |IL;| for every i € Jy,. Take I5(2') ={X C Jp, : h(X U{0}) = h(X)} and

Ih(Z2 ) ={u€eP: there exist X € I[1(Z’) and ve B(Z'|J,,, X) such that v<u}.
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Then I' = Ih(Z2',11) is a II-partite access structure on P and a matroid port. Moreover, if Z' is K-representable,
then I' can be realized by some L-vector space secret sharing scheme over every large enough finite extension
L of K. In addition, Z' is univocally determined by I' if it is connected.

The general method presented by Farras et al. [18] to construct ideal schemes for the multipartite access
structures satisfying the conditions in Theorem 2 is summarized as follows.

Let Iy = {po} and II" = (Il;);cs;, be a partition of the set P’ = P U {po} such that |II;| = n;. Given a
connected Il-partite access structure I" satisfying the conditions in Theorem 2.

Step 1. Find an integer polymatroid Z’ such that I' = I'5(Z/,10);
Step 2. Find a representation (V;)ics: of 2’ over some finite field K;
Step 3. Over some finite extension of K, find a representation of the matroid M such that I" is a port of M.
More precisely, construct a k x (n + 1) matrix M = (My|M;|- - - |M,,) with the following properties:
1. k=nh(J),) and n = > 1" n;;
2. M; is a k x n; matrix whose columns are vectors in V;;
3. M, is nonsingular for any u € B(Z’), where M,, is the k x k submatrix of M formed by any u; columns
in every M.

Farras et al. [18-20] proved that all the multipartite access structures introduced in Section 2.1 are connected
matroid ports. Moreover, they presented the associated integer polymatroids and proved that they are rep-
resentable. Therefore, the results in [18-20] solve Step 1. In this paper, we will give an efficient method to
explicitly solve Steps 2 and 3, and hence to construct ideal linear schemes for those families of access structures.
Our method is based on the properties of determinant functions.

3 Some Properties of Determinant Functions

In this section, we study determinant functions of two classes of matrices with special form, which will be
applied to the constructions of representations of matroids associated to multipartite access structures.

3.1 The First Class of Matrices

In this Section, we introduce the approach to calculate the determinant of a class of matrices with special
form. This approach is very useful to calculate the determinant of the matrices with some zero blocks. This
class of matrices will be applied to the construction of representable matroid associated to THASs. We will use
the well known Laplace Expansion Theorem of determinant.

Theorem 3. (The Laplace Expansion Theorem) Take a n X n matriz A. Let r = (r1,...,rg) be a list
of k column indices for A such that 1 <ry <--- <r <n wherel <k <n andt = (t1,...,tx) be a list of k
row indices for A such that 1 <t; < - - < tp < n where 1 < k < n. The submatriz obtained by keeping the
entries in the intersection of any column and row that are in the lists is denoted by S(A : r,t). The submatriz
obtained by removing the entries in the columns and rows that are in the list is denoted by S'(A : r,t). Then
the determinant of A is

det(A) DTS (1) det (S(A : 7, t)) det (S'(A : 7,1)),
teT

where T denotes the set of all k-tuples t = (t1,...,tg) for which 1 <ty < - - <t < n.

Ezample 1. Take a 7 x 7 matrix A = (A;|A2|As) where A; and Ay are 7 x 2 blocks, and As is a 7 x 3 block.
Then the determinant of A can be calculated as follows.
Take 1 = (r1,1,71,2) = (1,2) and ¢1 = (t1,1,%1,2). Then from Theorem 3,

det(A) DM (—1)! det (S(A < 7y, 1)) det (S'(A: 71, 1)),
t1€T1

where 77 denotes the set of all 2-tuples 1 = (t11,t1,2) for which 1 < ¢17 < t12 < 7. We proceed to
calculate det(S’(A : Tl,tl)) by Theorem 3. Take To = (7‘271,7’272) = (3,4)7 T = (7”1,’!‘2) = (’I"171,?”172,7‘2,1,7’272)7
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tz = (t271,t272), t= (tl,tz) = (t171,t1,2,t271,t2,2), and let 75 denote the set of all 2—tuples t2 = (t271,t2,2) for
which 1 < t271 < t272 < 7. For a given t1 = (t1717t172), let

Ta(t1) = To\{(t21,t2,2) 1 ta1 € {t11,t1 2} or tao € {t11,t12}}

Then
’ det(S(Airy,te)) = (-1l Y (—1)*2ldet(S(A:ira,ta))det(S(Aimyt)).
t2€T2(t1)

Hence the determinant of A can also be denoted by

det(A)=(D"> " " ()l¥ldet (S(A:ry,t1))det (S(A:ra,ta))det (S'(A:7,1)).
t1€T1t2€T2(t1)

In general, we have the following result.

Proposition 2. Take a n X n matric A = (A1|---|A;) where A; is a n X n; matriz, and take ng = 0. For
every i € J, letri = (riq,... ,ri,ni) (Z; }) nj+1,. Z;‘:o nj), and t; = (ti1,...,tin,) be alist of n; row
indices for A; such that 1 <t;1 < -+ <t;n, <n. Take r=(r1,...,"m) and t = (t1,...,tm). Let T; denote
the set of all n;-tuples t; = (t;1,. .. ,tl,m) for which 1 <t;; <--- <t1n, <n. Foragwent; = (t;1,...,t1n,),
take S(t;) = {ti1,... tin,}, and for given ty = (ty 1, ... tyy,) with i’ € [i — 1], take

Ti(tr, ' €li — 1)) = T\{(ti1s - tin,) JEUZ/ L S(tir) for some j € [n;]}.
Then

det(A)= ‘le Z Z 1)t Hdet S(A:r;t;))det(S'(A:r,t)).

t1€T1 t2€T2(t1)  tym—1€Tma(t;r,
i'€[m—2])

Proof. Theorem 3 implies

det(A)=(—1) 1y (1)1l det (S( Ay 1)) det(S( Ay, t1)).

t1€T1

We proceed to calculate det(S’(A : r1,%1)) by Theorem 3 and the following result can be obtained

det(S(A:r1,t1))=(—1)"21 Y " (=1)/*2l det(S(A:ra,ta)) det(S'(Ax(r1,m2),(t1,t2)).
t2€T2(t1)

Accordingly, det(S"(A: (r1,...,r:),(t1,...,t;))) can be obtained by Theorem 3 for i € [2,m — 1], and the result
follows. O

Ezample 2. Take
a1,1 a1,2 0 0 0 0 0
a1 azzlazzazsl 0 0 0
a3,1 3,2(03.3 43,4|43,5 A3,6 @3,7
A= 0 0 |ag3 a44|aa5 as6 aa7
0 0 |as3 asalass ase as.7
0 0 0 0 ae,5 G6,6 46,7
0 0 0 0 ar.s ar.e a7

Then from Example 1,

det(A)= MZ Z D)t det(S(A:ry,t1))det(S(A:ra,ts))det(S" (A:7,t)).
t1€T1t2€T2(t1)

Note that the 77 and 75 are different from the ones in Example 1. Here, there are some zero blocks in A. In
this case, T; denotes the set of all 2-tuples t1 = (¢1,1,¢1,2) for which 1 <11 < ¢;2 < 3 and T denotes the set
of all 2-tuples to = (f,g,l,tgg) for which 2 < t2,1 < t272 < 5.

This example implies that Proposition 2 is more suitable for calculating the determinant function of the
matrix which has more zero blocks in its submatrices consist of some columns.
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3.2 The Second Class of Matrices

In this section, we introduce the calculation approach to the determinant function of another class of matrices
with special form. These matrices will be applied to the construction of representable matroid associated to
UCASs and LCASs. Recall that the determinant function is linear in the columns of a matrix as follows.

Proposition 3. If a and b are scalars, & and B3 are columns vectors, and B is some matriz, then det ((ad +

b3 |B)) = adet ((& |B)) + bdet (3 |B)).

Ezample 3. Let A; = (ayp)2x3 and B; = (byv)3x2 be a 2 x 3 matrix and a 3 x 2 matrix, respectively. Then
AB = (Zi:l biy 18, | Zi:l bi, 284,) is a 2 X 2 matrix, where @; denotes the ith column of A. Hence, from
Proposition 3,

i big,za’i2>>

=1

det(AB) Z bi, 1 det ((a

211

3 3
= Z Z bs,,1bi, 2 det ((ah |C_l,;2))

i1=1142=1
= b1}1b2)2 det((&l ‘C_Lz)) +b171b372 det((ﬁl |C_l.3)) +b2)1b172 det((&2|61))
—|—b2,1b3,2 det((az‘a:«;)) +b371b172 det((a3|&1)) +b371b272 det(((_13|62))

= ) det <Zﬂ}»1 Zih?) det ((a@j,|@j,))-

— 1 2
1<ji<jp<3 N 7P
In general, we have the following proposition.

Proposition 4. Take a k x k matriz (AB|D) where A = (ay,) i a k x r matriz, B = (b, ) is a r x| matriz,
and k > r > 1, and take § = (j1,...,41) such that 1 < j; < --- < j; <r. Let A(j) and B(j) denote the k x I

submatrixz formed by the jith column, ..., jith column of A and the I x | submatriz formed by the jith row,
.., Jith row of B, respectively. Then

det ((AB|D)) = Y _ det (B(4)) det ((A(4)|D)),
jeJ
where J denotes the set of all l-tuples j = (j1,...,51) for which 1 < j3 <--- < j <.
Proof. If there are two identical columns in a square matrix, then its determinant equals 0. Therefore, from
this and Proposition 3,
det ((AB|D)) = det <(Z bi, 1G4, | - ’an 1@, ))
11= 1 1= 1

> ( 11 bl-q,,v) det ((@s, |- - -|a@;,|D))

iy E[r],vell] ve(l]

=37 (1 bivw) det (@] -+l D)),

i vel(l]

where the summation is over all I-tuples ¢ = (i1,...,4%;) for which i, € [r] and ¢, # i, v £ V" € [I].
For a given j = (j1,...,41) such that 1 <j; <--- < j; <7, let S(j) denote the set of all the permutations
on the set {j1,...,7}. we claim that

> (T bivws) det (@, |-+ 15,1 D)) = det (B(3)) det ((A(5)|D))

i€s() wvell]

Without loss of generality, we may assume that j = (1,...,1), that is j, = v with v € [I]. Then

(Hbzu v) det (@i, |- -|@;,|D)) = sgn(i (Hbzu v) det ((@1|---|ai|D)),

vel(l] vel(l]
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where sgn(i) denotes the sign of i. Note that for j = (1,...,1),
Z sgn(1 ( H blmv) = det (B(j)).
1€S(J) ve(l]
This implies the claim, and the result follows. ad

We next give a formula to calculate the determinant function of a matrix with special form which will be
used to the schemes for compartmented access structures.

Proposition 5. Let G = (A1 B1]---|AmBm) be a k X k matriz such that A; is a k x r; block and B; is
a r; X l; block, where I; < r; < k and 2111 l; = k. For any 3; = (Jia,.-.,Ji1,) with i € J,, such that
1<ygi1 <+ <Jgig; <, let Ai(di) and B;(3;) denote the k x I; submatriz formed by the j; 1th column, ...,
Jil; th column of A; and the l; x l; submatriz formed by the j; 1th row, ..., ji i, th row of B;, respectively. Then

det(G Z (Hdet )det ((Al(j1)|""Am(jm))>,
Ji,i€[m] =1
where the summation is over all l;-tuples j; = (Jin,- - ., Jig;) With @ € Jy,, for which 1 < j;1 < -+ < jig, <15.

Proof. Let A; = (ag)v) with u € [k] and v € [r;], B; := (bgf)v) with u € [r;] and v € [I;], and &gi) denote the
jth column of matrix A;. From Proposition 4,

—(1) ~(1)
det = det <(Zb71 1,1 111 Z bhl lla"rll

11, 1=1 'Lll

AQBQ‘ . ‘AmBm))

=" det (Bi (1)) det ((Al(j1)|AgBQ| o |AmBm)>,

J1
where the summation is over all l1-tuples j1 = (j1,1,--.,71,,), for which 1 < 31 < -+ < g1, < r1. The
conclusion can be obtained by computing A;B; for ¢ € [2,m] using the similar method to A; B;. O

4 Secret Sharing Schemes for Ideal Hierarchical Access Structures

In this section, we construct ideal linear secret sharing schemes realizing THASs by an efficient method. We
will present two classes of constructions based on the same representation of an integer polymatroid. We first
present an integer polymatroid 2’ satisfying Theorem 2 such that the IHASs (1) are of the form Ip(Z2’,1I).

Given two vectors lz:, k € Zi’/" such that l%o = 1%1 =0,k =1, k,, =k, and l%l < /%Hl < ki < kit
for i € [0,m — 1], consider the subsets S; = [k; + 1,k;] of the set S = [k] and the Boolean polymatroid
2! = Z'(k, k) with ground J/, defined from them. The following result was presented in Section IX of [19].

Lemma 1. Let IT = (I1;);cy, be a partition of the set P with [IL;| > h({i}) = k; — k;. Then the IHASs (1)
are of the form I'y(Z2',10).

Now we introduce a linear representation of the polymatroid defined in Lemma 1, that is a collection
(Vi)ieas, of subspaces of some vector space. Recalled that Boolean polymatroids are representable over every
finite field. Here, we give a simple representation of Z’ based on the unit matrix as follows.

Take a k x k unit matrix Iy, and for every i € J/,, let E; denote the submatrix formed by the (IA@ + 1)th
column to the k;th column of Ij,. Consider the Fy-vector subspace V; C IF’C spanned by all the columns of F;.
Let the integer polymatroid Z’ = (J},, h) such that h(X) = dim (>, V) for every X C J; . We have the
following result.

Proposition 6. For the integer polymatroid Z' defined above, the IHASs (1) are of the form Ih(Z',1I) and
B(Z'") = By U By, where

B :{uEZﬁ”’: lu|=Fk,uo=0 and k; 1< |u([i])| <k; for all ie[m—1]}, ™)
Bo=fueZ: ju|=k,up=1 and ki1 —1 <|u((i])| <k;i—1 for all i€ [m—1]}.
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Proof. Suppose the set S = [k] and the subsets S; = [k; + 1, k;] for every i € J/,. Then for every X C J/

h(X) =dim (Y ;e Vi) = | Uiex Si|. This implies Z’ is a linear representation of the polymatroid Z’ (k, k:)
and the first claim follows. In addition, since I, is nonsingular and E; is an submatrix of I}, for every i € J/ |
it follows that any k distinct columns vectors from E; with ¢ € J/ are linearly independent, and the second
claim follows. 0O

This proposition implies that the collection (V;);c: is a linear representation of the integer polymatroid
Z' associated to the IHASs (1). We will present two class of constructions for ideal linear schemes realizing
IHASs by representable matroids obtained based on Z’.

4.1 Construction for Ideal Hierarchical Access Structures

In this section, we represent a class of ideal linear scheme for IHASs, which can be obtained by a representation
of the matroid associated to IHASs.

Suppose Iy = {po} and let I = (II;);c;, and II = (II;);e,,, be the partition of P" = P U {pg} and P,
respectively, such that |II;| = n;. For every i € J,,, take different elements 3; , € F\{0} with v € [n;] and
define a (k; — l%l) X m; matrix

B’L = ((ﬁi,vxm_i)u_l) u e [kz — ki]7 v E [nz]
Let a k x (n + 1) matrix be defined as
M = (Mo|My] - - |My,), (8)

where My = (1,0,...,0)7 is a k-dimensional column vector and M; = E;B; for every i € J,,. Then the secret
sharing scheme LSSS(M) is as follows:

Secret Sharing Scheme.

1. Let s € K be a secret value. The dealer chooses randomly a k-dimensional vector a such that aM, = s;
2. The share of each participant p; ; from compartment 1I; is abz:j, where bg:j denotes the jth column of M;
with 7 € Jp, and j € [n].

We proceed to show that LSSS(M) is a perfect ideal linear scheme realizing ITHASs. This can be done by
proving M is a representation of the matroid associated the THASs (1). Obviously, M satisfies the first two
conditions in Step 3 of Section 2.3. We will prove that it satisfies the third condition too. We first give the
following lemmas.

Lemma 2. For any u € By, (7), det(M,,) is a nonzero polynomial on x of degree at most K where

iy

m—

%Z kil =1) = Y (m = i) (ks = ki)

1=2

Proof. For every ¢ € J,,,, take R
Bi=(8iy") ek — ki, veni,

and for any u € By, (7), let B;(u;) and Bj(u;) denote the submatrices formed by any u; columns in B; and
B, respectively.

Let us exemplify how such an event may occur. Assume, for example, that m = 3, k = (k1, ko, k3) = (3,5,7),
k= (12:1, ko, ];‘3) =(0,1,2). Take u = (uy,uz,us) = (2,2,3) and the corresponding matrix M,, has the following
form:

1 1 0 0 0 0 O
5171x2 51’2‘%2 1 1 0 0 0
(B112%)? (B1,22%)?| Boaz  Poor |1 1 1
M, = 0 0 (B2,1%)? (B2,22)%|B3,1 P32 B33
0 0 (ﬂzw)g (52,233)3 53?,1 53?,2 B§,3
0 0 0 0 |85 65,033
0 0 0 0 |31 P32 P33
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Supposel <t11 <t12 < 3 2 <t21 < tgg <5, 3 < t31 <t32 <t33 < 7 and{t1 1,t12,t21,t22,t31,t32,t33} =
[7]. Let By and B’ be the blocks formed by the ¢1 1th and #; oth rows of By(u1) and Bj(u1), respectively, By
and B2 be the blocks formed by the ¢5 1th and t5 oth rows of Ba(ug) and Bj(us), respectively, and B; and Bg
be the blocks formed by the t3 1th, ¢35 2th and t3 sth rows of Bs(ug) and Bj(us), respectively. Then Proposition
2 implies that the summation in det(M,,) can be denoted by

lazzt| = det(By) det(By) det(Bs) = det(By) det(BS) det(B})x!

where t = 2(1;1’1 — 1) + 2(151’2 — ].) + (tg’l - 2) + (t2’2 - 2) Therefore, when t171 = ]., t172 = 2, t271 = 3 and
ta = 4, t is minimal. In this case t = 5 and B with i € [3] are all nonsingular. This implies a5 # 0.

In addition, take w’ = (u},u,u}) such that w’([{]) = k; for every ¢ € [3]. Then u’ € B;. In this case let
By =1t =2t g=3th, =4, th, =5t =6andth, =7 thent <230 (t, , —1)+30_(th, —2) =
11. Therefore, det(M,,) is a nonzero polynomial on = of degree at most 11. In fact, by computing, we have
t < 11.

In general, for any u € By, let B; and E{ be the blocks formed by all the ¢; ; th rows of B;(u;) and B (u;),
respectively, where i’ € [u;] such that

]Afi +1< ti,l << ti,ui <k and inl {ti,i’ = [u,]} = [k]

Then Proposition 2 implies that the summation in det(M,,) can be denoted by

lagxt| = Hdet(Bi) = Hdet(B’ xt
i=1 i=1
where

m—1 Us m—1 j w;
=Y (=)t~ k=) = 3 (Z(Z wki-1)). ©)
i=1 i'=1 j=1 Ni=1 =1
For every j € [m — 1], take T = Zj (>0 (b — ki — 1)). We have that T,,,—; is minimal if [J]" {tl i
i' € [ug)} = [Ju([m — 1])|]. In this case Tp,— is minimal if (J]] 2 {tiir +i" € [wi]} = [Ju(lm —2))[]. Therefore,
t is minimal if ngl {tis " € [w]} = [Ju([j])|] for all j € [m — 1]. This implies that t;,, = ¢’ and
ti = |u([i — 1])| + ¢ for i € [2,m — 1]. Hence,

tZ(mfl)lefl +22< 2(|u([21])|+zkl)) to.

In this case each B{ is nonsingular since it is the square submatrix formed by the successive u; rows of Bi(u;).
This implies that a, # 0.

In addition, take a vector w’ € Z' such that |u([i])| = k; for every i € Jy,. Then w’ € B;. In this case
t1 =14 with ¢’ € [k1] and ti o = ki_1 +4 with i € [2,m — 1] and ¢’ € [k; — k;_1]. Then

k1 m—1 ki—ki1
t<(m—1)Z(z'—1)+Z((m—z) (kiy +i' — & —1))
i'=1 =2 i'=1
k1 m—1 ki—kia m—1 ki—ki
= (m-1)Y (' -1) +Z((m S (ki ti 71)>72(m71) Sk
i'= i=2 i'=1 i=2 V= (10)
m—1 m—1
= (1+2+ +(kz_1))_ ( )(k — ki 1)k
i=1 1=2
1 m—1 m—1
=3 ki(ki—1) — (m —i)(k; — ki—1)k
i=1 i=2
This implies the conclusion. a

Lemma 3. For any u € By, (7), det(M,,) is a nonzero polynomial on x of degree at most K.
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Proof. Let M " denote the submatrix obtained by removing the first row and the first column of M and take
k', k" € Z7 such that for every i € J,,, ki = k; — 1, and k’ = k; if k; = 0 and k’ = k; — 1if k; > 0. For every

i € Jpm, let E! denote the submatrix formed by the (k; + 1)th column to the the k/th column of Ij_;. Let D
and D} denote the submatrices formed by the last k] rows of By and Bj, respectively. For every i € [2,m], if
k; =0, let D; and D} denote the submatrices formed by the last k; — 1 rows of B; and Bj, respectively, and if
k; >0, let D; = B; and D} = Bj. Then
M" = (Mj|---|My,)

where M! = E!D; and for any u € Ba, (7), det(M,,) = det (M;(Jm)). In particular, for any u € Bay, (7),
12:2+1 < |u([i])| < K, for all i € [m — 1] and |u| = k — 1. Therefore, this claim can be proved by the the same
method in the proof of Lemma 2. R

For any u € Ba, (7), let Dj(u;) denote the block formed by any w; columns in D}, and let D} be the block
formed by all the ¢; ;th rows of D/(u;). Here, ¢’ € [u;] such that k] +1 <t;1 < - <t;,, <k} and ", {t“-/ :
i’ € [u;]} = [k—1]. Then the summation in det (M;(Jm)) can be denoted by |byx? | = [/, det(D})2! . Similar
0 (9),

o= mi:l ((m — i) i(ti,i/ — k- yi))
=1 /=1

Whereyizoifﬁgzoandyizlifiﬁ>0.Fr0ml%§:1%iifl%izoandfﬁ;:ffi—lifffi>07wehave

((m — ) i(ti,ﬂ - 1%1»)).

Similar to the proof in Lemma 2, we can obtain ¢’ is minimal if ¢, = ¢ and ¢, = |u([i — 1])| + ¢ for

m—1

i=1

€ [2,m — 1], and in this case each D/ is nonsingular, thus det ( M, ;. )) is a nonzero polynomial on z. In
addition, take a vector u’ € Z7" such that |u([i D| = kj for every i € J,,. Then kH_l < W/ ([7])] < K} for all
i € [m—1] and |u’'| = k — 1. In this case t; 4 =/ with ¢ € [k] and t} ;, = ki_; + 4 with i € [2,m — 1] and
i’ € [k} — k;_,]. Similar to (10),

il K—k]
t' < (m—1) Zz +Z( Z(k' 1—|—i'—l§:¢))
=1 =2 =1
— Je—kes
= (m— 12@—1 +Z<m 2111—1-1"—]%1'—1)):[{
i'=1 i'=1

since k; = k; — 1 for every i € J,,. This implies det (M ;( Jm)) is a nonzero polynomial on z of degree at most
K, and the claim follows. a

The following result was proved by Shoup [35].

Theorem 4. ([35]) Take a finite field F» where q is a prime power and X is a positive integer. Then there
exists an element x € Fyx such that its minimal polynomial over ¥, is of degree X which can be found in time
O(q, ).

Now, take a finite field F,», where ¢ > max;eg, {n:} is a prime power and A > K. Take all j3;, in the
matrix (8) from F,\{0} and take x € F,x such that its minimal polynomial over F, is of degree A\. We have
the following result.

Theorem 5. The matriz (8) is a representation of the matroid associated to IHASs (1) over F x for some
prime power q > max;cy, {n;} and some A > K. Moreover, such a representation can be obtained in time

O(q, A)-

Proof. Since all the entries in the matrix (8), except the powers of z, are in F,, and Theorem 4 implies that
such an element x can be found in time O(q, A), it follows that for any uw € B(Z’), (7), det(M,,) must be a
nonzero F,-polynomial on x with degree smaller than A, and consequently, the matrix M,, is nonsingular. This
implies the claim. 0O
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Proposition 7. Suppose M is the matriz (8). Then LSSS(M) realizes the IHASs (1) over F x defined as in
Theorem 5. Moreover, such a scheme can be obtained in time O(q, \).

Proof. Theorem 1 implies that proving this claim is equivalent to proving that v(J,,) € I' if and only M, is a
linear combination of all the columns in M, ).

Let v(J,,) € minT’, (1), namely, v(J,,) = (v1,v2,...,v,0,...,0) for some ¢ € J,, such that l%m <
[v([é])] < k; for all ¢ € [¢ — 1] and |v([¢])| = ke¢. Then there must exist a vector u € By, (7), such that u > v
and u; = v; for every i € [¢]. Note that the last k — k; rows of My, ) are all zero rows, it follows that My, ,)

has the following form
M’U Al
2L4’U,(Jm) = ( (()Jm) A2>

where MU(JM) is the square block formed by the first k¢ rows of M, (s, .y, A1 is a (k— k) x k¢ block and As is a

(k—k¢)x (k—Fk¢) block. From Theorem 5, M,,(, ) is nonsingular. This with det(My,,)) = det(My(,,))-det(Asz)
implies that ]\va( Jn,) 18 nonsingular. In this case, the k¢-dimensional column vector formed by the first &,
elements of My can be spanned by the columns of Mv( Jm)- Accordingly, My can be spanned by the columns
in My(s,,) as the last k — k¢ elements of M are all zero. Hence, My can be spanned by the columns in My,
for any v(J,,) € I'.

Assume that v(J,,) ¢ I'. We know every unauthorized subset may be completed into an authorized subset
(though not necessarily minimal) by adding to it at most k participants. without loss of generality, we may
assume that there exists a vector v/(J,,) € I' such that v’(J,,) > v(Jp) and |v' ()] = [v(Jm)] + 1.

First, assume that v(J,,) = (v1,v2,...,04,0,...,0) for some ¢ € Jp, such that ki1 — 1 < |o([i])] <
ki — 1 for all ¢ € [¢ — 1] and |v([¢])] = k¢ — 1. Then for the vector v(J),) with uy = 1, namely, v(J},) =
(1,v1,v2,...,0,0,...,0), there must exist a vector u(J},) € Ba, (7), such that w(J},) > v(J},) and u; = v;
for every i € [0,£]. From Theorem 5, My, y is nonsingular. This with v(J,,) < u(Jp,) implies that My can’t
be spanned by all the columns in My, ).

Second, assume that v(J,,) = (vi,v2,...,vy) with |v(J,)| > k such that for some ¢ € J,,, |[v([{])| =
ki — 1, kiyr — 1 < |v([i])] < k; for every i € [ — 1], and v; = n; for every i € [ + 1,m]. Then My can’t be
spanned by the columns in M, y for any v'(Jm) < v(J;) if Mo can’t be spanned by the columns in My, ).
We claim that every column in M,z ) can be spanned by the columns in My (s, ) for any u(Jn) < v(Jnm)
with |u(J,,)| = k — 1 such that |u([i])| = |v([i])| for every i € [I] and ki1 — 1 < |u([i])] < k; for every
iel+1,m-1].

For such a vector w(J,,), if ug = 1, then w(J),) € Ba, (7). This implies M, can’t be spanned by the columns
in My(s,,)- Furthermore, My can’t be spanned by the columns in M,;,  if the claim is true.

We proceed to prove the claim. Note that

D, 0O
My, = (Mu(o,0) | Mu(eri.m) ) = <D2 Mu([mm]))

where Mu([l+1’m]) is the square block formed by the last k:—l;:gﬂ rows of My((¢41,m])- AS My (s ) is nonsingular,
thus Mu([£+1,m]) is nonsingular. On the other hand, M,(;,.) = (Mv([g])‘Mv([ngl’m])) , where

0]
My(e41,m)) = (Mv([e+1 m]))

for which Mv(@+177n]) is the block formed by the last k — ]ACg_i_l rows of Moy ((¢41,m])- Since Mu([HLm]) is a
submatrix of My ([¢+1,m)) and Moy, ((¢+1,m]) 1s nonsingular, it follows that any column in My(s41,m)) can be
spanned by the columns in My, ([¢41,m))- Accordingly, any column in My [¢41,m,)) is a linear combination of the
columns in Moy ([¢41,m))- This with Mgy = My (je) impies the claim. O

4.2 Another Construction for Ideal Hierarchical Access Structures

In this section, we give another construction of ideal linear secret sharing schemes for IHASs using the similar
technique in Section 4.1. The parameters of this construction may be better than the construction in Section
4.1 in some cases.
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For every i € J,,, take n; different elements 3; ,, € F\{0} and let the (k; — /2;1) x n; matrix B; be defined as
follows:

B; = ((@mxi*l)kﬁkﬁu) u € [ki — ki), v € [ng)].

Take a k-dimensional column vector My = (1,0,...,0)T and M; = E; B, for every i € J,,. Define a k x (n+1)
matrix as

M = (Mo|My] -+ [My,). (11)

Similar to the case in Section 4.1, we will prove that LSSS(M) realizes IHASs. First, we give an example to
explain this construction as follows.

Ezample 4. As in Lemma 2, assume that m = 3, k = (k1, ko, k3) = (3,5,7), and k= (/%1,12:2,]2:3) =(0,1,2).
Take u = (uy, u2,us) = (2,2,3) and the matrix M,, has the following form:

Bi1Bta O 0 0 0 0
Bi,1 B1,2|(B2,12)? (B2,0w)? 0 0 0
L1 |(B21)? (B2,21)?|(Bsp2?)* (Bs22?)* (Bs327)*
M, = 0 0| Beaz Pz |(B3127) (Bs20?)3 (Bs327)°
0 0 1 1 |(Bs12?)? (B3,20%)? (B3,32%)2
0 0 0 0 B31x?  Biox? B3z’
0 0 0 0 1 1 1

Note that M,, can be transformed to the following form by exchanging rows and columns

1 1 1 0 0 0 O
B312% P, 2$ B3,322 0 0 0 0
R (53,15U2)2 (B32m ) (53,3902)2 1 1 0 0
My = | (B3,12%)3 (Bs, 22 ) (Bs32%)3| Boaz  Paoz |0 0 |,
(Baa2?)* (Bs22?)* (B3,32%)*(B2,12)? (B2ow)?] 1 1
0 0 0 (/82,133)3 (52,235)3 ﬁ1,1 51,2
0 0 0 0 0 |67, 81,

Therefore, | det(M,,)| = | det(M,)].
Take k = (Hl,KQ,Kg) = (k - kg,k - k27!€ - kl) = (5,6,7), and k& = (/2&1, /2&2, /%3) = (k - kgnk - kQ,k - kl) =
(0,2,4). Then Lemma 2 implies that det(M,,) is a nonzero polynomial on z of degree at most L with

2
Zm i — 1) — (ko — K1)Re = 23.

i=1

l\D\H

Accordingly, det(M,,) is a nonzero polynomial on x of degree at most L.
In general, we have the following result.

Lemma 4. For any u € B(Z'), (7), det(M,,) is a nonzero polynomial on = of degree at most L where

m m—1
1 . . .
52 — ki = 1) = Y (= V)(kirs — ki) (k — k).
i—2 i=2
Proof. For every i € J,,, take
B; = ((ﬂm—i+1,u$m7i)u71) U € [km—iy1 — iﬂm—z‘-s-l], VE [Mm—iy1]

and let E; be the submatrix formed by the (k — km—_i+1 + 1)th column to the (k — ky—_iq1)th column of I.
Let

M = (Mo|Ma|- - - [My,),
where M, = (0,0,...,0,1)T is a k-dimensional column vector and M; = E;B; for every i € J,,. Take II, = II,
and II; = Hm il for every i € J,,. Then II = (I1;)ic:, is a partition of P’ = PU{py} too. Moreover, take
K, R € Z+’” such that kg =k, kg = k — 1, and for every i € J,,,, k; = k — l%m_i_H and R; = k — ky—iy1. Then
Ry < IA{H.l < Ki < Kit1 for i € [m — 1]
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If w € By, (7), then for any matrix My, as in Example 4, by exchanging rows and columns we can obtain
the matrix M, such that |det(My,)| = | det(My)|. As km—ir1 < |u([m —i])| < km_; for every i € [m — 1],

friv1 =k — ki < |u((m —i+1,m)| <k — kn_iy1 = Ay

for every i € [m — 1]. From Lemma 2, det(Mu) is a nonzero polynomial on x of degree at most L where

1 m—1 m—1
L= 5 ("@i — “i—l)/%i
i=1 =2
1 m R . m—1 R )
= 52 (b= ki) (k= ki = 1) = 3 (i = D(kisr — ki) (k= ka).
i=2 i=2

Ifue Bg, (7), then for any matrix M, we can obtain a matrix M, such that |det(M,)| = | det( My)| =
| det (M, )|, where MY, is the submatrix obtained by removing the first column and the last row of M,,. In this
case kp—_iv1 — 1 < |u([m —i])| < km—; — 1 for every i € [m — 1], hence

friv1 = (k—1) = (ki — 1) < [u(fm —i+1,m])| < (k—1) = (kpn—iz1 — 1) = K;

for every i € [m — 1]. Lemma 2 implies that det(M,) is a nonzero polynomial on z of degree at most L too,
and the claim follows. O

Now, take a finite field F;», where ¢ > max;e s, {n;} is a prime power and A\ > L. Take all f3; , in the
matrix (11) from Fg\{0} and take z € F » such that its minimal polynomial over I is of degree A. Using the
similar method to prove Theorem 5 and Proposition 7, we can obtain the following results.

Theorem 6. The matriz (11) is a representation of the matroid associated to IHASs (1) over F x for some
prime power ¢ > maX;cj, {ni} and some A > L. Moreover, such a representation can be obtained in time

O(q, N).

Proposition 8. Suppose M is the matriz (11). Then LSSS(M) realizes the IHASs (1) over Fx defined as
in Theorem 6. Moreover, such a scheme can be obtained in time O(g, \).

Remark 1. In some cases, Proposition 8 can give schemes for IHASs superior to the ones given by Proposition 7.
For example, Proposition 7 can give the scheme for the DHTASs (2) over Fx with A > K = 1 ZI’;}I ki(k; —1)
since k; = -+ = kp, = 0 and the scheme for the CHTASs (3) over Fo» with A > K = %Z:’;l ki(ki — 1) =
Tm —1)k(k —1) since 0= k1 < -+ < ky, and ky = -+ = kp, = k.

On the other hand, Proposition 8 give the scheme for the DHTASs (2) over F,» with A > L =437, (k —
k) (k—ki —1) = 1(m —1)k(k — 1) and the scheme for the CHTASs (3) over F,» with A > L = %Zgzl(k -
ki) (k — ki — 1).

Therefore, Proposition 7 gives the scheme for DHTASs superior to the one given by Proposition 8. Never-
theless, Proposition 8 gives the scheme for CHTASs superior to the one given by Proposition 7.

4.3 Comparison to Hierarchical Secret Sharing Schemes

Comparison to the Construction of Brickell. Brickell [9] presented an efficient method to construct the
ideal linear scheme for the DHTASs (2) over F ./ with ¢ > max;c,, {n;} and X > mk?>. Proposition 7 gives a
scheme for the DHTASS (2) too. In fact, our scheme is the same as Brickell’s scheme. Nevertheless, Proposition
7 implies the scheme for the DHTASs (2) can be obtained over Fx with A > K = 1 Z::ll ki(k;—1). Therefore,
we improve the bound for the field size since

The reason for the improvement is that we give a relatively precise description of det(M,,) by the formula
provided in Proposition 2.

1
(m—1Dkm-1(km—1—-1)+1< i(m — k2, _, < mk®.

l\D\»—l
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Comparison to the Construction of Tassa. Tassa [37] presented an efficient method to construct the
ideal linear scheme for the CHTASs (3) over F,, where

p > 2—k+2(k _ 1)(k—1)/2(k _ 1)!N(k—1)(/€—2)/2 (12)

is a prime and N is the maximum identity assigning to part1c1pantb Proposition 8 gives a scheme for the
CHTASSs (3) over Fox with ¢ > maxie, {n;} and A > L= 35" Nk — &) (k — k; — 1).

Since (k — 1)! > 2F=2 when k > 2, it follows that the right hand of (12) is great than or equal to
(k —1)(E=D/2 N (k= D(=2)/2, From this with N > n > max;ey,, {n;}, we have

gb < NOD(E=2)/2 9kt _ 1) (=1)/2(p _ 1) N (= 1)(E=2)/2

if L <3(k—1)(k— 2). In fact, max;e,, {n;} < N in general. This implies in this case 27*+2(k — )(k_l)/Q(k
1)!]\7(’“_1)(’“_2)/2 > ¢%, and consequently, our result is superior to Tassa’s result. In the case of L > (k: —
1)(k—2), it is very poss1ble that ¢ is smaller than the right hand of (12). In particular, our efficient methods
can also work for non-prime fields.

5 Secret Sharing Schemes for Compartmented Access Structures

In this section, we study ideal linear secret sharing schemes for three families of compartmented access struc-
tures by efficient methods.

5.1 Construction for Compartmented Access Structures with Upper Bounds

In this section, we construct ideal linear secret sharing schemes realizing UCASs. We first present a represen-
tation of the integer polymatroid Z’ satisfying Theorem 2 such that the UCASs (6) are of the form IH(Z/,1I).

Take IT = (II;);e,, be a partition of the set P such that |II;| = n;. Let r € Z+’” and k € N such that
ro =1, r(Jy,) <II(P) and r; < k < |r(J,,)| for every i € J,,. The following result was presented in Section
8.2 of [18].

Lemma 5. Suppose Z' = (J},,h) is an integer polymatroid such that h(X) = min {k, |r(X)|} for every
X C J!,. Then the UCASs (6) are of the form I'h(Z',11).

Now, we introduce a linear representation of the polymatroid defined in Lemma 5. Take different elements
a;; € Fy with ¢ € J), and j € [r;], where ¢ > max;c s, {n;, |r(Jm)|+ 1} is a prime power. For every i € J),, let

m

A = (a'f_l) u € k], v e [r]

7,V

and consider the F -vector subspace V; C IFk spanned by all the columns of A;. Let the integer polymatroid
= (J),, h) such that h(X) =dim (},c ¢ V) for every X C J;,. We have the following result.

Proposition 9. For the integer polymatroid Z' defined above, the UCASs (6) are of the form I[,(Z',11) and
B(2')={uecZ/ :|ul=kand u<r}. (13)

Proof. Let A = (AplA1]---|Am). Then it is a k x (|r(Jm)| + 1) Vandermonde matrix. Therefore, any k x k

submatrix of A is nonsingular. This with dim(V;) = r; for every ¢ € J/, implies the second claim. In addition,

| Ui v e il}| = Ir(X)]
iex
for every X C J/,, where a;, denotes the vth columns of A;. Therefore, h(X) = min {k, |r(X)|} for every

X C J),, and the first claim follows. O

This proposition implies that the collection (V;);cs: is a linear representation of the integer polymatroid
Z' associated to the UCASs (6). We next present a matrix M based on Z’, which is a representation of a
matroid M such that the UCASs (6) are of the form I, (M).
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Let Iy = {po} and let I" = (II;);cs; and II = (II;);cs, be the partition of P' = P U {po} and P,
respectively, such that |II;| = n,. For every i € J),, take n; different elements f; , € F, with v € [n;] and let

m?
B, = ((Bmx)“_l) u € [ri], v € [ng].
Let a k x (n + 1) matrix be defined as
M = (Mol M-+ M) (14)
where Mz = Ale
Take r = max;¢c,, {r;}, then we have the following result.

Lemma 6. Foranyu € B(Z'), (13), det(M,,) is a nonzero polynomial on x that can be denoted by det(M,,) :=
2l f(x), where € is a positive integer and deg(f) < K, with

K, = max{(r— %)k, (r— %)(k - 1)}

Proof. Without loss of generality, we may assume that M,, is the k x k submatrix of M formed by the first
u; columns in every M;. For every i € J),, take B; = (8}';') with u € [r;] and v € [n;], and let B} and
B' denote the submatrices formed by the ﬁrst u; columns in B; and B;, respectively. In addition, for any
Ji = (Jits- s Jiw,) With i € J! such that 1 < j;1 < -+ < jiu, <74, let Bi(j;) and Bl(j;) denote the u; x u;
submatrices formed by the j; 1th row, ..., j;,,th row of B! and B!, respectively, and let A;(j;) denote the
submatrix formed by the first u; columns in A;. Then

det (Bl(j§s)) = det (Bl(js))a>viaGie =D, (15)

This with Proposition 5 implies that det(M,,) can be viewed as a polynomial on x as follows

det(M,)= 3 (Hdet )det ((AO(JO)|A Go)l-- |Am(jm))>xh(ji’ie‘]m)7 (16)

Jui€Jim i=1
where the summation is over all u;-tuples j; = (Ji,1,- -, i) With i € J/, such that 1 < j;1 < -+ < i, <7y
and o
B € Jm) = 3 (3 Ui = 1))
i=1 wv=1

If j; ., = v for every i € J,,, and v € [u;], then the exponent of z in det(M,,) is minimum, that is

m m u;—1
é_;(vzlvl) Z;UZl (17)

In this case for every i € J,,, B/(j;) is nonsingular since it is formed by the first u; rows of B, and the matrix
(Ao(jo)|A1(41)| - - |Am(jm)) is nonsingular too. Therefore, det(M,,) is a nonzero polynomial on x.
If j; o =1 —u; + v for every i € J,, and v € [u;], the exponent of z in det(M,,) is maximum, that is

m Uq m U m u;—1
Z(Z Jiw = >) :Z(Z(”—“H‘v_l)) :Z(ui(ri_ui)“r Z v).
=1 wv=1 i=1 wv=1 i—1 —)
This implies that
m u;—1
deg det Zuz z—ui)-l-ZZv.
i=1 v=1

From this with (17), det(M,,) can be denoted by det(M,,) := x*f(x), where

deg(f) <Y us(r — <rZu —Zu <max{ LAY (r—%)(/ﬁ—n} (18)

m

(> ui)? and 3" u; = k or k — 1. Using the same method, we can prove the claim for

since Y1 uf > +
3 O

any u € B(Z'), (1
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Now, take a finite field F,», where ¢ > max;ec s, {ni,|7(Jm)| + 1} is a prime power and A > K. Take a;,
and f3;, in the matrix (14) from F, and take = € F,» such that its minimal polynomial over F, is of degree A.
Then similar to Theorem 5 and Proposition 7, from this lemma, we can obtain the following result.

Theorem 7. The matriz (14) is a representation of the matroid associated to UCASs (6) over Fyx for some
prime power q¢ > max;ej,, {ni, |r(Jm)|+1} and some X\ > K;. Moreover, such a representation can be obtained
in time O(q, \).

Proposition 10. Suppose M is the matriz (14). Then LSSS(M) realizes the UCASs (6) over Fx defined as
in Theorem 7. Moreover, such a scheme can be obtained in time O(q, \).

Proof. If u(Jy,) € minI" and ug = 0, then w(J},) € B(Z’), (13). Theorem 7 implies M, (s, ) is nonsingular.
Accordingly, My can be spanned by the columns in Myy,,) for any w(J,) € I'. Assume that u(J) ¢ I
As h({(i)}) = r; for every i € J,,, thus without loss of generality, we may assume that w(J,,) < r(Jn).
Furthermore, we may assume that |u(Jp,)| = k — 1, since if |u(Jy,)| < k — 1, we may find a vector u’(J,,,) >
u(Jpm) such that w’(J,,) < r(Jpn) and |u’(J,,)| = k — 1. In this case if ug = 1, then w(J},) € B(Z’). Theorem
7 implies My, (s y is nonsingular, and the claim follows. 0O

5.2 Construction for Compartmented Access Structures with Lower Bounds

In this section, we describe ideal linear secret sharing schemes realizing LCASs based on the schemes for the
dual access structures of LCASs.
The dual access structures of LCASs (5) presented in [39] are defined as

I'"={ueP:|u|l>1orwu; > for some i€ J,} (19)

where [ = |P|—k+ 1, 7, =|II;| —t;+1forie J,and |[7| >1+m — 1.

We first present a representation of the integer polymatroid Z’ satisfying Theorem 2 such that the access
structures (19) are of the form IH(Z2’,1II).

Take IT = (IL;);cs,, be a partition of the set P such that |II;| = n;. Let 7 € Z'J]r’" and | € N such that

70 =1, 7(Jp) < I(P) and |7(Jp)| > 1+ m — 1. Take 7/ € Zi’/" such that 7) = 1 and 7/ = 7, — 1 for every
i € Jp,. The following result was presented in Section IV-D of [20].

Lemma 7. Suppose Z' = (J! ,h) is an integer polymatroid with h satisfying
1) B({0}) = 1;
2) h(X) = min{l, 1 + |7/(X)|} for every X C Jp,;
3) h(X U{0}) = h(X) for every X C Jp,.

Then the access structures (19) are of the form I'h(Z',11).

We next introduce a linear representation of the polymatroid defined in Lemma 7. Take elements a5 ; € I,
with ¢ € J), and j € [1;] where ¢ > max;ej,, {n:, |7’ (Jm)|} is a prime power such that

o a;1 = forallie J), and
e the elements ag and «; ; with ¢ € J,,, and j € [2,7;] are pairwise distinct.

For every i € J,,, let

A= (aﬁ;l) u€l], veln]
and consider the [Fg-vector subspace V; C IF’; spanned by all the columns of A;. Let the integer polymatroid
Z' = (J],, h) such that h(X) = dim (},cx V;) for every X C J),.

Proposition 11. For the integer polymatroid Z' defined above, the access structures (19) are of the form
Io(Z2',11) and B(Z') = By U By, where
By ={u¢€ Zi’l’l Sul =1, up =0, uy <7y for some i’ € J,
and u; < 7/ for all i € J,,\{i'}}, (20)
By ={uce Zi’;‘ dlul =1, up =1 and u(J,,) < 7'(Jm)}-
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Proof. Proving the first claim is equivalent to proving that h satisfies the three conditions in Lemma 7. First,
h({0}) =1 as dim(Vp) = 1. Let A be the matrix formed by the column Ay and the last 7/ columns of A; for
every i € Jp,. Then it is a I x (1 4 |7/(J,)|) Vandermonde matrix. Accordingly, any ! x | submatrix of A is
nonsingular. Since

| U t@iw v e nl}| = 1+ 17(X))

iex
for every X C J,,, where a;,, denotes the vth columns of A, it follows that A(X) = min{l,1 + |7/(X)|} for
every X C J,,. Moreover, Vy C V; for every X C J,,, Therefore, h(X U {0}) = h(X) for every X C J,,.

In addition, since any ! x [ submatrix of A is nonsingular, on the one hand, any [ distinct columns from

A; with ¢ € J,, are linearly independent, and on the other hand, Ay and any ! — 1 columns from the last 7/
columns of A; with i € J,,, are linearly independent too. This implies the second claim. a

We next present a matrix M which is a representation of a matroid M such that the access structures (19)
are of the form I, (M).

Suppose Iy = {po} and let II" = (II;);c;,, and II = (II;);c s, be the partition of P" = P U {po} and P,
respectively, such that |II;| = n;. Take By1 = 0 and for every i € J,,, take n; different elements 3; , € F, with
v € [n;] such that 8;, # 0. For every i € J],, take

B; = ((Bi,wz)“™") u € [1], v € [ny]
and M; = A;B;. Define a [ x (n + 1) matrix as
M = (Mo| M-+ |My,). (21)
Take 7 = max;c s, {7:}, then we have the following result.

Lemma 8. For any u € By, (20), det(M,,) is a nonzero polynomial on = that can be denoted by det(M,,) :=
xt f1 (), where € is a positive integer and deg(f1) < Ko with

l— l
Ky = —1—— -1 —1—-—) —13.
p=max{(r—1- )0 = 1), (r—1- D)+ -1
Proof. Without loss of generality, we may assume that M, is the [ x [ submatrix of M formed by the first u;

columns in every M;. For every i € J/, , take B; = (ﬁ;f;l) with u € [r;] and v € [n;], and let B! denote the
submatrix formed by the first u; columns in B;. Then similar to (16),

det(M, Z (Hdet )det ((A1(31)| . |Am(]m))> M€ Tm)

Jui€Jm =1
where
m u;
By € Jn) = > (3 Giw = 1)
=1 wv=1
and the summation is over all w;-tuples j; = (ji1,...,Jiu;) With ¢ € J,, such that one of the following

conditions holds

1) jir» = v with v € [1] for some i’ € Jp, and 1 < j;1 < -+ < Jiu, <7/ forevery i € J' = J,\{i'};
2) 1<yj;1 << jiu <7 for every i € Jy,.

As the first columns in all A; with i € J,, are identical, thus the matrix (A;(j1)|---[Am(jm)) is nonsingular
if its [ distinct columns are from the last 7/ columns of A; with i € J,,, or its one column is the first column
of some A; with i’ € J,,, and other [ — 1 distinct columns are from the last Ti/ columns of A; with i € J,,,.

In the case of u € By such that u; = 7, for a given i’ € J,, and u; < 7/ for every i € J' = J,\{¢'}, if
Jirw =v with v € [1y/] and j; , = v+1 for every ¢ € J” and v € [u;], the exponent of z in det(}M,,) is minimum,

that is
e1:;U_1 S (300).

eJ"”  wv=1
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and in this case BJ(j;) with i € J,, is nonsingular and (A (j1)| - |Am(jm)) is nonsingular too. Accordingly,

det(M,,) is a nonzero polynomial on . Moreover, if j,/ , = v for every v € [r/] and j; ., = 7; — u; + v for every
i€ J" and v € [u;], the exponent of z in det(Mu) is maximum, that is

;v—l +Z(Z]w— )) Zv—l +Z<Z -—ui+v—1))

ieJ” wv=1 eJ” wv=1
Uj
_Zv—l +3 (u i—ui—l)—ka).
ieJ v=1

This implies that det(M,,) := 2t fo(x), where

deg(fo) S Z ’LLZ'(TZ' — U; — ].)

i€J”

Take v € Zi"‘ such that vy = uy — 1 and v; = u; for every i € J”, then |v| =1 — 1 and hence

deg(fo) < 3 wilm — ui — 1) <sz new-DSE-DY w- Y s (1= -,

ieJ”

In the case of u € By with u(J,,) < 7/(J), suppose ji/ , = v with v € [u;/] for some ¢’ € J,, and j; , = v+1
with v € [u;] for every i € J”. Then the minimal exponent of x in det(M,,) is

b= {200+ T () =X 2 et )

eJ” w=1 =1 v=1

Moreover, if j; , = 7, —u; +v for every i € Jp,, and v € [u], the exponent of x in det(M,,) is maximum, that is

w;

f: (Z(] - 1)) - f: (i(T it — 1)) - Em: (ui(n ;- 1) +iv). (23)
3 =1 v=1

=1 wv=1 =1 wv= =

Note that if there exist i1,i9 € J,, with i1 # is such that u;, = u;, < u; for every i € J,,\{i1,42}. Then from
(22), the minimal exponent of x in det(M,) is Y 1o > vl v —w;y = Doy > oot v — w;,. This implies the
summation with minimal exponent of = in det(A,,) is not sole. Therefore, we can’t determine whether or not
det(M,,) is a nonzero polynomial on x by the coefficient of 2. Nevertheless, the summation with maximal
exponent of z in det(M,,) is sole. Hence, det(M,,) is a nonzero polynomial on z if the coefficient of the
summation with maximal exponent of z in it does not equal zero. When the exponent of z is maximal, B/(j;)
and (A1 (41)| -+ |Am(dm)) are all nonsingular, hence, we can conclude that det(M,) is a nonzero polynomial
on z. From (22) and (23), det(M,,) := 2’2 f}(z), where

m m m l
deg(fl) < (T — wy — V< (1 — - 2 —1<(r—1—-— —1.
eg(fo)_Zul(T, U; 1)+irlréaJ>ni{uz}_(T 1)21“ Zuz +7-1< (-1 m)l—l—T 1
i=1 i=1 i=1
This implies the conclusion. 0O

Lemma 9. For any u € Ba, (20), det(M,,) is a nonzero polynomial on x that can be denoted by det(M,,) :=
2’ f2(x), where £ is a positive integer and deg(f2) < (1 —1—LEL)(1-1).

Proof. Without loss of generality, we may assume that M,, is the [ x [ submatrix of M formed by the first u;
columns in every M;. For every i € J),, take B; = (B¢, ") with u € [r;] and v € [n;], and let B denote the

7,0
submatrix formed by the first u; columns in B;. Then similar to (16),

det(M,) = Z (Hdet(Bz’-(ji)))det((AO\Al(jm. . .|Am(jm)))xh(ji,z‘ejm),

Gii€dm =1

where
m

h(jiyi € Jm) :Z(ijlv_ )).

i=1
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and the summation is over all u;-tuples j; = (ji1,. .., Jiu;) With i € Jp, such that 1 < j,1 < -+ < j; 4, <7/

/.

As Ay is a column of the matrix (Ag|A;(41)|- - [Am(jm)), thus this matrix is nonsingular if its other [ —1
distinct columns are from the last 7/ columns of A; with i € J,,. Therefore, if j;, = v+ 1 for every i € J,,
and v € [u;], then the minimal exponent of z in det(M,,) is minimal, that is

=3

i=1 v=1
and if j; , = 7 — u; + v for every ¢ € J,,, and v € [u;], the exponent of = in det(M,,) is maximum, that is

zm:(Z(jm—l)> :Z(Z(Ti_ui+v—1)) :i(ui(Ti_ui_l)"‘iU),

=1 wv=1 =1 wv=1 =1 v=1

and in this case B.(j;) and (Ag|A1(41)| - |Am(dm)) are nonsingular. Therefore, det(M,) := z‘fo(z) is a
nonzero polynomial on x, where

m m m
-1
d (T — s — _ o 2 S [ V-
eg(fa) < Zul(n u; —1) < (7 1)Zul Zul <(r-1 — Y1 —1)
i=1 =1 =1
since Y_7" , u; = [ — 1. This implies the conclusion. O

From the two lemmas above, we have the following result.

Proposition 12. For any u € B(Z2'), (20), det(M,,) is a nonzero polynomial on = that can be denoted by
det(My,) := 2 f(x), where £ is a positive integer and deg(f) < Ko with

Kg:max{(T—l—%)(l—l),(r—l—%)l—iﬂ'—l}.

Now, take a finite field F,» with ¢ > max;e s, {ni, |7/ ()|} is a prime power and A > K. Take a;, and
fBi,» in the matrix (21) from F,\{0} and take x € F » such that its minimal polynomial over F, is of degree .
Similar to Theorem 7, we can obtain the following result.

Theorem 8. The matriz (21) is a representation of the matroid associated to access structures (19) over I
for some prime power g > max;ej, {ni, |7/ (Jm)|} and some X > K. Moreover, such a representation can be
obtained in time O(q, \).

Proposition 13. Suppose M is the matriz (21). Then LSSS(M) realizes the access structures (19) over I
defined as in Theorem 8. Moreover, such a scheme can be obtained in time O(gq, A).

Proof. Let u(Jy,) € I'*, (19), be a minimal set, then |u(Jy,)| = and w(J,,) < 7/(Jp), or u; = 7; for some
i € Jm. In the first case, Theorem 8 implies My is can be spanned by all the columns in M, (;, ). Moreover,
Theorem 8 implies any 7; columns of M; are linearly independent. From this with h({0,i}) = h({i}) = =
for every ¢ € J,,, My is a linear combination of any 7; columns in M;. Hence, in the second case M, can be
spanned by all the columns in My,;,,) too.

Assume that uw(J,,) ¢ I'*, (19). Then w(Jy) < 7/(Jp) and |u(Jy,)| <1 — 1. Without loss of generality, we
may assume that [u(J,,)| =1 — 1, since if |u(J,)| < 1 — 1, we may find a vector w'(J,,) > w(J,,) such that
w (Jpm) < 7'(Jm) and |[u/(Jp)| =1—1. As I < |7’(Jm)| + 1, the above-described procedure is possible. In this
case if ug = 1, then u(J;,) € Ba. Theorem 8 implies M, ) is nonsingular, and the claim follows. O

Remark 2. From the dual relationship of the access structures (19) and the LCASs (5), we can translate the
scheme in Proposition 13 into an ideal linear scheme for the LCASs (5) using the explicit transformation of
[21]. Specially, the efficient construction of ideal linear schemes realizing LCASs (5) can be obtained over [Fx
in time O(g, \) for some prime power ¢ > max;e,, {n;, Y rv;(n; — t;)} and some

n—k n—k+1

A > max { (£ = =) (n— k), (t - Jn—k+1)+t},

where ¢ = max;cy, {n; —t;}.
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5.3 Construction for Compartmented Access Structures with Upper and Lower Bounds

In this section, we describe the efficient method to construct ideal linear secret sharing schemes realizing
ULCASs. )

Take IT = (II;);ec,, be a partition of the set P such that |II;| = n,;. Let ¢, 7 € Z_{_m and k € N such that
t(Jm) < v(Jy) <II(P), [t(Jm)| <k < |r(Jn)|, i <k for every i € Jp, to = 0 and ro = 1.Take k1 = [¢(J)]
and ko = k — k1. The following result was presented in Section 5.1 of [12].

Lemma 10. Suppose Z' = (J! . h) is an integer polymatroid with h satisfying
1) h({0}) = 1;
2) h(X) = min{|t(X)| + ko, |7 (X)|} for every X C Jp,;
3) h(X U{0}) = min{k, h(X) + 1} for every X C Jp,.
Then the ULCASSs (4) are of the form Io(Z',11) and B(Z') = By U By U Bs, where

By={uecZ: |ul=k up=0and t(Jp) < u(Jm) < 7(Jm)},
By={ueZ{": [ul =k uo=1and ¢(Jn) < u(J) < 7(Jn)}, (24)
Bs ={u € Zi’/” Sul =k, ug=1, uy =ty — 1 for some i’ € Jp,

and u; € [t;,r;] for all i € J,,\{i'}}.

We next present a linear representation of the polymatroid defined in Lemma 10 based on the sum of two
polymatroids. .

Let Ix, denote the k1 X ki unit matrix over F,, and ¢; = 22:0 t; for i € J/ . For every i € J,,,, consider the
[F,-vector subspace E; spanned by the (£;_1 + 1)th column to ¢;th column of Ij, . Let the integer polymatroid
Z1 = (Jm, h1) such that

h1(X) = dim ( Z Ei) for every X C J,,.
ieX
In addition, take different elements «; ; € F, with i € J,,, and j € [r; — ¢;], where ¢ > max;e g, {1, |7(Jm)| —
|t(J)|} is a prime power. For every i € J,,, let
A; = (a“_l) u € ko], v € [r; — ]

and consider the F,-vector subspace V; C IFZZ spanned by all the columns in A;. Let the integer polymatroid
Z9 = (Jm, ha) such that
ha(X) = dim (Z m) for every X C Jp.
i€Xx

For i € Jp, let W; = E; x V;, and let Wy be the Fg-vector subspace spanned by the k-dimensional vector
e=(1,1,....,1,1,a0,02,..., > ),

where oy € F, such that oy # «; ; for all i € J,,, and j € [r; — t;]. Let the integer polymatroid 2’ = (J],, h)
such that
h(X) = dim (Z WZ-) for every X C J',.

i€X
Proposition 14. For the polymatroid Z' = (J!,, h) defined above, the ULCASs (1) are of the form I[H(Z',1I)
and B(Z/) = Bl U BQ U Bg, (24)

Proof. proving the claim is equivalent to proving the rank function h satisfies the three conditions in Lemma
10. Obviously, h({0}) = 1. In addition, as Z’|.J,, = Z1 + 22, Proposition 1 implies that h satisfies the second
condition. We proceed to prove that h satisfies the third condition. Suppose for every i € Jy,, I denotes the
k1 x t; submatrix formed by the (¢;_; + 1)th column to ¢;th column of Iy, and take F = (Fy|Fy|---|Fn),

where Fy = €T and
Il O
r=(64) (25)
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for every i € Jy,. For any X’ = X U {0} with X = {x1,22,...,24} C Jp, by interchanging columns Fx: =

(Fo|Fy, |-+ |Fy,) can be transform to the following form
Lo 1k, |l O
X (8 7)) O AX ’
where 15, = (1,1,...,1)T is a kj-dimensional vector, ag = (1, o, . .. 7a/gQ*l)T, Iy = (I, |1,]---|I,,) and

Ax = (Aﬂm |A12| T |Aww)~

If X = Jp, then h(X) =k, Ik = I, and Ax = (A1|Asz|- - |Anm). Since Ax is a ko X (|r(Jm)| — [t(Jm)])
Vandermonde matrix, ag can be spanned by the columns in Ax. From this and 1g, can be spanned by all
column in I%, Fy can be spanned by the columns in Fx. This implies h(X U {0}) = k.

If X C Jy and X # Jpp,, then A(X) < k, and h(X) = |7(X)| if |7(X)]| — [¢(X)| < ko or h(X) = |t(X)| + k2
if |r(X)| — [#(X)| > k2. In the first case there are at most k2 — 1 columns in Ax, hence ag and all columns in
Ax are linearly independent. Moreover, 1y, and all columns in I% are linearly independent. This implies all
columns in FY%, are linearly independent. Accordingly, h(X U {0}) = h(X) + 1.

In the second case, there are at least ko columns in Ax. This implies ag can be spanned by some columns
in Ax. Therefore, by the elementary column operators, F, can be transformed to

1k, [I%| O
O |Ax /)~
Therefore, h(X U {0}) = h(X) + 1 since all the columns in (1,.31 |13() are linearly independent. a

We proceed to construct a matrix M based on the representable polymatroid Z’ in Proposition 14 that is
a representation of a matroid M such that the ULCASs (4) are of the form I, (M), and then prove that the
scheme for ULCASs can be obtained by this matrix.

Take Iy = {po} and let II" = (II;);es;, and II = (II;);cy,, be the partition of P" = P U {po} and P,
respectively, such that |II;| = n;. For every i € J,,, take n; different elements f; , € F, with v € [n;] such that
Bi,v # 1 and consider

D; = (52;1)t1><n1 u € [ti], v € [ny],
B;, = (Bf,i:_u_lxu)(m—ti)xm u € [Ti — ti]7 v E [nz]
Let
M = (Mo| M| ---[My) (26)

be the k x (n + 1) matrix such that My = €7 and for every i € J,,,,
D;
Mi—Fi<Bi)7 (27)

where F; is the matrix (25).

From (27), we know that each column of M; is a vector in W; for every i € J,,,. Therefore, M satisfies the
first two conditions in Step 3 in Section 2.3. We next prove that the last condition in Step 3 holds.

Take v = max;e, (r; — t;), we have the following result.

m

Lemma 11. For any u € By, (24), det(M,,) is a nonzero polynomial on x that can be denoted by det(M,,) =:
z* fi(z), where £ is a positive integer and deg(f1) < (v — %)l@

Proof. Without loss of generality, we may assume that M,, is the k x k submatrix of M formed by the first u;
columns in every M;. For every i € J,,, suppose

mi- (5 (28)

and let N/ denote the submatrix formed by the first u; columns in N;. For any 7; = (ji1, ..., Jiu,) With i € Jp,
such that 1 < j;1 < -+ < jiu, <7, let Fi(j;) and N/(j;) denote the k x u; submatrix formed by the j; 1th
column, ..., j;,th column of F; and the u; X u; submatrix formed by the j; 1th row, ..., j; 4, th row of N/,
respectively.
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For every i € J,, suppose u} columns of F;(j;) are chosen from the first ¢; columns in F; and u; — u
columns of F;(j;) are chosen from the last u; — ¢; columns in F;. Then

. I O
=6 ).

where I!" denotes a ki x u} block of I] and A} denotes a ka x (u; —u}) block of A;. Therefore, by interchanging
columns, (Fi(j1)|- -+ [Fm(jm)) can be transformed to

|11 ol o
O|--lo|ay---|a )

Hence, det ((F1(j1)| -+ [Fim(jm))) # 0 if and only if I = I} for every i € J,,,. From this with Proposition 5,

det(M) = 3 (ﬁdet (N;ui))) det ((Fy(G)|+++ [ Fn(im)) )

Ji i€ Jm N i=1

where the summation is over all u;-tuples J; = (ji.1,- - -, Ji,u;) With ¢ € Jy,, for which j; , = v for every v € [¢;]
and t; +1 < g .01 < -+ < Jiu, < 1;. For every i € J,,, take

N; = (Bﬁal)rim u € [rg], v € [ny]

and let N/ denote the submatrix formed by the first u; columns in N;. In addition, for any Ji = (Fitses Jiu)
with ¢ € J,,, such that j;, = v for every v € [¢;] and ¢; +1 < Jitir1 <00 < Jiw; <1, let N!(j;) denote the
u; X u; submatrix formed by the j; 1th row, ..., j; ,,th row of N/. Then

det (NV](js)) = det (N/(ji))a e U=t

and consequently,

det (M. Z <Hdet ) det ((F1(j1)| .. ‘Fm<jm)))$h(ji7iejm)7

Ji,i€Jm 1=

where )
h(jiaiGJm):Z( Z (Ji,o — z) (29)
i=1  v=t;+

If j;, = v for every i € J,, and v € [;], the exponent of x in det( M,,) is minimal, that is

m U4 m u; —t;

EZZ(Z U—t) ZZU (30)

i=1 wv=t;+1 i=1 v'=1

In this case N/(j;) is nonsingular as it is formed by the first u; rows of N/. This with det ((F1 (J)| - [Fm (]m))) +
0 imples that det(M,,) is a nonzero polynomial on z.

On the other hand, for every i € J,, if j;, = v for v € [t;] and j;, = r; —w; + v for v € [t; + 1,u;], the
exponent of z in det(M,,) is maximum, that is

i(viﬂ Jiyw z)) —i(vil(muiJrvti))
- i (uii(rz —u; + v'))
w (31)

w; —t;

((ui —ti)(ri —u;) + Z v’)

v'=1

.

@
Il
-

wi(r; —t; —ub) + £,
1

.
Il
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where u} = u; — t;.
As > u} = ko, then similar to the case in the proof of Lemma 6, from (29), (30), and (31), det(M,,) can
be denoted by det(M,,) =: z° fi(z), where

ko

deg(f1) SZ i —t *%)S(’Y*E)k‘z

This implies the conclusion. a

Lemma 12. For any u € By, (24), det(M,,) is a nonzero polynomial on x that can be denoted by det(M,,) :=
a’ f2(x), where £ is a positive integer and deg(f2) < (v — ko= 1)(k2 —1)+7.

Proof. Without loss of generality, we may assume that M,, is the k& x k submatrix of M formed by the first u;
columns in every M;. For any j; = (ji1, .., Jiu;) With ¢ € J,, such that 1 < ji1 < -+ < jiu, <73, let Fi(3;),
N!(j;) and N/(j;) denote the identical matrices as in the proof of Lemma 11.

For every i € J,,, suppose u; columns of F;(j;) are chosen from the first ¢; columns in F; and u; — u}
columns of Fj(j;) are chosen from the last u; — ¢; columns in F;. Then as in the proof of Lemma 11,

. II' O
Fl(]l) = (é A{)

and by interchanging columns, F' = (Fy|Fi(j1)| - |Fn(dm)) can be transformed to

o 1, |I7]--- |12 O]+ | O
“\aglO|---|O|4y|---14", )

If I/ = I/ for every i € J,,, then F’ can be transformed to the following form by the elementary column
operators

Ii,|O|O|---] O
O |ao|AL]---|AL -
From this and the matrix (co|A%|---|A],) is a ko >< ko nonsingular matrix, det(F) # 0. In addition, if for some

i" € Jpm, Il] is formed by any t;; — 1 columns of I}, and for every i € J,, with i # 4', I/’ = I!, then F’ can be
transformed to the following form by the elementary column operators

I,|O|---] O
where (Af|---|A],) is a ko x ko nonsingular matrix. In this case det(F) # 0 too. On the other hand, if the
number of the columns in (I{|---|I}) is smaller than k; — 1, the number of the columns in (Af|-- |Am)

larger than k2. Accordingly, F” is singular. Therefore, det(F') # 0 if and only if I/ = I/ for every i € Jp,, or 1]/
is formed by any t;; — 1 columns of I/, for some i’ € J,,, and I}’ = I for every i € J,,,\{i'}.
Now, for I =1 or 2, take

= 3 (L (000 ) act ((RIFGDI - Fim))

Jiyi€[m]*i=1

where the summation in T3 is over all u;-tuples j; = (ji1,- -, jiu,) With ¢ € J,,, such that j; , = v for every
ve[tland t;+1 < g 441 < -+ < Jiu, <71, and the summation in T5 is over all u;-tuples j; = (Ji1,- .- Jiu;)
with ¢ € J,, such that for some ¢’ € Jp,, 1 <jyq1 <+ < Jirgy—1 <ty and ty +1 < guy, <00 < Jirw, < T,
and for every i € J,\{i'}, jin =v forevery v € [t;] and t; + 1 < ;1,41 < - ++ < Jiu; < 1. Then Proposition 5
implies that

det(Mu) = Tl + TQ.
Take
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where u; = u; — t;. Then using the same method to prove Lemma 11, we can conclude that 7T; is a nonzero
polynomial on z, its minimal and maximal exponents of x are £ and {1, respectively, and the coefficient of the
term ¢ in T} is nonzero.

In addition, for some given i’ € J,,, if the vector j;» is such that 1 < jy; < -+ < Jirt,—1 < ti and
tir +1 < jis, <--- <Jjiu, <ry,thenin the case of ji, =v+1 for v € [t;yr, uy] the exponent of = in N}, (ji)
is minimum, that is

U;r ;s W~y
Y Uirw—ti) =Y (W=t +1)= > o'+ (ug —ty +1), (33)
v=t;/ v=t;/ v'=1

and in the case of j; ., = ry —uy + v for v € [t;,u;| the exponent of x in N/, (j;+) is maximum, that is

Ut Ut
Z (Jirw = tir) = (Jire, — tir) + Z (Jirw — tir)
v=t,/ v=t; +1
Ut
:('ril —Ui/)—|— Z (Ti/_ui/ +U_ti/)
v=t,;s+1
Wz —tgr

=(ry —uy)+ Z (rir —up +0") (34)

v'=

Uz —t;
= (riv —uir) + (uy — i) (ra — uir) + v’
K3 3 1 K3 K3 3
v'=1
ut/fti/
= (TZ‘/ —ui/) —l-u;/(ﬁ‘/ —ty —u;,) + Z U/,
v'=1

where u}, = uy — ty. Moreover, for the vector j; with i € J,,\{#'} such that j;, = v for every v € [t;] and
ti+1<jig41 < < Jiu <7 in the case of jy, = v for v € [t; + 1,u;] the exponent of z in N/(j;) is
minimum, that is

Uq Uy ui—ti
ST Giw—t)= Y w—t)= >, (35)
v=t;+1 v=t;+1 v'=1

and in the case of j; , = 7, — u; + v for v € [t; + 1, u;] the exponent of x in N/(j;) is maximum, that is

Z (Jiw — i) = Z (ri —u; +v—1;)
v=t;+1 v=t;+1
u;—1;
= Z (7"1'*7.1,1'+"U/)
=1
: Ui—ti (36)
= (ui —t;)(ri —ui) + Y0
v'=1
u;—t;
=uj(r; —t; —u)) + Z v,
v'=1

where u} = u; — ;.
From (32)—(36), by computing the minimal and maximal exponents of x in T, are

by =0+ min {uy —ty}+1 and {3 =4~¢; + max{ry —uy},
i€ dm i ETm
respectively. As £ < £, and the coefficient of the term x* in 7T} is nonzero, thus det(M,,) is a nonzero polynomial
on z. Moreover, f3 > {1, hence det(M,,) := z* fo(z), where

ko —1

deg(fo) <5 — £ <Y ui(ri—ti—u)) +7 < (y = =—)(ka = 1) +7
i=1

as Yoo ul =ko — L. ]
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Lemma 13. For any u € Bs, (24), det(M,,) is a nonzero polynomial on x that can be denoted by det(M,,) :=
2’ f3(x), where £ is a positive integer and deg(f3) < (v — k—z)kQ

Proof. Without loss of generality, we may assume that M, is the k x k submatrix of M formed by the first u;
columns in every M; and u; = t;; — 1 for some i’ € J,,. Then

1, D; o --- O
1, o Dy -~ O
Mu=| 0|
1¢, . 0] o --- DI
(v(Bo))T|A1B] A2BY -+ A B},
where 1;, = (1,1,...,1)T is a t;-dimensional column vector, D! and Bj are the submatrices formed by the

first u; columns in D; and B;, respectively. By interchanging rows and columns, M, can be transformed to

L, D,| O - 0 O - 0
1, o | D - 9) [0 . 0
,,, O | O - D, o -0
Ley,, 10) o - o) Dy, - O
1, 0 o - 1) 0 .. D
(w(ﬂo))T Al/B;/ AlBi Ai1_1B2171 Ai'+le{’+1 D;n

Let M denote the submatrix formed by removing the entries in the first ¢;; rows and the first t;; columns in
the matrix above. Then

| det (My)| = | det ((1¢,,|D})) det (M)|.

Now, take a vector v € ZT' such that vy =ty and v; = u; for every i € J,,\{7'}. Assume that M, is the k x k
submatrix of M formed by the first v; columns in every M;. Suppose D}, denote the sbmatrix formed by the
first ¢;7 columns in D;. Then

| det(My)| = | det(D}r) det(M)].

Hence,
det 1t ., |D ))
As ((1¢,|D},) and D}, are all nonsingular over F, and v € Bl, (24), Lemma 11 implies the claim. O

The three lemmas above imply the following result.

Proposition 15. For any u € B(Z'), (24), det(M,,) is a nonzero polynomial on x that can be denoted by
det(M,,) := 2 f(x), where { is a positive integer and deg(f) < K3 with

ko

ko —1
K :max{(fyf E)k27( 2

) (k2 — 1) +7}-

Now, take a finite field F x, where ¢ > max;c,, {1, |7(Jm)| — [t(Jm)|} is a prime power and A > Kj .
Take o, and f3; , in the matrix (26) from F, and take z € F » such that its minimal polynomial over F, is of
degree A\. We can obtain the following result.

Theorem 9. The matriz (26) is a representation of the matroid associated to ULCASSs (4) over Fx for some
prime power ¢ > max;ej,, {Ni, |7 (Jm)| — [t(Jn)|} and some X\ > K3. Moreover, such a representatwn can be
obtained in time O(g, ).

Proposition 16. Suppose M is the matriz (26). Then LSSS(M) realizes the ULCASs (4) over F » defined
as in Theorem 9. Moreover, such a scheme can be obtained in time O(q, \).
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Proof. If w(J,,) € min I, (4), the claim is straightforward. Indeed, Theorem 9 implies M, (,,) is nonsingular,
and consequently, Mo can be spanned by all the columns in M, .)-

Since h({i}) = r; for every i € J,,,, any 7; + 1 columns in M; are linearly dependent. Therefore, in the case
of u(Jy,) ¢ I', (4), we may assume that

1) |u(Jn)| <k and t(J) < u(Jy) < r(Jpy); or
2) wu; < t; for some i € J,, and w(Jp,) < v(Jp).

In the first case, furthermore, we may assume that |u(J,,)| = k — 1, since if |u(J,,)| < k — 1, we may find a
vector w'(Jy,) > w(Jp) such that £(J,,) < u'(J) < r(Jy) and |u/(J,)] = k — 1. In this case u(J}),) € Ba if
up = 1. Theorem 9 implies M must not be spanned by all the columns in My,,)-

In the second case, furthermore, we may assume that u;; = t;; — 1 for some i’ € J,,, t; < u; < r; for all
i € Ju,\{i'} and |u(Jy,)| > k—1. Otherwise, we may find a vector u’(J,,,) > u(J,,) satisfying these conditions.
If lu(Jm)| = k=1 and up = 1, then u(J},) € Bs. Theorem 9 implies My must not be a linear combination
of all the columns in My, ). If [u(Jp)| > & — 1, then there must exist a vector v(J},) with vg = 1 and
v(Jm) < u(Jp) such that vy = uy =ty — 1, t; < wv; <1y for all i € J,\{¢'} and |v(J,)| = k — 1. We claim
that every column in My, ;,,) is a linear combination of the columns in M,(;,,)-

Since such a vector v(J),) € Bz, My must not be a linear combination of all the columns in M,
Therefore, if this clam is true, then My must not be a linear combination of all the columns in My, ).

We proceed to prove the claim. Recall that ¢; = Z;’:O t; for every i € J) . Take J = J,,\{¢'} and
J' = J'\{7'}, and let M’ be the (k —ty) X (n+ 1 — ny) submatrix obtained by removing the (¢;_1 + 1)th to
t;th rows of the matrix (My| - - - |My—_1|M;r41| -+ - |My,). Then M’ is a representation of the matroid associated

to an access structure IV with

m)*

I'"={u(J) € Z] : |u(J)| =k —ty and t(J) < u(J) < r(J)}.

Theorem 9 implies that ML(J) is nonsingular. As ML(J) is a submatrix of M,{L(J), thus any column in M;(J)
is a linear combination of the columns in M;(J). Note that M;(J) and M;L(J
removing the (¢;_1 + 1)th to £;th rows of My () and My, respectively, and these rows are all zero rows. It
follows that any column in M,,( ) is a linear combination of the columns in M, yy. This with My, 1) = My((iry)

implies the claim.

) are the submatrices obtained by

Remark 3. From the connection of LCASs, UCASs and ULCASSs, Proposition 16 implies that the ideal linear
schemes for LCASs and UCASs can be obtained in polynomial time. In particular, Proposition 16 gives a
method to construct the scheme for LCASs directly, which is different from the method based on duality
presented in Sect. 5.2.

5.4 Comparison to Compartmented Secret Sharing Schemes

By combining the polymatroid-based techniques and Gabibulin codes, Chen et al. [12] presented efficient
methods to construct ideal linear schemes for UCASs, LCASs and ULCASS, respectively. More precisely, they
gave the constructions for the UCASs (6), the access structures (19), and the ULCASs (4) over the finite fields
Fy, Fy, and F3, respectively, where

[r(Jm)]+1
) : (37)

=il > ()

|7/ (Jm)]+1
|Fa| > (1 + max {nz}>

i

IF‘ 1 ‘r(Jrvl)l_It(an)|+1
|Fs| > ( +F€1%x{nl}) .

Proposition 10 gives a construction for the UCASs (6) over finite fields F of size

Ki+1

¥ > ((max {ni, [r(J)| + 1}) (38)

If the lower bound (38) is less than the lower bound (37), then estimate (38) is better than (37). For example,
in the case of Ky < |r(Jm)| < max;ey,, {ni}, estimate (38) is better than (37).
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Nevertheless, it is worth mentioning that the lower bound (38) is not tight. From the proof of Lemma 6,

b

deg(f)+1
B > ((max {ny, [r(J)| + 1} )

where f(x) is defined as in Lemma 6. From (18), the upper bound of deg(f) can be obtained by solving the
integer programming problem defined below:

where the ‘max’ is subject to
u,r € 21,
u<r,
ri <k <|rl,
|lu| =k, or |[u| =k —1.
The solution to this problem implies a tighter lower bound of |F|, which may be less than the lower bound
(37) in more cases. Similar comparisons can be done for the schemes realizing the access structures (19) and
the ULCASs (4).
In addition, as far as we know, the method presented in [12] does not seem to be used to construct ideal

linear schemes for hierarchical access structures. Therefore, the method presented in this paper is more general
to construct secret sharing schemes for multipartite access structures.

6 Secret Sharing Schemes for Compartmented Access Structures with
Compartments

In this section, we describe the efficient method to construct ideal linear schemes realizing the two families of
compartmented access structures with compartments presented in [20] which are defined as follows.

Take J = Jy, X Jyy and a partition I = (II; j)(; jyes of the set P. Let k& € N and for every i € Jp,,
take k; = (ki1,..., kim/) € Zf’ﬁl such that k; ; < k; j41 for every j € [m/ — 1], and ki < k < 300 ki
The following access structure are called the compartmented access structures with hierarchical compartments

(HCCASs)
J
minI" = {u € Z]: |u| =k and Z u;, o < ki ; for every (i,j) € J}. (39)
J'=1

In addition, take T; = {(i,5) € J : j € Ju} for every i € Jp,, and let £ € Z, r € Z7" and x € N such that
[t| <k <|r|and [¢(T;)| < r; < & for every i € J,,. The following access structure are called the compartmented
access structures with compartmented compartments (CCCASs)

minl"={u € P: |u| = k,u >t and |u(T;)| < r; for every i € Jp, }. (40)

The former family is an extension to the UCASs and DHTASs, and the latter family is an extension to the
ULCASs and LCASs. The schemes for them can be constructed by the method summarized in Sect. 2.3. Here,
we will simply the process based on the results in Sect. 4 and Sect. 5.

6.1 Construction for Compartmented Access Structures with Hierarchical Compartments

In this section, we construct ideal linear secret sharing schemes realizing HCCASs. Suppose the UCASs I are
defined as
min Iy = {u € Z': |u| =k and u; < k; py for every i € J,, }

and for every i € J,,, the DHTASs I'; are defined as

min I = {v € Z7 : |v([j])| > ki, for some j € Jp'}.
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Then the HCCASs (39) can be seen as the UCASs I with compartments II; = U;nzll II; ; for ¢ € J,, and
the participants in every compartment II; satisfy the property of the DHTASs I'; with compartments 11, ; for
j € Jm. Therefore, from Lemma 1, Lemma 5, Proposition 6 and Proposition 9, there must exist an integer
polymatroid Z’ with the ground set J' = J U {0} such that the HCCASs (39) are of the form I(2’,II) and

j
B(Z’):{ueZ‘i Jlu|=k,up <1, and Z u;, 5 < k; ; for every (i,j) € J}. (41)
i=1

We next present a representation of a matroid M such that the HCCASs (39) are of the form I}, (M)
based on the connection between HCCASs, UCASs and DHTASSs.

Take J' = JU {0} and Ilp = {po}. Let IT = (II; j)(; j)es be the partition of P such that |II; ;| = n; ;.
Suppose matrix N; is a representation of the matroid associated to the DHTASs I'; over F x for every i € J,,,

where ¢ > max(; jyes{n; ;} is a primer power and A > max;e s, {3 23”21_1 k; j(k; ; —1)}. These representations

can be obtained from Theorem 5. For every ¢ € J,,,, let D; = (d,(f)v) denote the submatrix obtained by deleting
the first column of NV; and
D; = (d?,)
where cfgf)v = d&%y"il. As in the matrix (14), take A; = (a;fgl) with u € [k] and v € [k; /] for every i € J),.
In this case, o; ; € F; with i € J!, and j € [k; /] are pairwise distinct, where § > max{q*, 1+ 31" k; v} is
a prime power. Let
M = (Mo|My] -+ [My,) (42)

be a matrix such that My = Ay and M; = A;D; for every i € J,,,.

We will prove that M is a representation of a matroid associated the HCCASs (39) by choosing the
appropriate parameter y.

Actually, a representation of an integer polymatroid associated the HCCASs (39) can be obtained by the
matrix A = (Ag|A1|---|An). For every (3, j) € J, let A; ; denote the submatrix formed by the first &; ; columns
of A;. Consider the Fz-vector subspace V C F’g spanned by Ay and the Fg-vector subspace V; ; C IF’(; spanned
by all the columns in A; ; for every (,j) € J. Let the integer polymatroid Z’ = (J’, h) such that for every
X CJ,

h(X) = dim( 3 Vi,j) and  h(X U {0}) = dim (VO + Y Vi,j).
(i,9)eX (i,9)eX

As in the proof of Proposition 9, A is a k x (1 + Zzl ki m/) Vandermonde matrix. Therefore, any k x k
submatrix of A is nonsingular. This with dim(Vp) = 1 and dim(V; ;) = k;; implies B(Z’) is the set (41).
Hence, the matrix M is constructed by a representation of an integer polymatroid associated to the HCCASs
(39). Obviously, M satisfies the second conditions in Step 2 of Section 2.3. We next prove that it satisfies the
third condition.

First, we prove a property of D; for every i € J,,. From Theorem 5, we know that N; is of the form (8).
Therefore, D; has the following form

Di = (Di,1| to |Di,m’)~

Proposition 17. For every v = (v1,...,Vn/) € minI;, suppose D, , denotes the submatriz of D; formed by
any v; columns in every D; ; with j € Jp,. Let D; ., denote the submatriz formed by the first |v| rows of D .
Then D; o is nonsingular if |v([5])| < kij for every j € Jo.

Proof. Without loss of generality, we may assume that k;,; < |v| < k; ;41 for some [ < [0,m' — 1], where
k@o =0.

Take £ € ZTl such that ¢; = k; ; for every j € [l] and ¢; = |v| for every j € [l + 1,m/]. We can define a
class of DHTASs I as follows

I'={w ez : |w(j]) > ¢ for some j € [m']}.

Then the submatrix formed by the first |v| rows of D; can be used to constructed a secret sharing scheme for
I'". Theorem 5 implies that D; , is nonsingular. O
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Take r = max;ey,, {kim }, then from Proposition 17, we can obtain the following result by the similar
method to prove Lemma 6.

Lemma 14. For any uw € B(Z'), (41), det(M,) is a nonzero polynomial on y that can be denoted by
det(My) == y*f(y), where £ is a positive integer and deg(f) < Ly with

k k-1
n=ma {6~ - E )
1 =maxq (r m) (r - )( )
Proof. For every u € B(Z'), (41), let up = (uo) and w; = (u;1,...,U;m ) for i € Jp,. Then M, can be denotes
by

M, = (MO,uo‘Ml,ul‘ T |Mm,um)a

where M; o, = A;D; ;. Take u; = |u;| for every i € J/ . Then similar to (15),
det (D u; (5:)) = det (Dj a; (4s) ) y=vea Uie D),

where j; and D; ,,,(j;) are defined as in the proof of Lemma 6. From this with Proposition 5,

det(My) = <Hdet (Di,ui(ji))) det((Ao(j0)|A1(j1)|...|Am(jm))>yh(ji,iejm)’

dasieds Ni=1

where the summation is over all u;-tuples j; = (ji1,...,Jiu;) with i € J,, for which 1 < j;1 < -+ < jiu; <
kigmr, and h(js,i € Jp) = 370, (301, (Jiw — 1))

As in the proof of Lemma 6, the exponent of y in det(M,,) is minimal if and only if the exponent of
y in det (Di,ui (_71)) is minimal for every ¢ € J,,. In this case j;, = v for every i € J,, and v € [u,], and
consequently, D; ., (7;) is the submatrix formed by the first u; rows of D, ,,. Proposition 17 implies that
D; w,(Js) is nonsingular for every i € Jy,. From this and (Ao(jo)|A41(J1)| - |Am(Jm)) is nonsingular, we have
that det(M,,) is a nonzero polynomial on y.

On the other hand, the exponent of y in det(M,,) is maximal if and only if the exponent of y in det (Di,ui (31))
is maximal for every i € J,,,. The remaining part of the proof goes along the same line of argumentation as in
the proof of Lemma 6. a

As above, take matrix D; over F,x for every i € Jp,, where ¢ > max(; j)cs{ni;} is a primer power and
A > maxiEJT{% Z;":l;l ki j(kij;—1)}, and take a finite field Fx, where ¢ > max{g*, 1+ 1" ki’ } is a prime
power and A > L;. In addition, take the matrix A; over F x for every i € J, and take y € F;x such that its
minimal polynomial over Fj is of degree A. Then the following results can be obtained.

Theorem 10. The matriz (42) is a representation of the matroid associated to the HCCASs (89) over the
finite fields F s defined as above. Moreover, such a representation can be obtained in time 0(q, \).

Proposition 18. Suppose M is the matriz (42). Then LSSS(M) realizes the HCCASs (39) over the finite

fields F s defined as above. Moreover, such a scheme can be obtained in time O(q,N).

Proof. Tf w(J) € minI" and up = 0 then u(J’') € B(Z’), (41). Therefore, Theorem 10 implies My can be
spanned by the columns in My for any w(J) € I'. In the case of w(J) ¢ I', as h({(i,])}) = ks ; for every
(i,7) € J, we may assume that Z§':1 u; v < k; ; for every (i,7) € J. Similar to the proof of Proposition 10,
we may assume that |u(J)] = k — 1, and then arguing along the same lines as in the proof of Proposition 10,
we can arrive at the result. a

6.2 Construction for Compartmented Access Structures with Compartmented Compartments

In this section, we describe how to construct ideal linear secret sharing schemes realizing CCCASs by an
efficient method.
For every i € J,,, take t; = |t(T;)| and define the LCASs I} by

minl; = {v € ZT' tv] =r; and v; > ¢, ; for every j € Jp}.
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Then the CCCASs (40) can be seen as the ULCASs (4) with compartments II; = U;'il IL; ; for i € Jp, and
the participants in every compartment II; satisfy the property of the LCASs I; with compartments II; ; for
7€ I

Therefore, by the similar method to obtain the representation of a matroid associated the ULCASs (4) and
the connection between the CCCASs (40), the UCASs (4), and the LCASs I, we can obtain a matrix M as
follows, which is the representation of a matroid associated the CCCASs (40).

Take J' = JU{0} and ITy = {po}. Let IT = (II; ;) (; j)es be the partition of P such that |II; ;| = n; ;. Suppose
matrix IV; is a representation of the matroid associated to the LCASs I; over I for every ¢ € J,,, where g >
max; jyes{ni, |n(T;)|—t:} is a primer power and A > max;e s, {(£i— ") (ri—t;), (6 — =52 ) (ri—t;—1)+4;}
with ¢; = max;cs ,{n;; —t;;}. These representations can be obtained from Theorem 9. For every i € Jp,, let
H; denote the submatrix obtained by deleting the first column of N;, and let D; and B; denote the submatrices

formed by the first ¢; rows and the last r; — ¢; rows of H;, respectively. Take B; = (bq(f)v) and
B; = (b))

where BSPU = bq(f,)vy“. Let
M = (Mo|My]- -+ | M) (43)

be a matrix such that My = €7 and for every i € J,,,
D;
M; = F; (Bi> (44)

where € and F; have same forms in the matrix (26). Here, they are the vector and matrix over Fg, respectively,
where ¢ > max{¢*, |r(Jm)| — [t(J)|} is a prime power.

Take A > max { (7 — %)kz, (7 — %) (ko — 1)+ 'y} as in Proposition 15. Then using the same method to
prove Theorem 9, we can prove, omitting further details, that a representation of a matroid associated to the
CCCASs (40) can be obtained over F_x by an efficient method. Accordingly, the ideal linear schemes for the
CCCASs (40) can be obtained.

7 Conclusion

In this paper, we presented an efficient method to explicitly construct ideal linear secret sharing schemes
realizing several families of multipartite access structures based on polymatroid-based techniques and linear
algebraic techniques. The method can be applied to construct either hierarchical secret sharing schemes or
compartmented secret sharing schemes. The versatility of this method deserves further study by detecting
whether it can be used to the constructions for other families of multipartite access structures. In addition,
from the relationship between polymatroids, matroids, and general secret sharing schemes, it is worthwhile
to study whether this method can be used to construct secret sharing schemes for other classes of access
structures.

References

1. Ball, S., Padré, C., Weiner, Z., Xing, C.: On the representability of the biuniform matroid. STAM J. Discrete Math.
27(3), 1482-1491 (2013)

2. Beimel, A.: Secret-sharing schemes: a survey. In: Chee, Y.M., Guo, Z., Ling, S., Shao, F., Tang, Y., Wang, H., Xing,
C. (eds.) IWCC 2011. LNCS, vol. 6639, pp. 11-46. Springer, Heidelberg (2011). https://doi.org/10.1007/978-3-642-
20901-72

3. Beimel, A., Chor, B.: Universally ideal secret sharing schemes. IEEE Trans. Inf. Theory 40(3), 786-794 (1994)

4. Beimel, A., Tassa, T., Weinreb, E.: Characterizing ideal weighted threshold secret sharing. STAM J. Discrete Math.
22(1), 360-397 (2008)

5. Ben-Or, M., Goldwasser, S., Wigderson, A.: Completeness theorems for noncryptographic fault-tolerant distributed
computations. In: Proceedings of the 20th ACM Symposium on the Theory of Computing, pp. 1-10 (1988)

6. Benaloh, J., Leichter, J.: Generalized secret sharing and monotone functions. In: Goldwasser, S. (ed.) CRYPTO
1988. LNCS, vol. 403, pp. 27-35. Springer, Heidelberg (1990). https://doi.org/10.1007/0-387-34799-2_3

7. Beutelspacher, A., Wettl, F.: On 2-level secret sharing. Des. Codes Cryptogr. 3(2), 127-134 (1993)



12.

13.
14.

15.

16.

17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.

39.
40.

Efficient Explicit Constructions of Multipartite Secret Sharing Schemes 35

Blakley, G.R.: Safeguarding cryptographic keys. In: Proc. National Computer Conference’79, AFIPS Proceedings,
vol. 48, pp. 313-317 (1979)

. Brickell, E.F.: Some ideal secret sharing schemes. J. Combin. Maths. & Combin. Comp. 9, 105-113 (1989)
10.
11.

Brickell E.F., Davenport D.M.: On the classification of ideal secret sharing schemes. J. Cryptol. 4, 123-134 (1991)
Chaum, D., Crépeau, C., Damgard, I.: Multiparty unconditionally secure protocols. In: Proceedings of the 20th
ACM Symposium on the Theory of Computing, pp. 11-19 (1988)

Chen, Q., Tang, C., Lin, Z.: Efficient explicit constructions of compartmented secret sharing schemes. Des. Codes
Cryptogr. https://doi.org/10.1007/s10623-019-00657-2

Chor, B., Kushilevitz, E.: Secret sharing over infinite domains. J. Cryptol. 6(2), 87-96 (1993)

Collins, M.J.: A note on ideal tripartite access atructures. Cryptology ePrint Archive, Report 2002/193.
http://eprint.iacr.org/2002/193

Cramer, R., Damgard, 1., Maurer, U.: General secure multi-party computation from any linear secret-sharing
scheme. In: Preneel, B. (ed.) EUROCRYPT 2000. LNCS, vol. 1807, pp. 316-334. Springer, Heidelberg (2000).
https://doi.org/10.1007/3-540-45539-6_22

Cramer, R., Daza, V., Gracia, 1., Urroz, J., Leander, G., Marti-Farré, J., Padré, C.: On codes, matroids and secure
multi-party computation from linear secret sharing schemes. In: Shoup, V. (ed.) CRYPTO 2005. LNCS, vol. 3621,
pp. 327-343. Springer, Heidelberg (2005). https://doi.org/10.1007/11535218_20

Desmedt, Y., Frankel, Y.: Threshold cryptosystems. In: Brassard, G. (ed.) CRYPTO 1989. LNCS, vol. 435, pp.
307-315. Springer, Heidelberg (1990). https://doi.org/10.1007/0-387-34805-0_28

Farras, O., Marti-Farré, J., Padré, C.: Ideal multipartite secret sharing schemes. J. Cryptol. 25(3), 434-463 (2012)
Farras, O., Padrd, C.: Ideal hierarchical secret sharing schemes. IEEE Trans. Inf. Theory 58(5), 3273-3286 (2012)
Farras, O., Padrd, C., Xing, C., Yang, A.: Natural generalizations of threshold secret sharing. IEEE Trans. Inf.
Theory 60(3), 1652-1664 (2014)

Fehr, S.: Efficient construction of the dual span program. Manuscript, May (1999)

Gabidulin, E.M.: Theory of codes with maximum rank distance. Problems Inf. Transmiss. 21, 1-12 (1985)
Giulietti, M., Vincenti, R.: Three-level secret sharing schemes from the twisted cubic. Discrete Math. 310(22),
3236-3240 (2010)

Herranz, J., Sdez, G.: New results on multipartite access structures. In: IEE Proc. Inf. Secur. 153(4), 153-162 (2006)
Herzog, J., Hibi, T.: Discrete polymatroids. J. Algebraic Combinat. 16(3), 239-268 (2002)

Ito, M., Saito, A., Nishizeki, T.: Secret sharing schemes realizing general access structure. In: Proceedings of the
IEEE Global Telecommunication Conference, Globecom 1987, pp. 99-102 (1987)

Kothari, S.C.: Generalized linear threshold scheme. In: Blakley G.R., Chaum D. (eds.) CRYPTO 1984. LNCS, vol.
196, pp. 231-241. Springer, Heidelberg (1985). https://doi.org/10.1007/3-540-39568-7-19

Massey, J.L.: Minimal codewords and secret sharing. In: Proc. 6th Joint Swedish-Russian Workshop on Information
Theory, pp. 276-279 (1993)

Massey, J.L.: Some applications of coding theory in cryptography. Codes and Ciphers: Cryptography and Coding
1V, pp. 33-47 (1995)

Oxley, J.G.: Matroid Theory. Oxford Science Publications. The Clarendon Press, Oxford University Press, New
York (1992).

Padré, C., Sdez, G.: Secret sharing schemes with bipartite access structure. IEEE Trans. Inf. Theory 46(7), 2596-
2604 (2000)

Schrijver, A.: Combinatorial Optimization. Polyhedra and Efficiency. Springer, Berlin (2003)

Shamir, A.: How to share a secret. Commun. ACM 22, 612-613 (1979)

Shankar, B., Srinathan, K., Rangan, C.P.: Alternative protocols for generalized oblivious transfer. In: Rao, S.,
Chatterjee, M., Jayanti, P., Murthy, C.S.R., Saha, S.K. (eds.) ICDCN 2008. LNCS, vol. 4904, pp. 304-309. Springer,
Heidelberg (2007)

Shoup, V.: New algorithm for finding irreducible polynomials over finite fields. Math. Comput., 54, pp. 435-447
(1990)

Simmons, G.J.: How to (really) share a secret. In: Goldwasser, S. (ed.) CRYPTO 1988. LNCS, vol. 403, pp. 390-448.
Springer, Heidelberg (1990). https://doi.org/10. 1007/0-387-34799-2_30

Tassa, T.: Hierarchical threshold secret sharing. J. Cryptol. 20(2), 237-264 (2007)

Tassa, T.: Generalized oblivious transfer by secret sharing. Des. Codes Crypt. 58(1), 11-21 (2011)

Tassa, T., Dyn, N.: Multipartite secret sharing by bivariate interpolation. J. Cryptol. 22(2), 227-258 (2009)
Welsh, D.J.A.: Matroid Theory. Academic Press, London (1976)



