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Abstract

Circulant UOV and Circulant Rainbow are new variants of UOV (unbalanced oil and vinegar
signature scheme) and Rainbow respectively. In this short report, we study the security of these
new variants Circulant UOV and Circulant Rainbow.
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1 Introduction

The unbalanced oil and vinegar signature scheme (UOV) [7, 3] and Rainbow [2] are multivariate
signature schemes, considered to secure and efficient enough under suitable parameter selections.
In fact, several variants of these two schemes are submitted to NIST’s post-quantum cryptography
standardization project [6]. Recently in [9, 8], new variants of UOV and Rainbow were proposed.
They are called Circulant UOV and Circulant Rainbow respectively, since circulant matrices appear
in the process of signature generation. It is known that inverting circulant matrices are faster than
doing random matrices, and then the signature generation of these circulant variants are faster
than the original schemes. However, such “circulant” structures weaken the security critically. In
this short report, we study the security of Circulant UOV /Rainbow and conclude that these two
circulant variants are not secure against Kipnis-Shamir’s attack [4, 3].

2 UOV

We first describe the unbalanced oil and vinegar signature scheme (UOV) [7, 3] and Kipnis-Shamir’s
attack on UOV [4, 3].

Let o,v > 1 be integers with v > 0, n := 0+ v and ¢ a power of prime. Denote by F, a finite
field of order ¢ and define a quadratic map G : Fy — F9, x = (z1,...,2,) = "(g1(%), ..., go(%)) by

g(x1,...,2pn) = Z x; - (linear form of xy41,...,2y)
1<i<o
+ (quadratic form of xoy1,...,2n),

for 1 <1 < o, where the coefficients in the right hand side are elements of ;. The unbalanced oil
and vinegar signature scheme (UOV) is constructed as follows.

Secret key. An invertible affine map S : Fj — Fy and the quadratic map G.
Public key. The quadratic map F':=Go S : Fy — Fp.
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Signature generation. Let m = (my,...,m,) € Fy be a message to be signed. Choose
u1, ..., uy € By randomly, and find (y1,...,¥,) € Fy with
GL(YLy e ey Yoy ULy« e vy Uy) = M1,
(1)
Go(Yly -+ o s Yoy Uly -« oy Uy) = M.
The signature for m is z := 571(?]17 ey Yoy ULy e ey Uyy).

Signature verification. Check whether F'(z) = m.

Note that, due to the definition of G, the equations in (1) are linear equations of (y1,...,¥o).
Then a signature is generated in time O(n?®) on UOV. For the security of UOV, we should discuss
Kipnis-Shamir’s attack [4, 3] given below.

Kipnis-Shamir’s attack. It is well-known that UOV with o = v (balanced oil and vinegar
signature scheme, [7]) is broken by Kipnis-Shamir’s attack [4]. The basic idea is as follows.
Let Gy, F; (1 <1< 0) be n x n symmetric matrices with
g1(x) ='xGx + (linear form of x),
fi(x) ="xEx + (linear form of x).

By the definitions of the quadratic maps G, F', we see that the matrices Gy, F; are written by

a=(% *), m=tsgs=ts(% *)s
*

* *y v

It is easy to see that, if o = v, it holds

0, =* = 0o *\ [0 *
%y, x %,/ \0 %,/
Then, for two linear sums Wy, Wy of Fi, ..., F,, we have
-1
W Wy = ! (00 *) <OO *) S =81 (* *) S.
x Ky * kg 0 %y
This means that there exists an invertible n x n matrix S; with

SIS, = (*;; ) |

_[(*0 %
SSl—<0 *U).

1S1 RS = (S51)GI(SS1) = <(1 *)

*y

and such a matrix S; satisfies

Since

the matrix 57 is enough to generate dummy signatures of UOV. It is known that S can be recovered
in polynomial time (see [4] for the detail).

When v > o, the original Kipnis-Shamir’s attack [4] is not available since

0, =* -1 0, * » %, %
* *’U * *’U O *’U '
This attack was arranged to be available also for v > o in [3]. However, its complexity is no longer

polynomial time but O(¢"~° - (polyn.)). Thus v is taken sufficiently larger than o for the original
UOV.
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3 Circulant UOV

Circulant UOV [9] is a variant of UOV constructed as follows.
For 1 <1 < o, let Aj,B; be v X 0 and v X v matrices respectively, ¢; € Fj a row vector and
d; € F4 such that

0, A
X:tX<O l>x+cx+d.
91(x) A B I I

In the original UOV, A;, By, ¢;, d; are chosen randomly. On the other hand in Circulant UOV, A4,
and c; are given as follows.

1 1
Al = (alaa27a37 s 7a0)7 C1 = (ClacQaC:Sa s 76070(()217 e ',051))’
(2) (2)
A2 = (ao,al,aQ, .. .,ao,l), Co = (CO,Cl,CQ, .. .,Cofl,CO_H, B ) ),
_ (3) (3)
A3 - (aoflvaoyalv R 73072), C3 = (Co—lacoacla . '760—27CO+17 -o+yCn )7 (2>
o o
A, = (ag,as,ay,...,a,,a1), co = (c2,¢3,¢4, .. -,60,61705)4217 . .707(1)),
1
where ay,...,a, € Fy are column vectors and cy, .. ., ¢, Cg+)1= ey ,67(10) € [, are constants. Note

that B; and d; are chosen randomly. We can easily check that, for such A;, ¢;, the linear equations
(1) solved in the process of signature generation of UOV are given by

a1 oy a3 ... Q Y1 B
(073 ap g ... Op—1 Y2 52

W1 Qo a1 ... o2 | |ys| =]|0],
Q2 a3 O4q ... ] Yo Bo

where aq,...,a0,51,..., 08, € Fy. It is known that the matrix in the left hand side of the equation
above is inverted in time O(n?) [5], which is smaller than O(n?) for the original UOV. Thus the
signature generation of Circulant UOV is faster than that of the original UOV.

4 Kipnis-Shamir’s attack on Circulant UOV

In this section, we explain why Circulant UOV is vulnerable against Kipnis-Shamir’s attack.
Due to (2), we see that

A = Alplfl

for 1 <1 <o, where P := is an o X o matrix representing a cyclic permutation. It
1

is easy to check that

0 (AC)N [ 0, (AC)Y) _ (%
AlCl Bi A1C2 Bé 0 *o
for 0 x o matrices C1,Cy and v X v matrices B, B), if Cy is invertible. This means that

Wl W, = §72 <>B **) S

even if v > o. This situation is almost the same to the original UOV with o = v. Thus the attacker

can recover an n X n matrix S satisfying SS7 = (OO . > in polynomial time similarly to the
v
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Table 1: Running times of Kipnis-Shamir’s attack on Circulant UOV
‘ q ‘ n o m ‘ 0 v H Time (Security) ‘
311 99 33|34 65| 0.59 (80bit)
31 | 123 41 | 43 80 || 1.64s (100bit)
31 | 156 52|53 103 | 6.54s (128bit)

original UOV with o = v [4].

Table 1 describes the results of experiments of Kipnis-Shamir’s attack against Circulant UOV on
Magma [1] ver.2.22-3 on Windows 8.1, Core(TM)i7-4800MQ, 2.70GHz for the parameter selections
given in [9] as 80-, 100- and 120-bit security parameters. In this table, the numbers m of quadratic
forms in F' do not coincide with o since the “minus” is used on Circulant UOV (see §5 of [9]). Note
that the “minus” does not disturb Kipnis-Shamir’s attack. Due to the results in this table, we can
conclude that Circulant UOV is not secure at all against Kipnis-Shamir’s attack.

5 Rainbow and Circulant Rainbow

Rainbow is a multi-layer version of UOV (see, e.g. [2] for the detail) and Circulant Rainbow [8] can
be constructed similarly. The original Rainbow has been considered to be secure enough against
known attacks including Kipnis-Shamir’s attack under a suitable parameter selections. However,
due to §4, we can easily check that Kipnis-Shamir’s attack is also available on Circulant Rainbow
and it recovers an equivalent secret key in polynomial time. We thus conclude that Circulant
Rainbow is also insecure similar to Circulant UOV.
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