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Abstract. The concept of the Industrial Internet of Things (IIoT) can be defined as the integration of
smart sensor networks and the Internet of Things (IoT). This technology can be employed in various
industries such as agriculture, food processing industry, environmental monitoring, security surveillance,
and so on. Generally, a smart sensor is a resource-constrained device which is responsible for gathering
data from the monitored area. Machine-to-Machine (M2M) communication is one of the most important
technologies to exchange information between entities in industrial areas. However, due to the insecure
wireless communication channel and the smart sensor’s limitations, security and privacy concerns are the
important challenges in IIoT environments. The goal of this paper is to address the security flaws of a
recent M2M authentication protocol proposed for employing in IIoT including DoS, router impersonation
and smart sensor traceability attacks. Moreover, we showed that an untrusted smart sensor can obtain the

secret key of the router and the session key which another sensor establishes with the target router.

keywords: M2M communications, IIoT, Authentication, DoS Attack, Traceability Attack, Impersonation

attack, Disclosure Attack.

1 Introduction

Machine-to-Machine (M2M) is a crucial technology for realization of Industrial Internet of Things (IloT). In
M2M technology, all devices, machines, and equipments can communicate between each other through wire-
less links. M2M technology can provide the exchange of data between typically resource-constrained devices
without human intervention. M2M networks consist of a number of smart sensors, routers and an authenti-

cation server (AS) responsible for performing the registration procedure and generating the secure pre-shared
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keys for entities. The important concept of M2M is to enable real-time data communications between the de-
vice equipped with smart sensor and the central management applications to collect the vital data transfered
from the remote devices for their users [9, 10].

Since M2M technology lies within embedded cellular via 3GPP technologies such as GSM/GPRS,
UMTS/HSPA(+), and LTE networks, it has become mobile and smarter than before. However, similar to
wireless sensor networks (WSNs), 3GPP cellular networks are vulnerable to some well known information
security threats [7]. So, similar to WSNs, there is a need for assurance regarding the confidentiality, integrity
of the transfered data and robustness against attacks from external entities. These security requirements can
be fulfilled by designing the secure and efficient communication schemes.

To ensure secure communication between M2M devices, authentication and key agreement (AKA)
schemes have been proposed. These schemes not only should be able to securely accomplish mutual au-
thentication and session key establishment but also should meet the high efficiency.

In M2M technology employed in IIoT, the system model is composed of three primary entities: a smart

sensor, router and authentication server (AS), which is described in Fig. 1.

Smart Sensor;

1- Secure pre-shared key set PSK;

Router Authentication Server (AS)

Fig. 1. System model of M2M technology employed in IIoT

1.1 Threat Model

Our threat model follows the Dolev-Yao model [4]. In this model, an adversary can intercept, modify, delete

or change the contents of the transmitted messages through the insecure channel between any two entities.
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2 Related work

Several authentication protocols for M2M communications has been published since 2012. In 2012, Chen et
al. [3] proposed a group authentication and key agreement protocol called G-AKA. In their scheme a serv-
ing network (SN) can authenticate a group of mobile stations (MSs) with assistance of home network (HN).
Chen et al. claimed that their proposed scheme is secure and can satisfy all security requirements. However,
their protocol is vulnerable to man-in-the-middle, DoS and redirection attacks [6]. In 2013, Lai et al. [6]
proposed a group authentication and key agreement protocol, called SE-AKA. Their scheme is efficient and
guarantees privacy and forward/backward key secrecy. Later in [1], the authors proposed a group authenti-
cation and key agreement (GROUP-AKA) protocol designed for M2M communication. In this protocol, the
authors successfully prevent the DoS attack, but it still suffers from the privacy preservation problem. In addi-
tion, this protocol employs asymmetric cryptosystem based operations with high computation overhead.

In [8] the authors presented another group authentication and key agreement protocol for M2M devices
in 3GPP networks called GLARM. This mutual authentication and secure key agreement protocol has been
proposed for recourse-constrained devices and has two main phases: (1) Initialization phase and (2) Group
authentication and key agreement phase and proposed for resource-constrained devices. In 2017, Chen et al. [2]
proposed an authentication protocol for the IoT, called S2M but the authors did not analyze the performance
of the methods in terms of privacy preservation, especially in comparison to the scheme presented in [8].

Recently, Esfahani et al. [5] proposed a lightweight M2M authentication protocol to ensure secure inte-
gration of Industrial Internet of Things (IloT) solutions. Specifically, in their work a machine equipped with a
smart sensor which is authenticated by a network element equipped with a Trusted Platform Module (TPM).
Esfahani et al. assumed that their protocol is secure and efficient. However, in this paper we show that their
scheme is vulnerable against DoS and the router impersonation attacks and also we demonstrate that the ad-
versary can trace the smart sensor by eavesdropping only one session. Besides, we show how an untrusted
smart sensor can obtain the secret key of the router, PSK, and the session key which another sensor establishes

with the target router.

Paper organization The remainder of the article is organized as follows. The review of the Esfahani et al.’s
scheme is presented in Section 3. In Section 4, we discuss serious weaknesses of this scheme. Finally, we

conclude the paper in Section 5.
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3 Review of Esfahani ef al.’s scheme

In this section, we review Esfahani et al.’s authentication protocol [5], which is composed of three phases, i.e.,
initialization, registration and authentication, and key agreement phases.

The notations used in this paper are listed in Table 1.

Table 1. Notations

Notation Description

AS The authentication server
ID; Identity of i-th smart sensor
AID; The alias of the i-th identity
by Secret key of the AS

PSK; A secure pre-shared key between
the AS and the j-th router

SK Session key

Ri,Ry Random number generated by a
Pseudo random Number Generator

(PRNG)
h(-) One-way hash function
S3) XOR operation

I Concatenation operation

3.1 Initialization phase

In this phase, the authentication server AS initially chooses a long-term secret key x and generates the secure
pre-shared key set PSK;, j = 1,...,n and sends PSK; to the j-th router.

3.2 Registration phase

In this phase, a smart sensor performs the following steps with AS through a secure channel (Fig. 2).

Step 1. The smart sensor chooses its identity /D; and submits it to the AS.
Step 2. If the AS does not find ID; in the database, it calculates fi; = h(IDj||x), f»i = h(f1;) and f3; = PSK;® fi;
and delivers (f»;, f3;) to the smart sensor.

Step 3. After receiving the message, the smart sensor writes (f»;, f3;) to the Secure Element SE of the sensor.
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Smart Sensor; Authentication Server
< Secure Channel >
ID;
%
fii = h(IDy||x)
fai = h(f11)
f3i = PSK®f;;
fair fai ' !
%
Stores <fy;, f3;>

Fig. 2. Registration phase of Esfahani et al.’s scheme [5]

3.3 Authentication and Session Key Agreement Phase

In this phase, a smart sensor and a router are authenticated each other and a session key is established between

them, as shown in Fig. 3.

Step 1. The smart sensor starts the protocol by generating a random number R, computing M| = h(f2;) DRy,

AID; = h(R) ® ID;, My = h(R||M,||AID;) and sending (M|, My, f3;,AID;) to the router.

Step 2. After receiving the message (M, Mo, f3;,AID;), the router extracts fi; = f3; ® PSK;, Ry = M1 ® h(f»)
and ID; = AID; ® h(R)), and checks whether h(R;||M;||AID;) = M, holds. If it does not hold, the router
terminates the connection; otherwise, it generates the random number R», calculates AID; = R, © h(ID;),
M| = fi; ®h(ID;), M, = h(M{||AID|||R>) and then computes SK;; = h(R|||R;) as a session key and then

sends the tuple (M, M},AIDj;) to the smart sensor.

Step 3. Upon receiving the message (M}|,M},AID;), the smart sensor computes Ry = AID; ® h(ID;) and
checks whether h(M{||AID;||R,) = M} holds. If it does not hold, the smart sensor terminates the session;
otherwise, it computes the session key SK;; = h(R;||R,) and M| = SK;; & h(R,). Finally, the smart sensor

sends (M]') to the router.

Step 4. To check the validity of the received (M/'), the router checks whether M| @ SK;; = h(R>) holds. If
it does not hold, the router terminates the session; otherwise, it means the entities mutually authenticate

each other and establish the session key SK;; = h(R;||R>).
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Smart sensor; Router

@ < Insecure Channel >

Generates Ry

M; = h(f2:)®R,

AID; = h(R)®ID;

M; = h(R4||M4||AID;)

MlvM21f3i:AIDi

fri = f5i®PSK
Ry = Mi®h(fy;)
ID; = AID;®h(R,)
If h(R,||M,||AID;) #+ M, then <Reject>
Else
Generates R,
M; = fu;®h(ID;)
M; = h(Mi]|AID;||R;)
SKij = h(Ry||R7)

M}, My, AID;

R, = AID;®h(ID)
If h(M1||AID;||R;) # M, then <Reject>
Else
SKi; = h(R4]IRz)
My’ = SK;j®h(R;)
My

If Mi'®SK;; # h(R;) then <Reject>

Fig. 3. Authentication and key agreement phase of Esfahani et al.’s scheme [5]
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4 Security Analysis of the Esfahani et al.’s Protocol

In Esfahani et al.’s Protocol, the authors assumed that the adversary A is not able to execute replay attack
using the transmitted messages. Moreover, they assumed that the adversary cannot impersonate the router by
accessing to the old login eavesdropped messages and also they assumed that the legitimate smart sensor will
be identified by the router before the calculation of session key.

In this section, we demonstrate DoS attack and the router impersonation attack and also we show that the
adversary can trace the smart sensor by eavesdropping only one session. Besides, we show how an untrusted
smart sensor can obtain the secret key of the router, PSK, and the session key which another sensor has

previously established with the target router.

Router impersonation attack The purpose of adversary in this attack is to cheat the smart sensor to establish
a new session key with her. In this attack it is sufficient for the adversary to eavesdrop the tuple messages

(M},M},,AID;) and performs the following steps.

Step 1. The smart sensor starts the protocol by generating the random number R|, computing M| = h(f2;) @
Ry, AID; = h(R) ®ID;, M, = h(R||M||AID;) and sending (M, M>, f3;,AID;) to the router which is the
adversary.

Step 2. The adversary sends the previously eavesdropped messages (M, M5, AID;) to the smart sensor.

Step 3. The smart sensor computes Ry = AID; & h(ID;). Hence h(M} ||AID;||R,) = M/, holds, the smart sensor
computes the session key SK;; = h(R;||R2) and M{ = SK;; & h(R,). Finally, the smart sensor sends (M)

to the adversary.

Hence, by following this attack the adversary is authenticated as a legitimate router, so the smart sensor be-
lieves that the router holds the legitimate session key SK;; = h(R1||R2). The main cause of this attack is that

the parameters used in messages (M}, M,,AID;) are independent of time and smart sensor’s random number.

DoS attack In the Esfahani et al. protocol, the adversary starts the attack by eavesdropping the tuple messages
(My,M,, f3;,AID;) and simulates the smart sensor by replaying them. The main cause of this attack is that the
parameters used in messages (M), My, f3;,AID;) are independent of time and lack any random generated by

the router. The adversary executes the attack as follows.

Step 1. The adversary sends eavesdropped messages (M1, M, f3;,AID;) to the router;
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Step 2. The router extracts fi; = f3 @ PSKj, Ry = My & h(f») and ID; = AID; ® h(R;). Hence
h(R1||M1||AID;) = M5 holds, the router generates the random number Ry, calculates AID; = Ry ® h(ID;),
M| = fi;®h(ID;), M5 = h(M{||AID|]||R;) and then computes SK;; = h(R;||R,) as the session key and then

sends the tuple (M, M},AID;) to the smart sensor which is the adversary.

Although the authentication fails in the last step of the protocol, but the adversary has imposed the whole

computations of a session to the router. So, this attack is regarded as a DoS attack.

Smart sensor traceability attack In this attack, the adversary tries to find the link between two sessions of
the protocol. In Esfahani er al. protocol the attacker eavesdrops the message (M, M, f3;,AID;) of each session

and because f3; is unchanged, the attacker can use it to distinguish and track the target smart sensor.

Secret disclosure attack In the Esfahani er al. protocol, j-th router pre-shares a unique key, PSK;, with AS.

So, an honest but curious smart sensor, say sensor; with identity /D;, can obtain PSK;; as follows.

— Uses message M| = fi; ®h(ID;) and h(ID;) and obtains f; from equation fi; = M| © h(ID;);

— Computes the j-th router’s secret key PSK; using the equation PSK; = f3; @ fi;.

Thus, Esfahani et al.’s protocol is vulnerable against secret disclosure attack.

Session key disclosure attack As mentioned above, the honest but curious smart sensor can obtain PSK;.
By employing PSKj, such a smart sensor can obtain another /-th smart sensor’s session key SK;; which is

established with the same router, say the j-th router, as bellow.

— The honest but curious i-th smart sensor uses the message f3; = PSK; @ f1; transfered by /-th smart sensor
and PSK; to obtain f; from equation fi; = f3; ®© PSKj;

— It then uses the message M| = fi; @ h(ID;) and fi; and obtains A(ID;) from equation h(ID;) = M| & fi;;

— After that, it employs the message AID; = Ry @ h(ID;) and h(ID;) and obtains R, from equation R, =
AID; & h(ID));

— Finally, it computes 2(R;) and uses the message M| = SK;; & h(R») to obtain SK;; from equation SK;; =

M{l EB]’Z(RQ);

Thus, Esfahani er al.’s protocol is vulnerable to session key disclosure attack.
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Conclusion

In this paper we considered the security of the Esfahani ef al. authentication M2M protocol proposed for com-

munication in IIoT environment [5]. We affirmed that Esfahani et al.’s protocol is vulnerable to DoS and the

router impersonation attacks. We also showed how an adversary can trace the smart sensor by eavesdropping

only one session. Moreover, we showed that an untrusted smart sensor can obtain the secret key of the router

PSK and the session key which another sensor establishes with the router.
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