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Abstract. We present RAPTOR, the first practical lattice-based (link-
able) ring signature scheme with implementation. RAPTOR is as fast as
classical solutions; while the size of the signature is roughly 1.3 KB per
user. Prior to our work, all existing lattice-based solutions are analogues
of their discrete-log or pairing-based counterparts. We develop a generic
construction of (linkable) ring signatures based on the well-known generic
construction from Rivest et al., which is not fully compatible with lat-
tices. We show that our generic construction is provably secure in random
oracle model. We also give instantiations from both standard lattice, as
a proof of concept, and NTRU lattice, as an efficient instantiation. We
showed that the latter construction, called RAPTOR, is almost as efficient
as the classical RST ring signatures and thus may be of practical interest.

1 Introduction

The notion of ring signatures was put forth by Rivest, Shamir and Tauman in
2001 [49]. Tt is a special type of group signature [18,16] where a signer is able
to produce a signature on behalf of a group of potential signers. Unlike group
signatures, there is no central party to manage group membership nor capable
of revealing identity of the generator of the signature. In a typical use case of
ring signatures, each user is associated with a public key and a group is formed
spontaneously by collecting users’ public keys. It is a very attractive property as
it enables anonymity: the signer hides its identity within the group, and there is
no trusted third party that is capable of revocation.

Ring signatures offers very strong anonymity. In particular, signatures cre-
ated by the same signer are unlinkable. Observing that in some real-world ap-
plications, such as electronic voting, unlinkability can be undesirable, Liu, Wei
and Wong [39] put forth the notion of linkable ring signatures. In such a scheme,
the identity of the signer remains anonymous. In the meantime, two signatures
created by the same signer can be linked.

The properties of linkability and signer anonymity are very desirable in var-
ious real world applications, including, but not limited to, e-cash, e-voting, and
ad-hoc authentication. For example, in the e-cash scenario, a linkable ring signa-
ture allows the spender to remain anonymous, while making it possible for the



bank to identify double spenders. To date, linkable ring signature has become
a mainstream solution to protect sender privacy in cryptocurrency transaction
[46].

All linkable ring signatures deployed in practice are based on number-theoretic
assumptions and thus vulnerable to quantum computers [50]. Even though quan-
tum computers are still in their infancy, many believed that general purpose
quantum computers will inevitably arrive, by when the exiting classical ring
signatures will lose their anonymity and/or unforgeability.

Lattice-based cryptography is one of the most promising families of can-
didates [45] to the quantum apocalypse. Besides resistance to quantum at-
tacks, problems in lattice-based cryptography exhibits an additional properties,
namely, breaking a random instance of a lattice problem is as hard as solving
the worst-case instance.

To date, there exist a number of lattice-based ring signature schemes and
lattice-based linkable ring signature schemes 15,43, 37, 26,53, 11]. While some of
them are asymptotically efficient, they are hardly practical. In particular, to the
best of our knowledge, none of these constructions come with an implementation.

1.1 Related Work

Classical ring signatures We review the existing constructions of (linkable) ring
signatures. The generic construction introduced by Rivest, Shamir and Tau-
man [49] in 2001 (RST). This generic construction is based on one-way trapdoor
permutations along with a block cipher. It can be instantiated from the RSA as-
sumption. In 2004, Abe, Ohkubo and Suzuku [1] (AOS) proposed a new generic
construction which allows discrete-log type of keys. This generic construction can
make use of hash-and-sign signature or any three-move sigma-protocol-based sig-
nature. It can be instantiated from RSA or discrete-log assumptions. Both of the
RST and AOS constructions are secure in the random oracle model and the sig-
nature sizes are linear to the ring size. To achieve the security in standard model,
Bender, Katz and Morselli [12] (BKM) presented a ring signature scheme which
adopts a public-key encryption scheme, a signature scheme and a ZAP protocol
for any language in AP [25]. Even though BKM construction is secure in stan-
dard model, the signature size is still linear in the number of group members
and the generic ZAPs are actually quite impractical. Shacham and Waters [?]
then proposed a more efficient linear-size ring signature scheme without random
oracle from bilinear pairing.

To reduce the signature size, Dodis et al. proposed the first ring signature
scheme with constant signature size in 2004 [20]. It relies on accumulator with
one-way domain and is secure in the random oracle model. The first ring signa-
ture with sub-linear without random oracle model is due to Chandran, Groth
and Sahai [17]. This scheme has signature size O(v/¢) where £ is the number
of users in the ring. All of the above sub-linear size constructions are secure
in the common reference string model that requires a trusted setup. The first
sub-linear ring signatures without relying on a trusted setup is due to Groth and



Kohlweiss [30]. It features logarithmic size signature and is secure in the random
oracle model.

Classical linkable ring signatures Since the first proposal of linkable ring signa-
ture [39], we have seen a sequence of work [55,7,38,52] that provides different
features. In 2005, Tsang and Wei [55] extends the genric ring siganture intro-
duced by Dodis et al. [20] to a linkable version, which also feature constant
signature size and is secure in the random oracle model. Au et al. [7] presented
a new security model for linkable ring signatures and a new short linkable ring
signature scheme that is secure in this strengthened model. In 2014, Liu et al.
[38] presented the first linkable ring signature scheme achieving unconditional
anonymity. Sun et al. [52] proposed a new generic linkable ring signature to
construct RingCT 2.0 for Monero. There are also schemes with special proper-
ties such as identity-based linkable ring signatures [54,9] and certificate-based
linkable ring signatures [8].

Lattice-based ring signatures For ring signatures in the lattice setting, Brakerski
and Kalai [15] proposed a generic ring signature scheme in the standard model.
This generic construction is based on a new primitive called ring trapdoor func-
tions. They instantiated this function based on the inhomogeneous short integer
solution problem (ISIS). However, the resulting scheme is only secure under a
weak definition. To achieve full security, an inefficient transformation is needed.
Melchor et al. [43] transforms Lyubashevsky’s lattice-based signature [41] into a
ring signature. As the authors pointed out themselves, their scheme is “pretty
unpractical”. In 2016, Libert et al. [37] presented a lattice-based accumulator.
With the accumulator and a lattice-based zero-knowledge proof system, they
build a ring signature scheme that features logarithmic signature size. However,
the zero-knowledge arguments applied in the accumulator is very inefficient.
The state-of-the-art is the lattice-based ring signature scheme proposed by Es-
gin et al. [26]. They adapt the efficient one-out-of-many proof [30, 14] to build a
lattice-based ring signature scheme. Same as [37], [26] is also a logarithmic size
ring signature scheme and is secure in the random oracle model.

Lattice-based linkable ring signatures The first lattice-based linkable ring sig-
nature scheme was proposed by Torres et al. in 2018 [53]. It can be seen and
instantiation of the AOS framework from the lattice-based BLISS signature [21],
with adaption to introduce linkability. The signature size is linear to the number
of members in the ring and is reported to be 51 KB per ring member. In the same
year, Baum, Lin and Oechsner [11] construct another lattice-based linkable ring
signature scheme following a very similar ideal to [53]. The signature size for [11]
is claimed to be around 10.3KB per user. The main difference between these two
work is the way to achieve linkability. We are not aware of any implementation
of these work.

For the existing lattice-based (linkable) ring signature schemes, we are not
aware of these constructions come with any implementation. In terms of perfor-
mance, lattice-based (linkable) ring signatures [43,53,11] are all based on the



lattice-based sigma-protocol-based signature and thus involve additional over-
head in the form of rejection sampling which affects the performance of the
signature scheme. As mentioned above, the inefficiency of the underlying zero-
knowledge proof system makes [37] quite impractical. In this paper, we not only
present a practical and efficient lattice-based (linkable) ring signature scheme
but also implement it on a typical laptop and provide the performance.

1.2 Owur Contribution

Table 1. Performance

(a) RAPTOR-512 (b) Linkable RAPTOR-512
[ Uses | 5 [ 10 50 | [ Uses [ 5 [ 10 [ 50
KeyGen |29 ms | 29 ms | 29 ms KeyGen | 57 ms | 57 ms | 57 ms
Sign 6ms | 9.5 ms | 40 ms Sign 10.7 ms|17.4 ms| 61 ms
verification| 3 ms | 6.5 ms | 32 ms verification| 5.2 ms | 11 ms | 50 ms
PK 0.9 KB| 0.9 KB | 0.9 KB PK 0.9 KB| 0.9 KB |0.9 KB
SK 4.1 KB|4.1 KB |4.1 KB SK 9.1 KB|9.1 KB |9.1 KB
Signature [6.3 KB[12.7 KB|63.3 KB| | Signature |7.8 KB|14.2 KB|64.8 KB

We present RAPTOR, the first lattice-based (linkable) ring signature with
implementation. It gets its name as it is the next generation of FALCON [27] that
features a “stealth” mode. RAPTOR is secure in the random oracle model, based
on some widely-accepted lattice assumptions. We also present a less efficient
version that is based on standard lattice problems. We implement RAPTOR,
and its performance on a typical laptop is shown in Table 1(a) and 1(b). The
experimental setting is presented in Section 5.

Our solution is in a sense optimal for the family of solutions where the sig-
natures are linear in terms of users: in our construction, the signature consists
of a lattice vector and a random nonce of 2\ bits per user. It is unlikely that
one is able to reduce the size further within the linear domain. We believe that
the only way to get substantially better performance than RAPTOR is from the
family of solutions that are logarithmic/constant in the number of users. The
best theoretical work in linear size is due to [11], where the signature size is
claimed to be 82.5KB with a ring size of 8. Comparing with the state-of-the-art
[26] with sublinear signature size, our work is still comparing favourably for ring
signature size < 1000. As a remark, a common use case of linkable ring signa-
ture, privacy protection for cryptocurrency, often uses a ring size less than 20
and thus Raptor is more preferable in this setting. The signature size of [26] is
reported to be 930KB with 26 users in the ring and 1409KB with 2'° users in
the ring. The comparison of signature size of our RAPTOR and other existing
lattice-based (linkable) ring signature scheme is shown in Table 2.



Table 2. Comparison of lattice-based (linkable) ring signature at security level A = 100.
Signature size increases with ring size (i.e. number of public keys in the ring).

; . linkable
‘ (37] ‘ (53] ‘ [11] ‘ [26] ‘ RAPTOR ‘ (inkable)
Signature size growth| logarithm linear linear logarithm linear linear
linkability X v v X X v
Implementation X X X X v v

Signature size
with 2° users
with 2% users ~ 48.1 MB|~ 2474 KB|~ 2340 KB| 1132 KB | 332.6 KB | 326.5 KB
with 210 users ~ 59.1 MB|~ 9770 KB|~ 9360 KB| 1409 KB [1290.2 KB| 1301.9KB
with 212 users ~ 70.2 MB| ~ 39 MB |~ 37.4 MB| 1492 KB | 5161 KB [5203.3 KB

~ 37 MB | ~ 649 KB | =~ 585 KB | 930 KB | 80.6 KB | 82.7 KB

In terms of security, (linkable) RAPTOR is backed by a new generic framework
that is provably secure in the random oracle model, under the assumption based
on RST construction. Instead of relying on one-way trapdoor permutation, the
new generic framework is based on a new primitive called Chameleon Hash
Plus (CH') which can be instantiated from lattice setting (e.g. NTRU). Our
generic construction can additionally transform any ring signature into a one-
time linkable ring signature.

Nonetheless, when CH™ is instantiated with a standard lattice problem (i.e.,
the short integer solution problem), we base the security of (linkable) ring signa-
ture on the worst-case lattice problems that are conjectured to be hard against
quantum computers.

In practice, one often resorts to NTRU lattices [34] for better efficiency. Our
(linkable) RAPTOR scheme is such a case, where the CHT function is instantiated
from the pre-image samplable function of FALCON [27].

1.3 Overview of Our Construction

Before presenting a high-level description of our construction, we first discuss
the subtlety of instantiating the RST generic construction from lattices. Recall
that the building block of RST ring signatures is one-way trapdoor permutation.
While trapdoor functions can be built from lattices, they are not permutations by
themselves and therefore cannot be applied directly. Consequently, all existing
linear-size lattice-based constructions opt for the AOS framework, which can
be built from any sigma-protocol based signatures. Indeed, [53,11] can be seen
as instantiations from this framework. On the other hand, we identify essential
properties required by the underlying building blocks in the RST framework.The
result is a type of trapdoor function that we called Chameleon hash plus (CHT),
a construct that is similar to Chameleon hash functions.

Building block: CHT The main building block for our generic constructions
is a chameleon hash plus (CHT) function. We recall the notion of chameleon
hash function which was first formalized by Krawczyk and Rabin in 2000 [35].
Chameleon hash functions are randomized collision-resistant hash functions with
an additional property that each hash key is equipped with a trapdoor. With



the trapdoor, one can easily find collisions for any input. More specifically, on
input a trapdoor tr corresponding to some chameleon hash key hk, two messages
m,m’ and a randomness r, one can efficiently compute another randomness r’
such that Hash(hk,m,r) = Hash(hk, m/, ).

Our CH" consists of four algorithms, namely, SetUp, TrapGen, Hash and Inv.
See Section 3.1 for details. Similar to a chameleon hash, without the trapdoor,
CH™ needs to be one-way and collision-resistant. There are two main difference
in CH*:

— to compute new randomness 7’ for any given message m’, only the hash
value, C' = Hash(hk, m, ), is needed; whereas both the original message m
and randomness r are required in a classical Chameleon hash;

— optionally, there exists a system parameter param" as an implicit input to
all CH" operations.

Our Generic Construction of Ring Signatures We describe how we can built a
ring signature from CHT. We assume param® is available at the setup. In the
key generation procedure, a signer runs algorithm TrapGen to obtain hash key
hk and its trapdoor tr. Signer’s public key and secret key will be hk and tr,
respectively.

Suppose a signer, Sy, with public and secret keys (hk,,sk), tries to sign
message £ on behalf of a group of signer {S1,---,Se} (m € {1,---,£}), Sy first
collects all the public keys of the group of signers {hky,--- ,hky}. Next,

— for i # 7, S; randomly samples message m;, randomness r; and computes
hash output C; = Hash(hk;, m;,r;);
— for ¢ = =, i.e., the signer himself, S; samples a C.

Sy further sets C* = H(u, Cq,--- ,Cy,hky, - -+, hky) where u is the message to be
signed and H is a collision-resistant hash function. It then computes m, which
satisfies m1 @ --- ® my = C* and uses the trapdoor to find an r, such that
¢z = Hash(hk;,my, 7). The signature for S, on u is {(my,r1), -, (me, 1)}
Note that without the trapdoor, it is hard to find such a randomness 7, since
CH™ is one-way and collision-resistant.

To verify the signature, one can first compute C; = Hash(hk;, m;,r;) for
i =1,--+,¢ Then check whether m; @ --- ® my is equivalent to H(u,Cy , --
,Co ;hky, -+ hke). If so, the verifier accepts the signature as signed by one of the
group members.

Our Generic Construction of Linkable Ring Signatures Linkable ring signature
scheme allows others to link two signatures sharing the same signer. At a high
level, we will use a tag to achieve this property. The tag is a representative of the
signer’s identity for each signature. Signatures that share a same tag are linked.
It is natural to enforce that each signer only obtains one unique tag; and this
tag cannot be forged, or transferred from/to another user. We use a one-time
signature® to achieve those properties.

3 Here we will only use the public key once; the actual signature scheme does not
necessarily need to be a one-time signature scheme.



During the key generation procedure, in addition to a hk and its trapdoor
tr, the signer also generates a pair of public key and secret key (opk, osk) for a
one-time signature. The signer then masks hk by #(opk) and obtains a masked
hash key hk’. The unique tag for the signer will be the public key opk. In the
end, the signer sets hk’ as public key and (tr, opk, osk) as secret key.

When the signer S, signs a message p on behalf of a group of signers
{8y, , 8¢} (m € {1,---,£}), it will collect the public keys of the group {hk}, - -,
hk;} as usual. For each public key hk/ in the group, S, computes hk! = hk} @
H(opk). A new list of “public keys”, {hk{,--- ,hkj}, is then formed. Note that
hk! is equivalent to the original hk,. Next, the signer S, invokes the (none link-
able) ring signature with keys {hk!,---  hkj}, a trapdoor tr, and a message y,
and obtains a (none linkable) ring signature og = {(my,7r1), -, (me,7¢)} on
w. Finally, S, signs u, or using osk, and gets a one-time signature sig. The
linkable ring signature produced by S, will be {o g, opk,, sig}.

As for verification, in addition to verifying o g, one should also check whether
sig is a valid signature on p and or under opk,..

2 Preliminary

2.1 Notation

Elements in Z, are represented by integers in [—4,4). For a ring R we define
R, to be the quotient ring Z,[z]/(z™ + 1) with n being a power of 2 and ¢ being
a prime. Column vectors in Z7" and elements in R, are denoted by lower-case
bold letters (e.g. x). Matrices are denoted by upper-case bold letters (e.g. X).
We use x to denote a column vector with entries from the ring.

For distribution D, x <-¢ D means sampling x according to distribution
D. ||v]]y is the ¢; norm of vector v and ||v| is the 3 norm of v. For v =

(vi, -+, vn)T, we define ||v| = Z:’L:l [[v:]|2-

The continuous normal distribution over R"™ ce2ntered at v with standard

—lx=vl

deviation o is defined as p§ ,(x) = (\/2;_7)”8 202 . For simplicity, when v is

the zero vector, we use p2(x).
The discrete normal distribution over Z" centered at v € Z" with standard

. . . X
deviation ¢ is defined as D7 ,(x) = p%":(zn)-

We define the exclusive-or operation of two matrix X() € Zy*™ and X ¢
zrxm, XM @ X3 as:

by (1)) @ by(a(]) - by(ath)) ® by(z2)

by(')) ® by (2 - by('ih) ® by (i)

where b,(z) means that transform a value x € Z, to its binary representation.
by (.) can be efficiently computed.



2.2 Lattices and Hardness Assumptions

A lattice in m-dimension Euclidean space R™ is a discrete set

A(by, - ,b,) = {inbim < Z}
=1

of all integral combinations of n linear independent vectors by, ---, b, in R™
(m < n). We call matrix B = [by,---,b,] € R™*" a basis of lattice A. Using
matrix notation, a lattice can be defined as A(B) = {Bx|x € Z"}.

The discrete Gaussian distribution of a lattice A, parameter s and center v

is defined as DA,V,S(X) = S“,’ggz; '

Lemma 1 ([41]Lemma 3.3). For any lattice A € R™ and positive real number
5 >0, we have Prypm|[|x| < 2y/ms] > 1 —-27".

Definition 1 Let m > n > 1 and q > 2. For arbitrary matriz A € ngm and
vector u € Zy define m-dimensional full-rank integer lattices and its shift:

AH(A)={z€Z™:Az=0 mod g},
AL(A)={z€Z™:Az=u mod ¢}.

Short Integer Solution (SIS) problem and Inhomogeneous Short Integer So-
lution (ISIS) problem are two average-case hard problems frequently used in
lattice-based cryptography constructions.

Definition 2 (SIS, ,, s problem) Given a uniformly chosen matriz A €
<™, find x € A+(A) and 0 < ||x|| < 8.

Definition 3 (ISIS, , ,, s problem) Given a uniformly chosen matriz A €
Zy*™ and vector u € Zy, find x € AL(A) and 0 < ||x]| < 8.

According to [28], if ¢ > w(v/nlogn)B and m, 8 = poly(n), then SIS, m g
and ISIS, ,.m,p is at least as hard as a standard worst-case lattice problem
SIVP., (Shortest Independent Vector Problem) with v = O(8n). Similarly, R-
SIS (R-ISIS) problems are defined as an analogue of SIS (ISIS) problem in ideal
lattices.

Definition 4 (R-SIS,,, s problem) Given a uniformly chosen vector a € Ry,
find X € R™ such that a7 - % =0 and 0 < ||%|| < .

Definition 5 (R-ISIS, ,, g problem) Given a uniformly chosen vector a €
Ry and a ring element u € Ry, find x € R™ such that al . x=uand 0 <

%] < 8.

The R-SIS problem was concurrently introduced in [48, 42]. According to [42],
the R-SIS, 3 is as hard as the SVP,, (Shortest Vector Problem) for v = O(nf)
in all lattice that are ideals in R if R = Z[z]/(z™ + 1), where n is a power of 2.



Definition 6 (NTRU assumption) Let a = g/f over R, where ||f,g|1 is
bounded by some parameter B < q. The NTRU assumption says it is hard to
distinguish a from a uniformly random element from R.

Over the years, there has been a few different versions of the NTRU assump-
tion [34,51,40]. Here we use a decisional version that is most convenient for our
proof. Note that this assumption holds as long as GapSVP problem is hard for
NTRU lattices.

2.3 Preimage Sampleable Functions and Falcon

Generating a ‘hard’ public basis A (chosen at random from some appropriate
distribution) of some lattice A, together with a ‘good’ trapdoor basis T has
been studied since the work of Ajtai [2]. In 2008, Gentry, Peikert and Vaikun-
tanathan [29] construct a preimage sampleable function using the ‘hard’ public
basis and trapdoor basis, and apply it as a building block to lattice-based signa-
ture schemes. This celebrated work (referred to as the GPV framework) is fol-
lowed by a sequence of improvements. Alwen and Peikert [5] is able to generate
a shorter trapdoor, compared to [29]; while Peikert [47] provides a parallelizable
algorithm to sample preimages. To the best of our knowledge, the most efficient
construction following this direction while maintaining a security proof is due to
Micciancio and Peikert [44]. Here we re-state one of their results.

Theorem 1 ([44], Theorem 5.1). There exists an efficient algorithm GenBasis
(1™, 1™, q) that given any integers n < 1, ¢ < 2, and sufficiently large m =
O(nlogq), outputs a parity-check matriz A € Zy*™ and a ‘trapdoor’ T such that
the distribution of A is negl(n)-far from uniform. Moreover, there is an efficient
algorithm PreSample. With overwhelming probability over all random choices, for
any u € Zg and large enough s = O(y/nlogq), PreSample(A, T, u, s) samples

from a distribution within negl(n) statistical distance of D 1Ay, sw(viogn)-

On the other hand, the most efficient GPV construction in practice is due
to Prest at al. [23,27] using NTRU lattices [34]. The corresponding signature
scheme is named FALCON [27].

FALCON is a candidate lattice-based signature scheme to the NIST post-
quantum standardization process [45]. It is the resurrection of NTRUSign [32]
with the aforementioned GPV framework for transcript security [29, 23], and a
fast Fourier sampling for efficiency [24]. It is by far the most practical candidates
among all submitted proposals, in terms of the combined sizes of public keys and
signatures; and the only solution that provides a preimage sampleable function.
In terms of security,

— FALCON stems from the provable secure GPV construction [28], under the
(quantum) random oracle model [13];

— although the parameters in FALCON does not support GPV’s security proof,
they are robust against best known attacks?.

4 In practical lattice-based cryptography, it is common to derive parameters from best
known attacks other than security proofs. For example, see [4, 3].



The high level description of FALCON is in Appendix 6.3.

3

Our Generic Constructions

In this section, we present our generic construction of CH" and our (linkable) ring
signature scheme based on CH". The syntax and security notions of (linkable)
ring signature can be found in Appendix 6.1 and 6.2.

3.1

Chameleon Hash Plus

CH™ can be considered as a variant of Chameleon hash functions. A CH™ consists
of four algorithms, namely, SetUp, TrapGen, Hash and Inv, as follow:

‘We

SetUp(1*) — param®: On input security parameter 1%, this algorithm gen-
erates system parameter param<". param" will be an implicit input to Hash
and Inv.

TrapGen(1?) — (hk, tr): This algorithm takes security parameter 1* as input
and returns a pair (hk, tr) where hk and tr are respectively is a hash key and
a trapdoor.

Hash(hk,m,r) — C: On input hash key hk, message m and randomness r,
this algorithm returns hash output C.

Inv(hk, tr, C,m’) — r’: On input hash key hk, trapdoor tr, hash output C' and
message m', this algorithm returns randomness ' s.t. Hash(hk, m/,r") = C.

require CH™ to satisfy following requirements:

CH™ should be one-way and collision resistant. In other words, for all PPT
A, there exists a negligible function negl(\) such that

Pr[{(mo, ro), (m1,r1)} + .A(lk, hk, paramCh) : (mo,r0) #

(ma1,71) A Hash(hk, mo, 70) = Hash(hk, m1,71)] = negl(});
Pr[(m,r) < A(1*, C, hk, param®™) : Hash(hk, m, ) = C] = negl(}).

. For hash key hk generated from TrapGen, assuming the range of hk is Ry,

the distribution of hk should be either statistically close to uniform in Ryy; or
computationally close to the uniform distribution with an additional prop-
erty that the probability a randomly sampled hk <—g Rpx has a trapdoor is
negligible.

For r’ generated from Inv, the distribution of r’ should be with negl(\) dis-
tance from the distribution where 7 is sampled from.

Looking ahead, in the next section, we will show how to build CH™ from standard
lattice problems and from NTRU assumptions.



3.2 A New Framework for Ring Signatures

Our ring signature is constructed as follows:

— Setup(1*) — param: On input the security parameter 1%, this algorithm
chooses a hash function H : {*} — Dy. It also runs SetUp(1*) — param<h.

— KeyGen — (sk, pk): This algorithm generates (hk, tr) < TrapGen(1*). Then
it sets public key pk = hk and secret key sk = tr.

— Signing(skx, i, Lpk) — o: On input a message y, a list of user public keys
Lo = {pky,--- ,pky}, and a signing key sk, = tr; of pk, = hkx € Ly, the
signing algorithm runs as follow:

1. For i € [1,---,¢] and i # m, pick m; and r; at random. Compute C; =
Hash(hk;, m;,7;). For i = m, pick C; at random.
2. Compute m, such that

ml@"'@mw@"'@mn:H(H,Cl,"',Ce,ka)-

3. Given m, and Cy, invoke Inv(hk, tr;, Cr,myg) — 7.
The ring signature of p and Lpk is o = {(m1,r1),- -+, (me,7¢) }-

— Verification(u, o, Lok) — accept/reject: On input a message p, a signature
o and a list of user public keys Lpy, the verification algorithm first phrases
o = {(my,r1), -+ ,(me, r¢)}. It then checks whether each pair of (m;,r;)
satisfies C; = Hash(hk;, m;,r;) for all s € [1,--- ,¢] and whether my @ --- @
me = H(p, C1,- -, Ce, Lpk). If yes, output accept. Otherwise, output reject.

3.3 A New Framework for Linkable Ring Signatures

Our linkable ring signature is constructed as follows:

— Setup(1*) — param: On input the security parameter 1*, this algorithm
chooses two hash functions H and H;. It also runs SetUp(1*) — param®
and selects a one-time signature scheme IT97S = {OKeygen, OSign, OVer}.

— KeyGen — (sk, pk):

1. This algorithm first generates (hk,tr) < TrapGen(1*).

2. Tt also generates a pair of IT°T* public key and secret key (opk, osk) ¢
OKeygen(1*) and computes mk = H; (opk).

3. It computes hk’ = hk & mk.

4. Tt sets public key pk = hk" and secret key sk = {tr, opk, osk}.

— Signing(skr, ¢, Lpk) — 0: On input a message p, a list of user public keys
Lo = {pky,--- ,pk}, and a signing key sk, = {trr,opk,,osk,} of pk. =
hk]. € Lpk, the signing algorithm runs as follow:

1. Compute mk, = H1(opk,).

2. Fori€[l,---,n] and i # m, pick m; and r; at random. Compute hk; =
hk @® mk, and C; = Hash(hk;, m;, r;). For i = 7, pick Cy; at random.

3. Compute m, such that

Mm@ ®me®---dmy=H(u,Cr,---,Cy, Lpk).



4. Given m, and C, compute r, < Inv(hk, tr,, Cr,my).

5. Compute one-time signature sig=0Sign(osky; (m1,7r1), -, (M, 7¢),Lpk,
opk,.).
The linkable ring signature of p and Ly is o={(m1,71), - -+, (my,re), opk,,
sig}.
— Verification(u, 0, Lpk) — accept/reject: On input a message (1, a signature
o and a list of user public keys Lo = {hk},---,hky}, the verification al-
gorithm first phrases o = {(mq,71),---, (mg,re),0pk, sig}. This algorithm

runs as follow:

1. It first computes mk = H;(opk). It also computes hk; = hk; & mk and

C; = Hash(hk;,m;, r;) for all i € [1,---  {];

2. It checks whether m1 & --- ®@my=H (1, C1,- -+, Co, Lpk);

3. Verify the signature via OVer(opk; sig; (m1,71),- -, (me, 7e), Lpk, opk).
If all pass, output accept. Otherwise, output reject.

— Link(al,ag,ul,uz,Lék),L(Q)) — linked /unlinked: On input two message

signature pairs (u1,01) and (ug2,02), this algorithm first checks the valid-
ity of signatures o; and og. If Veriﬁcation(,ul,Ul,Lgi)) — accept and

Veriﬁcation(ug,ag,Léi)) — accept, it phrases 01—{(m§1),7“§1)), oy (my (1)

rit )) opky,sig1 } and oo = {(m1 ,r§2)),-~- (my (2) (2 )) opk,, siga}. The al—

gorlthm outputs linked if opk; = opks. Otherw1se output unlinked.

Our generic ring signature scheme and linkable signature scheme both sat-
isfy the security model we defined in Section 6.1 and Section 6.2 and are thus
secure under random oracle model. Due to page limitation, we omit the security
proof for our ring signature scheme. The detailed security proof for linkable ring
signature scheme can be found in Appendix 6.7.

4 Instantiation

4.1 Instantiation of CHT from Standard Lattice

In this section, we are going to present our first instantiation of CH™ from
standard lattice.

SetUp(1*) — H: On input the security parameter 1*, this algorithm ran-
domly samples a matrix H < Z’q”k. The matrix H will be an implicit input to
Hash and Inv algorithm.

TrapGen(1*) — (A, T): This algorithm runs GenBasis (17,1™,¢q) — (A, T)
where A € Zg*™ is a parity-check matrix and T is a ‘good’ trapdoor basis of
AL(A).

Hash(A,b,r) — c: On input hash key A, binary message vector b € {0,1}*
and randomness vector r < D7, this algorithm computes ¢ = Hb + Ar and
returns c.

Inv(A, T,c,b’) — r’: On hash key A € Zy*™ and its trapdoor T, a vector
c € Zjy, a binary vector b’ € {0,1}*, it computes u = ¢ — Hb’ and r' =
PreSampIe(A,T,u,s).



Now we argue that this instantiation satisfies our requirements of CH™ in
Section 3.1.

— Our instantiation is collision resistant and one-way if SIS, , v’ 3 and ISIS; , m’ g

are hard for m' = m+k, 8 = v8ms? + 2k and 8 = V4ms? + k respectively.

— For the second requirement, according to Theorem 1, we have the distribu-
tion of parity-check matrix A € Zy*™ generated from GenBasis algorithm is
within negl(n) far from uniform. Thus, the distribution of A is statistically
close to uniform in Zg*™. Our instantiation satisfies the second requirement.

— For the third requirement, this instantiation requires that randomness vector
r is sampled from Gaussian distribution D?*. According to Theorem 1, if
we set deviation s appropriately (i.e., greater than the smooth parameter
of T, see [29]), the random vector r’ sampled by algorithm Inv is within
negl(n) statistical distance of D”*. Thus our instantiation satisfies the third
requirement.

4.2 Instantiation of CHT from NTRU

The FALCcON-based CH' scheme consists of following algorithms:

SetUp(1*) — (h, Dy, D;): On input the security parameter 1*, this algorithm
firstly sets up the polynomial ring R, and samples h <—g R,. It also sets related
distributions:

— Dy: a uniform distribution over R, with binary coefficients;
— Dy: a discrete Gaussian distribution over R, X R,.

TrapGen(1*) — (a, T): This algorithm takes security parameter 1* as input
and then runs FALCON key generation function to obtain a tuple (a, T) where the
public description of CH", namely, a = g /f is computationally indistinguishable
fg

from uniform over R, under NTRU assumption; T := fg is the trapdoor of

a.
Hash(a,b,r) — c¢: On input a hash key a, a binary message string b € Dy,
and randomness r := (rg,r1) € D,, this algorithm returns a hash output ¢ :=
ro+ar; +hb e R,.
Inv(a, T,c,b’) — r’: On input hash key a, its trapdoor T, a value ¢ € D,
and a binary message b’, this algorithm

— Compute u = ¢ — b’h;
— Generate a falcon signature r’ := (r(,r}) on u such that r{ + rja = u.

It returns r' € D, such that Hash(a,b’,r’) = c. The distribution of r’ will
be identical to the distribution of r used in Hash due to the property of GPV
sampler.

This instantiation satisfies our requirements of CH™ in Section 3.1.

— The one-wayness and collision resistance of this instantiation is based on
NTRU assumption, R-SIS and R-ISIS. According to NTRU assumption,



a is computationally close to uniform. For a R-SIS3, 3 problem instance®

{e1,eq,e3}, we can compute {1,a’,h’'} = {%, 2, 2—?} a’ should be indistin-

guishable with a real hash key a. By obtaining a collision {réo), rgo), b},
{r(gl)7 rgl), b} on hash key a’ and public parameter h’. We have

(e =) +a'(r” — ) + 0/ (b® — b)) = 0.

We find a solution to the problem instance {e;,ez,e3}. We can use the
similar way to argue the one-wayness of NTRU instantiation.

— Under NTRU assumption, FALCON public key is computationally indistin-
guishable from uniform; and the probability that a uniform sampled ring
element a <—g R, having a FALCON trapdoor is negligible.

— FALCON is essentially a GPV sampler over NTRU. Therefore, according to
Theorem 1, if the deviation of D, is greater than the smoothing parameter,
then r’ generated by algorithm Inv will be within negl(n) statistical distance
of D 4 (a),s- Thus our instantiation satisfies the third requirement.

The full description of RAPTOR and linkable RAPTORis presented in Appendix
6.4 and 6.5.

5 Parameters and Implementation

Here we give some parameter figures for RAPTOR-512, instantiated with FAL-
CON-512. Our RAPTOR-512 uses a signature size of (617 x 2 + 32)¢ ~ 1.26¢ kilo
bytes, where £ is the number of users in a signature. This is because, for each
tuple {r;o,r;1,b;} within a ring signature, we need a pair of r; o and r; 1, each
of 617 bytes, and an additional 32 bytes for b; to avoid any search attacks [31].
This parameter set yields 114 bits security against classical attackers, and 103
bits security against quantum attackers, under the BKZ2.0 framework [19] with
(quantum) sieving algorithm [4, 36].

As for linkable RAPTOR-512, we need an additional FALCON public key and
signature which is of size 897 + 617 = 1.5 kilo bytes. This accounts for a total of
(1.3¢ 4 1.5) kilo bytes.

For conservative purpose, one may also choose FALCON-1024 for better se-
curity, which results in a signature size of 2.5¢ kilo bytes for RAPTOR-1024,
and (2.5¢ + 3) kilo bytes for linkable RAPTOR-1024. The security level for both
schemes will be over 256 bits.

We implemented RAPTOR-512 on a typical laptop with an Intel 6600U pro-
cessor. The performance is shown in Tables 1(a) and 1(b). Our source code
is available at [6]. This is a proof-of-concept implementation. We did not take
into account potential optimizations such as NTT-based ring multiplication and
AVX-2 instructions. We leave those to future work.

5 We require at least one of the three elements is invertible over Rq. For FALCON-512,
the probability is (1 — 1/q)" ~ 96%.
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6

Appendix

6.1 Ring Signatures

In this section, we are going to give the syntax and security models for ring
signatures.

Syntax A ring signature scheme usually is a tuple of four algorithms (Setup,
KeyGen, Signing, Verification):

Setup(1*)— param: On input security parameter 1*, this algorithm gener-
ates system parameter param. We assume param is an implicit input to all
the algorithms listed below.

KeyGen— (sk, pk): By taking system parameter param, this key generation
algorithm generates a private signing key sk and a public verification key pk.
Signing(sk, i, Lpk) — o: On input message (1, a list of user public keys Ly,
and signing key sk of one of the public keys in Ly, the signing algorithm
outputs a ring signature o on pu.

Verification(u, o, Lok)— accept/reject: On input message u, signature o
and list of user public keys Ly, the verification algorithm outputs accept if
o is legitimately created; reject, otherwise.

Correctness: the scheme is correct if signatures generated according to above
specification are always accepted during verification.

Security Notions The security requirements for a ring signature scheme have
two aspects: unforgeability and anonymity. Before presenting their definitions,
we first introduce the following oracles which can be used by adversaries in
breaking the security of ring signature schemes:

Registration Oracle RO(L) — pk;: On request, RO generates a new user
and returns the public key of the new user.

Corruption Oracle CO(pk;) — sk;: On input a user public key pk, that is a
query output of RO, CO returns corresponding secret key sk;.

Signing Oracle SO(p, Lok, pk,;) — o: On input a list of user public keys Ly,
message 1 and the public key of the signer pk, € Ly, SO returns a valid
signature o on p and Lp.

Unforgeability The unforgeability of a ring signature scheme is defined via the
following game, denoted by Gamegyge, between an adversary A and a challenger

C.

Setup. The challenger C runs Setup with security parameter 1* and generates
system parameter param. C sends param to A.

Query. The adversary A may query RO, CO and SO for a polynomial
bounded number of times in an adaptive manner.



— Output. The adversary A outputs a forgery (p*, U*,L;k). A wins Gamesorge
if

Verification(u*, o*, L;k) = accept;

(1", L) has not been queried by A;

all public keys in Ly should be outputs of RO; and

no public key in L7, has been input to CO.

The advantage of A, denoted by advtzrge, is defined by the probability that A
wins Gamerorge:

advi?\rge = Pr[A wins Gameforge]

Definition 7 (Unforgeability) A ring signature scheme (KeyGen, Signing,
Verification) is said to be unforgeable if for any polynomial-time adversary A,
advijrge is negligible.

Anonymity For a ring signature scheme, this notion captures that it is impossible
for an adversary to identify the actual signer with probability greater than %
where n is the size of the ring. More specifically, the anonymity of a ring signature
scheme can be defined by the following game, denoted by Gameznon, between
adversary A and challenger C:

— Setup. The challenger C runs Setup with security parameter 1* and sends
the system parameter param to A.

— Query. The adversary A may query RO and CO in an adaptive manner.

— Challenge. A picks a list of user public keys Lok = {pky,pks, - - -,pk, } and a
message . A sends (Lpk, 1) to C. C randomly picks 7 € {1,--- ,n} and runs
Signing(sky,u,Lek)— 0. C sends o to A.

— Output. A outputs a guess 7* € {1,--- ,n}.

A wins Game,non if 7 = 7. The advantage of A is defined by

1

advy®" = |Pr[r* = 7] —

Definition 8 (Anonymity) A ring signature scheme (KeyGen, Signing, Ver-
ification) is said to be anonymous (resp. unconditionally anonymous) if for any

polynomial-time adversary (resp. unbounded adversary) A, adv°" is negligible.

6.2 Linkable Ring Signatures

In this section, we are going to present the syntax and security requirements of
linkable ring signatures. We emphasize that the linkable ring signature here is
one-time linkable ring signature and the public key for a signer is only supposed
to use once.



Syntax A linkable ring signature scheme usually consists of five algorithms,
namely, (Setup, KeyGen, Signing, Verification, Link):

— Setup(1*)— param: On input the security parameter 1*, this algorithm
generates the system parameter param. We assume param is an implicit input
to all the algorithms listed below.

— KeyGen— (sk, pk): By taking the system parameter param, this key gener-
ation algorithm generates a private signing key sk and a public verification
key pk.

— Signing(sk, i, Lpk) — o: On input a message p, a list of user public keys Lk,
and a signing key sk of one of the public keys in Ly, the signing algorithm
outputs a ring signature o on u.

— Verification(u, o, Lok)— accept/reject: On input a message i, a signature
o and a list of user public keys Ly, the verification algorithm outputs accept
if o is legitimately created. otherwise, output reject.

ok > Lgi))—> linked/unlinked: Takes two messages ji1,
w2 and their signatures o1 and o9 as input, output linked or unlinked.

— Link (01, 09, 1, p2, LY

Correctness: the scheme is correct if

— signatures signed as above is always accepted during verification; and
— two legally signed signatures are linked if and only if they share a same
signer.

Security Notions The security of a linkable ring signature should have four as-
pects, namely, unforgeability, anonymity, linkability and nonslanderability. Same
as the security notions for ring signatures, there are also three oracles, namely,
RO, CO and SO jointly model the ability of an adversary:

The security definition of unforgeability for linkable ring signatures remains
the same as in section 6.1. The definitions of anonymity, linkability and nons-
landerability are adopted from Liu et al. [38].

Anonymity We require that, for a secure linkable ring signature scheme, it should
be impossible for an adversary to identify the actual signer with probability
greater than % where n is the size of the ring. More specifically, the anonymity of

a linkable ring signature scheme can be defined by the following game, Game, ...,

held between adversary A and challenger C. The difference between Game;, ., and
Gameanon is that, in Gamej, ., A is only allowed to query register oracle RO.

— Setup. The challenger C runs Setup with security parameter 1* and sends
the system parameter param to A.

— Query. The adversary A may query RO in an adaptive manner.

— Challenge. A picks a list of user public keys Lok = {pky, pky, - -, pk, } and
a message . All public keys in Ly, should be query outputs of RO. A sends
(Lpk, ) to C. C randomly picks © € {1,--- ,n} and runs Signing(sk,, u,
Lok)— 0. C sends o to A.



— Output. A outputs a guess 7* € {1,--- ,n}.

A wins Game} _ if 7* = . The advantage of A is defined by

anon

1
advy®" = |Pr[r* = 7] — ﬁ|

Definition 9 (Anonymity) A linkable ring signature scheme is said to be
anonymous (resp. unconditionally anonymous) if for any polynomial-time ad-

versary (resp. unbounded adversary) A, adv®®" is negligible.

Linkability This notion captures that Link algorithm always outputs linked for
two signatures generated by a same signer. We use the following game, Gamejink,
between a challenger C and an adversary A to define linkability:

— Setup. The challenger C runs Setup and gives A system parameter param.

— Query. The adversary A is given access to RO, CO, SO and may query the
oracles in an adaptive manner. .

— Output. A outputs k sets, {Lffk), Wi, o;t fori € [1,--- k], where Lffk) is a list
of public keys, u; is message, o; is signature.

A wins the game if

— all o;s are not query output of SO;

all public keys in L'(fk) are query output of RO;

— Verification(u;, ai,L'(j()) = Accept ;
A queried CO less than k times; and
— Link(oy, 0j, pi, 1), LEfk), ngk)) = unlinked for i,j € [1,--- k] and i # j.

The advantage of A is defined by the probability A wins Gamejjn:
adv'l'k = Pr[.A wins Game“nk]

Definition 10 (Linkability) A linkable ring signature scheme is linkable if for
any polynomial-time adversary A, adv'J'L{1k is negligible.

Nonslanderability The nonslanderability requires that a signer cannot frame
other honest signers for generating a signature linked with another signature
not signed by the signer. We use the following game, Gamegjanger, to define the
nonslanderability of a linkable ring signature scheme:

Setup. The challenger C runs Setup and gives A system parameter param.

— Query. The adversary A is given access to RO, CO, SO and may query the
oracles in an adaptive manner.

— Challenge. A gives C a list of public keys Lpk, a message p and a public

key pk, € Lpk. C runs Signing(sk, ut, Lpk) and returns the corresponding

signature o to A. A still can queries oracles with arbitrary interleaving.

Output. A outputs a list of public keys L;,, message p*, and a signature o*.



A wins Gamegpanger if the following holds:

— Verification(n*, 0*,L;,) = accept;

pk,. is not queried by A to CO;

pk,. is not queried by A as an insider to SO; and
Link(o, o*, u, p*) = linked.

The advantage of A is defined by:

advi'f'"deIr = Pr[A wins Gamegjander]

Definition 11 (Nonslanderability) A linkable ring signature scheme is non-

sladerable if for any polynomial-time adversary A, advSg"" is negligible.

Theorem 2. [[10], Sec 3.2] If a linkable ring signature scheme is linkable and
nonslanderable, it is also unforgeable.

6.3 Falcon Signature Scheme

This section gives the high level description of FALCON signature scheme. The
detail of the scheme can be found in [27]. Here we assume the signature scheme
works over a polynomial ring R, := Z,[z]/(z" + 1).

— FALCON.KeyGen(1*) — (a, T): this algorithm takes security parameter 1*
as input and chooses random f and g polynomials (f,g € R,) using an
appropriate distribution. The public key will be set as a = g/f and the

secret key T := E i} is the trapdoor of a. f and g satisfy fg — gf = ¢
mod (z" + 1) and f, g, f g should be short.

— FaLcon.Sign(a, T; u) — (rg,r1): the signing algorithm first hashing the mes-
sage p into a polynomial ¢ € R,. Then it uses the short trapdoor T to
produce a pair of short polynomials (rg,r;) such that ro + ar; = c.

— FALcON.Verify(a, (ro,r1), ) — 0/1: this algorithm verifies that (rg,ry) is a
pair of appropriately short polynomials and ¢ = ro+ ar; where c is the hash
of message p. If all pass, output 1; otherwise, output 0.

6.4 Full Description of Raptor

Now we are ready to present our instantiation. FALCON works over a polynomial
ring Ry := Zg[z]/(z™ + 1) for n € {512,1024} and ¢ = 12289. There is a third
parameter set with a different, more complicated polynomial ring. For simplicity,
we omit this parameter set.

Setup(1*) — param: On input the security parameter 1*, this algorithm chooses
a hash function H: {*} — {0,1}", a suitable R and distributions Dy, D, for the
security level, where Dy := {0,1}*°, D, := D% , D is a discrete Gaussian
distribution over R with deviation n, and 1 ~ 1.17,/q is the smooth parameter.
It also picks a public polynomial h <—¢ R, at random as param<".

KeyGen— (sk, pk): This algorithm firstly generates (a, f, g, f, g) + FALCON.KeyGen
(param) where



L. a=g/feR,,
2. fxg—gxffq,
3. (£ g)l| and [|(E,g)| are small.

Then it sets public key pk = {a} and secret key sk = {f, g, f,g}.
Signing(sky, i, Lok, param) — o: On input message p, list of user public keys
LPk = {pk17 e 7pk€}a and Signing key skr = {fﬂ'?g?'l')f?'ﬁgﬂ'} of pkﬂ' = {aﬂ'}’ and
the system parameter param, the signing algorithm runs as follow:

1. For i € [1,-+-,£] and i # 7, picks b; <g {0,1}?5 and (r;0,ri1) < D722n7'
Compute ¢; =r; 9 + a;r; 1 + hb;.

2. For ¢ = m, pick c; <—g Ry.

3. Compute b, such that

b1EB'-'EBwaB“'EBbz=7‘l(u701,-'-704)-

4. Set u; = ¢, — hb,.
5. Compute (rr,rr1) = FALCON.sign(a,,sky;u,) such that rr o+ rrqa, =
Uy,.

The ring signature of y and Lpk is 0 = {(r; 0,11, bi)}le.
Verification(u, o, Lok)— accept/reject: On input message p, signature o and a
list of user public keys Lk, the verification algorithm performs as follows:

1. phrases o = {(r;0,%i1,b:) }iy;

2. checks whether for each tuple of (r;o,r;1,b;), ||rioll,||ri1]] < B1 and b, €
Dy,; outputs reject if not.

3. computes ¢; = r;¢ + a;r; 1 + hb; for all ¢ € [1,---, /] and checks whether
b1 @ @by =H(u,c1, - ,cp); outputs reject if not.

4. outputs accept.

For a legitimately produced ring signature o, each (r;o,r;1) pair should be
distributed according to D723,77’ thus the acceptance bound B; of r; g, r; 1 should
be vny/n where v is set such that ||r;oll, ||r;1]| < Bi with probability 1 — 274

Lemma 1.

6.5 Full Description of Linkable Raptor

As shown in Section 3.3, one can convert RAPTOR into a one-time linkable one
with a one-time signature scheme. For easiness of implementation, we will use
also use FALCON to instantiate this signature scheme.

Setup(1*) — param: On input the security parameter 1*, this algorithm chooses
M, Dy, D, and 1 as in RAPTOR. It also chooses a hash function Hi: {*} — R,.
KeyGen— (sk, pk): This algorithm firstly generates

- (a,f, g f g) < FaLCON.KeyGen(param), and
- (aot57 f0t87 gotsa fot87 gots) — FALCON~KeyGen(param)



Then it sets a’ := a + Hi(a,s) mod g. The public key pk = a’ and secret key
sk = {f, g, f, g, fotsy Sots: fotSa 8ots; aots}-

Signing(skr, 1, Lk, param) — o: On input message 4, list of user public keys
ka = {pklv Tty sz}; and Signing key Skﬂ' - {fﬂ‘v g, f7ra gﬂv fotsv Eots» fots» gots» aots}
of pk,, = a/,, and the system parameter param, the signing algorithm runs as fol-
low:

1. For i € [1,---,f], compute a; = a; — Hj(ass) mod g.

2. Fori € [1,---,f] and i # m, picks b; <+ {0,1}?°¢ and (r;o,1r;1) < D723,n‘
Compute ¢; =r; 9 + a;r; 1 + h;b;.

For ¢ = m, pick c; <3¢ R,.

4. Compute b, such that

@

bl®"'@bw@"'@b€:H(,LL7C17"'7c€)-

5. Set u; = ¢, — hb,. B

6. Set (rq0,rr1) = FALCON.sign(ar, (fr, 8, fr, 8x); ur) such that vy g+r, 18, =
u,.

7' ComPUte S’Lg = FALCON'Sign (aots; (fotsa Sots» fot37 gots); ({ri,O) ri,h bi}f:la{a; f:la
aots))-

The ring signature of p and Lpk is o ={{r; 0, ri1, bi }{_1, aos, sig}.
Verification(u, o, Lok)— accept/reject: On input message p, signature o and a
list of user public keys Ly, the verification algorithm performs as follows:

1. phrases o={{r; 0,1 1,b;:}_1, a0ts, sig};

2. Fori€|[l,---,f, compute a; = a, — H1(ays) mod g;

3. checks whether for each tuple of (r;o,r;1,b;), ||rioll, ||ri,1]| < B1 and b, €
Dy,; outputs reject if not.

4. computes ¢; = r; o+ a;r; 1 + h;b; for all ¢ € [1,---,¢] and checks whether
b1 @---®by=H(u,c1,---,cg); outputs reject if not.

5. verify sig is a signature for ({r;0,ri1,b;}¢_;,{a}}f_;, as) with public key
a,ts; outputs reject if fails.

6. outputs accept.

Note that in this implementation we use additions and subtractions over the
R4 instead of bit-wise XOR operations. Under the random oracle model H; (a,:s)
will output a random ring element. This creates a perfect one-time mask that
assures a’ is indistinguishable from random.

6.6 Known Attacks of Raptor

The NTRU assumption and the security of FALCON signature has been exten-
sively studied in the literature [33, 19, 3, 22, 23, 27]. Here we consider the hardness
of inverting the CH'. We note that the attack described here does not work for
the FALCON parameters. Indeed, this attack is strictly less efficient than forging
a FALCON signature, or recovering the secret keys directly.



Our CH™ is defined as ¢ = rg + ar; + hb mod ¢. Therefore, one may build
ql
a lattice with basis | a I where the vector (rg,r;,ab) is a close vector to
1holI
(c,0,0); « is a scaling factor of roughly ~ 1. Note that solving the CVP here
is not equivalent to finding a pre-image. Our b is a binary vector, therefore, to
have a successful forgery we will also require the third part of the output to be
in the form of o multiplying a binary vector.
It is easy to see that, even if we relax above the requirement, solving this
CVP is still harder than forging a FALCON signature, i.e., solving some CVP for

{c;l I] where the root Hermite factor is a lot larger than that of attacks on the

CH™T scheme.

6.7 Security Proof for Linkable Ring Signature Scheme

Theorem 3 (Anonymity). Our linkable ring signature scheme is anonymous
in random oracle model if the second requirement in section 3.1 holds for CHT .

*

Proof. Assume there is a simulator S who plays Game;,,

follow:

Setup. Simulator S runs Setup(l’\) — param and passes system parameter param
to adversary A.

Oracle Simulation. For registration oracle RO(L), when adversary queries RO,
S samples pk uniformly at random from its possible range.

Challenge. A picks a list of user public keys Lok = {pky, pky, - - - , pk,} and a mes-
sage p. A sends (Lpk, ) to S. S randomly picks w € {1,--- ,£}. S also generates a
pair of IT°T% public key and secret key (opk,.,osk,) < OKeygen for pk, . For i =
{1,--- ¢}, S first computes pk, = pk; & H1(opk, ). It also picks m;, r; and com-
putes C; = Hash(pk}, m;, ;). S programs Ho(pt, C1, -, Cp, Lpk) = mq @ - -®my.
Finally, it computes one-time signature sig = OSign(osk; (mq,71),- -, (Mg, 7¢),
Lk, opk,) and returns o={(m1,71), - -, (me,7¢), opk,, sig} as signature.

For adversary A, A can not distinguish this game from the original one. Since
in the scheme, the signer public key pk; is the result of the exclusive or of hk;
and Hj(opk;) where H(opk;) is a hash output. Thus, A can not distinguish
pk generated following the rule from pk sampled uniformly at random from its
possible range.

Case 1: In case 1, we have the distribution of hk statistically close to uniform over
Rpk. Thus for i = 1,--- £, all the pk, = pk; @ H1(opk,) are indistinguishable
from a true hash key for A. The best way for A to win this game is to guess a
7* € {1,--- ,£}. The probability for 7* = 7 is no more %.

Case 2: In case 2, we have the distribution of the distribution of hk computation-
ally close to the uniform distribution and the probability for hk <—g Ry, and hk
existing trapdoor is negligible. Thus for i = 1,--- , £, all pk; = pk; @ H;(opk,)
are computationally indistinguishable from a true hash key for A. Since pk; can
be considered as sampled uniformly at random from Ry, the probability for pk,

with adversary A as



having trapdoor is negligible. Thus for A, the best way wining this game is to
guess a 7* € {1,--- ,¢}. The probability for 7* = 7 is no more %.

The advantage adv®®" in this game is negligible. Our scheme is anonymous.
Theorem 4 (Linkability). Our linkable ring signature is linkable in random
oracle model if CH™ is collision resistant.

Proof. Assume there is an adversary 4 who can successfully forge a linkable
ring signature with probability § by making at most ¢, queries to RO oracle, q.
queries to CO oracle, g queries to SO oracle, and q; queries to random oracle
Ho. We define the number of possible values in the output range of Hg as |Dy]-
Then we can construct a simulator S who can break the collision resistance of
CH™ with a non-negligible probability.

S is given an instance as following: Given CH™ hash key hk, and CH+ pa-
rameter param®" . it is asked to output {(m/,r’), (m”,r")} such that (m’,r’) #
(m”,7"") and Hash(hk.,m’,r") = Hash(hk.,m"”,r"") for param" . In order to use
A to solve this problem instance, the simulator S needs to simulate the challenger
C and oracles to play Gamefyrge with A. S runs as follow:

Setup. Simulator S picks two hash functions Hy, 1 and sets as system param-
eter. Ho will be modeled as random oracle. S picks random coins ¥, ¢ for S and

A respectively. Besides, S also picks {h1, ha, -+, hp} & Dy, as the g, responses

of the random oracle Hy and S also picks {h},h}, -+ hi} & Dy, as the ¢,
responses of the random oracle H;. S gives random coin ¢ to A. S sets Hog, Hi,
param®" as public parameter.

Oracle Simulation. S simulates the oracles as follow:

— RO(L): Assume adversary A can only queries RO ¢, times (¢, > 1). A
random picks an index Z < [1,--- ,¢q,]. For index Z, S sets pky = hk; =
hk. @ hig where hig < {h},h5, -+, hi}. For other index, S generates the
public key and secret key according to the KeyGen algorithm where the
output of the random oracle H; will be the first b} € {h}, h%, -, h} that
has not been used yet. Upon the jth query, S returns the corresponding
public key.

— CO(pk): On input a public key pk returned by RO oracle, S first checks
whether it corresponds to index Z. If yes, S aborts. Otherwise, S returns the
corresponding secret key sk. According to the requirements, A is allowed to
query this oracle no more than k — 1 times.

— SO(p, Lok, pk,): When A queries SO on message p, a list of public keys
Lok = {pky,- -, pk,} and the public key for the signer pk, where pk, € Ly,
S simulates SO as follow:

o If pk, # pkz,S runs Signing(skx, ut, Lyk) where the output of the random
oracle Ho will be the first h; € {hq, ho,--- , hp} that has not been used
yet. S returns the signature o to A;

o If pk, = pkg, for i € [1,---,4], pk; = hk}, S runs OKeygen(1*) —
(opk,,o0sk,;) and programs Hi(opk,) as the first h, € {h], hb, -+ hs}
that has not been used yet. computes hk; = H;(opk,) @ hk} for i €



[1,---,¢]. S samples m;, r; and computes C; = Hash(hk;,m;, ;). S then

programs random oracle Hg as Ho(p, C1,- -+ ,Ce, Lpk) = m1 & -+ - & my.
S also computes one-time signature sig = OSign(osk,; (mq,7r1), - -,
(my, re), Lok, opk). S returns signature o = {(mq,r1), - - -, (me,7¢), opk,,
sig}.

— Random Oracle Ho (H1): For query input that has already been programmed,
S returns the corresponding output. Otherwise, the output of the random
oracle will be the first h; € {h1,ha,--- , hy}(h] € {hy,---,h}}) that has not
been used yet. S will record all the queries to the random oracle in a table,
in case same query is issued twice.

Output. Adversary A outputs k sets {L'(i), Wi, 0;} for i € [1,---  k]. These

k sets should satisfy that Veriﬁcation(ui,ai,L&)) = accept ; A queried CO

less than k times; and Link(oi7oj7ui7uj7L&),Lg{?) = wunlinked for i # j and
i,j € [1,---,k]. Since A is allowed query CO less than k times. At least one of
the output signatures should be generated from the secret key that A does not

obtain. Assume o, j € {1,--- , k} is not produced by the secret key A obtaining.
If pky ¢ Ll(i) and Hi(opk;) = hy, abort.

The probability for pk; € Lgi) is no less than q% and the probability for
Hiy(opk;) = hg is no less than qi,. In the following we use (u*, 0™, Ly ) to denote

h

(uj,aj,LEi)). Simulator S then uses the set (u*, 0%, L%,) to break the collision
resistance of CHT. S phrases o* to {(m},r}), ---, (m},r}), opk™, sig*} and
denotes m] @ --- ®© m; by h*. Notice that with probability 1 — ﬁ, h* will
be one of the h; € {hy,---,h,} or the hash outputs from the SO queries.
Since if the random oracle was not queried or programmed on some input,
the probability for A to produce a {(mf,r}),---,(m},r})} such that m} &
e@mp = H(p, Cf,--  CF LY s ﬁ. The probability for A to produce
a forgery is 6. Thus, the probability for A outputs a forgery (u*,0*, L)) and
h* =Ho(p*,CT, -+, CF, Ly ) has been queried in SO or RO is § — ‘D—lﬂl.
Type 1 forgery: The first type of forgery is that, for the forgery (u*,0* = {(m7,r}),

-y (mg,ry), opk*,sig*},L;k), mi&---®&m; =H(p,Crf,- - ,C’Z,L;k) is a re-
sponse of random oracle Ho on Ho (¢, C1, -+, Cp, L;k) during a SO query. Then,
we have

Ho(n",C1, -+ 7CE’L;k) :HO(N/aC{v”' 702” ;k)

If w* # s (CF,--,CF) # (C1,--,Cp) or Ly # L, we find a collision of
the hash function. Thus, we must have p* = p/, (C},---,C;) = C1,---,Cy,
and Ly, = Ly,. Since we require that (u*, Lj,) has not been queried by A for
signature. Type 1 forgery is not a valid forgery.
Type 2 forgery: The second type of forgery is that, h* = mj @ --- ©mj is a
response of a RO query issued by A. We store the forgery (u*, o*={(mf,r7),
-, (mg,r}), opk™, sig*},L;k). Assume h* = h; where h; € {h1,---,h,}, picks
new hy,---  hy < Dp. S then run Gameroge again on (hk,, param" 1), $, hy,
s hiz1, Y, -+ hy). According to the General Forking Lemma, we obtain that



hY # h; and the adversary A uses the random oracle response b/ in its forgery

is at least
acc 1

4s +an IDHI)’

where acc = (1— qi) 7 _1q, (6— ﬁ) Which means that with the same probability,
i ™ 4h

A will output a forgery {u',0" = {(m},r1),---, (me,re),0pk’,sig’}, L1, } and
pt =, (Cf,---,C)=(C1, -+, Cp), Ly = L, and opk” = opk*. Thus, ¢ = /'
At least with probability ¢, m3 # m/. Since C; = C%, S has Hash(hk., m3, %) =
Hash(hk., m%,ry). (m%,r%) and (m/,r%) is a collision for hash key hk..

The probability for S aborting during CO is no more than q%. The probability

Pr = acc(

for S not aborting during output is no less than qi.qi,. Thus, the probability for S
r dp

solving problem instance is no less than (1— qi) 7 _1q, -Pr which is non-negligible.
r7 4rqy

Theorem 5 (Nonslanderability). Our linkable ring signature is nonslander-
able in random oracle model if the one-time signature scheme II9TS is one-time
unforgeable.

Proof. Assume there is an adversary A who can win Gamegjander With probability
0. Then we can construct a simulator S who can break the unforgeability of the
one-time signature I7°TS used in our construction also with probability J.

S is given a IT9T9 public key opk’ and is allowed to query the signature
sig’ of a message m’ once for any message of its choosing. S is said breaking
the unforgeability of IT9T® if it can produce (m”, sig") such that (m”,sig") #
(m/, sig’) and OVer(opk’; sig”; m” ) = accept. In order to use A to break the
unforgeability of IT°TS the simulator S needs to simulate the challenger C and
oracles to play Gamegjanger with A. S runs as follow:

Setup. Simulator S picks two hash functions Hg, H;. It also generates param<h <
SetUp(1*). Ho, H1, param" and IT97® will be set as system parameter.Ho and
H1 will be modeled as random oracles.

Oracle Simulation. S simulates the oracles as follow:

— RO(L): S uniformly samples hk" and returns hk’ as the public key.

— CO(pk): On input a public key pk = hk’ returned by RO oracle, S first
checks whether it is an output of RO query. If yes, S runs OKeygen(1*) —
(opk,osk). S runs TrapGen(1*) — (hk,tr). S returns (tr,opk,osk) as secret
key and programs H;(opk) = hk @ hk’.

— SO(y Lok, pk,): When A queries SO on message u, a list of public keys
Lo = {pkq,---,pk,} and the public key for the signer pk_ where pk, =
hk" € Ly, S simulates SO as follow:

o If pk, has been queried to CO oracle,S runs Signing(sky, 1, Lpk) and
returns the signature o to A;

e If pk, has not been queried to CO, S runs OKeygen(1*) — (opk, osk).
For i € [1,---,], pk; = hk}, S computes hk; = hk} & H;(opk). S sam-
ples m;, r; and computes C; = Hash(hk;, m;,r;). S then programs ran-
dom oracle Hg as Ho(p, Ci,- -+ ,Cr, Lpk) =mq & - - & my. S Computes



one-time signature sig = OSign(osk; (m1,71),- -, (Mg, 7¢), Lpk, opk). S
returns signature o = {(mq,r1), -+, (mg,7¢),0pk, sig}.

— Random Oracle Hy: For input that has already been programmed, S returns
the corresponding output. Otherwise, S randomly samples hg and outputs
hg. & will record all the queries to the random oracle in a table, in case same
query is issued twice.

— Random Oracle Hy: For input that has already been programmed, S returns
the programmed output. Otherwise, & randomly samples h; and output h;.
S will record all the queries to the random oracle in a table, in case same
query is issued twice.

Challenge. A sends a list of public keys L, = {pk,---,pk,}, message yu and
public key pk, € Lyk. According to the requirements, pk, should not been
queried to CO or as an insider to SO. Thus, there is no one-time signatures
keys chosen for pk, yet. S takes opk’ as the one-time signature public key for
pk,. For i € [1,--- /], pk; = hk, S computes hk; = hk; @ H1(opk’). S sam-
ples m;,r; and computes C; = Hash(hk;, m;,7;). S then programs random oracle
Ho as Ho(p,Cr,-++ ,Co, Lok) = mq @ -+ & my. Then, S queries for the one-
time signature sig’ of message v’ = {(m1,71), -, (me, 7¢), Ly, opk’)}. S returns
o' ={(my,m1), -+, (mg,re),0pk’, sig’} to A.

Output. A outputs a list of public keys Ly, message p*, and a signature o* such
that Verification(u*, 0", L%, ) = accept, Link(cr,a*,u,,u*,L;k, L},) = linked.

Simulator S then use (L;k,u*, 0*) to break the unforgeability of 17979, S
phrases o* = {(mf,r7), -, (m},,r}),0opk™, sig*}. Since Link(o, o*, u, p*, L;k,
L;y) = linked, we must have opk’ = opk® and OVer(opk*;sig*; (m%,r}), -+,
(m},,r},),L;k,opk*) = accept. Since o*, Ly must be different from a’,L;k. S
obtains a one-time message signature pair where message is v* = {(mf,r7), - - -,
(M 15)s Ly opk®} # v/ in challenge. sig* is a valid one-time signature for opk’
and v*. S breaks the unforgeability of 17975,

According to Theorem 2, our linkable ring signature scheme has nonslader-
ability and linkability. Thus, it is also unforgeable.

For the two security requirements of our ring signature scheme, both of them
achieve the strongest security notions. Specifically, the unforgeability of our ring
signature scheme allows chosen key attack to the signing oracle and chosen sub-
ring attack to the target signature. The anonymity of our ring signature scheme
is unconditional and allows chosen key attack. For our linkable ring signature
scheme, the unforgeability and linkability allows chosen key attack to the signing
oracle and chosen subring attack to the target signature. The scheme is anony-
mous under chosen subring attack and the slanderability of our linkable ring
signature scheme allows chosen key attack.



