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Abstract. A paper by Karati and Sarkar at Asiacrypt’l7 has pointed
out the potential for Kummer lines in genus one, by observing that its
SIMD-friendly arithmetic is competitive with the status quo. A more
recent preprint explores the connection with (twisted) Edwards curves. In
this paper we extend this work and significantly simplify their treatment.
We show that their Kummer line is the z-line of a Montgomery curve
translated by a point of order two, and exhibit a natural isomorphism
to a twisted Edwards curve. Moreover, we show that the Kummer line
presented by Gaudry and Lubicz can be obtained via the action of a point
of order two on the y-line of an Edwards curve. The maps connecting
these curves and lines are all very simple. As an example, we present
the first implementation of the qDSA signature scheme based on the
squared Kummer line. Finally we present close estimates on the number
of isomorphism classes of Kummer lines.
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1 Introduction

A decade after the introduction of public-key cryptography by Diffie and Hell-
man [DHT76] it was observed (independently) by Miller [Mil86] and Koblitz
[Kob87] that one can instantiate protocols based on the hardness of the discrete
logarithm problem with the group of rational points of an elliptic curve E defined
over a finite field. Moreover, it was immediately noted by Miller that one can do
a full key exchange by solely relying on the line of z-coordinates of points. That
is, one can identify points with their inverses and as a result only work with
points up to sign. In other words, one can work on the corresponding Kummer
line K = E/{£1}, possibly simplifying the arithmetic. Recently it was shown
that one can also directly use K for digital signatures very efficiently with the
qDSA scheme [RS17, §2]. In short, Kummer lines are a very interesting topic of
study from a cryptographic perspective.

* This work has been supported by the Technology Foundation STW (project 13499
- TYPHOON & ASPASIA), from the Dutch government.



Because a reduction in the number of field operations needed for a scalar
multiplication directly affects the efficiency of the cryptographic scheme, there
have been multiple proposals for Kummer lines. Probably the most available
example is Curve25519 [BerO6b], which is the Kummer line of a Montgomery
curve. One can show that every Montgomery curve is birationally equivalent
to a twisted Edwards curve [BBJ708, Theorem 3.2], which currently needs the
least number of field operations to perform group operations [HWCDOS8] and
underlies the very efficient FourQ curve [CL15]. As a result, the Kummer lines
of Montgomery and twisted Edwards curves are strongly related, and one can
move easily from one to the other [BBJT08, CGF08]. Through the usage of theta
functions Gaudry and Lubicz [GL09, §6] derived yet another Kummer line. We
shall refer to this as the canonical Kummer line, following the terminology of
the genus 2 analogue presented by Renes and Smith [RS17, §4]. By squaring
its coefficients we arrive on a different variety, which we refer to as the squared
Kummer line (again c.f. the genus 2 analogue [CC86, Ber06a]). Although Gaudry
and Lubicz only presented arithmetic on the canonical line, the differential
addition formulae on the squared Kummer line are well-known [BL]. The squared
Kummer line has the advantage that it is easier to find suitable small parameters,
and it was shown by Karati and Sarkar [KKS17b] that its arithmetic leads to
very efficient implementations when single-instruction multiple-data (SIMD)
instructions are available.

In a follow-up paper [KS17a] the same authors present connections to twisted
Edwards curves. This requires the associated Legendre curve to be put in Mont-
gomery form or have a rational point of order 4, or otherwise relies on the usage
of a 2-isogeny. Consequently, there are case distinctions and one must deal with
the doubling induced by moving through a 2-isogeny and its dual. In [KS17a,
Table 7] they present the possibility of birational maps and isogenies between
the Legendre form for certain choices of small constants.

In this paper we significantly simplify the connections between the various
Kummer lines. Since the field of definition of the canonical and squared Kummer
lines corresponds to their rational 2-torsion, we shall assume all points of order
2 to be rational. In that case, we show that the squared (resp. canonical)
Kummer arises as the z-line (resp. y-line) of a Montgomery (resp. Edwards) curve
translated by a suitable point of order 2. Moreover, a third Kummer line (referred
to as the intermediate Kummer) appears as the y-line of a twisted Edwards
curve via a translation by a point of order 2. These observations induce very
simple isomorphisms between them. Furthermore, the respective translations
by a point of order 2 lead to fast isomorphisms (in fact, involutions) with the
well-known z-lines (or y-lines) of Montgomery, Edwards and twisted Edwards
curves. As a result, we unify the most popular Kummer lines in the literature and
conclude that their usage is completely interchangeable on an implementation
level. For example, we can directly use the squared Kummer line in the gDSA
scheme through its connection with a Montgomery curve [RS17, §3]. Moreover,
although there exist efficient implementations of Montgomery curves based on 4-
way SIMD parallelization by optimizing the field arithmetic [FL15], it is unclear



how to optimally parallelize instructions 4-way on the level of the z-line [Chol5].
This is straightforward on the squared Kummer line, and therefore by extension
becomes trivial on Montgomery curves with full rational 2-torsion by moving
through the isomorphism. Of course, if desired, one can also do arithmetic on
the full group of points of the twisted Edwards curve (as also noted by Karati and
Sarkar [KS17a]). In particular, we provide isomorphic Montgomery and twisted
Edwards models for all the Kummer lines present in [KS17a, Table 7] (see Table 1
in §3.2).

2 Preliminaries

Let k be a field such that char(k) # 2. This assumption is implicit in the whole
document unless mentioned otherwise. An elliptic curve is a smooth projective
curve of genus 1 with a specified base point O, and it is said to be defined over
k if E is defined over k and O € E(k) [Sil09, §II1.3]. Its points form an abelian
group with neutral element O. One can show [Sil09, Proposition I11.3.1] that any
elliptic curve defined over k can be put in Weierstrass form?

y2 + a1y + aszy = Z° —|—a2x2 + agx + ag C P2

with O = (0:1:0), but the curves we consider in this paper are not necessarily
in this standard model. If we want to emphasize the base point of the curve we
are working with, we shall write (E, O).

Montgomery curves. Let A, B € k such that B(A? —4) # 0 and let
M/k:By? =2° + Az® + x

be (the affine part of) a smooth projective curve of genus one. We may write
Ma g for M to emphasize the coefficients of the curve we are referring to.
Denoting Opr = (0 : 1 : 0), the elliptic curve (M, Oys) is commonly referred
to as a Montgomery curve [Mon87] and is ubiquitous in elliptic-curve-based
cryptography protocols (see e.g. [Ber06b]). By projecting the points to P! via
the (surjective) map

x: M — P!
(X:Y:2) 0 (X:2) ifZ#0
o (1:0) ifzZ=0"

the projective line inherits a pseudo-group structure. That is, by viewing P! as
the image of (M, Ops) under x we obtain the well-known scalar multiplication on

3 We shall in many cases talk about affine curves and maps for simplicity, but always
mean their projective counterparts. This depends on the particular embedding of the
affine curve into projective space, but it should be clear from context what is meant.
In particular, we always embed Montgomery curves into P? while (twisted) Edwards
curves are embedded into P® (as opposed to P! x P!, which is also commonplace).



P! as first used by Montgomery [Mon87, §10]. Since inversion on (affine points
of) (M, Oyy) is simply negation of the y-coordinate, it is immediate that x is
well-defined on (M, Oys)/{£1} and induces a bijection between (M, Opr)/{£1}
and P!. We denote the projective line with the induced pseudo-group structure
of (M,0yr) by K$M, and refer to it as its Kummer line.

Now suppose that T € (M, Oyy) is a point such that [2]T = Ops. Then the
translation-by-7" map

TT (M,O]u) — (M,T)
P—P+T

is an isomorphism of elliptic curves. Moreover, the map x is again well-defined
on (M,T)/{£1} and we denote its Kummer line by K1,. In summary, we have
a commutative diagram

(M, Oy) <X (M, T)

[ Iy

T

Onm T T
Ky —— Ky,

where T is the induced isomorphism (again, involution) between the correspond-
ing Kummer lines. For example, we obtain the map 7o) : (X : Z) — (Z : X).
Since #(M, Onr)[2] = 4, there are at most two other points of order 2. This gives
rise to only a single non-trivial action on the Kummer line K 1(\9/[M , since the other
is simply the composition with 7 o).

Twisted Edwards curves. Let «, 0 € k such that ad(a —§) # 0 and let
az? +y* =1+ d2%y?

be (the affine part of) a smooth projective curve of genus one. This is commonly
referred to as the twisted Edwards model [BBJT08], where the base point is
chosen as O = (0, 1). It is closely related to a Montgomery curve via a birational
map [BBJT08, Theorem 3.2(1)].

Embedding the curve into P? via (z,y) — (x : y : 1) gives two singularities
at (1:0:0) and (0:1:0). We can resolve these by blowing up (see e.g. [His10,
§2.3.4] or [Gall2, Lemma 9.12.18]) to obtain the curve

Elk=V(aX?*+Y?-2?-6T°, XY —-TZ)CP? (1)

and embedding (z,y) — (zy : x : y : 1). When referring to twisted Edwards
curves, we will mean its embedding into P3 conform (1) and may write E, s
to emphasize its coefficients. For affine points we will sometimes use the affine
notation and expect that this should not cause confusion. Note that this is
a purely theoretical tool, since once all is set and done the cryptographically



relevant arithmetic is performed in a prime order subgroup in which all points
are affine. On FE there exist 4 points at infinity

2, =(1:460/a:0:0), 2=(01:—/0/a:0:0),
w=(1:0:V6:0), wo=(1:0:-V46:0),
where (21, {25 have order 2 and wy, w9 have order 4 on (E, Og).
Similar to the x-map for Montgomery curves arising as a projection away
from O, we have a y-map
y:E— P!
(T:X:Y:Z)—(Y:2),

(21, 2) = (15 V/3/a), (1: =/3/a))

corresponding to projection away from 2;. Since inversion in this case is negation
of the x-coordinate, this map is well-defined on (E,Og)/{£1} and we denote
the Kummer line by K97, The point S = (0:0: —1: 1) of order 2 induces the
commutative diagram

(B,0F) <= (E,S)

B I ©)

T

Op s S
Kp? +——— Kg

where Tg : (Y : Z) = (=Y : Z). The two other 2-torsion points induce one other
non-trivial translation (analogous to the Montgomery model).

Edwards curves. Let ¢ € k such that ¢® # ¢ and
E:x? +y? =21+ 2%y

again a smooth curve of genus 1. This is technically only a subset of the set of
curves of the form 22 + y? = ¢?(1 + dx?y?) originally defined as Edwards curves
by Bernstein and Lange [BLO7]. But in this paper we are only concerned with
the case d = 1, which corresponds to the form introduced by Edwards [Edw07],
who observed that its arithmetic with respect to the base point Og = (0,¢) is
extremely symmetric. As above, we use the smooth model inside P? containing
the elements

O1=(1:¢:0:0), Oy =(1:-c:0:0)
01=(1:0:¢:0), 0o=(1:0:—c:0),
where ©1,05 resp. 601,05 have order 2 resp. 4 on (€,0g). Again, we have a
projection to P!
y:E— P!
(T:X:Y:2)—(Y:2)
(01,02) = ((1:¢),(1: —¢)) .



We denote the Kummer line of (£, Og) obtained by projection through y by K ?‘9 .
For any point 2-torsion point R of (£, Og) we obtain a commutative diagram as
in (2) by translation by R and denote the Kummer line by KE.

Rationality and quadratic twists. Suppose that ¢ is a prime power and
k = F, is a finite field. Then any elliptic curve E defined over F, will have
a quadratic twist, i.e. an elliptic curve E* which is F2-isomorphic but not Fg-
isomorphic to E. This is unique up to F4-isomorphism (hence why we talk about
the quadratic twist).

In all the curve models (c.f. the above) that we consider there is an immediate
connection between F,-rational points on the Kummer line Kg of E, and [Fy-
rational points of E and E!. As such, when thinking about Kummer lines
it is natural not to distinguish these (i.e., to consider everything up to Fg.-
isomorphism). As a result, although some maps may only be defined over F,
this will at most induce a twist. Since we are only concerned with the F,-rational
points of the Kummer line, this is not an issue. In all that follows we could easily
make everything defined over F,, but as we shall see in §4 this may limit us when
finding instantiations.

3 Maps between Kummer lines

In this section we present the theoretical basis. We observe first that many Kum-
mer lines have appeared in the literature; the work of Gaudry and Lubicz [GL09)
present the so-called canonical Kummer line, while Karati and Sarkar use* the
squared Kummer line [KS17b]. Moreover, there is the z-line of Montgomery curve
(e.g. Curve25519 [Ber06b] by Bernstein) and the y-line of a (twisted) Edwards
curve [CGF08, FH17]. It is not immediately clear how these are all connected, in
particular the relation between the (canonical and squared) Kummer lines and
Montgomery and (twisted) Edwards curves is not clear. Though a recent paper
by Karati and Sarkar [KS17a] provides some connections, this is not completely
satisfying. For instance, it relies on having rational points or using 2-isogeny,
and does not give a unique connection.

In this section we settle this and, in essence, show that they are all the
same up to isomorphism. These isomorphisms are natural and simple (including
computationally) and lead to natural connections between all the above Kummer
lines. The core is summarized in Theorem 5, and a more complete overview is
shown in Appendix A.

3.1 Models with rational 2-torsion

It is immediate (through their description via theta functions) that the canonical
and squared Kummer lines are projections of curves that have full rational 2-

4 The formulas for this model had already appeared in the Explicit-Formulas
Database [BL] referring to a discussion between Bernstein, Kohel and Lange and
contributing the main idea to Gaudry [Gau06].



torsion. As such, we shall always assume to have this. We begin by showing that
this allows a nice parametrization of Montgomery curves.

Proposition 1. Let k be a field such that char(k) # 2 and let (Ma g, On) be

a Montgomery curve such that Ma g[2] C Ma (k). Then there exist a,b € k*

such that ab(a* — b*) # 0 and a® /b € k such that
a* + b

6
A = 770/2192 B AM = 16B ‘

(a* — b*)?
a*bt

Moreover, its points of order 2 are (0:0:1), (a®:0:b?) and (b*: 0 : a?).

Proof. As M4 p[2] C M4 p(k), the polynomial 2% + Az + 1 splits over k and
thus VA2 —4 € k. Now fix any b € k* and take a € k* such that a?/b% =
(VA2 —4—A)/2. Note that vV A2 — 4— A # 0, £2 because char(k) # 2. Moreover
a*—b* =0 < a*/b* —1 =0 <= a?/b* = £1. Again, this is not possible
since char(k) # 2. The statements for A, Ay; and the 2-torsion points are simple
calculations, recalling that M has discriminant Ay, = 16B5(A% — 4). O

For simplicity we would like to have B = 1. Note that the curve M4 p is
isomorphic to the curve M4 ; : y? = 2° + Az? + x over k, but not necessarily
over k. Therefore, by making the assumption that B = 1 we are working up
to twist. In what follows this shall not give rise to any issues, and as remarked
earlier it does not impact the k-rational points of the Kummer line (even though
it does change the k-rational point of the curve itself). So from this point on we
consider
a* + v
a?b?

where a,b € k* such that ab(a* — b*) # 0 and a?/b? € k.

Given this model we can define a dual curve. For this purpose, we define
d,é € k* such that

Mk :y* =23 - 2+,

262 = a® +b>, 20% =a® —b>.
It is casily checked that a2/b% € k* and that ab(a* — b*) # 0. Therefore
AT 02 3 a* + b 2

M:y*=x°— 02 r“+x, Ap=16-

(&4 _ 64)2

a*vt

is a Montgomery curve whose elements of order 2 are (0 : 0 : 1), (a2 : 0 : b?)
and (b2 : 0: 42). We call M the dual of M. More generally, for any curve model
we call the action of swapping a resp. b by a resp. b (and vice versa) dualizing
(c.f. Renes and Smith [RS17, §4.1]). The curves M and M are 2-isogenous via
a 2-isogeny ¢ : M — J/\/[\, and the kernel of both ¢ and $ is generated by the
point (0 : 0 : 1) on the respective curves [Renl8, Remark 6]. This leads to a
decomposition of the doubling map [2], which we use to construct the following
sequence of maps.



Proposition 2. Let a,b € k* with ab(a* — b*) # 0 and a?/b* € k* and
Mk y* =2 - ———a*+uz.
Then there exists a commutative diagram® of isogenies (over k)
(£.0g) =" (M, On)
L ~
‘3\ /451

—~

<)

~

(E,0p) (E,Op) (3)

<

where

(a2 =0%) 5 a® - b?

Ca2 2 22
E/k:—2"+y —17(a2+b2)2xy , Elk:xt+y =21

(1+2%y?%)

and E and € are their respective duals. The maps ¢ and ¢5 are 2-isogenies with

ker(¢o) =((0:0:=b:a)), ker(ps)=((0:0:-b:a)),
while the maps ¢g, ¢1, ¢z and ¢4 are isomorphisms.

Proof. We define

28 z+1 -1 y+1 2&2(y+1)
¢0,($’y)H(aby7$_1)7 ¢O (xay)H(y_17abx(y_1)>

Note that this is a priori only a birational map, but naturally becomes an
isomorphism when (canonically) extended to the smooth P? model, see e.g. [Sil09,
Proposition I1.2.1]. In particular, ¢g : Opr — O, (0:0:1) — (0:0: =1:1). It
is similar to the maps used by Bernstein et al. [BBJ 08, Theorem 3.2(i)] and by
Castryck et al. [CGF08], but composed with the map by Hisil et al. [HWCDOS,
§3.1] to ensure a twisted Edwards curve E, s with a = —1 that is well-defined
everywhere. Moreover, we tweak it such that it acts as an involution (i.e. a
Hadamard transformation) on the Kummer line. We define the isomorphism ¢
as

ib b . ia a
¢1 . ($7y)’_> <_Ex7 gy)a ¢1 . ($7y)l—> (z%gy),
where i € k is such that 2 = —1. Then we set ¢ = ¢o (;551 ogbl_l. It follows that

ker(¢s) = ($1¢0(0,0)) = ((0:0: —b: a)) .
A completely analogous construction can be made for ¢3, ¢4 and ¢s. ad

® The diagram is drawn in the shape of a hexagon because its induced diagram on the
Kummer lines after translations by points of order 2 is the genus-1 analogue of the
hexagon in genus 2 by Renes—Smith [RS17, Figure 1].



Remark 3. Note that one can argue that the above construction can be done for
any sequence of isomorphisms starting at M. Indeed this is the case, but the
above choice is a natural one and gives rise to nice arithmetic on the Kummer
lines. Moreover, it is a choice that allows to explain the connection between
Montgomery curves and the genus-1 Kummer lines arising from theta functions
(i.e. [GLO9, §6.2] and [KS17b, §2.4]).

The maps behave very nicely on the Kummer lines.

Corollary 4. There is an induced commutative diagram of Kummer lines

Oz ¢s . Om
‘2’4/ Kg KM $o
05 ™~
K-*P K9» (4)
E
(153 K?\M _ Kgg (l;l

such that

bo: (X:2)= (X+Z:X-2),

$1:(X: 2) = (bX :4Z),

bo: (X :2Z) = (PX?2—a%2%:a°X? - 1?72,
while ¢35 = ¢y and ¢, resp. ¢ are obtained from ¢, resp. ¢o by dualizing.
Proof. Apply the respective x and y projection maps to the curves in (3). O

This provides clear connections between the z- and y- lines of Montgomery and
(twisted) Edwards curves with full rational 2-torsion. We now show that we can
use these 2-torsion points to obtain simple isomorphisms to the canonical and
squared Kummer lines.

3.2 Actions of points of order 2
First recall from §2 that we have points of order 2
T=(0>:0:0%) € (MO, T=(a®:0:0% € (M,05),
2 =@%:0*:0:0) € (BE,0), Q= (a®:0?:0:0) € (E,0p),
O1=(a:b:0:0) € (£ 0¢), O1=(a:b:0:0) € (£,0;).
One can check that these are all respective images of one another under the
¢;. They correspond to translations® 7 by the respective points which commute

5 Translations are morphisms [Sil09, Theorem 3.6] and are therefore isogenies if and
only if they send the base point of the domain curve to the base point of the co-
domain curve. For example, 77 : (M,On) — (M, T) is an isogeny. As such, it is a
group homomorphism.



with the projection maps to P!. As a result, we obtain induced involutions 7 on
the Kummer lines. More concretely, we can show that

Tr:i(X:2) = (@®X —VZ:0°X —d?’Z), Tp :(X:2Z)m (*Z:0°X),
Tai(X:2)— (02X —0*Z:0*°X —a22Z), To,:(X:2)— (Z:X),

7o, (X :Z)— (a°Z : b*X), 75, (X :1Z)— (Z:X).
Note that we could apply the maps 7 to the diagram (3), but that requires
keeping track of multiple coordinates and is somewhat tedious. Instead, for

simplicity, we will focus on the Kummer lines. Applying the maps 7 to (4),
we obtain the following result.

Theorem 5. The diagram’

R L

O wj I Oz @5 1e) —

KPP K ————————— Ky Yo
| (5)

%5 KL — K — K

is commutative, where

o (X:2) = (X+Z:X-2), 3:(X:2)—=(X+Z:X-2),
P (X 2Z) e (bX 1 aZ), Py (X Z)— (bX 1 aZ),
ot (X1 Z) = (X227, s (X 2 Z) = (X2 Z7),

and every < is an isomorphism.

Proof. This is the diagram from (3) translated by corresponding points of order 2
through the different 7, projected to their respective Kummer lines. We construct

Yo =T 0¢g0TT
and proceed similarly for the other 1,. O

Recall that (the duals of) K5, K5 resp. K¢ are the Kummer lines of (the
duals of) a Montgomery, twisted Edwards resp. Edwards curve. Hence it remains

" This is no longer a hexagon due to the authors’ inability to draw it in a readable
way.
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to identify K1, Kgl and K?l (and their duals). Since they are all simply P! as
an algebraic variety, we analyze their (pseudo-)addition formulae.

First note that Proposition 1 tells us that moving through the sequence
®g, - - -, @5 corresponds to the [2] map (starting at any of the ¢,). Since the 7 are
isomorphisms, the same is true for ¥, ..., ¥s. In other words, for example

2] =¢50-- 01y on K1,
2] =440 0%g0ts OHK§1~

Comparing these with the algorithm from Gaudry—Lubicz [GL09, §6.2] (and the
formulas also appear in [BL]) reveals that these are the doubling formulae for
the squared and canonical Kummer lines. One readily® verifies that the same is
true for the differential addition formulae. The third Kummer line K gl has not
appeared to our knowledge, and has similar arithmetic to the squared Kummer
line. We refer to it as the intermediate Kummer, c.f. [RS17, §4.3]. Interestingly,
it appears as the y-line of a twisted Edwards curve where the coefficient of
2?2 is —1, in which case the optimal formulas by Hisil et al. [HWCDOS] are
available. For completeness, we summarize the associated curve constants for
the instances provided by Karati and Sarkar in Table 1, connecting the squared
Kummer line to the Kummer lines of Montgomery and twisted Edwards models
via isomorphisms (as opposed to birational maps or isogenies).

Table 1. Kummer lines over a finite field F, and their associated (i) squared Kummer
(a? : b%) (ii) Montgomery A (iii) twisted Edwards ¢ and (iv) Edwards ¢* constants.

¢ | @9 (A:1) (5:1) (:1)

2251 9 | (81:20) (—6961 : 1620) (—3721:10201) (61 :101)
2251 9 | (186:175) (—65221:130200)  (—121:130221)  (11:361)
2255 19 | (82:77) (—12653 : 6314) (—25:25281) (5:159)

2266 _3 1 (260:139) (—86921:36140) (—14641:159201) (121 : 399)

Remark 6. We reiterate that only the intermediate Kummer line is new, while all
the others have already appeared in the literature and are well-known. However,
there had been little work in providing explicit maps between them, and this is
exactly what we provide.

8 This can be done by using the known addition formulae on the elliptic curves whose
identities are at infinity, and composing with the translation and projection maps.
This is somewhat tedious, but is relatively straightforward by using a computer
algebra package [BCP97, Thel8].
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3.3 Hybrid Kummer lines

Since the arithmetic on these Kummer lines is generally well-studied, the (cryp-
tographic) value of this study does not come from improved operation counts.
Beside its theoretical contribution, we ease the problem of selecting which curves
to use for best performance (e.g. for standardization). That is, the simplicity of
the isomorphisms gives quasi-cost-free transformations that allow interchange-
able usage of any of the models. This is similar to the usage of a birational map
to move between the Montgomery and twisted Edwards model, but we extend
it with the squared Kummer line. We summarize this in Figure 1. In particular,
Karati and Sarkar [KS17b] show the benefits of the squared Kummer line on
platforms where SIMD instructions are available.

E

2 2 2 2
T (a*X—b"Z:b°X—a“2Z) Owm (X4+Z:X-2) Og
KT K¢ K¢

Fig. 1. The squared Kummer line, the x-line of a Montgomery curve and the y-line of
a twisted Edwards curve E, connected by involutions.

Remark 7. Recall that all the above works under the assumption of having full
rational 2-torsion. Although Montgomery and (twisted) Edwards curves always
have a group order divisible by 4, it does not necessarily mean that they have full
2-torsion (i.e. they could have a point of order 4). Note that standardized curves
such as Curve25519 and Curve448 do not have full 2-torsion, so this theory does
not directly apply.

Moreover, results from the well-studied Montgomery model immediately carry
over to the squared Kummer line. For example, we can straightforwardly fit a
(squared) Kummer line into the gDSA signature scheme. For signature ver-
ification, given x(P),x(Q),x(R) € KI, we must be able to check whether
x(R) = x(P % Q). Although this can certainly be directly defined on K7, we
note that it is equivalent to checking whether

Tr(X(R)) = Tr(x(P £ Q)).

This is simply the function Check(7r(x(P)),7r(x(Q)), Tr(x(R))), where Check
is defined in [RS17, Algorithm 2].

To demonstrate feasibility of this approach, we extend® the publicly avail-
able Curve25519-based instantiation of gDSA from Renes—Smith [RS17] on the
ARM Cortex MO architecture. For this purpose we choose a squared Kummer
line over Fg2s5_19, allowing field arithmetic to remain essentially unchanged.

9 All code is available in the public domain at http://www.cs.ru.nl/~jrenes/.
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A notable exception to this is an efficient assembly implementation of 16 x
256-bit field multiplication, which is used for the multiplications by the line
constants. This replaces the highly optimized multiplication by 121666 from Diill
et al. [DHH ™ 15]. We select (a?,b?) = (159,5), so that the squared Kummer line
K%, corresponds to the dual'® of KL25519(82,77) presented and implemented
by Karati-Sarkar [KS17b]. This implies the Montgomery constant of KﬁM to
be (A+2:4)=(-5929: 795).

Remark 8. The implementations that we present are constant-time, and all stan-
dard countermeasures (e.g. projective blinding, scalar blinding [Cor99, §5])
against more advanced side-channel and fault attacks can be applied if required.
In particular, as mentioned by the authors, the recent fault attack by Takahashi,
Tibouchi and Abe [TTA18] can (cheaply) be thwarted by requiring nonces to
be multiples of the cofactor (i.e. by “clamping”). However, such countermea-
sures are only necessary when an implementation is used in a context where
fault attacks are considered part of the attacker model. We emphasize that our
implementation is intended as a reference and not for production use.

4 Isomorphism classes over finite fields

For cryptographic purposes, we are mostly concerned with the case that k = F,,
for some prime (power) ¢. As using extension fields is generally expensive, we
would like to set things up such that all computation is performed in F,. Whether
or not we can do this in a way such that constants remain small, depends on
the number of Kummer lines that exist. Following earlier studies on the number
of isomorphism classes for certain curve models [BBJT08, FS10, FMW12], we
provide counts for the canonical, squared and intermediate Kummer lines.

4.1 Identifying Kummer lines

For this purpose it is interesting to ask when two Kummer lines should be
considered to be the same. Given two Kummer lines K7 = E;/{£1} and Ky =
E,/{£1} of elliptic curves E1, E defined over F, it could be natural to identify
K, with Ky whenever F; is Fj-isomorphic to F,. However, as noted in §2,
the arithmetic on the IF-rational points of the Kummer lines will be identical
whenever F is [Fj2-isomorphic to E» (i.e. By is the quadratic twist of E7). Since
the curves are defined over F,, this will happen if and only if j(E1) = j(E2). As
such, we equate the number of Kummer lines with the number of elliptic curves
defined over F, up to F,-isomorphism.

Recall that we parametrize Kummer lines by a,b € F, such that ab(a*—b?) #
0 and a?/b*> € F,. Since b # 0, a Kummer line is defined by the fraction a/b

or, equivalently, by the point (a : b) € P!. Again, since b # 0 we can therefore

19 The constants (a?,b%) = (88,77) lead to (A + 2 : 4) = (—25 : 25256) which has
slightly larger constants on K/ than its dual. However, results should be very

similar.
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simply assume b = 1. As such, we can consider a € F, such that a?> € F, and
5
a’ —a#0.

4.2 Canonical Kummer lines

We begin by considering the canonical Kummer line from Gaudry and Lu-
bicz [GL09] defined by some a as above. Recall that it corresponds to the y-line
of the curve

= 1
EJF,a*+ 9y =

o) (1 + x2y2) .

with identity 2 = (a:1:0:0), whose image in P! is (a : 1). Therefore, we
certainly require that a € IF,. It is easily seen that a2, b e F, and that this is
enough to perform all arithmetic with F, operations.

Now note that (€, (2;) is F,-isomorphic to (€, Og) via 75 , which is an
Edwards curve if and only if a € F, and 1/a® # 1/a. The first is true by
assumption, while the latter follows from a® # a. Therefore we simply count the
number of Edwards curves defined over F, up to ]Fq—isomorphism. A result by
Farashahi and Shparlinski [FS10, Theorem 5] shows that there are exactly

q+23
24
q—>5

o

q-;lJ if¢g=3 (mod4).

J if g=1,9,13,17 (mod 24),

J ifg=5 (mod 24),

Thus, in general there will be no problem to find Kummer lines with the desired
security properties. However, it may not be easy to find them such that its con-
stants are small. For that reason, we look towards the squared and intermediate
Kummer lines.

4.3 Squared and intermediate Kummer lines

If we use canonical Kummer lines, we restrict ourselves to a € I, for all of
the arithmetic to be in F,. This (seemingly) limits the number of Kummer lines
that we can use. This is no longer the case on squared and intermediate Kummer
lines; it suffices to only have a? € F,. Note that this implies that a € Fge.

Since the j-invariants of M, E and £ and their duals are all equal, we can
count the number of curves up to isomorphism of the form

~ 1
5:x2+y2:a—2(1+x2y2)

such that a® # a (but note that & is not necessarily an Edwards curve over Fy).
There are exactly ¢ — 3 such curves, so it remains to determine how many are

14



in the same F -isomorphism class. This question has already been considered by
Edwards [Edw07, Proposition 6.1], whose statement implies that two Edwards
curves determined by a2,a@® € F, have the same j-invariant whenever @2 is one
of the following:

2 2 N 2 N\ 2
I S (e At Dy e DY R S R
a? a+1 a—1 a+1 a—1

If g =1 (mod 4), then i? = ¢ and a straightforward computation show that

2 2 N\ 2 N\ 2
—1 1 _
+ (2 () £ (2) 2 (YY) eF, — ach,.
a+1 a—1 a—+1 a—1

If ¢ = 3 (mod 4), then i = —i and a similar computation shows that

2 2
a—1 a+1
+ + €efF, < a€l,,
(a—l—l) ’ (a—l) a =%
N N 2
i(a_Z) ,i(a—H‘) €F, — i-ach,.
a—+1 a—1

Given that either a € F, or i - a € F,, while half the elements of I, are squares,
we closely approximate!'! that the number of isomorphism classes is

Ki*fz)%@ ifg=1 (mod4),
K;jL;)gJ:{gJ ifg=3 (mod4).

A more careful analysis c.f. [FS10] could be done, but such a close estimate
suffices for our purposes. Interestingly, for ¢ = 3 (mod 4) the number of canon-
ical and squared Kummer lines is about the same. Thus although a? € Fgis a
weaker restriction than a € Fy, it does not actually lead to more Kummer lines
(up to isomorphism). This is explained by the fact that —1 is a non-square since
g = 3 (mod 4), hence exactly one of a® or —a® must be a square in F,, while
their corresponding Edwards curves are isomorphic. For ¢ = 1 (mod 4) there
is a clear difference in the number of Kummer lines, so in that case there is a
significant advantage in finding small parameters for a squared or intermediate
Kummer line over a canonical Kummer line.

Acknowledgements. We thank the anonymous reviewers of Asiacrypt 2018
for their valuable comments.

1 This statement is exact up to the observation that some of the elements in (6) can
be the same, which happens only exceptionally.
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A GENUS 1 KUMMER ISOGENIES

In the maps below, 71, To,, Te,, T4, TH, TH, @0, @3, Py, V5 are involutions; ¢1, ¢4,

El, EAL are isomorphisms; @2, ¢s, P4, Py are 2-isogenies.

Kf?l Yy Kél Y5 KIT/I
E £
Ty 76, 7T
P3
KJP l iz K€ ‘5 KoM %o
_ T o7 21
v Kt A Ke A K
b0
TH 7o, T2,
O —
K_M _ Kfs _ KSE
b2 b1
(a?: b%) = (@® + b%: a2 — b?) e P! (a%: b%) = (a®> + b%: a®> — b?) e P!

M:y? =2® — ((a* +b*)/(a®b?)) 2* + =
E: —z? +y%2=1—(b*/a")x?y?
£:x? +y? = (b%/a?) (1 +a:2y2)

cy? =2 — ((d4 —0—134)/([12{)2)) 22+
— 2%y =1 — (bt /at)a?y?
22 4+ y? = (b2/a?) (1+a:2y2)

™= R

Onr = (0:1:0), T = (a®: 0: b?) Tr o (X: Z)— (a?X —b2Z: 02X — a?2)

Op =(0:0:1: 1), 2, = (a%: 62: 0: 0) To,  (X: Z) = (a%Z: b*°X)

Og = (0: 0: b: @), ©1 = (a: b: 0: 0) To, t (X:2)— (Z:X)

Og =(0:1:0), T = (a®: 0: §?) Tp ot (X:Z) s (82X —02Z: 02X — a%Z)

O =(0:0:1:1), 1 =(a?:b%:0:0) Ta, ¢ (X: 2)— (a®>Z: b*X)

Og = (0:0: b: a), ©; = (a: b: 0: 0) To, t (X:2)— (Z: X)

id(KOM) = x(Oar) = (1: 0) o (X:2)— (X+Z:X—2)

id(KOF) = y(Op) = (1: 1) b1 1 (X:2Z)— (bX:aZ)

Id(KJE) = y(0g) = (b: &) b2 (X:2Z)— (BPX2—a%2%: a2X2 — b2 2?)
(KoM ) = x(0) = (1: 0) ds (XD (X +2Z:X — 2)

d(K_ ) = y(0p) = (1: 1) 1 : (X:2Z)— (bX:aZ)

id(Kgé) =y(0g) = (b: a) b5 (X:Z)— (VPX2 —a?2%: a?X? - b%2?)
id(KL) =x(T) = (a?: b?) Yo  (X:2Z)= (X+2Z: X —2)

(K1) = y(21) = (@2: 5%) Py o (X:2Z)— (bX:aZ)

id(Kg)l) =y(01) = (a: b) Py 1 (X:Z) > (X2 22)

id(KL) =x(T) = (a®: b) Py P (X2 (X+2Z: X - 2)

id(Kgl) — (D) = (a2: b?) Da ¢ (X:2) o (bX: aZ)

id(KZ1) =y(61) = (a: b) U5 : (X:2) e (X2 27)

In addition, we have, ¢7': (X: Z) = (aX: bZ), ¢3': (X: Z) = (aX: bZ), @;1: (X:Z)—
(aX:b2), ¥, (X:Z) (aX:bZ).
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