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Abstract. In this document, we introduce PKP-DSS: a Digital Signa-
ture Scheme based on the Permuted Kernel Problem(PKP) [23]. PKP is
a simple NP-hard [I0] combinatorial problem that consists of finding a
kernel for a publicly known matrix, such that the kernel vector is a per-
mutation of a publicly known vector. This problem was used to develop
an Identification Scheme (IDS) which has a very efficient implementa-
tion on low-cost smart cards. From this zero-knowledge identification
scheme, we derive PKP-DSS with the traditional Fiat-Shamir transform
[9]. Thus, PKP-DSS has a security that can be provably reduced, in the
(classical) random oracle model, to the hardness of random instances
of PKP (or, if wanted, to any specific family of PKP instances). We
propose parameter sets following the thorough analysis of the State-of-
the-art attacks on PKP presented in [I7]. We show that PKP-DSS is
competitive with other signatures derived from Zero-Knowledge identi-
fication schemes. In particular, PKP-DSS-128 gives a signature size of
approximately 20 KBytes for 128 bits of classical security, which is ap-
proximately 30% smaller than MQDSS. Moreover, our proof-of-concept
implementation shows that PKP-DSS-128 is an order of magnitude faster
than MQDSS which in its turn is faster than Picnic2, SPHINCS,...
Since the PKP is NP-hard and since there are no known quantum attacks
for solving PKP significantly better than classical attacks, we believe that
our scheme is post-quantum secure.
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1 Introduction

The construction of large quantum computers would break most public-key cryp-
tographic schemes in use today because they rely on the discrete logarithm



problem or the integer factorization problem. Even though it isn’t clear when
large scale quantum computation would be feasible, it is important to anticipate
quantum computing and design new public key cryptosystems that are resis-
tant to quantum attacks. Therefore, there currently is a large research effort to
develop new post-quantum secure schemes, and a Post-Quantum Cryptography
standardization process has been initiated by the American National Institute
of Standards and Technology (https://www.nist.gov/). Because of this, there
has been renewed interest in constructing signature schemes by applying the
Fiat-Shamir transform [9] to Zero-Knowledge Identification Schemes. In partic-
ular, we are interested in post-quantum cryptographic schemes whose security
relies on the quantum hardness of some NP-Hard problem [2]. One of those prob-
lems is the Permuted Kernel Problem: the problem of finding a permutation of
a known vector such that the resulting vector is in the kernel of a given matrix.
This is a classical NP-Hard combinatorial problem which requires only simple
operations such as basic linear algebra and permuting the entries of a vector.
For quite some time, no new attacks on PKP have been discovered, which makes
it possible to confidently estimate the concrete hardness of the problem.

In 1989, Shamir [23] introduced a five-pass ZK-Identification scheme, based
on the PKP. This work uses the Fiat-Shamir transform [9] on this identification
scheme to develop a signature scheme that is provably secure in the Random Ora-
cle Model (ROM). However, since our goal is to have a post-quantum scheme, we
should also consider attackers in the Quantum Random Oracle Model (QROM).
The security of the Fiat-Shamir transform in the QROM has been studied in
[27026125], where the authors of [27I25] explain that the Fiat-Shamir transform
might not be secure against quantum computers. Thus, new techniques with ex-
tra properties (such as ”lossy IDS”) were developed to obtain a quantum-secure
transform. However, more recently, a number of works have proven the Fiat-
Shamir construction secure in the QROM[26JI3] under very mild conditions. So
far, none of these works apply to five-round protocols (which is the kind of proto-
col we are considering in this work), but it is conceivable that the results can be
generalized to five-pass protocols, including ours. We consider this an important
open problem in post-quantum cryptography.

Previous work and State-of-the-art. Since quantum computers are ex-
pected not to be capable of solving NP-Hard problems in sub-exponential time
(in worst case), Zero-knowledge Identification schemes based on such problems
are interesting candidates for Post-Quantum Cryptography. The Fiat-Shamir
transform [9] is a technique that can convert such a zero-knowledge authenti-
cation scheme into a signature scheme. This approach was taken by Chen et
al. [7], who applied the Fiat-Shamir transform to a 5-pass identification scheme
of Sakumoto et al. [22]. This identification scheme relies on the hardness of
the (NP-Hard) problem of finding a solution to a set of multivariate quadratic
equations. Chen et al. proved that, in the random oracle model, applying the
Fiat-Shamir transform to this 5-pass identification scheme results in a secure


https://www.nist.gov/

signature scheme. A concrete parameter choice and an efficient implementation
of this signature scheme (which is called MQDSS) were developed, and this was
one of the submissions to the NIST PQC standardization project. At a security
level of 128 bits, the MQDSS scheme comes with a public key of 46 Bytes, a
secret key of 16 Bytes and a signature size of approximately 28 Kilobytes.

A different line of work resulted in the Picnic signature scheme. Chase et
al. [6] constructed this digital signature scheme by applying the Fiat-Shamir
transform to an identification scheme whose security relies purely on symmetric
primitives. At the 128-bit security level Picnic has a public key of 32 Bytes, a
secret key of 16 Bytes and signatures of approximately 33 Kilobytes. There is
a second version of this signature scheme, where the signatures are only 13.5
Kilobytes, but Picnic2 is 45 times slower than the original Picnic for signing and
25 times slower for verification.

Main results. The main contribution of this paper is to present PKP-DSS,
a new post-quantum secure signature scheme. Similar to the approaches cited
above, we use the Fiat-Shamir transform to construct a signature scheme from
the 5-pass PKP identification scheme by Shamir [23]. Following the complex-
ity analysis of the PKP [I7], we choose secure parameter sets of the signature
scheme for 128/192/256 of classical security level. To date, there are no known
quantum algorithms for solving PKP (other than combining Grover search with
the classical algorithms), so we claim that our signatures achieve the NIST se-
curity levels I/IIT and V respectively. However, we recognize that the (quantum)
hardness of PKP deserves more research, and we hope that this work will inspire
researchers to investigate this topic further.

We have developed a constant-time C implementation of the new signature
scheme. By constant-time we mean that the running time and the memory ac-
cess pattern of the implementation are independent of secret material, therefore
blocking attacks from timing side channels. The resulting signature scheme com-
pares well with MQDSS and Picnic/Picnic2. Our scheme is much faster than
MQDSS and Picnic/Picnic2 in terms of signing and verification, we have small
public and private keys, and the signature sizes of our scheme are comparable to
those of MQDSS and Picnic2. This makes our signature scheme based on PKP
competitive with state of the art post-quantum signature schemes.

2 Preliminaries

2.1 The Permuted Kernel Problem (PKP)

The Permuted Kernel Problem (PKP) [23I10] is the problem on which the secu-
rity of PKP-DSS is based. PKP is a linear algebra problem which asks to find



a kernel vector of a given matrix under a vector-entries constraint. It’s a gen-
eralization of the Partition problem [I0, pg.224]. More precisely, it is defined as
follows:

Definition 1 (Permuted Kernel Problem). Given a finite field F,,, a matriz
A € F'*" and a n-vector v € Fy, find a permutation m € Sy, such that Av, =0,
where Vo = (Vr(1), " Vrx(n))

A reduction of the 3-Partition problem proves PKP to be NP-Hard [I0].
Moreover, solving random instances of PKP seems hard in practice. In fact, this
is the fundamental design assumption of PKP-DSS. The hardness of PKP comes
from, on the one hand, the big number of permutations, on the other hand, from
the small number of possible permutations that satisfy the kernel equations. Note
that, to make the problem more difficult, the n-vector v should have distinct
coordinates. Otherwise if there are repeated entries, the space of permutations
of v gets smaller. In the next section, we give the best known algorithm to solve
the PKP problem.

Best known algorithms for solving PKP The implementation’s efficiency of
the first IDS, proposed by Shamir [23], based on PKP problem has led to several
solving tools. There are various attacks for PKP, which are all exponential. We
will not describe them here. Instead, we refer to [I7] for further details. To
estimate the concrete security of PKP, the authors of [I7] review and compare
the efficiency of the best known attacks in terms of the number of operations
performed, for different finite fields. They bring together the Patarin-Chauvaud
attack [2I] and Poupard’s algorithm [I§] to provide an accurate program. The
paper gives security estimates that we used to pick secure parameters sets for
the Permuted Kernel Problem.

2.2 Commitment schemes

In our protocol, we use a commitment scheme Com : {0, 1}* x {0,1}* — {0,1}2*,
that takes as input A uniformly random bits bits, where A is the security pa-
rameter, and a message m € {0,1}* and outputs a 2\ bit long commitment
Com(bits,m). In the description of our protocols, we often do not explicitly
mention the commitment randomness. We write S «— Com(m), to denote the
process of picking a uniformly random bit string r, and setting C < Com(r, m).
Similarly, when we write check C = Com(m), we actually mean that the prover
communicates r to the verifier, and that the verifier checks if C = Com(r, m).

We assume that Com is computationally binding, which means that no com-
putationally bounded adversary can produce a r,r',m, m’ with m # m’ such that
Com(r,m) = Com(r’,m’). We also assume that Com is computationally hiding,
which means that for every pair of messages m, m’, no computationally bounded
adversary can distinguish the distributions of Com(m) and Com(m').



2.3 2g-lIdentification schemes and 2g-extractors

In this paper, we will describe a so-called 2¢-Identification Scheme [24]. This is
a b-round identification scheme, where the first challenge is drawn uniformly at
random from a challenge space of size ¢, and the second challenge is a ran-
dom bit. Therefore, a transcript of an execution of a 2¢-protocol looks like
(com, ¢, rspy, b, rspy). We now state the properties of a 2¢-protocol more formally:

Definition 2 (2¢-Identification scheme,[24]). A 2q-Identification scheme is
a canonical five-pass identification scheme (KeyGen, P, V) with challenge spaces
Chy and Chy for which it holds that |Chy| = q and |Chs| = 2. Moreover, we
require that the probability that the commitment com take a certain value is a
negligible function of the security parameter.

Definition 3 (Completeness). An Identification scheme (KeyGen, P, V) is cal-
led complete if when both parties follow the protocol honestly, the verifier accepts
with probability 1. That is, we have

(pk, sk) +— KeyGen(1*)

PE T (sk), vipk)) = 1

=1 s
where (P(sk), V(pk)) stands for the common execution of the protocol between P
with input sk and V with input pk.

Definition 4 (Soundness with soundness error k). An identification sche-
me (KeyGen, P, V) is called Sound with soundness error s, if for any probabilistic
polynomial time adversary A, we have

(pk, sk) < KeyGen(1*)

Pr A(1>, pk), V(pk)) = 1

<k+e(N),

for some negligible function e(X).

Definition 5 ((computational) Honest-Verifier Zero-Knowledge). We
say an identification scheme (KeyGen, P, V) is HVZK if there exists a probabilistic
polynomial time Simulator 8§ that outputs transcripts that are computationally
indistinguishable from transcripts of honest executions of the protocol.

Finally, we define the notion of a 2¢-extractor, which is an algorithm that
can extract the secret key from 4 transcripts that satisfy some properties. This
is useful because when there exists a 2g-extractor for a 2¢-Identification scheme,
this implies that the identification scheme has soundness with knowledge error
at most %}1. Moreover, this implies that applying the Fiat-Shamir transform to
the identification scheme results in a secure signature scheme.



Definition 6 (2¢-extractability). We say a 2q-identification scheme
(KeyGen, P, V) has 2q-extractability, if there exists a polynomial-time algorithm

that given four transcripts (com, e, rspgi), b, rsp(;)) fori from 1 to 4, such that

M =@ £ 6) = @
rspgl) = rsp§2) rspg?’) = rsp§4)

b = p3) £ p(2) = p4)

can efficiently extract a secret key.

Theorem 1 ([24], Theorem 3.1 and Theorem 4.3). A 2g-extractable 2q-
identification scheme is sound with knowledge error at most %. Moreover, ap-
plying the Fiat-Shamir transform to such an identification scheme results in a
EUF-CMA secure signature scheme in the Random Oracle Model.

3 Identification scheme (IDS) based on PKP

In this section, we first present the 5-pass Zero-Knowledge Identification Scheme
(ZK-IDS) based on the computational hardness of PKP [23[19], noted here PKP-
IDS. Then, we introduce our optimized version of PKP-IDS and we prove that
the optimized identification scheme is secure.

3.1 The original 5-pass PKP IDS

In this section, we present the original PKP-IDS [23/19], and we propose its
slightly modified version. It consists of three probabilistic polynomial time algo-
rithms IDS = (KEYGEN, P, V) which we will describe now.

Generation of the public key and secret key in PKP-IDS. The users
first agree on a prime number p, and on n, m, the dimensions of the matrix A.
The public-key in PKP-IDS is an instance of PKP, a solution to this instance is
the secret-key. Thus, the prover picks a (right) kernel-vector w € Ker(A), then
randomly generates a secret permutation of n elements sk = 7 and finishes by
computing v = w,-1. We summarize the key generation algorithm in Alg.

5-pass identification protocol: Prover P and Verifier V.
The prover and verifier are interactive algorithms that realize the identification
protocol in 5 passes. The 5 passes consist of one commitment and two responses
transmitted from the prover to the verifier and two challenges transmitted from
the verifier to the prover. The identification protocol is summarized in Alg. [2]



Algorithm 1 KEYGEN(n,m,p)

R

w & Ker(A)

T i Sh

V<& W1

Return (pk = (A, v),sk =)

Algorithm 2 The original 5-pass PKP identification protocol

P(sk, pk) V(pk)

o <i Sh
r& Fy
Co + Com(o, Ar)
Cy1 + Com(7o,rs)

Co,C1
cd F,
e
Z <4 Yo+ CVro
_z
b<{0,1}
b
<—
if b =0 then
rsp < o
else
rsp < mo
end if
rsp
if b =0 then
accept if Co = Com(o, Az, 1)
else
accept if C1 = Com(7o,z — cVro)
end if




Theorem 2. PKP-IDS is complete, moreover, if the used commitment scheme
is computationally hiding then PKP-IDS is computationally honest-verifier zero-
knowledge and if the commitment scheme is computationally binding, then
PKP-IDS is sound with soundness error k = %,

Proof. We refer to [23] for the complete proof.

In such ZK-IDS, it is usually possible to cheat if a cheater can correctly guess
some challenges, so there is a nonzero probability (called the soundness error)
that the verifier accepts the proof, even though the prover does not know the
witness. In the case of PKP-IDS, this soundness error is p%;. Thus, it is necessary
to repeat the protocol several times to reduce the probability of fraud. Sequen-
tially repeating the zero-knowledge proof N times results in an Identification
scheme with knowledge error Krepeated = &, hence it suffices to repeat the
protocol [A/ logQ(%ﬂ times to get a soundness error x < 27*. The systems
are constructed such that executing the protocol does not reveal any secrets
(Zero-knowledge).

3.2 The modified version of PKP-IDS

We now describe several optimizations to reduce the communication cost of
the identification scheme, as well as the computational cost of the algorithms.
We will start by explaining a few standard optimizations that are common for
identification protocols based on zero-knowledge proofs. Then, we will explain
some novel optimizations that apply to the specific context of PKP-IDS.

Hashing the commitments. In the commitment phase of the protocol,
instead of transmitting all the 2/V commitments C(()l)7 Cgl), e ,C((JN)7 CgN) the
prover can just hash all these commitments together with a collision resistant
hash function 3 and only transmit the hash h = H(C{",--- ,C\™)). Then, the
prover includes the N commitments C@bi in the second response. Since the ver-
ifier can reconstruct the Cgi himself, he now has all the 2N commitments, so he
can hash them together and check if their hash matched h. With this optimiza-
tion, we reduce the number of communicated commitments from 2N to N, at
the cost of transmitting a single hash value.

Use seeds and PRG. Instead of directly choosing the permutation o at
random, we can instead choose a random seed of A bits and use a PRG to expand
this seed into a permutation o. This way, instead of transmitting o, we can just
transmit the A-bit seed. This reduces the communication cost per permutation
from log,(n!) bits to just A bits. For example for 128-bits of security, we have
n = 69, so the communication cost per permutation drops from log,(69!) ~ 327
bits to just 128 bits.



Matrix A in systematic form. Now we get to the PKP-IDS-specific opti-
mizations. With high probability, we can perform elementary row operations on
A to put it in the form (Im A’), for some (n — m)-by-m matrix A’. Since row
operations do not affect the right kernel of A, we can just choose the matrix A
of this form during key generation, without affecting the security of the scheme.
This makes the protocol more efficient because multiplying by a matrix of this
form requires only (n — m) % m multiplications instead of n * m multiplications
for a general matrix multiplication.

Optimizing key generation. It is of course not very efficient to include in
the public key the matrix A = [ciA, ie{1,.--, n}] , where ¢ is the i-th column
of A. The first idea is to just pick a random seed, and use a PRG to expand this
seed to obtain the matrix A. The public key then consists of a random seed, and
the vector v of length n. However, we can do slightly better than this. We can
use a seed to generate A* which is formed by the first n—1 columns ¢!, - - -, c2_,
of A and the vector v. Then we pick a random permutation w, and we solve for
the last column ¢! of A such that v, is in the right kernel of A. Now the public
key only consists of a seed and a vector of length m (instead of a vector of length
n). Another important advantage of this approach is that we do not need to do
Gaussian elimination this way (and if fact this was the motivation behind this
optimization). The optimized key generation procedure is given in Alg.

Algorithm 3 KEYGEN(n,m,p)

sk.seed < Randomly sample A bits
(seedr, pk.seed) <— PRGo(sk.seed)
7 < PRG1(seedr)

(A*,v) + PRGa(pk.seed)
Compute c® from A* and v,

sk «+ sk.seed

pk «— (pk.seed, ci)

Return (pk, sk)

Sending seeds instead of permutations. Because of the second optimiza-
tion, we can send a A-bit seed instead of o, if the challenge bit b = 0. However,
in the case b = 1, we still need to send the permutation wo, because we cannot
generate both o and mo with a PRG. However, this problem can be solved. We
can generate r, with a PRG, and then we can send this seed instead of mo. This
seed can be used to compute 7o, because if the verifier knows z and r,, then he
can compute z—r, = cV.,. And since v and c are known, it is easy to recover wo
from cv,, (we choose the parameters such that the entries of v are all distinct, so
there is a unique permutation that maps v to v, ). Moreover, sending the seed



for r, does not reveal more information than sending 7wo, because given z and
o it is trivial to compute r,, so this optimization does not affect the security of
the scheme. However, there is a problem: If ¢ = 0, then the cv,, = 0, and so the
verifier cannot recover mo. To solve this problem we just restrict the challenge
space to I, \ {0}. This increases the soundness error to 5. (instead of pQ—;l),
but this is not a big problem. An important advantage of this optimization is
that the signature size is now constant. Without this optimization, a response
to the challenge b = 0 would be smaller than a response to b = 1. But with
the optimization, the second response is always a random seed, regardless of the
value of b. We summarize the one round of the optimized IDS modified version
in Algorithm [4

Algorithm 4 The modified 5-pass of PKP-IDS
P(sk, pk) V(pk)

seedy, seed; < {0,1}*
o < PRG;(seedy)

ro < PRGz(r,.seed)
Co + Com(o, Ar)

Cy1 + Com(7o,rs)

Co,C1
—_
c & F,\ {0}
e
Z <4 Ts + CVro
_=z
b<& {01}
b
<—
rsp < seedy
rsp
if b =0 then

o < PRGq(rsp)
accept if Co = Com(o, Az, 1)
else
ro < PRGx(rsp)
if z—r, is not a permutation of cv
then
Return reject
else
Let p € Sy, such that cv, = z—r,.
end if
accept if C; = Com(p, rs)
end if

10



3.3 Security proof of the optimized Scheme

Theorem 3. — The modified version of PKP-IDS is complete.
— If the commitment scheme is computationally binding, then the scheme is
sound with soundness error Kk = 2pp772'
— If the used commitment scheme is computationally hiding and the output
of PRGy and PRGy is indistinguishable from uniform randomness, then the

scheme is computationally honest-verifier zero-knowledge.

Proof. Completeness. In the case b = 0, if the prover acts honestly, then the
commitment check will succeed if Ar = Az, ' = A(r + v, ,,-1), which holds if
and only if Av,; = 0. Therefore, if 7 is a solution to the PKP problem, then the
verifier will accept the transcript. In an honest execution with b = 1 the verifier
will always accept, regardless of whether m was a solution to the PKP problem
or not.

Soundness. First, we prove that the scheme has a g2-extractor [24]. That
is, we show that, given four accepted transcripts (Co, C1,c(®,z® 5@ rsp(®)) for
i from 1 to 4, such that

(D) = (@) £ 3) = (@)

7z = 22 23 — 4

pD) = p3) £ b2 — p@
one can efficiently extract a solution for the PKP problem.

By relabeling the transcripts if necessary, we can assume that b() = () =0
and b = b*) = 1. Let us first look at transcripts 1 and 3. Let o = PRG; (rsp(1))

and o/ = PRGl(rsp(3)), and let x = Az((jl,)1 and x' = Azfﬁ),l. Then, because both
transcripts are accepted, we have

Co = Com(o,x) = Com(c’,x').

Therefore, the computationally binding property of Com implies that with
overwhelming probability we have o = ¢’ and x = x'.

Now, lets look at transcripts 2 and 4. Let y = PRGy(rsp®) and y’' =
PRGs(rsp®). Since both transcripts are accepted, we know that z? — y and
z® — y’ are permutations of ¢(®?v and ¢®v respectively. Let p and p’ be the
permutations such that c(z)vp =z? —y and 0(4)v’p = z® —y’. Since both
transcripts are accepted, we have

C1 = Com(p, y) = Com(plvy/)v

11



so the computationally binding property of Com implies that with overwhelming
probability we have p = p’ and y = y’. Now, we put everything together to get

0= AGY, — )
= A(z((f,)1 — z((;l,)l)
= A(C(Z)Vpg—l yo-1 —cl )Vpa-fl +¥Yo-1)

Since ¢ — ¢® is nonzero, this means that po~! is a solution to the permuted

kernel problem. Moreover the extractor can efficiently extract this solution, be-
cause he can extract p from either transcript 2 or 4, and he can extract ¢ from
either transcript 1 or 3.

It is known that 2g-extractability implies soundness with error , Where

g+1
2q
q is the size of the first challenge space [22J24]. In our case, the first challenge

space has p — 1 elements, so the optimized IDS has soundness error 2;: 5

Honest-Verifier Zero-knowledge. To prove Honest-Verifier Zero-Knowle-
dge we construct a simulator that outputs transcripts that are computation-
ally indistinguishable from transcripts of honest executions of the identification
scheme. First, the simulator picks a uniformly random value ¢ € F,, \ {0} and a
uniformly random bit b. We treat the cases b = 0 and b = 1 separately.

Case b =0 : The simulator picks a random seed seedy, a uniformly random
vector z, and computes 0 = PRG;(seedy) and Cy = Com(o, Az). The simu-
lator also commits to a dummy value to get C;. Now the simulator outputs
(Co,Cy,¢,2,b,seed,,).

This distribution is indistinguishable from honestly generated transcripts
with b = 0. Indeed, the values c, z, seedy are indistinguishable from uniformly
random in both the simulated transcripts and the honest transcripts (here we
use the assumption that the output of PRGs is indistinguishable from the uni-
form distribution). The first commitment Cy = Com(o, Az,-1) is a function of
seedg and z, so it also has the same distribution in the simulated and the honest
transcripts. Finally, the commitment C; is never opened, so the computationally
hiding property of Com guarantees that C; in the simulated transcript is com-
putationally indistinguishable from the C; in an honest transcript.

Case b = 1 : The simulator picks a uniformly random seed seed; and a
uniformly random permutation p and computes r, = PRGz(seed), z = cv, +r,
and C; = Com(). The simulator also commits to a dummy value to produce a
commitment Cgp, then the simulator outputs the transcript (Co, Cq, ¢, 2, b, seedy).

We now show that the simulated transcripts are indistinguishable from hon-
estly generated transcripts with b = 1. It is clear that ¢ and seed; are uni-
formly random in both the simulated transcripts and the honestly generated

12



transcripts. Moreover, in both the simulated and the real transcripts, z is equal
to PRGy(seed) 4 ¢v,, and C; = Com(p, PRGa(seed;)) where p is indistinguish-
able from a uniformly random permutation (here we need the assumption that
the output of PRG; is indistinguishable from a uniformly random permutation).
Therefore z and C; have the same distribution in the simulated and the hon-
est transcripts. Finally, the computationally hiding properties of Com guarantee
that the value of Cy in the simulated transcripts is indistinguishable from that
of Cy in honestly generated transcripts.

3.4 Communication cost

We can now provide the communication complexity of N rounds of the modified
N

IDS, of which the soundness error is (ﬁ) . The commitment consists of a
single hash value, which is only 2 bits. The first response consists of N vectors
of length n over F,, so this costs Nn[log,p] bits of communication. Lastly,
the second responses consist of N random A-bit seeds, N commitments (which
consist of 2\ bits each) and N commitment random strings (which consist of A
bits each), so this costs 4N A bits of communication. In total, the communication
cost (ignoring the challenges) is

2X + N (n[logy p] + 4)) .

4 Digital signature scheme (DSS) based on PKP

We present here the main contribution of this work which is to construct a digital
signature scheme, based on the PKP problem, from the optimized IDS defined
in Section [3| This is simply a direct application of the well-known Fiat Shamir
transformation [9].

The key generation algorithm is identical to the key generation algorithm
for the identification scheme. To sign a message m, the signer executes the first
phase of the commitment scheme to get a commitment com. Then he derives the
first challenge ¢ = (¢1,- -+ ,cn) from m and com by evaluating a hash function
J ;1 (m]|com). Then he does the next phase of the identification protocol to get the
N response vectors rsp; = (z(l), ‘e ,Z(N)). Then he uses a second hash function
to derive b = (by,...,by) from m, com and rsp; as Ha(m||com,rsp1). Then
he finishes the identification protocol to obtain the vector of second responses
rspy, = (rsp™), - -~ rsp(N)). Then, the signature is simply (com, rsp,, rsp,).

To verify a signature (com, rspy, rsp,) for a message m, the verifier simply uses
the hash function H; and Hsy to obtain ¢ and b respectively. Then, he verifies
that (com, c,rspy, b, rspy) is a valid transcript of the identification protocol.

13



Algorithm 5 Sign(sk,m)

N R P B ==
SO W TDU WO O

: derive A, v and 7 from sk.
for i from 1to N do
pick \-bit seeds seedéi) and seedgi) uniformly at random
o@ PRGl(seedéi))
r$?) « PRGy(seed!")
C(i> = Com( @ Ar® )
C( D= Com(mf< ) (1))
end for
com := Heom (C(()U7 C(11>7 .. 7C8N>, C<1N>)

. C(1>,"' ’C(N> (—j{l(mHCOm). Ci G]FP\{O}
: for i from 1 to N do

PARIRE. r[(,i) + c(i)vm(i)
: end for
crspp (20, 2)
20D o bY)  3Hy (| com||rsp, )
. for z from 1 to N do
rsp) « (seed((1)||C§')bm)
: end for
2 rspa — (rspa™) -+ rspp(Y))
: Return (com, rspy, rsp,)

Algorithm 6 Verify(m, pk,o = (com, rspy, rspz))

BRI ARE A Sl e

— =
N =

13:
14:
15:
16:
17:
18:
19:
20:

M ™) 31 (m|com).
S b(N) — U{Q(choerspl)
: Parse rsp; as z( A N
: Parse rsp, as seed( ),~-- seed V) C(ll)b<1)," C(IN;W)
for i from 1 to N do
if ) =0 then
o« PRG (seed®)
C{” + Com(a™W, Az_) 1)
else
r$) « PRGy(seed?)
1f z( —r, is not a permutation of cv then
Return reject
else
w0 « the permutation that maps cv to z(Y) — r,.
end if
C(Z) +— Com(mo®, (Z))
end if
end for
com’ := i}fcom((:(()l)7 eV e, CgN))
Return accept if and only if com = com’
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The signing and verification algorithms are displayed in Algorithm [5] and [§]
in more detail.

We then get the same security result as Th. 5.1 in [7].

Theorem 4. PKP-DSS is Existential-Unforgeable under Chosen Adaptive Mes-
sage Attacks (EU-CMA) in the random oracle model, if

— the search version of the Permuted Kernel problem is intractable,

— the hash functions and pseudo-random generators are modeled as random
oracles,

— the commitment functions are computationally binding, computationally hid-
ing, and the probability that their output takes a given value is negligible in
the security parameter.

The proof is the same as in [7].

4.1 Generic attack

If the number of iterations N is chosen such that (2;%2)]\7 < 27, then the
cheating probability of the identification protocol is bounded by 27*. However,
a recent attack by Kales and Zaverucha on MQDSS reveals that this does not
meant that the Fiat-Shamir signature scheme has A bits of security [16]. They
give a generic attack that also applies to PKP-DSS. The attack exploits the fact
that if an attacker can guess the first challenge or the second challenge, he can
produce responses that the verifier will accept. The idea is to split up the attack
in two phases. In the first phase, the attacker guesses the values of the N first
challenges, and uses this guess to produce commitments. Then, he derives the
challenges from the commitment and he hopes that at least k of his N guesses
are correct. This requires on average

it $ (659 () ()

i=k

trials. In the second phase, the attacker guesses the values of second challenges,
and uses these guesses to generate a response. Then he derives the second chal-
lenges with a hash function and he hopes that his guess was correct for the N —k
rounds of the identification protocol where he did not guess the first challenge
correctly. This requires on average 2V =F tries. Therefore, the total cost of the
attack is

min_Cost; (N, k) +2V=F
0<k<N
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5 Parameter choice and Implementation

5.1 Parameter choice

The PKP-DSS is mainly affected by the following set of parameters: (p, n, m). We
now explicitly detail the choice of these parameters. Recall that firstly the IDS
[23] was designed to suit small devices. Thus, Shamir proposed p = 251. To have
an efficient implementation we choose p to be a prime number close to a power of
2, such as 251, 509 and 4093. A solution of a random instance of PKP is to find
a kernel n-vector (v,) with distinct coordinates in F,. Hence, the probability
to find such a vector shouldn’t be too small. The probability of an arbitrary
vector to be in the kernel of the matrix A € M,,,«x,, whose rank is equal to m,
is p~™. Moreover, if the n-vector v has no repeated entries, its orbit under the
possible permutations 7 contains n! vectors. Thus, to get on average one solution,
we have the following constraint: n! ~ p™. And finally, using the complexity
of Poupard’s algorithm [I§] combined with Patarin-Chauvaud’s method (See
Section7 triplets of (p, n, m) were selected matching the security requirements
and optimizing the size of the signature. With these parameter choices, the
scheme is secure against all the attacks described in [I7]. We pick the value of
N just large enough such that

min Costy (N, k) + 2NV 7% > 24
0<k<N
such that the scheme is secure against the generic attack of Kales and Za-

verucha [I6]. The chosen parameter sets for three different security levels are
shown in Table Il

Parameter Security P n m Iterations| Attack
Set level N cost
PKP-DSS-128 128 251 69 41 157 2130
PKP-DSS-192 192 509 94 54 229 2193
PKP-DSS-256 256 4093 106 47 289 277

Table 1. PKP-DSS Parameters sets

5.2 Key and signature sizes

Public key. A public key consists of the last column c2 of A and a random
seed pk.seed, which is used to generate A* which is formed by all but the last
column of A and the vector v. Therefore, the public key consist of A\-+m|log,(p) ]
bits.
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Secret key. A secret key is just a random seed pk.seed that was used to
seed the key generation algorithm, therefore it consists of only A bits.

Signature. Finally, a signature consists of a transcript of the identifica-
tion protocol (excluding the challenges, because they are computed with a hash
function). In Sect we calculated that a transcript can be represented with
2X + N (n[logy p] + 4)\) bits, so this is also the signature size.

In Table 2] we summarize the key and signature sizes for the parameter sets
proposed in the previous section.

Security Parameters |sk| [pk| |sig]
level (p,n,m, N) Bytes Bytes Kilobytes
128 (251,69, 41, 157) 16 57 20.4
192 (509, 94, 54, 229) 24 85 43.4
256 (4093, 106, 47, 289) 32 103 76.5

Table 2. Key and signature sizes for PKP-DSS with the three proposed parameter
sets.

5.3 Implementation

To showcase the efficiency of PKP-DSS and to compare the performance to
existing Fiat-Shamir signatures we made a proof-of-concept implementation in
plain C. The code of our implementation is available on GitHub at [4]. We
have used SHA-3 as hash function and commitment scheme, and we have used
SHAKE128 as extendable output function. The running time of the signing and
verification algorithms is dominated by expanding seeds into random vectors and
random permutations. This can be sped up by using a vectorized implementation
of SHAKFE128, and using vector instructions to convert the random bitstring into
a vector over I, or a permutation in S,. We leave this task for future work.

Making the implementation constant time. Most of the key generation
and signing algorithms is inherently constant time (signing branches on the value
of the challenge bits b, but this does not leak information because b is public). The
only problem was that applying a secret permutation to the entries of a vector,
when implemented naively, involves accessing data at secret indices. To prevent
this potential timing leak we used the “djbsort” constant time sorting code [3].
More specifically, (see Alg. [7]) we combine the permutation and the vector into a
single list of n integers, where the permutation is stored in the most significant
bits, and the entries of the vector are stored in the least significant bits. Then
we sort this list of integers in constant time and we extract the permuted vector
from the low order bits. Relative to the naive implementation this slows down
signing by only 11%. There is no significant slowdown for key generation.
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Algorithm 7 Constant time computation of v/ = v,

1: Initialize a list of integers L < ()

2: L:= [o[1] * B+v[l],--- ,0[n] * B+ v[n]], where B > n is a constant
3: sort L in constant time

v’ := [L[1] mod B, -, L[n] mod B

5: Return '

=

5.4 Performance results

To measure the performance of our implementation we ran experiments on a
laptop with a i5-8250U CPU running at 1.8 GHz. The C code was compiled
with gee version 7.4.0 with the compile option -03. The cycle counts in Table [3]
are averages of 10000 key generations, signings, and verifications.

Security Parameters KeyGen Sign Verify
level (p,n,m, N) 10% cycles 103 cycles 10% cycles
128 (251,69, 41, 157) 72 2518 896
192 (509,94, 54, 229) 121 5486 2088
256 (4093, 106, 47, 289) 151 7411 3491

Table 3. Average cycle counts for key generation, signing and verification, for our
implementation of PKP-DSS with the three proposed parameter sets.

5.5 Comparison with existing F'S signatures

In Table 4] we compare PKP-DSS to MQDSS, Picnic, and Picnic2. We can
see that for all the schemes the public and secret keys are all very small. The
main differences are signature size and speed. When compared to MQDSS, the
signature sizes of PKP-DSS are roughly 30% smaller, while being a factor 14
and 30 faster for signing and verification respectively. Compared to Picnic, the
PKP-DSS signatures are roughly 40% smaller, and signing and verification are 4
and 9 times faster respectively. Compared to Picinc2 our scheme is 153 and 170
times faster for signing and verification, but this comes at the cost of 50% larger
signatures. Finally, compared to SUSHSYFISH [12], a different scheme based on
the Permuted Kernel Problem, our scheme is 3.4 and 6.6 times faster, but at the
cost of 45% larger signatures.

6 Conclusion

We introduce a new post-quantum secure signature scheme PKP-DSS, which is
based on a PKP Zero-knowledge identification scheme [23]. We optimized this
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Security Scheme Secret key |Public key| Signature Sign Verify
level (Bytes) | (Bytes) | (KBytes) |10 cycles |10 cycles
PKP-DSS-128 16 57 20.4 2.5 0.9
MQDSS-31-48 16 46 28.0 36 27
128 Picnic-L1-FS 16 32 33.2 10 8.4
Picnic2-L1-FS 16 32 13.5 384 153
SUSHSYFISH-1 16 72 14.0 8.6 6
PKP-DSS-192 24 85 43.4 5.5 2.1
MQDSS-31-64 24 64 58.6 116 85
192 Picnic-L3-FS 24 48 74.9 24 20
Picnic2-L3-FS 24 48 29.1 1183 357
SUSHSYFISH-3 24 108 30.8 22.7 16.5
PKP-DSS-256 32 103 76.5 74 3.5
256 Picnic-L5-FS 32 64 129.7 44 38
Picnic2-L5-FS 32 64 53.5 2551 643
SUSHSYFISH-5 32 142 54.9 25.7 18

Table 4. Comparison of different post-quantum Fiat-Shamir schemes

identification scheme, and to make it non-interactive, we used the well-known
Fiat-Shamir transform.

We developed a constant-time implementation of PKP-DSS and we conclude
that our scheme is competitive with other Post-Quantum Fiat-Shamir signature
schemes such as MQDSS, Picnic/Picnic2, and SUSHSYFISH. The main advan-
tages of our scheme are that signing and verification are much faster than existing
Fiat-Shamir signatures and that the scheme is very simple to implement. Our
implementation takes only 440 lines of C code.
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