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Abstract. Inner product functional encryption (IPFE), introduced by
Abdalla et al. (PKC2015), is a kind of functional encryption supporting
only inner product functionality. All previous IPFE schemes are bounded
schemes, meaning that the vector length that can be handled in the
scheme is fixed in the setup phase. In this paper, we propose the first
unbounded IPFE schemes, in which we do not have to fix the lengths of
vectors in the setup phase and can handle (a priori) unbounded polyno-
mial lengths of vectors. Our first scheme is private-key based and fully
function hiding. That is, secret keys hide the information of the asso-
ciated function. Our second scheme is public-key based and provides
adaptive security in the indistinguishability based security definition.
Both our schemes are based on SXDH, which is a well-studied standard
assumption, and secure in the standard model. Furthermore, our schemes
are quite efficient, incurring an efficiency loss by only a small constant
factor from previous bounded function hiding schemes.
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1 Introduction

Functional encryption (FE) [9,27] is an advanced cryptographic paradigm that
is expected to drastically enhance the availability of encrypted data. Traditional
encryption schemes can provide only “all-or-nothing” decryption capability over
encrypted data, i.e., an owner of a legitimate decryption key can learn the entire
data from a ciphertext and the others can learn nothing. In contrast, FE allows
a legitimate user to learn some computed results from encrypted data without
revealing any other information. More precisely, FE supporting a function class
F allows an owner of a master secret key msk to issue a secret key sk; for any
function f € F, and decrypting a ciphertext ct,, of a message m with sk; reveals
only f(m) and nothing else.

Although there are several constructions of FE for all circuits [17, 18, 30],
all are based on currently impractical cryptographic primitives such as indistin-
guishability obfuscation [17] or multi-linear maps [16]. As a result, such general



purpose FEs are far from practical, and this is why Abdalla et al. [1] initiated the
study of a more specific and practical FE, i.e., inner product functional encryp-
tion (IPFE). In IPFE, an owner of a master secret key msk can issue a secret key
sk, for a vector y and decrypting a ciphertext ctx of a vector x with sky reveals
only the inner product (x,y). The inner product is a simple but interesting func-
tion, because it is sufficient to directly compute weighted means over numerical
data and useful for statistical computations. Furthermore, we can evaluate any
polynomial over the data by encrypting all monomials appearing in the desired
family of polynomials beforehand.

Following the work of Abdalla et al., there arose two main streams of works
on IPFE. The first stream is for public-key based IPFE [2,5], aiming to obtain
the adaptive security, and the second stream is for private-key based IPFE [8,13,
21,22,24, 28], aiming to obtain function privacy and better efficiency. Function
privacy is an important property of FE when it is used to delegate computation to
another party. Recently, a multi-input version of IPFE has also been considered
in [3,4,14].

Although most above (single-input) IPFE schemes are efficient and based
on standard assumptions, all have one inconvenient property: they are bounded.
That is, we need to fix the maximum length of vectors to be handled in the
scheme at the beginning. After fixing the maximum length, we cannot handle
vectors whose lengths exceed it. This is very inconvenient because it is almost
impossible in the setup phase to predict which data will be encrypted. One may
think that we can solve the problem by setting the maximum length to a quite
large value. However, the size of a public parameter of bounded schemes expands
at least linearly with the fixed maximum length, and such a solution incurs an
unnecessary efficiency loss. Hence, it is desirable that we do not need to declare
the maximum length of vectors to be handled in the scheme at the beginning
and can make encryption or key generation for vectors with unbounded lengths.
In the context of inner product predicate encryption (IPPE) [20] and attribute-
based encryption [19], there exist unbounded schemes [10,11,23,26], whose public
parameters do not impose a limit on the maximum length of vectors or number
of attributes used in the scheme. Thus, we naturally have the following question:

Can we construct IPFE schemes that can handle vectors with unbounded
lengths?

Our contributions We answer the question affirmatively. More precisely, we
construct two concrete unbounded IPFE (UIPFE) schemes on the basis of the
standard SXDH assumption that are both secure in the standard model.

1. The first scheme is private-key IPFE with fully function hiding, which is the
strongest indistinguishability based security notion when considering func-
tion privacy [13].

2. The second scheme is public-key IPFE with adaptive security, which is a
standard and desirable indistinguishability based security notion [5].



private-key scheme

scheme |msk| |ct| |sk| pairing|assumption
DDMI6 [13]|(8mZ + 12m + 28)|Z,||(4m + 8)|G1]|(4m + 8)|Ga]|Yes  |SXDH
TAO16 [28] |(4m? + 18m + 20)|Zy||(2m + 5)|G1||(2m + 5)|G2||[Yes | XDLIN
KKS17 [22] |(6m + 8)|Z,| (2m + 8)|G1||(2m + 8)|Ga|[Yes  [SXDH
Ours 1 |PRF key| 4m|G1| 4m|Gz| 4+ o |Yes SXDH

public-key scheme

scheme |pk]| |msk| |ct| |sk| pairing|assumption
ALSI6 5] |(m + 1)IG||2mlZ,]  |[(m+2)|G] |21Z,] + B |No  |DDH
Ours 2 28|G1| 28|Zy| Tm|G1| Tm|Gz2| +a |Yes [SXDH

Table 1. Comparison among private-key schemes that are fully function hiding and
public-key schemes with adaptive security in the standard model. Although Lin also
presented a construction of function hiding scheme [24], her scheme is the selective
secure one and we do not adopt it here. A natural number m € N denotes a length of
a vector associated with the ciphertext or secret key. In our schemes, o denotes a bit
length that is necessary to specify an index set associated with a vector. In the ALS16
scheme, (8 denotes a bit length that is necessary to specify a vector to be embed into
a secret key. In this table, we omit a group description in a public key.

Table 1 compares efficiency among private-key schemes that are fully function
hiding and public-key schemes with adaptive security in the standard model.
Both our schemes achieve almost the same efficiency as the previous bounded
fully function hiding IPFE schemes except the small constant factor. Note that
previous public-key based schemes do not need pairing when instantiated from
a cyclic group [1,5]. However, we do not know how to construct unbounded
public-key based IPFE schemes without pairing.

In UIPFE schemes, we can consider various conditions about encryption, key
generation, and decryption. It is another important merit of UIPFE. For encryp-
tion and key generation, we can consider two cases, consecutive and separate. In
the consecutive setting, each element of a vector is automatically indexed to its
position when the vector is input to an encryption or key generation algorithm,
i.e., for a vector (a,b,c), a’s index is set to 1, b’s index to 2, and ¢’s index to 3.
On the other hand, in the separate setting, an index set is attached to a vector
and encryption and key generation are executed correspondingly to its index
set. In other words, a vector (a, b, ¢) is indexed by some set, e.g., {1,5,6}, and
the indices of a,b and ¢ are set to 1,5, and 6, respectively. A separate scheme
obviously suggests a consecutive scheme with respect to encryption or key gen-
eration. Next, we focus on the conditions of decryption. Similar to [26], we can
classify the decryptable condition of IPFE schemes into three types: ct-dominant,
sk-dominant, and equal. Let Si¢ be an index set of a ciphertext ct and Sy be
an index set of a secret key sk. Then ct is decryptable with sk iff Sz O Sg in
ct-dominant schemes, S C Ss¢ in sk-dominant schemes, and S = Sgc in equal
schemes. We denote the type of the schemes described above as (E:xx, K:yy,
D:zz) where xx, yy € {con, sep}, and zz € {ct-dom, sk-dom, eq}, which means



that encryption is xx setting, key generation is yy setting, and decryption is zz
setting. It is not difficult to observe that the setting (E:sep, K:con, D:ct-dom)
is meaningless because only the consecutive part of separate ciphertexts can be
decrypted with any consecutive secret key. For example, for a ciphertext with an
index set {1,2,4}, the element indexed as 4 is never used for decryption in the
K:con setting. Hence, it is the same as the (E:con, K:con, D:ct-dom) setting. Sim-
ilarly, (E:con, K:sep, D:sk-dom), (E:con, K:sep, D:eq), and (E:sep, K:con, D:eq)
are also meaningless. Thus, we can consider eight types of UIPFE schemes.

In this paper, we focus on the D:ct-dom setting because we believe it is
the most convenient for real applications. Consider the situation where Alice
holds a huge encrypted database in an untrusted server. When she wants the
server to make some computation over the database, she can obtain the result
by sending a corresponding secret key to the server. If the necessary part of the
database for the computation is very small, the D:ct-dom setting allows Alice
to issue a compact secret key. This is because the size of a secret key of IPFE
schemes typically grows linearly to the length of the corresponding vector. In the
other settings, Alice needs to issue a secret key that is at least larger than some
constant multiple of the size of the database, and this incurs a big efficiency loss.

Both our schemes are the (E:con, K:sep, D:ct-dom) setting, which suggests
(E:con, K:con, D:ct-dom). Some readers may wonder why we do not consider
the most general setting of D:ct-dom, (E:sep, K:sep, D:ct-dom), which suggests
all D:ct-dom schemes. The reason is we can prove the security of our schemes
against adaptive adversaries only in the (E:con, K:sep, D:ct-dom) setting. The
intuitive reason for this limitation is that, in security proofs, reduction algorithms
need to guess the contents of an index set with which an adversary queries an
encryption oracle. This is possible in the E:con setting because the length of
vectors queried by an adversary is a polynomial and a reduction algorithm can
correctly guess the length with a non-negligible probability. In the E:sep setting,
however, the possibility of index sets is exponential and is unpredictable for
reduction algorithms. For this reason, our schemes are secure against selective
adversaries in the (E:sep, K:sep, D:ct-dom) setting (Appendix D). In particular,
our public-key scheme is semi-adaptively secure in the (E:sep, K:sep, D:ct-dom)
setting, which means that the adversary declares a challenge message right after
obtaining a public key in a security game [12]. Note that the fully function hiding
private-key IPFE scheme in the (E:sep, K:con, D:sk-dom) setting is trivial with
our scheme because the roles of ciphertexts and secret keys are the same in
fully function hiding private-key IPFE. In addition, the fully function hiding
private-key IPFE in the (E:con, K:con, D:eq) setting is easily constructible and
we describe it in Appendix E. We summarize our result in Table 2.

1.1 Our Techniques

We use bracket notation to denote elements on the exponent of a group element,
ie., for . € {1,2,T}, [z], denotes g* where g, is a generator of a cyclic group G,.



private-key scheme

E:con, K:con|E:sep, K:con| E:con, K:sep E:sep, K:sep
D:ct-dom full” L full (Sec.3) selective (App.D)
D:sk-dom full” full” € selective®
D:eq full (App.E) 1 € open

public-key scheme

E:con, K:con|E:sep, K:con| E:con, K:sep E:sep, K:sep
D:ct-dom| adaptive® 1L adaptive (Sec.4)|semi-adaptive (App.D)
D:sk-dom open open 1 open
D:eq open 1 1 open

Table 2. Summary of our result. An asterisk indicates that the scheme is not explicitly
demonstrated in this paper, but trivially suggested by our result. A symbol L indicates
that the scheme is meaningless.

Private-key UIPFE Our starting point is the fully function hiding unbounded
multi-input IPFE (MIPFE) scheme proposed by Datta et al. [14]. In an un-
bounded MIPFE scheme, an index space for slots are not determined in the
setup phase. Then, roughly speaking, an encryption algorithm can generate
a ciphertext that corresponds to a vector x and an arbitrary index i € N.
Also, a key generation algorithm can issue a secret key that is associated with
indexed vectors (S,{y;}ics) for an arbitrary set S C N. Ounly if a decryp-
tor has all ciphertexts corresponding to elements of the set S, ie., {ct; :=
MIPFE.Enc(pp, msk, i, x;) }ics, the secret key for S can be used for legitimate
decryption and reveals ) ;¢ (x;,y;). Their scheme is based on the dual pairing
vector spaces (DPVS) framework introduced by Okamoto and Takashima [25]
and utilizes a pseudorandom function (PRF) to handle an unbounded index
space. Consider the unbounded MIPFE scheme in which the vector length is set
to 1 and observe that such a scheme already serves the function of UIPFE in the
D:ct-dom setting. More precisely, to encrypt x := (z1,...,2,) € Z™, the en-
cryption algorithm computes ct; := MIPFE.Enc(pp, msk, i, z;) for all i € [m] and
set ct := (cty, ..., Cty). In key generation for an indexed vector (S,y := (y:)ies €
79), the key generation algorithm computes sk := MIPFE.KeyGen(pp, msk, S, y).
Then MIPFE.Dec(pp,ct,sk) outputs ), g x;y;. However, this construction al-
lows recomposition of ciphertexts due to the property of MIPFE. That is, for
cty := (ct1,1,...,Ct1m,) and cty := (cta1,...,Cta ), we can decrypt a cipher-
text like (cty 1,cta2,...,Cta m) correctly whereas UIPFE should not allow such
recomposition of ciphertexts.

To prevent such recomposition, each ciphertext of our scheme has a unique
randomness that all elements in a ciphertext share. Decryption is possible only
if an input ciphertext has a consistent randomness, so this unique randomness
prevents recomposed ciphertexts from being decrypted correctly. Essentially, a
ciphertext for index i of the MIPFE scheme by Datta et al. has a form like
[ci]1 = [(24,1)B;]; and each element of a secret key has a form like [k;]2 :=

[(yi, ) B2, where B; is a 2x 2 regular matrix, BY := (B; )T, and ; are random



elements in Z, s.t. ) ,.q7; = 0. Bases B; are generated unboundedly with a
PRF. A decryption algorithm computes [} ;. g{(ci, k;)]r and it reveals the inner
product » .. o(wiy; + 1) = > ;g Tiyi- In this construction, switching elements
of one ciphertext that have the same indices as others does not affect the correct
decryption. On the other hand, an element of one ciphertext corresponding to
index i of our scheme has a form like [¢;]1 := [(z;, 2)B;]1 where z is a unique
randomness for each ciphertext, whereas each element of a secret key is the same
as in the MIPFE scheme. Then it is easy to confirm that unless all c; for i € S
have the same randomness, [}, ¢(c;, k;)]7 does not reveal the inner product
> ics Tiy; and this construction prevents recomposition of ciphertexts.

Although the concept of the construction is simple, the security proof of
the scheme is rather complicated. The basic proof strategy of our scheme is
the same as that by Tomida et al. [28], who proposed a fully function hiding
bounded TPFE scheme, and this strategy is also employed in [14]. In the case
of unbounded MIPFE and UIPFE, however, we encounter a new challenging
problem that does not appear in bounded IPFE: how to prove collusion resistance
against illegitimate secret keys queried by an adversary. More precisely, in the
D:ct-dom setting, secret keys whose index sets are not included in the index set
of a ciphertext must be useless to decrypt the ciphertext even if their owners
collude. For example, an owner of a ciphertext ct; for a index set {1,2,3} and
two secret keys sk; and skq for index sets {1,2,4} and {3,4} respectively must
not learn any information about underlying vectors in the ciphertext and secret
keys.

In the context of unbounded MIPFE, the problem was solved by cleverly
utilizing symmetric key encryption (SKE). Briefly, ciphertexts for index ¢ contain
a secret key of SKE that is unique to the index i. On the other hand, a secret key
of unbounded MIPFE for an index set S is iteratively encrypted by SKE with
all secret keys of SKE in the set S. Then, unless an owner of the secret key for
a set S has all ciphertexts in the set S, he or she cannot decrypt the secret key
of unbounded MIPFE encrypted by SKE and the secret key is useless to derive
information from ciphertexts corresponding to any proper subset of S. Due to
UIPFE not allowing the recomposition of ciphertexts, however, we cannot apply
a similar technique to UIPFE schemes.

To solve this problem, we introduce a new proof strategy. In fully function
hiding scheme, we consider an adversary that can query many ciphertexts and
secret keys. First, we generate a situation where it is sufficient to consider only
one ciphertext and all secret keys by using hidden spaces of DPVS framework.
We can consider that this is a kind of dual system methodology by Waters [29],
which allows us to reduce the problem of a security for many keys to that for one
key [31]. Then what we need to do next is to ensure that illegitimate keys are
useless to decrypt the ciphertext. For the purpose, we randomize all elements in
illegitimate secret keys whose indices are out of the index set of the ciphertext by
computational argument. That is, the randomization is indistinguishable for all
probabilistic polynomial time (PPT) adversaries under the SXDH assumption. In
the above simple example, it means that the elements for index 4 in both secret



keys are randomized. The intuitive reason to take this step is to ensure that
partial decryption does not leak any information on underlying vectors. That is,
in the above example, one can correctly compute the term x;y; for indices 1 and 2
with sk; and 3 with sko, which is masked by the term zr;. What we want to prove
here is that the all zr; terms are indistinguishable from independently random
elements in Z, and they completely hide the terms z;y;. Recall that elements in
each secret key contain the random numbers r; such that ), g r; = 0. Then, if
at least one of r;s in each secret key is randomized, entire r;s become completely
random elements in Z,. At this point, partial decryption with illegitimate secret
keys reveals no meaningful information and we can complete the proof.

Public-key UIPFE Our public-key UIPFE scheme is technically more intricate
than our private-key one. Because we do not need to publish any information for
encryption in the private-key UIPFE scheme, we can utilize PRFs to generate
dual orthonormal bases unboundedly, which is necessary for encryption. More
precisely, an encryption algorithm generates a basis for index i as Fi (i) where
Fk is a PRF, and encode the i-th element of the vector using the basis. In the
public-key setting, however, a setup algorithm needs to publish information that
is needed to encrypt vectors. Thus an encryptor cannot utilize PRFs to generate
bases because if a key of a PRF is public, the output is no longer pseudorandom.

Our approach to overcome this problem is an indexing technique [26], which
is introduced to construct unbounded inner product predicate encryption (IPPE)
and attribute based encryption (ABE) schemes. Briefly, we add a two-dimensional
prefix that specifies an index to a vector to be encoded, and only if the indices
of a ciphertext and a secret key are equal, the correct inner product value is
computable. In a ciphertext side, an encoding of the i-th element of a vec-
tor x := (x1,...,2m) is the form like [c;]1 := [(m;(1,4), 2z, 2)B]; and in a se-
cret key side, the index j of an indexed vector (S,y := (y;)jes) is encoded as
kjl2 :== [(pj(—74,1),y;,7;)B*]2. Then, although all indices share the same dual
orthonormal bases, [(c;, k;)|r reveals the meaningful value only if ¢ = j. By this
construction, each element in ciphertexts and secret keys is encoded as if dual
orthonormal bases that are unique to each index were used.

The basic concept of the security proof of our public-key scheme is also similar
to that in [26]. That is, we prove lemmas that say that normal ciphertexts and
secret keys are indistinguishable from ones encoded on “somewhat” random
dual orthonormal bases for each index by amplifying the entropy of the two-
dimensional prefix. More concretely, we use a kind of the following relation in
the security proof. Note that it is just a toy example for an intuitive explanation
and an informal one. That is, for any polynomial m := m(\), we have the
computational indistinguishability:

{[(m(l,z’),xi,z,...)B]l } ~ {[(W1(17l),1’z,2,)D1]1 }
[(pz(—l, 1),yi,7‘i,...)B*]2 i€[m] ¢ [(pi(_i71)ayiari7--')D;k]2 ie[m]7

where {;}icim], {Pi}icim) J Z, and D; := W;B. LHS represents normal el-
ements of a ciphertext and secret key, and RHS represents elements of ones



encoded on “somewhat” random dual orthonormal bases for each index. Here,
each W, need not be a completely random matrix, and it is sufficient if W; is
chosen from some specific distribution for our security proof. This is why we call
D; “somewhat” random. At this point, we can use the proof strategy similar to
that of the private-key IPFE scheme because dual orthonormal bases are gener-
ated somewhat randomly for each index and we have a similar situation to the
private-key IPFE scheme. Although the top-level concept of the techniques are
similar to [26], i.e., indexing and entropy amplification, we cannot directly use
their techniques because the security proof of our scheme is completely different
from that of their scheme. Therefore, we managed to tailor lemmas of entropy
amplification suitable for our scheme.

1.2 Discussion

In this work, we cannot achieve the schemes that have the following two features.
We quickly discuss the difficulty about them.

Public-key UIPFE scheme without pairing. We briefly explain the rea-
son why constructing unbounded public-key IPFE without pairing is difficult.
First, we recall the bounded scheme without pairing by Abdalla et al. in [1] (and
the scheme in [5] essentially follows the construction of Abdalla et al.). In their
scheme, a master secret key is a randomly chosen vector s € Z; and a public
key is a vector of group elements ¢° € G™. To encrypt a vector x € Z™, an
encryption algorithm choose a random number r € Z,, and compute the cipher-
text as ct := (g",¢g"™"*) € G"*1. On the other hand, a secret key for a vector
y € Z" is set as sk := ({y,s),y) € ZZ“, and a decryption algorithm computes
g<7ﬂs+"’y>/g7'<y’s‘> = ¢®¥). To handle vectors with unbounded lengths, an encryp-
tion algorithm or a key generation algorithm needs to generate an element s.t.
g"st* or (y,s) respectively for a vector s with an arbitrary length from a fixed
public key or master secret key.

As we explained in the technical section, we obtain such a situation by en-
tropy amplification and it requires computational arguments. However, if secret
keys consist of elements in Z,, likely to the scheme by Abdalla et al., we cannot
apply computational arguments to secret keys. Therefore, it seems inevitable to
encode elements in secret keys on the exponent of group elements to leverage
computational arguments, and it incurs the necessity of pairing in decryption.

Adaptively secure (E:sep, K:sep) UIPFE schemes. As we mentioned,
our proof strategy needs to guess an index set of a ciphertext and inherently we
cannot apply it to (E:sep, K:sep) schemes with adaptive security. We consider
that this difficulty is similar to that to prove adaptive security of multi-use
KP-ABE from static assumptions (this problem is solved in the semi-adaptive
setting [12]). That is, the reduction algorithm needs to embed the instance of an
underlying problem into secret keys depending on the instance that the adversary
outputs in the challenge phase. Hence, the difficulty disappears in the semi-
adaptive setting because the reduction knows the challenge instance before it



simulates secret keys. We know that we can obtain adaptively secure multi-use
KP-ABE from so-called ¢-type assumptions [6,7], then we might be able to obtain
adaptively secure (E:sep, K:sep) schemes from ¢-type assumptions similarly.

1.3 Concurrent Work

Concurrently and independently, Dufour Sans and Pointcheval also presented
UIPFE schemes [15]. In our term, they proposed public-key (E:sep, K:sep, D:eq)
and (E:sep, K:sep, D:ct-dom) schemes in their paper. Their schemes have short
secret keys, meaning that they contain one group element and a corresponding
vector. However, their schemes rely on the random oracle model and achieve
only the selective security, and their (E:sep, K:sep, D:ct-dom) scheme also re-
lies on a new interactive assumption. More precisely, they assume that a kind
of problem is hard for all PPT adversaries even if they are allowed to access
some oracles. In addition, their (E:sep, K:sep, D:ct-dom) scheme does not have
collusion resistance of illegitimate secret keys, which means that a combination
of illegitimate keys can become a legitimate key.

2 Preliminary

2.1 Notations

For a prime p, Z,, denotes a field Z/pZ. For natural numbers n, m € N, [n] denotes
aset {1,...,n}, and [m,n] denotes a set {m,...,n} (if m > n, [m,n] := ¢). For
aset S, s & S denotes that s is uniformly chosen from S. We treat vectors
as row vectors. For a vector X, ||X||~ denotes its infinity norm. For a field K,
M, (K) and GL,(K) denote a set of all n x n matrices and all n x n regular
matrices whose elements are in K, respectively. We use a bold upper-case letter
to denote a matrix, e.g., A, and a bold lower-case version of the same letter
with subscript ¢ to denote the i-th row of the matrix, e.g., a;. For example, a;
denotes the i-th row of A. For a regular matrix A, A* denotes (A~')". For
a generator g, of a cyclic group G,, a matrix A, and vector a, [A], and [a],
denote the corresponding matrix and vector on the exponent of g,, respectively.
For vectors x := (z1,...,%,) and y = (y1,...,yn) € Zy, let e([x]1, [yl2) =
e(g1,g2)™Y? be a function that computes the inner product on the exponent by
[Licpn (@1, [yi]2). A function f: N — R is called negligible if f(\) = A=)
and denotes f(A) < negl()\).

2.2 Basic Notions
Definition 2.1 (Pseudorandom Functions). A pseudorandom function (PRF)

family F := {Fk}kex, with a key space Ky, a domain X}, and a range ) is
a function family that consists of functions Fi : X\ — Y). Let R) be a set



of functions consisting of all functions whose domain and range are X and )
respectively. For any PPT adversary A, the following condition holds,

AdVERF () = |Pr[1 « ATxO)] — Pr[1 « ABO)]| < negl(N),

where K ¢ Ky and R il R-

Definition 2.2 (Bilinear Groups). Bilinear groups G:=(p, G1, G2, G1, 91, g2,
e) consist of a prime p, cyclic groups G1,G2, G of order p, generators ¢g; and
go of G and G4 respectively, and a bilinear map e : G; X Go — G, which has
two properties.

— (Bilinearity): Vhy € G1,ha € Ga,a,b € Zy,e(h$, h}) = e(h1, he)®.
— (Non-degeneracy): For generators g1 and g, e(g1, g2) is a generator of Gr.

A bilinear group generator Ggg(1*) takes security parameter 1* and outputs
bilinear groups G with a A-bit prime p.

Definition 2.3 (SXDH Assumption). For ¢ € {1,2}, we define the following
distribution,

G+ Gee(1Y), a,e, f < Z,, D:=(G,[d],,[e].)
[tg], := [ae + Bf], for B € {0,1}.

We say the SXDH assumption holds if for any PPT adversary .4 and both
L€ {1,2},

AdvPH () = |Pr(1 « A(D, [to],)] — Pr[l « A(D, [t1].)]| < negl()).

2.3 Unbounded Inner Product Functional Encryption for (E:con,
K:sep, D:ct-dom)

In this paper, we propose two unbounded inner product functional encryption
schemes. The first scheme is private-key unbounded IPFE that is fully function
hiding and the second one is public-key unbounded IPFE with adaptive security.
Both our schemes can handle (a-priori) unbounded polynomial lengths of vectors
for encryption and key generation, and support a function that we call limited-
norm inner product. As explained in the introduction, our schemes support inner
product in the (E:con, K:sep, D:ct-dom) setting. Informally, for a ciphertext of
a vector whose length is m and a secret key with a set S, only if S C [m], we
can decrypt the ciphertext with the secret key and learn the inner product value
over the set S. Note that in previous works [3,4], the term bounded-norm is used,
but in this paper, bounded generally refers to vector length. Therefore, we use
limited-norm for the functionality in this paper.

Definition 2.4 (Limited-Norm Inner Product). This function family F

consists of functions fgyy :Z™M — Z where X,Y €N, SCN, y:= (y;)ics € Z°
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st. [lylle <Y, and m € Nst. S C [m]. We define the function for every
X = (1‘1,. . .,ll?nl) € Z™ s.t. ||XHOO < X as

féf;,y(x) = Z Y-

€S
Formal definitions of inner products in the other settings are in Appendix B.

Definition 2.5 (Private-Key Unbounded Inner Product Functional En-
cryption). Let X = {X)}ren,V := {Ya}ren be ensembles of norm-limit.
Private-key unbounded inner product functional encryption (Priv-UIPFE) con-
sists of four algorithms.

Setup(1*): This algorithm takes a security parameter 1, and outputs a public
parameter pp and a master secret key msk.

Enc(pp, msk,x): This algorithm takes pp, msk, and a vector x := (z1,...,Zy) €
Z™ where m := m(\) is any polynomial. It outputs a ciphertext ct,,

KeyGen(pp, msk, S,y): This algorithm takes pp, msk, a non-empty index set S C
[s] where s := s()\) is any polynomial, and an indexed vector y := (y;)ies €
Z5. It outputs a secret key skg.

Dec(pp, cti, sks): This algorithm takes pp, ct,, and skg and outputs a decrypted
value d € Z or a symbol L.

Correctness Priv-UIPFE is correct if it satisfies the following condition. For
any A € N, x € Z™ s.t. m := m(\) is any polynomial and ||x||cc < X, index
set S C [s] s.t. s := s()\) is any polynomial and S C [m], and y € Z° s.t.
[I¥|]loo < Y, we have

(pp, msk) < Setup(1*)

_ | ¢ty ¢ Enc(pp, msk, x) _
Prid= Z;xzyz skg < KeyGen(pp, msk, S,y) > 1= negl(}).
' d := Dec(pp, Cty, sks)

Security Priv-UIPFE is fully function hiding if it satisfies the following con-
dition. That is, the advantage of A against Priv-UIPFE defined as follows is
negligible in A for any PPT adversary A,

1 <_.AOEnc,o(pp,msk,-)aOKG,O(PPJ’”Sk:'a')(pp)Z
(pp, msk) < Setup(1*)
1 AOewe1 (ppmsk.). O 1 (pp.mske-) ()
(pp, msk) < Setup(1*)

|
AdVE{iV_UlPFE()\) —

Here, Ogne g(pp, msk,-) with 5 € {0,1} is an encryption oracle that takes a
pair of vectors (x",x') € (Z™)? with the same polynomial length m, and
outputs Enc(pp, msk, x?). Okg 5(pp, msk, -,-) with 3 € {0,1} is a key genera-
tion oracle that takes a set S including polynomial indices and a pair of in-
dexed vectors (y°,y!) € (Z%)? associated with the index set S, and outputs

KeyGen(pp, msk, S,y”). To avoid a trivial attack of A, we have the following
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condition on A’s queries. Let gt (resp. gs) be a total number of ciphertext
query (resp. secret key query) of A. For all j € [g] and £ € [ga], if S; C [m],

then
Z xgyiygi = Z $;1yéz (1)

1€Sy 1€S,

Consider the modified game where the adversary queries all vectors in one-
shot, i.e., {(x‘;, X;)}je[qct] and {(y?, y%)}ge[qsk], right after obtaining a public pa-
rameter, and then the adversary receive all ciphertexts and secret keys for queried
vectors for f-side. If the advantage of all PPT adversary against the modified
game is negligible, we say that Priv-UIPFE is selectively function hiding.

Definition 2.6 (Public-key Unbounded Inner Product Functional En-
cryption). Let X := {X)}ren,V := {Y)}ren be ensembles of norm-limit.
Public-key unbounded inner product functional encryption (Pub-UIPFE) con-
sists of four algorithms.

Setup(1*): This algorithm takes a security parameter 1%, and outputs a public
key pk and a master secret key msk.

Enc(pk,x): This algorithm takes pk and a vector x := (z1,...,x,,) € Z™ where
m := m(\) is any polynomial. It outputs a ciphertext ct,,

KeyGen(pk, msk, S,y): This algorithm takes pk, msk, a non-empty index set S C
[s] where s := s(\) is any polynomial, and an indexed vector y := (y;)ics €
75. It outputs a secret key skg.

Dec(pk, cty,, sks): This algorithm takes pk, ct,, and skg and outputs a decrypted
value d € Z or a symbol L.

Correctness Pub-UIPFE is correct if it satisfies the following condition. For
any A € N, x € Z™ s.t. m := m(\) is any polynomial and ||x||cc < X}, index
set S C [s] s.t. s := s()\) is any polynomial and S C [m], and y € Z° s.t.
[I¥]loo < Y2, we have

(pk, msk) « Setup(1*)

Cty < Enc(pk, x)
Prid ;szyz skg + KeyGen(pk, msk,S,y) | — 1= negl(}).

d := Dec(pk, cty,, skg)

Security Pub-UIPFE is adaptively secure if it satisfies the following condition.
That is, the advantage of A against Pub-UIPFE defined as follows is negligible
in A for any stateful PPT adversary A,

(pk, msk) < Setup(1*)
B (XO,Xl) — AKeyGen(pk,msk,~,-)(pk)
Prif=1 Cty < Enc(pk,x?)
Pub-UIPFE [ y\ ._ B AKevGen(plomsios) (pk, ct,- )
Adv s (A) = (pk, msk) < Setup(1*)
B P el
Cty < Enc(pk,x?)
ﬂ « AKeyGen(pk,msk,~,-)(pk7Ctm*)

12



Here, the challenge vectors x° and x' that A outputs must have the same length
m*. To avoid a trivial attack of A, we have the following condition on A’s queries.
Let gsk be a total number of secret key query of A. For all £ € [gs], if Sp C [m*],
then

Z ayeq = Z T Yei- (2)

1€Sy 1€Sy

Consider the modified game where the adversary is prohibited to make a
secret-key query before outputting challenge vectors (x°,x1). If the advantage
of all PPT adversary against the modified game is negligible, we say that Pub-
UIPFE is semi-adaptively secure.

3 Private-Key Unbounded Inner Product Functional
Encryption

Our schemes are based on the DPVS framework introduced by Okamoto and
Takashima [25]. We briefly explain the property of DPVS in Appendix A.
3.1 Construction

In the following scheme, norm limits Xy, Y, are some polynomials. Let F :=
{Fk}rek, be a PRF family with a key space KC) consisting of functions F :
{0,1}* = My(Z,,).

Setup(1*): Takes a security parameter 1* and chooses bilinear groups G <
Ggc(1*) and a PRF key K &Ky, Outputs

pp:=G, msk:= K.

Enc(pp, msk,x): Takes pp,msk and x := (z1,...,Z;) € Z™ where m := m(\)
is any polynomial. Sets B; := Fik(i) and ¢; := (2;,0,2,0)B; € Z;l, for all

i € [m], where z & Z,. Outputs
Ctm = ([Clh, ey [Cm]1)~

If there exists i € [m] such that B; is a singular matrix, outputs L.
KeyGen(pp, msk, S,y): Takes pp, msk, a non-empty index set S C [s] where s :=
5(\) is any polynomial, and an indexed vector y := (y;)ics € Z°. Chooses

{ri}ies s Zp s.t. Y cgri = 0. Sets B; := Fi (i) and k; := (y;,0,7;,0)B} €
Z, for all i € S. Outputs

sks := (S, {[ki]2}ies)-

If there exists 7 € S such that B; is a singular matrix, outputs L.
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Dec(pp, cty, sks): Takes pp, a ciphertext ct,, for m dimensional vector, and a
secret key skg for a index set S. If S C [m], then computes

hi= H e([cil1, [kil2),

€S

and searches for d s.t. (g1, g2)? = h exhaustively in the range of —|S| XYy
to |S|X,\Yy. If such d is found, outputs d. Otherwise, outputs L.

Correctness Our Priv-UIPFE scheme is correct if F is a PRF family. We
consider the case where for a natural number m € N, B, := Fg (7) for all ¢ € [m)
is invertible. Then, we observe that if S C [m],

h=TTellei, [kilo) = (g1, go)>ies k) = e(gy, gg) s (rivitar),
ics

Here we have ), .gr; = 0, then h = (g1, g2)>=ies T If [|x||oe < X and
[I¥|loe < Ya, |ZieS x:yi| < |S]X\Y\ and Dec outputs ZieS z;y;. Hence, if B;
for all i € [m] is invertible without a negligible probability, our scheme is correct.

Let m := m(\) be any polynomial. For ¢ € [m], we have Pr[3i,det B; = 0|B; na
My(Z,)] = 279N from Lemma A.1 and |Pr[3i,det B, = 0|B; & M4(Z,)] —
Pr[3i,det B; = 0| K &Ky B, = Fk ()] < negl()) from the definition of PRF.
Consequently, Pr[3i, det B; = 0| K &Ky B; = Fr(7)] < negl()).

Remark 3.1. Similarly to all previous IPFE schemes based on a cyclic group or
bilinear groups, the decryption algorithm of our schemes need to solve the small
discrete logarithm problem. As pointed out in [21], however, this step does not
affect efficiency so much in many practical applications.

3.2 Security

Theorem 3.1. Assume that the SXDH assumption holds and F is a PRF fam-
ily, then our Priv-UIPFE is fully function hiding. More formally, let mmax be
the mazimum length of vectors with which A makes a query to the encryption
oracle, then for any PPT adversary A and security parameter X\, there exists a
PPT adversary By for the SXDH and By for the PRF family, we have

AdvEMUPPE (V) < {4gak + 2(Mimax -+ 1) gee + 2} Adva N () + 2AdvRT (A) +27 93,

Proof outline The top-level strategy of the proof is similar to that of the proof
by Tomida et al. [28], although the order of changing the forms of ciphertexts
and secret keys is the opposite. In the security proof, we employ a usual hybrid
argument and gradually change the forms of ciphertexts and secret keys queried
by an adversary from the case of 5 = 0 to § = 1 defined in Definition 2.5.
We use the spaces not used in the actual function, i.e., the second and fourth
spaces, for the security proof. Intuitively, the second space is a kind of a working
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space to handle intermediate states between 5 = 0 and S = 1, and the fourth
space is utilized to make a situation where we can focus on only one query
even if an adversary makes multiple queries. In other words, we can see the
fourth space as a semi-functional space of dual system methodology proposed
by Waters [29]. First, the form of secret keys is changed from [(?ng’a 0,7¢4,0)B}]2
to [(ygi,yéi,rg,i?())Bj]g in the Game 1 sequence. Next, we change the form of
ciphertexts from [(29 ;,0, z;,0)B;]1 to [(0, 2], 2, 0)B;]; in the Game 3 sequence,
and here we leverage the game condition Eq.(1). Then we switch the first space
with the second space as [(x;l, 0,z;,0)B;]; and [(y}yi, ygi, r0,i,0)B]2. Finally, the
form of secret keys is changed from [(y; ;,yg;, 7., 0)Bjl2 to [(yg;, 0,704, 0)Bf]2
as the reverse of the Game 1 sequence. The most complicated and ’important part
is the Game 3 sequence, in which we need to deal with the ciphertexts and secret
keys that do not satisfy the condition Eq.(1). In Game 3 sequence, we change
the ciphertexts from 0-side to 1-side one by one, and in the v-th iteration of
Game 3 sequence, we change the v-th ciphertexts from 0-side to 1-side. For the
v-th ciphertext, we can classify secret keys queried by an adversary into three
types. Let m, be the length of the ciphertext.

1. The index set S of the secret key is included in [m,], i,e., max .S < m,,.

2. A part of the index set S is included in [m,], i.e., (max S > m,) A (min S <
my).

3. The index set S and [m,] are disjoint, i.e., min.S > m,,.

The cumbersome secret keys are type 2 keys because they can correctly decrypt
a part of the ciphertext even though they may not satisfy the condition Eq.(1).
We want to change the form of the v-th ciphertext from 0-side to 1-side by
information-theoretical change in Game 3-v-1-4, but it does not work without
any treatment due to the above property of type 2 keys. Therefore, we manage
to randomize or “sanitize” type 2 keys from Game 3-v-1-1 to Game 3-v-1-3.

Proof. We prove Theorem 3.1 by a series of games. For each game transition,
we prove that the difference between probabilities that the adversary A outputs
1 in both games is negligible.

Game 0: This game is the same as the real security game when 5 = 0 in
Definition 2.5. That is, the j-th ciphertext query with a pair of vectors

(x?,x;) € (Z™3)? is replied as

cji = (29,,0,2;,0)B; for all i € [m;]

79

Ctj,mj = cj,l]h ey [Cj,mj]l)'

The (-th secret key query with an index set Sy and a pair of vectors (y?,y}) €
(Z54)? is replied as

ki = (¥4, 0,70,:,0)B} for all i € Sy
ske,s, = (Se, {[ke,il2}ies, )
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Game 0’: This game is the same as Game 0 except for the way of making
dual orthonormal bases. In Game 0, the dual orthonormal bases for the i-th
element are made as (B;, Bf) where B; := F(¢), but in Game 0, they are

made as B; el GL4(Z,). More precisely, the cipertext oracle and secret key
oracle have the same list £ for bases. When the oracle needs a basis for the
i-th element, it searches for (i, B;) from L. If the oracle find it, the oracle

uses the bases, and if not, it generates B; & GL4(Z,) and records them as
(1,B;) into L.

Game 1-p-1 (p € [gsk]): We define Game 1-0-3 as equivalent to Game 0’. This
game is the same as Game 1-(u — 1)-3 except that in the p-th secret key
query, k,, ; is set as

U

w— Zp, k= (yﬁ_’i,(),rﬂyi,)B;‘ for all i € S,,.

Game 1-4-2 (u € [gsk)): This game is the same as Game 1-p-1 except that in
the p-th secret key query, k,, ; is set as

u . 0 1 X .
W= Ly, Kpi = Ypis| Ypsi b Tpis wrpi) B foralli € 5,

Game 1-4-3 (p € [gsk)): This game is the same as Game 1-p-2 except that in
the p-th secret key query, k,, ; is set as

k,, = (ygyi, y}t’i,r#,i,@)B’{ for all i € S,,.

Game 2: This game is the same as Game 1-g-3 except that in all secret key
queries, kg ; for all £ € [gs] is set as

1 = .
ke = (y?,i,yh-,rgﬁi,)B;k for all ¢ € Sy,

where 7y ; & Lpst. Y ics, Tei = 0.

Game 3-1v-1 (v € [¢ut]): Game 2 is equivalent to Game 3-0-3. This game is the
same as Game 3-(v — 1)-3 except that in the v-th ciphertext query, c,; is
set as

IV = .
Zy Ly, C,; = (a:gi,o,z,,,)Bi for all i € [m,].

Game 3-v-2 (v € [go]): This game is the same as Game 3-v-1 except that in
the v-th ciphertext query, c,; is set as

Z, L Zp, cui:=(0,21,|2,%,)B; forallic [m,].

V,%

Game 3-v-3 (v € [gu]): This game is the same as Game 3-v-2 except that in
the v-th ciphertext query, c,; is set as

Cyii= (O,xi)i,zy,@)Bi for all i € [m,].

)
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Game 4: This game is the same as Game 3-g-5 except that in all ciphertext
and secret key queries, c;; and kg ; are set as

cji = x;ﬁi,O ,2;,0)B; for all ¢ € [m;],

ke = yt}}i,ygi T, 7e,:)BY, for all i € Sp.

Game 5: This game is the same as the real security game when § = 1 in
Definition 2.5. That is, the j-th ciphertext query with a pair of vectors
(x9,x}) € (Z™)? is replied as

375
Cji = (m}7i,0,zj,0) for all i € [m;]
Ctjm,; = ([cj 11, [C5m,;]1)-
The (-th secret key query with an index set Sy and a pair of vectors (y¥,y}) €
(Z54)?% is replied as
ki = (y7,,[0] Tgw@) for all i € Sy
ske,s, := (Se, {[ke]2}ies,)-
Note that B; is generated as B; := Fg (i) in Game 5.

Thanks to Lemma 3.1 to Lemma 3.10, we can conclude the proof of Theorem 3.1.
O

In the following, we denote the event that A outputs 1 in Game ¢ by E,.

Lemma 3.1. For any PPT adversary A, there exists a PPT adversary B for
PRFs s.t.

IPr[Eo] — Pr[Eqr]| < AdvERF(A) 4+ 27920,

Proof. First, we consider Game 0Oy, which is the same as Game 0 except that
B; is generated as B; na M4(Z,) for each i. The following inequality directly
follows from the property of PRF s.t. |Pr[Eo] — Pr[Eq, ]| < Advi < (\). Next, we
have |Pr[Eg,,] — Pr[Eo/]| <27“™ from Lemma A.1. Then Lemma 3.1 holds. O

Lemma 3.2. For any PPT adversary A, there exists a PPT adversary B for
the SXDH s.t.

IPrEr(u - 1y3) — PrlEi]] < AdvgPH () + 2720,

Proof. We show that we can make a reduction algorithm B for the SXDH using
A. B obtains an instance of SXDH with ¢ := 2, i.e., (G, [a]2, [€]2, [t3]2), and sets
pp := G. B defines random dual orthonormal bases B;, B} as follows,

1 1
1 N .
o1 | We Bi=| | WieGL(z,).

1—a 10

W, & GLy(Z,), B;:=
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Then B simulates all ciphertext queries and all secret key queries except the u-th
one as follows.

[C]}ih = [(x?yi,(), Zjis O)Blh for all i € [mj],

[k ] — [(yg,ia yt},wrﬂ,iaO)BﬂQ for all i € SZ (é < /1')
2 [(474,0,7¢,4,0)Bf]2 foralli € Sy (£> p).

Note that B cannot compute [b; 4]1 because it does not know [a];, but the above
instances are computable without [b; 4]1. For the p-th secret key query, B replies
to Aforallie§, as

v &7, st Z r, =0,
i€S,
[k#ﬂb = [(yg,ia 0,0, O)B;k + T;(Ov 0, ts, e)w;kb = [(yg,ia 0, 67";, ﬂfrDBﬂ?
Observe that we can implicitly set r, ; := er; and w := f/e unless e = 0, then

A’s view is the same as in Game 1-(p — 1)-3 (resp. Game 1-p-1) if 5 =0 (resp.
p=1). O

Lemma 3.3. For any PPT adversary A, we have
|PF[E1_M_1] — Pr[El—p,—2]| S 2_Q(A).
Proof. We define (D;, D7) as

1 0 1
1 y;lz,i 1
Di = 1 wrdt,i BZ', D;k = 1 Bj (S GL4(ZP)
1 0—2==01

Wy,

Observe that (D;, D}) are random dual orthonormal bases. Then, for all j € [ge]
and ¢ € [gs], we have

1 0
Yps
o (0 0B, = (29 iy L =5 o= (20 0D
Cji = (Ij,ivovzjﬂvo) 1 (‘Tj,ivovzjﬂvo) 1 ug‘“ 1 (Ij,ivovzjmo) (2]
1
1
0 1 A * 0 1 5 1 *
ke = (yg,iaﬁzye,i»rz,i, 55“’7‘“,1)31- = (yz,m 5£ye,m7"£,i7ﬁzwm,z‘) 1 D;
0 Lot
WT 4

= (y?,i, (Be + Be)yé,m Te,i Bzwm,z‘)Dfa
whereﬁgzoifZZManng:1if£<,u,andBAg:Oif£7é,uandﬁAgzlif

£ = p. Then if w # 0 and 7,,; # 0, A’s view is identically distributed in Game
1-p-2 and Game 1-p-3. ad
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Lemma 3.4. For any PPT adversary A, there exists a PPT adversary B for
the SXDH s.t.

Pr El_ 2| — Pr El_ -3 < AdVSXDH by +2*Q(A)
H i B

This lemma can be proven almost the same as Lemma 3.2, so we omit the proof.

Lemma 3.5. For any PPT adversary A, there exists a PPT adversary B for
the SXDH s.t.

|Pr[Ei-g,-3] — Pr[Es]| < AdvPH(\) 4+ 2790

Proof. We show that we can make a reduction algorithm B for the SXDH using
A. B obtains an instance of SXDH with ¢ := 2, i.e., (G, [a]2, [€]2, [ts]2), and sets
pp := G. B defines random dual orthonormal bases B;, B} as follows,

1 1
1 .| .
01 W, Bi = al VVZ S GL4(ZP)

1—a 10

W, & GLy(Z,), B; =

Then B simulates all ciphertext queries and all secret key queries as follows.

[Cth = [(Z‘?J,O, Zjis O)Bi]l for all 7 € [mj],
ol 4 Ly st Y Tl = Y Tl =0,
i€Sy i€Sy

[keai]2 = [(ygw yl},ia T%,i’ O)Br + rél,i(()) 07 tﬁ) e)wrb
= [(yg,ivyl},iﬂ 7'2,1‘ + GTZ/’i,BfTZi)B;(]Q for all i € Sp.

Note that B cannot compute [b; 4]1 because it does not know [a];, but the above
instances are computable without [b;4]1. Observe that we can implicitly set
Tog = réﬂ- + erZi and 7, 1= frZi unless f = 0, then A’s view is the same as in
Game 1-gg-3 (resp. Game 2) if 5 =0 (resp. 8 =1). O

Lemma 3.6. For any PPT adversary A, there exists a PPT adversary B for
the SXDH s.t.

Pr[Es.(v — 1)3] — Pr[Ezpo1]| < Advy®(N).

Proof. We show that we can make a reduction algorithm B for the SXDH using
A. B obtains an instance of SXDH with ¢ := 1, i.e., (G, [a]1, [e]1, [ts]1), and sets
pp := G. B defines random dual orthonormal bases B;, B} as follows,

1 1
1 . 1 .
W, < GLi(Z,), Bii=| | Wi Bii=| | | WieGLz,)

10 1—a
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Then B simulates all ciphertext queries except the r-th one and all secret key
queries as follows,

;4] = [(O7x;7i,zj,i,0)Bi]1 for all i € [m;] (j <v)
3, B

(29,0, 2,1, 0)Bi]y for alli € [m;] (> v),
RN SETED D)
i€S, 1€Sy

[keyi]Q = [(yg,iv y[%,iv 7”2,17 O)B;k + (07 0, TZia O)W:}Q
= [(Weiryiiois + arf i) B]2 for alli € Sy,

Note that B cannot compute [b} ]2 because it does not know [a]2, but the above
instances are computable without [bf,]o. Observe that we can implicitly set
Toi = ré)i + ar}’,i and 7y, 1= r}'ﬂ-, so B correctly simulates the answer for queries.
For the v-th ciphertext query, B replies to A for all i € [m,] as

[evil1 = [(2,;,0,0,0)B; + (0,0,t5,e) W]y = [(z},;,0,¢, Bf)Bil1.

v,

Observe that we can implicitly set z, := e and Z, := f, then A’s view is the
same as in Game 3-(v — 1)-3 (resp. Game 3-v-1) if 3 =0 (resp. 5 =1). O

Lemma 3.7. Let mmax be the mazimum length of vectors with which A makes
a query to the encryption oracle. For any PPT adversary A, there exists a PPT
adversary B for the SXDH s.t.

PrlEs.1] — PrlEsua]l < 2mmaxAdviiPH(N) 4 2720
B

Proof. To prove Lemma 3.7, we consider the following intermediate games be-
tween Game 3-v-1 and 3-v-2. In each intermediate game, the challenger chooses

a random element m/, < [Mmax] as a guess of m,, at the beginning of the games.

Game 3-v-1-1 (v € [g¢]): This game is the same as Game 3-v-1 except that
the challenger aborts the game immediately if the vector length of the v-th
ciphertext query is not m/, i.e., m, # m,. We define that A’s output is L
when the game is aborted.

Game 3-v-1-2 (v € [g]): This game is the same as Game 3-v-1-1 except the
following. In the ¢-th secret key query for all ¢ s.t. whose index set Sy con-
tains both elements that are greater than m!, and not greater than m/, i.e.,
(max Sy > m.,) A (min Sy < m!,), ke ; is set as

Ky, — {(y?,iayz},w“e,i,fe,i)B? (i € Se,i <my)
ST

(W0 Ybio e | aFei )BY (i € Sp,i > m)

where a <& Ly, Ty na Ly st. Y ics, Tei = 0.

Game 3-v-1-3 (v € [qe]): This game is the same as Game 3-v-1-2 except that
in the ¢-th secret key query for all £ s.t. (max.Sy > m) A (min S, < m)),
ke ; is set as

_ U 0 1 — .
Toi ¢ Lp, ke, := (y&i,ym,ru,)Bf for all ¢ € Sy.
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Game 3-v-1-4 (v € [¢]): This game is the same as Game 3-v-1-3 except that
in the v-th ciphertext query, c,; is set as

z, & Zp, cvi:=(0,21,|2,%,)B; foralliec [m)].

v,

Game 3-v-1-5 (v € [gt]): This game is the same as Game 3-v-1-4 except that
in all secret key queries, kg ; are set as

ke, = (ygi7yé)i,rg7i,)Bf for all i € Sy,

. U .
where 7y ; <= Zj s.t. ZiESz Tg; = 0.

Next we consider the probability that A outputs 1 in each game. Thanks to
Claim 1 to Claim 6, we have

|Pr[Esy1] — Pr[Es ]| = mmax|Pr[Es.-1.1] — Pr(Es. 15]|
< 2mmaXAdv%XDH()\) + 2720

This concludes the proof of Lemma 3.7. O

Claim 1. For any PPT adversary A, we have

1
PrlEs.p-1-1] =

PI’[E3_V_1]

max

Proof. First, we consider the game (denoted by Game X) that is the same as
Game 3-v-1 except that A’s output is defined as L when m!, # m,. Note that
the challenger does not abort the game in Game X in contrast to Game 3-v-1-1.
It is obvious that the probabilities that A outputs 1 are equal in Game X and
Game 3-v-1-1 respectively. Then, we have

Pr(Es.,-1-1] = Pr[Ex]

Z Prm., = i|Pr[m, =i A Es_,.1|m,, = 1]
1€ [Mimax)

1
= Z Pr[my =1 A E3—V—1}

Mmax .
X le[mmax]
1

mmax

Pr[Eg_V_l].

The second line follows from the fact that m/, is chosen independently from A’s
view in Game X and its value does not affect A’s behavior. O

Claim 2. For any PPT adversary A, we have

|Pr[Es.p1-1] — Pr[Esp.10]| < 9—12(A)
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Proof. For i > m,,, we define (D;,D}) as

B:( S GL4(ZP)
a 1/a

Ciphertexts except the v-th one and secret keys that have indices greater than
m!, are changed as

1
1
= (Bjx?,i’( ﬁ]) 3,00 %ds )B% = (ﬁjx?,ia( ﬁj) 3,00 %ds ) 1 D,
1/a

= (,Bjxai,( — Bj)z} xj;,25,0)D; for all i > my,,
1

. X N 1 *

k@,i = (yg,iayl},ivrl,iarf,i)Bi = (yg,ivyt}yivrf,iaré,i) 1 Dz

0 1 ~ . /
= (Y2.i»Yu.4>Te,is arg;) Dy for all i > m,,

where 3; = 0if j < v and 3; = 1if j > v. Note that secret keys whose all indices
are greater than m!, are not affected by the basis change because {7 ;}ics, s.t.
ZiGS[ 7e; = 0 and {a¢;}ics, s.t. ZiES( 7e; = 0 are identically distributed.
Finally, when m/, = m,, this basis change does not affect ct, ,, because it is
applied only for the bases with indices i > m,. Hence, in Game 3-v-1-1 and
Game 3-v-1-2, A’s view is identically distributed unless a = 0. ad

Claim 3. For any PPT adversary A, there exists a PPT adversary B for the
SXDH s.t.
|Pr[Esp1-2] — Pr[Es.po1-s]| < AdvgPH(A) + 2720,

Proof. We show that we can make a reduction algorithm B for the SXDH using

A. In the beginning of the simulation, B chooses a m), < [mmax] as a guess of
m,,. If the guess is incorrect, B aborts and outputs 0. Otherwise, B outputs A’s
output as it is. B obtains an SXDH instance with ¢ := 2, i.e., (G, [a]2, [€]2, [ts]2)

and gives pp := G to A. B defines dual orthonormal bases as B; L GL4(Z,)
for each index . Then, all ciphertexts and the ¢-th secret key s.t. (max Sy, <
m,,) V (min Sy > m!,) can be generated by using B; and B}. For the {-th secret
key s.t. (max .Sy > m!,) A (min Sy < m),), B computes secret keys as follows.
U
Ui, Uy ; — Ly St Z g = Z up; =0,
€Sy 1€Sy
[(y¢ ayt}larfi;euﬁi +U},)B*]2 (i€ Sp,i <ml)

ke ilo := t B*

[ 271]2 [ ,z’yf 1’77747 5ufl+a’uéz) ]2 . (’L c Sg,’i >m/y)
= [(Y04>Ye,io 70,0 alewp; +up ;) + Bfuei) B
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Then, we can define 77 ; := eus; + u} ;. In the case of § = 0, [ky ;]2 is dis-
tributed identically to Game 3-v-1-2. Next, we consider the case 8 = 1. First,
{7e.i}ics, and {ug;}ics, are independently distributed because the information
of {ug,i}ies, in {Fri}ies, is completely hidden by {u27i}i68g~ Therefore, we can

ro,i i € Sy i <m' o
set Tp; 1= Wj (Z ¢ Z - m;,), unless f = 0. Hence, [k ]2 is dis-
are; + fue; (i € Sp,i>m))
tributed identically to Game 3-v-1-3 if § = 1. a

Claim 4. For any PPT adversary A, we have

|Pr[Es.,-1.3] — Pr[Es.,.1.4]| < 9—02(N)

Proof. Here, we denote the event such that m!, = m, in Game ¢ by X,. By the
game definition, we have

|Pr[Esy1-3] — Pr{Es . 1.4]|
=|Pr[X3.,-1-3]Pr[Es-p-1-3|X3-1-1-3] — Pr[Xs.p-1-4]Pr[Es_p-1-4|X51-1-4]|
:|Pr[XS—U—l-S](Pr[ES—V—1-3|X3—V—1—3] - PF[E3-u-1-4|X3-u-1-4])|~

In the third line, we use the fact that A’s view is identical before the v-th
ciphertext query and then we have Pr[Xs_,.1.3] = Pr[X5.,.1.4]. Therefore, it is
sufficient to prove that |Pr[Es.,.1_3|X3.,-1-3] — Pr[Es.p1-4|X3.0-1-4])| < 277 For
the purpose, we analyze A’s view under the condition such that m], = m,,.

We define (D;, D}) for all i € [m,] as

1 R
1 ol
D; := 1 |Bis Di:=| 1 = [BfeGL(Z).
z9 . 2! 1 0
£ -0l 1

Observe that (D;, D) are random dual orthonormal bases. Then, for all j € [ge],
we have

cji = (828, (1= Bj)a},, 25, Bi%,)B;

1
. 1
= (Bjx?,iv (1 - 6j)$]1',i7 25, 5]’21/) 1 Dl
JETE TP

= ((BJ - Bj)x?ﬂ;’ (1 - 6j + Bj)x}ﬂ'v Zj?ngl/)Dia
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where 8; = 0if j <vand 8; =1if j > v, and §; = 0 if j # v and 3; = 1 if
j = v. On the other hand, for all ¢ s.t. max .S, < m,, we have

0

1 Ty,

_ (0 .1 ~ « _ (0 1 ~
kyi = (yz,m y@,iaré,iyré,i)Bi = (yé,ivyz,iarf,ivrﬁ,i) 1

1
_ 0 1 = 0 0 1 1 *
= (ye,m YoisTe,is T + ?(my,iyé,i - xu,iym))Di-

v

Here, we have the condition Eq.(1) s.t. ZlES[( glygz xll,zyl}l) = 0, because
Sg C [my]. Hence, we can set 7, == 7y;
7y ; is randomly distributed s.t. Zle S, rz i

(max Sy > m,) A (min Sy < m,,), we have

S (x myh — ,Ely}l) Observe that
0. In the same way, for all ¢ s.t.

+ 3
0 1 - 1 (.0 ,0 1,1 . (
K, — (Yo YeirTeisTei + 2Ty — T,39p,))DF - (1 <my)
4 _ .
(y?)ivyéivr@,i,rl,i)B;‘ (Z > mu)
In this case, there is no condition on ( giygz —xll, Zyl} Z) However, because 7 ; are
chosen randomly from Z,, then 7 ; := 74+ 3~ = (a, Y0 =Ty Yp.,;) are also random
elements in Z,. Note that for all é s.t. min S@ > m,,, this basis change does not
affect sk g, because we only change the bases for ¢ < m,,. Then, in Game 3-v-1-3

and Game 3-v-1-4, A’s view is identically distributed unless Z, = 0 under the
condition such that m,, = m,,. O

Claim 5. For any PPT adversary A, there exists a PPT adversary B for the
SXDH s.t.

|Pr[Esp1.a] — Pr[Espo15]| < AdvgPH(A) + 2720V,

Claim 5 can be proven by just the reverse of Game 3-(v — 1)-1-1 to Game
3-1-1-3, so we omit the proof.

Claim 6. For any PPT adversary A, we have

PrlEs.,.1-5] =

Pr[ES—u—2]

max

The difference between Game 3-v-1-5 and 3-v-2 is just the existence of the
abort condition introduced in Game 3-v-1-1. Then, we can prove Claim 6 simi-
larly to Claim 1.

Lemma 3.8. For any PPT adversary A, there exists a PPT adversary B for
the SXDH s.t.

|Pr[Es.,.a] — Pr[Es.,.s]] < AdvPH ().

This lemma can be proven by just the reverse of Game 3-(v — 1)-3 to Game
3-v-1, so we omit the proof.
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Lemma 3.9. For any PPT adversary A, we have

Proof. We define (D;, D7) as

1 1

1 \ 1 ;
D, = . |Bi Di= || Bi e6Lu(z,).

1 1

Observe that (D;, D}) are random dual orthonormal bases. Then, for all j € [ge]
and ¢ € [gs], we have

Cji = (O,x;)i,zj,O)Bi = (x;i,O,zj,O)Di for all 7 € [m;],

kfyi = (yg,ia yél,i’Tﬁ,ia Ff,i)B; = (yél,ivy?,ivrf,ivf&i)Dr for all i € Sp.
Then, in Game 3-¢-3 and Game 4, A’s view is identically distributed. O

Lemma 3.10. For any PPT adversary A, there exists a PPT adversary By for
the SXDH and By for PRF s.t.

|PrE4] — Pr[Es]| < (2gsk + 1)AdvzPH (A) + AdvERF () + 27200,
This lemma can be proven by just the reverse of Games 0 to 2, so we omit

the proof.

4 Public-Key Unbounded Inner Product Functional
Encryption

In the following scheme, norm limits X, Y) are some polynomials.

4.1 Construction

Setup(11): Takes a security parameter 1* and generates G + Ggg(1*) and B &
GL7(Z,). Outputs

pk := (G, [b1]1,...,[ba]1), msk:=(b],...,b}),

where b; (resp. b}) denotes the i-th row of B (resp. j-th row of B*).
Enc(pk,x): Takes pk and x := (x1,...,%y,) € Z™ where m = m()) is any
polynomial. Defines ¢; := (m;(1,4),2;,2,0,0,0)B € ZZ) for all ¢ € [m], where

iy 2 nl Z,,. Outputs

ct := ([e1]1, -+, [em]1)-
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KeyGen(pk, msk, S,y): Takes pk, msk, a non-empty index set S C [s] where
s = s()\) is any polynomial, and an indexed vector y := (y;)ics € Z°.
Chooses {r;}ics n Zyp 8.t Y icgmi = 0 and p; e Z,, and defines k; :=
(pi(—i,1),9i,7:,0,0,0)B* € Z] for all i € S. Outputs

sks := (S, {[ki]2}ies)-

Dec(pk, ct,, skg): Takes pk, a ciphertext ct,, for m dimensional vector, and a
secret key skg for a index set S. If S C [m], then computes

he=[Telledr [kila),
=
and searches for d s.t. e(g1, gg)d = h exhaustively in the range of —|S|X,\ Y}
to |S]X,\Y). If such d is found, outputs d. Otherwise, outputs L.

Correctness Observe that if S C [m)],

h = H e([cil1, [kil2) = 6(91792)27‘55<Ci’ki> = 6(91’92)Zi€5(myi+m)-
€S
Here we have >, g7 = 0, then h = e(g1,go)>ies ¥, If |[x|[sc < X and
[[¥|loo < Ya, then |37, g xiyi| < [S|X\Yx and Dec outputs ), g ;9.

4.2 Security

Theorem 4.1. Assume that the SXDH assumption holds, then our Pub-UIPFE
is adaptively secure. More formally, let mmax be the mazimum length of the
challenge vector that A outputs and Smax be the mazimum index with which A
queries the key generation oracle, then for any PPT adversary A and security
parameter X\, there exists a PPT adversary B for the SXDH s.t.

AdvPIEYUIPFE (X)) < {16m2,,, + SMmimax(Smax — 1) + 4}Adv P () + 2790V,

Proof outline The top-level strategy of the security proof is simple. Consider
a world where an encryption algorithm could magically generate unbounded
random dual orthonormal bases for each index. Then we observe that only one
loop of the Game 3 sequence in the Priv-UIPFE scheme suffices for the Pub-
UIPFE scheme because there is one challenge ciphertext query and no challenge
secret key query. To generate such a situation, we utilize an entropy-amplification
technique like [26] and show that PPT adversaries cannot distinguish the real
world from the “magical” world under the SXDH assumption. In the following,
we provide a more concrete overview of the proof. Similarly to the Game 3
sequence in the Priv-UIPFE scheme, we first change the challenge ciphertext
and all secret keys into the following form,

= oa U _
Z,{f1i}ies, < Zp s.t. E 7o =0,
1€Sy

C; = (ﬂ-i(lv Z)7 :L‘?v 2, a Oa O)Bv ké,i = (pé,i(_iv 1)v Ye,isTeis a 07 O)B*
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Next, we change k,; for all £ s.t. (max.S, > m') A (min Sy < m'), where m' is
the guess of the vector length for the challenge ciphertext, as

_ U . — *
{Tf,i}iESe — Zp7 ke,i = (Pé,i(*% ]-)a Ye,isTeis a 07 O)B . (3)

Then, we change c; as

C; = (Wi(lvi)vaz7270aO)B, (4)

similar to Priv-UIPFE. The remaining sequence is just the reverse. In the case of
the Priv-UIPFE scheme, recall that we perform distinct basis changes for each
index in the steps of Eq.(3) and Eq.(4). However, we cannot perform such basis
changes in Pub-UIPFE, because all indices share the same dual orthonormal
bases. To overcome this difficulty, we conduct this step by computational change
on the basis of the SXDH assumption. Specifically, we introduce the following
two lemmas and use them in the proof as a kind of basis change in Priv-UIPFE.
Especially, it is relatively easy to see that Lemma 4.2 can be used for showing
that PPT adversaries cannot distinguish the real world, i.e., 8 = 0, from the
“magical” world, i.e., § = 1, where dual orthonormal bases for each index are
“somewhat” random. In other words, in the case of § = 1, dual orthonormal
bases for index ¢ is generated as

D; := 1 B, D; := 1 B*. (5)
w; 1 1
Ig IQ

Lemma 4.1 is used for the step of Eq.(3), which corresponds to Games 3-v-2
and 3-v-3 in the proof of Priv-UIPFE, and Lemma 4.2 is used for the step of
Eq.(4), which corresponds to Game 3-v-4 in the proof of Priv-UIPFE. In our
Pub-UIPFE scheme, there are three-dimensional subspaces that are not used
in the actual function: the 5-7th spaces. The fifth space is a kind of a semi-
functional space that is similar to the fourth space of our Priv-UIPFE scheme.
The sixth and seventh spaces are necessary to amplify the entropy of the two
dimensional prefix for the proof of the lemmas. Similar to here, adding extra
spaces other than the semi-functional space and amplifying the entropy in the
space are also done in [11,23,26].
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Lemma 4.1. For any polynomial m := m(\) and n := n(\), we define the
following distribution,

G Goo(1), B < GLr(Z,), {milicim):? < Zy,

u; := (m;(1,4),0,0,2,0,0)B for all i € [m],

D := (G, [bi]1, ..., [ba]1, [bT]2; - - -, [b5l2, [wi]1s - - oy [Wm]1),

U

{p;}ie[m-i-l,n]a {Tg}ie[m-l-l,n] — Zpa

u; 5= (p;(—14,1),0,0,5r;,0,0)B* for all i € [m +1,n],

Uﬁ = {[u;ﬁh}ie[m—kl,n]'
For any PPT adversary A, there exists a PPT adversary B for the SXDH s.t.

AdVPL(N) :=|Pr[1 « A(D,Up)] — Pr[1 < A(D,U,)]|
<4(n — m)AdvgPH(\) + 2720,
The proof of Lemma 4.1 is presented in Appendix C.1.

Lemma 4.2. For any polynomial m := m(\) and n := n(\), we define the
following distribution,

G« Gea(1"), B¢ GLr(Z,), {pilicimirn) < Lo,

u’ = (pi(—i,1),1,0,0,0,0)B* for all i € [m + 1,n],

D := (G, [ba]s, ..., [ba]s, [bila, [b3]2, [bil2, [b5]2, {[uil2 ticims1,n),

{mtYictm): (P }icm: {wiYietm) < Lo,

u; g := (m(1,4), Bw;, 0,1,0,0)B for all i € [m],

u; 5= (pj(—4,1),1,0, —fw;,0,0)B* for all i € [m],

Up := {[wil1, [uj gla}iem)-
For any PPT adversary A, there exists a PPT adversary B for the SXDH s.t.
AdVRZ(A) == |Pr[1 « A(D, Up)] — Pr[l « A(D,U,)]| < 8mAdvgP*(\) + 2790,
The proof of Lemma 4.2 is presented in Appendix C.2.

Proof (of Theorem 4.1). We prove Theorem 4.1 by a series of games. For each
game transition, we evaluate the probabilities that the adversary A outputs 1 in
both games. In each game, the challenger chooses a random element m’ & [Mmax]
as a guess of m* at the beginning of the games.

Game 0: This game is the same as the real security game where the challenge
ciphertext is the encryption of x° as described in Definition 2.6. That is, the
challenge ciphertext for a pair of vectors (x°,x') € (Z™")? is replied as

ci = (mi(1,1),22,2,0,0,0)B for all i € [m*]

Ctypx 1= ([Cl]h ceey [Cm*]1)~
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The ¢-th secret key query with an index set S; and vector y, € Z° is replied
as

kei = (pe,i(—%,1),y04,70,,0,0,0)B* for all i € S,

ske,s, := (Se, {[kei]2}ies,)-

Game 1: This game is the same as Game 0 except that c; in the challenge
ciphertext is set as

2 Zy, c; = (m(l,i),x?,z,,0,0)B for all ¢ € [m*].

Game 2: This game is the same as Game 1 except that in all secret key queries,
ke for all £ € [gq] is set as

. u .
Toi < Ly S.t. E Te; =0,
i€Sy

kei = (pei(—i, 1) yei, e, | e | 0,0)B" for all i € Sp.

Game 3: This game is the same as Game 2 except that the challenger aborts
the game immediately if the vector length of the v-th ciphertext query is not
m' i.e., m’ # m*. We define that A’s output is | when the game is aborted.

Game 4: This game is the same as Game 3 except that in the ¢-th secret key
query for all £ s.t. (max Sy > m') A (min S, < m’), ke ; is set as

’Fg,i <£ Zp,
ke = (pe,i(—1, 1),ye,i,7“z,i,,0,0)B* for all i« € Sp.
Game 5: This game is the same as Game 4 except that c; and k¢, in the

challenge ciphertext and the /-th secret key for all £ s.t. minS, < m’ are
generated as

O U B
Wiy TeyiyTeyi <= Lp 8.t E Foi =0,
i€ES)

c; = (m(l,i),,z72,070)B for all i € [m/],

(pe,i(=1,1), Y045 70,05 | Toi — wiye,i |,0,0)B* (i € [m/], max S, < m')
kz,iiz .
(p s (_Za 1)7

YeisTey| Te — wile,i ,0,0)B* (i € [m/], max Sy >m/)

Observe that the above instances also can be written as

ci = (7‘(’1'(1,2'),:6?72,2,0,0) for all 4 € [m/],

(pe,i(—=1,1), 90,0, 70,i,74,4,0,0) D} | (i € [m],max .S, <m')

0, =

(pf,i(_ia 1)) Ye,iry T, ’Ff,ia 07 O) D;k (Z S [mIL max SE > m/)7

where D; and D} are the same as Eq.(5).
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Game 6: This game is the same as Game 5 except that c; in the challenge
ciphertext is set as

wi, 7 < Ly, c;:= (m—(l,i),,z,é,0,0)B for all i € [m/].

Game 7: This game is the same as Game 6 except that in challenge ciphertext
and all secret key queries, ky ; for all £ € [g«] is set as

- . u -
Z,T4 & Lyp s.t. E 7¢; =0,
€Sy

ci = (m(l,i),,z,Z0,0)B for all i € [m/]
kei = (pei(—i, 1), yei, e, | e [ 0,0)B" for all i € Sy.
Game 8: This game is the same as Game 7 except that the abort condition
defined in Game 3 is removed.
Game 9: This game is the same as the real security game where the challenge

ciphertext is the encryption of x! as described in Definition 2.6. That is, the
challenge ciphertext for a pair of vectors (x°,x') € (Z™")? is replied as

c; = (m-(l,i),x},z,@,0,0)B for all i € [m*]
Ctypx 1= ([01]17 AP [Cm*]1)~

The /-th secret key query with an index set Sy and vector y, € Z5¢ is replied
as

ke = (pe,i(—1, 1),y47i,7"57i7@, 0,0)B* for all i € Sy
ske,s, := (5S¢, {[ke,i]2}ies,)-

Thanks to Lemma 4.3 to Lemma 4.11, we can conclude the proof of Theo-
rem 4.1. a

In the following, we denote the event that A outputs 1 in Game ¢ by E,,

Lemma 4.3. For any PPT adversary A, there exists a PPT adversary B for
the SXDH s.t.

|Pr[Eo] — Pr[Eq]| < AdvgPH(N).

Lemma 4.4. For any PPT adversary A, there exists a PPT adversary B for
the SXDH s.t.

Pr[E;] — Pr[Es]| < AdviiPH(N) + 2720,
B

Lemma 4.5. For any PPT adversary A, we have
1

mmax

Pr[E3] = PI’[EQ]
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Lemma 4.6. Let mpyax be the mazimum length of the challenge vector and Smax
be the mazimum index with which A queries the key generation oracle. For any

PPT adversary A, there exists a PPT adversary B for the SXDH s.t.
IPr[Es] — Pr[Ea]| < 4(smax — DAdVEPH(A) 427200,

Lemma 4.7. Let mpyax be the mazimum length of the challenge vector. For any
PPT adversary A, there exists a PPT adversary B for the SXDH s.t.

Pr[E4] — Pr(Es]| < 8mmaxAdvaOH () + 2770,
Lemma 4.8. For any PPT adversary A, we have

|Pr[E5] — Pr[Eg]| < 2770,

The proofs of Lemma 4.3 to Lemma 4.8 are presented in Appendix C.3 to
Appendix C.8.

Lemma 4.9. Let muyax be the maximum length of the challenge vector and Smax
be the maximum index with which A queries the key generation oracle. For any
PPT adversary A, there exists a PPT adversary B for the SXDH s.t.

lPr[EG] - PF[E7]| < {Smmax + 4(smax _ 1)}AdV%XDH()\) + 2__(2(/\)'
We can prove Lemma 4.9 by just the reverse of Games 3 to 5.

Lemma 4.10. For any PPT adversary A, we have

1

mmax

PI’[E7] = PI’[Eg]
We can prove Lemma 4.10 similarly to Lemma 4.5.

Lemma 4.11. For any PPT adversary A, there exists a PPT adversary B for
the SXDH s.t.

|Pr[Es] — Pr[Eo]| < 2AdvP"(A) 42720,
We can prove Lemma 4.11 by just the reverse of Games 0 to 2.
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A Dual Pairing Vector Spaces

Definition A.1 (Dual Pairing Vector Spaces [25]). For a natural number
n € N, we choose random dual orthonormal bases (B,B*) as B &L, (Z,) and
B*:= (B7!)". Then [B]; and [B*], are dual orthonormal bases of vector spaces

V := G} and V* := G7 respectively. Observe that the following two properties
hold.

L. For any vectors x,y € Zy, e([xB]y, [yB*]2) = e(g1,92) Y.

2. For any vectors Xi,...,Xg,¥1,--.,y¢ € Z; and any matrix M € GL,(Z,),
({xiB}ic: {yiB"ticyy) and ({xiMB}ici), {yiM*B"}ic(g) are identically
distributed. More generally, for any set S C [n] s.t. Vi € S,b; = M~ !b;,
({bi}ties, {xiBlicpx), {yiB" biejq) and ({bs }ies, {xiMB}icpr), {yiM B bicg))
are also identically distributed. This is because (D,D*) := (M~'B,M'B*)
are also random dual orthonormal bases and ({b;}ics, {xiB}icr), {yiB* }icjg)
= ({di}ies, {xiMD}icpiy, {yiM*D* bicjg))-

In our private-key based scheme, we leverage the fact that randomly chosen
matrices whose elements are in Z, have a high probability of being invertible.
More concretely, we have the following lemma implicitly shown in [14].

Lemma A.1l. Let p be a A-bit prime. For any polynomial m := m(X\) and n :=
n(A), we have

Pr[3i,det B; = 0|By,..., By, ¢ M, (Z,)] = 2720,

B Inner Products for the Unbounded Setting

For generality, we define inner products for the unbounded setting without norm
limit.
B.1 D:ct-dom Settings

Definition B.1 (E:con, K:con, D:ct-dom). This function family F consists
of functions fy : Z™ — Z where n € N, y := (y1,...,yn) € Z", and m € N s.t.
n < m. We define the function for every x := (x1,..., %) € Z™ as

fy(x) = @iy
i€[n]

Definition B.2 (E:sep, K:sep, D:ct-dom). This function family F consists
of functions fsy : ZY — Z where S C N,y := (y;)ies € Z°, and U C N s.t.
S C U. We define the function for every x := (;);cr € ZY as

fsy(x) = Z ZiYi-

i€S
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B.2 D:sk-dom Settings

Definition B.3 (E:con, K:con, D:sk-dom). This function family F consists
of functions fy : Z™ — Z where n € N, y := (y1,...,y») € Z", and m € N s.t.

m < n. We define the function for every x := (z1,...,2,,) € Z™ as
fy(x) ==Y s
1€[m]

Definition B.4 (E:sep, K:con, D:sk-dom). This function family F consists
of functions fy : 7Y — 7Z where n € N,y := (y1,...,yn) € Z", and U C N s.t.
U C [n]. We define the function for every x := (z;);cv € ZY as

fy(X) = szyz

icU

Definition B.5 (E:sep, K:sep, D:sk-dom). This function family F consists
of functions fsy : ZY — Z where S C N, y := (y;)ies € Z°, and U C N s.t.
U C S. We define the function for every x := (;);cr € ZY as

fsy(x) = thyz
icU
B.3 D:eq Settings

Definition B.6 (E:con, K:con, D:eq). This function family F consists of
functions fy : Z™ — Z where m € N and y := (y1,...,ym) € Z™. We define the
function for every x := (z1,...,%m) € Z™ as

fy(x) = Z ZiYi.

i€[m]

Definition B.7 (E:sep, K:sep, D:eq). This function family F consists of
functions fsy : Z° — Z where S C N and y := (yi)ics € Z°. We define the
function for every x := (z;)ies € Z° as

fS,y(X) = Z ZiYi-

icS
C Proof of Lemmas in Section 4

C.1 Proof of Lemma 4.1

Proof. We consider a series of games to prove Lemma 4.1. For each game transi-
tion, we show that the difference of probabilities that A outputs 1 in both games
is negligible.
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Game 0: This game is the same as the case of 8 = 0, i.e., A is given an instance
(Da UO)
Game 1-p-1(p € [m + 1,n]): We define Game 0 as Game 1-0-4. This game is
the same as Game 1-(u — 1)-4 except that
U *
v < Ly, uy = (p,(—1,1),0,0,0,[7]0)B

Game 1-4-2(p € [m + 1,n]): This game is the same as Game 1-u-1 except that
for all ¢ € [m],

0i &% Ly, wi = (mi(1,1),0,0,2,[5: | 0)B
Game 1-4-3(p € [m + 1,n]): This game is the same as Game 1-u-2 except that
Y *
T:L — va llu = (p:,l,( ) O O 77a0)B .
Game 1-p-4(p € [m + 1,n]): This game is the same as Game 1-u-3 except that
N
- (pu( 0 O7TM7@
w, = (mi(1,4) o,z,@ 0)B for all i € [m)].

Observe that Game 1-n-4 is the same as the case of § = 1, i.e., A is given
an instance (D, Uy).

In the following, we denote the event that A outputs 1 in Game ¢ by E

Lemma C.1. For any PPT adversary A, there exists a PPT adversary B for
the SXDH s.t.

IPrEr (- 1y.4] — PrlEr1]] < AdvgPH ().

Proof. We show that we can make a reduction algorithm B for the SXDH using
A. B obtains an instance of SXDH with ¢ := 2, i.e., (G, [a]2, [€]2, [t5]2). B defines
random dual orthonormal bases B, B* as follows,

W & GL:(Z,),

B = 1 W, B* = 1 W* € GL7(Z,).

1 1

Observe that (B,B*) are random dual orthonormal bases. B can compute [B]y
and [B*]2 except [bg]; because B does not know [a];. Hence, B can compute all
vectors in D and {[u}]2}ic[m,n),izu- Finally, B computes

[uub = [(tﬁv e, 0, 0707070)W ]2 = [(e(_lu'a )707()’ 0,8f, O)B*]Q-

We can define p; :=e and v := f, then if 5 = 0 (resp. 5 = 1), A obtains the
instance of Game 1-(u — 1)-4 (resp. Game 1-pu-1). O
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Lemma C.2. For any PPT adversary A, there exists a PPT adversary B for
the SXDH s.t.

PrlE1 1] — Pr[Epo]| < Advg®PH() + 2770,
H Iz B

Proof. We show that we can make a reduction algorithm B for the SXDH using
A. B obtains an instance of SXDH with ¢ := 1, i.e., (G, [a]1, [e]1, [ts]1)- B define
a matrix R € GL7(Z,) as

Then B defines random dual orthonormal bases (B, B*) as follows,

w & GLy(Z,),

al 1
1 1
1 1
B:=R! 1 W, B :=R' 1 W* € GL;(Z,).

Observe that B can compute [B]y, [B*]2 except [b§le. Hence, B can compute
[uf]z for all i s.t. (i € [m + 1,n]) A (i # p). Next B computes [u]2 as

12

(& 2,

[UZ]Q::[(C,T],O,O,O,O,O)W*b: (77+CLC)07070703C70) 1 w

1—a

1

L 42

=[(n +a(,0,0,0,0,¢,0)0R*B*] = [(nltif(—u, 1),0,0,0,0,(,0) B*}

2
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e
—n
in U. Finally, B computes [u;]; for all ¢ € [m] as,

We can implicitly set p; = and v := (. Hence, B can simulate all elements

~ / 1 U / 1
Z, My, Wy 4 Ly, € = em; + Ty,

L — 1)e; -
[ui]l = [(tﬂﬂ-é +a7rz/'/’ei? (7/: )e 70507Za0> “:|
i—p

al

1

PR
_ <ei,”,0,0,2,ﬁfﬂg,0> RB}

- (S22 000.0.0.2.7m0.0) B

1

1

Observe that e; and 7} are independent because the information of 7} in e; is
hidden by #/. Then, we can define 7; := % and 0; := fr} unless f = 0. We
can see that if 3 =0 (resp. § = 1), A obtains the instance of Game 1-u-1 (resp.
Game 1-u-2). O

Lemma C.3. For any PPT adversary A, we have
|PI’[E1_M_2] — Pr[El_N_3]| S 2_90\).
Proof. We define (D, D*) as
I4 I4
1
D* .= - 1 B* € GL;(Z,).
1 1

Observe that (D;, D}) are random dual orthonormal bases and this basis change
does not affect by, ..., by, by, ..., bs, ie., d; = b;,d; = b} foralli € [4],j € [5].
Next, we check u; for all i € [m].

1

w; =(mi(1,4),0,0,2,6;,0)B = (m(1,1),0,0,%,8,0) [ ! TP

!
= (m(l,i),(),o,é,(;i - “,o) D.



Observe that we can define § := §; — #, then ¢/ for all ¢ € [m] are distributed

randomly in Z,. Finally, we check u} for all i € [m + 1,n].

. A 1
u?:(p;(_lv1)7070)57,7';761’770)]3*:(/);(_17 1)707075ir7€7ﬁi770) i D*
Y

= (pg(i’L? 1)7 Oa Oa 51T; + BiT'L7Bi'—ya O)D*
Whereﬂizoifizuandﬁizlifi<u7andBi:Oifi#uandBizlif

i = p. From the above observation, the instances that A obtains are identically
distributed in Game 1-p-2 and Game 1-p-3 unless v = 0. ad

Lemma C.4. For any PPT adversary A, there exists a PPT adversary B for
the SXDH s.t.

IPr[Er-pis] — PrlErall < 2AdvE®T ().

This lemma can be proven by just the reverse of Game 1-(u — 1)-4 to Game
1-p-2, so we omit the proof.
From above lemmas, Lemma 4.1 holds. ad

C.2 Proof of Lemma 4.2

Proof. We consider a series of games to prove Lemma 4.2. For each game transi-

tion, we show that the difference of probabilities that A outputs 1 in both games

is negligible.

Game 0: This game is the same as the case of 5 = 0, i.e., A is given an instance
(D, Up).

Game 1-p-1(p € [m]): We define Game 0 as Game 1-0-6. This game is the same
as Game 1-(p — 1)-6 except that

U
Y= Zpa u, = (W;L(]‘?M)7O7O? 1;7 O)B'

Game 1-p-2(p € [m]): This game is the same as Game 1-u-1 except that for
all i s.t. (i € [n]) A (i # p),

67; & Zpa ur = (p;(_l, 1)7 1,0, _ﬁiwi77 O)B*7

where 8; =0ifi > pand g, =11if i < p.
Game 1-p-3(p € [m]): This game is the same as Game 1-u-2 except that,

U * *
v Ty, = () (-4, 1),1,0,0,0, [+ B
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Game 1-p-4(p € [m]): This game is the same as Game 1-u-3 except that for
all i s.t. (i € [m]) A (i # p),

6: <£ Zp7 u; .= (Wz{(lﬂi)76iwiaoa 1707)B7
where 8; =0if ¢ > pand 5; =1if i < p.
Game 1-p-5(p € [m]): This game is the same as Game 1-u-4 except that,
U
77’7/77*0# — Z}m u,u = (ﬂ-;(laﬂ)aaoa 1;770)]37
w) = (1), 1,0.[ Zw, ].0,)B".

Game 1-p-6(p € [m]): This game is the same as Game 1-u-5 except that

w; & Ly, ;= (m,(1,1), Biw;, 0, 1,)B for all i € [m)]
u! = (p}(—i,1),1,0, —ﬁiwi,)B* for all i € [n],

where 8; =0 if ¢ > g and B; = 1 if ¢ < u. Observe that Game 1-m-6 is the
same as the case of § =1, i.e., A is given an instance (D, Uy).

In the following, we denote the event that A outputs 1 in Game ¢ by E,,

Lemma C.5. For any PPT adversary A, there exists a PPT adversary B for
the SXDH s.t.

IPrE1( - 1)-6] = PrlEip1]] < AdvgPH(N).

Proof. We show that we can make a reduction algorithm B for the SXDH using
A. B obtains an instance of SXDH with ¢ := 1, i.e., (G, [a]1,[e]1, [ts]1). B defines
random dual orthonormal bases B, B* as follows,
W & GL:(2,),
al—p 1

Observe that (B,B*) are random dual orthonormal bases. B can compute [B]y
and [B*]2 except [b§]z2 because B does not know [a]s. Hence, B can compute all
vectors in D, {[W]1 }ie[m],izus and {[uf]2}icpm)- Finally, B computes

[w,): = [(ts, €,0,0,0,0,0)W]; = [(e(1, 1), 0,0,0, B, 0)B];.

We can define 7, := e and 7 := f, then if 3 = 0 (resp. 8 = 1), A obtains the

instance of Game 1-(u — 1)-6 (resp. Game 1-pu-1). O
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Lemma C.6. For any PPT adversary A, there exists a PPT adversary B for
the SXDH s.t.

|Pr[E1-i1] — PrlEpa]| < AdvgPH(N) 42790,

Proof. We show that we can make a reduction algorithm B for the SXDH using
A. B obtains an instance of SXDH with ¢ := 2, i.e., (G, [a]2, [€]2, [ts]2). B define
a matrix R € GL7(Z,) as

1 p 1 1
R=|-1 , Rri=— [ —pu1l
Is H w5

Then B defines random dual orthonormal bases (B, B*) as follows,

w & GLr(Z,),
1 al

B:=R™! 1 W, B :=R' 1 W* € GL7(Z,).

Observe that B can compute [B]y, [B*]2 except [bg];. Then B can compute
{[wil1 }iem),izp and [umg. Next B computes [u,]1 as

C,m < Zyp,

[u#h::[(f,ﬂ,0,0,0,0,0)Wh: (7]+a<a0707070aC70) 1 \%

1—a

L 41
= [(n+a¢,0,0,0,0,¢,0)RBJ, = [((n + a()(1, 1), 0,0,0,0,¢,0) B], -
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*
?

We can implicitly set 7, :=n + a( and 7 := (. Finally, B computes [u
is.t. (1 €[n])A (1 # p) as,

]2 for all

r U L /
Wi, 04, 0; < Ly, €; = eo; + oy,

]z = Ktm + a0}, e;, —,1,0, —ﬂiwi,O) W
H—1 12
- ol .
1
. 1
1€; %
= <6i5-71707 /Blwlvﬂfo—ho) 1 W
H—=1 1
1
L 1 42

= <ei,lei-71a07_ﬂiwiaﬂf0i»0> R*B*:|
I\ =i

2

= <m(_iv1)71707_ﬂiwi76f0i70> B*:| .
L\H — 12 2

Observe that e; and o; are independent because the information of o; in e; is
hidden by o}. Then, we can define p} := 5% and 0; := fo; unless f = 0. We

(2

can see that if 8 =0 (resp. 8 = 1), A obtains the instance of Game 1-u-1 (resp.
Game 1-p-2). O

Lemma C.7. For any PPT adversary A, there exists a PPT adversary B for
the SXDH s.t.

IPr[Er o] — PrlErs]| < Advig® ().

We can prove Lemma C.7 almost the same way as Lemma C.5, so we omit
the proof.

Lemma C.8. For any PPT adversary A, there exists a PPT adversary B for
the SXDH s.t.

PrlE1 3] — Pr[Ei,ia]] < AdvgPH(N) + 2790,
H Iz B

We can prove Lemma C.8 almost the same way as Lemma C.6, so we omit
the proof.

Lemma C.9. For any PPT adversary A, we have
Pr[El_M_4] — Pr[El_H_5] S 2_9()\).
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Proof. We define (D, D*) as

wy, & L,
1 1
1 1
1 1 %
D:= 1 B, D*:= 1 B* € GL;(Z,).
I 1
¥
W 1 X 1
¥ ¥y w w
1 =51
vy

Observe that (D;, D}) are random dual orthonormal bases and this basis change
does not affect by, ..., by, by, b3, b}, b, ie., d; = b;,dj =bj foralli € [4],5 €
{1,2,4,5}. Then, we check u; for all i € [m] and u} for all i € [n],

w; =(ml(1,4), Biwi, 0,1, By, (1 — B:)d;)B

1
1
1
=(m}(1,4), Biws, 0,1, By, (1 — Bi)5:) 1 D

1 2

v g

v bl

1

= (Wé(lal)aﬂzwz + Biwua 0, 1731'77 (1 - BZ) <5l + wtt)> D,

1
1

1 _ Y
/ . A 1A v *
=(p;(=1,1),1,0, =Byw;, (1 = B;)6;, Biv') 1 D

1
1
_wi‘/L wu/ 1
Yoy

= (p;(_Z, 1)7 17 07 _Biwi - Biw;u (1 - Bl) (67{ - uj;) 7Bi’7/) D*7

where 8; = 0if i > pand ; = 1if i < p, and B; = 0 if i # p and §; = 1 if
i = p. Observe that we can define §; := §; + % and 6] := 4] — % if v # 0 and
~" # 0, and 6; and 5; are independently random elements in Z,. From the above
observation, the instances that A obtains are identically distributed in Game

1-p-4 and Game 1-u-5 except the negligible probability. ad
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Lemma C.10. For any PPT adversary A, there exists a PPT adversary B for
the SXDH s.t.
IPrlEi 5] — PrlEi ]| < 4AdvarPH () + 2770,

We can prove Lemma C.10 by just the reverse of Game 1-(u — 1)-1 to Game
1-p-4. so we omit the proof.
From the above lemmas, Lemma 4.2 holds. a

C.3 Proof of Lemma 4.3

Proof. We show that we can make a reduction algorithm B for the SXDH using
A. B obtains an instance of SXDH with ¢ := 1, i.e., (G, [a]1, [€]1, [ts]1), and sets
pp := G. B defines random dual orthonormal bases B, B* as follows,

I3 I3

W < GL;(Z,), B:= ‘f(l) W, B* .= (1) fa W* € GL7(Z).
12 12

Then B simulates all secret key queries as follows.
[kl,i]Z = [(pg’i(—@ 1), Yo,isTe,is 0,070)B*]2 for all 7 € S@.

Note that B cannot compute [bf]2 because it does not know [a]s, but the above
instances are computable without [bf]s. For the challenge, B set [c;]; for all
i € [m*] in the challenge ciphertext as

[(ﬂ-i(lv Z)7 .’L'?, 07 Oa Oa O)B + (Oa Oa 07 t,@) €, Oa O)W]l
[(7(-7;(172.)71.?7 €, Bf7 03 O)B]l

Observe that we can implicitly set z := e and Z := f, then A’s view is the same
as in Game 0 (resp. Game 1) if =0 (resp. 5 = 1). O

[Ci]l :

C.4 Proof of Lemma 4.4

Proof. We show that we can make a reduction algorithm B for the SXDH using
A. B obtains an instance of SXDH with ¢ := 2, i.e., (G, [a]2, [€]2, [ts]2), and sets
pp := G. B defines random dual orthonormal bases B, B* as follows,

13 IS
U 01 « al "
W «— GL7(ZP), B := 1—a W, B* = 10 W* e GL7(ZP)
IQ 12
Then B simulates challenge ciphertext as follows.
¢n < Z,, [eir :=[(mi(1,1),22,0,0,0,0)B + (0,0,0,, 7,0, 0) W],

=[(ms(1,4), 20, n + a¢, ¢, 0,0)Bly.
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Note that B cannot compute [bs]; because it does not know [a];, but the above
instances are computable without [bs];. Observe that we can implicitly set z :=
1N+ aC and Z := (, then B correctly simulates the challenge ciphertext. For the
£-th secret key query for ¢ € [gs], B replies to A for all i € Sy as

’ 7Y ) / "
Tois o Zy s.t. E Tei = g To; = 0,
1€Sy €Sy

[k[,i]Q = [(pl,i(_ia ]-), y&iv rz,iv 07 Oa O)B* + rZz(Ov 07 07 t,Bv €, 07 O)W*}Q
= [(pé,z(_la 1)7 Ye,is Tz,i + eTZia /BfTZia 07 O)B*]Q

We can implicitly set 14, := 77 ; + ery; and 7 ; := fr/, unless f = 0, and then
A’s view is the same as in Game 1 if § = 0 and Game 2 if 8 = 1. a

C.5 Proof of Lemma 4.5

Proof. First, we consider the game (denoted by Game X) that is the same as
Game 2 except that A’s output is defined as 1 when m’ # m*. Note that the
challenger does not abort the game in Game X in contrast to Game 3. It is
obvious that the probabilities that A outputs 1 are equal in Game X and Game
3 respectively. Then, we have

PrlEs] = PrEx] = > Prlm/ =iPrim* =i A Eg|m/ = i]
1€ [Mimax]
1 ..
= Z Prm* =i A Ej]

mmax .
1€ [Mmax]

PF[EQ}.

mmax

The second line follows from the fact that m’ is chosen independently from A’s
view in Game X and its value does not affect A’s behavior. a

C.6 Proof of Lemma 4.6

Proof. We show that we can make a reduction algorithm B that distinguishes

the instance of Lemma 4.1 using A. B first chooses m’ na [Mmmax] as a guess
of m*. If the guess is incorrect, i.e., m’ # m*, then B outputs 0. Otherwise, B
outputs A’s output as it is. B obtains an instance of Lemma 4.1 with n := spmax
and m := m/, and sets pk := (G, [b1]1, ..., [b4]1). For the challenge, B sets [c;]1
for all i € [m*] in the challenge ciphertext as

2 Zp, [ci1 = [u; + 2¥bs + zby]y = [(m:(1,4), 2, 2, 2,0,0)B];.
On the other hand, B generates the ¢-th secret key for all £ s.t. (max S, <
m’) V (min Sy > m’) by using [bi]s, ..., [bils,

_ v _
PLisTei,Tes < Lp S.t. E Ty = E 7g; =0,
1€Sy i€Sy

(ke il2 == [(pe,i(—i,1),Ye i, 70,65 Te,5,0,0)B*]y for all i € S,.
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B generates the ¢-th secret key for all £ s.t. (max Sy > m') A (min Sy < m') as

U . . v )
pei < Zp, fori <m', g, pei < Zp fori>m',

. v -
T0isToi < Ly s.t. E Tei = E 7¢; =0,

i€Sy 1€Sy
[(pf,i(_ia 1)3y@,iﬂ"@,i)f&iaOaO)B*]Q (7“ < m/)
[ke,il2 :=  [ew,iuf 5+ (Pe,i(—4, 1), Ye,is 70,5 Te,i, 0,0) B2

=[((pe,i + ae,ipi) (=i, 1), Y05, 70,5, Tei + Bogirs, 0,0)B*a.

for all 4 € S;. Observe that we can set pg; := pr; + agip} for ¢ > m’. We can
also set
B f@}i (Z € 5p,i< m’)
Tei=19 - / - : /
Toi+opr; (i€ Se,i>m').
unless 7, = 0. This is because the information of ay; in p,; is hidden by jy ,,
then {7 ;}ies, i<m’ and {ay 7} }ies, i>m’ are independently random elements in

Zy,. Hence, A’s view is the same as in Game 3 if 8 = 0 and Game 4 if 8 = 1,
and we have

|Pr[E3] — Pr[E4]|= Z (Pr[m’ = i]Pr[Ea|m’ = i] — Pr[m/ = i]Pr[Es|m’ = i])

1€ [Mimax)
< Y Prim/ =] X d(smax — D)AdVE T (N) + 277
1€ [Mmax]
1
< D A(smax — DAdvEPH () + 270
TMmax iE[mmax]
= 4(smax — D)AdVEPH(A) 42790, O

C.7 Proof of Lemma 4.7

Proof. We show that we can make a reduction algorithm B that distinguishes the

instance of Lemma 4.2 using A. B first chooses m/ na [Mmmax) as a guess of m*. If
the guess is incorrect, i.e., m’ # m*, then B outputs 0. Otherwise, B outputs A’s
output as it is. B obtains an instance of Lemma 4.2 with n := sy, and m := m/’
and sets pk := (G, [bi]1, ..., [ba]1). Recall that smax is the maximum index with
which A queries the key generation oracle. For the challenge, B sets [c;]; for all
i € [m*] in the challenge ciphertext as

bS]

Y

z,Z Lz
= [Fu; g+ (0,0,27,2,0,0,0)B]y = [(37L(1,4), 29 + BwiZ, 2, 2,0,0)B];.

Ci]l
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Observe that we can set 7; := Zm, unless Z = 0. On the other hand, for the ¢-th
secret key query s.t. max .S, < m’, B replies to A for all i € Sy as

" ~ U .
Pe,isTeyisTei < Lp S.t. g Toi = E T =0,
€Sy 1€Sy

kei = [yein] g+ (07 ;(=i,1),0,70,i,70,4,0,0)B"]2
= [((ye,lp; + pg,i)(_i7 1)a Ye,isTeis f@,i - Bwiye,% 07 O)B*]Q

For the ¢-th secret key query s.t. (max Sy > m/) A (min S, < m'), B replies to A
for all i € Sy as

_ 1 U
Te,isTeis P < Zy, s.t. E res =0,

i€ESy
[yl,iu»zg + (p2/71'<_i7 1)7 0) rf,zﬁ f@,ia Oa O)B*]2 (Z < m/)
ké e = [((yé,ng + p2/7i)(_i7 1)a ye,h r@,ia f@,i - 5wiy€,i7 O? O)B*]Q o
K . _
[yf,iu: + (pg’i(ill’v ]-)a 07 T0isTliy Oa O)B*]2 (’L > m/)

= [((W,z/’; + p2/7i)(_i7 1)7 Ye,isTeiy 'Ff,iv Oa O)B*]Z

For the /-th secret key query s.t. min S, > m/, B replies to A for all i € Sy as

" ~ U N
PeirsTeisTe,i — Zp S.t. E Teq = E Toi = O7
i€Sy 1€Sy

kﬂ,i = [y@,iu:; + (pzl,z(_% 1)7 07 T0,i, ff,ia 07 O)B*]Q
= [((yeipi + 2 ) (=i, 1), Ye,i, 706, 70,5, 0,0)B 2.

Observe that we can set pe; := yeip; + pZi. Hence, if m’ = m*, A’s view is the
same as in Game 4 if § =0 and Game 5 if § =1, and we have

|Pr[E4] — Pr[E5]

=| Y (Pr[m’ = i|Pr[E4|m’ = i] — Pr[m/ = i]Pr[Es|m’ = i)

1€ [Mmax]
< ) Prim/ =] x 8iAdvg P (N) + 2770
1€ [Mimax]
<! 8MmaxAdv PP (X)) + 2720
TTImax ]
= 8MmaxAdvyPH(\) + 2720, O
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C.8 Proof of Lemma 4.8

Proof. Here, we denote the event such that m’ = m* in Game ¢ by X,. By the
game definition, we have

|Pr[Es] — Pr[Eg]|
=|Pr[X5]Pr[Es5|X5] — Pr[Xs]Pr[Eq|Xe]|
=[Pr[Xs](Pr[Es5|X5] — Pr[Eg[Xq])|

In the third line, we use the fact that A’s view is identical before the v-th
ciphertext query and then we have Pr[X5] = Pr[Xg]. Therefore, it is sufficient to
prove that |Pr[Es|Xs] — Pr[Eg|Xg]| < 27“(). For the purpose, we analyze A’s
view under the condition such that m’ = m*.

We can define w) := w; — == for i € [m*] unless Z = 0 and observe that

wj are independently random elements in Z,. Then we have
ci = (mi(1,0), 29 +w;Z, 2,%,0,0)B = (m;(1,4), 2] + w2, 2, 2,0,0)B.
Next, we check the secret keys. The ¢-th key for all £ s.t. max Sy < m* is

kei = (pie(—i,1),Ye4,70,,Te.i — wiYes,0,0)B*

1.0
. - Yo i\T; — X;
= (Pi,e(—l, 1), Ye,irTeyis Toi — Wiles — yea(@; — ;) 12 Z),0,0> B*.

By the condition Eq.(2), we have )7, g, yei(2z —x) = 0. Hence we can set 7 ; :=

()t —z9 P - ~
P — Wi8=%)  Observe that 7, is randomly distributed s.t. > ies, Toi = 0.

In the same way, the (-th key for all £ s.t. (max Sy > m*) A (min S, < m*) is

s

K {(Pi,e(—l} 1), Ye,ir e,y T — Wiles — WQ, 0) B* (i <m¥)
0,0 — . _ « X "
(pi,@(_za 1)7y€,ivrf,i7ré,i7O7O)B (Z >m )

In this case, we have no condition on yu(x% — :z:?) but 7 ; are independently

(pl 0 . .
random elements in Z,. Then 7, , := 7p,; — 9e6(@i=2) for § < m* are also inde-

pendently random elements in Z,,. Finally, the {-th key for all £ s.t. min .Sy > m*
is not related to this conceptual change. From the above observation, A’s views
in Game 5 and Game 6 are identical except the negligible probability. a

D Selective or Semi-Adaptive Schemes for (E:sep, K:sep,
D:ct-dom)

In this section, we explain a selectively function hiding Priv-UIPFE scheme and
a semi-adaptively secure Pub-UIPFE scheme for (E:sep, K:sep, D:ct-dom). The
syntax of UIPFE for (E:sep, K:sep, D:ct-dom) is the same as that of UIPFE for
(E:con, K:sep, D:ct-dom) except that vectors to be encrypted can be a separate
one. More precisely, a vector to be encrypted has a form such that x := (2;);cv
for a index set U rather than x := (;)ie[m-
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D.1 Selectively Function Hiding Priv-UIPFE Scheme

The construction of our selectively function hiding scheme for (E:sep, K:sep,
D:ct-dom) is the same as our E:con scheme (Section 3) except that the form of
vectors to be encrypted is x := (z;);cy rather than x := (z;);e[m], where U C [u]
for any polynomial u := u(\A). The correctness holds in the same manner as our
E:con scheme. The security is somewhat different form our E:con scheme as
follows.

Theorem D.1. Assume that the SXDH assumption holds and F is a PRF fam-
ily, then our Priv-UIPFE is selectively function hiding in the (E:sep, K:sep,
D:ct-dom) setting. More formally, for any PPT adversary A and security pa-
rameter \, there exists a PPT adversary By for the SXDH and By for the PRF
family, we have

AdVEMUPFE(ON) < (dga + ger + 2)AdvEPH () + 2AdvEY (M) + 2790,

Proof (sketch). The proof of Theorem D.1 is almost the same as that of The-
orem 3.1 except the Game 3 sequence, and basic idea of Game 3 sequence is
also the same. More precisely, the reduction needs to guess the index set of v-th
ciphertext between Game 3-v-1 and 3-v-2, but it incurs exponential loss in E:sep
setting. Instead, by considering selective security, the reduction algorithm does
not need to guess the length because the reduction knows it before it generate
secret keys. This is the only big difference from the E:con scheme. Concretely,
the game transition is changed to the following way.

Game 3-v-1 (v € [gu]): Game 2 is equivalent to Game 3-0-5. This game is the
same as Game 3-(v — 1)-5 except that in the v-th ciphertext query, ¢, ; is
set as

Z, & Zy, cy;= (wgwo, zl,,)Bi for all ¢ € U,,.

Game 3-v-2 (v € [¢u]): This game is the same as Game 3-v-1 except the fol-
lowing. In the /-th secret key query for all £ s.t. whose index set Sy con-
tains both elements that are contained in U, and not contained in U,, i.e.,
(SenU, # @) A (S\Uy, # ¢), ke,; is set as

. {(y?,wy%,i,w,i,m,i)B: (i € Sp,i € U,)
0 "=

(y0‘7y1'aréi7 a/fli )B;k (ZES@,Z%UV)
IR N s s

where a <~ Ly Tei na Zy, s.t. Zz‘eSe 7o = 0.

Game 3-v-3 (v € [¢ut]): This game is the same as Game 3-v-2 except that in
the ¢-th secret key query for all £ s.t. (Se U, # @) A (S \U, # ¢), ke, is
set as

_ U 0 1 — .
Toi ¢ Ly, ke, := (y&i,ym,ru,)Bf for all ¢ € Sy.

49



Game 3-v-4 (v € [gut]): This game is the same as Game 3-v-3 except that in
the v-th ciphertext query, c,; is set as

v & Zp, Cui:= (0,2, 2,,%,)B; foralliecU,.

v,

Game 3-v-5 (v € [gu]): This game is the same as Game 3-v-4 except that in
the v-th ciphertext query and all secret key queries, ¢, ; and ky; are set as

Cui = (O,x;i,zy,@)Bi for all i € U,

ke, = (yghyl}’i,r“,)Bf for all i € Sy,

. U .
where 7y ; <= Zj s.t. ZiESz Tg; = 0.

In the (E:sep, K:sep, D:ct-dom) setting, we can classify secret keys into three
types for v-th ciphertext in the same way as the (E:con, K:sep, D:ct-dom) setting.
Namely,

1. The index set S of the secret key is included in U,, ie., S C U,.
2. A part of the index set S is included in U,, i.e., (SeNU, # ¢) A (Se\U, # ¢).
3. The index set S and U, are disjoint, i.e., SNU, = ¢.

Observe that the way of the classification is the same as the E:con case. In
addition, proofs of lemmas in the game transition are almost the same because
the treatment of each type of keys is not changed. Note that the reduction from
the difference between Game 3-v-1 and 3-v-2 to the SXDH problem in the E:con
case does not need guess. Then we have

PrlEs(y — 11.5] — Pr[Es..s]| < 4AdvXPH(N) 4 2720,
( ) B

D.2 Semi-Adaptively Secure Pub-UIPFE Scheme

The construction of our semi-adaptively secure scheme for (E:sep, K:sep, D:ct-
dom) is the same as our E:con scheme (Section 4) except that a vector x :=
(7;)icv rather than x := (2;)ig[m), where U C [u] for any polynomial u := u(\).
The correctness holds in the same manner as our E:con scheme. The security is
somewhat different form our E:con scheme as follows.

Theorem D.2. Assume that the SXDH assumption holds, then our Pub-UIPFE
1s semi-adaptively secure. More formally, let umax be the maximum cardinality of
challenge index set that A outputs and smax be the mazimum index with which
A queries the key generation oracle, then for any PPT adversary A and security
parameter X\, there exists a PPT adversary B for the SXDH s.t.

AdvEYUPFE (X)) < {16Umax + 8(Smax — 1) + 4}AdvgPH(N) 4 2790,
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Proof (sketch). The idea is the same as the private-key based scheme. That
is, instead of guessing the index set of the challenge ciphertext, the reduction
algorithm knows it before simulating secret keys by considering semi-adaptive
setting. Then the game sequence after Game 3 is modified from the E:con scheme
as follows. Let U* be a index set of the challenge vector, and [m*] is changed to
U* in all games other than the games below.

Game 3: This game is the same as Game 2 except that in the /-th secret key
query for all £ s.t. (SeNU* # ¢) A (S \U* # ¢), ke,; is set as

’Fg,i <£ Zp,
ke = (pe,i(—1, 1),ye,i,7“e,i770,0)]3* for all i € S.
Game 4: This game is the same as Game 3 except that c; and k¢, in the

challenge ciphertext and the ¢-th secret key for all £ s.t. (S N U* # ¢) are
generated as

. _ U N
Wi, Tpi,Tei < Ly s.t. E Te; =0,
i€ESy

ci = (m(l,i),,z,é,0,0)B for all i € U*,

Ky e (Pe,i(*lia 1)73115,1',7"@,1‘,,0,0)3* (’6’: eU*, S CU) .
(pf,i(_la 1)7yf,i77nf,i77 Oa O)B* (Z € U*v SE\U* 7é ¢)

Game 5: This game is the same as Game 4 except that c; in the challenge
ciphertext is set as

wi, 5 & Z,, = (m(l,i),m,z,é,0,0)B for all i € U*

Game 6: This game is the same as the real security game where the challenge

ciphertext is the encryption of x! as described in Definition 2.6. That is, the

challenge ciphertext for a pair of vectors (x°,x') € (Z™")? is replied as

= (wi(l,i),,z,@,0,0)B for all i € U*
Ctm* = ([Cl]la ey [Cm*]l).

The ¢-th secret key query with an index set S; and vector y, € Z° is replied
as

ke, = (pei(—i,1),Ye,i,70:,0],0,0)B* for all i € S
ske,s, = (Se, {[keil2}ies,)-

Then we modify the lemmas to be suitable for the E:sep setting.
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Lemma D.1. For any polynomial n := n(X\) and any set M C [m] with any
polynomial m := m(\), we define the following distribution,

G « gBG(l)\)v B & GL7(Z;D)7 {ﬂ-i}iEMaZ & Zp7
u; = (m(1,),0,0,2,0,0)B for all i € M,
D := (G, [bi]1,...,[ba]1, [bT]2,. .., [b5l2, {[wi]1 }icnr),

U
{piYicmpaes 71 biempna < Zyp,
u; g := (pj(—i,1),0,0,8r7,0,0)B* for all i € [n]\M,

Up = {[Uf,gb}ie[n]\zvf-

For any PPT adversary A, there exists a PPT adversary B for the SXDH s.t.

AdVPE(N) :=|Pr[1 « A(D, Up)] — Pr[1 < A(D,U,)]|
<4|[n)\M|AdvZPH(A) 4 2720,

Lemma D.2. For any polynomial n := n(\) and any set M C [m] with any
polynomial m := m(X), we define the following distribution,

G« Go(1)), B < GLr(Zy), {p}icpm < Zp,

u! = (pi(—i,1),1,0,0,0,0)B* for all i € [n]\M,

D := (G, [b1]1, ..., [ba]1, [bil2, [b3]2, [bi]2, [b5]a, {[uf]2 }icimpar):
{Wg}ie[m]v {P;}ie[m]a {witiem A L,

u; 5 := (m(1,4), fw;,0,1,0,0)B for all i € M,

uj 5= (pj(—i,1),1,0,—fw;,0,0)B* for all i € M,

Up := {[uil1, [u gla}ienm-

For any PPT adversary A, there exists a PPT adversary B for the SXDH s.t.

AdVRZ(A) == |Pr[1 « A(D, Up)]—Pr[1 « A(D,U,)]| < 8|M|AdvEPH(A)+2720,

The proofs of Lemma D.1 and Lemma D.2 is similar to those of Lemma 4.1 and
Lemma 4.2 respectively.
Applying these lemmas, we have

|Pr[Es] — Pr[Es]| < 4(smax — 1)AdvgPH(A) + 2720V,

|Pr[Es] — Pr[E4]| < StumaxAdvyPH(A) + 2790,

|Pr[E4] — Pr[Es]| < 2770,

|Pr[Es] — Pr[Es]| < {Stmax + 4(Smax — 1) + 2}AdvEPH (\) + 2790,
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E Fully Function Hiding Priv-UIPFE for (E:con, K:con,
D:eq)

E.1 Syntax
Let X := {X)}xen, Y := {Ya}ren be ensembles of norm-limit.

Setup(1*): This algorithm takes a security parameter 1, and outputs a public
parameter pp and a master secret key msk.

Enc(pp, msk,x): This algorithm takes pp, msk, and a vector x := (x1,...,2m) €
Z™ where m := m(\) is any polynomial. It outputs a ciphertext ct,,

KeyGen(pp, msk, y): This algorithm takes pp, msk, and a vector y := (y1,...,yn) €
Z"™ where n := n()) is any polynomial. It outputs a secret key sk,.

Dec(pp, ctim, sky): This algorithm takes pk, ct,, and sk,, and outputs a decrypted
value d € Z or a symbol L.

Correctness Priv-UIPFE is correct if it satisfies the following condition. For
any A € N, x,y € Z™ s.t. m := m(\) is any polynomial, ||x||c < X, and
[l¥]loo < Y2, we have

(pp, msk) < Setup(1*)
ct,, < Enc(pp, msk, x)
sk,  KeyGen(pp, msk,y)
d := Dec(pp, cty, skin)

Pr|d=(x,y) > 1 —negl()).

Security Priv-UIPFE is fully function hiding if it satisfies the following con-
dition. That is, the advantage of A against Priv-UIPFE defined as follows is
negligible in A for any PPT adversary A,

1 ¢ AQene.0(pp.msk),Os,o (po.msk) (pp)
|:(pp7 msk) < Setup(1*) }
Okne,1(pP,msk;,-), Oke,1 (pP,msk,-) :
b 1« AQEnc1 )\KGI (PP)-
(pp, msk) «— Setup(1%)

AdVi{iV_UIPFE()\) —

Here, Ogne,g(pp, msk,-) with 8 € {0,1} is an encryption oracle that takes a
pair of vectors (x°,x!) € (Z™)? with the same polynomial length m, and
outputs Enc(pp, msk,x?). Oke s(pp, msk,-,-) with 8 € {0,1} is a key genera-
tion oracle that takes a pair of indexed vectors (y°,y!) € (Z")? and outputs
KeyGen(pp, msk,y?). To avoid a trivial attack of A, we have the following con-
dition on A’s queries. Let g (resp. ¢sk) be a total number of ciphertext query

(resp. secret key query) of A. For all j € [gt] and £ € [gek], if m; = ny, then
<X2,y2> = <X]1‘th}>'

53



E.2 Construction

In the following scheme, norm limits X, Y) are some polynomials. Let F :=
{Fk}kekx, be a PRF family with a key space KC\ consisting of functions F :
{0,1}?* — Z,,. Let binary, : {z|z € NAz < 22} — {0,1}* be a function that
transforms an input into a binary form and pads it with Os to make it A bits.

Setup(1*): Takes a security parameter 1* and chooses bilinear groups G <
Gsc(1*) a PRF key K <> K. Outputs

pp:=G, msk:= K.

Enc(pp, msk,x): Takes pp, msk and x := (z1,...,2;,) € Z™ where m := m(}\) is
any polynomial. Sets b; ; := Fg (binaryy(m)||binaryx(i(2m + 3) + j)), By, ==
(bij)ijepm+s) € Mamys(Zy), and ¢, := (x,0™,7,0,0)B,, € Z2"3 where
red Z,. Outputs

Ct := [Cm]1-

If B,, is a singular matrix, outputs L.

KeyGen(pp, msk,y): Takes pp,msk and y := (z1,...,yn) € Z™ where n := n(\)
is any polynomial. Sets b; ; := Fi(binaryy(n)||binary,(i(2n + 3) + j)) and
B, := (bij)ije[2n+3] € Mam13(Zy). Then computes k,, := (y,0",0,s,0)B}, €

723 where s & 7,. Outputs

If B,, is a singular matrix, outputs L.
Dec(pp, ctin, sky): Takes pp, a ciphertext ct,, for m dimensional vector, and a
secret key sk, for n dimensional vector. If m = n, then computes

h = 6([tha [kn]Q)a

and searches for d s.t. e(g1,g2)? = h exhaustively in the range of —mX,Y
to mX,Y). If such d is found, outputs d. Otherwise, outputs L.

Correctness This scheme is correct if F is a PRF family. We consider the case
where B, is invertible. Observe that if m = n,

h = e([em]1, knl2) = 6(91,92)<X’y>~

If ||x]]oo < X and ||y||eo < Yy, then |[(x,y)| < mX,Y) and Dec outputs (x,y).
Hence, if B,,, for any polynomial m := m(}) is invertible without a negligible
probability, our scheme is correct. By the similar logic to our Priv-UIPFE scheme
in Section 3, the above statement holds.
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Security We briefly explain the proof idea. As usual, the challenger first changes

the way to generate a matrix B,, as B, L GLgy+3(Z,). A PPT adversary can-
not distinguish this change similarly to Lemma 3.1. At this point, the situation
is the same as that where the fully function hiding bounded IPFE schemes by
Tomida et al. [28] are executed in parallel for each vector length. Hence, the
security of the above scheme is reduced to that of their scheme. Note that the
above component scheme slightly differs from their scheme because the above
scheme is an SXDH version of their scheme, whereas their scheme is based on
XDLIN.
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